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3 METHOD USI NG HEAID DI SK STI CTI ON | NVENTI ON The present
inventionre |gid di sk H l systemsa ggré C')/y
parti cul arly o a securlty syste i ves on 1ch | (013 --V-/

sensitive or confidential data to \/\hf‘"@??"?éccess is to be Ir $ﬂ A“C
BACKGROUND OF THE | NVENTI ON * 166166* The necessity to rEy 6 dat d
“resident within a conputer for the efficient conduct of personal and

busi ness activities creates a vulnerability to danage associated with the

| oss of 10 val uabl e information. The tDeseniptign such data maybe used to steal
or conprom se financial assets, inpair business rel ationships, or

conprom se the value of business information or research by unfairly

obt ai'ni ng the work pDXIAXSECURATYMETHOD USING HEAD DIBKTRUIGTIONef t
particularly for portable conputers, is a Bowing problem Despite the small
size of these systens, the progressively increasing storage capacity of the
di sk 15 dri vegr oPoRIEE iy the system not only adds to the function
and useful ness of the conputer, but also puts increased quantities of

val uabl e data at Tliegitesehtcinvention retangsutd eigidi disksiacd storagy syStempesndgiond th. 1f a

drive Ls stolen nd hysically out qf the pos sion of the .-

i ndi vi dual i b 8 SeruieHamclon ik dees O3 BB i jored seasithie anoufidentia
effected by &Fg{o%gi%ggg,mqjgmy ng destruction beyond any reasonabl e
possibility of recovery 2 O rather than by a Iess\”wmmm , ns whi ch

I npairs access, but can with skill be overcone Imwm@m% password
protection, | n be extracted.pyth special tools
avai |l abl e onégﬁﬁe@tp‘g‘(ﬁ &K?@WO ontents of the harld drive can be nade
i naccessi bl e thr mmeaesﬁ@rtdwayenﬁaamrdemmandabﬁ%ﬂta&bﬂmebﬁmnt &adglitiofe i s
much less likely to be conprom sed. Further, if the stored data will not be

avai | abl e arReriondl and busineshacsivities erestessa walngsahility ta Jamaggpseciaied vithihedossef,

apt i al ﬁﬂ&m vvoul d
b(lﬁ I M nat eﬁmﬁle%@%ﬁohmpm%%mh%ﬁ%y,ﬂ% H@EQ%M E&nﬁljaﬂné
~ ~~ ~ gasets; inlpd® mmeewmmpf oi’bdﬁnprmﬁmﬂdlu‘émﬁbmmsmfommmrl on
teaches the i mobi,li z di sk, driyve ' is sensed that an
unaut hori zed® %@B&é’“ {Yr@%’g{‘%‘*ﬁe&%m&%‘i@gﬂﬁ{w rRUSESSan attenpt can be
t he repeated accessi ng of the drive wi thout the proper password. A
consecuti ve number of attenpts can be selected which tolerates the

i nadvertent or a&qmraheﬁ; §é‘1’6¥]af$)hf°F Rersablecompytess; iy srowine peoblermy Pespite cces s
to one who Upesn dé?tﬂé%é SRS the propY&avap cllSind Rbfage Siphif BreRedsichoi ces

anong |ikely passwor
15 drives forming a part of the system, not only adds to the function and usefulness of the

computer, but also puts increased quantities of valuable data at risk when the computer is
stolen or tampered with. If a drive is stolen and physically out of the possession of the
s, individual entitled to access and use, the security of data should be effected by
extraordinary means causing destruction beyond any reasonable possibility of recovery
20 rather than by a less terminal means which impairs access, but can with skill be overcome.
Even with system password protection, the data on a hard drive can be extracted with
special tools available on the open market. If the contents of the hard drive can be made
inaccessible through a hardware feature, the data resident on the drive is much less likely to
be compromised. Further, if the stored data will not be available and the function of the
25 computer system becomes impaired, a substantial part of the incentive to steal or tamper

with the system would be eliminated.



When.practicing the present invention, password inforr rratl on 3535@
“the hard drive as is the case for many operating syst goaév%
95. For thesro%9ys8te3®e 10 the hard drive is not assessabl

system unl ess the user enters the correct password. Tht.s.,

inclusion in the mcrocode of the drive a command to t; stop the head

the polished area of the disks. This command can be given by the host
system for exanple. As nearly all disk drive manufacturers use polished

di sk surface e-r(g(g i pn order to achieve low fly height and
t hereby gr ea§m‘a{{a eiwbgpgww_ drives nmust include a nethod to
avoi d havi ng the Tieastesehiiftention tedched tHelimm@Bbilizatioh @ha ditk BriveWiRinlit idlkésedrnd
head surfaces mate nearly p erfectlgmwhen stati onaréuand t he phenonenon of

"stiction" tHRERn wewthorizediageasyof the data js\being aemptas| “@éﬂéﬁﬁ@m@ﬂaﬂ bethey e
manuf act ur er r
m cr ocode, Fe %a‘i’?cg%c&'éiﬁgtof h@'?igiw%tg&lt?ﬁ’qoﬂr ér&aﬁsbﬁ'?gdé ég&ggdm g @1:1%:(%3§ spi ns
.~~. 250 up iﬁmmkcaueeademarwmbh toniaeethamﬁdWmm dmc:dmkttasmfanmbabcton to

be consi der ed. For drive with head | oad/ unl it not be R H)@Esary
to actually E‘ts&‘?’?f é’@?‘ﬁdF'@’“ﬂoﬂc&QSF roneho usgrgn %P@S‘g?f @’ TR PNCHRO

entered by dgjj eﬁed'cﬂ@ﬁe%t@tlﬂca pRiherR Stationary disk pack. This is
advantageous cause eads stuc near the outer dianmeter (OD) of the disk
pack produce a hi gher torque resistance due to stiction by about a factor
of two conpared t 0 heads, st uck, at nner . di.aneter. (1D ej t her
case. 1D of coy WRenbRpRTgng bistels Rignbiof SR Gt RlGs b i thg W he

| oad/ unl oad gRRas isth@cdde Forendn Bpériting syiteds sHEl d3BWinddws 95)or des@sysRmgpl head
| oad. Following this the notor 1s stopped while the actuator current is
such fBat t hthe erddnwemonessmeb}e by therppesating sysera unhssnbeﬁssmnt%theekam e, the

The.noad ot eevofn K E iR - ARba i hSpftrd Bt bt B P alilan i 00

~i ~ gg~stop fie-hegdiB the potished\déza-of €heQtisks.nThik eommiet cap be giverpby the hostr onnent

e
?%CQGa?ﬁe%F%pf WeRPRIE A oesE A ik O ek i efhed isk s oo

sequence forr&hangrqum &h& tbaaﬁtsw@dveﬂyrﬁéi?g afdVBhéreby ?féhﬁeh@at&&éfs&f)salﬂ@ zone.

For 5 exanple, nearly all disk drive nanufacturers that have a start/stop

area &h the dm@k mustpndw asmethod wpﬁgxamdmeéxpadsrl@dm the pelishedregiony dae

starting tor I /stop
case, the he%l soth @gﬁﬁrgilgeggﬁ%rsagés hg%‘%?l&c?g{} l§§fhane finpthet %“‘Eﬁé&é’hd t hen
the spindly Bﬂfsﬁétloﬂhﬁkéib\bﬁ Stictipp Boerylindedirable cmhlghﬂ dﬁ@é sdlamifachirers (gdy |

using a snall n}& cyrrent in the actuator voice coil while the
spindle is smﬁan&t 19 ayoig Its QFGUIRNCE. By EF DESCRI PTI ON OF THE DRAW NGS

Figure 1 illustrates a typical rigid disk drive with the cover and upper

plate of the actuator voice coil notor stator assenbly removed and |
i ndi cating bands Bhe file mittacadn, upoes recsivise sicommand, t'vegetablipedhodipks drivel)| spink

di a r% L ugh %tcfnvg a& Iﬁ}frmﬁ? Cfllt% Oagg *hte{;'ﬁgo lnr(més O%Bérﬁtl&n}} bl 3&&%&!& %‘ %Lart up

and udes P y System o e presentrrnvention

DESERI PTI ON drive-witlFh@dleadAnidali usmmms)eaecteysmml actublly dardipindlerotation Thef or
data storage including one or nor e, di sks 10 nounted for rot ation

about a spi ndvegetable gjatecty S)san hi)%?’?@ﬁy dring;a load pperptipnonty a statigpary: disk A
t uat t
ond'read dat Dagk Mty SNARARLGS, tEndd RGICUER neBPRE DAL abBlr (TORTRCANE 00

a stati onary ppek produve 2 highectorqe résistanas dueltd stictibndypbown adimitar qgiowd campaéd whi ch

pi vots about a stati nar post ator ar fl.exyres 30 which

in turdP suppd? headpgtug %fﬁ yelia:] ‘W&d%gnin@rf %@rﬁﬁdﬁgs%‘@“ Iegd a%r f ace.

The fl exure @lnkO rom
Xu ?Qe % ‘ﬁ@telg@ﬁvey %ﬁf@‘l@?&urﬁ@ﬁ%a@ ﬁﬁgltn@g\'fo migﬁl"\%fﬂ nBikh aHPihe

the di sk sur 0 an onnecti on etween fl exure and
transducer helad naihal\wead load. hsalldwing this tlmhnostmds st@ppeddulnlenlys dchiatgrtcurrént isr m 32,

2t the side of L i KAl AR S ACIIPrGRB kS b e i IAMGE"

coil is energized by a current with direction necessary to keep the head at the inner diameter
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- R0998-130P _ ~_ 0 MAY 2003 P~',~~~ g~/ ~026~ supports a voice co|3 BSAMAY
which is part of a voice coil m)tor (VCM that drives ?g
pi votal notiROIDS-13@P actuator assenbly. The VCMinclu m@mﬁfﬂg&fﬁ
36 supported on the bottom plate 38 fornmed of magnetlc I ‘abd e\UG me
material. An upper plate nenber (not shown) of magnetlcal redbl e
material is attached to the portion 21 5 to forma flux path Wmch i's
interrupted by a gap across which magnetic flux flows. The coil 34,
supported on, ﬁ'l?s is positioned in the air gap and drives the actuator
pi votabl e portion 1 h one rotational direction when current flows through

the coil in one direction and drives the actuator pivotable portion in the

opposite direction when the current through the coil is reversed. A cover
(not shown) is seBtheetherpringp eawwmwh@ﬁﬁ‘e@dsm stepred and sartesd iRdr et i ¢

seal and th r i

encl osure. %ﬁgﬁd:rééb{ﬂ/gﬁy&?wdﬁ(gwgﬁ %S{h?fgllg@rﬂ% %%?1 ?Hﬁ B{%rface
20, there nusdwedpaprsequened fosfhpzdnai,nhuhehdstanembvédmaylﬁ&nstﬂuswdsl‘o;ﬁzbniSFand t he
surface of the d .stora denﬁmhes i ncrease, a mandatory

requi rément §8mMp e“‘?ﬁfb@\lg e maylachurgnt QVHGS%QEPWW%@EQH iPlge dur i ng
operati on. %mﬂ&h%z&?@ﬂm&ﬁ PRBTidage §iart d,nghﬁg ffm ng%uﬂ!eﬁé‘onlf’ drives
ge and ena

i s approxi mately m croi nches. To avol e proper data
transfer opeemhc&)that fohthelstart/stopdiase thecheadssheodld bemaved tolke aerf dinmetenaf the

transducer head rajl s or ai urfac t ol ed to
bt ovent - any a P el % spiule mifcsnad B oBReES AT Rinatan R el t BEIP B
required cl agmganaall Ahouhtbf @Feénd i maaauaibrsdmdérobmmé e sgindle iseskkwa%(af
tracks 41, from 42 to 44, over which the head can fly ile reliably and
conm%@entlySQdﬁ mai nt ai ni ng head to di sk separation for data transfer is
used for data storage to nmaxim ze the data storage capacity of each disk
surface. However, at both the OD and mthere renmains a region over which
t ead wi |BRIEF\DESCRIPTIGN QGETHE®RAWINGSNdi ng and parking the head. The

sel*€cted | andi ng zone_ i,s textured to. for roQ crevi.ces, s in
the surface suchrl'7i lt‘lﬁ’é" Fﬂqm’f@ﬂ%‘gMF@ t%@ﬁﬁﬂﬂb‘ﬂge"\ﬂ ﬁ°ﬂ§g
defining a siR@to vbiaeu&hm&o% stﬂt%i' hds@mbl§ nicVe@ and indiBdting BhnddioF tratiii®ndhé
bearing rail surfaces of the head. If the air bearing surfaces of the

transtocer Iiskowrfagee al |l owed to cone to rest on the polished disk data
surface, the two highly polished surfaces are in such intinmate contact that
adhesi on occurs. Wien the two super snmooth surfaces of the disk data
surface and the mngmsﬁumblodksmgrm rlluktemngngnnanobodeuhitanpismantetﬁerdiukgiﬂvel nt o

cont act, the adhe5| Qn @8?&“ - : R0998-130P 3 0
MAY 2003 ~: -Startup g incf ersecunty_systen\p A ﬁH{EPFmd?vegP%&ked gage bl ocks t hat
have been used by nechanlcs whi ch when brought into contact could not be

lifted apart, but could onl e separated by sliding one block conpletely
of f the edg@ETAﬂ@)%S&W%Q}bI ock. Further, di sk drive spindle notors are

desi gned to have dg. h AealeePONBlcalit a¥l debve'13 ARl S BE AR ofd 55

asSembly to both chieve mn I SStpation. The
retatpoel y | moreptiske 10 afounted farpotatidreabont zosp,mdlw 20Whictois ammrtbdh endirigid takack i s
not enough t o l? / eealk4 tAbl? ac%\(ljart]oersalss%nmb ynld6 s‘t’x\ﬁ;o?tsttt?e transcsucer heads 18 that record data on

and read data from the disk surfaces 20. The actuator assembly 16 includes a stationary

portion 21 secured to base 14 and a pivotable portion 24 which pivots about a stationary

post 26. Actuator arms 28 carry flexures 30 which in turn support the transducer heads 18

25 that confront the disk surface. The flexure 30 allows the transducer head 18 to move
toward and away from the disk surface 20 and a gimbal connection (not shown) between
flexure and transducer head allows the head to pitch and roll during flight. An arm 32, at

the side of the pivotable actuator assembly opposite the transducer carrying arms 28,
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,strong enough to free the transducer heads fromthe disk surfaceu ﬁ]tMA%{ 03
li kety that the suspension systenms that secure the transpm;er (I’Qa@s togtze

fl exures woulrdolbg -dggrged. To i counter this phenonena, Msg né_r 63
avoi d | andi ng transducer heads on polished 10 surfaces i kg |, anda
zones at the QD or 1D, such as the region of concentri c%% be‘tvxéehﬂgg
lines 42 and 46, renoved fromthe data surface that are textured or

roughened to support the head air bearing surfaces vvithout any si gnificant
adhesion or sticti desi gners w ve th i ng
one at 't he BURSOtS Anaigh et Shanich e agace S motes SEEM st Biyes i ot

bet ween 1 r angglitiaital rmdtibnf e a%ﬁfatdmssm errh&@dmtcmaes%rﬂmﬁh ffgndtsi 3N

during the drive startup. Further, the fracks at are the nost
ef fective fosuppoged ngtltmhoatonmiataBS &rmed of mmn@ﬂypemmlpie matedial. rﬁmpppezm at

the outer diapeter t he, di sk _whi owde l.in age
t he suspensi 8 ea'ﬂfif“@ r“"tql'fgo o&' "é‘&ﬁ"x?‘“@ ?‘fgledﬁ {ﬁﬂﬁg‘gﬁgﬁ%ﬁ\e &?gaﬁgags
are stig | fl yé fogmwfim gattewhich idaiteruptéd 1 &/giipadrdsowhible magihetic fidk A6w§.eThelur i ng
the drive shut_down procedure or when the drive is stopping due 2 0 to
power fai | ur &0il 34, supported gngrm 32, is pesifionpdinthe.aip gap and daives the actugtercpivaipble v ent
t hat i ndicat . i . | I

m crocode i n mIoF é&'gg‘{plgtr} g ﬁog%ﬁtgﬁgurte%teﬁgwﬁr #ﬁ?{@;ctog%te?%é}lﬁrg : a‘*nﬁowi ng
the trans duceﬁvdsebeda:tﬁanoﬂ pivadabderpdrtien inahe qipesttecﬁmkuoimmnahur dureehit thiomighithiel | ng

t he adhesion of, stiction to maketh drive inpperalle. gevent that 2 5

 nvokes the 891 is @VSTsedn R GYCTLBRL APWY) i Berted 40 ISR PETRDE MEmbr, 1 458 forpa |
ent erijpg of Lk ﬁgpﬁmﬁ or
code V\orb?ds \Aﬁfréﬁ'ggr?éeapiﬁ‘n |%§?’F§/’§ﬁ§%san uﬁgg{] orl zedigg{c})e&g%hgﬁ%?rpwsg% or to
i nvoki ng the security procedure, the system may i npl enment a war ni ng rressage

to informthe use lnitia of th ta ect )
unl 6o a proper - abe BEvEl eEip T Baepd G lRoR uRiERIRR 20, Rt BB <on
@po al SOnﬁlﬁmﬂ'sS%@&tloﬁtgﬁﬁlv&M tﬂeﬁfﬁﬁﬂﬁc& 1R 08 hifxhé fafade oPME disk. Asdmas

ts that wll e R0998- 130Pto|erated r|or
to i nvoki ng StaEage densities {Acrnass; em@awryzeqwmmtmgmosrqumno
As shown by the
control mecr g@%éégmyﬂghﬁq %@erstlg?tcéte%@ %%%%ﬁ?%a@%ﬁtﬁ?ggﬁm%@ma{) be
ent er ad (bl od#ives @ dppraxirodtelyfl. &jalcmmdwsed‘ctayoidedanmge achenglile pmlpelsdh}a transferi at es

Concod at bi Begps i ek ape shitacennd fif SukRRE Hifghcer hesTall Gt o1 o
entered. Thepdlrig BuHEREs miRt be h@n@ A)’ohﬁkd o PreRaehy pd @@qum%uwéauae EchpiePT a

nunber i ndi catlve of ;an attenp unaut hori zed access. |f the consecutively
ent ered i nvamhie ﬁ&@?&%‘?&j‘h%“'qu&%"lt’%éﬁacﬂﬂe Indesigninga Cbﬂs‘!ﬂ%r@e entire handoft ed as

invalid (Dbl Oatckg@n @&Mzh A58 glr@h{ hgtgdtscah AYSohile ki Jt§s ity ¥ Of

anot her passwor the ecutlve nva% passwords is
sense@(t bl omintddng béad td dsktlsdmaragonﬁn rdata(tbhsfdos by foxsdamsto:lage tomawirdize he

transducer NGady Al ahelet U oRY G Sth Honell! 8520 RSB Lid Bad e on
=

remains a region over which the head will fly which can be used for landing and parking the
head. The selected landing zone is textured to form grooves, crevices, or bumps in the
surface such that the polished surface is discontinuous with lands defining a smooth though

25 partial surface in contact with the air bearing rail surfaces of the head.

If the air bearing surfaces of the transducer heads are allowed to come to rest on the
polished disk data surface, the two highly polished surfaces are in such intimate contact that
adhesion occurs. When the two super smooth surfaces of the disk data surface and the

transducer head air bearing rail surfaces are brought into contact, the adhesion is similar to
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, or.stiction to nmake the drive inoperable. -5/1 ., . R0998- 150@’@@
2003 77, ~y'~ fig! 1p 26 ~~:~tUS s ~ ~~ ~ 20u Wiat is Claﬁ; Jed.is

a data storaggoxygt@m i ncluding a rigid disk drive dat i,oragg gq// 6263
including at 2 Least one disk rotated by a spindle not omd§
anti m}palm

transducer head that flies over at |east 3 one respecti
surface that includes a highly polished data storage surface 4 portion ahd
a security means, for preventing unauthorized access to data, that nust be

5 satisfied acc tored dat a data prqtection stem
conpri sing é}“’c «S’ﬁ ﬁsfﬁ @ocﬁg haéih\@.h?&l E%ﬂglé&%ha\‘?’és LYHE%W@%"SWG‘FEKW%WNS to

satisfy sal frmasa aFESé?i sai d

sensi ng ma%gﬁtg&?ogf&hpgg e topé&rwblgglqggﬁglbdlg@k gxﬁzisbﬁem%éﬁflan I ng said at
| east one t camphitetyeoff theadgoof thaadjoining plock.i hathet, diskadsive spimdlel'trmmrhhxghl y 7
pol i shed data.stqrage surface ortlon th | eas ransducer
head sticks dFﬁg‘Teaéog'i"ertE% et é’veﬂf Wﬁcﬂf’i’ﬁé%“‘ﬁfﬁ?%%%’? yé?i ‘é‘ghesi ve
force g hat ra@lﬂWerrﬁﬁmﬁmgﬁf‘é‘énﬁrrecﬁfcé‘hédt eas,a&.ohoqﬁe'?eﬁd@asi 1&@po®€r SHHIRDip

sai d spindle motor at startup. data storage” system of cl |m1
wher ei n sai ancgess whichyotateathe disk S&acbm/omcmghtmmalsﬁaeddlummgwmhemmnses

and accunul ates the ut| e f te 0.3 correctly
enter said ﬁgwagh kfj)r% t%&m&ﬁgcgr ?8? t@@éﬁ‘eﬁ?" rpr %@f?ﬁyzth%ﬂ‘&el n said
di sabl i ng rr@@mnsmbwemsmﬁk@dme Zhd tﬂddsdtfé’éﬁﬁeam%rtﬁé fléxred wold b dahﬁg@h drsk
drive, but inactivates the drive and |lands the at |east one i 3 transducer

head on the cmxeréblemomeg« ﬁmmsggnpwawﬁ@admframngag@sgarpphﬁbe portion
wh
priorndo 4 gGeResk of’igfng lanﬂlwé zoxyal%te g@mﬁ{) ﬁ%%?&aaﬁélgé @oﬂ&f Editkdftid Wherein

sald I sabli'ng ne on sai d
respective tracks 43ibghieen fioés 42rend 46 aemoedddfiany theslatafsarfaceithattaretextdreddjracent t he

outer dianeter  thereof A securjty ste for a,rigid djsk data
st or age devf%hWFséﬂs‘i‘ﬂ?eftdg%}é“gf“ I%Eaﬁ’g ’Wr%éeﬁw’r‘ W@S‘ﬁ‘?@ﬂ ?41?&’8"%? Tesent s at
R@g ggg Pd 3ictioAU MGAE Srivetidsighers RlSdlecPithavé ﬁiamﬂﬁ@rzoﬁmtthé 1D f5Sredifte the

torque required to overcome any adhesion between transducers and disk surfaces when

15 beginning disk rotation during the drive startup. Further, the tracks at the OD are the most
effective for storing data. An alternate method is to provide ramps 48 at the outer diameter
of the disk which provide inclined surfaces that engage the suspension and cam the head
away from the disk surface while the heads are still flying when the actuator is pivoted to
the outer diameter during the drive shut down procedure or when the drive is stopping due

20 to power failure.

In practicing the present invention, after an event that indicates that unauthorized

()

access is being attempted, the control microcode initiates drive operation and then
terminates operation, allowing the transducer heads to land on the polished disk data
surface, permitting the adhesion or stiction to make the drive inoperable. The event that
25 invokes the drive disabling security measure would typically be the entering of a sequence
of a predetermined number of invalid passwords or code words which are indicative of an
unauthorized access attempt. Prior to invoking the security procedure, the system may
implement a warning message to inform the user that initiation of the data protection is
imminent unless a proper access code is entered. The use by an unauthorized person may

30 also be discouraged by randomly changing the number of access attempts that will be
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3 0'M AY 2003 3 over a respective highly polished data surface ﬂtwtmoa

“wite data to and read data from4 ~ the disk surface ¢ ‘J”SA ? ~
passvwrdﬂgtsaf(@g%é)flﬁieventi ng unaut horized access to daﬁﬁ o1 9 ng@264
password whi ch nust be entered prior to gaining accesmg,s;orpﬂ o, s

such device; 7 sensing neans for sensing the nunber of a o Ael ébUD

unsuccessful attenpts to enter 8 said password; and 9 di sabling neans which

i s invoked when the nunber of successive unsuccessful 10 attenpts to enter

sai d password have exceeded a predeterm ned nunber, 11 for disabling said

devi ce by | dnlerated prigrdo invokiag the seewsity prapediteer on the respective 12 highly
pol i shed di sk data surface portion. 6. The security systemof claim5
wherein said disabling nmeans initiates disk rotation 2 and transducer

flight, noves saiAk shbwhogsiie fvwechiattaof Fil) ¢ avhichviltistrates @ pofivRef thewonfrolghl y 3

pol i shed di sk, dat& surface portion and term nates disk rotatiaon prior_to
accessi ng ddnisrogods, ghelivg stagtseguence ¢alls for apassword to begateredplogkSa), achighdf st

one transdu i i I AV L1940 i i a
surface por tqjl‘a’ef)erl?.%l %gﬁb%&nﬁéﬁ 51; ?Zg@ﬁ%t{esnrg)nﬂgggﬁé? g%%‘ﬁ’gﬁggg?%u@ﬁ%u sk data
st or age devipasswond islinvalid, itis senskd atilookrse valaether gHisis dpNthdbasectiviediivalié r ot at ed
by a spindle notor and rein data is witten 3 on .and read from at | east
one ultra srRISTAPr F@RreeﬁﬁgeMlP T B3y be Fl@@beefep%wm#ma@m t hat

flies over thygbed ifficatieloR 8 afdhthttPurRGiMBfiAldedodst Clreild Qmdytivily drtéioPinyalid’ -

the method 5 conprising: 6 determning that an unauthori ze‘% access to data
stored on t ipassioskisiless branithe Nthathepagsword is Sndicatedras inyalid(plack SAhanddhe ve

operating ingtruct.ons.in, response to term ning th an..9 unaut hori zed
cbcess 19 barasnes e SRl MRS B SR e Bt B Rup R E T hood 1o
| and 1nd corgndeputiveShvalid passivorda s sefsea fat b16¢k 31 thel didablirg bl (Wbckis5)liRt a
surface. 1 8. The security nmethod of claim7_ where said data storage device

i ncl udes a peitigedang the transduees hgads aredanded on pelished)digksusthces nermitting aghesion, of
deder m ni ng : ' is R0998- 130P 3 0 M AY 2003 3 bei ng
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security method of claim@8 wherein the step of causing the respective 2
transducer head to | and on at | east one data surface conprises starting
said spindle notor 3 and initiating transducer head flight followed by
stopping disk rotation and | anding said 4 respective transducer head on the
at | east one confronting disk surface wi thout invoking the 5 shut down
procedure that causes the transducer head to be renoved fromthe data
surface 6 prior to termnation of head flight.
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8 disabling means invoked by said sensing means and operable to disable said disk
9 drive by landing said at least one transducer head on said respective at least one disk highly
‘1 7 polished data storage surface portion, whereby the at least one transducer head sticks to the
11 respective disk polished surface with an adhesive force that requires a greater starting
12 torque than can be supplied by said spindle motor at startup.
‘ 1 2. The data storage system of claim 1 wherein said security means is a password and
2 said sensing means senses and accumulates the number of consecutive failed attempts to
4 correctly enter said password.

1 3. The data storage system of claim 2 wherein said disabling means, when invoked,
« 2 initiates operation of said rigid disk drive, but inactivates the drive and lands the at least one
]
"3 transducer head on the respective disk highly polished data storage surface portion prior to
4 accessing data.
1 4, The data storage system of claim 3 wherein said disabling means lands the at least
2 one transducer head on said respective disk highly polished data storage surface portion
3 adjacent the outer diameter thereof.
1 5. A security system for a rigid disk data storage device which includes at least one
2 rotating disk that presents at least one data surface and at least one transducer that flies
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for disabling said device by landing said at least one transducer on the respective

highly polished disk data surface portion.

6. The security system of claim 5 wherein said disabling means initiates disk rotation
and transducer flight, moves said at least one transducer over said respective highly
polished disk data surface portion and terminates disk rotation prior to accessing data
stored on said at least one disk, whereby said at least one transducer sticks to said

respective highly polished disk data surface portion.

7. A method of securing data stored on a rigid disk data storage device including at
least one data storage disk which is rotated by a spindle motor and wherein data is written
on and read from at least one ultra smooth disk data surface by a respective transducer head
that flies over the disk surface and is separated therefrom by a film of air, the method
comprising:

determining that an unauthorized access to data stored on the disk is being
attempted;

interrupting normal drive operating instructions in response to determining that an
unauthorized access is being attempted; and

causing the respective transducer head to land and come to rest on said at least one

ultra smooth disk data surface.

8. The security method of claim 7 where said data storage device includes a password

used to gain access to stored data and said step of determining when unauthorized access is
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1 10.  The security method of claim 7 wherein said step determining unauthorized access
2 comprises determining whether a predetermined number of successive invalid passwords
3 have been entered seeking access to data stored on said rigid disk data storage device.

] 11.  The security method of claim 10 wherein said predetermined number of successive
2 invalid passwords is randomly varied.



