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PREVENTI NG A PERSONAL COWMPUTER FROM BEI NG USED BY UNAUTHORI ZED PEOPLE
Techni cal wbiglosk1ihe present invention relates to the syst ¢gg/EagoRiocedur es
at 5 the disposal of the users to preyent their conputer devices to be

stol en or hacked and relates nore particularly to a security systemfor
preventing a personal conputer from being used by unauthorized people. 10
As comput er devices such. as personal conputers, ter or other
handhel d devices are targets for hackers and thi evgmm m m@m are used to
protect the vital data or prevent the conputer fron1be|n

unaut hori zed people. These passwords are in conjunctlon %h encryptlon and
1S aut hentication keys used to establish secure conmunications between

conput er Q@Pﬂ' o&%ﬁt tall r %&Epé% t hat
wi || encSrSE'prté sensitive (]E%% ‘i '%ﬁﬁfﬁt’f ?gggédpt[ﬁgréé] J;}I&“Z')ne who
does not have the unl ockit ! <§%g§ to store the key
somewhere, and if 20 this key is not conplex, it will be found. Despite the
constant devel opnent of new technol ogi es, passwords are still the nost
common security tools; they are also the nost abused, and often the easiest
for an attacker to break. PassW®ertsipréds&meld kind of security paradox. The
best 25 passwords are the nost difficult to guess: |ong and random
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e- cormetrive, dbsp@$abroﬁcthanuseaadtGCNEbRkhflENeGEP%omputer devices to

be stolen or hacked and relates more particularly to a

security system for preventing a personal computer from being
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used by unauthorized people.
Background

10 As computer devices such as personal computers, portable
computer or other handheld devices are targets for hackers and
thieves, passwords are used to protect the wvital data or
prevent the computer from being used by unauthorized people.
These passwords are in conjunction with encryption and

15 authentication keys used to establish secure communications
between computers. It is possible today to install a program
in the computer that will encrypt sensitive data so that these
data cannot be read by anyone who does not have the unlocking
key. But it is necessary to store the key somewhere, and if

20 this key is not complex, it will be found.

Despite the constant development of new technologies,
passwords are still the most common security tools; they are
also the most abused, and often the easiest for an attacker to
break. Passwords present a kind of security paradox. The best

25 passwords are the most difficult to guess: long and random.
Unfortunately, these are also the most difficult to remember.
Moreover, most experts strongly recommend to use different

passwords for each e-mail, e-commerce, or other account, and
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WO 02/11S61SS PCT/ EPO2/0(121C 2 that you change themregularly. As a

result, nost people either choose easily guessable passwords, or wite them
down whengotbesi1ean be copied or stolen. The answer to thpergemmdi¢gimis to
use password safes. These 5 prograns provi de a space to store the |ong,
conpl ex, or random passwords, and then encrypts them so that they cannot be
stol en. Sone password safes will even generate random passwords for you.

But t héhadr eYPdcatbanes yoluemdirggulit hbed?sl sa argrssivor thase apeopdke t he

sof twarg k) SeeusLLY eia@itlx%%r@(%sy%%g?ﬁgf YP! Len APt OLAPAY), and

user, device or data authe ature) may be "achi eved by "usSi ng
Publ i ¢ wk@yrd nfhregstaarcthe ecqiPidd .o retRKlercr ypt ogr aphy, a user has a pair of
keys: public and private. As their names suggest, the private key is kept
private, while 15 the public key is distributed to other users. The owner
of the Tird vatewdey toevdri ss hasrasndihen pi s vabe usey paddwanyonsefedhe Theblki ¢ and

privat eys of a particular user are related,via conplex mathenatical
stru?t %rge%sélrlaﬁnss&%p‘gl\&/\%yat?%?c? neXo g%f?/ ﬁ%ﬁk%m&ﬁe Egﬁpiﬁ*h Phe TELAEM This
rel ati qrestayprds cr umidal then2Oemakypigs pultldnc/ ol vahet keyhdpsedhreiad ypll on
wor k. The public_k is used t he_basi s r encrypting a nessage,, while

the pri aqjgerkey ?81%%%&3333??’8?1%; THEST ecWE)ELgnt S Hec¥§pErEhe eﬁg‘Wle“ed

nmessaggpadBugrdhefbeayet . oButhehpki watee IkRyatean slecyypt &hexmeagageedbven

t he person who did the 25 enc,rxyc{j%?ic)nq't cannot decrypt the nessage he just
encryptEdC BedtR W dde <2 Mot WiHeS QiR key. For digital

signatures, two different keys are generally used, one for creating a

di gi thI signature or transformng data into a seemngly unintelligible

for et keyTRBRMYBFLPYi Mg 130 BREFYPEAPNS| GHARIFXOHPHWL uelidng t he
messageidd i t Sdevi gknabrf OB COMMMIINEMERIERNT  andySof L vay e Még' | Zjghg two
such keys is often termed an "asymetric cryptosystent. 1' O 02J05GLSH
PCT/ EPCEIDOPRS 3 PheURdPS ofubhi @s\kavet Anérapyptiesyseem PBE) di gint alPKI

si gnat Wi B4 edat Neepr h¥at & kW, WY C]ﬂe 'f:hgﬁw@ngﬁ?n' nRY gl a§lgner

and used to create the digital signature, . c key, ichis
or di narty yEhfre RRBRF ySREASHRL antiesPusBateokedr iy keptherdivgiceal whiidmat ur e.

A 1 a6 pitoUBRIstc heve 1heqeor fespeagi b9 899£k0u58¥slnwﬁgd%cqlqé9 5 itgq}g-, that
a digital signature 1s the signer’'s. If nmany people need to verify e
si gner 'Brilafia alkeyi ghavaresshates pibei cokbyahaistkaye Withridngtete t oThle of

t hem ans byqapublicati g ap gn-lLi sitory or directory 10 where
{hoy CgﬁfeaSIIy ob#ain e y par?e L8RS Ofe dLLESLALY (1Y
complex mathematical structures in such a way that inexorably
links one key with the other. This relationship is crucial to

20 making public/private key-based encryption work.

The public key is used as the basis for encrypting a message,
while the private key 1is necessary for the recipient to
decrypt the encrypted message. Only the bearer of the private
key can decrypt the message. Even the person who did the
25 encrypting cannot decrypt the message he Jjust encrypted,

because he does not know the private key.

For digital signatures, two different keys are generally used,
one for creating a digital signature or transforming data into
a seemingly unintelligible form, and another key for verifying
30 a digital signature or returning the message to its original
form. Computer equipment and software utilizing two such keys

is often termed an "asymmetric cryptosystem".



Al t hough the keys of the pair are mathematically related, it is
conputationally infeasible to derive one key fromthe other, if the

asymet rivgoes¥figsyst em has been desi gned and i npl ement edpgegpiRloyid Or
digital signatures. 15 Although nany people know the public key of a given

signer and use it to verify the signatures, they cannot discover the signer
private key and use it to forge digital signatures. Summary of the
i nvention Accordingly, the nain object of the invention is to provide a 20

securi SY, S R t he .Publ . |Q¥[ u ; PKL ting a
conmput ter?hede]\?/él%rén %%ngg 'f)é% an e&%tlﬁo?i‘lfz@fgﬁ%]eg’r rg%%eig%g%%gdl%gngrﬁg\é%%ori zed
peopl e.arEhecermeht tlom pelabes keerefvbrieht d s lsewur i eyl gybyerhEosignevrent i ng
a main GoMUL &f 8Vic§§a%8°tﬁh%5 §80nal 4 L €l a %P ?ﬂ@eguBXiénkey

aut horized user from bei'ng use unau r1zed ‘o peoplre conpri Si ng“an

ext r actwablah sesucirtynpirddy winwcdh wsdalpi éoewl @i disaiusexbnpot eerdéwi ce

d i.ch . dth by.th t L zed , h .
o iy PG CTPURELPE o P R AP, BB S e g e
key angu¥licc neeyn PE pubkic thewerd fRC thetura tyiqleal weiighatara isWbhe

12/ (1 SG@ SS PCT/ 12/11021G non-extractabl e .part_of said c t.er  device,
Such o PORBICR 1 (7 alesvodiH HEPSh FRastrding T v BLEOREy Sahd c oL

ext r actaihlren ttidl putté Cokigyict b ¢ @aupl Be OHiRPErphuvatietken1and rexteast abl e
mai n public key constituting a Public Key 5 Infrastructure (Ple) wth
r espect8S/813PT hBY c Bifpie Gt ratt 3Bl @RI Spri SRRT-KRYY aRl FEHS PEPUbI i ¢

key,10anchd¥ HCESSy Nehrieansi I dwtdiexis act abl e security piece and PC
security area for carrying out a nmutual authentication of the extractable
security piece and the PC security area after the 10 extractable security

pi ece, AhirdudiadihReencRisevdOushy bLaARYeGe NAsSt hefN: Do 1 PRckeahtbls right
| ocation thereby enabling the authorized user to access data stored in the
conput e¥sS dSABRIt ey ata Hes ciinfisagiofe t ke deawifgs The apeYe i otthe

obj ect S &at ures and é‘ég%ﬁ%%%_ Q;r§r%tsaes]y%ﬂé?ﬁ/eﬂégo%é@rl ! _dQSigﬁé%ferand

understood by reading the follow ng articular descripti t he

i nvent i otPlenenrpdnze¢eore ly t Fo¥ hel attdhpahyhagueeawmi ngs wherein . Fig. 1 is
a bl ock diagramrepresenting the security systemaccording to the invention
with the extractable security 20 piece and the PC security area and its
|inklimhtmqaﬂegrwn@wepeqewcéngystém public key of a given signer and

use it to verify the signatures, they cannot discover the

signer private key and use it to forge digital signatures.
Summary of the invention

Accordingly, the main object of the invention is to provide a
20 security system based upon the Public Key Infrastructure (PKI)
preventing a computer device owned by an authorized user from

being used by unauthorized people.

The invention relates therefore to a security system for
preventing a main computer device such as a personal computer
25 owned by an authorized user from being used by unauthorized
people comprising an extractable security piece which is a
piece of said main computer device and which can be removed
therefrom by the authorized user, such an extractable security
piece containing at least an extractable main private key and

30 a main PC public key, a PC security area which is a



Fig. 2 is a schematic representation of the interactions between the
extractabl e security piece, the PC security area and the conputer device
system i R(yo@a3M\sq@és att achnment of the 25 extractabl e securi pyTiPess2aN t he
mai n conputer device. Fig. 3 is a schematic representation of the
interactions between the main extractable security piece, the PC security
area, a guest extractable security piece and the conputer device systemin
case ofhattethrasialpie a prest @ikt reaatdbl @RSt urdaXiqseceSUsH t e R n
conput i .CE. @) 11, Gl" RCT. 2/ (1021G 5. _Fi g. S S matic
repr esgsr'rﬁ%t@l/%%?ofarie%e(r:é%%lé%%zé%eté\%eeélgggé eagd ?gct(@bjf‘éﬂs%c&%i})t yafé)lclieccatez'\t{,3 t he
mai n PGxsemeialylarrainapygbést RE€ysethibt goapéa afd PChe niwiat carke yguwast
conput e i st in . Of ac ; : i n ta 5
securi t%/ng%géigg%]?lga ﬁgﬁn& e IS:cl(i';érrle;;lu erﬁ%i%vi %@g&%ﬁt}l&% ggéscr?g :_‘L%‘(rc; o?éeteyhe
i nverft i bnf Reserucimgre o FIRKI), twiehmai meppentipkdyof the i nvemplen isfto
use an extractabl e key. 10 d PC, securjity area in mhi nati on._ The
extr act BT cein o Bt sty te ahBiueidy R S CBREREE: Reur cah
whi ch iprocseasinaghecand/ t houtbdith s eextroatbblhike security piece &hé @drput er
device arid all included or attached devi ceg such %g ngrmr y harc} i.sk and
vari ous® perf bhér afF §2 c afAotC e Yid. O%hi 3 BrERRT cAHTHER lE@%E}S&rcﬁa key'*or an
i Nt egr aéedravtsel bubkenriayblpaekec aridi tha1gpd Ssebarsigl krieaf aftiesplEye or a
LED ﬁqea_or a PCMCIA card, In.,the la t,eg E%se one of the PCMCl A slots
cann CTREHPOT BERBFIbYr POSES: ThECH REL PEFTUMF S H PRI A ea 12
i's any mpast beknt heitcargek eatdavisc erprtdwes €4 i smwaherebgl wiiakg ithlae the
operating system and t he installea agplications. This PC 20 security area
is gene? F@%r%ﬁ%?uaaariﬁotﬁsceaﬁp feR BEGFEE Hbt hBFLEAREUBFT aribY her ™
mandat ory board or a card in the conputer device and cannot be renoved. The
extractabl e security piece _contains a processor 14 which can be a
i croprocessor havi ng BR-eht d9Fa¥ SRtEoRmehi Ee i dFaWwEngSrt, a nenory 16
protected agai nst an external read (it mght be a nenory integrated within
processor 14 ) and a PKI checker 18 that is a software application used by
t he protees@borg tan@neityst ovbintent featerdat @asknadvanP@ysecwrfi tyhar ea
12. o] ; W 11 o] ' tract ' lic
oy o CHRELECLER MM b CPRELRE BREARTL BT BLLUTHE SR Forlolih

more particular description of the invention in conjunction

with the accompanying drawings wherein :

*Fig. 1 is a block diagram representing the security system
according to the invention with the extractable security
20 piece and the PC security area and 1ts 1link with the

computer device system.

*Fig. 2 1is a schematic representation of the interactions
between the extractable security piece, the PC security area
and the computer device system in case of attachment of the

25 extractable security piece on the main computer device.

*Fig. 3 1s a schematic representation of the interactions
between the main extractable security piece, the PC security
area, a guest extractable security piece and the computer
device system in case of attachment of a guest extractable

30 security piece on the main computer device.



WO 02/ OSG1S5 PCT/ EPO2/11021C | Simlarly, PC security area 12 contains a
processor 26 which comuni cates with processor 14 via a conmunication port,

a PKI chagbebwnadss hat is a software application used to epefXphy@Rie

aut henticate data sent to extractabl essecurity piece 10 and a ' S protected
menory 30 which could be integrated within processor ' 26. The protected
menory 30 contains an extractabl e public key 32 (the public key of the
extract abfédsebuiFt § préeuptia Peppeseatetiey 34 andeobhérokeybetween

Peosanr Joure, ehbienctis1extaatabl eptBayl | EhePhath Wh Sh-Nad:hegn Rt okl ously

| 0 renove rom-t e conput er f he aut hori zeéd user,; Gt ’adai n at
its rightohesatikhn \ﬂetdﬂ*rittWeaceﬁmem déds ceaia namdlalgtmﬁmeabmpan:lemn with
t he PC se t i cal l med -a Ialned bel When
thi's chookrnbCts Rsre: Sf. 28b, 6. s8Rl e Rt ReSaBadbs ors ons “Pe svTEw
15 38 by BesuribybpseteroﬁBaoremppéicamponepademmcd.checklng application
aut hentication or encryption. At this nonent, anyone of processor 14 or 26
may hel p perform encryption or authentication. Furthernore, conputer device
system 38 nay open @upailiehtdedtdipiiicacess ahe? G dvntidn dati ng external 20
users such as renote users. The protected nenory 16 of extractable security
pi ece 10 includes a set of storage areas which are illustrated in nore

detaHfRefbﬁiihgZkoTbﬁgStD[aﬂEeahgﬁﬁ %QBhéhﬁlé'BEeEhgeX§VEB€EOEa@Sb%Othe
keys thensel ves or the full certificates including 25 these keys

passwortfr éds. SHfgactakd est bpHgel @r axd cént CnsSEERTiBY | cwigry L2EXEOVAI N
PRI VATEdghs i 1t chrhe BherBei%ate ls%»sutra%fy pfedw'fb*e §0y nggﬂé' (¥ iphe

extr%FtabIe security piece 10. It is simlar to a seria but much
mor el ol e £ oHme teat QGVi‘L@adeﬁm eWhighs pki vist eakéychgduséﬂltﬁwu’Methls

eXtraCt@s@dz%é@MétyS@b@fft§o beat! MyehbsebbnhocLhe a&%gs@e B Badl. 5

device and to allow the conputer deVice to send encrypte
PCT/ EPORIFHUBRG Prieathreied o demisesi evechiash memobe, dberyptdslonkydni t h

this pwa\/ﬂ&é@%erf\g‘ﬂé\kﬁ g%'n'n%tKE 42, uhch @Riges@oggs tg the conputer

dev 5 nessages sent to t security to authorize e use Of the
envi r onffRoand key apsoansédtegnihgdf monsehbuPCosecar bilpcar eantaining

15 the small info display or a LED area or a PCMCIA card. In the
latter case, one of the PCMCIA slots cannot be used for other
purposes. The other feature, a PC security area 12 is any part
of the computer device hardware/firmware including the
operating system and the installed applications. This PC

20 security area is generally included in the computer device
motherboard or another mandatory board or a card in the

computer device and cannot be removed.

The extractable security piece contains a processor 14 which
can be a microprocessor having an integrated communication

25 port, a memory 16 protected against an external read (it might
be a memory integrated within processor 14) and a PKI checker
18 that is a software application used by the processor 14 to
encrypt or authenticate data sent to PC security area 12.
Protected memory 16 contains an extractable private key 22

30 (public key of the computer device) and other keys or
passwords 24.



is the public key that ice and is used to encrypt area 12 such as
requesting security piece in this to authenticate nessages 12. SHARED

PRI VATE Kix¥oddsoakd ch is a private key that is 10 generat edcepypbdmiser and
transmitted to other security pieces ¢hat will be granted on this conputer
device for sone applications as explained hereafter. LOCAL PC PUBLI C KEY
46 which is the PC public key used to identify the extractable security

pi ece dmmmkanﬁuuePC15edevﬁcgtﬂuﬁaibznobnthénsommpmﬁcekadmez60wMﬁaNtthis

securlt ece Ion Sen LOCAL | VATE KEY 48 wh| pri e key
uni que y an ext c(f%% :E url‘?y pi 8@18‘18&?51 9103 ESE‘gut 5r\£3§(e[vi ce

whi ch ICﬂ'lEﬂZd{e]I hé8 cahput rs di?,VBOEtWErW(’IiapbltLh:Ia$laﬁ seaceﬁl’tq pheegphelcangs.

Thi k th LOCAL, PC PUBLI C Kl f
Cor ros RHIE Tor o pURET OFEnGus8: SEbrA B Mot S S ol T RelOn8PEart er
These& keys: @aiedeanaswpt ¥ ca0 edh i oh atbadd ikt ttalteg@eltreut L teewi @eoa:tets&@?cnent

.25 MA 0_whi h tains.th
| ocal ?ﬁﬁi %ﬁﬁfﬁ%% mﬁg?ﬁy na?@ gaaéfé A2 e ng%e@ﬁgf%% y use in
o %Sm %&15‘2 héy CBEi THisedxt fagtgble rreeeu\tohegy tehties @t 1 agteg@ e

securit i ece authorize on another 30 conputer devi ce as expl ai ned
her eaf t aId:hee ]?ﬁﬁf r%‘ﬁ.%% U KK 0/ RIS BT EP02/ (1021G 8 may want
to keep all its passwor ds on the extractabl e security area and not on the

conmput er device itself. APPLI CATI.ON PRI VATE KEY 54 which is a key that can
be used'%n Ebfe SEpPRLEAPLENS S s BRI Wyl Sleclhipe bPsec Py iy It

can H) sfelevaisedrba ivAY eaBRput 88 %@vweoqepurtﬁef futRRIf OfdH NGs8RCT ViR 1 0N
and/ or authentication. Miltiple such fields may be avail able on t he

ext r actbt e2gaelr pty 1fite e ghthel st it el Hehidr yhgocemprrerpdeydesni t3y ar ea

12 incligdesa 10 funatd anms i ar ttlttht hergaes phi chs@kgr{ngludadid n tihe
extractabl e security piece. EXT MAIN PUBLIC KEY 56 which is the puﬁllc key

of the axkometbbrblecearfeynpileas e8PARdNEd bséawbyWhea chhsutadhreddrize to
send encLypLiadl BBS§a0pToHRAL 3568 &L TP DY [DEess to the PC SYSTEM

15 38 by its I/O bus for O0S or application password checking
application authentication or encryption. At this moment,
anyone of processor 14 or 26 may help perform encryption or
authentication. Furthermore, computer device system 38 may
open communication to processor 26 for wvalidating external

20 users such as remote users.

The protected memory 16 of extractable security piece 10
includes a set of storage areas which are illustrated in more
details in Fig. 2. The storage areas contain either keys that
can be the keys themselves or the full certificates including

25 these keys, or password areas.
Thus, the storage areas contains the following

+ EXT MAIN PRIVATE KEY 40 which is the private key that is
unique to identify the extractable security piece 10. It is
similar to a serial number but much more complex and not

30 readable. This private key 1is used by the extractable
security piece to identify itself to the attached computer

device and to allow the computer device to send encrypted



15 extractable security piece 10 by using the MAIN PC PUBLI C KEY. PC
PUBLI C KEY 60 which is the public key of the conputer device being used by

t he conpuye2dayi<ce to send encrypted nmessages to ot her epterpgdo@gyi ces.
This key may be 20 identical to MAIN £C PUBLI C KEY of the extractable

security piece. It is in fact identical if the extractable security piece
is the one which corresponds to the conputer device (main conputer device
Wi th mai n RGeS pPecd)is PERPeKEYIAREACER W cHecampPEsaAt admla wargbor ary

key used t9 25 . stQf8 A 4 vate key when another extractable security piece
is put on t?hle r@ﬁtln corrput%'r devi ce as explained hereafter. SHARED PUBLIC

KEY 64 which is a public key that is transmtted to another extractable

security, pi N, coput er. devi.ce ex ihned eafter. WO
Uoi 11 sors0PBRS) B0 A R e Phsaliit aith GEcuneeR don: Ak tHE hc
passwor ds e dsmand et ex Changeohmittdr pdssivoe dandt drsedisarl Mib NeBASSWORD
AREA:50 of t r abl e curit iece or_can.he_used_to_update.these
passémrds.mesg%ié%osan%{ij e?od@\?;‘lac%bsé(seg Fnlgg iaﬁ%?ugjgss EL@ﬁ(ﬁle%éle e s

t he operatiag system iegobht hatseal oflat eket heekagiihypapseoed tihr odgH sa

conpare on what is stor i n either PC PASS A 6 or. MAI N PASSWORD
AREA 50 wheh THESH ractHbl e Sedr %y Lb%eﬁe ti’\%as aﬂ)@%‘%“&é&@&ﬁ z8855FF% so
i ncl udes AR CATE £h KON A Os gt ¢hatsa us2d when an application needs a

password which is in MAIN PASSWORD AREA 50 within the extractable security
pi ece, and PKI APPLI CATI ON 72 whi ch uses APPLI CATI ON PRI VATE KEY 54 al so

Wi thin thesEaREMCIRRIVATIEC WIEYt V4RI egRiclri Gis 3al | pustaskeskée wase where
anot.her extracta%tiFB %ecuri ty 15 piece is used with the main conputer device
t

|
in pflace STSTHATRE nP&t FaRt A5 s8BHr itsA ST ntouchBEE aSECHAE % i r st

step consigiécedd) itRser twNplt e nadanexdr et abh £s Seewblul ¥ rPi @6e1 tat adhe
mai N conputer device. The extractable security piece is authenticated as

al ready netTOrRPtHaAKECRD hectRbpleed Joe Gt R @I N PRI VATE KEY 40 and EXT
MAI N PUBLI C KEY 56 on the one hand and MAIN PUBLI C KEY 42 and PC PRI VATE
KEY 58 on the other hand. Then, the SHARED PRI VATE KEY 44 within nenory 16
of the nhilkPehtrBet ABBEISedUY t46 prleéehi scopiced( M@ TEVPRKKEYUARBA @ of

25 the nmenpiy30s0f the RG | ar - [ 5 tract apl rjty
pi ece may thel:l}l be§9r enoved f?%n&{%%y%onﬁct%glhﬁye%c%%d O%eplaaacggﬂgj&%te’tge
guestd ext rdetbes e Seaturiityy pioscethef coupsbert hdevieat ity ofhitdre [tatitser

security pi . Shegke Lth both external serial nunber and by the
server 30 \Aﬁ?@ﬂfg}po[?ees tﬁlg c%rl%spondi ng public key. After that, the key

within TEMP KEY AREA 62 is |oaded into EXT LOCAL PRI VATE KEY 74 within the
memory 76 @k i ﬂ{;ﬁgﬁégéggaﬁmbh@ RATUR! 5% RLECHri TNRLeRQL Ly AL LOCAL
identify an extractable security piece put on a computer
device which is not the computer device to which this
20 security piece belongs. This key together with LOCAL PC
PUBLIC KEY forms a set of keys corresponding to a possible
guest computer device as explained hereafter. These keys
can be duplicated to allow multiple computer device

attachment.

25 * MAIN PASSWORD AREA 50 which contains the passwords
necessary for wuse 1in local attachment with the main

computer device or for remote attachment.

* LOCAL PASSWORD AREA 52 which is used in guest mode when the
extractable security piece is authorized on another

30 computer device as explained hereafter. The authorized user



WO 02/ USG155 PCT/ EP02/0021! 10 extractable security piece matches with the
SHARED PUBLI C KEY 64 of the conputer device for comruni cating together.
Finally, wbeeowiguter device stores its PC PUBLIC KEY 60 poteprida@2ienory 76
of the guest extractable security piege as the S LOCAL PC PUBLIC KEY 78 in
order to conplete the bi-directional secure link. Once this link is
established, the |ocal password area 80 of the guest extractable security

pi ece can WY ud€dtvi &OPCKPABS\IERD AREA BBSEWOrRE compuiher @&firesthadrleos
GUEST LOGCM 82: 0f y L £ ORI £5¢ U5Y1 £66 SYShSM oL 0adpoLbel + 8ppki cation of the
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* TEMP KEY AREA 62 which can contain a temporary key used to
25 store a private key when another extractable security piece

is put on the main computer device as explained hereafter.

* SHARED PUBLIC KEY 64 which is a public key that is
transmitted to another extractable security piece put on

the main computer device as explained hereafter.



25 environnment. In that case, a verification of the REMOTE PC PUBLI C KEY 86
is performed. The nmain object of such interconnection is to provide the

user witRyv@o2/a%eess to its main conputer device in a secuperdpyryooifie
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set of keys as described in figure 1 . EXT MAIN PRI VATE KEY 40 and MAIN
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PRI VATE KEX 5BAeRWPRE KARER c%ﬁrp\ﬁ#ﬂb@h deoneeigpdaheTHG epagsver@oswhbichi ty

for the M) 02LC8Gdeanded P%/t%m&fgﬁé‘}&?&g R C fﬂ;%ﬂN d?k&b%ﬁok%

decrypt dat a conmruni cati on bet ween e nmaln extracta security piece and
its main ONPutE) eevike ewbraptabledsesunbtykmbeceherpaphi bekegpedf teach as

it is the baslc pridcd %/?ﬂ\?lp(%ss 5 Finally through this secure channel,

all passwords stored in WORD AREA 50 can be used and securely
transferred to PC PASSWORD AREA F6 on the main corrput er devi ce securl ty
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PCT/ EPW2/ 1 curjty stem for preventing a main conputer
devi ce d}/\m%&/ %@%@P&@rl ?‘nguséb f‘?”o Yei dus &F ¢ oﬁ??éélﬁé’opl e
conpri Yire, and PKI APPLICATION 72 which uses APPLICATION PRIVATE

KEY 54 also within the extractable security piece.

Fig. 3 illustrates the case where another extractable security

15 piece is used with the main computer device in place of the
main extractable security piece. In such a case, the first
step consists in inserting the main extractable security piece
into the main computer device. The extractable security piece
is authenticated as already mentioned thanks to the couples

20 EXT MAIN PRIVATE KEY 40 and EXT MAIN PUBLIC KEY 56 on the one
hand and MAIN PUBLIC KEY 42 and PC PRIVATE KEY 58 on the other
hand.

Then, the SHARED PRIVATE KEY 44 within memory 16 of the main
extractable security piece is copied into TEMP KEY AREA 62 of
25 the memory 30 of the PC security area. The main extractable
security piece may then be removed from the computer device
and replaced by the guest extractable security piece. Of
course, the identity of the latter security piece can be
checked with both external serial number and by the server
30 which stores the corresponding public key. After that, the key
within TEMP KEY AREA 62 is loaded into EXT LOCAL PRIVATE KEY
74 within the memory 76 of the guest extractable security
piece. Therefore, the EXT LOCAL PRIVATE KEY 74 of the guest



5 an extractable security piece (10) which is a piece of said nmain conputer
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this one is put b%ck in said maipn conputer device. 3. Security system

accor dithFPh &4 &iim B reoWPylRy A5V iGH P hct abl e security piece (10) and

said PC security area (12) conprise each an area (50 and 66) containing
WO 02/ USA SS PCT/ EPQ2/ 0021G 1-1 passwords which are used by said conputer
devilde APlilval #pPP+EFREECRL t 8EhmERE, tUNYPHESRor dsS cowbannedhen &@id

extractahl e Semrd t Yo £l 8cey DRl B GhangRd- (i d M 10F o URdakrd tRY ddigurasswor ds
contained in said PC security area. 5 4. Security nmethod for authorizing a
mai n coHPtRs eBvRcdWSkite FHP WP AUESBEF2 ednuPdEasn Pe PSEATbPUL gudst user

wher ei nigai fa MR GQIRE LT adeyLee g ydes-dsfmap %r%&%@%mé@euw’éﬂ _
piece (10) containing at |least an extractable main private key (40), a main
PC publ§%clkeyal0 ¢&29 ad¢ a flisstyatrdssdin (1839. and.a Piheeeurit ythir ea
(12) { ai nj as Xtr, l.e mai ubl. a
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main extractable security piece or the PC security area of the

20 main computer device.

Basically, the extractable security piece connects with the
guest computer device security area using on its side the EXT
MAIN PRIVATE KEY 40 to transmit the corresponding public key
to the REMOTE TEMP KEY AREA 90 that will now contain the EXT
25 MAIN PUBLIC KEY. Private and public keys are generated
simultaneously. The public key can be provided to external
devices without risk, and even if the remote computer device
is not a well known computer device, there is no problem to
give it the Public key. In addition, each user may define some
30 rules to change both private and public keys regularly and can
update the opposite equipment to also change the previous

public key with the new one.
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aut hent i Gaplp9se1@nd - inserting into the sane | ocation a guggbogitbicact abl e
security piece (76) of a guest conputigr owned by said 25 guest user, said
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4, wheRgiln T dupddhe erter &etvall mrsetigs itiqn pheec¢r 0fifheradbsentihdesd
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wher ei nsaid mai n conputer device includes a nmain extractabl esecurity piece

(10) containing at |east an extractabl el5main private key ( 40 ) and a nmain

PC Rupli$idkeythid2metdd afid SteRbPEeeRpulttd) .dafitad E4n SeeyiiFly a8
(12) cont ai ni n%éat | east an extractable main public key (56)and a PC Private

key (58hdoPHPdRstFeNt CRGTESPABASC 1&3A Y r &8t ridtkr BSEPKIYN ww¥HeEaitP keys
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exchangi ngdata of authentication wth said first processor ;said nethod
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is25transferred fromsaid nmain extractable security piecé intoa tenporary
key &r ek (D0Fehrehithea Rlermial inC kit Uk t geareal B4rosmusardteemdtd ddput er
device JdnoEderofiBhrsai loguBLe GREPYLEL JeYiaq Lo ety sldaly PC
extractabl emai n public key corresponds really to sald authorized3Ouser . 8.
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cont ai i id.r egpt e cyrity,ar of. _said r comput
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sai d mai n extractabl e Sécurity piece and sai security area. 5 9.
Securi tyieeéhodllazcarsimg cha ahiieonelojor| ass ghase 8inwherehe saanbte

extract abl ecunit iece_(10).i.s _a,_part sai d uter Vi such as a
ceyboar oREY oF R RPeSfaretpbhie BiRFoRT 208 SeBRPR: SomRPRELCEecor di ng
to any one of clains 1 to 8, 10 wherein said extractable security piece

(10) is.a PCMCIA card. 11. Security.method_ accordi a ne of the
 broked; RC crAPRe ShRITE LI Be SRRy 15 FBer b B TRt Re
conput ethdevieme tadiduardinaid devianwt hésnbbogdabefyreododnibmorea iearchis the
Conpygeéng$¥gg%ént. In that case, a verification of the REMOTE PC

PUBLIC KEY 86 is performed.

The main object of such interconnection is to provide the user
with an access to its main computer device in a secure way.
The connection to the main PC security area 1s established
30 using the main set of keys as described in figure 1 : EXT MAIN
PRIVATE KEY 40 and MAIN PUBLIC KEY 42 on the security piece
side and EXT MAIN PUBLIC KEY 56 and PC PRIVATE KEY 58 on the

MAIN computer device side. There is no possibility for the
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10 this step, the shared secret keys may be exchanged to build a
secure communication channel between the main computer device
and the remote computer device that will then use less

computing resources than a PKI communication.

Additionally, applications can work as already described in
15 figure 1, that is PKI APPLICATION 72 can use the key stored in
APPLICATION PRIVATE KEY 54 with the help of PKI checkers that
are not represented in Fig. 4 but are present on each security

piece and each security area.
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security piece containing at least an extractable main
private key (20) and a main PC public key (22),

10 a PC security area (12) which is a non-extractable part
of said computer device, said PC security area containing
at least a PC private key (34) and an extractable main
public key (32), the couple of said PC private key and
extractable main public key constituting a Public Key

15 Infrastructure (PKI) with respectively the couple of said
extractable main private key and main PC public key, and

processing means (14, 26) in each of said extractable
security piece and PC security area for carrying out a
mutual authentication of said extractable security piece

20 and said PC security area after said extractable security
piece, which had been previously removed, has been put
back at its right location thereby enabling the authorized

user to access data stored in said computer device.

2. Security system according to «claim 1, wherein said

25 extractable security piece (10) and sald PC security area
(12) comprises each a PKI checker (18 and 28), said PKI
checkers being used by said processing means (14, 26) for
encrypting and authenticating data exchanged between said

PC security area and said extractable security piece when

30 this one is put back in said main computer device.

3. Security system according to claim 1 or 2, wherein said
extractable security piece (10) and sald PC security area

(12) comprise each an area (50 and 66) containing
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extractable security piece being exchanged with or updated

by the passwords contained in said PC security area.

Security method for authorizing a main computer device
owned by an authorized user to be used by a guest user
wherein said main computer device includes a main
extractable security piece (10) containing at least an
extractable main private key (40), a main PC public key
(42) and a first processor (14), and a PC security area
(12) containing at least an extractable main public key
(56) and a PC private key (58) both constituting a Public
Key Infrastructure (PKI) with said keys of a said
extractable security piece and a second processor (26) for
exchanging data of authentication with said first
processor;
salid method comprising the steps of

- inserting said main extractable security piece into said
main computer device,

- removing said main extractable security piece from said
main computer device after said first and second
processors have exchanged said data of authentication, and
~ inserting into the same location a guest extractable
security pilece (76) of a guest computer owned by said
guest user, said guest extractable security piece
including the same functions and areas as said main

extractable security piece.

Security method according to claim 4, wherein said main
extractable security piece (10) includes a shared private
key (44) which is transferred into a temporary key area
(62) of said PC security area (12) when said main
extractable security piece is inserted into said main

computer device.
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private key (44) is then transferred from said PC security
area (12) of said main computer device into said guest
extractable security piece (76) and the PC public key (60)
5 is transferred from said PC security area as a local PC
public key (74) into said guest extractable security piece
when said main extractable security piece (10) has been
replaced by said guest extractable security piece in said

computer device.

10 7. Security method for authorizing a main computer device
owned by an authorized user to be remotely used from a
remote computer device by said authorized user wherein
said main computer device includes a main extractable
security piece (10) containing at least an extractable

15 main private key (40) and a main PC Public key (42) and a
first processor (14), and a PC security area (12)
containing at least an extractable main public key (56)
and a PC Private key (58) both constituting a Public Key
Infrastructure (PKI) with said keys of said extractable

20 security piece and a second processor (26) for exchanging
data of authentication with said first processor ;

said method comprising the step of inserting said
main extractable security piece into said remote computer
device so that an extractable main public key (56’) is

25 transferred from said main extractable security piece into
a temporary key area (90) within a remote PC security area
(84) of sailid remote computer device in order for said
remote computer device to verify that said extractable

main public key corresponds really to said authorized

30 user.

8. Security method according to claim 7, wherein a PC public
key (86) contained in said remote PC security area (84) of
said remote computer device 1s transferred as a local PC

public key (46) into said main extractable security piece
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11. BSecurity method according to any one of the preceding
claims, wherein said PC security area (12) is included in
the computer device motherboard or another mandatory board

15 or a card in the computer device.



