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Various techniques have been provided for preventing damage due to
unauthorized operation of a computer such as unauthorized acquisition of
information stored on a computer, unauthorized access to a network from
a computer, and the like. For example, methods of verifying authorization
for operation using an ID and password are widely used. however, in this
kind of method it is not possible to prevent unauthorized operation by an
authorized person having an 1D and password, or by a third party who has
improperly obtained an ID and password

[0003]

In order to handle these kinds of problems, typically judament has
been performed on a rule basis by registering operation patterns for which
there is a high possibility that the operation is an unauthorized operation
as rules, then comparing operations received by a computer against these
rules to determine the possibility that an operation is an unauthorized
operation.  For example, a technique has been disclosed (see patent



pre-determ ned rules for the access right,

transm ssion source, type of docunent being
transmtted and the |ike are referenced, and when it
is detected that there is afpossibility that the
operation is unauthorized, conmunication is stopped.
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(see patent document 3) has been disclosed in which the contents of everyday
operations are registered from an operation log of a computer, and an
operation is determined to be an unauthorized operation when the operation
does not correspond to these.
Patent document 1: Japanese Patent Application Laid-open No. 2002-232451
Patent document 2: Japanese Patent Application Laid-open No. 2002-135248
Patent document 3: Japanese Patent Application Laid-open No. 2002-258972

[0005]
In both of the inventions disclosed in the aforementioned patent

document 2 and patent document 3, operation patterns of the computer are



at a business that is used for business purposes, a
plurality of accounts are set up on one conputer, and
use of that conputer is shared anong a plurality of
users, so it is preferable tshat profiles to be used as
the criteria for determniifg unauthorized use be set
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that the operation is an unauthorized operation.

[0007]
Also, in the case of creating profiles in user units, when a new user

account is setup on a specified computer, in order to create a highly
reliable profile for the new user, it is necessary to accumulate an
operation log for that user. and during that time, there is a problem in
that it is not possible to perform effective judgment.

[0008]
In order to handle these problems, it is preferable that profiles for

determining unauthorized operation be set not only in user units, but also



aspects. In order to performjudgnent it is necessary
that profiles be created efficiently in both conputer
units and user units as the conmputer receives various
operations. SUMVARY OF THE KNVENTI ON [0009] Taking
into consideration the aforenentioned probl ens, the
object of the present invention is to provide an
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®§i®rding to user, the second profiles <created by the
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cofiprises: an operation-receiving means for receiving instruction data for
executing the operation; a first profile-creation means for creating a
first profile from the instruction data related to the operation for which
instruction data was received by the computer; a first profile-storage
means for storing the first profile that was created by the first
profile-creation means; a second profile-creation means for identifying
the user that executed the operation by the instruction data, and creating
a second profile related to the operation executed by the user; a second
profile-storage means for storing according to user, the second profiles
created by the second profile-creation means; and a score—calculation means
for comparing the instruction data with at least one profile that is stored
in the first profile-storage means or in the second profile-storage means,
and calculating a score for determining whether the operation is an

unauthorized operation.



[00111 In this invention, profiles are created from
operations received by a conputer based on conputer
units and user units respectively, then stored, and
by conparing newy received operations with the
corresponding profiles to determ ne whether the
operation is an unauthorized dperation, it is not
only possible to determ ne whether the operation is
pecul i ar based on the wuser, but is also possible to
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operations, including those that are perforned when

the user is logged in. [0013] Also this invention can
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the user is logged in.

[0013]
Also this invention can comprise: a first log-data-storage means for

storing log data of the computer; and a second log-data-storage means for
storing log data according to users of the computer; wherein the first
profile-creation means references the first log-data—storage means when
creating the first profile; and the second profile-creation means
references the second log-data-storage means when creating the second
profile.




Profiles in conputer units and profiles in user units
defi ne operation tendencies of the conputer and user
respectively, so when creating profiles it is
possible to use log data, which is a history of past
operations. [0015] Moreover, this invention can
conprise a |login-detection neans for executing a
process for detecting whethef a certain user is |ogged
into the conputer; wherein when the | ogin-detection
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executes detection processing at specified intervals
(g0 %l the conputer is in operation. [0016] Wth this
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usedar§pPvely eé f%g‘"éﬁeﬁbfr'@f‘l ¢an |c§detsep%r|f°(8r' teciignsmeans for

EC I |*ﬁhea tp‘?obé’scso'fgr ade%ﬁfﬁlg WiEthe R aﬁ%”ﬁ'lﬁ_ H§e§r |§Slogged into
at 1t is detecte

usi ng t he conpu er nstant t .
tihe compihie ro sbere i whaggthe loginoteteot insaeads desectisethahax certain

u‘ﬁgf @g g%e ! tha. s%egﬁdatp'r %eggbé}ﬁgﬁﬁsﬁeéﬁgﬁﬁréattegSa second

popE |t retatledgttz)ﬁ’rm ugewv\zt When Itldng i bgitn-detectdom deedns ndoes not
use al Zln

Bt S, & Cbra B U3 don [qksRl et BUte bR e i g processing

i9T eXePed, ertheaPpr sar 9261 iNG-OF i bt Sneah§0¢rEates a fII’StCPFOflle
Furthernnre the invention can al so conpri se:

retaded f@- téheea@mncyrterreaﬁbef knglarwtelchgonamem& @xpetd:rmm detection
o Gheks iy o SbIRRE O AR HIE YR B 5% dbration.
executing the operation by the instruction data is
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for creating a pr f||e is not performed, it is possible to record a state
that a certain user is using the computer at the instant that it is detected
that the user is logged in, or to record a state that the computer is in
operation in the case that it is not detected that a user is logged in,
as an operation log. The operation log that is recorded in this way can
be used when analyzing from the operating time the operation tendencies

of the user or computer, and creating profiles.

[0017]
Furthermore, the invention <can also comprise: a third

profile-creation means for creating a third profile related to an operation
executed by a user that is identified as a first-time user, when the user
executing the operation by the instruction data is identified as a



third profile-creation nmeans; wherein the
score-cal cul ati on neans uses at |east one profile
that is stored in the third profi |e-storage neans
instead of the second prof%le-storage nmeans to
determ ne whether the operation is an unauthorized
operation. The invention can also conprise:
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to perform general unauthorized-operation judgment from profiles for the
computer being operated, however, with this kind of construction by
further performing a comparison with the general operation tendencies of
the first-time user. it is possible to perform even more accurate
unauthorized-operation judgment. Users that can be treated as first-time
users can be limited to users that are using the computer for the very first
time, or it is also possible to use a general first-time user profile for
the second time and more until an adequate user profile can be created.
In addition to the very first time, it is possible to set rules for the



a nunmber of |ogins, specifying the operation tinme (for
exanple, a total of 99 login hours), specifying the

nunber of operation days (for exanple, a period of 10

days starting fromthe fir operation), etc. [00191
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notification warning to the administration server operated by the
administrator of the computer that there is a possibility of an unauthorized
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[0021]
In this way, it is possible to calculate a score by calculating the

deviation between instruction data for a received operation and a profile
of general operation tendencies. and determining whether or not the
operation is an unauthorized operation can be performed according to
whether or not the score value exceeds a specified reference value. When
it is determined that an operation is an unauthorized operation, it is
possible to stop that operation, display a warning screen on the computer,
or sound an warning alarm. It is also possible tonotify the administrator
via a network that an unauthorized operation has occurred.



The present invention can also be realized as a

unaut hori zed- operati on-j udgnent mnethod that uses the
respective forms of construction of the
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met hod and unaut hori zed- operati on-j udgnent program
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the operation by the instruction data, creates a

second profile related to the operation executed by
[00&3luser and stores the profile in a second

pr ofyil P Lo st.ap .
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computer, and stores the first profile in a first profile-storage unit;
a step whereby the computer identifies the user that executed the operation
by the instruction data, creates a second profile related to the operation
executed by the user and stores the profile in a second profile-storage
unit; and a step whereby the computer compares the instruction data with
at least one profile that is stored in the first profile-storage unit or
in the second profile-storage unit, and calculates a score for determining

whether the operation is an unauthorized operation.

[0024]
A second unauthorized-operation—-judegment method of the invention is



operation received by a conmputer is an unauthorized
operation, and conprising: a step whereby the
comput er receives instruction data for executing the
operation; a step whereby the conputer creates a first
profile related to the operation for which the
instruction data is received by the conputer, and
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unit; a step of identifying the user that executed

the operation by the instruction data, creating a
(0028 nd profile related to the operation executed by
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to the operation for which instruction data was received by the computer,
and storing the first profile in a first profile-storage unit; a step of
identifying the user that executed the operation by the instruction data,
creating a second profile related to the operation executed by the user
‘and storing the profile in a second profile-storage unit; and a step of
comparing the instruction data with at least one profile that is stored
in the first profile-storage unit or in the second profile-storage unit,

and calculating a score for determining whether the operation is an
unauthorized operation.

[0026]
Moreover, a second unauthorized-operation—judgment program of the



i nvention is an unauthori zed-operation-judgnment
program for determ ning whether an operation received
by a conputer is an unauthorized operation, and
causes the conputer to executg: a step of receiving
instruction data for executing the operation; a step
of creating a first profile related to the operation
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user, but also from peculiar operation of the computer. Therefore, it is
possible to cope with cases in which an authorized user performs an
unauthorized operation on a different computer or in which a new user for
which a user profile has not yet been created performs an unauthorized
operation, so it is possible to greatly increase the security of a computer

against unauthorized operation.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a drawing showing an overview of the unauthorized operation

judgment system of the invention.
FIG. 2 is a block diagram showing a first embodiment of the

unauthorized operation judgment system of the invention.



/1 FIG 3 is a block diagram show ng a second

enbodi nent of the wunauthorized operation judgnent
systemof the invention. FIG 4 is a bl ock diagram
showi ng the construction of the unauthorized
operation judgnment systemdt the invention. FIG 5 is
a drawi ng showing a first pattern for creating node
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unduthorized operationwill bemainly explained for an example of a computer
that is connected to a network, however, this is just one example of an
embodiment of the invention, and the invention is not limited by this
embodiment, and could just as well be applied to a computer that is used

as a stand alone computer,

[0029]
FIG 1 is a drawing showing an overview of the unauthorized operation

judgment system of the invention. FIG 2 and FIG. 3 are block diagrams
that respectively show a first and second embodiment of the unauthorized
operation judgment system of the invention. FIG 4 is a block diagram
showing the construction of the unauthorized operation judement system of
the invention. FIG 5and FIG 6 are drawings respectively showing a first
and second pattern for creating node profiles and user profiles by the
unauthorized operation judgment system of the invention. FIG 7 is a



unaut hori zed operation judgnent system of the
invention. FIG 7 is a flowhart show ng the fl ow of
the unauthori zed operation judgnment system of the

i nvention. [0030] An overyl ew of the unauthorized
operation judgnent system &f the invention will be
explained using FIG 1. In the exanple shown in FIG
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[0032]
After a profile is created for an operation executed by a user, next,

judgment is performed to determine whether that operation is an unusual
operation. Judement is executed by referencing the node profiles stored
in the node-profile-state table, and the user profile for the corresponding
user that is stored in the user-profile-state table and performing
deviation calculation between that operation and a normal operation pattern.
Depending on the contents of the operation, the tables that are referenced
can be for both node profiles and user profiles, or can be for just one

or the other.

[0033]
The results of the deviation calculation are calculated as a score

value that indicates the possibility that the operation may be an



value, it is possible to designate that a preset
action be executed when the score value exceeds the
reference value and there is a high possibility that
the operation is an unauchrlzed operation, such as
performng a process to i Yerrupt the operation,
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[0035]
The unauthorized operation judgment system of the invention shown in

FIG. 2 is installed in the processing apparatus 210 of a user terminal 20,
and it determines whether or not an operation received by the user terminal
20 is an unauthorized operation. The function of the unauthorized
operation judement system is executed by a learning program 10 and
unauthorized operation judgment program 11 that are stored in the HDD 214
of the processing apparatus 210. It is possible to use another kind of memory
medium that can store the programs, such as a flash memory or the like,
instead of the HDD 214 of the processing apparatus 210.

[0036]



vari ous basic prograns that are stored in ROM 213 are
activated in order to performhardware control, such
as input and output control, and the operation system
of the conmputer is read fr g,mthe HDD 214 and
activated. Al so, togethe/vvlththls t he | earning
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210, and execute a learning and unauthorized operation judgment process
for data that is sent or received over a network.

[0038]
The learning process compares a received operation with log data that

is stored in a log-data-storage unit 14, analyzes the tendency of the
operation, creates profiles from the analysis results and stores a profile
for the entire operation that does not identify the user of the user terminal
20 in a node-profile-storage unit 12, and stores a profile that identifies
the user in a user-profile-storage unit 13. The unauthorized operation
judgment process references the node-profile-storage unit 12 for general
judgment of the user terminal 20, and references the user-profile-storage




unit 13 for judgnent of an individual user. [0039] In
this way, the node-profile-storage unit 12 and
user-profile-storage unit 13 that store profiles to be
used in unauthorized opey@tlon j udgnent can be
| ocated inside the user termnal 20, or as in the
case of the second enbodi nent shown in FIG 3, they
can if | ocated in .the HDD 314 of an unauthori zed
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user termnal 20 over a network. The unauthori zed
aﬁgration judgnent system of this invention can be
Jto performjudgment by using profiles as well as
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[0040]
The relationship between each of the functions of the unauthorized

operation judgment system of the invention will be explained using FIG
4, First, when the user terminal 20 executes an operation, the
data-learningunit 100 receives the data for executing that operation. The
data-learning unit 100 references the log-data-storage unit 14 and creates
a profile which will become the basis of the peculiar operation judgment.

[0041]
When that operation is performed without logging into the user account,

such as when turning ON or OFF the power supply, the data—learning unit
100 references general log data for the user terminal 20 in the



general profile for the user termnal 20 that does not
identify the user and stores the profile in the
node-profile-storage unit 12. [00421 On the other
hand, when the operation is in operation that is
executed after logging into certain user account,
the data-learning unit 100 identifies the user
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that operation is received by the same computer, it is also possible to
create a general profile for the user terminal 20 that does not identify
the user, and store it in the node-profile-storage unit 12.

[0043]
Next, a peculiar-operation—-judgment unit 110 references the

corresponding profile to determine whether there is a possibility that the
data for executing the operation is for an unauthorized operation. When
the operation is an operation that does not identify the user, the profiles
stored in the node-profile-storage unit 12 are referenced. and when the
operation is an operation that identifies the user, the profile stored in




the user-profile-storage unit 13 corresponding to that
user is referenced, and judgnment is perforned to

det ernmi ne whether or not that operation is a peculiar
operation. [0044] The peca&iar-operation judgnent is
performed by cal cul ating t devi ati on between the

recei ved operation and the correspondlng profile It
ki nds at ca
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frequency of the operation, anount data required
& decy hiar m&j’@ésléﬂ or the Iike. [0045] After the
pecul i ar-operation-judgnment unit 110 executes the
devi ation cal cul ation, a score-calculation unit 111
t004dil ates the possibility that the operation is an
peration as a scor.e.
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tion..[O The data-learning unit 100, pecu
p&ﬁ[‘e’é%peﬁgttih%nm@dgnent unit 110 and score-cal cul ation
unit 111 descri bed above are not physically separated,

@ﬁ@iare i ncluded as a program for executing each of
]processes in the 1learning program 10 or

Una%fg@f itﬁ@ﬁe&ﬂ%ﬁldf@?at wﬂlg?lﬁd'émeﬁf gere dﬂléxéc'ﬂ%s i‘ﬁﬁdewat ion

store Int are read 1 n order
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for the calculated score, it is possible to determine that the operation
is an unauthorized operation when the score is greater than the reference

value, and then designate to execute a process to interrupt that operation.

[0046]
The data-learning unit 100, peculiar-operation—-judgment unit 110 and

score—calculation unit 111 described above are not physically separated,
but are included as a program for executing each of the processes in the
learning program 10 or unauthorized-operation-judgment program 11 that are
stored in the HDD 214, and they are read in order by the CPU 211 that executes
computation using the RAM 212 as a work area.

[0047]
Also, in the explanation above, peculiar-operation judgment is




to performlearning for the operation after the
operation has been received and peculiar-operation
judgnment has been perfornmed, and then create a new
profile. [0048] Next, FIGg 5 and FIG 6 will be used
to explain in detail exanples of two patterns of the
procedure for creating node profiles and user
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mmﬁﬁh&ions, and for creating a user profile for an
operation for which the wuser is identified. [0049]
In the first pattern shown in FIG 5, after the power
[op4ghe conputer has been turned ON and the operation
system has been started up
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accessing a network, printing and the |like as events,
[ﬁgﬂnfron1these events as well, profiles related
In the first pattern shown in FIG. 5 after the power to the computer
has been turned ON and the operation system has been started up, the
unauthorized-operation—judement system of this invention is started.
Here, the operation of turning ON the power to the computer is taken to
be an event, and a profile related to the start-up time of the computer
is created, however, at this time, the user is not logged in and cannot
be identified, so a general profile related to that computer is created

as a node profile.

[0050]
Next, when the user 1 that started the computer logs in to his/her

own account, the operation of the user 1 logging in is taken to be an event,
and a profile related to that user 1 is created. It is possible to take
various operations that are performed while the user 1 is logged in, such



to the user 1 are created. When the user 1 |ogs out,

it is also possible to create a profile for the user
1 for the operation of logging out. [00511 1In the
case that anot her operatiogﬂsuch as turning OV OFF the
power is performed during ‘he tinme after the user 1
has Iogged out until another user logs in, a node
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ﬁﬂ@ther is an unaut hori zed operation, according to
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identify the profiles that correspond to each of the users, it is possible
to use a user ID or the like that is received at the time of login.

[0053]
In the second pattern shown in FIG. 6, user profiles are created for

each user for operations received in the state in which the user is
identified, and a node profile, which does not identify users, is created
for the computer aswell. Even when the operation is an operation for which
the user is identified, since that computer received the operation, all
operations that are received after turning ON that computer until the
computer is turned OFF can be the object of a node profile.

[0054]



|l ogged in is continuing for creating a profile. In
order to do that, it 1is possible to activate a
program for perfornmng a process at a frequency of

once every hour, for exanpé;, it is possible to detect
whet her the power is turn ON and whet her an

identified user is logged in, then create a profile
at t
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[0056]
The flow of the unauthorized-operation—judgment system of this

invention will be explained using the flowchart shown in FIG. 7. The flow
explained below is just an example of the processing flow of the
unauthorized-operation judement system of this invention, and the
invention is not limited to the order of creating profiles and calculating
scores, whether or not to create node profiles for operations by identified
users, etc., as described in the example of flow below.

[0057]



profile is stored in the node-file-state table (S02).

[ 0058] Next, when starting up the conputer, the
operation related to turning the power ON is conpared
with the node profile related to turning the power ON
to the conputer that is stdged in the
node-profile-state table, deviation <calculation is
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when the score i reater than the reference val ue

COmRUtEr; ks Staprpd rs tbility that the operation is an
unaut hori zed operation, and processing is executed to
stop the operation, or nore specifically, the process
[805% ecei ving the login is stopped (S14). [0061] On

thegﬂtﬂﬁ F@eﬂﬁg?weﬂhénh?h?%%f)?eiﬁ | &35tAdN2thé PEference value,

r ef
the operation is received and continues as is. When login for a certain

user is received (S07), the user ID for the logged-in user is identified
(S08). A user profile is created for the user that performed the login
(509), and the created user profile is stored in a user—profile-state table
that corresponds to the user ID of that user (S10).

[0060]
Next, when that user logs in, the operation of the login of that user

is compared with a user profile related to login that is stored in the
user-profile-state table that corresponds to that user, deviation
calculation is executed (S11), and a score is calculated (S12). The
calculated score is compared with a preset reference value ($13), and when
the score is greater than the reference value there is a high possibility
that the operation is an unauthorized operation, and processing is executed



the operation is received and continues as is. The

| ogged-in user executes processing such as various
appl i cations, and the unauthorized-operation-judgnment
system detects activation of a new application by
nmonitoring witing to t he )BDE (S15). Monitoring

conti nues when there is no MW|t|ng to the IDE, and
user p

rhen mx'ting ta the IDE is detect , o f.i.
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fodin i$ sebPRddeds14)S16), and the created user profile

is stored in a user-prof i le-state table that

corresponds to the user 1D of that user (S17).

ﬁg%ﬁration of an application is detected by
ftoring witing to the IDE, however, it is also

possOmithetatheortiandr whier thenscoresimadess Hhan ithe usefdremce value,

e rk. ar f or li.cation, _an tect, when
{iconsaF i roce e And REnd 190 881 s Nlbf Togedas iR IReF executes
pragessings i nsugn opearsat i opariugt ed agpltiegt ioher t upamf the
an appl.ication or the i ke perfornmed by that user is

‘H@Hﬁ rdaedzoperat lons Hideppnt | Sestem getactso agtivatiprorofana new
Féact%h By rﬁdﬁﬂor‘lﬁgﬁmﬁﬁﬁ% k8 t'h@el DECESIS).PY %hlt%r%étcﬁnt inues

correéspondl n
vdmhdnhbae i®Nno er$t mgemjtlmjlwl'sm)d wrmd:ratsnmt@ths IDE is detected,

e s Pl fsTaThy 19 3R BPOCHS P BRu W Cene i EROT A is created
(§d6)r eand th%lclmlmted Lﬁg?mtrﬁﬁele:)iﬁefgﬁ:eggn:mhm-bh@fld e-state table
tl'.?ﬂ uﬁﬁgsgé@ds E)érté‘lel Beer jlqd g & ?(gfﬂst ofpt gtion of an
aPPET @itli 6, lsodet'é\?fﬁi §F%nf"t6ﬁ'n'gywrﬂ|ﬁé %egfe PIBE however, itis

|nterru ti ng t he app I catl on 1S execut
at ﬁ@ msriebleh adonik@n theanenesy spase Itbat ltShu&ed Iﬂé the work area

o1 ARG HEL o MetPd ef ocHey bRt iRy’ ¥ okPForned

unauthorized-operation-judgnent system for determ ning
lﬁﬁ@ﬂher C) y an operation received by a conputer is an
thorized operation, and conprising: an

OIOelN%Rt onfrecehyt rm@emems: fror an @peratiog renatéd!ebi e start up
o? an apglrlca?i(o%cgtrlﬂ'lg ?ake peP?rr%teaoby that user is compared with a
user profile related to startup of an application that is stored in the
user-profile-state table corresponding to that user, deviation calculation
is executed (S18), and a score is calculated (S19). The calculated score
is compared with a preset reference value (S20), and when the score is
greater than the reference value there is a high possibility that the
operation is an unauthorized operation, and a process for stopping the
operation, or more specifically, aprocess of interrupting the application
is executed (S21). On the other hand, when the score is less than the

reference value, monitoring of writing to the IDE continues (S19).

WHAT 1S CLAIMED IS:
1. An unauthorized-operation—-judgment system for determining whether



a first profi le-creat ion neans for creating a first
profile fromsaid instruction data related to the
operation for which instruction data was received by
said conmputer; a first prof j |e-storage neans for
storing said first profiIeJ hat was created by said
first profile-creation neans; a second

[ ] ez ' f identifyi t t hat
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comatisivgg:a second profile related to the operation
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orotjyesaid second profile-storage means, and calculating a score for

determining whether said operation is an unauthorized operation.

2. The unauthorized-operation-judgment system of claim 1 further
comprising:

a first log-data-storage means for storing log data of said computer:
and

a second log-data-storage means for storing log data according to user
of said computer; wherein

said first profile-creation means references said first
log-data-storage means when creating said first profile: and

said second profile-creation means references said second
log-data-storage means when creating said second profile.

3. The unauthorized-operation-judgment system of claim 1 further
comprising:



in, said second profile-creation neans creates a
second profile related to said user. 4. The

unaut hori zed- oper ati on-j udgnent system of claim3
wherein; said Iogin-detect%?n means executes
detection processing at spetffied intervals while
said conputer is in operation. 5. The
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further conprising: an operation-record-storage neans
f or S31& 1 ogig-detecdd an mgansoexesut es detechien processthe at snecified
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operated, or nunmber of days said conputer has been
operat itk A98thorized-operation-judgment system of claim 1 further
comprising:

a third profile-creation means for creating a third profile related
to an operation executed by a user that is identified as a first-time user,
when the user executing said operation by said instruction data is
identified as a first-time user operating said computer for the first time;
and

a third profile-storage means for storing third profiles that are
created by said third profile-creation means; wherein

said score-calculation means uses at least one profile that is stored
in said third profile-storage means instead of said second profile-storage
means to determine whether said operation is an unauthorized operation.



a first-tine-user-judgnment neans for referencing said
oper ati on-record-storage neans, and determ ning that
the user executing said operationis a first-tine
user using said conputer for §pe first time when said
totals do not satisfy preset reference val ues; and
wherein said third profile-creation neans creates a
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¢ompsi s inigme- user Judgrrent neans; and said
scor e-cal cul at mﬁans uses at Ofeast one profi
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qnﬁrg on- re&ogg, r}‘gg agq @leans, o an etermmmg that the user executing
sandwbbedtiiardsop e péi-QMmé u@lgmstngsyﬁdeeemht@mwrtﬁe First time
claims 1 to 8 further conprising:
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Onﬁrarﬁll@fg lﬁo@ﬂ funwthamzed @nenafsonon rreans for send| ng a
notification warning to the admnistration server

operated by the adm nistrator of said
9. The unauthorized-operation-judgment system of any one of the claims

1 to 8 wherein
said score calculation means calculates a score by calculating the

deviation between said instruction data and data that is stored in said
profiles.

10. The unauthorized-operation-judgment system of any one of the

claims 1 to 8 further comprising:
an operation-stopping means for executing a process for stopping said
operation when said score value exceeds a reference value.

11. The unauthorized-operation-judgment system of any one of the

claims 1 to 8 further comprising:
a warning-process means for executing a process for displaying a



conputer that there is a possibility of an
unaut hori zed operation, when said score exceeds a

reference value. 13. An

unaut hori zed- operati on-j ud%zent nmet hod for determ ning
whet her an operation received by a conputer is an
unaut hori zed operation, and conprising: a step

ehy sal d Ji er. ej Ny tion data t.o .
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whi ch instruction data was received by said conputer,

and stores said first profile in a first
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identifies the user that execute
ckainsi hdordifurtherdsomorisiegit es a second profile
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veard ie $0 dhe \aldmireisyt rabion sewproperatediyr e sdvidistrator of said
SR thEC 4RRrE i8LE Rt 11RE o, B Paptordeed Rbetshign. when

suddosubror eXcebds 2t eePar@npdivialy@nd cal cul ates a score
for determning whether said operation is an

unaut hori zed operation. 14. An
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et oy A R AREDRLIACDHUAIIET BT cthot's 8L ' d¥tBfhining
whatharhan operh tiperrace oved byadcomputer $$ ag:unausher zed operation,

e -Sal d conmputer receives instruction data for
aﬁge%ﬁ'?rhsé%gsm d operation; 29 a step whereby said
conmaus tep wheeebyesa il Eonpsite preddives ias Bluedidrodd taeto execute said
eration for which said instruction data is received
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| a step whereby said computer identifies the user that executed said
operation by said instruction data, creates a second profile related to
the operation executed by said user and stores said profile in a second
profile-storage unit; and
a step whereby said computer compares said instruction data with at
least one profile that is stored in said first profile-storage unit or in
said second profile-storage unit, and calculates a score for determining

whether said operation is an unauthorized operation.

14.  An unauthorized-operation-judgment method for determining
whether an operation received by a computer is an unauthorized operation,

and comprising:
a step whereby said computer receives instruction data for executing
said operation;



profile-storage unit; and a step whereby said conputer
obtains at |east one profile fromsaid first
profile-storage unit or said second profile-storage
unit, conpares said instruction data with said
profile(s), and cal cul ates apgcore for determ ning
whet her said operation is an unauthorized operation.
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operation. 16. An unaut horized-operation-judgnment

program,f or determn_nin et her, an operation recejyed . .
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whatisesars ap ek atdom et i ied [BX8omputed B QR lmfauﬂﬂfrqggd ggerat ion,

aigastructi on,data for executing said operation;

fuses cﬁaéétqqmayheff itPsXe§HER i | e related to the
opergak & of OFecehil ik lﬁéfr‘ﬁgllng by 'f%fﬁ@k@tf@é?ﬁfwgﬁtion;

by said conputer, and sen said
pr ofdi $tensafoeeand ingiat firstsarepi be re betiedi oyt hegondratisrefor which

ORI YRER 18 PoORTRFNCR R PRl HY YELI B s firs
pogfardatima first profile-storage unit;

a step of identifying the user that executed said operation by said
instruction data, creating a second profile related to the operation
executed by said user and storing said profile in a second profile-storage
unit; and

a step of comparing said instruction data with at least one profile
that is stored in said first profile-storage unit or in said second
profile-storage unit, and calculating a score for determining whether said
operation is an unauthorized operation.

16. An unauthorized-operation-judegment program for determining
whether an operation received by a computer is an unauthorized operation,

and causes said computer to execute:
a step of receiving instruction data for executing said operation:



executed by said user, and sending said profile to a

second profile-storage wunit; and a step of obtaining

at least one profile fromsaid first profile-storage

unit or said second profile24torage unit, conparing

said instruction data with said profile(s), and

calculating a score for determ ning whether said .
oper at Sbep PE capatimgua horstzeenfiperadatad to the operation for which

said instruction data is received by said computer, and sending said profile
to a first profile-storage unit;

a step of identifying the user that executed said operation by said
instruction data, creating a second profile related to the operation
executed by said user, and sending said profile to a second profile-storage
unit; and
~a step of obtaining at least one profile from said first
profile-storage unit or said second profile-storage unit, comparing said
instruction data with said profile(s), and calculating a score for
determining whether said operation is an unauthorized operation.



