SECURE ELECTRONI C DELI VERY SEAL FOR | NFORMATHON
HANDLI NG SYSTEM BACKGROUND OF THE | NVENTI '

the Invention [001] The present invention r U ﬁﬂﬂﬂ@“ﬂ
general to the field of informati on handl

and, nore particularly, to a nethod and appar ats'% or
ensuring the security and integrity of software and
data on an BECIMREEIECARONICPEYERY SHSEJQORL i on
of the Rel at ed INFORMATION HANDRING SAHRITEBE of
information continues to increase, individuals and
busi nesses seek additional ways to process and store
~information. One option available to users is

i nformati on handling systens. An information handling
system generally processes, conpiles, stores, and/or
communi-cates information or data for business,
personal , or other purposes, thereby allow ng users to
t ake advantage of the value of the information.

ER4 GHGER OBV QIO G AN VENBYOMt i on handl i ng needs and
requi renents vary between different users or
applications, informati on handling systens may al so

VALY Orﬁggilg‘i,éﬁgiowhat information i s handl ed, how the

[ handl ed, how nmuch information is

proce . St ored i.ca i .
nd orPDE} ors e Ems e T e el O Nl LU ik aion
stored, or co ni cat ed. he variatjions in .
PO RO POk PEY ST 1% TR FREBFIR fop asurin the
handl ing systens to be general or configured for a
sysewiityiagd irsegrityrof spBwite and data onsyypipfogmatign handling system.

Description of the Related Art

- [002] As the value and use of information continues to increase, individuals
and businesses seek additional ways to process and store information. One option
available to users is information handling systems. An information handling system
generally processes, compiles, stores, and/or communicates informétion or data for
‘business, personal, or other purposes, thereby allowing users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or communicated, and how
quickly and efﬁciéntly the information may be processed, stored, or communicated.
The variations in information handling systems allow for ihformation handling

systems to be general or configured for a specific user or specific use, such as
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fii'nanci al transaction processing, airline

reservations, enterprise data storage, or gl obal

comuni cations. In addition, information handling

systenms nay include a variety of hardware and

Sodntiad tren se.otigoprentSingh aitlirterg sdaeativa B fdneitpest dada ﬁbﬁg@,ﬁﬁn global
store, and conmmunicate information and nmay incl ude

SO cATINe. CORRIHIGH, i8558t BB hadafify s 3 teMALy BVRIEPrariety of
and networking systens. [003] In recent years, there

Ragwheend 3Bk e Bapontils Mﬁ?m@ﬂ?gp %Bnﬁ)%.l e%{y;pqr Q%E,i ke, and
handl i ng systens that are nman alcltur d°baded o at

S - ; that allows a custoner to
Spec {uﬂ;{tg ggé%{rtgnan g q@%’ﬁ?\%&?é OBHYT BRY. COBIRLE Y ?t?,ns’_adata
"build to ord(gr" nuf acturer often ships information

HARET TRy SREAY™OFHRE F¥E ™S act ory to the customer. In
the case of smaller custonmers, the customer my

r ecei V&3] tIaeesps years.dhere bt YeenRoriniraasgen theusmoiee of,
however, the information handling system nmay pass
nfroagén bamilingeystedtis it ereneativdiccuredbhdei @® 2SBatd 86 order”
val ue added resellers (VARs). [004] In general, there

Procd3o As Sl vaNe Bustéther td 8p €S IuP®Yark RAY 54 fA%are QPSR SCRfently, 2
the informati on handling system have not been nodified

‘Butl@ o bRV rﬁgzlﬂfl@&ull%? GHES sh?igg l;nlf(#gl atﬁ EIZ ﬁal?cﬁinu%??ergrs] gom the

manufacturing facility. EnSu secufi I

! [ e systemcontents is essential, .

AT e i
onfidentia stomer set-up_information includin

té? SR g‘ﬁ ?%LY- ggdé’tr g%fg?;roﬁﬂlﬂogtﬁf%\thmyﬁverd@@ anfogmafion Ir?é\rigl_lg system

sensitive information. [005] Efforts are underway in

TA#EP3sh ehugieghya pemperarfontermsesiate entittaspuch agvaleysidedsesellers

However, there is no current systemor procedure for

(¥#Wi ng the security of information handling systens

froma manufacturing facility to the custonmer. In

(004] In general, there is no assurance for the customer that the contents of
the information handling system have not been modified after leaving the secure set-
up area at the manufacturing facility. Ensuring the security and integrity of the -
system contents is essential, however, since the system contents may include
confidential customer set-up information including provisioning data, configuration
data, and other sensitive information.

[005] Efforts are underway in the industry to promote secure computing
systems. However, there is no current system or procedure for ensuring the security
of information handling systems from a manufacturing facility to the customer. In
view of the foregoing, there is a need for a method and apparatus to ensure the

security and integrity of software and data contained on a “build to order” information

handling system.



vi'‘ew of the foregoing, there is a need for a nethod
and apparatus to ensure the security and integrity of
software and data contained on a "build to order™

f tem -2 SUMVARY OF THE
F@Q fggghsggxgﬁq$héﬂg?§§§ﬂt I nvention overcones the
shortcom ngs of the prior art by providing a nethod
and appdr dtheprésent ianattionryetdomes elgaishottyoingd of the prior art by
particular configuration of hardware and software for

padvidink Qmihé Dind@pdidnidos visdueins hddechsty FasRrRlesd
using a "build-to-order"” system Specifically, the

ceﬁﬁgieattori SMEREN D an8 BG83 ﬁnh SEGHLHLY h%t@ﬂgyygﬁgﬁi ¥t is

data on an i nfornmation han |ng syste

tur ti.nation at t
ag%*sf{i’té%‘g‘im? s s TR
esent. i nventi on I inplenented usi ng .
cBT P 5o BCisehy o it Bn 66 eloreiobhaaies Fystane from the
seals and to verify the contents of a predetermn ned
pet opmagutagtushie tbyéperﬁeptaraéwetaéﬂ@ qustomer ndecility: a
mani fest file that is stored in the |nfornation
handI[P67] Ststresthod andoappaendzadfithe ptesaft itvvation iviamplémented
the electronic seal is generated using public key

ukinf aastraligt dffegeciiBic)keye ReFetREd OBl ke sdals A tBlveRT@EE
enbodi nent of the |nvent|on the electronic seal i's
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predeterm ned set of software files is installed
R EPAIHKE Yo &y an alternate embodiment of the invention, the electronic seal is

generated using symmetric keys.

[008] In the embodiment of the invention that is implemented using a PKI
key, a customer provides a public key at the time an order is placed for an information
handling system. The information handling system is then manufactured with the
operating system and a predetermined set of software files is installed thereon. When
the process of fabricating the information handling system is complete, a manifest file
1s constructed comprising a plurality of specified files, registry settings, provisioning
information, and any additional information needed for a specific level of security.
The manufacturer then “signs” this manifest with a private key and the customer’s
public key. When the information handling system performs its initial boot, the

public key provided by the manufacturer is extracted from the storage in the



t he process of fabricating the information handling
systemis conplete, a manifest file 1is constructed
conprising a plurality of specified files, registry
settings QVi Sionin i nformation,.and, a

arrit g s T hER SR BadirPo i Bl PLos apd hegrmos
security. The manufacturer then "signs" this manifest
et hegpfoymetonesntaped tmige casHBigd maiiteq if 1ty pidye information
When the information handling systemperfornms its
rerpared tohibemant fae hap betr @tek@cg thy isitialibepthy deshgnated as “invalid”
manuf acturer is extracted fromthe storage in the -3
amf e ma¢r 1o notietd fi the pstegsti@foanbreacicoffgeaunityon i s made
of the BIOCS and the CMOS against the information
cont afoeqd [ftht best@nprises @ teARbAARted dulinghe RifitidlBBot sequence,
information conpared to the manifest has been
AetsGEith thR qhtd fn@lcufioRier toﬁgr@@ﬁl’e %H@Et@@ce?%ﬁéﬁﬂé&%d. Ofhe
and"the user is notified of the potential for a breach
of .security. Lf.th . SS t.he test
ST e PROTE K B 1Y T BERIE S st ffgtocrypt where
system.t he eguest.g.the custonmer to provide private, .
R S%woaﬂmn%ttf*% r180Ee 10 UE?%‘PPE?‘detLBW erpﬁqn\ggw@ﬂ&efyr@ng
used to verify (or to re-verify and/or decrypt where
Hdeeedigny) all of the "signed" information and the
custoner configuration/ordering information. [010] In
an al {@&rjafeae albaditaembodimdnt ef thevievention, the hEctronic seal is
electronic seal is generated using a symmetric key.
kbndritks usiiba @i mBittric kdie InnhielefbbiRienhane infonatyHabdling
I's manufactured with the operating systemand a

\Ql&s%éﬁ e FRduRa twif the %})Er\ﬂﬁﬁg sifs%edg R4 Q#}keﬁféte{rﬁﬁ{eﬁ%@t of software

en the process of fabficatrng the 1 nformation
handl j, ng.,syst e [ onpl et a.manifest . file | .
R R BSL R S PR E] hruilBL 1RTh e B igg syt

gc%ﬁlnfgtl%%aa? r%%%x}f%??hlﬁlg %gg%élig?fg&%dgn%ranﬁ&aﬂtnj of’ s?)%ci?ilgg files,
registry settings, provisioning information, and any additional information needed for
a specific level of security. The manufacturer then “signs” this manifest with the
manufacturer’s private key and the symmetric key which has béen provided to the
customer at the time of purchase. When the information handling system performs its
initial boot, the public key provided by the manufacturer is extracted from the storage
in the information handling system and a comparison is made of the BIOS and the
CMOS against the information contained in the encrypted manifest. If any of the
information compared to the manifest has been altered, the initial boot is designated
as “invalid” and the user is notified of the potential for a breach of security.

[011] If the system passes the test conducted during the initial boot .sequence,

the system then requests the customer to provide a symmetric key. The customer-
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a ‘specific level of security. The manufacturer then
"signs" this manifest wwth the nmanufacturer's private
key and the symretric key which has been provided to
the custonmer at the time of purchase. Wen the
profidedrayrhmetrivacedis 0gedsy %ﬁ? @etd RLVSIf) hid/of BddriRlwhere
boot, the public key provided by the manufacturer is
Bekdsash) af of rRMst e ds jon! ' ' : :
handl 1i%Ir)wg syst emggln(oil ggi%%gpiaggkﬁéﬁgkﬁa% qg#ﬁ%lﬁ%m@/?%mng
aArdnthe, CMOS against the information contained in the
encrypted manifest. If any of the information
conp to t nifest. has been.altered, the initia
boot a[lroz 9]d e@?egagef% €e E oalﬂwg?qtﬂpnsé‘%la Pyemgickeydias the
notified.of .the potentjal for a breach of security.
gdytpeq of pindmizeg winerabidisy andymarigyeing Sedibdlited Fauexample, the
the initial boot sequence, the systemthen requests
YRENNS kemenbedmsnbedndee used forrasdtenlec ok e yendtheviousihqut out the
-4 provided symetric key is used to verify (or to
lreg-forea tdsyoraerd/Aor distesseditersihethe syrigeerSash cambirtioh Reth
"signed" information and the custoner
iafninbGer @ble@h eledmmifer Jr¥iQEIBEIWenddikly Hfre system since
al ternate enbodi nent conprising a symmetri'c key has
7 iy nd .
D By 2l LTS WhORLAR LW ol e o
ke ' t. can.be used.fora dealer or a vendor who
1@2%51 %W%?‘iugﬁ& P the ésmfg”%\g%yust omer. As di scussed
herein, the symmetric key in conbination with
information stored in the conputer provides a
conprehensi vely secure systemsince the end user nust
have physi cal possession of the conputer in order to
initiate the initial boot sequence using the
symetric key. -5



BRI EF DESCRI PTI ON OF THE DRAW NGS [013] The present
i nventi on maybe better understood, and its nunerous
obj ects, features and advant ages nmade apparent to

BRIEP PR SURIPEIONDF &ﬁ{@ﬁig@myv[m@ erencing the
. f the sanme reference

nunber throughout the several figures designates a

| i K®13) Bhapresant stvsnibon may bedetie upnderstdod, enditgyeiraerghs

illustration of an autonmated buil d-to-order system
objéay, featseahhd adyascipeynande appaadntitm fiosersitilledinthaditibyg

system [015] Figure 2 is a system block diagram of an
refdrB{cAdTRE @b d o Bra® itk  The ubOdHthe bhrgb fferdnteSndfber

illustration of the key conponents of a secure data

thrf%&lu!}x}/tec'@é’ SR ?fEufé%rdeé‘@nét% PIiREbL QmhireLkieng System

ure 'S an ustratlon of alternate
d I th f
R e AL D B

|nvent|on [ 018] ure.5 rovvchart |Ilustrat|on
for gpstallipe sq © Pﬁﬁpé%fgﬁfl%téfmi khan(lﬁgg SY&¥Pod and appar at us

of the pr esent i nvention. -6 DETAI LED DESCRI PTI ON

[ 018)15Fi Bigree A s ssystee hlorladiagram afrminformagion dppdiingesystem.

installation system 100 at an information handling

sysfoansi nhigufat tsuan itlgstedtioa.of te lopercatpomants afi a eeches ddta 0

is placed to purchase a target information handling
delﬁz)é%f SRk for af hefol@h@et hdnafigg BRdtéran  handl i ng system

to be manufactured contains a plurality of

har gwa %ﬂsﬂe 5 ANRILStrat LAGPARERLE ddiQbry MREFor

tar rmati on handling system 120™m ght i nclude a
information handling systems implementing the data security system of the present

invention.
[018] Figure 5 is a flowchart illustration of the steps implemented in the

method and apparatus of the present invention.



certain brand of hard drive, a particular type of
nmonitor, a certain brand of processor and software.
The software may include a particular version of an
operating system along with all appropriate driver
ftware_and ot her application software along with
D, D) DES GRIFTION bug fi xes. Before target
|nfornat|on handl i ng system 120 is shipped to the
cust BHél | Fignee pise whemjtiodiagmapeiesniovas mstaietion system 100
and tested. Such software installation and testing
atzgvafrageoubindlisg syntes nganuédcinaigesitewdn &pengtion, an order 110 is
i nformati on handling systemwhich is ready to operate
plab@ntorp@edhiaved tdyet anforsitviEiand [i02 Slstdie C20) SEhdliat de@ irBEmation
famlies of information handllng systens and

halidlihe & padémilndity bQHﬁhuﬁ@M&ht&ﬂ@@ﬂ%&ﬁof BRI AR and software

di f f erent softmare installation necessary t
cg{eﬂniépl%g gméﬁ)s gtlbﬁgéﬁhﬂiggsc Ilgpélf 81ude a
11
ces%m%rgagﬂﬁganﬂ&naby S PP RO, hariih HEdys peagessor

haV|ng desi red conponents into a conputer readable
HRArS | RheyHvws Mg inabers eparioular ¢2sipn charpeprspiing system
descriptors are conputer readabl e descriptions of the
alongrpydthehtappudpriater goter softvearamnd othehappdichiion yfstazanalbd@ with
whi ch conponents are defined by the order 110. In an
apprty it ftw ot bup €xpy. E5E0te thipéehifdratatioh RendRFRYHER 120 is
descriptors are included in a descriptor fil'e called a

shEpsEdea e idnd Othe Fﬁﬁ&lﬁ? o5 oﬁeﬁts Ao SR %ﬁ% 'Eé%ﬁéaa@u%h

file contalnlng a |st|ng of the conponents

t t
sAffYBRGIAN0 fd RO Sral pllf R LSRR O°
in °|4f%‘ra§f’%w‘a"3§%a?y‘ Oon@r@% ?ﬁe%%y Pevs W %@%%ﬁsigﬂ%ﬁstomer-

correspondi ng to the conponent descriptors to file
serv 8}1 4B eca%se different famrr?les of information handling systems and

different individual computer components require different software installation, it is
necessary to determine which software to install on a target information handling
system 120. A descriptor file 130 is provided by converting an order 110, which
corresponds to a desired information handling system having desired components,
into a computer readable format via conversion module 132.

[021] Component descriptors are computer readable descriptions of the
components of target information handling system 120 which components are defined
by the order 110. In an embodiment of the present invention, the component
.descriptors are included in a descriptor file called a system descriptor record which is

a computer readable file containing a listing of the components, both hardware and



over network connection 144. Network connecti ons 144
may be any network connection well-known in the art,
such as a |l ocal area network, an intranet, or the
internet. _The infornation contalned in database server

sofpre.o g instellsp @atoigrast miommasion hepdlingyaisas B2& dhransiecad

a new factory build environnent. The software is then
thepduralityend compondné deserigtars,idafabasesseiven 1 Hapdividey appetbin of

120. The software installation is controlled by a
scfopdravaseponesitsador@bpandingpo abe oanponser descriptbat toifle server 142

operable to control the installation of the operating

0Bt SikFBrR N6 1501 Nuev Rk Pasleades 19086y beshyet@Rork
custoner. [022] Figure 2 is a generalized illustration

cQfnedibd BEQ kﬂﬁbh annRandlidngs a?gédﬁ a;@a e ﬁnﬁlﬁaa&aﬁ&

i nformat i on handl i ng System ustra i gure
. The t|on handl i n stem
m%%%%?ilse S T e T S A e dfF%fdatsa gpeh that
a displ ay, a ke boar nmuse, an associ at ed
thE GRiabeTS L%Pgamsaa BE3Y BpotAT Suﬂ@ FRY@NSSHL. ﬁl?f*d sEE Issthen igkelled
devi ces 208, such as a floppy disk and drive and ot her
omthedrgetiafarmagon hantllipgsygen 130hdhe sofssgrstinstellativy, is gontrolled
i nterconnected via one or nore buses 212. The

by efofhaare indtdtatios mansgeahée dervecthatis ngembletth eomeslsheni ng
net hodol ogy is installed onto hard di sk drive 206.

inMatletisrad £thy opéren S Sfstenahg] SRy %ﬁwakd"ﬁdc&hé@q?@&ﬁ@d BYY
appropriate non-volatile nenory. The non-volatil

ciRIRLy may also store the information relating to
whi ch factory build environment was used to instal

h bl
Lsgrf@'tz ha@%ﬁadgﬁfé%%gﬁza§§§?g ‘Mlof%gg Swafﬂbﬁﬁﬁmﬁg
)Fartlc ar factoréﬁPU|ld envi.ronnent .to

EEasueh s Be Freddafognation angliag pysiqm 420 &FPSFIHFSHHEEE%W

emmay include any instrumentality or

ngggé{‘gga%@iéﬁﬁdlﬁ@t yaiweninaludes errogereeaiilZe inpyt/ouippltle)) devices
204, such as a display, a keyboard, a mouse, and associated coptrollers, a hard disk
drive 206, and other storage devices 208, such as a floppy disk and drive and other
memory devices, and various other subsystems 210, all interconnected via one or
more buses 212. The software that is installed according to the versioning
methodology is installed onto hard disk drive _206. Alternately, the software may be
installed onto any appropriate non-volatile memory. The non-volatile memory may
also store the information relating to which factory build environment was used to
install the software. Accessing this information enables a user to have additional
systems corresponding to a particular factory build environment to be built.

[023] For purposes of this disclosure, an information handling system may

include any instrumentality or aggregate of instrumentalities operable to compute,
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-8 classify, process, transmt, receive, retrieve,
originate, swtch, store, display, manifest, detect,
record, reproduce, handle, or utiIize any f or m of

nf.ormati on, intel ence, or a for si nes .
CliS AT ety 5P o G He gt E,og&tch e afsiliy. quanifest,
an information handling system may be personal. .
defsshperoed: repofaeaprndis s Rilee yuifora of arfoml%lt Huelligence, or
sui tabl e device and may vary in size, shape,
datrefof busvease.escientifiet qoaﬁai/ ior gthepprerppsdsc For expmeple, an information
i nformati on handling system may i nclude random access
haméling sys(cRAMpy be ngemsonalmongupsr ceegsiotigstorago devies os dapother
as a central processing unit (CPU) or hardware or

suft@H1t ieviee &b Pl atyaistre, SRabt, pRffdfrRfince! fBEtidnaRes add price.
nonvol atil e menory. Addltlonal conponents of the

dl I
Tﬂcfr‘lfl%'hg?tﬁérpﬂad?ﬁﬁ éyggm%{ ﬁmu@yaﬂgeﬁl éég@ss?xgh?n&& (RANE), one or

VEeS e net ports
municatln

devi ces,
PSR AP S S oo 850 8P (i o Bprgare o
keyboar d, , a vi deo i sp I The
sof e SO bloeia R ng ‘Q?Fs‘%t}é%t}%%? gm%vq Hile Rfanosie Agitional
nore buses operable to transmt communi cations
copronenss of the Iylarnaien nding s esign mporiasitde oQouom; ditk drives,
3is an illustration of the key conponents of a secure
omgtatr anoreleétimoek posy Sir enmiromicnng mfitrexgdrindnlehmagl|as mgll as
system The hard drive 206 conprises a partition

vatioas Riplt Addf autpRl(/0r) deglcad, kit ds@ KdyBoaraNd ingush@a vidfeo
the information handling systemis stored. A manifest

dlgﬂsf ﬁk%f&maﬁbﬁ ﬁ&nd”}m%' ggtaln' h¥y Ao e ohelo ?mdw bhs

I nformati1 on handl"i hg systen1 For exanpl e
t file 216 can l.ude .infornmatiqn rel atln
R A e R St R D T
the system BI.OS 21 and ot her conflguratlo
| nf JORA i BAvs opad 1 w%ﬁm@% key GompapAns o segure data
predeterm ned sel ection of files 222, |nclud|n8 .
dedigyeutyi stysterit foo An indgimsatemdiandling system. The hard drive 206 comprises a

partition wherein information relating to the configuration of the information handling
system is stored. A manifest file 216 comprises a plurality of files relating to the
information handling system. For example, the manifest file 216 can include
information relating to a processor serial number 217, information relating to the
system BIOS 218 and other configuration iﬁformation stored in CMOS 220. In
addition, a predetermined selection of files 222, including configuration registers and
other customer defined data is stored on the manifest 216. A “signed” file, sometimes
referred to herein as an electronic “‘seal,” 224 is also stored on the hard drive 206.

The electronic seal provides an authentication of the contents of the manifest and any

tampering with the contents of the manifest will result in the electronic seal being
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ot'her custonmer defined data is stored on the nmanifest
216. A "signed" file, sonetines referred to herein as
an electronic "seal," 224 is also stored on.the hard
drive 206. The el ectronic seal provides an

“bralttin e Mhiadditioana REmtiher theripert:isg @ stéhaiseminl the fitst BB6t ZBYis
tanpering with the contents of the manifest wl|

stof&@BaH the ihBrd &8y RCAH AMobm 8B rePRInBo 11 el@KR ey 228 may be
addition, a kernel for the operating systemused in
s b Sr e, 38 3o BB D BB Ul sl ke
e.,stored on t ard. drive. In sone epbodi of
228 i Ehaeey B oM P & raniacnelly 50 S50 RRRRT WG sl sBrocots.
t he @ﬁﬁlic key of a manufacturer in accordance w.th
PKI [{rdt SR 8PS meg@%ls’jeni of 1R BT SANGRYTHERE. 1BF seEtpisdessson a
invention, the security is based on a PKlI system In
PRdnydemednae eltempisdmbedimens wewerer, aceigmenman ocdar asysfem
a system fromthe manufacturer over a secure

fro8Sthe praptuéctedr dvenl.sedire SRE-prusteddink ddethe oadtombivdees aot
PKI key, the custoner can request a symetric key

hatdSPEatey,Wh &lbtdrierdiad PER¥E sydin@rivkBy RR8GJAREICE ¥\diBSlayed
saved or printed by the custonmer. Using a secure

| . ; .
on3 3Pt P e RSP by O Bl P Lt vk
i nformati.on.

se envi.ronnent. .[ 02 en th e
s D A LR 2 PR L a8 Rat ORGP ) S peigtained
. the custoner uses the symmetric key to "break the
In g gure v Ryet ri ¢ key enbodiment is particularly

useful for consunmers who nay not have a public key or

do [t RMbee thevwnfoonatina fendlingeysteny 43P heives ft thpeustomer’s

conputer is a gift, the custoner can print out the
sit dlye austbrgérwses the spmirtearia lewi toi“break ofie sdab™ Jitfetsymiavatric kéy

the key is exposed through unsecured e-mail, it is
emBBigsdisparciaveuehy FoCansRRSS e @Ry Abt Have apABRELEY or do
not know how to use one. For example, if the computer is a gift, the customer can
print out the key and give it to the recipient of the gift. Even if the key is exposed .
through unsecured e-mail, it is necessary to have physical possession of the c.omputer
to use it. This embodiment also avoids the positive verification requirement of
obtaining a copy of the manufacturer’s public key directly from the Internet rather
than relying on the key stored on the hard drive. The alternate embodiment
comprising a symmetric key also has the advantage of minimizing vulnerability and
maximizing flexibility. For example, the symmetric key embodiment can be used for
a dealer or a vendor who can print out the key for a customer. As discussed

hereinabove, the symmetric key in combination with information stored in the

computer provides a comprehensively secure system since the end user must have
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to use it. This enbodi nent al so avoids the positive
verification requirenent of obtaining a copy of the
manufacturer's public key directly fromthe Internet

a than r on the key.stored on. the hard
’EN WEPOSFH%*?% ?fgl“%‘é? P‘é‘ﬁ’o’é‘oqrﬂ%rr% Inigigfshg ’é‘?thaé bgot sequence using
symetric key also has the advantage of m nim zing
thepyenredbe kKeY.y and maximzing flexibility. For
exanpl e, the symetric key enbodi mrent can be used for
a de@d®i dheaontenmdor thehaméast filei 216 andthe leecllodpedunity a
custoner. As discussed hereinabove, the symmetric key

virfieeiohicaat ngnicpéiding oif prodefeiBihes kedugitly parambRrs selected by the
conmput er provi des a conprehensively secure system :

i RS tur o r BB RierTHSE B3R 160 o PR EIGRIF P RRSRSIE] Adne
of the conputer in order to |n|t| ate the initial boot

S [ 1)

1&?%&8&% @@Qeouﬁ&i@f 1&%%&?{0% g%eg% Jéggg%%ﬁﬂ‘fﬁ‘es and
verlLfic tlo can var
N PR S e %%f ettt b g?%’}les At
t he custorrer for a desi red . evel of security. For

thisclerrpl @f segiritynige mlté%l&oozafecsl@am%ntlyclu@%cfé,f‘élsﬁ}fm fvynﬁcatlon of
i nformati on can conprise signed configuration files

theeriBll O Spanththe 4O ST arldethe yatiheationgan bp centbictadnivittedr whowfthe
operating systemand boot files. At this level of

peEltditdyt of, the bred wget.t Imdnolted leveb6fiectiyityC e seddty fiefonation can
checksum verification of the BIOS and the CMOS, and

1ﬂcl11ﬁ1evae§i éd%‘é@:l&ﬁmc@f'"th@ EntfeMAHCAE Weldhd A chibbitsifiNerifl}@tion of
ey of the end user. In another |evel of

f .
SRt SR W g v
h k at f.. th dr | d
s%%% BRI AP HOPT R [iapeBBbEer PHAE <Povwr A
security. can also be inplenmented with or w thout
tl'tlﬁielem}tgf sgcqggy cy¥inchide gperypied customer configuration files, signed

operating system and boot files, and various checksum verifications performed using
electronic keys in accordance with PKI protocols. A fourth level of security can
include encrypted customer configuration files, a signed checksum of the entire hard
drive 206, and a checksum verification of the BIOS and CMOS using electronic keys
in accordance with PKI protocols.

[028] Figure 4 is an illustration of alternate delivery pathways for
information handling systems implementing the data security system of the present
invention. In one embodiment of the invention, an information handling system can

- be delivered directly from a manufacturing facility 400 to a customer 402. The
information handling system 120 includes a manifest file 216 and the manufacturer’s

electronic seal 224. In an alternate embodiment of the invention, the information
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third | evel of security can include encrypted custoner
configuration files, signed operating system and boot
files, and various checksumverifications performed

usi.n el ectyonic,. ke i n.accor ce wth PKl :

RO Geurien B aPkTeE it BRrSeR Aty tidin 0 yhigh can be 2
encrégt ed custoner confi ghll” ation files, a signed
CORBEBLAh el Ifr 1 & R) il maischo DR e kB iFm
verification of the BIOS and CMOS using el ectronic

Reyy instriling e spetarized wettdf sPRwarsraptlse dheiwdro edfjanFimgente After
is an illustration of alternate delivery pathways for

tha éanedans hardecengdd&dsb énsinforplador hindimgtdystedatie VAR will
security systemof the present invention. In one

860 d BRIt e thatif®t ARVABLANARno@Red OEQFITRE b 20pb68 ke g
system can be delivered directly froma manufacturing

Elao dléxy h%lgign%g?/%lﬁ F?%esélqged ﬁléli]& aﬁcﬂife T'?i@tlﬁtgﬁnatmél

es a nanl est file 216 an

nanu ectr oni
PR S e e s B SR o B s Rt 4h2 of P hagetred o
-11 handl i ng system 120 is deljvered to an
nather %W@tedé%ﬁm%&q YRndpuaddjpenahhardiyafreangd software
consultant or a value reseller (VAR that nodifies the
nodificationis o A frerrtbie emynsgraerasthavedBen pddadstpdhe infigrmeation handling
speci ali zed set of software and/or hardware

S6fant) esoiesflibe inddrirediatd A Rs ot o v difhetembeidest fitk0Xd and
to the informati on handling system the VAR w ||

ﬂnB&fﬁ@h kleBtr&me ls&il od4 gRAhd @8drnfatibe h2ddlingestemdi #0286l accordance
el ectronic seal 224 on the information handling

‘ﬁ%l’ﬂ 'Brés%gff"mgént S GhidR8He {ﬁ% a@@g g}:ﬁl?dhnﬂn's? {e Pf%%l@é@ at the

|ng system 120a can I 'VEr

t 402 be del .
FHPeRTEr =Bl o e Rt an R or B4R P%?%ﬁty REPigiaen the
and software _nodifications., After_the enhancenents

Riveaper i veadied 2t §etcRbed hersingheveo Thsdmal vergion of the modified

electronic seal 224 contains information that can be used to establish a “chain of title”
to document the modifications made to the information handling system 120a by each
of the intermediate VARs. Moreover, the present invention can be used to “roll back”
signatures to identify individual digital signatures for each entity that modified the
information handling system 120a in its path from the manufacturer 400 to the final
user 402.

[029] Figure 5 is a flowchart illustration of the steps implemented in the
method and apparatus of the present invention. In step 502, the system is posted and a
- minimal operating system is loaded in step 506. In step 508, .the data security
veriﬁéation program is implemented. In step 510, the manufacturer provided public

key is obtained from the hard drive and an algorithm is run in step 512 to authenticate
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system each of the internmediate VARs will install a

nodi fied manifest file 216 and nodified electronic

seal 224 on the information handling system 120a in
accordance wth the present invention. Once the

ithef eonteats Grihtmadifeyidile ysten 3120 a test isitva do detetniipe whether the
custoner 402, an initial boot sequence is initiated
angdoushsystent @egnpdngneimatttethd dhe contaired in ithd aniveitication manifest.
verified as described herei nabove. The final version

Of tht bt B8idiutie@dn s@b &AL iRTiLesBA the 2bt&RBOMAEAS do not match the
information that can be used to establish a "chain of

thdnk 185t aﬁgnétqg #W&edttt] endvdi f 1CRI QRS tﬁr@ttet Itua 11?1 Bep 514

i nfornation dling system 12Da by €ach

1&&%5&39{1t%§ s%/ﬁbﬁﬁba%;{)g&\/seéd m{atéﬁ t&f ?1%8@% V]%pcgclegsrllngc gontmues

be use S|gn ures

oSO BB S es or cnchonli g N s

path fromthe nanufacturer 400 to the final wuser 402.
[ht)ztg@ SESquied 1s cprdugtet| to gelsemine whether iha nesHtseif thenehecksum
steps inplenmented in the nethod and apparatus of the
ppersgon farnbeBIOSmat¢nths cepe® 2f thehrarsfest flwm ilSthpdest ednducted
and a mninmal operating systemis |oaded in step 506.

mstsp 6p8 blddatéshBatctaé BIOS AUEd Aot mateH thkiceatehQdf OB EMMst file, a
is inmplemented. In step 510, the manufacturer provided

E&Hgéé 8 tpré‘\ﬁbfed % tRbL&irnednbw OB tie tdink Shadkican @t@q 538 hndtcates

algorithmis run in step 512 to aut henticate

Qﬁzf?'t}%ee%lg)é) Iloésr}ﬁatgf\iﬁt tc‘%‘% en[ : lf%he mam%s? al SiJ?dcessuttgecsontmues to

ernine various
S .mat h th at a contalne%st

SR PR a1s e ReLgor i s Ersoiaddp Selsmatpepepthes the contents
step 514 indicates that the system contents do not
RAEH-NMRS magary Batch the eratgrieo] e mraifettdiet b siereStk drtest is
I f, however, the test run in step 514 indicates that
tChed@yesitte rdﬁtﬁ@mpmemtherdbe cheeck$unt hlgorithm Exsutediih etep 520
processi ng conti nues
indicates that the contents of the CMOS memory match the manifest file. If the test
conducted in step 522 indicates that the contents of the CMOS memory do not match
the manifest file, the user is notified. If, however, the results of the test conducted in
step 522 indicate that the contents of the CMOS memory do match the manifest file,
processing continues to step 524 wherein a checksum algorithm is executed to use the
PKI-EBTS data to confirm whether the electronic key matches the manifest file. In
step 526, a test is conducted to determine whether the checksum algorithm executed
in step 524 indicates that that PKI-EBTS data matches the manifest. If the test
conducted in step 526 indicates that the contents of the PKI-EBTS data do not match

the manifest, the user is notified. If, however, the results of the test conducted in step

526 indicate that the PKI-EBTS data does match the manifest, processing continues to
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td step 516 wherein a checksumalgorithmis run to
verify the contents of the BIOS. 1In step 518, a test
is conducted to deternmi ne whether the results of the
checksum operation for the BIOS match the contents of

s?e?%Zmeﬁéﬁtthé( tnhufadthirel PE1E@Shic BROAULHESkalt ) oSihi@ikh éje&ecuted

dicates that the BI OS does not match the contents of

aﬁf ?l"ler{ﬁsg}m}fes\?géues eﬁqo Pﬂ)vtl agoﬁ dpg)é-{age dlﬁ{:l?t tb %ga 10@%&?18}{2)2%}13 data
e L S G

checksun1a| orlthn1|s executed to detern1ne whet her

ang ghecsofmrang £or thyy syiskan enrsirlindiRIy he ifperationd ang HRB Y SteTf
the manifest file. In step 522, a test is conducted
Whilelmiammprm ecauinidy fseabtairst bzh@mn&srumtmgg@lrcpftthmtemedl@c@@ed
in step 520 indicates that the contents of the CMOS
heesimibyvedt will bdhendeanodElsy thibkd ef skiill irt the atteBit a subsed wf tiede
in step 522 indicates that the contents of the CMOS

SERIRY ¥ndl GerflatidBkehs cdds: iBerh&ftbd {d prvidk REFeHIS®RS sekdrity for a
notified. If, however, the results of the test

p%ﬁtﬁ%%ﬁ/gggﬁ c'!d}atlocﬁ :ﬁ’g\gaﬂe i) E@ﬂ@a&?@é @ﬁrgfﬁl%ﬁ AbSaflg system

n%nnry mat ch t e nani
r.0cessi ng continues .to 524 wherein a checksum
‘g‘i%%ffi KRPS gptgxé’é"(ft"‘étdn‘f Y8R The PRI EBTS data to
confirmwhether the electronic key matches the
mani fest file. In step 526, a test is conducted to
det er¥hes Embodiments, o checksum al gorithm executed in
step 524 indicates that that PKI-EBTS data natches the

mani f6s6] bhet &BbSERents @RMURINAHe FlloWifPcRARs.1 Ndi cat es
that the contents of the PKI-EBTS data do not match

the %@1]{)?&&% lfgﬁ%éjﬁr%gerft ﬁl\%ﬁ%bt{ hfsdoeeh deSC'Pl%@@YI?&Etaﬁ I'}@should

results e test conducte |nsep |n|ca

btﬁr agigrtg ooﬂ é act VEETS atngesdgeuftl 1858 %Iﬁgaﬁt m%}ogs ﬁa{l Rgmade hereto
manuf act ur.er "El ectr.oni ¢c. Break The Seal al rithmis
L fepprting fromt e spirit and scope of t eemventaion as dg ined by the

appended claims.
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and the user is requested to provide appropriate input

to initiate operation of the data handling system In

step 530, the initial boot of the operating systemis
conducted and the software for the systemis LLOYD WISE
installed on the information handling system \Wile

maxi mum security i s obtained by inplenenting all of
chaimseps di scussed hereinabove, it will be

under st ood by those of skill in the art that a subset

of these security and verification steps can be

i npl emented to provide effective security for a

partigcul ar pguratian of. hardware and software for

an i nfor na‘%‘i%gﬁ{rhg?%ﬁ??%gorsayé?@ atin l}ﬁnﬁﬂy%éy Sy FemprIsing:

the present invention. her Enbodi ment 030] O her

enbod FhEOragEeicE ﬂpfﬁaﬁ% & #tgre %WW&%P@PEH%ERFDS 1]

Al t hough the present invention has been described in

det ai 4 manifess fikngtered pa seid dletasiarage devige, whetebusaid ivanidiest file
substitutions and alterations can be nmade hereto

W t hout deqanprisega predatetrhimed pétrof tlatafilesseetqoeddtorh b£id plurality of
i nvention as defined by the appended clains. -14

LLOYD W SHiat{3ildk Mid heRirs@bdipretidtesyint €58t bPdatdiles has a known
informati on handling system conprising: a data

storage deyiige operable to store a plurality of data

files; 5 a manifest file stored on said data storage

devi cg, wher ei n id.manifest file .conprises a. :

pr edeat%eerl ?ﬁtrﬁgbc % I'ts S?%IFd 8 Btsgldrq%fae%org%q %eé’tlggwheﬁm said glectronic seal
plurality of dat(? files, and wherein said ) )

pr edet er nilf88neIFd ysing adisstmlyrakity|pf glegtrepig kgys implemented using a

public key infrastructure;
wherein, upon initialization of said information handling system, said
electronic seal is electronically verified and is used to initiate a
comparison operation wherein the predetermined set of data files in said
manifest is compared to the corresponding set of data files stored on said
data storage device to determine the security status of said information
handling system; wherein

the electronic seal is generated using the first plurality of
electronic keys; and

the first plurality of security keys comprises at least one public

key for a first party and at least one private key for a second party.
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st'atus; an el ectronic seal stored on said data storage
devi ce, wherein said electronic seal 10 is generated

using a first plurality of electronic keys inplementedyYpwsg

using a public key infrastructure; wherein, upon
initialization of said informati on handling system
said electronic seal is electronically verified and
is used to initiate a conparison operation wherein
the predeterm ned set of data files in said 15

mani fest ifh(:?csggﬂaﬁf l&igla%,%e?é?ﬁ G4id @%gginﬂg seftis QJriffé:ﬂ.tl@ing a

files store n sal a storage vice to determ ne

t.he curitv. status of said.infornation. ndld ng.
SRt R B cebfivbinelh ST onedPpah i o g pory
tHe [irst pIH@aLity of, electronic keys; and 20 the

and Ak fead ane Puplig ket fog said seqopdipatiy conpri ses at | east

one public Kkey for a first party and at |east one
private key for a second party. -15 LLOYD WSE 2.

The systemof claim 1, wherein said electronic seal is

veri fi.ed UBienysmmsadaion lfuntiaricomprifing @amodifigd mewyiest file
conprising at | east one private key for said first

doae$pondibigdo alpré@edniidese PO akLAikeS Wavifg a kbW KR status and
party. 5 3. The systemof claim1, further conprising

iR Yo pelingBthb&fitg blebfoni ' i i
B P PR oAy o fonif Rie ERAROAML Iy modified manifes
W e%i];'s% rr‘?’ct)cﬁhgé el%&gonic seal is generated using at least one electronic key.

4. The system of claim 3, wherein said modified electronic seal is generated

using a first plurality of electronic keys implemented using a public key infrastructure.

5. The system of claim 4, wherein said first plurality of security keys used
to generate said electronic seal comprises at least one public key for a first party and at

least one private key for a second party.
6. The system of claim 5, wherein said modified electronic seal is verified

using a second plurality of security keys comprising at least one private key for said

first party and at least one public key for said second party.

-16 -



10

15

20

further conprising a nodified electronic sea

corresponding to said nodified manifest wherein sa“ﬂo\

nodi fied el ectronic seal is generated using at |east YD WISE

one el ectronic key. 10 4. The system of claim 3,

wherein said nodified electronic seal is generated

using a first plurality of electronic keys inplenented

usi ngz.a puie systéRiofl dMimes twhéedinbAd modifictBasifest 819 Rhtains data

claim4, wherein said first plurality of security keys
. : . , ai

vk L R FloB| AP GBSt LR S8

on rivate key for a.second rty. 6..The system of

B o ffeastan Hnefh i S5 PodtR despPpis SARAPRE Goa

verified wusing a cond. pluralit f security keys

cearﬁgrqn?}%gto atseﬁ%sa%ffe??fﬁr@nﬁﬁr‘:%iasenqz @ rssacipipT wih Fad s

party and at |east one public key for said second

spegessive mpdifiqativey afjsgd mamifephlesyst em of cl ai m 3,

wherein said nodified manifest file contains data

files having a known nodified status corresponding to

a series of successive nodifications thereof and

wher e§.n sah ghdilsl for eelri@ir@s‘eemn;y@fa@taldenwm bR 88 irffdinfation

corresponding to a series of electronic seals

128864 g:n;,r& Sombation with said 5 successive
nodi fglaéc}gti ong f said manifest file. 8. A nethod for

T R AR
AR R TR L ERGETE
a predeterm ned
set of data files selected from a plurality of data files, and wherein said
predetermined set of data files has a known status;
generating an electronic seal using a first plurality of electronic keys
implemented using a public key infrastructure;
storing said electronic seal on said data storage device;
verifying said electronic seal, upon initialization of said information handling
system; and
using said electronic seal to initiate a comparison operation wherein the
predetermined set of data files in said manifest is compared to the

corresponding set of data files stored on said data storage device to

determine the security status of said information handling system;
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set of data files selected froma plurality of data

files, and wherein said predeterm ned set of data

files has a known status; generating an electronic LLOYD WiSE
seal using a first plurality of electronic keys

I mpl emented using a public key infrastructure; 15

storing said electronic seal. on said data storage

devi ce; veghd¥inng said el ectronic seal, upon

initialization of said information handling system

and Utﬁl: @féc&@ﬂl s&{l%‘: dnBfitdd o E?irét 1 bl ®f Blectronic eys; and
S B8Rk rac Bl Be Bleoton clegy

conmpari son opera erelrn rmne

data fil.e nman. f i s _conpared to t

cor r b EERPHE @t&ogsrcua@r eyr.cpglgrlgrso%? IS5t Bl K& fpr a frst
storage device to determne the security status of

sai d i nf orPASY; 28 ahash s privyisckenfor a sepond pavly- w SE

wherein the electronic seal is generated using the

first plurality of electronic keys; and the first
plurality of security keys conprises at |east one

publ i% keyThemethol iof 8laim Bawhstremdiddledtasd seahis vefifivditising a
key for a second party. 5 9. The nethod of claim 8,

MBS EH10raBidy 6 R KRN @orﬁﬁﬁm%(ﬁ JVARE bikd I%jva'tbské'}gfoﬁsald ﬁrst party
second plurality of Security keys conprising at |eas

eﬁﬁe«\t Pefakk&}re%gsﬁx k{:f%r%gl'd%e%éndj}apea”y and at | east One

or s secon 10 10. The nethod of
cI aim 8, further conprising a nodified manifest file

10.  The method of claim 8, further comprising a modified manifest file
corresponding to a predetermined set of data files having a known modified status and
further comprising a modified electronic seal corresponding to said modified manifest

wherein said modified electronic seal is generated using at least one electronic key.

11. The method of claim 10, wherein said modified electronic seal is
generated using a first plurality of electronic keys implemented using a public key

infrastructure.

12.  The method of claim 11, wherein said first plurality of security keys used
to generate said electronic seal comprises at least one public key for a first party and at

least one private key for a second party.
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corresponding to a predeterm ned set of data files
havi ng a known nodified status and further conprisin
a nodified electronic seal corresponding to said

nodi fied manifest wherein said nodified electronic
seal is generated using at | east one el ectronic key.
15 11. The nethod of claim 10, wherein said nodified

el ecty3oni crigaAkthbd of aﬁﬁﬁn@tmruﬁls&a Iﬁocﬁﬁé@&lea&&ﬁékéal ¥ verified
of electronic keys inplenmented using a public

dsm daa%:'céﬁjcﬁ)lﬂfa?ﬁy ?sziecap L Q&HPI‘%]&%&%J& asrée prﬁ%ﬁ’{ Eé}nfor said

sal ura CUTI ys use

erate el ectrpon ea i ses at | east one

%ﬁ{;‘l’ 8)?? gt oé’efpu[’E? l‘??’afolr ?a‘gﬁ rgg‘fj paﬁ%‘ast one private
- key for a second party. -18 LLOYD WSE 13. The net hod
of claim 12, wherein said nodified electronic seal is
verified using a second plurality of security keys
conmpridsi nglket methad of elaun B9, whereinjseid medifiedhimdnifést fida contains
party and at |east one public key for said second
dadd files hovitg a kivben meddifee]l dtuc t@respditiingvoer @iries 8Bsudcessive
nodi fied manifest file contains data files having a

5@ BatiORd hdr&St ahiH A¥HeFeif Sifl GRIANNA éT&:utoﬁlcase§lecrdnﬁ§159§ data
successive nodifications thereof and wherein sa

Jtligx% agdnﬁﬂlgetb%%%flg{é)f:cetl?c%%!mccs%m l"g%r?&%tﬁg ?la?ss%&%é WA Qﬂh”g

serl oni C sea

Sg%?egglkgh}lqg&wtl%% éfésiaijd rfglﬁ‘fe%Fﬁl%l. ve nodi fications of

BLoyp wise

-18a-



