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SYSTEM AND METHOD FOR MANAGING COMMUNICATION FOR
COMPONENT APPLICATIONS [00011 The present invention relates
generally to a communication system for providing communication to a
plurality of devices and specifically to a system and method for managing
5 communication with component applications on such devices.
SY SBARKGROMNDHOD THIR INMENTHINGI00021MDbe o MO NrBlifRraivONENT
wireless networks, there are i increasing number of wireless
devices in use today. These %%%@%ﬁgg%obile telephones, personal
[6001] digitaprassistanca{BDAdrwithgeiveldss communioatioitaapabilisies) for providing
two-way pagers and the like. , 10 Concugrently with the increase qf .
comm OO B e L5 ST S B HCAUS Fu ARG o ol s nesing
commufose dncradseshiperetitipplicor exavaplecihivireless device may include
an application that retrieves a weather report for a list of desired cities or

B ACK@@@?N%W@I I@E’ﬁ er to shop for groceries. These software

applications take advantage of the ability to transmit data of the wireless
[0002] Antevbrklia prdéferstprovitietinkely aefovodeiullseevices ronigevs!ipfieeréasig number

of wireefgs%it!i)en %oeél RLC%S%O{HH% nloﬁﬂ%% %W&%efﬂ&ﬂget%ﬁll%ﬂ?aé @n%'ﬁ%é@ﬂ& al digital
types of evices, restricted resources of some devices, and complexity of
assistageli (B Jargthamioelass shdutunictiondevipsliteselvpinesofivgare and the like.

Concur g&lgﬁ#ﬁﬂjﬂg%ﬁ@%@ gff%ggﬁa%g‘g WHQ‘«:%@Q?M&Q Egﬁbva}g %Bgﬁcations running on

urr evices are CQI’] |gu‘re to communicate Wlth Web FYICES )
such dtivicesyhdmteimaedseddbicBrovibirs dive/oraative, dbplivittns. Broepseray include an

appﬁcagi%}ﬁﬁf'g&@@ye%%égfgg@g%a&qaﬂa&'ﬁgﬁo eapeecfaaﬁe%maea%@a&mmat allows

asis for a variety of ditfere evices, but have a disadvantag N -
a user jeshmstingepages(sdiesn sfliniiorsyini 4TINS tlonadiienweboSdrvigellity to transmit

data o?‘@@%ﬁ’&gg $H&RE Eﬁl%gedégetoofp%@\;ﬁigot%%%?%ﬁ 'iﬁk%fﬁ?r&%%eé tféfj "1598[5, often in

disadvantage ot Browsers Is that'the screens are rendered_ at runtime, _
additiowhichveian bemesoutstdnterdives ipplivations fetwowsérdibirseetffivipast of devices,

restrict%%%% sf(%rggss '&ngﬂglsg l@é@é@,'ﬁﬁ& Q%ﬂggg%ﬁgg@%%ﬂ?&@gg%? iQI%lyﬂntS oﬁ éiata to the

erent runtime 25 environments, re : : , execute t
devicesalvechpptigatiGmariowelientisincre tifiorentifiicalé s dievieaorapaing task.
different capabilities and. form factors, the application may not be

(0003 EGUIRE, AedisRlayeda5rHRs e ds FYIRLRERWSRIRaREr 8BRIE&I M ough Internet

often require significant transfer bandwidth to operate efficiently, which
based BrayBreastiporeinamnbivaliable RBreumme Wirstelhs wbipriage of being adaptable to

operate on a cross-platform basis for a variety of different devices, but have a disadvantage of
requesting pages (screen definitions in HTML) from the Web Service, which hinders the
persistence of data contained in the screens. A further disadvantage of Browsers is that the
screens are rendered at runtime, which can be resource intensive. Applications for browsers are
efficient tools for designing platform independent applications. Accordingly, different runtime
environments, regardless of the platform, execute the same application. However, since different
wireless devices have different capabilities and form factors, the application may not be executed
or displayed as desired. Further, browser based application often require significant transfer

bandwidth to operate efficiently, which may be costly or even unavailable for some wireless

devices.



[00041 On the other hand, native applications are developed for a specific
wireless device platform, thereby providing a relatively optimized
[00045 i chtionherogradn fetivcrappiivetienyison et opedhifig enspleatiplatfveiass device
wever, a platform dependent application introduces several .
Pl B S W emafe @ romime
envirapptivationiap dnisin glelative i dargecin sideffierelepdadeng apgiostipn introduces
severz[?&%%ﬁg&g,fi Fudih l?ﬁ%nq Y&Cc?eve'::l%rtr}gtgit? Qll&eartlf?)?lsdgfv t%lo SR ggye)gcation and
experience with programming languages's as Java and CHrto
being cesraftready slacgenitivérap ticatipnex 0088y stenswnes noéthimdsvireless device.
thé’ﬂ?&[%ﬁﬁ:‘é&‘?{%@v@&yéf’seﬁ% éi%‘éﬁ@é'%nf&’ E‘i% g&rnﬁ] NA0Ghoes such as Java
communication with’component-based applications on dévice {6 obviate
and Coritigararacisaeh dmeapblivetafosementioned disadvantages.
SUMMARY OF THE INVENTION [00061 In accordance with an aspect of
the present invention there is provided an application gateway server for
[0005inayréemicpes imsihpfsedior etusrinnrappifc akomexsreaii iy sieunfimaanaging

comnRRYERRSHHP Rt S YIGE BRd AL ASLAR RACKEND STV BRI 3P %ﬁ%‘?@ at least

gateway server comprising: a message listener for receiving messages

some FHFCRE eSSy ANEERSr subsystem comprising a plurality of
connectors, each of the plurality of connectors for communicating with
one or more associated backend servers; a messaging subsystem

SUM%%%QTQW‘&@QWH for processing messages received from the

[0006MBSsagRdisienehRRd EpRSNItiRG fRABKIQAR ARSOAIRIE49NE\9hdRe application
plurality of connectors; the application gateway server characterized in

SAtCHL PR EE SBRK B STETRHER 8 PP AR SR MEpPig untime
envird@fdgiantfyindwhiead theipiurality oLeRBNEGIUS S tRbepsediler @Ateway server

message in accordance with an origin of the message. [00071 In

[ )
COMPLES A TRESIAE ANt REPEEE DT cupTEeest iHRpBhtBh MBHS I Provitiegnnector

subsyaienethadpfainpanagingieeromupicationat akaRpligalioN.eA8WaY s68MBEtors for
between an application executing in a runtime environment on a device

COmMUTHCAIRS U0 RB D AEKBINIS SRR I3RS BtHsad cEThiSSing THESSIgHopubsystem

comptitelvingrnessgadesifcefvihaapplication ahpdessageallistenakc MRPRIGY listener
the message to a destinatian b ckendﬁ% rver del'éveri%g the messa‘%e to a

and UAnSIUIHER (LR 46, 88 AR th e Sl iRt g BARe Rl SQHEFiYfythe application

gatewdelivesing thehmesseagedtoithethackand servesstheumsthad chataecterizedprise a
in that.the message m ing is performed in accardance with a .

com i EBR TG H A5 TR it S8 B 1 the VRERSages (o be wsed for

a message in accordance with an origin of the message.

{0607] In accordance with another aspect of the present invention there is provided a method
for managing communication at an application gateway server between an application
executing in a runtime environment on a device and a at least one backend server, the method
comprising the steps of: receiving messages from the application at a message listener;
mapping the message to a destination backend server delivering the message to a connector in
accordance with the destination backend server; and delivering the message to the backend
server; the method characterized in that the message mapping is performed in accordance

with a predefined communication mapping and an origin of the message.



2 BRIEF DESCRIPTION OF THE DRAWINGS [00081 An embodiment of
the invention will now be described by way of example only with
reference to the following drawings in which: Figure 1 is block diagram of
a network facilitating wireless component applications; 5 Figure 2 is a
detailed block diagram of the application gateway shown in figure 1,
BRIEF BySERIRS EODAOK didgraR ARdNiESsage listening application; Figure 4 is
(0008] AR ASBAAT ' AIBHRICRUON BT LEIUE R POCK 0P AT onty with
Administrative sd system; Figure 6 is a block diagram of 3 essagmB
referenseiBsiistdohloivih§ idpareiniisia Wlock: diagram of a transformation
subsystem; Figure 8 is a block diagram of a connector subsystem;

PQUTE PilsiRlogk diaaram ALARREYHL RLRSY %\tzﬁféiésg k%%?&h%dfaa%ﬂ'ﬁ&hons;

diagram of a logging subsystem; Figure 11 is"a block diagram o
ddemigutatio ﬁ@_@ﬁ@%ﬂéﬁk ésgr@mfé i i@paimgﬁgrd@@wﬁy shevatilniggure 1;
FHPSESIETY AN A3 4 3 Ik JIRgr adL0lf diSeougyServer, Figure 14

is a block diagram of"a provisioning'server; Figure 15 is a flow diagram
iistratng sleekalingmanivetioiirpethesubsissteiow diagram illustrating

RGAYEY, DI SEERONREIOR HSSAIRANESY ROGIRYIR A is a flow diagram

illustrating discovery in response to a push from an administrator; Figure
Tagere Glove taghaifrasteitimgeistdivaryubskssponse to a push from a

SREviRey RIQWirlRK: Figuren1sk isa o sliagareiustiating provisioning of a

component application; 25 Figure 20 is a flow diagram illustrating
AcRABVW dtlglenk dfamrpehaseappticatshsysst@liation; Figure 21 is a flow

qué%%rg fQH%TBEiE‘Qiﬁ,’é%ﬁ?ﬁi_ﬁg&ﬁﬁ,??%ﬂg?y&@@;a compo_nelnt application;

Figure 22 is a flow diagram illustrating notification subscription;

Figure 10 is a block diagram of a logging subsystem;

Figure 11 is a block diagram of a configuration subsystem;

Figure 12 is a block diagram of a utilities subsystem;

Figure 13 is a block diagram of a discovery server;

Figure 14 is a block diagram of a provisioning server;

Figure 15 is a flow diagram illustrating runtime initialization,;

Figure 16 is a flow diagram illustrating discovery in response to a user request;

Figure 17 is a flow diagram illustrating discovery in response to a push from an
administrator;

Figure 18 is a flow diagram illustrating discovery in response to a push from a service
provider;

Figure 19 is a flow diagram illustrating provisioning of a component application;

Figure 20 is a flow diagram illustrating acknowledgment of component application
installation;

Figure 21 is a flow diagram illustrating processing a message from a component
application;

Figure 22 is a flow diagram illustrating notification subscription;

Figure 23 is a flow diagram illustrating delivery of a notification;
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30 Figure 23 is a flow diagram illustrating delivery of a notification; 3

Figure 24 is a flow diagram illustrating delivery of a component application
upgrade notification; Figure 25 is a flow diagram illustrating delivery of a

runtime environment upgrade notification; 5 Figure 26 is a flow diagram
illustrating scheduled task delivery; and Figure 27 is a block diagram
itystratiigia eoffponkaiapplitaticninD It ToD ESCRIPIdANORcER upgrade
PREFERRED EMBODIMENT [00091 For convenience, like numerals in

the ded&BHEH P&¥er to like structures in the drawings. Referring to Figure
Figueodininigafiow idfrasiricilluetistiigstisliedgent raliyibinrumeiadiut upgrade
10 The ca vmlfmic_ation infrastructure 100 comprises a plurality of wireless
deviced'10 “4'mmunication network 104, an application gateway 1.06,
dtfigueeglanaliylofxbdickend skniiaesg KoBedil6d @dsK Helwirgtessi devices

]BLQZ ar%?ypic IL ersonal d&%te%l g}snsistacrgtrg &%Afs)l S 1ga i%ﬁ a
ES) rﬁ%%}%{ SELTEhN Mo}lo% fore mple, 8 may include other
devices. Each of the 15 wireless devices 102 includes a runtime

DETABAUIGARNSH GaPABIe ASBERE RIS GdSHpUAERAN Bpplications.
[06009] ]PQ)Q %%%\%8{&90%[‘ Pk %REH&%E'SngtEQ RO RN fdalR ROMRCNERES drawings.

presentatlon components, an QI‘ message C(_)mponents, which are
Referringittef iguaiestrustapsehulefieition lafgatyetusedh Bbissaedsisieciibykoyp numeral 100.

The c&ﬁﬂ%ﬁ%ﬁ%%&rﬁg%ctme ¢0RY ESQQPHC@%M@MU&Q%{&Q devices 102, a

comprise workflow components which contain a series of instructions such

commiggatictemétrep8up8ét ot BONrALRZigndxcdifberphbaderaditn ehdackand services
108. code in some implementations. Therefore, since the applications are
compartmentalized, a common application can be written for multiple

devices by providing corresponding presentation components without
10010]hERanY ¥s rﬁ%‘*’iﬁ%‘sdﬂéraﬁ%ﬂﬁtﬁ?ﬁﬂté?qfﬁﬁﬂ%‘érﬁ&ﬁg piSttians dPipes). such as a

Blackti&spONipititys of ipical arRlications Al dlansfaied i@ th@drabimes, Each of the

~_environment for component application. The details of the component

wireleglsiifgEo e Ese AR RSO SIS S HRalf Sfibastiena Riuplsy of component
appliciMbgless devices 102 are in communication with the application gateway

106 via the communication network 104. Accordingly, the communication

ngtwork 104 may, include several .
[0011] Component applications comprise one or more data components, presentation
components, and/or message components, which are written in a structured definition language
such as Ixtensible Markup Language (XML) code. The component applications can further
comprise workflow components which contain a series of instructions such as written in a subset
of ECMAScript, and can be embedded in the XML code in some implementations. Therefore,
since the applications are compartimentalized, a common application can be written for multiple
devices by providing corresponding presentation components without having to rewrite the other
components. Further, large portions of the responsibility of typical applications are transferred
to the runtime environment for component application. The details of the component

applications are described at the end of this description.

[0012] The wireless devices 102 are in communication with the application gateway 106 via the
communication network 104. Accordingly, the communication network 104 may include several

components such as a wireless network 110, a relay 112, a corporate server 114 and/or a mobile

4
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components such as a wireless network 110, a relay 112, a corporate
‘server 114 and/or a mobile 4 data server 116 for relaying data between
the wireless devices 102 and the application gateway 106. [0013] The
application gateway 106 comprises a gateway server 118, a provisioning
server 120 and a discovery server 122. The gateway server 118 acts as a

data sern@ssagdoprekeribetivecbdiech thatmelenydeninent (b ndrei@sisation gateway
106 devices 102 and the backend servers 108. The gateway server 118 is in

communication with both the provisioning server 120 and the discovery

server 122. The gateway server 110 is further in communication with a

{0013] plueaity]shthe gackend ¥rverspios; sgekeasyvelrserlides p88asioning server 120

and a %%é%‘%‘ %%(%V'C?izl.o ea§ el as.ofhsr ?%65%83585%&%3 0BG AR ween the
surtable link. For example, %e gateway server 1101s connected with the

runtimanestyBenices 008hel Fiagidsdateiiase HehdodsthO®bokienSimplerObfct The gateway

server ﬁ%?ssﬁ%r%?%?ﬁj@igﬁp‘k@ %éjtﬁl@lé:) 8118‘9@180% OQ&%(%IY% S‘L%E%I%) discovery server
respectlveqy. ther types of backend'servers an thelrcorresponalng
122. Thaksusidyesappatdftitolaribersorahordimetyakiftith thpharlifoof #jschend servers

108, su%r%%gbds%\r/{/cfge%qgég, IQ«JR%Q/SQ E%W’%%Q ?G%itgsawse lr\a(.is(.:o 'E"Pecf%k t%rs t?‘gg ngi*[s]fg:es 108c,
various protoco S an settlngs, inclu Ing cohnectlwty In ormé]tlo flOI’ ﬁwe
via a sugtaiporiand . sEnvarxang lantho gthevassmubilé ldataceansstel Gt leseeb services 108a

and da%%%%@%&?@c@ﬂd@%’%& §inBi§’@%‘Fégfs%%:eesé-%%éoﬁu@@ﬂ% 0 Java Patabase
application gateway server 118 as Well as'its encryption key. Alternately, i
Connedhieiyiféldi3€) desieet®byis Otenttiaty pfbacionddawitrsHOURK drdr corresponding

. rypii to ireless device 102 via the
links W%?o%)%gg i%ﬁﬁ?\%@ﬁ%ﬁ #ﬁ%@ﬁ%ﬁ%@v@ﬁl %éé?can then connect with the
application gateway 106 via the URL of the application gateway server _
[0014] ifgaah WirptRrE SEREfe A iRl Asinare dthifetpuie bfqkestablishing various
protocép Qﬂ@%%g?,t%ﬁiﬁgr%@lﬁiﬁm Eﬁﬁ)rﬁﬁ@ﬂﬁﬁmgf‘%ﬁ)’a&?&ﬁk;}% and/or the
0 ,

includes three layers of service; a’base services layer 202, an application

mobiledieia sary sehieesTigrsr oamaRr e ey hrckde i doniens Rgmupasl.qeator (URL) for
the ap@%migae%g@Wéefvgragl&égrgg%ér&le i8R RAMINISIEALADISEYIBR wireless

208. [0016] A provisioning service 210 and a discovery service 212 are

device dibvigaetitia prersionnsy viéiod/Bboadeusasieryserey 1pay be pushed to
the wir@sRegIMely1 (0L 1AL theyIves! Ryel: thesbaprSRRHEE YS! RR2QHfkSh connect

__basic, domain independent system services to other components in
with thejaprliqeienseatanay fiGeyarisd/ Bl sbbyanrmieatiptheatapplication 118.
gateway services layer 204 and the application services layer 206 can
[0015] Utilizeraiitio Figure 2, a more detailed view of the application gateway 106 is shown. The

application gateway server 118 includes three layers of service; a base services layer 202, an
application gateway services layer 204 and an application services layer 206. The application

gateway server 118 further includes an administration service 208.

[0016] A provisioning service 210 and a discovery service 212 are provided by the provisioning

server 120 and discovery server 120, respectively.

[0017] At the lowest level, the base services layer 202 offers basic, domain independent system
services to other components in higher levels, Thus, for example, all subsystems in the

application gateway services layer 204 and the application services layver 206 can utilize and
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5 collaborate with the subsystems in the base services layer 202. In the

present embodiment, the base services layer 202 includes a utilities

subsystem 210, a security subsystem 212, a configuration subsystem

214, and a logging subsystem 216. [0018] The application gateway

services layer 204 provides wireless component application 5 domain
collab@pecifitistrindsy Jhesdisehivibascpravidesaffiicie MMe dsage prasssfoemboidiment, the

and deIivere¥ Eaﬁlk%l%systen:&s 108 agtsj Q{t%l | ireless device %02

base Sgﬁvdcggrr%@fonen applica c§n€fifélgylct & man gement. Th %g%r%rétgntsu system 212, a

- configembadintentidhe?dpplichtidoggatewalyssetarnic2d dayer 204 includes a

lifecycle subsystem 220, a connector subsystem 222, a messaging

{GOIS]SPQ%:Q Eﬁma%%ﬁ’ @%}FW@E@?@%} %&Sﬁb‘%}ﬂ@@@riﬁe@e@%&hm&m application

“application services layer 206 sits at the top of the architecture and )
domaiprperiBs sstaeaal Phessamvinerorsedderifigieninnemneedgsiigrmation and delivery

to baclg%%ﬁ)é?g%% Rravided X\HZE I&W@Irél:@y%%c'éofogm@&n}ﬂ@ﬂ@iﬁ{sapﬁlication lifecycle

cations such as a service provider lifecycle application, a packaging
managgmshitationhanteaamesshgdinsehig appliestion grsvias wadesalpregilmincludes a

lifecyéf%tesrﬁﬂgfﬁeﬁn%ébey c%%mpi%ﬂ&méﬁ?fﬂzyyi@_ ﬂ%@&g&%@%ﬁi@ﬁ{ n?iéi, and a

systems. Similarly, an administration 15 application provides a user
ransfapatiase By ystevidiag a user with ability to access and potentially modify
application gateway data and/or parameters. [0020] The administration

[0019158RIGRARB ST 8SRIAS @ﬁ‘?é@ D oG IHRISAE VB SYSIRNMBRSBERS and provides external
administration of the wireless devices 102, runtime administration of the

progragh ieatiSAS gaEwEST Ot ASEIIS SR s Sirai SRSy st agieLidyers.  For

exampiIdAgAIiskRtiom ehdelrult .20 implameptations affthedoxyinRlagaNd packaging
discovery services. [0021] The components of the application gateways

applicglign ARd dBEHTEE Hoaias 2BnRERBHA MBS FN T erIss R PiEsGrs since they

comm[QP<2} Thedneassagindabpieninsrapplicatiemproyideman istaffaes fom administration
receiving messages from the wireless devices 102 as well as external

applicaliph s HARS B ISFARIGTREMDI RV HES AdiET D3R AD4lStdfh 2pssithapd potentially

modifingpiRaganedisieninmanplivatipi-hirically authenticates that the source of
the message is valid. [0023] Referring to Figure 3, the message listening

licatjon is shown in .reag ?detail. The ssage listening application
10020 BB AR SFE 5 Ao TRRALY 08T EGpa e Svotem messages.
administration of the wireless devices 102, runtime administration of the application gateway
subsystems, support and display system diagnostics, and administration of default

implementations of the provisioning and discovery services.

[0021] The components of the application gateways 106 are described in detail as follows.

Messaging Listening Application
[0022] The messaging listening application provides an interface for receiving messages from
the wireless devices 102 as well as external sources and forwarding them to the messaging

subsystem. Further, the message listening application typically authenticates that the source of

the message is valid.

[0023] Referring to Figure 3, the message listening application is shown in greater detail. The

message listening application includes three listeners; a notification listener 302, a compact

6
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message listener 304, and a mobile data service acknowledgement

listener 306. The notification listener 302 receives notification and

response messages from event sources 108c via a notification interface

303. [00241 For example, the notification interface 303 may be

implemented using Web Service (WS) 5 Eventing. Web services often
messagwasieterétéivadressigesiathermienisioosviciyatieat SstvieesGudhasotification
. t vent saurces,and applications. A mechanism for reqistering inter .
isener R B T S PR T s v o
notificapiotocet farea{d Web service, referred to as a subscriber, to register

interest with another Web service, referred to as an event source for

[0024] TEHSVNGLDEFRANRHRROM GUEN RS TR, 1B ARMAN _ﬁ%é‘aﬂﬁsil\@ﬁ%bt@@rvsice (WS)

_event source notifies the ~0 subscriber of an event, it is referred to as W )
Eventigye iy s§002510fisa cvfpAerrfebsage1isieercVBon srerivestieisafess services,

such asf’iﬁgle%%ﬂ@&!ﬂjé@sg%Hi?ﬁgp&%ﬁ’(ﬁ@ ﬁoﬁm%ﬁ%sﬁﬂ%éﬁﬁgﬂg%%&és&?‘Erovided in

mobile data service acknowledgment listener 306 receives an

the art bs RHeWIGEBtHBYIfiRAN S Fromiivie drbreadarei ey iee mEe Wb sembtsilgelerred to
as a suBQIBREIVICR SIErRGE- 30 4 irRgh Rl dhanbieg lstenets 304 304 Qﬁ]g\%%g source for

__receive administrative messages from 15 the administration service _
recelviRgae RS uhANiSiatioEtd facs BoXigatoss |Wika Hresapnt source notifies the

subscriGnBedimenidne;istepeintetiaces B0s@Rp, 307, and 309 are configured

using Hypertext Transfer Protocol/Hypertext Transfer Protocol over
Secure Socket Layer (HTTP/HTTPS). However, it will be appreciated by .
[0025] e FOSPPaKIIBESHEAd At YdsePotBtore Bl H B dheshelils fiaycss 102 via a

compaélafianchaiter e dRer PhotarMiscdal ReruRRWRRAVIILRIRG Wtener 306 receives

Accordingly, external systems transmit a HTTP/HTTPS request, which is )
and ackBEsHAAEBY HEN SHTEDAER iSterEr PHRedhitendl takdd thaimasuagde data service

interfadP3kes RuEABaticmsiermations 3ands fanvardsdtiiedie mrpssadiagve messages from
subsystem 224. The transformations include, copying HTTP header

the adnRGHEARRE SRS e S ¥ B Rt ER s PRI 3% TP header

information may identify the mobile data service 116 and wireless device
[0026] 182Hegrrewehicinihedinessage Hegiratede@acB0RY], A ravinusly 309 are configured

: scribeg, he message listening application. authenticates that the sourc
using e P S RRY S e o e Laver
(HTTPOHEV@SY sotieecleB if validbEurtherciirdlidtyleamessagiiglietiuiratle art that these

¢ sleri/ice Evailablilitg(i ensu éagi andhthe listeners deal with avail%?ilit éjattﬁ(:kd red
protoc G i, B9 STHEH<D S ARG MBCEUBG QUBCJLIBRY Bobe e dsird
Accordhréshaldiéarah syaximsinransmire n OFIMTERAHGES sindqannectiots foraceived by the
approp%glgnl}lsrtre]rele?.en%‘le?Iis‘cener takes the message, makes minimal transformations, and
forwards it to the messaging subsystem 224. The transformations include copying HTTP header
information into message object fields. For example, the HTTP header information may identify

the mobile data service 116 and wireless device 102 from which the message originated.

[00627] As previously described, the messagé listening application authenticates that the source
of the message, be it the mobile data service 1 16., the wireless device 102 or event source 108 is
valid. Further, if reliable messaginé required, service availability is ensured and the listeners
deal with availability attack solutions. In order to facilitate this, the messaging subsystem

defines a threshold for a maximum number of messages and connections for a given time period

7
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from any backend server 108, component application or wireless device.
The administrator can modify this threshold as desired, as well as allow
for specific exceptions via the administration service 208. . 100281
Further, since message interception and replay attack is possible, the
listeners detect and 5 prohibit this attack using mechanisms that identify
from afi¢ayecdnessagess, thegmeachpplivaotynicalylésckidécthe Tke afministrator can

... honce. A nonce is defined as parameter that varies with time. A nonce . . .
oty i 5 L A Bl et M TSI MRV b Brb o isration
servicetbegunauthorized replay or reproduction of a message. Because a nhonce

changes with time, it can be used to determine whether or not a message

is.original, or a replay or. reproducti f the origi IeSS e-;l'ggyssg

I

o5 P LSS MUSRILEIRD LR SAER 100 T
prohibirthandtekdusogbmcdsides thadeidintily stepldped mmskagrsntalibess amechanisms
typical “5’%&913&0&%9&5 %rf‘%eﬂ?gé@.e%e&ﬁ}[&%'ﬁ%g'@éfiéé’cfﬁsaga?ﬁﬂ&g{‘_ﬁﬂgvgﬁ@s fh time. A

e used to prevent replay of application messages in addition to, or inlieu
nonce ofnthe timetitangtam ptiechpinid. Cnkerdgtindeduchlimiherquessaréhe unauthorized

known in the art and n ot r indgiall,as standard #5%.n b dt
replay i%pﬁ%%%n ations. aﬁeiafglf?szgleg - L eg%%?g glﬁ?%/csﬁem (%0301 Re%erri_’ng %m © us.e_ °
determiigunérethtineolifeoy clersesssgstamozizdnial shownriplgreateregendilctivne of the original

o LSS R A 2 i U8 o o

and nepdossdedetosibrdl inalttrtheviisider Domiuviowa DS tre vikigate

environment lifecycle and the component application lifecycle. Such

[0029] HESERICSHAT RXAMRIG DREaIALE Jéqaéﬂﬁ?ﬂg,S&ﬁeMQﬁH@%ﬁHaiip@@eent replay of
suspension, wireless device swap, wireless device availability, a

applicliphpBaeAsaplicdisivinitaltitibnl B gradbe simgeidtraandsdimiars. Once again,

such {RBMARNPBCBELRIANESnT IRSLNEIRRARSAraSOBUNMAICAERE hapekioMs standard
the connector subsystem 222 via a device system message processing

implemeigers408u8Bzed0321 The lifecycle service 402 further provides the
ability to query for wireless devices and component application using
Lifecy@¢igubsikasm In order to facilitate this feature, the lifecycle service 402

communicates with the messaging subsystem and the administration
10030 RSESEk G bt REH o R e ReHmEh ASigh detil The

lifecy dRespbepaphambatimentetheldlevick e Sl armatifuvigudeyoptipte interface
405 is implemented using a set of Java application program

[0031] The lifecycle service 402 processes device initiated messages that relate to the wireless
device 104, the runtime environment lifecycle and the component application lifecycle. Such
messages, for example, may relate to a wireless device registration or suspension, wireless
device swap, wireless device availability, a component application installation, upgrade, or
deletion, and runtime environment upgrades. These messages are communicated to and from the

connector subsystem 222 via a device system message processing interface 403.

[0032] The lifecycle service 402 further provides the ability to query for wireless devices and
component application using various filters. In order to facilitate this feature, the lifecycle
service 402 communicates with the messaging subsystem 224 and the administration subsystem

208 via a device information query/update interface 405. In the present embodiment, the device
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interfaces (APIs) for querying and updating device information. Typical

interfaces include those for managing the wireless device's security and

client administration policy. [0033] The lifecycle subsystem 220 manages

a security profile for each wireless device 104 5 registered with the

application gateway 106 in the device depot 404. Each security profile
informariokldesra/spdareisyninoe tditSkayifop kachn@dvisimglhisekey Jswsaghiarmtion program
X secyre.communication between the wireless device 104.and ication
interta g A O G TR SR LR St AL O HOIEy el QB Rh g lode hose
for manugeigskedeiridesstdtureSesyahing dod clmpadentisypglicatohsywith certain

programmable criteria, and search for devices with certain J

[0033] \jﬂ\fﬁ% 819'%%&%{%} Fﬁ@e%ﬁ £ Ik %ﬁﬁral iﬁ?@'ﬁbioegaliewﬂj&gss device 104

f
h component-applications are installe all the wireless devices or
registengthictitvitbfesprdmaites gatrvey spetific dsnisoreendeppliéafioniastakecurity profile

: t 4 lifecycle administratiop interface 407 is.prayi _
Sl T s R R
betweeddpovd (Rleby did @diiinisdagpticagosupeystem! 808. For example, the

administration subsystem can indicate the availability of a new version of

[0034] AR BRANSRRRICATIANRI e AUniine RRYEARP QM- KAQIRL ACREBI arching for

the lifecycle service 402 manages the status of each of a plurality of i )
COMPORR|GHEH RIS S¥THE (eI D SHIERIBRRLE tRE Rk SRSV AE WRes With certain

progra®PRABRNeRtGRPIICREPNSsipred thesgln HOTAEnANINS S4ICHLRSHMG WAL component
environment, component application status, and_the wireless device

applicationsrayeseialedae dlofes elesirdsyitesdenvtivhardslenigedegagshave specific

compofRY al9iusge{angxmenple, client administration policy and the wireless
device's encryption key. [0037] The application gateway server 118 also

llows foy the use of third party lifecycle components, also referred tq. as. .
10035, D B o o AT RISy B bl G e attin etine the
managgat@wayt 106 lirterelersehigsititatadifeaydaireddorrasidermdifecydle administration
servjce 25 provider listeners are prqvided at the application services, layer.
5y SR TG yhlE SRR o BB EFe Y B GFFo8 R ofa e
versiomefificatinpoasnaljiftcyeta systenmumessagesrirametie lifecycle service
providers and transmitting them to the administration subsystem 208 for 9

processing. Further, the lifecycle service providers can.access t lurality of
0036 e AT SRTEBL Qg Sy 15 gty o
assigned vdsyste temess ik sinddidiingsthatiom$ubsystammment and component applications
stored therein. Information such as the runtime environment, component application status, and
the wireless device security settings are stored in the lifecycle depot. The security settings may

include, for example, client administration policy and the wireless device’s encryption key.

[0037] The application gateway server 118 also allows for the use of third party lifecycle
components, also referred to as lifecycle service providers, which are typically external to the
application gateway 106. In order to facilitate lifecycle service providers, lifecycle service
provider listeners are provided at the application services layer. The lifecycle service provider
listeners are responsible for receiving notification on all lifecycle system messages from the

lifecycle service providers and transmitting them to the administration subsystem 208 for
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[0038] The administration subsystem 208 administers system messages,

system devices, 5 application gateway subsystems, system diagnostics,

and default implementations of the provisioning and discovery services.

Referring to Figure 5, a more detailed view of the administration

subsystem 208 is shown. The administration subsystem 208 includes an
processidRinBifgiian serice pl2, vidnnisti@ionceanaeles e anthninistration service to

administration applications 506. 1§1e admijnistration applications 506
configg e el S OA N GRAGH S BRI TS SBBRERT 10 508 and

web service application 510. [0039] A browser interface 505 couples an
Admimdmantistraobsysttierne administrator console 502 for administrating the

0038 PPRICaton aateway %19&.)@6%&% d?ﬁ@isﬁ‘ﬁ%{' i6face p03 ?R%ﬁ%éf‘esystem devices,
administration service with the messaging subisystem or
applicaiglivegrigvedministpatives.sysremmdsgageiscsT hendddefisttatioplementations of the

pI‘OViSIZCP rrrllli%agr(l)({] %115598%1[? %81"1\9!:%%! to I@?éw:ﬁl ) til\fle mérdSP%rt}ﬁ%?e detajled view of the

istrative applications via an appropriate interface. For examp’[e, the
adminiivtiappigayceB080R coupbiedvia d BV Xdmersicais0osahsl tenwal8 includes an

adminsﬁﬂré/tiﬁ)e %B@i‘é@%ﬁﬁalnoéén‘%og l‘%ﬂ&{ac%nvélgl% ?@L{Vﬁﬁ %&ﬁ%ﬂgga%%gl J%Qﬁl&]tions 506.
The administration’service bt processes component application an

The aduntirsieatanyrppientlifeticlndudats iitiatbirhyedrecatiminestymol Byltheapplication
508 ar{i([ea%%e § ér}/cig%éam&%%%?& through the lifecycle administration

Interface. Examples of such events include installing a component
application using push provisioning, refreshing the encryption key,

[0039],pgbzetrigriidctars U ARSI S EBiORERIB ISt RiAgsole 502 for

adminSARRONARE ARRicARRS QUaTaNtNNG comPanstidRRicatiaRFARA503 couples the
removing component applications from quarantine, a%%Iylng component

adminigistianionreieamtid seipt, bRidRprgaE ranbive Rvirdhiintfoi el sigradministrative
systeny RERIGANOTRS APGatNG R ﬁpﬁﬁEMQW%M dPBAH (E8Sective third party

_administration service 502 is also responsible for administration of the
adminjjirafags2pRhGaEenB0a ABCHTPRIItHEEHARRIsE atisxsaNActs D1 application S08

is coupBRARIE RTIIASPANdInG LosvralependoyitesEeoistralipn-avsieny RSSaYNEd via a web

_and maintaining wireless device settings such as the security key, mobile
servicgapiedegicd LURL, runtime version and status. The administration service

502 10 further supports the ability to list devices in accordance with
10040presiefinegifiiiaraharagéeristicss 0SUCH-a6GuRTY @AWt Oritp CampeNant runtime

licati d runti ' t setfi d f
envircgg)g?:lgtgéggg § é%%é%gﬁgg{é%g&e&esg iglgnsls%r%toguoern{heolrif%%}mc (:30 geerrl/lice providers

through the lifecycle administration interface. Examples of such events include installing a
component application using push provisioning, refreshing the encryption key, upgrading the
component application or runtime components, removing component applications, quarantining
component applications and removing component applications from quarantine, applying
component application cleanup script, querying the runtime environment for a status update, and

updating the client administration policy.

[0041] The administration service 502 is also responsible for administration of the wireless
devices 104. Accordingly, the administration service 502 is capable of responding to wireless
device registration system messages and maintaining wireless device settings such as the security

key, mobile data service URL, runtime version and status. The administration service 502

10
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[0042] The administration service 502 also provides the administrator with

the ability to access 5 application gateway subsystems runtime

information and settings, per cluster node if applicable, and perform

system related tasks. Such tasks include viewing the message subsystem

224 runtime information, including message information per wireless
further dempoetd 2hantbpay contisodeniccapiplicationaasonveltlapritve fined b@taof characteristics,
such as TES098 103, A0 2, snapshiol gl he number ot pooleed, ODIESIS, of ang que

sqperéfflc ypE. e administrator & apie to modi Specific settings a & query
for communtimten pisl watilons Oraspdeltalevireschedule expired messages. [0043]

Other information and settings provided by the administration service 502

[0042] *ﬂ?é“é!ﬁﬁih'?&dﬁﬂﬁ"!ﬁ?@ié%?QBE%M&@%%&%%@%@{Q%% to access

_~ are available for modification. Therefore, for example, the administrator
applicaon ggiahRy stisyabevaiBgs iEmEs D ERh fIRHESD Rrasdsdcsanidydl applicable,

and pe%ﬂyp%ﬁ‘eé}ﬁgwﬁ%ip'Ea%l&?”%l%%ﬁ&pﬂ?aﬂ% g’?é@/mytﬂ@tﬁ%éfge-rmﬁ%étem 224

~ database may include all of the subsystem depots. The application
runtimeyurEwagtioRLISSadipg reviifighiiatb bBoacpessibi e diapial Sypstbass component

applicaggﬁ,%e\ml Qs k) RimiBay &%§§Ag@§ glteuta?e, %ﬂ@&@ﬁ&@éﬂm &QHQQﬁHﬂ%:r of pooled

_ 6 to allow access by third parties. Also a URL may be assigned to the
objectspdcipagifig Bimslicatiomdoalisigede sdlsyieragstdvissaiflg seAAEe ajopagme as well
as deletb € I%ggﬂigggggaémrgg%ig& 2 may also store discovery service

credentials, service O provider credentials, mobile data service
arameters and security parameters. The discovery setrvice credentials

P L 2
[0043] QihesenfeEnabon FErirtaRs TS By e OHBIHSBRAINL SRrgea 02 tncludes the

followiRglificptionphessase fhakkeofipareahapplicatienisayalalieSirtarydification.
service provider credentials, including its URL, can be used to

Therefoggihishrcsa Rl RAIBHNTHEIN S rElfingPdoissi e NEiguICatsRtoRt runtime.

Databaleniimmen\isanmentlifeayele messagasaNeohilesiatc.senicapaaniatahsse. This
can be 25 used to connect the administrator tg the mqgbile data service

databasgn mipicinglile ! aefatbesibs¥siste AfRE on &R PPRYSHISNY efffvay URLs can be

config@BP|i6aHORQRLSNAY BeSHER DAL SFN - RkIES a IURN, 388a¢hEe assigned to the
application_ gateway public and private key and key refreshing policy, are

adminiyEatip bR g CE MM ALGER LanhSEh RFI Ghpfidstiart Gatdiay tarftgsigned to
the pa&é@%ﬂ%@i@@i@ﬂﬁ@m@%%[Q&%@&b?hﬁ@ﬂ@%%ﬁﬁg@e?@féé?e 502 is also

used for registering additional subsystems such as custom connectors

d lifecycle listeners, for e le. [%)461. The web service a Iica%ion .
1004415k RAIEEUSR BT ey <A B PV atE Sy e, service
providenessagaile e wimiaistiationesenvicadii? ordprsecassingandaedivefdodiscovery

) devi£e, if ' . . . . T
service credentials can be used to authenticate the discovery service upon receiving a notification
message that a component application is available. Similarly, service provider credentials,
including its URL, can be used to authenticate a service provider upon receiving component
application or runtime environment lifecycle messages. Mobile data service parameters can be
used to connect the administrator to the mobile data service and include its IP address, user
identification and password. The application gateway security parameters and settings, such as
the application gateway public and private key and key refreshing policy, are used for encrypting

communication between the application gateway and external applications.

11
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5 required. [00471 Similarly, the IMX application 508 directs service
provider initiated system messages to the administration service 502 for
processing and delivery to device, if required. However, the JMX interface
509 is an open interface that any management system vendor can
leverage. The administration infrastructure is based on JMX technology,
[06045] Whic hdmatisepenrieehnata)? foralé sysié formagiageine atd dindmeonitesingms such as

Each manage t sys implements a set of Mbeans objects in order
Cus{omt(gQﬂ‘él%%%‘ﬁg%}i[;}%%‘égts%m%%%%tso]fﬁlféfrﬂje%registered with an

MbeanServer running in the process space of the object, in accordance
[0046] Witle IteiXsspecifisppiornt{00480 Sirrceehsupisitsdboditruiéngsende: ganvider initiated

systempg}gﬂg%% {y rﬂl@ %ﬁgiﬁ&%ﬁ% OYioMat. i‘%&aé)p pﬁ%%%%%&gm MPevice, if

run on different application servers, then eac server needs to
requiretls have its own implementation of the MbeanServer. Further, each
subsystem needs to be configured using a separate Administration

(0047 GoRSRIEPEAVIdRODI R AQSReSRO BIING:ARPIRAAR vRRVBIGAIHMSIDG R ssages to
party console that knows how to access the functionality provided b

the admipissigensT e sSRolRE Rsetrsyute Mol trrickissdhgnayired. However, the

IMX iBHPEVRIeEY 224N 8pies 1eR2@aE At RIB-QIARMB XS e QFeBARIRANGBlerage. The
application specific. The messaging subsystem 224 is also responsible for

adminyHentine ghiPaHC WiSidte PRisEe0sr SN sshpeloss neEhvisral IiptRetechnology for

systerPRRUGREAR GAIQWaY LB HPONFIRGENMING @Mt S3oRNINeNessAtingset of Mbeans
subsystem 224 queues it, optionally stores it (for reliabiljt{?é oth to and

objectyripopdstapheatoniigaallay 10650 IErEL&REE iPorsaitissr gt drdisanServer

runnin@§RYAAYRNc3S JOQRQ) Refsriiag 1R dsseR: e MespRAING shsyatem
24 is shown in greater detaill. The messaging subsystem 224 includes a

essage broker 602 and a sage depot 604. A messa rocessor .
10045} el S 10 ek LG8 OB &8 e e Cue Tt that i
some Addy thencanneatphaudisistam AR dientsansiorniadiosashibpysiamod2Brver needs to
and other application gatew. suhsystems essage prqcessor
have G TSRO LR Bod o EE e Esodd Aot A0 SARE. necds @ be
config@eltinishatior satasy slemiZoBatiod Povides@aoviietfacatio asmipsteianappiication
configure the messaging subsystem 224. [0051] The message broker 602 .
servery L GBI TAP MIAEING: PPOLARONG ARE QR T rHAUEL o Provided by

Mbeafleragpropriate format to the proper connector in the connector
subsystem. The

Messaging Subsystem

[0049] The messaging subsystem 224 handles messages that are either system or component
application specific. The messaging subsystem 224 is also responsible for the integrity and
maintenance of all messages to be delivered by the application gateway 106. Upon receiving a
message, the messaging subsystem 224 queues it, optionally stores it (for reliability both to and

from the application gateway 106) and prepares it for further delivery to its destination.

[0050] Referring to Figure 6, the messaging subsystem 224 is shown in greater detail. The
messaging subsystem 224 includes a message broker 602 and a message depot 604. A message
processor interface 606 couples the message broker 602 with the message listeners 232, the

connector subsystem 222, the transformation subsystem 226 and other application gateway

12
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message broker 602 communicates with the lifecycle subsystem 220 to

retrieve information about wireless devices 102 and component

applications. If a message mapping targets multiple wireless devices, the

message broker 602 creates a message for each wireless device. The

message broker 604 further performs scheduled message maintenance
Subsysﬂcﬁbs Primesshy st sesultinmimismadvingnexpxedir ssagrs. tAe message depot 604

inistrator can schedu ?%l me an requen of the e mainten nce

with B B T LB R EU o] A oA IR BosonTigur the
messagfm@h&bmﬁm@subscrlptlon information and broadcasts messages to all

subscribers when notified. [0053] The message depot 604 is used to store

iRtor ab essag [ n ed 1o reli
0 s e o AR PG and orwarting
messagPsainsfenmptiopiSubdystarh {0064 [pTopetransfedivationtstissystete22bsystem. The

messaééaﬁl%c %T%ﬁ%ﬁﬁ&ég@gn&ﬁi%g elnfet: c%' ?1!1% gstgglv' gboge?lri]gre information

ation gateway 106 Into eranin erna meSsage format or a
about wammdemsdg%amimammmwwgssagé foneratés commengenrdors multiple

erelegpt(?wﬁl §UB§3V ?ﬁ%@ TI%?O% %Ld{yse S%%%{%%@%' HSE %vf'%less device, The

transmission over t e air to t e ere ess devic In OI’ er to minimize

messaghekadwithiued: [00581Refehridgled Figasae?, tritremsformeltion Primarily, this
results %H Q@ﬁ%t\% ?ﬂ%cf H%Q@l I %rdgﬁ}ﬁ‘élt f:ll‘-tg(t:" CBQG’;J&(Q&G]@{RQ t?tlil)l% q“;nquency of

comp a compac transtormer 70 and a decompact transformer
these mﬂt%mmmmmm%m@mimbmmsage subsystem 224 via a
compact 25 interface 706 and a decompact interface 708, respectively.

[0052] When{bepessraR S ¥psy Ham 22 hdRael yes%l@sm%ﬁﬁﬁgqéf%%mtgﬁeabmdcasts
subsystem that is destined for a wireless device 102, itis likely that the

messagapisal sWRItIERETR Y tnefifiidnessage format. Therefore, the message
subsystem 224 transforms the message into the compact message

[0053]fonpahesing e 60mPRGE tisasfoymere LidfiedaMinesbthe Messas any information
SUbSﬁé m 224 receives a message, from a wireless device 102 that is

related Jg R FOPA ite FNEISSE Iy ST THOE AR U TRE HHR LB B i De in

the compact message format. Therefore, the message subsystem 224
TransfransitmSthsymesasage into the internal message format using the

0 tra sform 4. | arent to a on ofo nar
004 Ry o S R RSO R e hERae wireless
devicesulfRysteln s dadacilitateasclSto mtmeshagadontate! message format or a compact
message format. The internal message format is convenient for internal subsystems. The
compact message format is used for transmission over the air to the wireless device 102 in order

t0 minimize the bandwidth used.

{0055] Referring to Figure 7, the transformation subsystem 226 is shown in greater detail. The
transformation subsystem 226 comprises a compact transformer 702 and a decompact
transformer 704, each of which communicate with the message subsystem 224 via a compact
interface 706 and a decompact interface 708, respectively. When the message subsystem 224
receives a message from an internal subsystem that is destined for a wireless device 102, it is
likely that the message will be in the internal message format. Therefore, the message subsystem

224 transforms the message into the compact message format using the compact transformer

13
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100561 In order to facilitate the transformation, transformer mappings are
provided for identifying which transformation needs to occur for a given
message destination. It should be noted that a malicious transformer
mapping could cause an arbitrary transformation to be 10 performed,
which may have negative security implications, such as executing an

702. WiRitenloaRsand eXPALSBYSIEMARSAY GascARgerdingly, WabRiarmaice 102 that is
mappings are validated when they are deployed. Connﬁctors Subsystem

destinegh ez 4m O OB EiBs st K9 2 oM RSB H SETCEY (saRRAsh message
formatthelRREHEAEB nl&gateway,LaGrrh exasnaisiesiination sy stemBeaisiRehal message
the required transport pratocols, Further, the connector sub%yst%g%

22 s
formatyuying, A SFRERIRRD (e PLBIEe frort Bdl St AP dpary sill n

the artthRNClaHie Mesfage:-81bsyHemided fori eaassingal2ibaibReteringdao facilitate
Figure 8, a more detailed view of the connector subsystem 222 is shown.

custompESERgIOIH S ubsystem 222 includes a MDS connector 802, a system
connector 804 and a set 20 of backend connectors 806. The MDS

[0056]conredtor 80Xdsibouplatavitrthbmessagetsutsdystem 2@snizga M Sprovided for

identi Pnnn\?vﬁﬁgfll terf%%%gggﬂ TQe ngiyiate[:%ﬁ:? ?oqea(t: t01|;16819 %%Qd baégsz;ell?rgaticn. It should be

d age
OrmEctors 806 are coup &d € messa subsys%e‘lgh via'a
noted coatnectmlivieriaceB80arfe058hiedViSdormectomi radifaiy SO famation to be
erfcr%%gavﬁ'ﬁclz fo{glgn eﬁsag%é'j %lili'}lv%rysetgutr' § \ergefegéioggvi%%% 192 inctQ SOMPR%hite 1oo

P meésagel}orn?ét. e CORRCEOF interface 805 is d Java APT for P
and exiressageae iveryrteintéroairsuligy stemnsfombackepdisystemsalifmed when they are
deploymaessages are in the internal message format. [0060] The MDS connector

802 delivers compact messages to the wireless device via the MDS 116.

The MDS connector 802 works as push initiator to push messages to
ConnegifsieSyhigstens 102. 14 In the present embodiment the MDS connector

[0057 ?ﬁeS%BﬁﬁéE%o?aﬂfBﬂ%’%Msz%\'}\ﬁﬁﬁz&f ehiah oﬁuﬁl%riﬁ?cMD&{Wé%&{Q'ihl@%ppiication

ireless Application”Protocol (WAP) to Push (PAP) standard protocol,
gatewaythdbghdothiensthderiieniicarn trcsiigporethe sogdyed lsagenetopeiqoee firther, the

connedtBf &%%S%%ﬁ%fé@éi@9@g§ﬁ@ﬂ%§o§%¥§§8&ﬁk%§sﬂgﬁ§é&ﬁﬁﬁtll§ﬁ%ms, and passes

subsystém 220, the 5 administration subsystem 208, or the messaging
them teibe yaessace 2 beysiRa 24t Wy sreaeepitissages to any of the specified
subsystems is performed by direct API calls. The system connector

[0058TaCEMER e Mestages dhe detgnaal messauadummaband REFEIAS B¥A is shown.
API calls to the apgrop_riate

The connector subsystem 222 includes a MDS connector 802, a system connector 804 and a set

of backend connectors 806. The MDS connector 802 is coupled with the message subsystem

224 via a MDS connector interface 803. The system connector 804 and backend connectors 806

are coupled with the message subsystem 224 via a connector interface 805.

[0059] The MDS connector interface 803 is a Java API for message delivery to the wireless
devices 102 in the compact message format. The connector interface 805 is a Java API for

message delivery to internal subsystems or backend systems. The messages are in the internal

message format.

[0060] The MDS connector 802 delivers compact messages to the wireless device via the MDS

116. The MDS connector 802 works as push initiator to push messages to wireless devices 102.

14
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subsystem. [0062] The backend connectors 806 include several standard
connectors, including a database _J connector 808, a SOAP connector
810 and a WS Eventing connector 812. Further, both the connector
interface 805 and the internal message format will be published and,
therefore, third party integrators can implement custom backend

In the SRAARCIATBRSMSAVIRIMOAEHNhBEsatDase,EaRIe6eE SUSIEEQINESas the reliable
messages in the internal message format and transforms them into

push e Do rdlreyganiheaniiiclses (Qoph cbrsmBrircrhd WaRb e RetnéBAP) standard

protocdi0R b gRenRxeriendbe-a Qs Sistemanis agingat a.Jestjration database
server through JDBC. Using mapping information defined for each

ssage, the database.cqnnector 808 creates a JDBC connection and
100611 0 S e ORI TR b Sty IS HENAE S B ADREE Korhsesrm 220, the

admini8f8ioecebsgstthe fdery rhsulictranithedastination4lamdinsesefvestdfBessages to
nd passes it back to the mgssaging subsystem in the jnternal message .
o0y of g A TS R P SORRCEBRAGHAVSTb PRI e KRR or oceives
the meinteralmdssagefalmatssrgndtotms dhempdaiSARfarmal, ani delitersppropriate
b the SOAP request messages to backend Web Services 108 using the
su Sys%‘b Service SOAP binding over HTTP protocol. Both Remote Procedure

Call (RPC)- style and Document-style Web Services are supported. The
[0062] S Packembctomgdi0ral§8Gavelvés ssynuhrorodsr$ ChRaasporiseluding a database

connect8f %%%9%5% §Cpoﬁ%g91%§t é'i%”&?@%k%§' W\%@}t er\{:igﬁl%éc;[{ anﬂ%l:migng i 1%Q?both the

message to the internal message format, an pggses it 10 the Messa ing
connecgubisyetéaee 4. 2jo0E8] MmBOAREMicorBLlfbrtipeblishpbesd, therefore, third
. ' f. vice backend destinations
party R R e, emcto-enc

15 security could be achieved if both the application gateway and the
[0063] e rdataleases eppes wie 808 pTeGRid g5 e FIasFaBESsHMEeirdviema)r eseage format and

transfol¥rR TREAUHEY EMW@J&%M@@%@%&%B@ RIS I nector 808

812 is a specialized SOAP connector that supports the WS- Eventing

then exs@tsedhfoPRANSHHINAIS: Rgamshg dapdpnipam frthassasrsestugngh IDBC. Using
mappinpU RF¥REEM KO -4 N SerUlithsUBSYSIER d1ARQVIding:serViEes Usetks 4 IDBRC

by other subsystems for securing communications with the wireless
connecgepicd 0z epyisrdrrdG TaeTraiE s dbere @bniatrmeations! iedaabeagfyconnector 808

receiveSUBRY IR 244 RNENP T AU ARCHRISINEEIA0eSNVRAIIE S SIPRANESt back to the

and signs messages. [00681 Referring to Figure 9, the security
messagEnB SYSRYAICI I EIS MR BRI HutaALl The security
[0064] The SOAP connector 810 receives messages in the internal message format, transforms
them to SOAP format, and delivers the SOAP request messages to backend Web Services 108
using the Web Service SOAP binding over HTTP protocol. Both Remote Procedure Call (RPC)-
style and Document-style Web Services are supported. The SOAP connector 810 also receives
synchronous SOAP response messages to each request from backend Web Services, transforms

the message to the internal message format, and passes it to the messaging subsystem 224.

[0065] The SOAP connector 810 further supports encryption of SOAP messages to Web Service
backend destinations through the standard HTTPS protocol. It should be noted that end-to-end
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10 subsystem 212 includes a crypto interface 902, a keystore interface
904, and a signature interface 906 for interaction with the subsystems of
the application gateway 106. The crypto interface 902 provides
functionality allowing encrypting or decrypting messages, received from or
sent to the device. The encryption/decryption-algorithms are implemented

securi§UEBIRLhg dfaudt RIGRnIhmS LAnhRi SRR WIER DeN: alaQHthMSROService are

change the encryption standards for the whole 15 application gateway
deployegdd g dhe TRE&EJRIGHE thié &/ SoReataitapsetefer ét SRR EHEry ption

keys and storing and retrieving keys as required. 100701 The signature
[6066]intacfas-BRefacHitates malidaing messdgizsip Saniesogeaivedias Mmeh@ass the WS-

Signing messages.io b smitted. Similarly to the encryption algorithm,
Bveni AR O AR S LB M PR B e epinced wit

different algorithms if desired. Logging Subsystem [00711 Referring to
SecurfFjghinbgBL¢he logging subsystem is shown in greater detail. The logging

ystem. 216 delegates system e variety of loggi .
v SIS SRR DR TSRS IR SLOMAR o s
commupiciiass laglpteviderlemndevialidéitonio mdir(enfail)i2BdogqureidernThigations, the

. rQV. ejther int lor rnal to- M server.. The
e P L e B ST s
interface 1004. Further, as will be appreciated by a person of ordinar

(006 LRATPITEAG 21 ielchthokls SRR PN POV by BEraisAigal. The sccurity
subsydeavres 118, Land QW%QHtgt'ﬂg&y stem[RO/Zh e eAfigymRtign sy Q@ﬁ%ttl‘ﬁ% interface

214 provides the application gateway subsystems with access read-only

906 frdntrgacHan VAt atbrssiRms abthe agnbeBoR SRERNg Yndhspeatomterface 902
provi&@tﬁﬂeﬁéﬁfﬁfﬁll@wmg@ﬂ.%pﬁﬁg&p'3&;58/51@ Shddnlhe GRRAQUEBEER or sent to the

subsystem 214 includes 5 a configuration interface 1102 for providing a

devicainghe safY B AiY degy RiMTiglEABATO PR eTRbPNERIOSHedialyhe default algorithms
can beURRMFHEIISWiIRS ShiRayRiem JtQOZﬁ%EQetHé”iEﬁé?%&hﬁi/séﬁ‘dﬁhgﬂcQ for the whole

_ provides a set of standards based libraries and interfaces for performing
applicglep gjevaemfites in a uniform fashion. It is responsible for providing
stateless 10 reusable sets of code to be used consistently in all of the

[0069pURRY StemmrRateeriget 0By UER i1iZattie generating encryption keys and storing and

retrieving keys as required.

[6070] The signature interface 906 facilitates validating message signatures received as well as
signing messages to be transmitted. Similarly to the encryption algorithm, the validation and

signature algorithms are can be replaced with different algorithms if desired.

Logging Subsystem

[0071] Referring to Figure 10, the logging subsystem is shown in greater detail. The logging
subsystem 216 delegates system log messages to a variety of logging providers 1002, including a
console log provider, a file log provider, a database log provider, and an electronic mail (email)
log provider. The log providers may be either internal or external to the gateway server. The
logging subsystem 216 further allows system wide logging via a log4) interface 1004. Further,

as will be appreciated by a person of ordinary skill in the art, additional custom logging

providers may be added as required.
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utilities subsystem 210 includes a JDBC interface 1202, a Base64
interface 1204, a Universal Unique ldentifier (UUID) interface 1206, a
locale interface 1208, and a common interface 1210 for coupling the
utilities subsystem 210 with other application gateway subsystems. The
JDBC interface 1202 provides a utility for connection creation from a

Configt®MHAKEREIGHRed data source. 15 The Base64 interface 1204 provides
a utility for encoding binary encoded data. The UUID interface 1206

[0072] Jriicerliewtig o batiy Sysieryifatdiaettigdiomgasitimotibsystems with
access Indedface, 1oHGprpvidesamniRes cammes unatisnaldlranssyiaguiiesl. application

As will be appreciated by a person of ordinary skill in the art, other

satewa RYFER IS RE{PEREdadicassdduisc-pagaying Ashiektpr 14 includes
a confRRuAMH Inldiepackan NG ARRHCRERE 1S BRQMq RS BArQLICARALCAIh for the

. 230 for facilitating provisioning of component applications on the wireless
applicaliop; €3 Wes SPRIAEHYirst request for a component application package,

the packaging application processes a raw component application, also
Utilitierefabreditenas a component application bundle, and prepares it for wireless

nsmission. The packaging application lpads the,component application
0073 o R R iy A HCIeHTgD o o et fo
performiiefe mines ywhat saceyity actiorfsrand:phoeessings ikspedshie perforoviding stateless

returns ckaged component applicagion to the provisioning service for
reusab g B G PR T 120 Mt 5 GO e NER o e 12, the
utilitieexahspiteralithe tichidesn ofibB(cormypiment Al &icndduintiepebliddéra Universal
Unique %2}%&%{%% St a%?lqﬁﬁg %yi(\)/eart@/gg%yt]%e]ﬁgg IIQI'}EY f? ;%]ﬁg}a?ei%erface 1210

pu er's certificate”and the using the application gateway
for cowgiinghiee patikagedeesmpoiditaphlmhionpplictiven gtuciatoolsspraducedhe IDBC
certificates.are .verified. [00761 The component a

. ID licati
ntrfog® FoR2 By AU RS A R TR IGHE B Al source

The Bapplicatterfaesdafe pravidaesoutiteybiindies édidgdahaati@ncidepodhtd helThe UUID

. X efinitigns incjude XML coding of application.data,.messages, .

it SR T RRATE o0t S A i S rpymon inerface

1210 mtructes eddefihticrvianguafimapplidaliteade codingaf. tha coiipboeipreciated by a
applications, [AQ771 The mappings.define the relationship between the

STk e R e R
present embodiment, the mapping is defined using the Web

Packaging Application

{0074} The packaging application is provided as part of the application 230 for facilitating
provisioning of component applications on the wireless devices 102. During a first request for a
component application package, the packaging application processes a raw component
application, also referred to as a component application bundle, and prepares it for wireless
transmission. The packaging appiicationrloads the component application bundle from a
specified location, typically a predefined URL, determines what security actions and processing

it needs to perform, and returns a packaged component application to the provisioning service for

storage.

[0075] Security actions that may need to occur include, for example, authentication of the

component application bundle publisher. Authentication can be achieved by verifying the
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Services Description Language (WSDL). WSDL is defined in the standard

as an XML format for describing network services as a set of endpoints

operating on messages containing either document-oriented or

procedure-oriented information. The operations and messages are

described abstractly, and then bound to a concrete network protocol and .
validityRE 358 gRigsmat de &b plefie eraniendpein thRelaibchton gratevendReinis-are sign the

combined into abstract endpoints (serviges). WSDL is extensible to allq
packaggl LGTBROREBE SREFGHIR and HiEIFm Bl oPLy AFARKE O Wit PReSEHgLrates are
verifiedormats or network protocols are used to communicate, however, the only

bindings described in this document describe how to use WSDL in

njunction with SQAP, HTTP,.and .Multi-Purpose Internet Mail .

0076) R G T St 78 e Bt S g oM XL finiions,
mappirfpemathydivaiielesedevics, 101, itcrnciyce Santlidefitifibrdiistrainguprert.  The XML

..component application,from which,it originated. This information is
deti AR CAMASpORG FLabEh LR HLte TAREE N s er g rens and
workfltive ni¥bage asedvell as whenplto dfendyitstritie pteddnticonbbaignegt, applicable to
codin e(%(%ﬁevgié%egrsm% ‘éiceulot? issuniquely addressable. Accordingly, return

gmessagespare pu d 16 the device via the mobile data server 25 116. In
alternate embodiments, the push can be achieved via other known

[0077] cEireienteleniiegs sfritific tsustatiensinl ey eom B opneenaridapy e pesomd one or

more @igﬁglgdi@e%%f@rﬁ'()%(?rIﬁxﬁl@Bl@s&w.ﬁrﬁggﬁﬁn@i@%}%rﬁiﬂiﬂh@/\{s&‘&)ﬁﬂéarhsing the Web
performed over Short Message System (SMS). [00791 The application

Servicps denwintiprLaeongedWiOtE re WS Rbd sdefingd iindbr stasdardiayip s ML format
for de@afbifRe kG HalA%PaGKa0eE Mtgxfﬁfoﬁﬂglwgfﬁ%so%tqg&sages containing either

dependencies. The resource bundles 18 typically include localization
documigifbprienisd for teosefwponERTESpliRENBMURA exahplCBIrdbeatizaidnmessages are

descri%@[?,ggﬁfmwciﬁge&éﬁWtﬁqugﬁc{%t QQ@&{‘&&”B%BQBW%W%% format to

Ictionary and thesaurus services and the like. [00801 Accordingly, the

define mééésnigtomét%ﬁﬂ@@f%ﬁﬁéﬁ@?ﬁé&i@fﬁﬁ%@%@ﬂééﬁﬁé@tﬂﬁﬂ?@s (services).
WsDIYSINGBE AIRVIded IFRs Auee alss BV ROCoRANEe M A&BG MG coardless of what

component application with a secure flag and uploading the packaged o
messagofioenpapsietbPirtacetd vitledsge st atBrYSektorg WRTRehthe only bindings

describdRiSR: defingr, by URLIR RRPeseE @RISRt haiBINaes0dNgITTP, and

_Is performed for reducing the bandwidth required for transmitting the
Multi-Borppenbricaspidatidntensses{ivEiddd device 102. The binary encoding is
achieved using the Wireless Area Protocol '0 Binary XML (WBXML)

10078 plaRdRmELafhouah othescaging sehemasoay he usedeX elchithandt it includes an
identifier illustrating the component application from which it originated. This information is
used to identify a corresponding mapping, which determines how to interpret the message as
well as where to send it. In the present embodimént, each wireless device 102 is uniquely
addressable. Accordingly, return messages are pushed to the device via the mobile data server
116. In alternate embodiments, the push can be achieved via other known carrier/device specific
push protocols, as will be appreciated by a person skilled in the art. For example, a Wireless

Area Protocol (WAP) push performed over Short Message System (SMS).

[0079] The application resources include one or more resources such as images, sound, video

and the like, that are packaged with the application as static dependencies. The resource bundles
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‘may not be required to perform binary encoding at all. Further, the
mapping is transmitted to the message broker 602 for facilitating
communication between the runtime environment executing the
component application and the associate backend server or servers 108.
100811 The packaging application is available to external subsystems as
typically WethaRViceallpaihe 1bfprestdon efabatlimenibisaceessedtion thean exampie of

o QRS RSISE 420 Sk e b peesed BB B, cona

and thebagrue sk3yithe shdabedileserver 122 is shown in greater detall. The
discover server 122 comprises a discovery service 1302 and a Universal

C e DDI istr
oner SSETRIEN SR DY. 0 e COBMERADRRA I o
using tie)Dd GdedolrintectabentBl dinag ammngqum@mmmmnem mmpﬁmn with a
secure d%‘l a};ﬁe]%ﬁ)%%\( YRE r‘r\ég&% §ij ngg{n rl‘zlcc;: écehrslr\ﬁ/rlgl?lggyer()VIded destination

Inistration SU yste via a SU I‘Iptl tion
repositinie rfeieehltsaﬁp@:nawxdﬂﬁmﬂbyh€&bpl|hatlmpgmawmmmm1&ahmmﬁ encoding
i Ve rch interface 130 UDDI registr
s per g O e R B KR a0 e R pplicaton o
the wiehse devet) D3I pﬁbhshnmteﬁawmm 20083¢dThendDD Blibdilslss Area Protocol
i Lin provi lishi
Bmaryc%pa{biﬁzes ]I'I‘%Lz mterége%g%gs%g l%ﬂ a#;‘}%r%lln%/ that a%l aaD gé)ecg?ﬁ%gon%% further, it
may nadhelicguornd papkshing biwosrdingiinentelh d“svﬁlopethhmppageﬁtmnsmmed to the

messag%oﬁ?gﬁg SwnG 4 S“l%%\j%uﬁ Eu&l%fﬁ%n% %% t('ﬂ% RRR ge \? APJ];%?L% executing

et of component application pu ication rule
the cordlmméap}s@viw 180 2heansamiple st rotdficatonwisaswreil &%)dated
component applications registered with the UDDI registry 1304. The

[0081]4RD §Mpa§9ﬂg INofcALon BieriBcs hitd 19,874k BaseddRBlice. In the

interface prowd by UDDI registry to subscribe for Registry notifications.
presentrepabadbmeRtfdr SAEResirdbiE BaJEa GHRE D DDYigS. HEp buffitatian also be accessed

by thirf0988] dh& R seatthlRLeriace 1312 provides a SOAP based UDDI
interface for searching the UDDI registry. [0086] The default

implementation of the discovery service 1302 is a standalone Web
DiscoveEVREEVA) deployed as part of the application gateway 106 via the

[0082]disgenety aeRienrk2R, Thediesome Yerver 122 is shown in greater detail. The discover
server 122 comprises a discovery service 1302 and a Universal Description, Discovery and
Integration (UDDI) registry 1304, The discovery service 1302 communicates with the UDDI
registry 1304 via a UDDI search interface 1312 and a UDDI subscription notification interface
1314. The discovery service 1302 further communicates with the administration subsystem
server 108 via a subscription notification interface 1306, and with both the application gateway
server 118 and the provisioning server 120 via a search interface 1308. The UDDI registry 1304

is in communication with an integrated development enterprise 1316 via a UDDI publish

interface 1310.

[0083] The UDDI publish interface 1310 is a SOAP based UDDI interface providing publishing
capabilities. This interface is used by any utility that facilitates component application

publishing. Accordingly, once a developer has created a component application, it can be
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service 1302 offers local component application discovery services to a
discovery component application on the runtime environment on the
wireless devices 102. From the perspective of the application gateway
server 118, the discovery service 1302 is a typical component application,
and is deployed and managed as such. Accordingly, processing of
submittigcovexry ebSagestis dSidricyl i hoditigrsparefitdanthenapphpaliostion publication
| gateway server. Thus, the application gateway server 1.18 serves as a
" message broker between the runtime environment and the discovery
service 1302. [0087] Typically, the runtime environment communicates
[0084]witre tHiswisooveeyvarrviG82 302 mees)mthotsbenitbnimémare a308dated component

appliczﬁligég rﬁe%ﬁs%?&i%%aﬁ% 130 ?ygpﬁfpe Hll?(‘}f.d V"f‘ﬂ% @i?ﬁ]eﬁﬂg_riﬁﬁéﬁ NGtification
as both the discovery component application on the wireless device and
interfatigel 20t diseoVery s dased WBT! supprbredt HOOSSIdY ey LAY regésdrfiuubscribe for

Regsttgggﬁfﬁgvgﬁg]&é%ggﬁ%ﬂm%@%&ﬁé&ﬁ&%g’?ﬁga%bﬁy@%ﬂﬂpvﬁ@ & S on.

nent provisioning policy. The security is achieved

since the discovery service 1302 accesses only predefined local or )
[0085}rHasdd I srsEdidtiedats0BT  2omanarkstd M%P%%&%tiawrface for searching

the Umg;i{ig%gi%. interface 1314, the subscription 25 notification interface 1306
is a SOAP based interface implemented by the discovery service provider

122. It allows the adminjstration subsystem 108.to cribe for discover .
100861, L R B e S0 SRS Caoy EAIRPOIERE eb Servic
deployadplicatinnoyersioppsicavaiabieivand | oewisampanestapplieationis. The discovery

. av&?@blﬁ' 20 Preolg/isioniné; Serve{. 0Q90] .eferl%rig to Figure 14, the ‘
servieg, LGRS 48706288 ARR i Jruadr SR, 1 BroRdloigg & apmponent
applicdZéhcampsisesia pavisianingseiiee d#d2s akeioponent apptichtigrrspective of the

. depot 1404, a provisjgning interface 1406 an ackaging jnterface .
applicH AT HOTHE Gy RGBT RGO T ED e BB application
and is dagldpdatendanipanantsapplicaticryRiakBg esoddieinr afidioningrseneitages is generic

1402 services component a [[_)Iicationﬁroviitgnin re%ue ts 'Lnitiatetd on 118
and ST i APV R PYBVISOR Ry inGHEac ADBF RS Balevay server |
servesGyapenentcipplicatiendias heanpaskagetoiigdpreyiditiidgsamicgervice 1302.

returns the location of the packaged component application. J [0092] If

compongnt application has nat been packaged, the provisi n'@g ce 1302
008 R S A B A AR e
throughelre goasiedntenfaponeiiSaplicationment search interface 1308 may be replaced with
another one, as long as both the discovery component application on the wireless device and the

discovery service 1302 support it.

[0088] Yet further, the default implementation of the discovery service 1302 may be used to
enforce the secure wireless component provisioning policy. The security is achieved since the

discovery service 1302 accesses only predefined local or trusted UDDI registries.

[0089] Similarly to the UDDI subscription notification interface 1314, the subscription
notification interface 1306 is a SOAP based interface implemented by the discovery service
provider 122. It allows the administration subsystem 108 to subscribe for discovery
notifications. Such notifications include, for example, ‘new component application version is

available” and ‘new component application is available’.
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The location of the component application is returned to the provisioning
service 1402, which communicates a packaging request to the packaging
application via the packaging interface 1.408. A packaged component
application is returned to the provisioning service 1402 for 15 storage in
the component application depot 1404. The provisioning service 1402
Provisithiig Siéng the location of the packaged component application. System

ration [0093] The operation.af the application gateway 106 is ,

100907 Qe S bt R DO e T S LA By el The
provisivvithpedesclibedotafiermdaby 6 oRipeRgicapRECBITN) provipemingapptcation depot

other, specifi¢ functio the application gatewa . [0094] Referring to
1404, o B R TSRO LB AT AR R AT L o gentrally by

numeral x00. In step 1502, the service book is loaded to the wireless
[0091] déwiceroAksiprenipusiyidesbilbediathecsarteicedivokemapdatepastieddettheomponent

. _wireless.device by.the MDS 116 or enterpris rver.114 or it may b .

applica o Hesdonl AR o402 i e, apptication
provisi@stheayireiessitietddeot 0Banaiificls theyemiideven tiroprmeisiaagiittadace 1406, If

receiv<§d tkleg r\ﬁi e qi())ok. The rtégtigwe environment aoknov%ledg

0

> s the. ..
e con A et nee T SR o o e

packagedsponzsrtoithepdentics. that initially pushed the service book. 21 [0096]; In
step 1506, the runtime environment sends a registration message to the

[0092] l{’ﬁﬁqé%ﬁig%ﬁem D genics Rk le reistendsgityitndng aPRIGAHEservice 1402

gateway 106. The registration message incCludes wireless device o
commygisatFcatibrtinfbmmen eyt infdprminnthsuerusstadecpmnent application.

The 1o&MAPBMERUBISIRRNAAM NS (ENRARRICRIN AN P JGIIRIEIS02, which

the device by 5 recording pertinent information in the lifecycle subsystem
COMMUDCREA ALINBCKABRSTPAHEH Jeriite PROBIZAIY aRIRAIRIY §és the packaging interface

1408. "0ISHAUGRIMERSAGEHOARBELMSIE R IRAG S %09{@%801&6@%@%&9&@ 1402 for

transmits a user administration profile and default component application
storagedigHipictranorcptonrl s iee Ashaid dhvitbamertiunaing seepices #03fken returns the

locatioR'OfHES &%gae&%&gﬂ%ngaggﬁi_ronment. The user administration

profile defines 10 end user privileges as well as domain related settings
for the wireless device 1.02. It contains information such as whether or
Systeny QRerafi8% untrusted component applications on the wireless device 102,

[0093]WiINStReRLBAL P ellowWpsilemtopusiidkayisioning andweather RIBRLIO Initially, the
allow user initiated provisigning., Silent push provisioning refers to a

generakéﬁqﬁgﬁg@rﬁrﬁgﬁs‘&%é}ygaaquh\éqﬂ be described, followed by component application

provisioning and other specific functions of the application gateway 106.

[0094] Referring to Figure 15, an example of runtime initialization is illustrated generally by
numeral x00. In step 1502, the service book is loaded to the wireless device. As previously
&escribed, the service book may be pushed to the wireless deviée by the MDS 116 or enterprise
server 114 or it may be loaded by an administrator using a local, wired connector. In step 1504,
the wireless device 102 notifies the runtime environment that it has received the service book.
The runtime environment acknowledges the notification to the wireless device 102, which in turn

acknowledges the response to the service that initially pushed the service book.
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administrator to the wireless device without the user's knowledge. 15
[00971 The component application administration profile describes
component application runtime parameters such as the component
application's rights to access other applications on the wireless device
102, an allocated storage limit, and a queue threshold. The component

[0095] dpRisationadReiRistationpiafilmintypichlly tefinediby theagdnisigtealiRL specified
i and.is ysed and enforced.by the runtime environment, Typically there are

in the GaFe ROGBALIEBAUTTASTUr DS LT U LR R o e Eotaton message
includ@pplicitinni oo I8dnnes: thewielesk avid eddzhis nagisteied with thethe runtime

. _application gateway 10§, it can pegin {o request provisioning of .
envicogBRRt PR e ERel hat ENERIRIGNS deR Lol hiveqies Hhafevice b
recordiBRepéideampovenidpplicatierisios distaked.sGanepdllynthdre ataihireation service

208 ethods L%li determining which component applications are to be
’mﬁ ISR SR SEHOMYRB B8 ®Ush 25 from the administrator, and

push from a third party or service provider. [00991 In the present
[0096]mbstaim E68, the pripliatidiffertneeybéfidcemtineise mettioddrigtigwtéon profile and
defauléj 65’31? mery ge?:i:&{%}oﬂ Iasidon%tnailsr‘e%iji'o-rﬁhgrggf%lQl%nlﬁgtrggﬁﬁ{ép E%R/l%%lﬂge%? and in step
information such as the component application name, version, description
1510 thadridcation Theddschiptiontmeycoptionalnt2 X echsdeadinichsisatguappesile defines

end ustFy ?H/%@tgége% : e‘iﬁ‘%@85%%%‘9@1&805%6&?%9%&0% ) {&&%%Q&?J{?@ 1t contains

been obtained the actual provisioning procésses e three methods are
information sinvitass [0heUieR eferdntptol Riguvett@sieth exapwplenbiipplisetions on the wireless

devi_cer?gﬁj,el\%%@%%g kL %%%Oﬁ?&b aBPAlﬁag)?&p Er&ﬁg}ﬂﬁ@lg %%M‘éﬁ%@tﬁ{j né? to allow user

step e device runtime transmits compact message tot .e
initiatcap pliceiiomiggte\Walese push 1118 v Bl thetaitéens the anegsporefibivearg pushed by the

adminflf %Ilbf%qﬁ@@nrt%%ge&&?%%o {94[% m-EOF (G NG se example, itis
su that t

Iclent to understan e message subsystem 224 receives the
compact message and, in step 1604, delivers an internal message to the

[0097]-dhneeearpatpdy sepHoasion pdreinitsabom @ublspdssHissoranpenent application

runtind§IME S REAIAD JEAEHP IEnd BEAYERYo PEMIBAL30R o IIIBR id%ons on the
discovery service 1304 searches the UDDI registry 1304 for the 1,

wirelepgqifaercoRvpotferit ispiRchtRiRT3asd etiinans! rés areps1 Bk préleriomponent
applic@ﬁ%gogﬁﬁ%&%fﬁ?ggﬂ%ﬂi@ oy eREHeacHpteR. NRWRNREIS T esHIts used and

may also be a URL to the deployment descriptor or other way of
enforcgd e Bt EayIEIOcHe Tesifnll réttinaerbiffine Jeapt profiles for trusted

and wRPRRErOnSHR e the, massage subsystem 224 in internal message
format. In step 1612, the message subsystem 224 returns the result to the

{0098?%\41'5&? the wireless device 102 is registered with the application gateway 106, it can begin
to request provisioning of component applications. That is, the wireless device 102 will request
that specific component applications be installed. Generally, there are three methods for
determining which component applications are to be provisioned: request from the user, push

from the administrator, and push from a third party or service provider.

{0099] In the present embodiment, the primary difference between these methods is how a
deployment descriptor is obtained. The deployment descriptor includes information such as the

component application name, version, description and location. The description may optionally

22



0

15.

25

15. runtime. [01021 Referring to Figure 17, an example of push
provisioning a component application from the administration service 208
to the wireless device 102 is illustrated. In step 1702, the administrator
prepares a wireless device parameter list for push provisioning and enters
it using the administration console 504. In step 1704, the administration
includeCMSEHE B4 LRI BiIgpasthBy Jilistippiieaemitisitating &§Nea&A Acktriptor has
step 1706, the administration service 502 queries the lifecycle subsystem
been obi3 g BHRSIHH PR Tist Br IArBTBSES Ty IeE S thHiee MEhAThE S IR E TS 's
parameters. The results are returned up the chain back to the
[0100] Rbfuimstgatio £ 101035, |astepubpl8 pthe admimigteatorgudes thenfisheft application be
rovisiiSeHiRMISes 9t Pushing 3 deplovment deseritar, Hhe st ot devices, .. 1, e
P and the epfoym‘en?ée%jcrip 61 is entered i the admmietrafion 24 consores
applicabiod. datstey 16t16; 1HE.adhministadiat donswssbO feommudéisatdrdheitisteference to
. nd the deployment descriptor to the. administration service 502. In ste
Figure 3 O G et T, Btnae o B Bl Fhystom 224
receiveth éhlifeoyglecs uxsystenuRR On | stgpie [t 0% 1 4dlrectevic e trnmtime sagranrientonnector
subsyst\é%rl%ga.lsi CgteeCkleé%) IH;' tg%)ﬁp%@nengc ,(\élr%ﬁl}ﬁﬁ egtz\y ergséosre]z{r%ﬂl{'gegef%(} Qﬁe discovery
component application fo'bé prowsmneé. e runtime environmen
servicevelibnirespairéd§6r thedR8cenypomentafiiit ationhearttsd dobimemicatdd 04 for the
requird] SSHELALAASI0. G praseqtembodipent itis included in the
d gep?lo@men gcrlp or. In"an alternate embodiment, it may be retrieved
from the component application bundle when required. If it is determined

[0101]tFratlkerasrithenehndrmeie theasauthd cmstanéeittappidesioipiare however the result
may ACOMPRFIe Wil 9@191'3%@ @eé@ﬁ‘;ﬁ‘am?%%ﬁ‘&%%;g&f?&&%‘é&iné ip %}i‘? Brep 1610 the

1716, the failure messdge is transmitting to the administration console ~
result 50zctjoned]hestdpel 708\ Hoeabdeigices thae dfe detssaginstieyBigue 224 in internal

messaéeo %%%P.'e Iy rgﬂ.gﬁel.@@{ ir@l@r@ﬁ&té&g%n SM%?&]I? Bﬁﬂ?&ﬁg;so{ﬁg\lfe%lt to the device

~“Application Available" message, includingthe deployment descriptor, is
runtimgonstructed and in step 1720 it is delivered to the associated wireless
devices 102. A task delivery is detailed in Figure 26. 10 [0105] Referring

[0102 (R EfGYHS 18, BRBXaMPie %&M%P‘#ﬁ%‘g}M@sm%% eBhpPRLGAHBP cation from
from the service provider for the wireless de

I, A es vice 102 is illustrated. In step
the adygpistigHoRARRIATatdP of° tH SENkesHretTdes ihtalss RURRekt thtritep 1702, the

admini SR BregaviGe: RIDKIdES dotR COMBRIREN 1IBPRICAHAN RYeRicHierefWesters it using
includes parameters for a plurality of wireless devices and the

the adgéniriiAten caBRIApGn o tHerch o EApUREHATAN IFPaRal PiJacqAunicates the
list to HIRCYGIRIBRMMIEEN service 502. In step 1706, the administration service 302 queries the

lifecycle subsystem 220 for obtaining a list of wireless devices that conform the administrator’s

parameters. The results are returned up the chain back to the administrator.

[0103] In step 1708, the administrator uses the list of wireless devices for pushing a deployment
descriptor. The list of devices and the deployment descriptor is entered in the administration
console 504. In step 1710, the administration console 504 communicates the list and the
deployment descriptor to the administration service 502, In step 1712, the runtime environment
for each device in the list is retrieved from the lifecycle subsystem 220. In step 1714 the device
runtime environment version is checked with the runtime environment version required for the

component application to be provisioned. The runtime environment version required for the
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15 provider retrieves the wireless device information, for example the

wireless device identifier and runtime version, and transmits it, along with

the deployment descriptor, to the administration application. [0106] In

step 1806, the administration application authenticates the lifecycle

service provider. If the authentication fails, then in step 1808, the
compoAshniipiratiam s ise hzniepees dhie: falluialtea20. the thegyele masribediment, it is
. provider. Otherwise, in step 1810 the administration application sends th
included i AR FRBHAEHD 5 TRk R R EBH SerTIE b CiRgy fSES igged from the
compoAchniipliatiashIntivite Vi vedifiesdthat thesrdsismelesvitanthenurgsiomvironment

of the device is_ compatible with the, component application. In step 1814,
and thq GORPARGHAERHEEHAVE'S RERRE NG O LALIES 2 %&fﬁ%%vﬁ%%mmd-
In stepGOMPQREMiaRpligatiane anrAMpatiade-Re duirednonsiNelv \RpHORLIBIM 25

Available" system message is constructed. In step 1816, the system

essage | livered to the. wireless devices 102, [0107] Onge th . .

[01041wr|1re et\eé% (?vfljgé U2 ﬁgs rg\élé:ﬁlsedj[gﬁtz &é%kﬁ%iﬁgﬁ’ ncilegscg?ptlgargf%réﬁgmaubie runtime
environomponent (gpptidatRmyterbE’ proVisioneththeatiineldssitidiiCenicgR ganncluding the
deploy%gr%e ?sé%lprteotrr I%g%égsecr%%@g %ﬁgr}% g?eﬁ“?%'@?t 1@ ¢ eﬁwgé?[ %ﬂ%&'%%%%ia?@d wireless

examplé of prgvisioning a component application for a wireless device
deviceislilltistratedk. dethenysedatinhidistritiprgiofile on the wireless device 102

allows silent provisioning, then the runtime environment automatically

[0105]PRAEESHS 1O FEREIR- 4h &%ﬁ}’ee&ftBﬁsH%%o%%iﬂi%rét%BHﬁféﬁ AhEtion from

wireless device 102 does not allow silent {)rowsmnmg, the runtime

the servifgrpiavIdat W hetpistessdeyisee 2ol nsates Jarstepy 38 @gepdministrator of
the selHQBLINRIEP 190418 AHEE FOVHRNMER! HANRIVIS:2RR3389§HO SN@omponent

_ application gateway 106. The message includes a deployment descriptor
applicatien aphitheicBiorieapes idebids soreamsiara febmporahtapbraagisss Feaces and the
deployMERPABRITSGER\RIARL t@&ﬁ@ﬂkﬁﬁ“%p@i@ﬁﬂﬁﬁy 106 QX#h?S(ﬁiE’ptllﬁari@& cle service

gateway server 118 and sent to the messaging subsystem 224. [0109) [n

providsteietnignas the wikdewgiay etidpsrest opdosendaple Wresdadesialfyice identifier and
runtime YRIGRNAGE g3 Oid iIGR 1336 4B %%gcﬁi%@ﬂn@%%tgﬂ%nﬁ{@ Hghinistration

_ request to the provisioning server 120. In step 1908, the provisioning
applicgépier 120 checks to see if the component application has already been
packaged in the desired format. In step 1910, the provisioning server 120

[0106)VRlidaiss e, camppRen: apklicagsn-eadificatidsi¢atia. fik ReR 184 2ethRe provider.
provisioning server 120 queries the discovery server 122 to determine i

If the ﬁg@i@ﬁgc&gegaf@g& &ffﬂﬁ%ﬁ&ﬁ %‘%Qﬁiégﬁcﬁﬁmmmtration service S02 reports t{lg failure to

the lifecycle service provider. Otherwise, in step 1810 the administration application sends the
received information to the administration service 502. In step 1812, the administration service
5(}2. verifies that the runtime environment wversion of the device is compatible with the
component application. In step 1814, for all devices that have a runtime environment that is
compatible with the component application, an “Upgrade Required” or “New Application

Available” system message is constructed. In step 1816, the system message is delivered to the

wireless devices 102,

{0107] Once the wireless device 102 has received the deployment descriptor for the component
application to be provisioned, the wireless device 102 can proceed to retrieve the component

application. Referring to Figure 19, an example of provisioning a component application for a

24



15

25

15 [01101 If the component application has already been packaged, the
process skips to step 1928. In step 1914, it is determined that the
component application has not yet been packaged and a request is sent
to the packaging application. In step 1916, the packaging application
retrieves the raw component application from the URL provided by the

wirelesdQRAYERNT HaSAERtON {RSIER d@HEhi RRIEEOMPEREN aRRISAUIANIS: 102 allows

. localized using the provided resource bundle. In step 1920, the 9 localized _
silent pRYVISKRENE aliSTic fifoUatinsap arRiyae inweasdRmve RiasredD deuFand 902.  If,

howevdryRfe Q@gf‘iggﬂx@@iwﬂﬂfbm@ Bungle- ¥teRs 1824 thepagkindnot allow silent

. .application attempts to provide a unique identifier for the application b)é
ProvisigREMNG I RIERAREN EIERFTE S BY R RVSRSIE0 Hith K BrvasldRsutied by the user.
results of the hash are compared with a list of know application identifiers
[0108] for svepifydog,thiad iistmiqueilbinismotaierdambinaliapedisdehashptcation gateway
ither with a different ashi orithm or a different timestamp. The

106, e LR AT AN SRHREA R BB 6P & HLS RS 1o eteve a

compontinbgplitaiiemptyhavadiess dxhasiesd lastep HPRAcikienNackaging 106 by the
i application determipe whether or not the compaonent aprgl?;cation requires
app lcaél%Pééi%%Y”é‘é SEVEr ! 1P s LS PE U S R e ERE T CBrvet or the
dedicated server is the application gateway server 106, the packaging
[0109]dppiientitiodts thessagipgingbiy theniddsagelbribken2G8gif theldesiizatedonnector

810. II%%‘(EE r ()IS 0 §étgﬁ19(|)1§1?e:r&%1[’t§e{ﬁ%reﬁ1}£? ?h%nxaé)cﬁlle?sq {(S) %)%Dor%%d itoongple server 120. In
exiernal server o It Is assumed that the external server has the required
step 1%&p¥hﬂ@l¢(\lﬁeﬂt&ﬂ§)ﬁeﬂmrrﬂa@[ﬂhﬁyma@ beer?ﬁ‘[ﬁhwledﬁwhmntf?pﬁmﬁng has already
ironm cknowlegdges installatio application. as descri .
e e e g0 i Ll LoD i DO RSk 20 validtes th
compoappligatiornissigetdivith itheBdapiplisapolPd Atahayts enicnyipticeivey Hidqueries the

. n.s igned ¢ ongnt application is_uploaded to a
discon B B e RO 26, tne
packaging application sets a trusted flag in its response to the provisioning
[0110] Jfhensarpponipieti cankeatina bae devappriean applieaedriimproesss skips to step 1928.

In stepo?@mgﬁqsaﬂgeﬂﬁ%g' tﬁ%]ﬂ]r& 1 &%R@%ﬁ}‘ﬁdﬁ%ﬂ% Bg{i}%tp@é\é@ g&(aged and a

component application is retrieved by the "10 provisioning service 120. In™
requeskigpenyBotheasagian apitijapinsationsiopd it dhe prekagiorapbdigatea retrieves the
raw coifpdned éB%ﬂ@aHlﬁ?ﬁ%ﬁ’?tHéqgﬁisﬁfo%%X'B}Ihﬁe%ﬁtgym%‘é&%ﬁﬁ&ﬁ: h step 1918,
step 1932, the message processor transmits the message to the wireless
the ravgjeQreBaRRIE AHRECHRheleoipsherinaibslivatiodedassbews prodisioheaiep 1920, the

locaiizgal%gﬂgb%@%mm%ﬁe%rﬂ?ﬁg}a%%d% [RaueStigh&o rumngnbocument Type

pplication provisioning is
Definition (DTD) within the bundle. In step 1921, the packing application attempts to provide a
unique identifier for the application by hashing its identifier, assigned by a developer, with a
timestamp. The results of the hash are compared with a list of know application identifiers for
verifying that it is unique. If it is not, the combination is rehashed, either with a different
hashing algorithm or a different timestamp. The process is repeated until a unique identifier is
obtained or a maximum number of attempts have been exhausted. In step 1922, the packaging
application determines whether or not the component application requires a dedicated server. If

it does not require a dedicated server or the dedicated server is the application gateway server

106, the packaging application loads the mapping to the message broker 206. If the dedicated
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15 sent from the wireless device 102. However, this need not be true in all
cases. For example, for push provisioning it is possible to obtain the
deployment descriptor and request provisioning without communicating
with the wireless device 102. For such an embodiment, the application
gateway 106 would have to have knowledge of whether silent push

server Ryayisianing iealiowegdpthihgappaless devuaed 2l silpmausher or it is assumed
provisioning is allowed, the application gateway can 20 proceed to

that thip SR H1EVEbRTORETEARBHATRRP HSilent BT EProVISiBHRY RS ity be deployed

when @lomednibenwirglass deMieevRdneerstinhenalified prpniateovisiasiRgbed with
the component application in order to obtain instruction from the user.

- referenepr 193 15HEe the WirSlERsdedic tetiiOBE T RN SR LRpntgpcd with the
applicaARpligatiotcan deryplitavre andi cRMpisd by4henruniimel eRviR@Nipplication is

Further, the runtime environment 25 acknowledges installatign of the
uploadgg i Snert HHRCalitHPERE SspReatish BRI 186 Réfeliy tHFilfire 26 the
packagdfz atpeiemple afvhathappensdnireSRORSEHENAN ACKROWIRAGREA system 120,
... message is illustrated. In step 2002, the wireless device 102 sends an
mdwa%w%ﬁ@%gm@?ﬂ%%%@?& hﬁﬁﬁ@&ﬁ%ﬁga%mﬂf@ . The

acknowledgement message includes the component 26 application URL,
[0111]the papkd@Et] comipoatnt apphcapork iRl camdpaiftay mghideding thatetrieved by the

. component application ha 9? en successfully installed. [0114] In st
provis R B e e ATt (BT e K e gpostcd e
are retwhief tfothvandsdhagdnfosmeation2itheantbssaging swbsysten224. In stgp 1932, the
messazé) O?Gc:lgslgogett%rlmlq sdthg %tf]sest%%r ﬁ;lr &%t %i?%?&@lﬂgv?c%siggﬁ%t%%@f &‘Iielfcomponent
mapping has been.deployed, the process continués at ste .In

applicstiep R&0B:theproappingdhas not yet been deployed, so the messaging

subsystem 224 completes the component application provisioning as

f . 1.0.,.: [ y i e
o182 080 BN Oy rviscr -

sent frestridcuiralossidesiep bPL4Hhwenesshiimgaslinel/beeimio pyalieteseinBer example, for
push Wgﬁgfgﬁ1r%1g%ofsr#%§§?§1é[/\{§ RRoryen Qééhﬁf%ﬁlf%‘ggrﬁ%mﬁ%ﬂ%huest provisioning

~ ‘applicatiorTis still'valid. [0115] If the WSDL ‘portion is invalid, the process o
withowortinoesigestepvadpdevhadmsednsesdge -isFeeauch thectifbedutent, the application

gatew heystemid4a.4e Wﬂ@@%ﬁﬁ?&g@ DPORSH R h[gx%:l?@nl)ﬁﬁlg is allowed for

WSDL portion is valid, the process continues at step 2016 'wherein the
the wigelefsofniecapplicationlprappiiy nsoragiieniad fioatinel IBLapphgeticangateway can
proce&?@%f@giskgrﬁﬁg %ﬁoﬂx@ﬂ?aﬂﬁﬁé&tﬁf”qf ﬁ[&g%ﬂ@y%\fz@&éﬂﬁ{g@Bgttgﬁowed, the
SOAP connections required for the mapping. An example
wireless device 102 needs to be notified prior to provisioning the component application in order

to obtain instruction from the user.

[0113] Once the wireless device receives the message, the component application can be
retrieved and compiled by the runtime environment. Further, the runtime environment
acknowledges installation of the component application to the application gateway 106.
Referring to Figure 20, an example of what happens in response to an acknowledgement
message is illustrated. In step 2002, the wireless device 102 sends an acknowledgement message

to the application gateway 106. The acknowledgement message includes the component
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of such a file is the AXIS java class file. AXIS (Apache eXtensible
Interaction System) provides transparent access to web services for Java
programmers. AXIS is known in the art and need not be described in
great detail. [0117] In step 2022, a lifecycle message is created from the
component application information /0 within the acknowledgment

applicaSS8Re., The lifgeysienesaagadadrapsioumed infRithednienaliaesaR98ing that
format by the transformation subsystem 226. In step 2024, the lifecycle
compopariappicaor hasibrraIs RS Wbiivealled the system connector 804. In

step 2026, the system connection 804 delivers the provisioning status
[0114] ihforepadiom jatibadifacydlel gensysians220 . krstep 20 B8, thecdifgaysti@stener, which

ubsystem 220 updates the device information sfored therei in ste )
forwardy, B YRR DRSO R RS one ProVronG stbaigdetermined
whethemessage mayphe Ussdbtenpidpievedte Mahdisienpisdhat reregiptered, the process
.__with the 1 ifecycle subs , 220 for .notifications. As an example, a .
conting S 4B oA L R GH TGy B resseeing
subsystab22dotifieplvwbethectRigrontatdppiitaadapplications Théctiarkier Dilleg 2010, the
system can th ill a customer's account in accordance with the
message IR o SR 5 A P LAY S BB Th UG ng I step 2012, the
WSDLsubsystenm2ddvedntactsithecpdiaidistiatinms seriner 208 kaent Xpie ifgrandists whether
f registered servi rovider lifecycle listeners. In. step 2034, fqr each of
or not e TR B BAOVRHES RS LI e naa) i hessage s
transmitted via the WS- Eventing connector 810. 5 [01191 Therefore, the
[0115] Iedyc Subsystaen 22muaitlappropriates senticegsravitar B@0yeleerein a message is
j e t lications installed on each of
et o R e e G
ensure that the appropriate devices are upgrade when required. [01201

[0116] etV 8- matitends, vk &xhmprecsshiessayeprbeessifybutivesin the component
applical{li® %%%@ﬁﬁl&%%&%@& A0e e WaBQHiSQtMeE;B%&i”H?&Eﬁﬁ% 18 java class

step e device runtime transmits a compact message to the

files argsjopiorrshigaientiiatios ths S@pR ronnesbansmipattehdestyemanping. oaexample
of sucH 8GRV ESROA RESURS: T&lss%ﬁ:?aﬂgl@(%E&ﬁé@%'ﬂm%m&%‘bmﬁ?%&gm) provides

listener preprocesses the message and delivers it to the message broker
transpaseyt Geprsq 10 WSSty 8, fihd ave BEgarprons: e0BIgdekanyain thalmhtad need not

be desdABINESSAYE RigRature if itis 15 required to do so. In step 2110, the
message broker 602 checks with the lifecycle service 402 to

[0117] In step 2022, a lifecycle message is created from the component application information
within the acknowledgment message. The lifecycle message is transformed into the internal
message format by the fransformation subsystem 226. In step 2024, the lifecycle message in its
mternal form is delivered to the system connector 804. In step 2026, the system connection 804
delivers the provisioning status information to the lifecycle subsystem 220. In step 2028, the
lifecycle subsystem 220 updates the device information stored therein and in step 2030 creates a
provisioning status message. The provisioning status message may be used to update external
listeners that are registered with the lifecycle subsystem 220 for notifications. As an example, a
carrier billing system can register with the application gateway server 116 to be notified when
customers download applications. The carrier billing system can then bill a customer’s account

in accordance with the applications downloaded.
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verify that the component application associated with the message is
installed on the wireless device 102. If the component application is not
installed on the wireless device 102, then an error message is returned.
[01221 In step 211.2, the message depot 604 is checked to determine if a
mapping exists for the 20 component applications. In step 2114, if the

[0118] MRRAIPPODEIHROLRXISLHE SOMRANS TAPRHGAILEN e dUARMINShARErAEr 208 for
error message.is returned to the wireless device 102. In step 2116 if the

retrievipg ahish Yodgislead sredes ahatidhrbieesnls dstoarsodissidtertithdgrifach of the

registcPST OESABE S it Ehei focigie ofstbeeBeasne:anel dhBeRiapPRGrdiidhitted via the WS-
.message is stored in the message depot 404. In step 2118, the message

Eventipg 4onngtiordiilis the message to the transformation subsystem 226
where it is 25 converted to the internal message format by the decompact
[0119]trBnstdoneethz0d auryd]retubseddada 1) mdssagepbrokarBOR: prostdpr2i20;cle systems
are intfiSTESFA0C Pocessor dslivers dhe mossaps to.the apnroniate.backend 1y wis
connector in‘the confiector subsystem . Inthis examplée, the
manneB 0P ifanybctob 3 iis 22edainestep21aP thhappcientcotaviestar80pgrade when

. agtempts to transmit the message to the backend system 108 using the
required.

required protocols. In the present embodiment, the 28 communication
between the application gateway server 118 and the backend system 108 _
[0120]i Refpnemedadtisurcédrdingyample rrfhadssate bsesviae rbeiesthe wireless device

102 ad§3RO: i%?i&?%ﬁf@vv% SRISWANWtdOW g%@;id?ﬁf ,%HQ'&&HP&“EE@Q% transmits a

and wireless device 102. The back end system'108 responds to the _
compdghepessegecaribetepSoBtinhientenitisrhiie tHe rdepanf4.ttheheompasiagiessage listener

304 reRERKE a%gzqtél[lgg'%ﬁé %He%&%gez 1%145‘(%;% 68> B?J@gn'{ﬁg&q{fe% i Hgf‘e_ner preprocesses

attempted communication failed and the response ‘meets certain criteria

the megsieg apdritphie arid iderfisomeriagppiiektioh%is marked for quarantine in the

lifecycle service 402. An example of criteria for quarantine includes a

[0121Fhasas N WWelcSRviae: Wik Inyalidatestihamanring derm@shint WMnature if it is
) g‘gplication ateway 118. The associated application should be
requir

S fnitted b steusk! thdhsopresarsrPEAm G bectiseks o dhs ety dessicdee 402 to
verify QRVEISRS R LIRNGH RERRFOME hackwand ermpalibiR. {9124dlled on the wireless

. Otherwise, in step 2126 the message processor sends the response to
devieqnl@radEfbmranore L SRrErHIIs vRetdutRld i i irakes e RTcicd 02, then an

error KRRSSRIR fermaddy the compact transformer 702 and returned to the
message broker 602. In step 2128, the response is placed in a queue for

oo ISR RS SRS 107 10h A2 e DS, e i
compsatievpplitonoibe Guaue M 1drifahe peppiageksrdthot exist, the component application
is quarantined and an error message is returned to the wireless device 102. In step 2116 if the
mapping does exist, the destination backend server 108 is determined in accordance with the
origin of the message and the mapping. The message is stored in the message depot 404. In step
2118, the message broker 602 sends the message to the transformation subsystem 226 where it 1s
converted to the internal message format by the decompact transformer 704 and returned to the
message broker 602. In step 2120, the message processor delivers the message to the appropriate
backend connector 806 in the connector subsystem 222. In this example, the SOAP connector
810 is used. In step 2122, the backend connector 806 attempts to transmit the message to the

backend system 108 using the required protocols. In the present embodiment, the
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by bundling it with other message pending delivery to the same wireless
device 102. In step 2132, the message is sent to the compact transformer
702 for transformation into the compact message form and in step 21.34,
the message is encrypted, if required. [0125] In step 2136, the message
processor transmits the response to the MDS 116, which, in -9 step 2138,

commuttansimitbthesesponseiditowirplesedesinel 02 Snsiehe badkend MBSm 108 is

116 transmits a,message to.the message broker 602, acknowledging that
synehrqfgs BSRLS HAL hATHLL PIDISK) REIGHARG TFGorasD: i QRN ASprEaie vy

will krasuliscriptibmiamnepfiietiomisitustiateds Tdisiexafiple Birowschownd system 108

pon,reception of a mess from. the component application, the
respondy GRS S A TOR LGSR e MCRIERE ol g broker 602
source implementing the 25 WS-Eventing protocol. In this example, two
{0123] dssuenplicids HrthenrespoTeeifiditases tirmpthen dgamatethecappliviaition failed and the

respon&%g@%g&zg%m ﬁaffé? CRRARSAL %BHJ'Q%EQC%‘?}? déggﬁgdﬁgﬁg%qgiﬁ%? t{;g')é quarantine

message Is a subscriptioh message. The

in the Hfsslickiorrgacetitly 108 Rnowscoricerityain drognatiainappieddsowdeange in Web
Servied %ﬁgﬂ ‘fﬁ@l?d:?clép e 'H‘E%% ?ﬂég{ﬁg%%ge@ﬁq%%s%%%%gﬁ%% e_(ﬁ;%p ﬁvl%d fﬁ’x@assocxated

_ the component applicati |'In step , nti _ _
applicagionisbomdrittquasmiiacd dussuriptionaprelsxdis tachalihg wodinalekthe Web Service

reverseMERIRATIY A FROPRASAL ARBiGaAgdentifier, and a subscription
identifier, to the message broker 602. [0128] In step 2204, the message

broker 602 uses the mapping information of the component 5 application

10124} {EthemigRgihtEm A SEHE IBHSTHESTBFATEEAT. TR IBWOS tRdasgnsformation

subsysRERCERSYhdransitshgsHRsaHpieminiarmation dadheairapsiramaliont transformer
subsystem 226. In step 2208, the transformation subsystem transforms

702 angggvme S i imestraRerdiid fe-nlessane it the TRk ihBlgsagdn a queue for
transmiQ¥BRLENH RIS tethe.messages bigkern 662 (I8 1%3ldnystep 2240 thea message

message broker 602 transmits the subscription to the backend connector
respongQBEBE whiBFRPhE S OMPsHFRSCHH FBTIONRG TR B BfPIev S st apd preprocessed

by burliEng QAREONMEL Rk &L0: tFRASMEINR SYPRSHTRIIQRHEANRSILR W&ice 102. In step

backend 108, which responds with an external correlator identifier or an
2132, BioPeREESaieserhé SEAP BHARERISEAN FEtds el rnsiomagiRnthgo the compact

messaé@@@ﬁﬁ%dl?ﬁ%% Q%,[Qﬂﬁ%i’é‘a@@ﬁ ggéiﬂ'p%@@, E@@@@@@é‘dbmker 602

transmits the response to the transformation 15 subsystem 226 for
transformation.to the compact message farmat. In step 2216, the exterpal
{0125} In step Tﬁéo, the message %rocessor trgnsn%ts the respogse to thehMgét 1{1(?, which, in
step 2138, transmits the response to the wireless device 102. In step 2140, the MDS 116

transmits a message to the message broker 602, acknowledging that the response has been sent.

[0126] Referring to Figure 22, an example of a subscription for notification 1s illustrated. This
example shows how, upon reception of a message from the component application, the
application gateway 106 can subscribe for notifications from an event source implementing the
WS-Eventing protocol. In this example, two assumptions are made. The first assumption is that
the application gateway 106 knows, from component application mapping, that the message is a
subscription message. The second assumption is that the application gateway 106 knows, once

again from the mapping, how to construct of a subscription filter from the message content

received from the component application.
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correlator identifier is stored in the message depot and in step 2218, a
message is returned to the runtime environment indicating whether or not
the subscription request succeeded. [0131] Referring to Figure 23, an
example of delivery of a notification is illustrated. This example shows the
reception, processing and delivery to the correct device (or devices) of a
[6127]28 nedffication messagadheaughithemppliostinn gatebayipddificationge, including a

. . listener 302. In this example, two assumptions are made. The first .. .
wircless s O 0 R SRR (Ve G SR B raddpiier o the

messagepaedagElmption is that the application gateway 106 knows, from

stored subscription information and component application mapping, how

19, 250c31%: 2 potficalian Wit A RURRSHRNONABAARINEL I 42 t
{Ouslt%é %%%%%?ﬁétgﬂge{g%%%%%@%ﬁ%] In Sstep 23(5%53i tge event slource COmPOnER
applicatamsfnitstaatogficationl teubrs mptific d06rrhieteprer b tep Alsdle fiswaapsprocessor

transm%%zthgns%@éor%é%e%% gg%ltqggﬂ&'&?qg Qﬂ@@ﬁ&?&&ﬁ@%ﬁ%ﬁ%ﬁ%‘%{&@ﬁ?é@& tQﬁhs%eg 2208, the

message n step 2306, the message processor transmits t .
transformesgag estbWweBOttranEfonmaivh shbsysbeaip2e) vithieh sahviéeasiasesage into the

in.ternag]r %E%g%%%%%%g%ﬁ%ﬂ%ﬁ%@% farmal AngfigilEps It to the message

In step 2308, the message broker 602 locates the
correlation information in the message depot using the external correlator

[0129Tida st A cheigesAs vl AP HE GRS Al A PP SRS 519 S1pbaRkend connector
806, WHRSSRURLCekep GOZnalidates thamssasiaiad campanent ARREGYAIP iBonnector 810

the lifecycle subsystem 220. If the component application is not available

transmiHsstp PRI RTEgUaYd bk BrckoRdsHfs WichoEsigadb Wil Afirisanal correlator
identi §AVIPINERLY AN MDFHLS tunsubssHbE 90 thesasnalificaions 1htHhe message

component application is available, in step 2314 the message broker 602
brokexgR¥ards the message from the notification to the subscriber via the MDS
116. J [0134] Referring to Figure 24, an example of signaling to the device

[0130]untisag thati a, compansat-applicatienipgiadaiis dvaitleberseliwstiatedatsformation
le, an adminijstrator, of the Discovery Service or%?othe

thi
subsy S TRrAct 95 AT B G SURPAT L 45 4855, The B agifadhe extera

correlAvpiladiaimassagednfomesibayicalessidavdds 40g 11 theavadalitity efturned to the

. an upgraded component application in the Jocal ar trusted UDDI registry
runti A R A S B RGNS et L R LR ISHORS SPESHERE: The

first assumption is that the external system is trusted and has been
[013 1} (Rafessdfiglyoalitheti2 Atech byxthepite of clizlsubrsy ste m na@Ocathe secdhdtrated.  This

exam&%séhnc}%got%ésrgg%égg,eﬁ(rtgggsasgﬁg gD A%qgfvé/rsyht%\’\fﬁg commupicRte (’(\girthdevices) of a
notification message through the application gateway notification listener 302, In this example,
two assumptions are made. The first assumption is that the Event Source is a WS-Eventing
event source. The second assumption is that the application gateway 106 knows, from stored
subscription information and component application mapping, how to associate a notification

message with a subscription and deliver it to the appropriate destination.

[6132] In step 2302, the event source transmits a notification to the notification listener of the
message listeners 232. In step 2304, the notification listener transmits the message to the

message broker 602. In step 2306, the message processor transmits the message to the
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application through the published service provider lifecycle application.
The third assumption is that the external system has the ability to provide
a valid component application deployment 0 descriptor. [0136] In step
2402, the administrator transmits a notification of a component application
upgrade to the discover service 1302. In step 2404 the discovery service
transfork@biraobmisihe 2 aotificelieoiocte lifeoyetesguhsystemt22(l nstepe format and
2406, the lifecycle subsystem 220 sends the notification to the
returns &&&FﬁFsFPS&?ﬁ%@%’%%téﬁ'zo& 25[0137] In step 2408, administration
subsystem 208 updates the version information for the component
[0133] &ppliayaBdns. thstep 2440 bitlsed éteineidsitheomealidirotificationions the message
een, actiy f afl tificationiis NG, f IS |
cepot i e S R lfon. 1o step
2310, tba,thespgocesdkprodeedsithiste ph4tBonhatre coBpdisnofaprdideviseintthe lifecycle

subsystgl%. %ﬁe fif ﬁlée&&%ﬁ?gg{l@p ﬁ(}?ﬁféﬁgjﬁ 8 ﬁ&?@%ﬁ%@@%ﬁ%@ Ojﬂ]f the message broker

notification Is con tiple wireless vices 102 and in step
602 sedsl 6 thesmesdagbdsitaiionitedro@ncetthaviirebE3délicds 108ukscaive for these

notiﬁcatg n'#: g%rgl pﬁ% %8%&%&%@ %%ﬂ%&é&”&gé@gﬁaﬂ’l@, cfgrﬁtg %rit«fl P Illﬁ@ggggei%ﬂ)ker 602

similar fashion to'obtainirig a new component application. However, since
forwardhéh§ megragieirotificatiot fesitael ilfomviiotraimidhedMit ildluded in
the deployment descriptor, the deployment descriptor need not be used.

101341 RIRBABICHIPGHIOFIGH €200, A0 SXAPRIENS RIOMRING 1R REARMERAt a component

_runtime that a runtime envwonmentup&:_ade is available is illustrated. i
applicafinps UpEiAds |t Aviaied ol wiraieds AR Ghis SRamBIs oiaMBYBISERIPT Gh s Piscovery

ServieE BV ILAIMEN L URGHAONGHAC MGing ORG OUMALRIEURTRIRLED SRuMEANMeDhe ‘Upgrade
components. [01.391In step 2502, the administrator prepares a list of

AvailahifrelaesBevice pamimbersdstesuiaiscit t9inefadiirnsadiiity of an upgraded
compoRtRSYHBRHNB theRR AW ImiieAIDINISESHRY $9bsystem 108 queries

the lifecycle subsystem 120 and in step 2504, a list of device satisfying the

parameters is returned to the administrator. In the present example, the .
01351 3 B R e S EGFm e hion. e RLAETOFAIG s hat the

externdNGlitas Al devicesnpyng ibenspecdediuntiiBe/Md@NMEty/ eisidnle subsystem
E)l.401 In step 2506, the administrator sybmits the list to the . i
220 AAmirfistgtiGrrEBIREIE S0aMaloHty GiithBAuNHTE ehUREh MEH thgragunicate wit

applicd@en estouBiStRp RI8héae adiinistralien krRsele fication. The third assumption is
that the external system has the ability to provide a valid component application deployment

descriptor.

[0136] In step 2402, the administrator transmits a notification of a component application
upgrade to the discover service 1302. In step 2404 the discovery service 1302 transmits the

notification to the lifecycle subsystem 220. In step 2406, the lifecycle subsystem 220 sends the

notification to the administration subsystem 208.

[0137] In step 2408, administration subsystem 208 updates the version information for the
component application. In step 2410, it is determined if automatic notification has been
activated. If automatic notification is off, nothing further is done in the way of notifying the

wireless device 102. If automatic notification is on, the process proceeds to step 2412 where a
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transmits the request to the administration service 502. In step 2510, the
administration service 20 502 constructs a compact message of the
upgrade for multiple wireless devices 102 and in step 2512 the message
is transmitted. Once the wireless devices 102 receive the upgrade
notification they can upgrade the runtime environment in a similar fashion
list of tie dbtadeing daewifisdinetenwdonment BoWevaroheforenspgiadiniglibactification

. runtime enviranment,.all applicatio nd applicati ta in the runtime .

s consgiSia e S ok B8 ST AT, T P J-oace 1 Sansmitcd

Once teOvimesedéiscupdatettand:tie apphoitions fndapplicatan dagadeghe component
. _restared from th ML/script form for the new runtime environment. .

spplicai T 4 P HRAA 7 PRI B e AR AL S vever snce the

upgradtr avsifidad o nohode confipacitioressade to thaltipld wliteélessdeldglesniduisdescriptor,

the d ]%ocesstl referg%d ggg&@e%g d task delivery and is described as
© RSN %%@errlﬁﬁg £ igure %B, ah example of scheduled task delivery is

32 illustrated. In step 2602 the administration service 502 prepares a .
[0138] Rebwaige to Hégranshhitted aermpiiuedlisigotliielostdealdeiss ToRtinrestegy a runtime

enviroéggrgt‘ ﬁﬁggmésﬁg%ﬂéﬂ%fét Q thﬁlﬁ}gfse%ﬁgeﬂﬁk%gcggéke [g%ﬁ%]alcgsstﬁp administrator

o message broker 602 schedules a task to push the message in a '
initiatitimed en ghoup Meannetime stepiRe0sthapasstiage NWRANGONQITY thwre runtime

enviroﬁgéﬁggé%%@l%ﬁtén step 2610, for 5 each device in the group, the message
roker creates a system message and, in step 2612, delivers the

message to the wireless device 102 via the MDS 116. [0143] Accordingly, )
[0139]ide it Be Serihp At sEBIRTARIGRAEI WY SEREFIFIBARINFPgRMRsiErs and submits

it to th¥IERIBHS ARRIGAHENS IRGOTORUNICAS WHDgehe HamramaRAsatystem 108 queries
backend servers 108 without deploying application specific code within

the lifpquckp phibaticiirgatéfapdareter 8THbIR Risthef, dRuicr gawspotis Bameters is

return@PRICALON MBARRIA AN GONKETtS-RBRUR.ANI QRO IRE-ARBIIGaONikely a runtime
~ messages _into formats and protocols specific for the selected data )
enviroaEte Veotan1 andr Shensbut tRel it dBRptitss Bl sletiftsinteviagethgetpecified runtime

envirofpRsisteptyfor ease of explanation. However, a person skilled in the art
will appreciate that these terms are in no way meant to limit the

application, For example, although reference was made to a wireless
10140 ELRE Gk Ao SR BLIAEE, Sl 16 4 HELTH Loputage S04 long
with dnay@lse bevusathohcepdinglrehrdernidewee2fH8sad grnekdatytitn console 504
refer to any wire

enr S AT e Jets S deoklo (T IO
502 cdikerlOd4btAspanothessexaoiple; afibeughishenconphactiraessageifesmatisnd in step
2512t gsn(ig?s?lgeai% Pr?l:inns Hred. t8nce the wireless devices 102 receive the upgrade notification
they can upgrade the runiime environment in a similar fashion to obtaining a new runtime
environment. However, before upgrading the runtime environment, all applications and
application data in the runtime environment are converted to XML/script form. The runtime

environment is updated and the applications and application data are restored from the

XML/script form for the new runtime environment.

[0141] In many of the situations described above, it was required to transmit a common compact
message to multiple wireless devices. This process is referred to as scheduled task delivery and

is described as follows. Referring to Figure 26, an example of scheduled task delivery is
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communicate between the application gateway 106 and the device 102,

this need not be true. 0 One reason for using the compact message

format is to save bandwidth. Accordingly, for systems where bandwidth is

not a concern the compact message format does not need to be used.

[0146] In all of the examples described herein, the device runtime is
illustratees parsidp € 602 thtrisdingi thatipackaged a@ipeatimesonoestdmstideerntransmitted to a

.. provisioned. . This is.typically pr ed because providing.the runtim

Pl o b e e TOEBTo TR e See Broker 602

applications from being pushed to the device 102. However, this need not

[0142] Bestiep 2686 dhrimivessckalied WapHidablicscntbk sushiell tes e wegice if timed or
group fIERIEEA HOAELABROMINMAL SN ARRERRRI D S ROGIVRI ARISCHPNE, 2610, for

used for the System is as follows. Messages sent between the device 102

cach deying t}veth@ﬁneaﬁoﬁl@mewagﬁﬁ@@@re@?cw @:ayabimgr@wﬁg@tmdgéy step 2612,
deliver RPN TYTURRIUCKRY £ PIOrRPIRY 1rBRed; gecause it is relatively

convenient to securely transmit a symmetric key to the device.

Public/private key pair cryptography is used for securely transmitting .
[0143] Mheradingdbetneh bresgeeliay YsnamiinatisherAlavaystEmer fblingllows generic

wireles6QPYABIRNEE &lQVNE BHY:SYSIaM derReruiehe HANSINH BHMRSSAEE R NE08 without
gateway 5 server. As will be appreciated_ by a person skilled in the art, the

deployigg appbirrPRTRITERG RS SihintheiarplEdiifn arsuEafRirdsiisell. Rather, the

gatewa@NEAYPliANSpheMes. machaeMbinabaustharBelindaydeutdsae: application messages
Component Application [0148] Referring to Figure 27, a block diagram of

into forRate BAHIREIROLHIRRCATE ACE SR S sdh 84 EPMEF components 2700, the

presentation components 2702 and the message components 2704,

[0144] Whichghsetaberdiatied hy swaskilaanesmponentd 2606stbroiygldr ease of explanation.

o ERRASEIRIe W SERcton, o 00, e SIS, o i

the applik@da@s afseriesnbhactitiatalicedsdsswhiels candistohavitstabedofice, other wired
re-defined elements rﬁgresentirégs ecifi%%ttri)butes of res&urcite stPcQ devi

compuiiig eI BT GIFHEOR SHERP Tt AH8S 18 EachoiuERg; the torm deviee

is usedsghemalipicatychas defined Charatidusiidsduekirt byknklimnpedtguier, a laptop

limited ber of el ts, f egch el t, and ing f
or moby RGN ESH R B bR b e ot SRt ot

limited to Dublin Core (DC), Anglo-American Cataloging Rules (AACR2),
{0145] GovewiimariafginatdrigodiocSapdce i@ty Emuoddtidesariiivess being used to

communtl RILRLEARY IMR G, HERHIN ol ANROHY B (MAS 03N AUNEA R be true.
One reason for using the compact message format is to save bandwidth, Accordingly, for

systems where bandwidth is not a concern the compact message format does not need to be used.

[0146] In all of the examples described herein, the device runtime is responsible for retrieving
the packaged application once it has been provisioned. This is typically preferred because
providing the runtime environment with control over what is downloaded inhibits junk
applications from being pushed to the device 102. However, this need not be the case and the

packaged application can be pushed to the device if desired.

[0147] Although not explicitly described, the encryption scheme used for the system is as

follows. Messages sent between the device 102 and the application gateway 106 are encrypted
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30

20 Government Locator Service (AGLS). Encoding syntax allows the

metadata of the components 2700, 2702, 2704 to be processed by the

device infrastructure 204 (see Figure 2), and encoding schemes include

such as but not limited to XML, HTML, XHTML, XSML, RDF, Machine

Readable Cataloging (MARC), and Multipurpose Internet Mail Extensions
using sMIMED R4 A ihessigihycompanenis REOOriplipeaghtal e ntisibsaviich iane relatively

used by the component 25 application program. Examples ta entitie .
convery i AEE LS UABTN 2 00 T HociTbe Bty BT sol o privele ey pair
cryptodinghgial iked Sactense Datamsatipopentss2g@0bdefinm weatdnfoun atienriand external

required to describe the data entities, and in what format the informationhls
SY St (e S EM BXE PR e Bata S Brgiit! 65*?#5&}“8&?&85&%%%*% ¢ gateway
server.bukhetilintite dpiaranacsd erywhigtrssn celdi pridsqiel ik aariteestdenidie ofofthencryption
h order which is formatted as a numbert,.a list.of items 30 which are . b
SO atted s SR @fﬁéﬁﬁﬂ%stﬁ%“&&el%éghcer‘&%’iea hﬁ%ﬁ‘%‘&%t%sa%?ﬁ?ﬁé may be
used. format, the 34 status of the order which is formatted as a string, and a
user who placed the order which is formatted according to the definition

C ompgﬁﬁﬂoﬂﬁfiﬁgﬁo the data components 2700. Since data parts (elements)
are usually transferred from message to message according to Web

[0148]Sketrosee ehbigutraphy bliek, diraferalol teererippersiserieaiosdiataprises the data
compoﬁgmp 9'?86‘}%%79%43@4’1%%%@&%%%%52369%58%}{40%9%9?@1!8%150 ents 2704, which
y definit i

generated according to Web Service(s) choreograp ion
are copidifiatsié)bor deflftanbyaneeplis 16 dbsiyghrdeavodriertonsprashtype application
- definifo scarrelation.information.
o AP B DA T DS 270,
2702, 3ppticatioreprogramaaaiate somdninibach witsiekidraaiuybeerns mgefehsed elements

represégﬁﬁﬁ(;%ége%?%\éigﬁriaﬁ{esemE%u?&esgéﬁr}ﬁamgmgngmgﬁnﬁgé &Yé’é‘re more values.

may describe such as but not limited to a message for placing an or
Each myiislatimehbides thewaijukeideiinied fdiathetendirs tslenbytotah&ndrerbio; 2 limited

numbe‘?”&'f”é?&%?eﬁ%?‘)aci%%’e"‘é?‘e‘%hg}t‘i)éfé??{e%eﬁﬁégg ﬁ%ﬂﬂﬁﬁ@? 2404 defipu

£ (thExample
written In the “structured de n language can uniquely represent (and

metad gt aoyvs Dicknds sagb saariican b éingtaderatdavdimaical (DEE xuAthgle - American
rdi : mj peration f p

Catalogg}cﬁ:it%%%;flo@c%eér@bpﬁc‘%%on me%s@?&%%%%@%@éﬁﬁﬁoﬁ%)’ Encoded

ArchifpgsmDssandaeg WEBBenibESmetebata Irethaepfictivetanguafdbsednd Australian

Gover\ﬁ/vﬁ&rﬁséo%o‘{‘@@réf‘éé’ GEGINESTAGR AL S DMAIEAAG A5 QUEAGKIIIGAR, mponents

SDL and BPEL. Web Services messageés are defined within the context .
2700, 3fleperatibricabel preaessstibfirnbel dvnedanbnstbuinese?thésendsgate?), and encoding

schemes include such as but not limited to XML, HTML, XHTML, XSML, RDF, Machine
Readable Cataloging (MARC), and Multipurpose Internet Mail Extensions (MIME).

[0149] The data components 2700 define data entities which are used by the component
application program. Examples of data entities which data components 2700 may describe are
orders, users, and financial transactions. Data components 2700 define what information is
required to describe the data entities, and in what format the information is expressed. For
example, the data component 2700 may define such as but not limited to an order which is
comprised of a unique identifier for the order which is formatted as a number, a list of items

which are formatted as strings, the time the order was created which has a date-time format, the
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components 2704 in the component application program definition. This
correlation could be 20 done using predefined message parameters
and/or through separate workflow components 2706, as further defined
below. [01511 The presentation components 2702 define the appearance
and behavior of the component application program as it displayed by a

status @B&feiﬁﬁ@féﬁ@ﬁ}i&]héspf@s&maﬂm Gomﬁﬁg,eﬁktﬁl %7Q§eﬁaﬂ1($@ﬁﬁi@dgtﬁpbﬂﬂer which is
er |nte face (

P Ur# reens ntrols a d ac jons to be exec (g%
ormat(G it T U, AR RS 6 S S SN SEBPORRIG (el inee data
parts (¢hiriEface Aronexdm mﬂnﬂf&rmeﬁeﬂiaﬁ@mwﬂﬁm%%?%mﬁgiﬁﬁl N&eb Services

scr S Iabels edj es, buttons and menus, and action ta
choreo g e B T 5o S PG BRO R L tf Components
2700 1ﬂmbe$§mmupma¢asacaortﬁugl Wé@eht&ﬁaﬁ&fé}vah)&ﬁgmy definitions (if

. erati nd th refore provide the ru time environment
wvaitab RIS AP SBAG s RS S G B (o 4By, lint ions andlor
messagrecagelméad tihdtimatierabove described client component application
program definitions hosting model, the presentation components 2702

[0150] pf‘ﬁlé( NRAKLLEPE %&Rsta%ﬁ'%gr@aﬁ%r%r%g %@V oqy %né%nt SeH“% dﬁl\écgomponent

For example, in some cases W Service consumers do no require a
applicafiguairpgesanibiion. Tremppiiestiontiefiritionl oftienco mpbnentB2 78D, service. For

examp%7%%ezglg the 1‘%@%@1% %%ﬁ)%%?@ %%%pf?l t&%@cp@egrs%% %sz ﬁﬁnn%? limited to a

osted In a We ce registry in a meta ata repository 700 as a
messagsuind lplastpgatforndareuighdachudzothanwsyag elemdds wiorkilowr&70te status of the

order, &8%%%%99%%&?(9@1%@&% Gt qirelatior rE gﬁtpﬁ&?%@&?ﬂo

nwrztten in the
component 2702 descriptors for various pre client runtimes
structuthé difeovemamgdepioaneniqedyasprasesistael mwsstmédffﬁ@blmnmg@ and can be

genera% M 'nguﬂﬁz%fp aKt %{B@%L{Eét R0l %Eoehr %angé Qone for the

message an Wwor meta ata wh € packa
compocgmpdﬂféntl@zmol@atughetpr@idmstm dm@ﬁ@gmh@m:lpmmm@@fcﬂh@ content, from

standaque\ﬂpe Ssgﬁ%agsq]a&gb%%%?e SF at 1 R%&? 5?1 Sélgpth?sﬁp EJJ o s%e{k\)/ erWeb service

for example m-neutra onent OI‘IS lin
interfaqeitfiodi¢hrmplesaushoiphas entdilmiicbin piReris 0 GRE 127 08h Szf)aces messages are

deﬁlleéemﬁﬁ’l? nﬁ@%&hﬁ)ﬂ éré’ft 8&?%’%?@ rgn&g SR Jré?ﬁigrzs\;'ggtc Iéﬂsthe message

also recognlzed at a tan ard presentation component an be

compogsed nh?ﬂﬁ’elev@nmhmsp@@m@m@méqs motasaplicitfisiioporidds teerelagion could be
done WRIRY ?j ﬁéﬁ%‘é&é ﬂr&%r@fapl@gF ﬂ{?&k?éhfse%&gaﬁé VWH&{E% WS onents 2706,

mak covery o ownload request message, the client runtime
as furtipfrtefedibelo s validated and the proper bundle is constructed for

delivery by the web server 106 to the device 100 over the network 104.
[0151] The presentation components 2702 define the appearance and behavior of the component

application program as it displayed by a user interface. The presentation components 2702 can
specify graphic user interface (GUIL) screens and controls, and actions to be executed when the
user interacts with the component application using the user interface. For example, the
presentation components 2702 may define screens, labels, edit boxes, buttons and menus, and
actions to be taken when the user types in an edit box or pushes a button. The majority of Web
Service consumers use a visual presentation of Web Service operation results, and therefore

provide the runtime environment on their devices capable of displaying user interface screens.
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For those Web Service consumers, the client application programs 302
could contain selected 20 presentation components 2703 linked with the
data 2700 and message 2704 components through the workflow
components 2706, thereby providing a customized component application
302. [0153] The workflow components 2706 of the component application

[0152] oy arslefipaipeaessinge thebacalys e afeactipmisciehe gefeniad program
. such as an acti n;ﬁecified by a presentation component 2702 as .. e cli
definitigpg ?688%66\9%}» SR SEHAE hEPRPSRRE P iParling on the client

platforfromn Pt siyrianns Bredevitationowexkflaie alidsoiessags ebeksiigeaighsumers do
defined. by the workflow .compopents 2706. The workflow component
not reqyRs: A1 AN R UoBeA SPIGH SFH al RA s 2102 2704
2706 of Sefiptingdasguagslisuich aeduimat tniedite EESMASCHDN endeaitebegistry in a
compiled into_native cQde gnd executed by the application container, .as
metad iR ARSI RbA0E. Arf SXIIE of HILTBRASI AP Oute S EEk B Morklow
2706 torapsigntvakiesjeotataitnaniptlasé stacfons-sikcifisepetibeiatiossag@ponent 2702
d .Theg%vorkflow comﬁggen 2@06 sug'{l)ortsa rreIegioabetween thf iG _
eSCIpIOIR SQH S8 LRNS KEY E‘%%B'@EMH M5sis & SEP SPFUIEE P3P BRI AtfanY Bt request
messajbésozecCamphiaantgp {00418 H2spetiFedavicpaR witthie egvéonmesniud. In order

oo I ot NS USRSl e el et o

progragxefitdiierearsiienifhe@ppliodting peogramagpReaivthéctievicasd 04 vahosted on
n application container 300. For example, there are two operational .. ... .

the applSAOR RO STt 0 Cbd RHAVE deidliehapient definitions linked

with diffedatatbasadexaatitoncoiddndine Erojplatz7baised70atye-prsentiog the different

maqdel the runtime haqsts data, message, and screen templates ' pre-built .
suppofi S A HSihg i Pt eonat VNN s HDIE G rgTaR A prescnation
compadehnitdt isao ddededive thikentcanvikospaeificpdevide it byteeptridyangpbrted, thereby

f k fills the t lat ith tadata- defi t f t
oSG 5 e SR e e O O vy
downlappliegtion pregras) ihdhdiaativentonmaypt he warkitewesciipv fiadexdmplehe proper

ECMAScript),qf the , workfl t 270 Id.be ei ted
S L TR T
For th@@éléﬁelﬁli&cﬁlre Mleq@ﬂbﬁ;,rdcﬁreﬁmt im@rhmtsm®Hsgtmﬁi]E38@rmﬂili@ cpntain selected
s B A v s

the wdkieloonpotpentfitadiEibotheedne préerjisccompaneired (002 A0, apflidation 302.
2706 definitions in XML (for example), which are parsed

[6153] The workflow components 2706 of the component application program define processing
that occurs when an action is to be performed, such as an action specified by a presentation
component 2702 as described above, or an action to be performed when messages arrive from
the system. Presentation workflow and message processing are defined by the workflow
coniponents 2706. The workflow components 2706 are written as a series of instructions in a
programming language or a scripting language, such as but not limited to ECMAScript, and can
be compiled into native code and executed by the application container, as described above. An
example of the workflow components 2706 may be to assign values to data, manipulate screens,

or send the message. The workflow component 2706 supports a correlation between the
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during execution time or uses native representation of XML nodes. During
execution, the native 20 runtime engine 506 operates on definitions of the
components 2700, 2702, 2704, 2706 rather than on native component
entities. It is recognized that the template based approach can be more
performance efficient over the metadata based execution, but can require
messagesmodedsipbistigdiediexdowtian £rvirofimdéy forcbprosgomeanotlye other components
2700. 2FREOYERES: [01551 Altho‘_ugh preferred embodiments of the invention have
> “been described herein, it will be 25 understood by those skilled in the art
that variations may be made thereto without departing from the spirit of
the invention or the scope of the appended claims. 37 38 Claims: 1. An

Devimzl\aﬂjliﬁmpﬁ‘m;%\ﬁ/@%&@rver for managing communication between an
application executing in a runtime environment on a device and at least

[0154] dhe Yarkendenerenticapshitdieds deeenctpdinemtonmdridingeacomponent 2700,

2702, 2“71%%%@)% lSiananiQrecaving messages fian U@?S%pap%qufp%@ﬂm%grm 302

subsystem comprising a plurality of connectors, each of t urality of _
on the derirveciéd forcohmpRimetancaitibae Bi0morerassutibte dhisackendwo operational

modeisSt%gvaféh@rmﬁﬁ‘?@:qg}e%ﬁé{g%’m%@é@%i@l&%ﬁ%%ﬂﬁk%(sw execution. With

processing messages received from the message listener an

the temm@m@m@@qﬁ@gwei&k@w@mm doplurality BFseaRetdsadreiemplates
preubuiﬂﬁm'ﬁ%@&%’[ﬁﬂﬁg &%rﬂgﬁ@%ﬁgt%%g iﬂé*&%mﬁtm& Pro@id definition is loaded,

_subsystem further "comprises a communication"-mapping for identifying
the cliepheetyigpume praltdest epikretrporey bemsagtolidnikssagplates with metadata-

deﬁnedaﬁgﬁml%%“g Wmatﬂeo @%%B&%SW%O% Tj%@%ﬁﬁcﬂgﬁ@sgﬁ@\@%cutabie client

_server of claim 1, further comprising a lifecycle subsystem for maintaining
applicaidispof gevicasmertippliestioh iHutaNetkiterewnipof onsurimglhBOMAd cript) of the
workfISUESIRUSTHANE YANSDHEE w2 LRRAPRUCAHRM IRIENAYSSHR! Of Jalthed using an

wherein the lifecycle subsystem is arranged to verify the application
ECMAfariphilitiergatmdesagetioe pivdbitdjemoinsthlittidie oednaittousterprets calls to the

scriptiﬁpﬂﬂ‘éﬂ%??né JHeABRUCRIDN IR IENAY SERE ML Z8UE IR e engine. With
wheréin the lifecycle '

the metadata-based execution, the runtime environment of the component framework either
keeps component 2700, 2702, 2704, 2706 definitions in XML (for example), which are parsed
during execution time or uses native representation of XML nodes. During execution, the native
runtime engine 506 operates on definitions of the components 2700, 2702, 2704, 2706 rather
than on native component entities. It is recognized that the template based approach can be more

performance efficient over the metadata based execution, but can require a more sophisticated

execution environment and more memory resources.

[0155] Although preferred embodiments of the invention have been described herein, it will be
understood by those skilled in the art that variations may be made thereto without departing from

the spirit of the invention or the scope of the appended claims.
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subsystem is arranged to verify the application receiving a message from
the backend server for reducing bandwidth used for erroneous
messages. 5. The application gateway server of any one of claims 1 to 3,
wherein the communication mapping cg‘glprises details about how to
interpret the contents of the message before sending it to the backend
erver. 39 6. The application gateway server any one of claims 1 to 5,
urther comprising a transformation subsystem for transforming the

1. An B}PRSANM BERRRISBreaMPachHE fRrmBhHEELIRcEAMMUHNRRIRN executing

between the device and the application gateway server and an internal

mmageimmmse@ﬁommm #tirashere bickendethos fite application
qa% communlcatlon at an application gateway server between an

rver 1S
apqpﬁlca n execu m@ g runtime environment on a device and at least

ONEmRACKGN FLRAMSHr 1RBNALRL ST WY dhe sipRsfinreceiving
messages from the application at a message listener; mapping the
meassagestty eudeptioatioshiprickend plriratty debuemmcﬁiseemassﬁgm luility of
connectcg()r in.accordance with the destination backetng server: an

onnectors for communicating wi 1 more associated backend se ers
delivering t%e message 10 HEBACKREST server, e method charactenzed

in éhﬁéégggmﬁﬁﬁ%@?ﬂ%}ﬂ&éﬁﬁqm@%%ﬂﬁ&? @Pﬁr%%e%ﬂb %essa%_es

predefined communication mapping and an origin of the message. 8
mé@ﬁ%lﬂ@&ff&ﬁiﬁ’ﬁ‘q METHIEr 8%}9‘@?\% tfﬁ@ﬁ@ﬁ&dhﬁ@éﬁ/ﬁl ﬁ@%ﬁﬁ?@%@f the
reggiMael fEpRbihecapplication. 9. The method of claim 7 or claim 8, further
comprising the steps of validating the message received from the
aphbcatidicatid. gHevayetbodraharaceneedfic ishthe e Ssduirt soleystprisimther
the ste of transformln the mess een a o
o S R AR B Rt
sew@rmmfmemamssyag@cmﬁmméda@ oaammfdhmatesew«x/here
11. The method of any one of claims 7 to 10, wherein the delivery of the

2. ThERSSiREolodhewanckaRd SRR Is Ay I@IBNSsIng a lifecycle subsystem for

maintaining a list of devices and application installed thereon for ensuring that valid

messages are transmitted.

3. The application gateway server of claim 2, wherein the lifecycle subsystem is

arranged to verify the application transmitting a message for inhibiting the

instaliation of malicious applications.

4. The application gateway server of claim 2 or claim 3, wherein the lifecycle

subsystem is arranged to verify the application receiving a message from the

backend server for reducing bandwidth used for erroneocus messages.

5. The application gateway server of any one of claims 1 to 3, wherein the

communication mapping comprises details about how to interpret the contents of the

message before sending it to the backend server.



40 12. The method of any one of claims 7 to 11, wherein the message is
a registration for notification from the application to a backend server, the
method further comprising the steps of: receiving a response from the
backend server, the response comprisigg an external correlator identifier;
storing the external correlator identifier 10r identifying the application upon
receipt of a notification messa e{r m th fa server..13. The :
6 TrerRHERIEH BP R AL TP S elen i AR FRL R & Fansformation
cenipgsient fapmicdtionng hetresnsape hetaken miaspactnessaga forstagLuaed to
p'&H@'ﬂ%r%&:}ﬁ’ér%%%&?%ﬂ&%Evﬁec%ﬁrﬂ%é”éﬁﬂ%id%e 8\5\,%@%%?%9%;15 ternal
wireless devices to communicate with at least oné backend server an
coMpeRIRJOIRahsArtiieAMiaBRale slsshefeany of claims 1 to 6 and
claim 13 when appended to any one of claims 1 to 6, for managing
7. A meginothigninatiagireetoeennzatapiicatiapptostiirigaenay wentigne
environment on,one of said devices and the at least one backend Server.
T L R e e e
whatkengdeenet . dreabletbat cppiigngdregigp®aly server of any of claims 1
to 6 to implement the method of any of claims 7 to 13. 41 SYSTEM AND
MIEFGNDS PERRAIRRITRR IRRFRRINANRD Rl 2 NERSAPESIRREOMPONENT
Alrabiia HOMS GRS IEAGLARARRIEAUR0 datguay server s provided
for managing comniunication between an™ application executing in a
(MG RPHEQRBRS BN ARSI deaahARe RckaN s BRANSH bhBRend
application gateway server comprises the following. A message listener
Wﬁ?éﬁerr*e%ﬁgles messages from the component applications. A connector
%@e?};stem which com%r%ﬁgsba Eé%@li%%fr,connectors, each of the plurality

S
wering the message * 5t .
of"’conhectors for communicating” with one or more associated backend

SERGIRb ISR AN SHPSYieR: MBI GOMRPSRAS R JORSSAAEPRES e
processing messages received from the message listener and transmitting
with a predefined communication mapping and an origin of the message.
8. The method of claim 7, further comprising the steps of decrypting the message received from

the application.

9. The method of claim 7 or claim 8, further comprising the steps of validating the
message received from the application.

10. The method of any one of claims 7 to 9, further comprising the step of transforming
the message between a compact message format used to communicate between the
device and the application gateway server and an internal message format used to

communicate elsewhere,

11. The method of any one of claims 7 to 10, wherein the delivery of the message to the

backend server is synchronous.



them to an associated one of the plurality of connectors. The messaging
subsystem further comprises a communication mapping for identifying
which of the plurality of connectors is to be used for a message in
accordance with an origin of the messa4%e. Figure 1

12. The method of any one of claims 7 to 11, wherein the message is a registration for
notification from the application to a backend server, the method further comprising the

steps of:

receiving a response from the backend server, the response comprising an

external correlator identifier;

storing the external correlator identifier for identifying the application upon receipt of a
notification message from the backend server.

13. The method of any one of claims 1 to 12, wherein the application is a component

application.

14. A communication infrastructure comprising a plurality of wireless devices, a communication
network enabling the wireless devices to communicate with at least one backend
server and comprising the application gateway server of any of claims 1 to 6 and claim
13 when appended to any one of claims 1 to 6, for managing communication between

an application executing in a runtime environment on one of said devices and the at

least one backend server.

15. A machine readable medium comprising computer code means, which when executed
enables the application gateway server of any of claims 1 to 6 to implement the method

of any of claims 7 to 13.





