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WD 2004/ 053626 PCT/|L2003/ 001051 TAMPER- RESI STANT
ELECTRONI C SEAL 5 REFERENCE TO CO- PENDI NG APPLI CATI ONS
wae\ppHiossad hereby clains priority of U S Pat entT/1L2003/001051

Application Serial Nunmber 10/316,978, entitled

" TAMPER- RESI STANT ELECTRONI C SEAL", filed Decenber

11, 2002. 10 FIELD OF THE | NVENTI ON The present

invention relates to electronic seals generally and

nore particularly to tanper-resistant electronic

seal s. 15 BACKGROUND OF THE | NVENTI ON The fol | ow ng

U. S. Pat ent SAMRERREIFEANIFERCTROMNESSHAt i ve of the

prior 20 art: 4,750,197; 5, 056,837; 5,097, 253;

5,127,687; 5,169, 188; 5,189, 396; 5, 406, 263;

5, 421, 177 REFERENCBEZ,0 E0CBBNDRSGARPIACAGIOBNE3. WO

2004/ 053626 PCT/1L2003/ 001051 SUMVARY OF THE

I NVENTI ON The present invention seeks to provide an

I mprove ‘ r Q| e, h i : :

accor da%@il\?\n&{t hﬂ‘gb‘%ﬁ? er F e%rﬁe}%o%fl Eri}{a%t T%%eﬁ{ %&éﬂlﬂ i%gtldrﬁ Serial
Nunplree sV 16,978e rhiitded STAMBIER-RESSTANAt EEEAIRENIC SEAL”, filed

nopi t Qr e el ectronic seal including a shaft portion,
Dec?’ggﬁgo%&a socket arranged to engage the shaft

portion and the sensor in a nonitorable manner and a

W rel ess communi CEEDD @B S0H RieEN™dk at | east one of

the shaft portion, the sensor and the socket and

bei ng operative to provide a renotely nonitorable

| ndi cat 9 n;grfese% i x?e%%i nolléﬁaiego{y %@E@&Lg sEYE néeneltah? and more

sensor beél operative to Sense applrcatTon o
partfcalely tb enigee-ralistait eledironiseadls.in an attenpt to separate

the shaft portion fromthe socket and to indicate the

application of force as one of the at |east one

nmoni torabl e event. Preferably, the sensor is also

operative to sense di sengagenent of the shaft portion

and t he sensoBACKIGROUNDIQIATHEIINGENEEeMNagenent as

one of the at |east one

The following U.S. Patents are believed to be representative of the prior

4,750,197, 5,056,837; 5,097,253; 5,127,687; 5,169,188; 5,189,396;
5,406,263; 5,421,177, 5,587,702; 5,656,996 and 6,069,563.
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15 nonitorabl e event. In accordance w th another
preferred enbodi nent of the present invention, the

WO 20p05362€si st ant renotely nonitorabl e el ect r oPCTIIRe@/001051
al so includes a sensing cap nounted on the shaft
portion and supporting the sensor. Additionally or

al ternatively, [ erature
sensor whi ch isgngtW§yﬁlé heati ng of the

socket and to indicate heating thereof beyond a

predete;ﬁined threshold as one of the at |east one
noni t or AiePrespainYention seeks te aryidadn impaeisdietactronic seal.

preferr ' - 10% - r inventjon, the

t anper - %S%gﬁﬁg%%f y&%ﬁa?& AbT & PEYREY r%rﬂ?%&%lggl of the

presahis mviemtidnu d ésmpdr-rebisast repmgely eh@iitviratle eicdgodd gadi inbluding a
shaft portion for retaining the 25

h ket dt
Sha{% Qﬁgﬁ’?f;a g%?;‘]{] i} Spa_get suenesd 1o sREse rereHefypastion #el R gensor in a
moRRk4HIO haahd es %ifé\}éf@ %o@%ﬂinﬁcard}oisgdcg’ﬂed BGhudes, & ope of the
app or o

frangi bl e porti on, er eby Ication of "a ce
shafg qyoaticat éhe sensshahd thpepthicorant riwing bhperstivk &t pastdes remotely

o] age. bet ween t he sensin and the shaft, portian
morfFEHE RN B &t et EEHTORMIL 67 g 627 BHiEE Gperaies o
sens@t appgiagtonOBe fareditd AhR]BtrEVE NEal fnna@%ﬁ&%gﬁf@ §e5ﬁ%attg the shaft

ft pr esent 0

still another preferred enbodi nent o
portigiseritlesocketeand de lsticatnithe agplécatios iofifiires arsenesddheett. least one

ively, the socket is a nechanically |ockable
mo‘@é’%%{%}eﬂtm 2004/ 053626 PCT/| L2003/ 001051 In

accor dameefemblyl i o&Mi6F iPaISS @pEatlve D Qe sTBRlenhoch¥ft of the
invention, the socket includes a transponder

resent x .
Shaigﬁeimloﬁ and e senppsranp g indigate e slissngdganhant asrone of ltlee at least one

moritofbPARger being operative to transmt information
re?%?mg o the socket, via the inductor, to the

wi r el esdn canomaheatwith dotfeer plofarredt BRbbHRISO OIEKe present
es an RF 5 transponder and_the inductor includes

. _inclu ; .
invenHoRFInG JRRPFEIC S ERS APRoteHdmonisetahisdelagiemis sealadso includes a
ii . . i N
st ) luSRIEER ) Sylnd SERLEARSISTRINES Roonaly o
altemativalni thatsemsor limchades or thanpeeative tsenyetwidoltiheperptief &y reditor
enbodi nen f e. present . invention, the shaft,
heatfper ‘?ﬁj B S?%FE‘&@Q’ inflicp Jispting, dheeagi pGuinr & RisHEriged threshold
as oh&1bEthe 8Pl oh®mohflofaBRRABYE t0 di sengagement of the
shaft portion and the sensor and wherein the

di sengadenaogerdanesu|with i anothee pfarted ambbéiawnt cofe the present
inveﬁﬁgﬁ,t At %ernSer?r\ég’lrs]ttaht remotely monitorable electronic seal also includes at
least one retaining ring engaging the socket and the shaft portion for retaining the
sensing cap in the socket independently of the shaft portion and wherein the shaft
portion includes a frangible portion, whereby application of a force to separate the shaft
portion from the socket causes breakage between the sensing cap and the shaft portion
at the frangible portion, which breakage is one of the at least one monitorable event.

In accordance with still another preferred embodiment of the present
invention, the socket includes a single-use socket. Alternatively, the socket is a

mechanically lockable socket.
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Preferably, the comunicator is |located in a sensing
circuitry and conmmunicator housing integrally forned
wowaoh/0s3ses shaft portion. In accordance wth stP¢CT/1L2003/001051
anot her preferred enbodi nrent of the present 15
invention, there is associated with the at |east one

conduct ar ast 0 i ngui,t svmt h whic

oper at egnbﬁccgﬁ K- (i u“éﬂr%g grég]g%cg %ﬁe H]ee%oeﬁetbe present
invartieh e svélen idchRles & Rehbpd@det the $hae @ftﬁ)hqgclﬁcﬂ&rﬁntlh@uctor

socket the switch is opened and the at | east one

the drgnEneBEerVReifEpPPrRtEv ook Mipnéy el reladndio theesogket, via the
a8 90 RLL LRI SAS o) 2 lhnghls Rneosh e

tranSpéridehaminhe i2dhictdrenaladesadnORF ireiwdemsmitnbdinasr an‘auwmem the
in accordance with another preferred enbodinent_ of the
Induygter-ommUisRiesntis ahleast wae sPRAVEIoH SFieRGRS e ehiks shaft portion to

thveéféQéch Smifiadihy portion having a | ockable portion and
ﬁe socC I nc udes a |l ocking elenment arranged to

engage tth eadcmrdhmcml em;hoyettl awthen meferredrevedoldenemnofethe present

wher e t he | ocki ng el e t and th
nvergiops © t% opotigs ngggﬁst & RSt EATUERET APl A8 intggpted in
respPREd HOT @B FeYﬁe% ofsth\éos%o R0 2t Rid/ eheOHOMLRIn the
BRI EF DESCRI PT The present
disangegemtenbreswiid ih obe ofificteit &astouhe amunmy:qM@weat ed nore

taken i PrESHPnCBE o PHPERCERG o, BRGEn: f RFPErouity and
Corrﬁhﬂﬁcatai’ehoﬁﬁ‘iﬁg %Ee@rﬁﬁy sdriRl WitheHe PAGl RIrtigd. 111 ustrations

of a press-fit ‘electronic seal assenbly constructed

and operlat dogerdpmeeawitbr idin @leoth@rt me&rqueerrequ@weent Of the Present
. e dj I nt ent i on:
inv GIEORT RS Rortatf, i B ar AORERNS gy gk Rsptale pbphauity
switheehitlory Sper@ediby G doh@or dsébo@di@li Wih the §6cke? Avher2By attkn the

2C are sinplified pictorial illustrations of different
shaftynosidonpts sepatgies Hp®dibe éérckf‘ﬁ tbfh EWpele 4% operedeandcihe g lgast one
conﬁ@&ive }Faﬂﬁz Sbro%é% PdL’l: f ak Q‘Pﬁea&: oftt erﬁomto %ble event.
ri Ti ONs SO ng the 1

Prefe@lhjl' ttheoit laasobﬂrtepropittlemo Bwit«‘:h inahydey atviedsh ohdnma@nmisSvsﬁ’tich and
el ect ronfélg seal of Figs. 1A-1C Figs. 3A and 3B are
the agth2iot InFludesn Begistal 11 ustrations of a | ockabl e

Further in accordance with another preferred embodiment of the present
invention, the shaft portion includes a frangible shaft portion having a lockable portion
and the socket includes a locking element arranged to engage the lockable portion in a
removable manner, whereby disengagement of the locking element and the shaft portion

results in one of the at least one monitorable event.
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el ectronic seal constructed and operative in

accordance with a preferred enbodi nent of the present
WO pawefsicas i n respective unl ocked and | ocked OPET/HI2083001051

orientations; Figs. 4A and 4B are sinplified pictori al

illustrations of a | ockable 20 electronic seal

constructed and operative in accordance with anot her

preferred enbodi ment of the present invention in

respecti ve BRIBEKHESERIPTIONKEE TOFEDRAIWENGS

orientations; and Figs. 5A, 5B and 5C are sinplified

pictorial illustrations of a | ockable electronic seal

constru d | Ve C it h t

anot her  EcpRR RRGELY Gl B RERAKEAREG AR more fully
frorh nthe rfollowing nddt4ited edesprytich, \tekear ineodritinicdins . with W drawings in

bi 004/ 053626 PCT/1L2003/001051 DETAILED DESCRI PTI ON o=

WHBSREFERRED EMBODI MENTS Ref erence is now made to Fi gs.

1A, 1B 1 [ €qi | Y ' P 3

pictori gﬁgsl Ilﬁ‘?xjsﬁﬂraa;i jigo%% %ﬁ%ﬁgpcg%%‘gﬁafuqsﬁﬁdﬁ é\]{ Foﬁlgss fit
elecgonig prabsssehitly eloegituctedi ends epdrativo s tacomtiateantth a preferred

oper at i in accordance with a preferred enbodi nent of
e Oﬁgn%?tgﬁgﬁpresieﬂ%ﬁ?nf%ﬁz As seen in Figs. 1A, 1B and

1C, thermggi &C i #%bARHalE LA JFeShcHiay r @nd :
seal whi ch preferably conprises Zaslghalfttog(t)lr%lt?rg%sr%é’l&tromc

sealyibigs. 14 apdtlByrally 10 formed with or fixed to a

cer o0 bl ALY 8 SN ARED BB e
types @fibiegkig protiadedan thel RedaLMAMRG0AB sdal PFERS; AL T P 14,
whi ch includes a sensing cap 16 fixed wthin a recess

17 for nédesatr?Dy Foppdhrd @adimplifeadepictauiall ilstretionsdshomang the

] F -t socket. 18, e )

resul U o Ealelpr SPARBEIRA b iSRG e Wit oF s
10 and SOgske3A Idi 3B paref eimphfisd @iisddl Uitlueehtibds S8CH lockable

i s inmpossible to renove the press-fit tip 14

hat it
cleckgiseHORsRE -2pg QReTakyR N aqsprkiRehyIth Meorelhmed cpbediment of
the gi@sent MeRi &SR rEdpke 9%%%@@511@%‘:% epa.r’[]?fg StibhthtiddsP 14
and cht C a

y
socket 18 I's su at the application of
| ow- | eveéligsf akAc entlo4B here ssimpléfied] $icvoridl hdlusthafohs dfos tlbekable

Q .causes part of the press-fit tip 14 inclJuding the
cleoRE; §GT et LupAPHRLY® (o RENEh AT L pBHLRG PEgrred
embddingk$ Cofl 18 dpragineiinRakien W fefpdctle BicRed Ank hlgcke%Aope%QLive

. Shaft portion 10 preferably includes weakene
oricpiafeRf B portions 22, 24 and 25. Frangible portions
22, 24 L SR, SAPLEAEE Y BN 1B SRS el L SIRESS of Bdekable
electronic seal constructed and operative in accordance with yet another preferred

embodiment of the present invention in three operative orientations.
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remai nder of the shaft portion 10. Frangi ble portion

22 is preferably located internediate sensing
w@reossiseey and transceiver portion 12 and nostPOf/II0@s 101051

portion 10. Frangi ble portions 24 and 25 are

preferably located in shaft portion 10 at a | ocation

25 adjacent tip 14. Typical |ocations of frangible

portions 22, 24 and 25 are illustrated in Figs. 1A

and 1BETAILEeastSCRETIOMNIOE RIS HIGORD 28 186 SfrEaalsy

extends fromsensing circuitry and transceiver

portion 12 through shaft portlon 10, preferably

ext endi nto recess s, £on
mount ed E51oRhEs ST Pedd o BRI ARE R L6; BERGE sroprativel.
simphgdd pidfdriab fusQatiddd a4pf eHe6RsnaR IIfisEEORHSCE bRBs-BY electronic seal
significant change in the properties, such as the
conglfusgadr Hih GRS IraedertRnes Wikingl Dot pmhodlpmqoef thieepresent
invdhiohhe conductive loop 26. In accordance with a _
pre erred enbodi mrent of the present invention, sensing
cap 16 iAs séen¥d RA1A53IB2mdPT/ tHeZOR3HQ0HE8 & tamper-resistant
attacgqafl to press-fit tip .14 such that it is in
cleclighicataa] ek aralsraplse cempripsar afitpartion Wi which is integrally
&pg,p( I
forrf egtso{_r ‘f%ﬁg Q&gg ns%xgsrmgggfb?ﬁtgsg ﬁ?@ﬂar}s@el%r%o%&f Illjirl eghggt %gt?on 10
prefbrabbznlyasoi paeraly dydiblecad em;ﬁ)guratﬁenamlr te@MBinkiSs @ﬁ)ﬁsﬂﬁk ﬁp 14,

whigh S Vb STSU 98 16 Hp8rathp e et bhdpmeioat @ orwad end
therb6ff AAIHHIAN add B Y&%ﬁ%@@ém%@e&@nts\%ﬁﬁ' N&h é:f{bir E&1 FileY press-fit

30, formng part of 'sensing Circuit transcel
engqmrtanbhem@en kip lidsofagbpft gortaine tD amrhsqckelvlcﬁnstﬂreﬁewbly conistmected
Iocate

suclé !gl}?i Sﬁr al ed JgP g%geengciveiﬁ? }Cr)ésg grqp%&he socrlliet 18 without
breﬂiﬂgeﬂﬁaéﬂaﬂeécﬂ'tl&? 1boTRE %EES@-tﬁt eﬁ?é/geﬁiéhf 8lbRel %Féég-ﬁ@ @%)' % and

comuni cation with conductive Toop 26. 10 Socket
sockgt 48 ip ﬁ@fbeﬂlaibihy apphgntion of aalowéawl rfgrcr: iten glea«z)ckmsccn the shaft

portPJn i(l? od rbgalgee ?re% :fﬁ ‘g% 4 gyﬁh yﬁg ?&!&fla% Fcy separate

frone ﬂg-esgefs partfome)s as @aﬁmbudrt@rélﬁw@w ith r@@féﬂc@ B Big: 2A.
Sealing rings 32 and 34 greferably provi de press-fit
engagemtﬁ%’@‘ft Rortiere hO prederably |1¥1C1’f1‘ilfr§ vepkemed Gangitde poions A2, 24

anpref e
nd 01808 bl 215164 o GHRRN IR O RUALES B
remaméﬂs ofi ther sR:ﬁ:t pdrdon f 10. rTErangIbﬂe qiorﬁ@‘n 522n ds Cpréf%tabll)F Vocated

t 12. Sensi circuitry
inteffiast SERYS rOibor EaMICSVELaPRER 1eGnd CoGE hafepyBiep 10

Frardol8 s SES ahd1 85 'a?é Serb byt B8P shdt BRRLRD at a location

preferred enmbodi nent
adjacent tip 14. Typical locations of frangible portions 22, 24 and 25 are illustrated in

Figs. 1A and 1B.

At least one conductive loop 26 preferably extends from sensing circuitry

and transceiver portion 12 through shaft portion 10, preferably extending into recess 17,
and is conﬁgu;ed and mounted in shaft portion 10, such that breakage of the shaft
portion 10 produces a disconnection or significant change in the properties, such as the
electromagnetic, mechanical and/or thermal properties, of the conductive loop 26. In

accordance with a preferred embodiment of the present invention, sensing cap 16 is

5
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sensing circuitry 30 is also operative to receive
i ndi cations from sensor 28, such as changes in
w0 eopessear e, which m ght be caused, for exanpP&l/Izy03/001051
sonmeone attenpting to 20 tanper with the el ectronic
seal by heating the socket 18. Alternatively, sensing

| Lcuitr 0 e.operative to recei elndl ati ns .
auafieidt el PYuRbR s ERERO P Pegrioper wit
con&Mdtlhe IQFES: Sehding &) 10referdtlip indBidag ot 134st Qhe 588K€18, k8eh as a

Transcei ver 38 recei ves an out put fron1sen3|ng
LeMBFIARER F9OFOI30L anthpiEpr ﬁl@tabbp@n&qr; vensop 28rigpreferably connected to
td wh
con%l:%cﬁig g%l vzéj’l %%Ifl %5@9 Elgﬂmjéé] %{1 tﬂ% Io v\gb? o%&faﬂve to transmit
mfomﬁmxrmﬁbmahe seser 3 sening Bﬂﬂﬁ’@y 3@8f0v1hﬁ10%ﬁdjf(s€m91@ circuitry
| o 26. Conventl onal wireless nonitoring circuitry
and Ceg’ﬁbmlo Y- be enpl oyed to receive information
whi ch i | V
amper | ng TG Rapkn e (I Te fhuctiiich B 6T sonsor
28 is hevatedruehsing chpdf 026 camwire semm;s 28t ey alterhativelt bolocated at

re ved fram sensor 28, s s heati of the socket
any T Ol Bl menmpicaon BE CHRGRENEHOPG: (e onat i
portion dh@ket! IR AGS PlARAUIE anbﬁsé%rh%eQﬁﬁ %gfﬁr WﬁQ:h epreferably
enbodi nent, sealing ring 34 "includes at east
eNgIYTH Agerash tieifumog fasgible prdtiomad4d faxdrﬁgselalmg pmgt3|49whm preferably
i ncl udes a

st} TSRSt ToE FooBhl BoTiPhcpontiial dgagine 34 cwelewbly
proxéae ]ﬁﬂeﬁk fihdra SRl bemREn gfegsaﬂ% he aRPEddkeimES i's

ed by sealing ring such that a |ow | evel force
causes A @cenrdansaradt b puefored h@lboc},lmt n@ thegpreds@it dmvention, a

vl R8RSR U S AT B e e

tranﬁd&wEr gpordn 1A, t SunBiabi Vieduitry B0 |p€§a‘§1*ab@n©s %[E@&ﬁﬁﬂ? Ngoudled to
otru5|on (not shown) may be located in socket 18

conqgietive ‘é}i’g%(gé%d é%nSFse%tm‘@E’éty taprgalydmanethst prefqriegdtembodiment,
sensh Y:‘ﬁ’éuﬂrﬁ &Rt 8hidd o ué&on e 4% ?Vé Gndidonk nf?o%rl L0, (gfz such as

effgagenent  protr 0 engagenent reces
changee freteaipeyatiirocwhich Imag]stéjwaangpdg o ekﬁmplet by bdreeoreatictipting to
hat a | l.evel force ca t he ) ..
it S B Gedly ek g Soskst 16 TR el Sensing cireuitry
30 IBQ)F bl Q)Reﬂagve S 1&R8eM hBRGHIRI & éi’%@ LM e hiéé'eﬁ?%e of Shaft

Engagenent 10 protrusion 40 may
POI‘ttQm lpﬂ)r\mth wp@ﬁhamhng Bage3 2ndédgageceni8wi t h engagerrent

and- cor PBSREHAPG SRGAGERERPY R aR e heyetiey S0, Which is

opef@livé &) Bi@vide transmitted information indicating whether the conductive loop 26

is intact as well as other information received from sensor 28 via conductive loop 26.
Conventional wireless monitoring circuitry (not shown) may be employed to receive
information which is transmitted by RF transceiver 38 indicating tampering with the
seal, which results in breakage of the conductive loop 26 and/or any other information
received from sensor 28, such as heating of the socket 18 or engagement or
disengagement of the shaft portion 10.

In accordance with another preferred embodiment, sealing ring 34

includes at least one engagement protrusion 40 and frangible portion 25 includes at least

6
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Reference is now made to Figs. 2A, 2B and 2C, which

are sinplified pictorial illustrations of various
walrdoresne types of breaks produced in the preBSFiL203/001051

15 el ectronic seal of Figs. 1A-1C by tanpering

therewith. As noted above, application of force to the

ond S tesBindibe PrasmPommiostesS 137l T oSy GEE SorgRaprtiones i
lockhdSB}ﬂ gagied rideom, seck efat 28ovwWietd) Ffce fohtiet Ry @i@i@nﬂgctwﬂeof the
shaft portion 10. Fig. 2A shows that applyin

Senﬁlélﬁeqapf]&r ard thepast g8 ’ﬂa Yoedieeanh dheretn dftam thﬁt ah a«brtlon 10, as
des Hﬁ&ﬁhérél ?Qo@t\% Ferb e B %ﬁlgz?t&e %Enéx dg?lﬁ é L8 L Shgagement

angl e portion

proﬁrugnnf(moarshowﬂn)ang@ beén l@ratedi &CQBﬂ&CtIISOWhQih EAgC bt Y&ist one
00 eferablﬁ the, sensing circuitry 30 senses
R4

eng{aﬁ H&e{nansft?m 3efleiny 5Bpng Eap dfehhe FsaEiont dfeengaggment
profrﬁﬁ@h 29 ihff @r‘%g&ﬁ?ﬁ r}@ée%s B9 t#rét@féb ToeRs 'ags%ﬂsff g g%pp llg iur1]t8 the

sealng rin eres ts o
SOCheth183rsech ﬂeﬂ‘/ el loWdem fosacdauses the ghtonnbetiqar ofithe aendyg cap 16

B DBl LA P e
proﬁﬁﬁgfﬂ ab My%e%e%ﬁ@@fbeﬁbhﬁe ehﬁ‘an%éwgéég B’gé’rfga% %\gth éﬁogmment

illustrates a break, which m ght uce
loc@cm ﬁ%rAltamfe‘rely, amgageatent povtrusian. £0 gnd ZbBrresponﬂllng enoagement

bl.e n 22. It is seen that this break al so
rec{ssaag%yll%?% ctes a disconnection in conductive | oop

26. It iBefoRpEeH Adwdnddeah biBe X eBk Sing POAHith Eiegﬁmghﬁed
2B and 2C, while 30 illustrated independéntly of

piclgriah iystradonseel variqusqdifferent agesbel bweel@epmdubﬁﬁ uh ehe press-ﬁt
e slof s, PRS0 SRR, DR 8o RS rcaion of

fordeGo/thé. 20 3f GUEODA-10RET &1 MRGEptitS sBEuatERELT b&uEh a9. froedksocket
and 2F whjch are sinplifi edcﬁ)l ctorial 1llustrations

18 Wilf:ﬂ B SERErtipat4 T@rﬁ?’(dlﬁie@g%%ﬁﬁéfﬁn #cknt thavithpuidystreaking the shaft
porh 34 2 Sasg0l o B0 | At st ehe St I ARt ndo

latepad rfoicerin b afertphéo bperpthe-seals rastuitn in elbeaakran][ﬂamgﬂﬁabom‘;bn 25,
socket 18 in the regi on of t
can§ier Sttt Ahorge T B, S emeraiRof FE NSS! oo g6 RFEtrably, the

senéiﬁg keouik®, 30MI&s8s tl?eh@ﬁén 2P Gh tdoRBuctQe N8SH PB! eRGCMRo %{ the seal

Fig. 2F Shows that the resultlng separation of t
remggsketrct s shaftipertion 10 nwgag&dﬁ}gﬁeﬁ]uw@k portion 25,

e e BRI s ROBERE L AP g R i
be Prodn&sdt byt stteriptilp @Srelfd®e socket 18 from shaft portion 10, resulting in a
break at frangible portion 24, producing a disconnection in conductive loop 26.

Fig. 2C illustrates a break, which might be produced in a similar manner
as that shown in Fig. 2B, at the frangible portion 22. It is seen that this break also
typically produces a disconnection in conductive loop 26.

It is appreciated that the breaks shown in Figs. 2B and 2C, while
illustrated independently of the break produced in Fig. 2A, may be preceded by the

break in Fig. 2A when an attempt is made to tamper with the electronic seal.
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10 el ectromagneti c, nechani cal and/or thernal

properties, or disconnection of conductive loop 26 is
wa@emgesBeby sensing circuitry 30 and transm tt eRPICOYL2803/001051

transceiver 38. Reference is now made to Figs. 3A and

3B, which are sinplified pictorial illustrations of a

| ockabl nj 0 r yGt LVe.lnq:

accordaﬁ%§£§ﬁé%g%h%?2§ef?ghﬁﬁ% 2@ §§ %@Qﬁéﬁ%%%%%n lified
pictbrisleifitbsteations of @sgert atieenpirtb aakpd witlh t}wﬂptekﬁﬁﬂ(déctrome seal of

op erz vye orlentatlons As seen in Figs. 3A an

Figs. Héy-&Ci &5 5ee idig- 4Dt %ﬁ@?mpfe’élf%‘%d&rfp sle%étmoeket 18 hrom shat
C I

porfifif §3 AN L0 et Siortilic RaPbE LAY ARAROLRES 80 the

reglbn)()é tiptld &f sheft porignclilr €ig. LEyshaws thermsuitmg memn [soafktei‘. o8, where

2. Sha orfion 50 r ef_er abl as_a ener a .
shadyfori .4 S PG Fish Zy ahor b e dEo P eLsepgration of the
sockeClgabliBed b hrodk. alBﬁ@ffﬁh%lBley P(‘;I‘ﬁf)ﬂ% %sﬁxhuﬁrnmui‘ q{%c&‘ﬂecuon of

roove 56 which is adapte | 'ockabl e "engagenent

con MW@\A@QHQGQy a correspondi ng | ocking el enent 58

v on O IR ApeBoifed R Peu iRt el SR SRoR oS S es the

elecB@miaBndtR, ncehaehl taad/Be friaY poperias, af dlsz,ehnedubn Qﬁ"c@ﬁduc’uve
i ggr eciated that any other suitable type | ock
001

BrgRIpfd seTrieg ¢itraking0 @mﬂgfa@emtmd yel enscfswsr % of
shaft 25%&91%5& & 13 hgk‘gv%%[dlﬁ oﬁ‘jki?%gr erglg t3 8 h&e simplified

preferably suc out I NQ

pictbfigk illistratiénd MPOS Slokitabld elerc&mvesetam ecdnst@ucﬁéd fahdrrbperauve in
engagenent with the | ocking elenment. 58 _w thout
accwie%ﬂevw@h § Resferrpdrqmbadimeny o1 te pressak iyprtian ip respeptive unlocked

and%ﬁ{egrggygg‘é@%é&%éﬁgﬁt oor integrally fornmed with a

sensin aft portion 50 preferably includes
weakenedAs seangn bigs. hamhd GBS theR, is phoviddll atachpebresistant reusable

ooz Phgolisr St T fuero B GBS i TP R i

inteBly SoRh&S AR fie@G80LaAntiRg eHtRA} 3hE u28RE1 VR Portlon 52. Shaft
circuitry and transceiver portion 52 and nos

porigérafst) preferatin 169.a Eerwradlybk¥indoicali condigbrhtiancarglsteaminates in a

toolREL R bredHally RBRed Siis: ARG GEaTon AL nidapied o

locl&ble chypédhadnt HRESVkIORS 2 0brréshanih®l RkineAdh@R S8 8Smifd part of a
and g% %re |IIustra?€d |n5% ? Akégd 3B. At Ieas‘?p

lockyAB. Borkd 6@ tdelines) aopckst yhish em@uday @xac@mﬂ@r sushagghmagnet 61.
r nt
Lo s RAE S 59 3O B S0 MRE RS 40 cay ot
suitpisle typerofibelpmaybe emplhyed. Sitenodtid @pagméit $otwded aipt54 of shaft
hange in the properties, such as the

portion 50 and locking element 58 1s preferably such that without first unlocking the
lock, it is impossible to remove the tip 54 from engagement with the locking element 58
without breaking the shaft portion 50. Lockable tip 54 is preferably attached to or
integrally formed with a sensing cap 62.

Shaft portion 50 preferably includes weakened frangible portions 63, 64
and 65, preferably having a lesser thickness than the remainder of the shaft portion 50.
Frangible portion 63 is preferably located intermediate sensing circuitry and transceiver

portion 52 and most of shaft portion 50. Frangible portions 64 and 65 are preferably
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el ectromagnetic, mechani cal and/or thermal properties,

of the conductive loop 66. Preferably connected in
W@ e004mS3624 t h conductive | oop 66 there is proviPednzz003/001051

propinquity sw tch which is operated when the

actuator in the socket is separated therefrom by at

d di.stance...Preferably, .th ) i

IOC%E?@EI%‘ ﬁ%%ﬁ RioP.dh 2 SO s 3‘? ﬁﬁ%?%ﬁ%?dﬂ%s of frangible
poxsmnst@sn66&ndwafdmu§ra$édmdgsogkyanmgﬂ in propinquity to

magnet 61, such as when shaft portion 50 is in

| ockabl eAbleastawr sandiriag dppni6 piefenatilp ektends thmuohshaﬁ portion

50 SBPSP IR AL PO R3PS B S o

portmn 50 geoducesnd. tisbonrebiforomedigdifiedht @handBiif the ﬁ[@ﬂexﬁés ¥8oh as the
not be Ilnke%to the operation of | ock 60 and may
elegiionacaetic darepial and/ar thgrmaehpronsitiase @ﬁrfhﬁ rRgndheive loop 66.
I
Preuoio Rl b 5 LG Se o AP Llgppas
switalvehich 65 ppesrated iwiggncthe ab@atios in the&&oekétrﬂs Gapargred tiggdfrom by at

oo 7SS SRS Fre RS Sh BTOPLIE Wil s BimeaTgseRl opeated
swiks® hvhiadh RIJQEd ofili AN & e}%@?ﬁﬁgﬁ ty 8l mgé&g&gﬁheh%haﬂ

conductive | oop 66°wth s
portipn p @t indedtablh at loweémgagmgh W1th Ibble60. | ust r at ed

nmbodi t. ot cat acent | ockable tip
54, one boris FPEiAte(S {3 s, o) ey FEPprige one or more
addﬁtﬂﬁlal @ﬁda@tw@wop%,%écﬁmfevﬂl&ﬁﬁa £131dde A Nhe ggr o dr%tfdamch

conductive | o0 . I'n accordance with a pre
mays b FEYN BRIt b‘bﬁmﬁ% t tlees eperationy efitloakn 60 azdnaiyngrovide additional

mfo‘Hntr “ib‘ﬁfege tﬁ@gntgnd}a%@) Eagel ver .74 are housed

Clr % ?ql‘anscel ver portion

52. SensAaitgummlwiﬂ fotort@ntées with @Chrefetrall lon @R &t present
conducti ve Ioog 66 and senses the integrity thereof
é

InvoRtign: SHRAELICHD 64dnan plgetsicelapntacy with cogdudtive l@meﬁéats@msng cap
i Senso
62 %&3653129 ﬁ%&ltﬁ%ésnag'rlg%h oBf%e Jo? n?Omgﬂﬁ} QSDZQemﬁur%e K S?Igpl‘ or other
suiteldasgdser, ahoj/ cesrmmmaeteat/iaemadmdnge ﬂ(ﬂ)pt GORRE sestny difditry 72.
| ock _60. Transceiver

| I heat
$4e;: re? IF gsogip??% #@gaeé’:qg g‘ﬂﬁ“@ﬁtmf‘@% Ht{@&rﬁf@fl ﬁ:glbodlment sensor
70 & 1004k a8t IGolcabt £ S oRPBE Hdrk GehrPTO ML atternatively be

transmtted i nformation indicating
locateshatiaoy switabledlopatD® msomnmamauarsvwvhlcbmamtwa fowprest i on

recei ved _from,sensot, 70 vi.a tive Lo 66. 9. WO
2004/ 05382% SRR, BB BifoEr @gﬂ@@ﬁf‘ 95 dhe pFeenteiayention,
sensTBE cirOir F2 Cinf Gl RF Yrah§kves WA hBBEd BRithin sensing circuitry and

transceiver portion 52. Sensing circuitry 72 is electrically coupled to conductive loop 66

and senses the integrity thereof. Additionally, sensing circuitry 72 is also operative to
receive indications from sensor 70, such as a change in temperature, which might be
caused, for example, by someone attempting fo tamper with the electronic seal by
heating the lock 60. Transceiver 74 preferably receives an output from sensing circuitry
72, which is operative to provide transmitted information indicating whether the
conductive loop 66 is intact as well as information received from sensor 70 via

conductive loop 66.
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enpl oyed to receive information which is transmtted

by RF transceiver 74 and indicates when the shaft
W@oorotiosds2®0 is | ocated in | ockabl e or | ocked ePQRU0®EN101051

with |ock 60 and when the shaft portion 50 is _

separated from|lock 60 due to either tanpering 5 wth

the seal, whigch .of may not.result.in breakage of

the sharCoRerEfel baRlest Holuine” fsbirghgBienuon may be
empsibddt tp @edei ilEOrmaditbnl QEkcHO®: BMnsitRd B kay tﬁaﬁsdéﬂ{egcﬁ and

e

. Jock 60. It is appreciated that the provision of _
indiggies @Her ghes plabl pertign 99) i docatsdr mulockaple or tasked pagagament with

' i S -l En_l.ackabl t .
ook 1 Fhin 4000 L S5BHEEE ) BAEAPAB: FOARSP B o
witls theaed} wilichmeuy drasky €8 réselt i BieakQRSFhe $Ha6t pbBicd $00We mutual
for recordi n% of .engagenents and di sengagenents of

diseggagemenh ek shah oo 9nddrek Ghby ving a keypiordockileek 6that
he sw tich | | : | et .
Flos.  sAtTs S0 LaP ) lSIAE GF G BRELERE Sl sgnsine
circoftryFi2g®. sehée Whé’rFtheFéxﬁﬁrmmlﬁxmdﬁ(s ilsrsﬂomt&?dﬁlobfaaﬂﬁ gsgagdent with
; ol f
toci? B g3 iR RS ST ROTBRIbisceamaier A odasd for any reason, and
alloWRITS! fedbidhith 8MehdAR&NhANE YR URenAEEALHRRESH N %ﬁlﬁ?)ﬂ 50 and lock

preferred embodinent of the preSent inventi
60.r espective unl ocked and | ocked operative

orientatjons. As seen jn Fi.gs.. 4A and 4B, there is_

provi ded' ¥ %pQFFﬁéart‘?‘fgﬂ @‘Fa?ﬁil@ﬁ Sheum, Frég‘e!lgﬂ%’é??fﬂdeemb"dumms of
FigeBact sBohtalse st emBioybd B 186 emBblhepRIPF S Aa ghaf t

portion 150, which is 20 integrally forned wth or

fixed tdefergegesingowi mede ttoyFigad 4Ar and 4B, vehichoti simplified

redif EBRMAROBE oA R B BeERF 8 Yo

accdrdadcalwvith 4 pRfelfed, enfiodirgéra i Yhef REsdREINVEAdNAR rébpe@veUinlocked
d rgove 156 which is adapted for | ockable engagenent
an

f@ﬁpifﬁﬂ‘{?)praené@ékoﬁéspondi ng | ocking el enent 158
form ng Apvﬁslregllg] 9{)1?1 AR %ﬁc}l/ llﬁgt(:lxie{?og r&v@@edd;}e{ain[ﬁgxf—regiﬁgaﬁlt geélsable

socket, era an actua
lockabRSelawtgmit st 1whichcprefsdfbly scohiiBess hoshafit porhien al 50, which is

., key-aoperated | ogk, it being appreciated that any

il PRBI R oF fy5bicch SS0R Ry g REAFST PYIDR 152. Shatt
H n v ] . f i .

ror QSO IBPBENET) DB Byt B SR Pl o

lockablertipui 54, ipreferablynfoomkd rgtht dreundeedut grdoviesl S6rwldels isohdapted for

| f i h Ki,
toel B RreetSa! UPreith bR B g N A IgRE 55 IrSUn part of

a lotloek@lRktlioh dbBifted & sockEt, RABELHRRIILIR RIS Gn ta@tu@or such as a
integrally formed with a sensing cap 162. Shaft

maghet 1Glo hoals boGisdices siomip torbsladeroparasiidae if bengyappireciated that
any RAE 'sﬁ%sblel@%e of lock may be employed. The locking engagement between tip
154 of shaft portion 150 and locking element 158 is preferably such that without first

unlocking the lock, it is impossible to remove the tip 154 from engagement with the
locking element 158 without breaking the shaft portion 150. Lockable tip 154 is
preferably attached to or integrally formed with a sensing cap 162.

Shaft portion 150 preferably includes weakened frangible portions 163,
164 and 165, preferably having a lesser thickness than the remainder of the shaft portion
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164 and 165, preferably having a | esser thickness than
the remai nder of the shaft portion 10 WO 2004/ 053626
wWEDALERBRO3/ 001051 150. Frangi bl e portion 163P¢EIL2003/001051
preferably | ocated internmediate sensing circuitry and
transcei ver portion 152 and nost of shaft portion 150.

r i-ble rti.ons. 164 6 ar r ef er abl | ocat.ed
15 AR SEBb 1835 RaRRRy IR irterfe R Sy’ QBRI ana
trambygv@alortibro ¢l hadgost of shafigiobich PRI, Fraidshld §3stioch6468R8d 165

165 are illustrated in Figs. 4A and 4B. 5 At | east one

are IRIFAOLY Jeeategol Hipdt ﬁ@@ﬁ)é%ai&l gt axlpeation edinesul ips .t Typical
locAlok of RarktBlo Bafichs R8s 0 RN AR Figh 303,
150 pr odAtésast adiescmdnetiei opol 66 imgeiefabtarktcatianigeughn shaft

o R e S S0, it e o
the \‘;smﬁimlf] Wetdoke 50! I%g@lrcl:gs Q- qifsh&tiah oy sEAMNAR! g@ :ilrgﬁfei PtSperties,

conduct i oop 166 there 1 s provide
suchragpha glectrymsguetichmablianical endipetietesl mopertich eofahe wahdirctive

i ocket is arat.ed .therefromb east a .
toop 165 FsRaRTY Sebeie preeniss Wi JonfiEvR I RALIER Swredfed o
probiuqity RRABIEtWiGah liy PRl RHers \Whd GbudBB.in Wt GBclte? is separated
closed only when in propinquity to magnet 161, such

thergromh by athladst pdhreshotd H5tence. Preférablialice popinquatikeswitch is a

n ment_.w th.l.o 160, lt.is.appreciated that. shaft
PR e S by e s idsp PBRLRE b i P nbemer
161G oisthlss twhied shafPpsrtiofasH isah 1odkbbIB ofBIEkbdEhdddemnt SVt 168k 160.

the operation of which may or may not be |linked to

t he operlatip cwpesciatest that ehabinepriieny 150 owier ecomttdise | @igapr more
i ' r rdi i riy.t . | ectraoni .
ad Ul SO 1R, AW AR okt R S RGN Swbich
may b aakiynestt beofinkdietopthe s@rtatioh rofelotk A6 mdnahy@reade ddftional
. s in eIectngaL contagt wi th conductive | oop 166.
infosmationipeanding the intzrity phthe elgsirgnic sedludes at | east one
sensor 1X@diti§ﬁkﬁf§7, A aR ot LAREY AN lﬁ;@e&ﬁ%a %Enbg[im%lﬁl OF the present
sui tabl e sensor, and conmnuni cat via conductive | o
invé@B®nwsenbing ears i 6iyisan ekeviricelycoh@2t with conductipploppiléabefknsing cap

t hat., tho in the illustrated enbodi nent sensor
163, Pty SRidSS S heite iz D) BB o BRPOGE SPog o6 other

suitiBIe $&HsSr, bR cHMuBldaRk R do@hfive Soop LAk R sékin@R¥rcuitry 172.
suitable | ocation in conununicati on with conducti ve

| oop 166t ipgprreciated chadagver thiugh ia the dlustated esrtodithent sensor

17l A PARRE P 191 rd RSk B Ll By e
loc&ted StUink it ochtich s @OhiviRhidaa6h o cbbductiSe Isdp %6,

circuitry 172 is electrically coupled to conductive )
| oop accordance with a preferréd embodiment of the present invention,

sensing circuitry 172 and an RF transceiver 174 are housed within sensing circuitry and
transceiver portion 152. Sensing circuitry 172 is electrically coupled to conductive loop
166 and senses the integrity thereof. In another preferred embodiment, sensing circuitry
172 is also operative to receive indications from sensor 170, such as a change in
temperature, which might be caused, for example, by someone attempting to tamper
with the electronic seal by heating the lock 160. Transceiver 174 preferably receives an

output from sensing circuitry 172, which is operative to provide transmitted information
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166 and senses the integrity thereof. In another

preferred enbodi nent, sensing circuitry 172 is also
wop@rasicee to receive indications fromsensor RCDIL2008¢101051

as a change in 30 tenperature, which m ght be caused,

for exanple, by someone attenpting to tanper wth the

md%%tzﬁzg; E{(}el(réra ﬁ}ea!:on%ylctl eafooggm% & i %gtk#' gv%l Sag :]la Oﬁlégﬁ(}/n received

y recel ves out

fromisemsot 1 7¢/ vik €3ndwidiiive fodpsl 66per at i ve to provi de
transmtted information 11 WO 2004/ 053626
PCT/ | L20o3reotemsl Wiislhse alioRgoieet temitnh dngordapn) visay be

emﬁl P BedeSye 19‘%‘31\%&%?1 ch. &St fnq{t&ﬁ%goﬁ&t?ﬁﬁé Y& 174 and

rom sensor a conduct ve nvent | onal
indshtee wvbss thstiafiopirtign ¢50 dulocatyd @mb;tcksllslew)lodltad{ eiik%gement with

e 0 o receive informatjon which is transmitte
100163’8{92@1/“{9%%{ &t dhey g‘?aftl meﬁﬂdf%slsl YarRedeSomnienk t1p8 @ﬁarﬁt either
tamP&tidd Rth 4RO sdad, ‘leﬁi%ﬁt b'mbh ﬁgﬁ%&ﬁt b}e %%%dof the shaft portion

engagenent wi th [ock 160 and portion
1501 50 ningual ediaengrgeinént auf) shoft kporieh difie atld) lecbkt h&d by using a key to

with the seal, which may or nay not result
(%Hga%kggge of the shaft portion 150, or mnutua
di sengagesmedn of Fi?sﬁfétA et 4]9”%5%1@?:9—1745%’[ Jr@leamé Jlockable
using a key to ock lock 160. 10 ‘As seen in

elecﬂmmé’rﬁ?ahéso tieferallyplecludess éltaamond@uk%b IsecH a&:kraBIFetransponder

t aI fera i ncl.u ansp onder
chis 5 SO, SoREE, 130 P B s A (R W R B re
recdﬁ)ﬂf/ﬁrdtr@ﬁutlﬁx@u&bﬁ fesabbiyder r180 lﬂfﬁ%ﬁrﬁﬂ/el tD GG RF irkSenatioH GBlating

receive/transmt tor. Transponder 180

an
to ﬂilesloelb é@oat"la«@etl%dltcwr@ﬁﬂ@cam@ﬂ@ sheeft pertion d p&ttp g sensing ¢iecuitry
77l ock 160, via the inductor 182 located in shaft
portion 150, to the sensing circuitry 15 172. It is
ap p reci dt dsl dppeecidtdie thoit alse Sirovisioh dthehet tramppadider80186d the

d ﬁgf gguctor 182 enables sen5|q? Circuitry 172 to
in 1iLCé‘tro | SPeBiCReteRSRS t FERNERT tit/édtopyecord dRFatRy treggmitted by
I )
tran gl DD helategPtol B fockpB60, S Tor Sl R mfiber of the
lodshﬁfﬁmpdheﬁﬂmﬂmﬁah&&ppﬂukmhﬂ)mgném@aggamy@mhhﬂﬁhmkWhh It is
is 20 f a reC|a that th VISI n of the
forthdr BpTled R JOVRGn, fater BRoneRer dRABsTs R 152

enaliled Sk Yeirkhidryl D725@NBRse IR thB ShathBbtioR A5 '1sof6c§t§@ 111(1%ckable
| ocated in | ockable or |ocked engagenment wth

or lodmd smgegearent rv@ﬂlsbsktwﬁ ortwhem theGhafe peeivar Eileid sepanmd from
lock P&g)éoé%g trggsgﬁ, ﬁgrﬁg)ﬁwgggggpgg{dgﬁgl engfagémen S d1sg1gaoements
of shaft portion 150 and lock 160.

Additionally, it is appreciated that the provision of the switch 168
enables sensing circuitry 172 to sense when the shaft portion 150 is located in lockable
engagement with Jock 160 and when the shaft portion 150 is separated from lock 160
for any reason, and allows for recording of engagements and disengagements of shaft
portion 150 and lock 160.

Reference is now made to Figs. 5A, 5B and 5C, which are simplified

pictorial illustrations of a press-fit electronic seal constructed and operative in

accordance with yet another preferred embodiment of the present invention.
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of shaft portion 150 and | ock 160. 25 Additionally, it

is appreciated that the provision of the switch 168
Wer@blos®26ensi ng circuitry 172 to sense when tPeT/H2ad3001051

portion 150 is located in | ockable engagenent wth

| ock 160 and when the shaft portion 150 is separated

fromloc 60 . for Vo and al.l for .

Fecor di ni Srndn e ameed 3B B Bfio et et rediposente
elemmid geal 1wRicAnstefetublky L6Rprisds RetesBRCshdfs pBAWNNRSIE Which is
. Fi %S' 5A, 5B and 5C, which are sinplified pictorial
intserallysformed with osfixgd Bt &S§SsG ClEuest ashiransseiygr portion 252. Shaft

porfiA DD EREA da RN Srllng B WoHRRGEIMN Wt Yihinates in o

preds2fitViip 2604+bkB 6RAuRCST tdngiggiiia@ QBB xedAwithigenrdcassHings shown)
5 d_.5B, th [ jded a ta r-resistant, .

o S e B SIS oL S0 e e

locllgiﬁg' 38hlee 2581, ;{c?é’srslﬁ %tﬂggg%%en’c’\’ﬂétwgeﬁ ﬁP 2SRt R Yh A h&tion 250 and

b
_formed with or fixed a sensing cifcuitry an
single-aiss dakingy squbett 2o ivp@fergiinfoonstpotdd such2@®6bt firisfismpakdihle to

remAg i g+ fiom 1 spelise Pec R ol ZShmitient eeliaeiter the
shaftepéitib 2P o2 ke fsimeRdusdt fRkidgasdcReEsSss (TR Aﬁ&‘gm) engagement
forned at a forward end theréof and adapt ed for

betyyeanspress-fit i g2 emdpinglaiust lackiigngpcket 258 is Isudkibatyths apkiétation

258, -fi. ‘ i p,254 qf f
o R By RS 2 B b e e
parPboL iRl BBbyfiCHn 954 Usdleding tigh sdnditly dab 15% tidngéﬁitéofr@mt fhe shaft

renpve the tig 254 fromthe single-use | ocking socket

portiore2 i, spilar 1 fehesagbas haripahove with refeagnce poFig 8A. 250

or the s{ - ' 5 T ressrfit. n
onoagemes R BHSE 2 BISkaGD difdes " Reail it BRASRE okon 263,
localitexi: h}tﬁme;slta?é(ﬂie 2béng ﬁirau;rh aflh atantdrelﬁreagphicmalizﬁmd glg 8@ 254.
oW | eve rce . to the sjngle-use | ocking socket
Frapgible oritm P05 Soved rhas solesst deiskngss trandhe regaipies el e shatt
. AL . I
porkipP2 5P hddificrds abkibRBORRAS (A BRnF By LRARAALRLE i Aible
locdtmne ploab okaft partibn 28d.er ence to Fig. 2A. 15 Shaft

ti ef erabl.y .inc|l ude weakened frangi ble .
Por t1 on SbasBl 08 otBHUr Ro Bt P ERECUE ASIAGS Trom sensing
circityC Hhd fdan@RE/el HRRRMED YL kB Ili IsRA¥t PeRicdNds6 REd tiP 2224md is

Frangible portion 263 typically has a | esser thickness
configungdtand meyni¢chieshadf partien 2A8f suchpgbatt hroakags®f the shaft portion

2so A1 TR SRS Bl AU R
elect@fhagnetic, mechanical and/or thermal properties, of the conductive loop 266. In
accordance with a preferred embodiment of the present invention, sensing cap 256 is
attached to tip 254 such that it is in electrical contact with conductive loop 266. Sensing
cap 256 preferably includes at least one sensor 270, such as a temperature sensor or any
other suitable sensor. Sensor 270 is preferably electrically connected to conductive loop
266 and is operative to transmit information via conductive loop 266 to sensing circuitry
272.
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20 At | east one conductive | oop 266 preferably extends
fromsensing circuitry and transceiver portion 252
wao booslosis2ehaft portion 250 and tip 254 and i s PCT/IL2003/001051
configured and nmounted in shaft portion 250, such that
breakage of the shaft portion 250 produces a
di sconn [ g £ t | j
such a5 1 Fevbir st 8L oGP BTHE ooty BhORREkA Sncor
270 tihreaet agiaogersbnsgsy capf 236hene ondioed sengors QP n2ftaltetmatiREly be

accordance with a preferred enbodi nent of the esent
locajqdyal ARY FHtabledpcating M eBERCHion with sendagiitedoer %%54

such th it 1S CLL . By .
Coop ooa eRtorifce wih @ félrgg&%pe?ggﬁgg%m% fheCARRHE tih¥eiion,

sensirga sircwing 258 nsdr a 2ia0scesechsuab @ dre Rfetraisucivers2is are dioused

...an ot her suitable sensor..S or, 270 i.s preferab ]
witf Yoo e Sien S ARSI GOHISRaE: P B a8 g oy i
elecﬁ&%ﬂ?t bYBIAD thT BGRRbEvd NHES NP4 oa@ldws@nsesmﬁecmt%@ty 0@Rreof.

266 to sénsing circuitry 30 272. 13 WO 2004/ 053626
Addenally.2ensing Giositry 3712 issprafsprbéyc blsp expetaltiaie fo asasivet indisghons

in the,ill d_enbodi : 270.is._| d
fron, B840, SHAL A oS B SR SRR e g s 8 3P ot
by RnicdhOattbmplivg B tarhiee akidd tRd eRBiYorfisliskabhyehéRieat the Rirgle-use

communi cation with conductive | oop 266. |n accordance
lockjpg pockepP el edlierdatiiebo dermtg chtuithe 7greaehe opaialHe it@Aeceive

. 4 [S tLy i [, . )
AT Y LR B BESIGh R Sias
locking sgkétr2B8 papciebdribed heteielopar ti on 252, Sensi ng
Ci rcui trﬁ/y 272 preferably is electrically coupled to . .
conduct i FEISCHBR DeressinessEnQER Ut fem spasing pifGptH 4 g¥hich is

operafid 1d ﬁ\'{}@idleanoﬁﬁﬁ?dnqui%%tﬁﬁ’u\kfﬁétﬂerzrﬂ%c&rﬂu@ﬁ@ef 1%5&21% iAnBRt as

operative to receive indications Trom sensor
wellsac infarsmatiba meggesveid nfrdre rsprsoa 200 evia whiditive thvp 166, Cansadional
. for exanple, .10 by soneone atteppting tqQ tanper with .
WirglRs PR HgnfIECHd |<n963'151ﬂ@"5? i @mﬁgwgﬁgwg civg GeeRAgion
whiSP §K@hnséRfed BY RET BalbdGdry2745RARMAYL Snfferhl With2thé BBl which

be operative to receive i ndi cations of engagement or :
resulis de rhgeelegee of thefcontiadttve doont 26, agd/0r Ao pthst mjbmmaiion received

| ocki socket ,258, as descri.hed. her ei nbel.ow.

fronm S0, SRS péatihe dt e Sa Ob B Sindfé Fs ISR baplser 258.
Circui trps seérin Mk CIA bid SB5the RRIpRL-ivé@odkand§RIEDBS preferably
i nformation indicating whether the conductive | oop 266

inclpdesj ragspoader ), |suels ap ihoRFretanependet ehipeand shafi ertipar 250
R R4 B e G LR Gt
Trafispofder 28011 opérativeotd transmit information relating to the single-use locking
socket 258, via the inductor 282 located in shaft portion 250, to the sensing circuitry
272. It is appreciated that the provision of the transponder 280 and the inductor 282
enables sensing circuitry 272 to record information about the single-use locking socket
258, such as, for example, a serial number of the single-use locking socket 258 and the
fact that shaft portion 250 is in locking engagement therewith. It is further appreciated
that the provision of the transponder 280 and the inductor 282 enables sensing circuitry

272 to sense when the shaft portion 250 is in engagement with single-use locking socket

258 and when the shaft portion 250 is separated from single-use locking socket 258.

14
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which is transmtted by RF transceiver 274 indicating

tanpering with the seal, which results in breakage of
W0 b@4os3sdact i ve | oop 266 and/ or any ot her i nf oP@EIL2008/001051

received 20 from sensor 270, such as heating or

renoval of the single-use | ocking socket 258. As seen

in Figs...5A and 5B, the single-use | ocki socket 2

et e alig. SOl B RaHGes Moraee LUtk Rs and
sepdrb@dSHABEableGRAR poddd 25haf t portion 250 preferably

i ncludes an inductor 282, such as an RF

r ecei ve/lt isappractatgdidiaicthe switclr showsp onthe ill@gBtedsmbodiments of

. operative t.o transmt,informati.on rel.ati t p~t he
rigEBRG o S o bt PRERsa LR elPhudal F 88 et or 282
| ocat ed It Rviihed tappretihic@Nby PRisoh® skilled SigiNik Nt Glhdt Ctlk tr¥sent
272. 1t i s appreciated that the PYOVISIOH of the

inventigp & didriteddly sl hambeannagiquinrlyxbown and Besssbekheseingbove.
[.r G t T2:.t@Q r i nat i. oyt .. t I
Radil ! g8 B ol SREE, VIR LAWY Woppigiope and
sub&nstgnatiins 0l Heerariofis fdagra dugttbadsrrdindiags %ol ketarZdhidns and
d the fact that shaft portion 250 is in |locking
mocgﬁ@aégéﬁe‘ﬁlemb HEPWd; @qsur [t pegsqngy shilked p dhe crtaipep geading the
Rat: | Sl 0f transponder 280 and the
sP&%ﬁ%ﬁ@%ggdg%%ﬁgﬁggﬁggﬂgi §Fﬁ%@circuitry 272 to sense
when the shaft portion 250 is in engagenent with
si ngl e-use | ocking socket 258 and when the shaft
portion 250 is separated from single-use |ocking
socket 258. 14 WD 2004/ 053626 PCT/1L2003/ 001051 Fig.
5Cillustrates the breakage of single-use | ocking
socket 258 and separation of reusable shaft portion
250. It is appreciated that the switch shown in the
illustrated enbodi nents of Figs. 3A - 3B can al so be
enpl oyed in the enbodi ment of Figs. 5A - 5C. 5 It wll
be appreciated by persons skilled in the art that the
present invention is not Iimted by what has been
particularly shown and descri bed herei nabove. Rather
the scope of the present invention includes both
conbi nati ons and sub conbi nations of the various
features descri bed herei nabove as well as variations
and nodifications which would occur to persons
skilled in the art upon reading the 10 specification
and which are not in the prior art. 15 WO 2004/ 053626
PCT/ 1 L2003/ 001051 CLAI M5
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1. Atanper-resistant renotely nonitorable electronic
seal conprising: a shaft portion; 5 a sensor; a
W@ o@ko53626 r anged t o engage said shaft porti on ROTIR803d01051
sensor in a nonitorable manner; and a wrel ess
conmuni cator associated wth at | east one of said
shaft portion, said Se?iﬁgﬁﬁyﬁﬁ sai d socket and being
operative to provide a 10 nonitorable
i ndi cation of at |east one nonitorable event, said
sensor being operative to sense application of force
L. to sai d Admparresstentsemptehimaritaiphle plsetronic seah apmpmdsing:
said Sh@{&mﬁ&kﬂhﬁp fromsaid socket and to indicate
said application of force as one of said at |east one

noni t or abdeds@yent. 15 2. A tanper-resistant renotely
nmoni torabl e el ectronic seal according to claim1l and

wher ei n & aPkek @Hapged; o shesage o shafl ortipns@k gaid sensor in a

mofikEenganenEni,of said shaft portion and said sensor
and to indi cate said di sengagenent as one of said at

| east oree wirness t @nabimcave assocRG®d3witA stabgasr ene sifssatdtshaft

.enpt el y nonitaorahl.e el ectroni ¢ seal according.to
porif | T SETb o SBEnTRE 3T oP<Gesh SPRGLER GO bR IdEae ofgmotely
mo®idreb18 B datiBR bf 4tQBasRBEk SHRRALBIERYentSal d sensor. 4. A
tanper-resistant remotely nonitorabl e el ectronic seal

accor di rigid eenses lfing mperaived oh eersie nappdicdtisre nfoforce to said
rises at erature senso jch.is eratjve.to
el P Bn! SERES A SoGBEREl U BiuioR ARG it okl g 1o
indiche seidfapbleasting oBfdRELAIRIOTsAI8 At 1ehfIoas hgﬁin%oﬁ%l@a%nef

said at |east one nonitorable event.
tanper-resistant renotely nonitorable el ectronic sea

di ¢l aj d_al L.Si | A
2. gﬁgo: elt 2,? nt%%ser?r%ﬁ%’éagfn ggaxi‘;i?t%fér @@8@%@%&%@9 Ss%%ldac%%lsémg to

claighafahd pdieteiosaid eénsbeisadlsi BgeradettoSenss digengagenhdht 98k4ld shaft
socggi i.ndependently of said shaft portion and

poriiprepnd} $rid AFR§O5 AR 10 Pdiaicotrid Aisprasesmentiascaagighisaid at least one

moﬁ&fréﬂl@@venﬂher eby application 16 WO 2004/053626
PCT/1L2003/ 001051 of a force to separate said shaft
portion fromsaid socket causes breakage between said
sensin and sajd shaft portjon at said frangi ble

3. port | og ’X%ﬁpeﬁ-rﬁpétgﬂtaégn?tglygﬁ)gng?rablae electronic seaqgaccordmg to

claim 1 and also comprising a sensing cap mounted on said shaft portion and supporting

said sensor.

4. A tamper-resistant remotely monitorable electronic seal according to
claim 1 and wherein said sensor comprises a temperature sensor which is operative to
monitor heating of said socket and to indicate heating thereof beyond a predetermined

threshold as one of said at least one monitorable event.

5. A tamper-resistant remotely monitorable electronic seal according to
claim 3 and also comprising at least one retaining ring engaging said socket and said
shaft portion for retaining said sensing cap in said socket independently of said shaft

portion and wherein said shaft portion includes a frangible portion, whereby application

16
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said at | east one nonitorable event. 5 6. A
tanper-resi stant renotely nonitorable el ectronic seal
waecwansiongg to claim 1l and wherein said socketPCT/IL2003/001051
conprises a single-use socket. 7. A tanper-resistant
renotely nonitorable electronic seal according to
claim 1 and wherein saj.d socket. is. a nechanicall .
of £ il sBEGiecard T Bttige P FELF g Feakgeepgveen said
senbBRichP ol lsgid ehes ot atse@d faeHBkHoRGod Whi&d @fe@]{%eﬁg Gne of
.Wherein said socket conprises a transponder and said
saidgideast prsy mpwitoralloepetitses an i nductor, said transponder
bei ng operative to transmt information relating to
sai d socket, via said inductor, to said wireless
6. conmuni cAt@mpedfesBtant rtABREN MREbAEbRNEIERHRE aky according to
moni t rﬁbl e electronic seal according to claim7 and
Cla%gﬁ%c? Whersingaid soskef cREEiseschginglewse so6ked t r ansponder
and said inductor conprises an RF receive/transmt
i nduct or and wherein said inductor conmunicates via
7. at | eastAcampesrdistino reruteBn diongotableoightrsiné Gesihadobrding to
.portipn to sajd wreless . 20 communi cator. 10. A.
cl Lﬁ%CFWP@fgﬁ \gﬂ(@r’r‘b? geghapnally deckable segkstt r oni ¢ seal
according to claim1l and wherein said shaft portion
i ncl udes at | east one conductor which is interrupted
8. in respohsiemper-wsiszny ageoteht mohitsablt slbetfdni@Geili aRoRREs to
claisaild sensor .and., 25 wherei n. sai d di sengagenent, results
P ToR& SYbeLan (Paifh Spekes (CoBEistio A EUISRRIGET Apéngaid jspaft sportion
cordpRBLAT EBdSTE 3MH tFRANRInAbYbIRNb A4 ARItE g%h&ﬁﬁ £ B et R ating
according to claim1l and wherein sald conmunicator Is
to spig saeksd vihsaid Bdnstiondo edifd sdiclesy cemuhunicatonuni cat or
housing integrally formed with said shaft portion. 30
12. A tanper-resistant renotely nonitorable electronic
9. seal accortginper-feistadit O ARMitYABICEBCtdME §edlSaccording to
.associ ated wth said at | east one conductor at | east
claigyy g and whypsin stid towspEEePeTnpiises @8/RI) tosspongeropidrgid tnductor
| LCh: f V. ct.uat.or._associ at ed. .
co e R AR T B e bR S i PR R P icgtes v
at kegiaoat ecoriduchnr saitehdag kidtoughi shid WilaBh posticidapeghidnehireless

communicator.

10. A tamper-resistant remotely monitorable electronic seal according to
claim 1 and wherein said shaft portion includes at least one conductor which is
interrupted in response to disengagement of said shaft portion and said sensor and

wherein said disengagement results in one of said at least one monitorable event.

11. A tamper-resistant remotely monitorable electronic seal according to
claim 1 and wherein said communicator is located in a sensing circuitry and

communicator housing integrally formed with said shaft portion.

12. A tamper-resistant remotely monitorable electronic seal according to

claim 10 and wherein there is associated with said at least one conductor at least one
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said at | east one conductive path is broken, producing
one of said at |east one nonitorable event. 5 13. A

WO 20p05362€si st ant renotely nonitorabl e el ect r oPCTIIRe@/001051
according to claim 12 and wherein said at | east one
propi nquity switch conprises at | east one nmmgnetic

swi t.ch a sal.d actuator, conpri s net 14., A
profiehif sPEh 3Pl 35 cHBtaRy TRORY (RRaT FRraRed ot iy Socket
whe2€S 0Kt @id shaftGloadidh i samatwhﬁb@ﬂ id ket saiaaflitcRes pe@Bd and

conpri ses a frangi ble shaft portion having a | ockable

saidy @t tieash onanepngustives pethels broken: i Rroguaing quki plf seidenteirast one
nmﬁmﬁﬁﬁg .10 engage said | ockable 15 portion in a
e manner, whereby di sengagenent of said
Iocklng el ement and said shaft portion results in one
of said at | east one nonitorable event.

13-t anper - rled P@PW%@%F@PVG%WP%W&WFedW&W @ﬁalcacge@ung to
claifC ¢ raﬁ*ﬂd”@h@r@m clidl 0 itk and n}ii‘g?ﬁlagl %W_ltgh Sc%ﬂ’?p ses at east one

conprises a tenperature se I'S operative
magh@tierewit¢hoandreaat dangltcnfcom'rislesmnkgnet.and to indicate

heati ng thereof beyond a predeterm ned threshold as

one of said at |east one nonitorable event. 16. A

14.t anper - r@Stal%@fnltem@ﬁﬁp&&h&eﬁmﬁbhﬂaﬁﬂleeels&@&ﬁé %Qélcac%gﬁ‘llmg to

according to claim 14 and wherein said socket
claimolngd wheeia: t r ansponder and sal d shaft portl on 25

coar ot b vand St BERR o R bR Sl pRgohhpving ajlockable

porﬁ(ﬁplﬁﬁ& via said inductor, to sai d W rel ess
communi cator. 17. A tarrper- resi stant renotely
moni t or #pidesogkes somprises adlecliing elewent avpnged tocﬂngagn sl bnkjable

e RN e e e

said shetfi baionasehiwhie bed 6F sard 4 leammiﬁtr@@mﬁ)@aﬁwev@at es via at
| east one conductor extending through said shaft

portion to said wireless conmunicator. 18
15. A tamper-resistant remotely monitorable electronic seal according to

claim 14 and wherein said sensor comprises a temperature sensor which is operative to
monitor heating of said socket and to indicate heating thereof beyond a predetermined

threshold as one of said at least one monitorable event.

16. A tamper-resistant remotely monitorable electronic seal according to
claim 14 and wherein said socket comprises a transponder and said shaft portion
comprises an inductor, said transponder being operative to transmit information relating

to said socket, via said inductor, to said wireless communicator.

17. A tamper-resistant remotely monitorable electronic seal according to
claim 16 and wherein said transponder comprises an RF transponder and said inductor
comprises an RF receive/transmit inductor and wherein said inductor communicates via
at least one conductor extending through said shaft portion to said wireless

communicator.
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