DISJOINT PATH COMPUTATION ALGORITHM TECHNICAL FIELD Embodiments of the present
invention relate to a system for managing multiprotocol label switching over a network. Specifically, the
embodiments of the invention relate to a method and system for determining an optimal back-up path
for a primary label switch path. BACKGROUND 10M:ultiprotecol label. switching (MPLS) is a
teohnoloay utilized to manage traffic over a network. MPLS uses labels that are assigned to a stream
of traffic to route the traffic across the network. Each node of the network supports MPLS by reviewing
incoming traffic received over the network and forwardi'r?g that traffic based on its label. 15IVIPLS
networks with traffic engineering capabilities can optimize traffic engineering resource allocation for

customized traffic services. In Wi fHpinvelaith iaiia frureesinackerminary label switch path
(LSP) is set up for each customized traffic service. The primary LSP is calculated using a constrained

shortest path first (CSRF) algorithm. The primary LSP is usually calculated at the head-end node,
which 20 is the noggghsteapFIEDRYinates. The establishment of the primary LSP can be

automated. The automated geperation of an LSP can. be done by the head-end node Or a.separate
path computation elemerﬁ?}gg] yents %\fo l:t)%\eclgﬁ"ﬁel‘_l‘sﬂlfgflté%%h*%ggtg‘toﬁizae&% }cqgédr\f?cte}%"?ﬁilized in
case of a failufe obthiipriroary hSP swidchingstivercomfiurdd Rpendiniily Etheheofgdintienks if the back-up

15 LSP is manualysclesied R GRS RSB A PR bprARITAA Sisalning path that

can be relied upon w primary LSP is in a'state of failure. The techniques for manual
configuration of therbai-Labat switelenade link coloring and node exclusion. However, these techniques
rely heavily on an administrator to manually 30 configure the back-up LSP. As a result, the

configuration of the back-up :L.SP i
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10 Multiprotocol label switching (MPLS) is a technology utilized to manage traffic
over a network. MPLS uses labels that are assigned to a stream of traffic fo route the
traffic across the network. Each node of the network supports MPLS by reviewing
incoming traffic received over the network and forwarding that traffic based on its
label.

15 MPLS networks with teaffic engineering capabilities can optimize traffic
engineering resource aflocation for customized traffic services. In MPLS networks with
traffic engineering, the primary fabel switch path (LSP) is set up for each customized
traffic service. The primary LSP is calculated using & constrained shortest path first
(CSPF) algorithm. The primary LSP is usually calculated at the head-end node, which

20 s the node where a path originates. The establishment of the primary LSP can be
automated. The automated generation of an L.SP can be done by the head-end node ora
separate path computation element (PCE).

A back-up LSP for each customized traffic service is utilized in case of a failure

of the primary LSP and must be configured manually. Each of the finks in the back-up
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LSP is manually selected to construct a back-up LSP with a goal of creating a
disjointed path that can be relied upon when the primary LSP is in a state of failure.
The techniques for manual configuration of the back-up LSP inchade link coloring and
node exclusion.

However, these techniques rely heavily on an administrator to manually
30 configure the back-up LSP. As a result, the configuration of the back-up LSP is prone
to human exror. The administrators that are establishing the back-up LSPs have to

verify themselves that the back-up LSPs meet all the constraints or requirements of the



to human error. The administrators that are establishing the back-up LSPs have to verify themselves
that the back-up LSPs meet all the constraints or requirements of the -2- customized traffic service.
They must manually determine that the back-up LSPs provide the maximum possible protection or
have the maximum disjointedness from the primary LS Ps. $ SUMMARY A method performed on a
network element implementing Multiprotoc.ol Label Switching (MPLS) to automatically create an
optimal deterministic back-up Label Switch Path (1..SPj that is maximally disjointed from a primary
LSP to provide a reliable back up to the primary LSP, the method comprising the steps of: receiving a
10 request for a generation of an LS.P by the network element via a signaling protocol; determining

that the rattiest fogthe gengratign. ofdhe.L SRuis fantiehackiip deRRniac ating wackdnkp thes primary

|.SP in a traffic engineering database in response to determining that the request iséor thg back-up
LSP; modifying e &6AVitk B tRESPHAHSER PIAEHam e YR iﬁ’@"ﬂ‘é’fﬁﬁggﬂ%“ﬁ VE% R cost
other than an actuyg bnieest.3bsto discourage use of each link of the primary LSP in the back-up LSP;
executing a Constrained Shortest Path First (CSPF) algorithm. on the traffic engineering database to
obtain the back-up LSP, wherein the back-up 1...SP has a maximum disjointedness from the primary
LSP due to asnodsiedeeR ST each link of the primary LISP in the traffic engineering database; and
returning the back-up LIPia 5, SARIAGRTPIRG0LE i P IEMIRR AR AMARHRAMY g ocol

Label Switching (MWLS) t(’g1 a atically create an optimal deterministic backup Label Switch Path

(LSP) that is maxifvelshitigj RIS iramatormeitorlly SEEaEs b waimat cpieeitk dpdothd-phfhary

1..SP, the systemsearIPHagi 3 BbehsvdtehLauier agdgpisddoraselv pradRyuest fer :gaaeration of an
LISP and adapted to call a path computation element to obtain the LISP 25 and to.return the LSP to a
requester; and the§SatlechrRl BRa R IS IR (BPE RSP COMBr IBS (6 HERS St K E Pt E
adapted to deferminpahetherdheraiuest farilse benbeaitvwak therdBPvis fosignblbink prptdd&P,

Wherein the. PCE (AT (Sito-Gaeh il ot g By L2l Lt e e tabase
to have a 30 modifiedting saciviiskeid the priceifictiStbit disedinrapeisassanfiaiahareontFReNINMAAPY LISP in
the back-up LSP, whgiGiRDa R R ANGPICHINEHRCHIEA SAUAINGL SRAMAK JTib fifdCSPF)
algorithm on the traffi.c engineering database to obtain the back-up LISP, )

L.SP in the traffic engineering database to have a link cost other than an actual link cost

15 to discourage use of each link of the primary LSP in the back-up LSP; executing a
Constrained Shortest Path First (CSPF) algorithm on the traffic engineering database to
obtain the back-up LSP, wherein the back-up LSP has a maximum disjointedness from
the primary LSP due to a modified cost of each link of the primary LSP in the traffic
engineering database; and returning the back-up LSP via the signaling protocol.

20 A system for implementing Multiprotocol Label Switching (MPLS) to
automatically create an optimal deterministic back-up Label Switch Path (LSP) that is
maximally disjointed from a primary LSP to provide a reliable back up to the primary
L.SP, the system comprising: a label switch router adapted to receive a request for a

generation of an LSP and adapted to call a path computation element to obtain the LSP
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and to retam the LSP to a requestor; and the path computation element (PCE) coupled
fo the label switch router, the PCE adapted to determine whether the request for the
generation of the LSP is for a back-up LSP, wherein the PCE is adapted to locate each
link of the primary LSP in a traffic engineering database, wherein the PCE is adapted to
modify each link of the primary LSP in the traffic engineering database to have a
30 modified cost. wherein the modified cost discourages use of a link of the primary LSP
in the back-up LSP, wherein the PCE is adapted to execute 2 Constrained Shortest Path

First (CSPF) algorithm on the traffic engineering database to obtain the back-up LSP,



-3- wherein the back-up LSP has a maximu:m disjointedness from the primary LSP due to the modified
cost of each link of the primary LSP used in the back-up LSP calculation and wherein the PCE is
adapted to return the back-up LSP to the first label switch router.  A. network element for
implementing Multiprotocol Label Switching (MPLS) to create an optimal deterministic back-up Label
Switch Path (LSP) that is maximally disjointed from a primary LSP to provide a reliable back up to the
primary ESP, the network element comprising: a traffic gngineering database adapted to store link
state information for a network topology including link state information for a primary LSP; 10 a
back-up path calculation module coupled to the traffic engineering database and adapted to process a

request for the bagkadpl € oiRe-RaeispnRaihaalswalionsadulesisraarme ddnmiesatspaashdink of the

primary I..SP in a traffic engineering database and to modify each link of the primary LSP in the traffic
engineering datadBe@ifisdeasrakeasinirieiihePaata ke t“ﬁ%lfﬁ‘c‘gﬁrlﬁﬁg'%é‘ EEHAHR of the
primary |,SP in thesliSwigekin URESEE anddagaesipattudetherbinition IS0dlebeofiptadtia ewtback-up
path calculation module to determine a best path to a destination node using the link state information
from the traffic enﬁﬁﬁ%‘é’ring database. BRIEF DESCRIPTION OF THE DRAWINGS 20The present
invention is illtistrated, by way-ofketanpidioandphatdytingld ofirmitatio b.abe o figure< P o
accompanying YRGS IR LR RIRIERO DA ARSI RARE PE s H) SRS Aeapiag (ot
different references to "an" or "one" embodiment in this disclosure are not necessarily to the’same
embodiment, and disiginieddrence Privetn AR s ronddeafelabininek siptertedirRimastdret; $tucture, or

15 characteristic js&lRe6 ingRb-dD GRRRESHON HEIRL SRERIN ARathis SukIRItRrsIIRL fis silhin the
knowledge of one_skilled in the art to effect s(#ggete ature, Stl‘&l{Ctl:ll‘e,, or characteristic.in cgggﬁﬁtion with
other embodimen{S/aiatHRE 5r AGERRIHCHIDORE Hishying tink pte smiqrmation tof 2 ATSFER &¥mbodiment
of a networkiignplentacking Jatmuliipihiteo ahbliswiehiad to thdigaie 2igmabingr adnadbonend

embodiment a he%&{g@g t%oggrgcggé) 2 %Qq%gsm ?&tﬁyeot’»‘aﬁ'q‘?@ﬁ% e back-up path calculation module
is adapted to locate each link of the primary L.SP in a traffic engineering database and

to modify each link of the primary LSP in the traffic engineering database to have a

cost other than an actual cost to discourage use of each link of the primary LSP in the

15 back-up LSP; and a best path determination module coupled to the back-up path

calculation module to determine a best path to a destination node using the link state

information from the traffic engineering database.

BRIEF DESCRIPTION OF THE DRAWINGS

20 The present invention is illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings in wiich like references
indicate similar elements. It should be noted that different references to "an" or “one
embodiment in this disclosure are not necessarily to the same embodiment, and such

references mean at least one. Further, when a particular feature, structure, or
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characteristic is described in connection with an embodiment, it is submitted that it ig
within the knowledge of one skilled in the art to effect such feature, structure, or
characteristic in conpection with other embodiments whether or not explicitly
described.

Figure 1 is a diagram of one embodiment of a network implementing
30 multiprotocoliabel switching.
Figure 2 is a diagram of one embodiment 2 head-end node or path computation

element.



Figure 3 is a flowchart of one embodiment of the process for generating a backup label switching path.
DETAILED DESCRIPTION 5In the following description, numerous specific derails are set forth.
However, it is understood that embodiments of the invention may be practiced without. these specific
details. In other instances, well-known circuits, structures and techniques have not been shown in
detail in order not to obscure the understanding of this description. It will be appreciated, however, by
one skilled in the art, that the invention may be 10 pragticed without such specific details. Those of
ordinary skill in the art, with the included descriptions, will be able to implement appropriate
functionality without undue experimentation_ The operations of the flow diagram will be described

with reference to the exgrplang GaRRNEGRSIE GRS dadd &‘ﬁ%ﬁ&&%ﬁ&%&ﬁ@%&@&ﬁ

understood 15 that die opé’r_ahqns of flow diagram can he performed by embodiments of the invention
other than those digdakded islipeatatience to Figure 1 and Figure 2, and the embodiments discussed
with reference to Figure 1 and Figure 2 can perform operations different than those discussed with
reference to the flow diagram of Figure 3. 20The techniques shown in the figures can be implemented
using code and datk L &%ﬁ)&§éﬂ% i one or more electronic devices (e.g., an end station, a
network elemént, etc.). Suci:ddkivonicidevipasisomanc spenifiudigaile {intetriaty didyoravith other

clectonc devces Sl SSANLIE B REIESA R acombiy sadal

media, such as machine-rea e or computer-reada C
optical disks; randepesidiccdssaiimdmether iosidneasy welrisepykistiitseriopjues\sed sedmanmidsgcchange
memory). In additign i3k RRIeR PRt IGREMBIGR! ML ERFY IR ARRAARRS U MR BBERFRSDAIS

coupled to one or more other components, such as one or more storage devices, user input/ output
devices (e.g., a keyBoAFRPIBHRRGBERYHndY P SHSBRS e AlnAWti BENRETHIES ™R Eoupling
of 30 the setiaf proapsesswitithNALIcafRINe Attit tyioad\oiheatighpaRibrimoke htssab drd bridges
(also termed as bus gopollers), The Stapge deyice and siqnals carming. e network talfe,
respectively reprege { R e SRR atRin&FedS 01 or%omputePP -5-
undue experimentation.
The operations of the flow diagram will be described with reference to the
exemplary embodiments of Figure 1 and Figure 2. However, it should be understood
15 that the operations of flow diagram can be performed by embodiments of the invention
other than those discussed with reference to Figure 1 and Figure 2, and the
embodiments discussed with reference to Figure 1 and Figure 2 can perform
operations different than those discussed with reference to the flow diagram of Figure
3.
20 The techniques shown in the figures can be implemented using code and data
stored and executed on one or more electronic devices (e.g., an end station, a network
element, etc.). Such electronic devices store and communicate (internally and/ or with
other electronic devices over a network) code and data using machinereadable or -
computer-readable media, such as machine-readable or computer-readable storage
25 media (e.g., magnetic disks; optical disks; random access memory; read only memory;
flash memory devices; and phase~-change memorv}). In addition, such electronic devices
typically include a set of one or more processors coupled to one or more other
components, such as one or more storage devices, user input/ output devices (e.g., a
kevboard, a touch screen, and/ or a display), and network connections. The coupling of
30 the set of processors and other components is typically through one or more busses and
bridges (also termed as bus controllers). The storage device and signals carrying the

network traffic respectively represent one or more machinereadable or computer-



readable storage media and machine-readable or computerreadable communication media. Thus, the
storage device of a given electronic device typically stores code and/ or data for execution on the set
of one or more processors of that electronic device. Of course, one or more parts of an embodiment of
the invention may be implemented Susing different combinations of software, firmware, and/ or
hardware. As used herein, a network element (e.g., a router, switch, bridge, etc.) is a piece of
networking equipment, including hardware and softwarg, that communicatively interconnects other
equipment on the network (e.g., other network elements, end stations, etc.). Some network elements
are "multiple services network elements" that 10 provide support for multiple networking functions
(e.g., routing, bridgiRghtVIERRE. HRYRN £A0RHRERL0RSAHISION RATRatFRANMIMGARIGIAN, Or
subscriber management)ﬁ and/ or rovid& support for multiple application services (e.g., data, voice,
and video). Subschif&e huété*e.%ﬁ%fe@s‘g.,%mgfg GrETRSIaTiTC 19psE LY PishIMSI9E T hBERI & hones,
smart phones, mutiirdadifoplaoated/ oicld e b fier ve o inookitalV/ M phaneaipadstalelcomedia
players, CiPS units, gaming - systems, set-top boxes 51135%, tci)%gccess content/ services provided
over the Internet a“r%”(‘ig5 of CORten }uS)%er\%iggss (é%%}l gg?%dn ?/?ﬂfjg g‘ﬁ’/a SRENoTEY (%PN‘%’?%‘\‘/%‘} aﬂfél on the
Internet. The éontesiradifarsavidesatitatyiisdiyapeofimachisy oné erwrdverend stations (e.g., server
end stations) belonging 19, SeIYieiRr LAMESHRIBHAR' Ok CaTiRHWBRTRIRANDG ey pepeer to

peer service, and may include public web pages (free contént, store fronts, search services, etc.),
private web page<feli§tVosERk AeRiBeavoRT HEREs SeHWED 3G coneidifink foamaarisibehetc.),
corporate networki@emNRNSedRT bq@ismanPina!bie Skhiaerbqs endottatioRae cintad (4. through
customer premise equi mengcguglled to a a?cess network (wiyed or.wirelessl)i% t%?)edge“n twork
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elements, which a8 {Btipeh 58 5HiS ﬁ‘é‘ﬁ‘@%r‘\‘r‘ron@‘f}%i’ FSTWIGER KRN R B SHe M Bge
network eleniéntsptovidbamgnd fiatimalifdeonesanidne fichatiatiois):., roithe: chaldgitignenischbibithe
present invention proyide, a system, net n thod for,avoiding the disadvantages of.the prior art
including: human Eezr%"&()tr, r?onefg%ﬁ%ﬁo%bgf%%tgchggﬁs f%ﬁﬁ"nc?ﬁ%%%é%&llya %jpl‘ﬁte%ﬁﬁsﬁr{ﬁlgfy and
back-up 11.SPs, 3tatgentiis#odjciepsvivteotumport UptLSHEpknepiiivetiondsessises de-kitelitive use of

administrator to maqually,83etid4e 0 acksiRter BiRi §t§tionss'%!§.,e§ﬁﬁ%§§m€6ﬁ%&§iﬁiﬁ, IpRIORAyercome

these disadvantages 'poisoning' the path of a primary LSP._in a traffic engineering database, where

each link is given%??ﬁgﬁ’%‘?‘lr‘r'] RRESEBE BYRhet JuritgRedn PO ORRITE Y T SLtBEIP FRIREOLS the

primary LSP Mher{gongr aioges, Brelstlp hisla QsedhaGitkssisheanringosysknis, aeg-mpdiied in this 5

manner a path ﬁ”%’?ﬁ §Iggri hm such as the constrained §rtest &th grsﬁr&CSPF algorithm can be
y histi
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disjointed from thesqvisrsrptoSied e Kirkuabprivafethetpirka VPSP arethiirosats: Internet. The
content and’ or services are typically provided by one or more end stations (e.g., server
end stations) belonging to a service or content provider or end stations participating in a
20 peer to peer service, and may imclude public web pages (free content, store fronts,
search services, efc.), private web pages (e.g., usemame/password accessed web pages
providing email services, etc.), corporate networks over VPNs, IPTV, ete. Typically,
subscriber end stations are coupled (e.g., through customer premise equipment coupled
to an access network (wired or wirelessly) to edge network elements, which are coupled
25 (e.g., through one or more core network elements to other edge network elements) to
other end stations (e.g., server end stations).

The embodiments of the present invention pravide a system, network and
method for avoiding the disadvantages of the prior art including: human error, non-
optimal label switch paths (LSP), non-maximally disjointed primary and back-up LSPs,

30 deterministic generation of back-up LSPs, and time and resource intensive use of

administrator to manually set up back-up LSPs.



Figure 1 is a diagram of ODC embodiment of a network implementing MPLS. 10 The example network
100 includes nodes A-F. In other embodiments, any number of nodes can be presented. in the
nersvork too. Each of the nodes can be any type of' computing device including a computer or network
element. The computing devices can include a desktop computer, laptop computer, networking
element, router, server Or similar computing device. Each of the nodes can be connected over any
networking 15 medium and as any size or configuratioryof a network. The network can be a local area
network (LAN), wide area network (WAN), such as the Internet or a similar communication system.
Each of the nodes in the network 100 supports I''nPLS or similar technology for the managing of traffic

across the network 100 ggeQidiaditReAdaRehSNERRAB drdR Hag RRINRIKIAGMGHIEaRDE any

wired or wireless 20 networking technology. The network 100 can include a head-end node 101 and a
destination node PF i Rrigpri f-pfs inathe specarinseabrsanten dech ink B simatiigtnode 11 |
..Any nutriber of nedasJimtie astwoiisdaRgarbanre: probacirnddwidns kdostRaponaedsy thr
separate LSPs. The head-end node 101 establishes the prin LSP 107 in response ta atraffic 25
service request. ™ tﬁ@ﬁﬂ%ﬁ‘(’]‘?ﬁﬂb’ Jkﬂﬁ‘fi(: H ?iﬁfﬂ%%Bffmg&%@ﬁfﬁo%m’éé%ﬂﬂ%ﬁﬁc
service on diesnetwanket GO pithefindag-ehanbde sbol eathin chrdednpdtihooesppidtidimseIHBRY (PCE)
103 that compute - R : r odi h . IS8 separatg,device or
otherwise separa?eig%glrﬁ%?e?ﬁéeaﬁ%# %o%e%gﬁfﬁﬁép e%%%%?%én%ﬁk?e&%%&enﬁm e'?l%‘i
communicates wittgtenpicitigatyrdug is mpaimatbndisieitieh Enarfberomyy LSPdp dal st abde 101 is
also responsible fo{.53iahlishige aackewRd-SP 109. The back-up LAS? 109 is ideally an LSP having
a maximum disjointednes;s’from the primary BP 107, while still having the best, most efficient or
optimal mute from the hd28RERG Hotidi4E T Ahera SSEPRAIBET dé eefitoskiamieeientng Mid-3iso
compute thelgackitip k:Ghgehefreback-upthd@l ddd@carrbicatrpuitshiientyenaribaryflL SP 107
is generated. or in response, to a traffig seryice request indicating.a,back-up LSP is to be Scalculated.
i the example neRk 0 S BTG T BEES e et A Rk A8 08,45 oERRi i, for
example, one gigabinpgitgederics endedinthe Hiewahdtwee netwodsement. FIEMedipkting slevibandwidth of

0.5 gigabits per ekl ARSEAC G TbRIPCESBRA KNS AGARRRACNER BRAP rom the
head-end node 101 to the 10 destination node C that has a bandwidth r%ggérement of 1 gigabit per

second. The prim&KpEas sorepriing dexierrdugh AbsIRAEs 57 &S SSMMERICSTiABY: RERENRS the
fewest hops.130 gpRehaiEatREal agk-HRe b FodiR:stpRlyrusibevtiR. IR RaRREiRINE agbestastpath first

(CSPF) aigoritm ot sl lggriam nould generete YRGS e RN Mg T eocr
communication system. Each of the nodes in the network 100 supports MPLS or
similar technology for the managing of traffic across the network 100 according to a
label switch path (LSP). The networking medium can be any wired or wireless

20 networking technology. The network 100 can include a head-end node 10! and &
destination node ill. An LSP starts at the head-end node 101 and ends at the
destination node 111, Any number of nodes in the network 100 can save as head-end
nodes or destination nodes for separate LSPs.

The head-end node 101 establishes the primary LSP 107 in response to a traffic

25 service request. The head-end pode 10 can also establish the primary LSP 107 for
each traffic service on the network 100. The head-end node 101 can include a path
computation element (PCE) 103 ‘that computes the primary LSP 107, In another
embodiment, the PCE 103 is a separate device or otherwise separate from the head-end
node 101. In this embodiment, the head-end node 101 communicates with a PCE

30 through a path computation client (PCC).

The head-end node 101 is also responsible for establishing a back-up LSP 109.

The back-up LSP 109 is ideally an LSP having a maximum disjointedness from the



15 backup LSP 109 would be forced to include the link between node F and C, which does not meet
the constraints of the traffic service request. The PCE, as described in further detail herein below,
generates the back-up LSP 109 by weighting each of the links of the primary LSP 107 with a.
maximum cost thereby discouraging the use of these links, but not prohibiting them. With this altered
weighting or cost, the CSPF or similar path 20 finding algorithm is executed, which would deliver the
best path based on cost for the modified topology. The_sesulting back-up LSP 109 offers the maximum
disjointedness from primary LSP 107, while still preserving the constraints of the traffic service being
requested. The back-up LSP 109 still includes the link between node Band C, shared with the primary

LSP 107, demonsHaiiag,a RexibititkifiesinodRadinte ebihensnanyidn BRoj@hvhRrTRARIBATY.-

Figure 2 is a diagram of on nt of a head-end node or PCE. The funcgs?énality of calculating

e embadim
the back-up LSP CHAGE ISR SRREPIRG ABSECOR ndAe B in S CERA PR BB Feuhich the
head-end node covackugidaied thralghalR@Q.8Pth heateanthpodé weonecnpbiadim &SP Witere the
head-end. node implementstys, 30 unetionalitine lunctionally mav il b, seqmesed injo &
discrete PCP: that |§‘“|h00rpOFated A0 the head-end node. Uhe o orainary SRITTARtRE art would
understand that omlaetsd.components of the head-end node or PCE that are directly relevant to -8-

the calculation of the bagl-y L3R AfEAGUR- 1 BICASAG ANRRIG RN eb ReARIRAKErh g standard

functionality and components necessary for calculating the primary LSP and other similar functions. En
one embodiment, tAEhRaEIE N By S EORTRIgRRE Ry SRt EXSPrhibe ik detresamrdentineering
database 203 andgsengtained BroitestRRaNITeS(ESRE peeditendOl IR:gne eroReinReE. Where
the functionality is implemented.in the head-end node, g signaling ermine, 207 is present that services
a traffic service refj é‘fsﬂfdbf)br&)ﬁrh?i{;@afa‘?ﬂ%“tgoédﬁ:a&?}gnggé‘s.t © h‘l‘fﬁ‘é“’ﬁ‘ie’f?—%@p r,@nPt?n Gule 201 is
responsible fod gedenadiniga etk QipthS Raandiasthblighinguhedwaclofip diRsbatyeesedoaddidrd node

d. the destination.node . | ifies the, jraffic engineer;
and. the es““a“Or}x%%?fér@?&ﬁ%a'%@‘zﬁ%@xs&&g% %%ﬁ% fodifies,ihg J{r%ﬁfﬁﬁggkﬁ-’%?ﬁeﬂ%gck_up

database 203 to 'pl?0|son or give a maximum cost to each of the links of.a primary ]
- UP module 201 théavesgheets Tragtherassthe hskiuie BB daftaiane xhesiva ke e Rastairesh the

modified ratfic engiageting aiabressidaidHn 9P . mFE-AR/ S ypRee oL e apdidgi nature of

the traffic engineerinﬂgatqbaseZ\ 3 and makes a normal calculation 15 of the pest LSP. After the
back-up UP is retd¥hit B HaEBARELPTSb sk 28115 s bREgd i oeidade Bertitp 1sp
module 201 againtaaaifieSPhoraidisebgfoardng idahakane lak betetedhadarivindl(valtiks gbesving the

actual cost for eah, of he ks, n the, ermany AL, Jipon failurs ofhs pEmancl-She fedhgek-up LSP
can be utilized by the sighalihg engine to forward the associatéd traffic over theé network, igure 3

is a flowchart of ornlgt&’himdmimh\@f @mﬁ%@@%&bgl&ﬁﬁgl 800 Reee B R ¢N§br¢é @m@d& wient, the
process is initiatedyip [S5RAN$EH0 873R8] F WMISHRANAERUIRBY %@%&vta%{n@ HRffie Sericingigauest

(Block 301), This request can be generated by any node in communication with the head-end node or
PCE on the netwoPRt ieiorralibiinhsanWithsthiselissedaveisbtinernyatiethe GaREner swrilaopath

20 finding algorithm is executed, which would deliver the best path based on cost for the

modified topology. The resulting back-ap LSP 109 offers the maximum disjointedness
from primary LSP 107, while still preserving the constraints of the traffic service being
requested. The back-up LSP 109 still includes the link between node Band C, shared

with the primary LSP 107, demonstrating 2 flexibility in using the links of the primary

o
L

LSP 107 when necessary.

Figare 2 is a diagram of one embodiment of a head-end node or PCE. The
functionahity of calculating the back-up LSP can be implemented in either the head-end
node or in a separate PCE with which the head-end node communicates through a PCC
in the head-end node. In one embodiment, where the head-end node implements this
30 functionality, the functionality may stifl be segmented into a discrete PCE that s
incorporated into the head-end node. One of ordinary skill in the art would understand

that only those components of the head-end node or PCE that are directly relevant to



25 forwarded by the head-end node to the PCE. Upon receipt, the request must be analyzed to
determine whether the request is for a primary LSP or a back-up LSP (Biotic 303). In another
embodiment, the request for a primary UP automatically initiates the generation of a back-up UP after
the completion of the primary UP, The back-up LSP cannot be computed until the primary LSP
computation is completed. If 30 the received request is to generate a back-up LISP, then each link of
the primary LISP must be located in the traffic engineering database (Block 307). The links can be
located by the label or similar identifier associated with the primary LISP. Each link of -9- the primary
LSP identified in the traffic engineering database is modified (Block 309). The modification may give

any value to the lifle deRRIAGIHSEIRE. Yienp EXPRALITNERL. IR GRSl A RAXIMWEECeal RRaMY amount
that is significantly greater than the other links of the network topology such that the use of the primary

LSP links is heavifjfSHEEGHT 4gBeHRPHHE ANt NRmBANGR theGsisRLY Jor SPculating e eipans #f links has
been modified, thendhehbeshpathfi;@impuietnesingddmkhtomha hiadladdasbindhug digardimn identical
to that used for cajculating the primary L SP (Block 305). The CSPF, algorithm relies on the modified
link information ae#)é1 %Ji‘s.u ?é%%l?%’é{{ﬁ]lgrﬁ?l.e[s E& 5%&9&6‘%% Pr‘-‘tl‘wfgl‘t%’sas?%azgim% yad?é’fbﬁtﬁ?é“(ﬁ/é 055 fhum in
10 meeting th& copstrafinss AR iraffisisenié rdquest. Aftbedinechackhese!, 8@ Haschewstigomputed the

original value of egghygf the MAdfe AP ﬁS&&%eQiéﬁiﬁﬁg ehighhe 709 RGIER: (T LB RGR gupplied

to the requestor for use in traffic forwarding and establishing the LSP over the MPLS network (Block
313). In the case WABTesETEive Eeqved g fustasinbespibiacr aaesPueden the process 15 simply

computgs the tl)est pﬁth %.@%@keimgmg?&ﬁﬁ%@@ng&%@;&&g&g@%@ﬁ%ﬁ%@% M@\efkm@rmﬁSP is
returned in reply to the requestor to establish the primary over the S network. _Thus, a
method, systom aPtFASHHPECRSTPEGER.LorL BRI AR o IR RS EFAERR A 1P have
been describkd. itlisclodpel fitdexsiclad thahthkfb alve va0ideagiiptiang idaatass eoitebpoilogteative and
not restrictive. Mapy other embodiments will be,apparent to those of.skill.in the art upan reading and
indorstanding thes e R oD kG kot ol LBE BEahned wth

reference to the appbttedeiaiss thaotiy Witk Ehaddile CopcdtwyeithddrgktopWifiBrbswdronldims are
entitled. modified traffic engineering database 203. The CSPF module 205 is unaware of the
modified natare of the traffic engineering database 203 and makes a normal calculation

15 of the best LSP. After the back-up LSP {s returned to the back-up LSP module 201 by
the CSPF module 205, the back-up LSP module 201 again modifies the traffic
engineering database to restore the original values showing the actual cost for each of
the links in the primary LSP, Upon failure of the primary LSP, the back-up LSP can be
utilized by the signaling engine to forward the associated traffic over the network.

20 Figure 3 is a flowchart of one embodiment of a process for calculating a back-
up LSP. In one embodiment, the process is initiated in response to a label switch path
creation request or a waffic servicing request (Block 301). This request can be
generated by any node m communication with the head-end node or PCE on the
network. In one embodiment, this request is received by the head-end node or

25 forwarded by the head-end node to the PCE. Upon receipt, the request must be
analyzed to determine whether the request is for a primary LSP or a back-up LSP
{Block 303). In another embodiment, the request for a primary LSP sutomatically
initiates the generation of a back-up LSP after the completion of the primary LSP. The
back-up LSP cannot be computed until the primary LSP computation is completed. If

30 the received request is to generate a back-up LSP, then each link of the primary LSP
must be located in the traffic engineering database (Block 307). The links can be

located by the label or similar identifier associated with the primary LSP. Each link of



-10- CLAIMS 1. A method performed on a network element (101) implementing Multiprotocol Label
Switching, MPLS, to automatically create an optimal deterministic back-up Label Switch Path, LSP,
that is maximally disjointed from a primary LSP to provide a 5reliable back up to the primary LSP
(107), the method comprising the steps of: receiving a request for a generation of an LSP by the
network element via a signaling protocol; determining that the request for the generation of the
LSP is for the back-up LSP (109); 10locating each link @f the primary LSP (107) in a traffic engineering
database (203) in response to determining that the request is for the back-up LSP (109); modifying
each link of the primary LSP (107) in the traffic engineering database (203) to have a link cost other

than an actual linkgcogkiiRaeiscophasmivied ff Bachiikeakihe m%h%ﬁ»,(ﬁ%ﬂsuttm&qt@mqp LSP
(109); 15execut|nr%|rh‘r onstrained Shortest Path First CSPF orithm on the traﬁlgﬁ Pr%neermg

database to obtairt Hf REEICABORSEY L85 AR EREIR 1 ‘bé‘é‘% 8 S 1 585 IR hyRt
disjointedness frormlma;mrimaﬁyd.\ﬁmxdueotm & modifesheodioiegdghificdoo) theagpstnmary thSRHEO7) in the

e e, 0 LR YR oy R AP e,
5 discouraged in the calculation of the back-up LSP.

After each of the links has been modified, then the best path is computed osing
CSPF or a similar path finding algorithm identical fo that used for calculating the
primary LSP (Block 305). The CSPF algorithm relies on the modified link information
and as a result generates a back-up path that is maximally disjointed yet optimom in
10 meeting the constraints of the traffic service request. After the back-up LSP has been
computed the original value of each of the modified links is restored (Block 311). The
back-up LSP is then supplied to the requestor for use in traffic forwarding and

establishing the LSP over the MPLS network (Block 313).
In the case where the received request is not for back-up LSP, then the process
15 simply computes the best path using the existing traffic engineering data (Block 305).
This primary LSP is returned in reply to the requestor to establish the primary LSP over

the MPLS network.

Thus, a method, system and apparates for back-up LSP caleulation in a network
implementing MPLS have been described. It is 1o be understood that the above
20  description is intended to be illustrative and not restrictive, Many other embodiments
will be apparent to those of skill in the art upon reading and understanding the above
description. The scope of the invention should, therefore, be determined with reference
to the appended claims, along with the full scdpe of equivalents to which such claims

are entitled.



engineering database (203) uses an MPLS label. 2. The method of claim 1, further comprising the
steps of: restoring a cost value for each link of the primary LSP (107) in the traffic 25engineering
database to have an original cost after the back-up LSP (109) is determined. 3. The method of claim
1, further comprising the steps of: switching to the back-up LSP (109) in response to detection of
a failure in the 30 primary LSP (107). 4. The method ofjglaim 1, wherein the request is received from
a path communication client. 5. The method of claim 1, wherein the back-up LSP (109) includes at
least one 5link of the primary LSP (107). 6. A system configured for implementing Multiprotocol Label
Switching, MPLSand {@ @utomatically create an optimal deterministic back-up Label Switch Path,
LSP, that is maximally disjointed from a primary LSP (107) to provide a reliable back up to 10the
primary LSP (107, the {ydhathedrgstiimgd on a network element (101) implementing Multiprotocol

Label Switching, MPLS, to automatically create an optimal deterministic back-up
Label Switch Path, LSP, that is maximally digointed from a primary LSP to provide a
5 reliable back up to the primary LSP (107), the method comprising the steps of:
receiving a request for a generation of an LSP by the network element via a
signaling protocol;
determining that the request for the generation of the LSP is for the back-up
LSP (109);

10 locating each link of the primary LSP (107) in a traffic engineering database

(203) in response to determining that the request is for the back-up LSP (109);

modifying each link of the primary LSP (107) in the traffic engineering
database (203) to have a link cost other than an actual link cost to discourage use of
each link of the primary LSP (107) in the back-up LSP (109);

15 executing a Constrained Shortest Path First (CSPF) algorithm on the traffic
engineering database to obtain the back-up LSP (109), wherein the back-up LSP (109)
has a maximum digointedness from the primary LSP due to a modified cost of each
link of the primary LSP (107) in the traffic engineering database (203); and

returning the back-up L SP viathe signaling protocol,

20 wherein the step of locating each link of the primary LSP (107) in the traffic

engineering database (203) uses an MPLS label.

2. The method of claim 1, further comprising the steps of:
restoring a cost value for each link of the primary LSP (107) in the traffic
25 engineering database to have an origina cost after the back-up LSP (109) is
determined.

3. The method of claim 1, further comprising the steps of:
switching to the back-up LSP (109) in response to detection of a failure in the
30 primary LSP (107).



a label switch router (200) adapted to receive a request for a generation of an LSP and adapted to call
a path computation element (103) to obtain the LSP and to return the LSP to a requestor; and the path
computation element, PCE (103), coupled to the label switch router, the 15 PCE adapted to determine
whether the request for the generation of the LSP is for a back-up LSP (109), wherein the PCE is
adapted to locate each link of the primary LSP (107) in & ftaffic engineering database, wherein the
PCE is adapted to modify each link of the primary LSP in the traffic engineering database (203) to
have a modified cost, wherein the modified cost discourages use of a link of the primary LSP (107) in

the 20 back-up LgP (10?}‘éNmthgf P&g,ﬁ: qdamggém ew%gegonsstrmh%ﬁtgaé&ﬁlrst

CSPF, algorithm on the traffic englneerlng database to obtain the back-up LSP (109), wherein the
back-up LSP (10993l eaHemMuli#Hisjointedness from the primary LSP (107) due to the modified
cost of each link of the primary LSP used in the back-up LSP calculation and wherein the PCE is
adapted to return the back-up LSP (109) to the 25first label switch router, wherein the PCE is
adapted to identify each Tk eI éP’\(ﬁ@?)ﬂrmﬂ@ﬂ‘%!ﬂ‘ﬁtPénﬁ?n@é}%d%Q%% leassPRg an
MPLS label. 57. Tjigk A8 <P pbgyein the PCE is adapted to restore a cost value for 30each
link of the primary LSP (107) in the traffic engineering database to have an original cost after obtaining
the back-up LSP (109). -12- 8. The system of claim 6, wherein the label switch router is adapted to

switch to the bacl;up L3P K& B RpABES IR ﬁ%%ﬁé\ﬁhﬁbﬂﬁl%%t@d&%%@@(/#éﬂ;n@(ﬁh@ The
system of claim 6, wherein the label SW|tch router includes a path
and to automatically create an optimal deterministic back-up Label Switch Path, LSP,
that is maximally digointed from a primary LSP (107) to provide a reliable back up to
10 theprimary LSP (107), the system comprising:
a label switch router (200) adapted to receive a request for a generation of an
LSP and adapted to call a path computation element (103) to obtain the LSP and to
return the LSP to arequestor; and
the path computation element, PCE (103), coupled to the label switch router, the
15 PCE adapted to determine whether the request for the generation of the LSP is for a
back-up LSP (109), wherein the PCE is adapted to locate each link of the primary LSP
(107) in atraffic engineering database, wherein the PCE is adapted to modify each link
of the primary LSP in the traffic engineering database (203) to have a modified cost,
wherein the modified cost discourages use of a link of the primary LSP (107) in the
20  back-up LSP (109), wherein the PCE is adapted to execute a Constrained Shortest Path
First, CSPF, agorithm on the traffic engineering database to obtain the back-up LSP
(109), wherein the back-up LSP (109) has a maximum disjointedness from the primary
L SP (107) due to the modified cost of each link of the primary LSP used in the back-up
L SP calculation and wherein the PCE is adapted to return the back-up LSP (109) to the
25  first label switch router,
wherein the PCE is adapted to identify each link of the primary LSP (107) in the
traffic engineering database (203) by an MPLS label.

7. The system of claim 6, wherein the PCE is adapted to restore a cost value for
30 each link of the primary LSP (107) in the traffic engineering database to have an
original cost after obtaining the back-up LSP (109).



5communication client to send the request to the PCE (103). 10. The system of claim 6, wherein the
PCE (109) is a component of a device separate from label switch router. 1011.A network element
configured for implementing Multiprotocol Label Switching, MPLS, and to create an optimal
deterministic back-up Label Switch Path, LSP, that is maximally disjointed from a primary LSP (107) to
provide a reliable back up to the primary LSP, the networj element comprising: a traffic
engineering database (203) adapted to store link state information for a 15network topology including
links for a primary LSP (107); a back-up path calculation module (201) coupled to the traffic

engineering datagase anfadapias 4p REPTEES AHEG BYPH PioheRatek, HLter s @@kt RAGKHRP A

calculation module is adapted to locate each link of the primary LSP in a traffic engineering database
(203) and to modife &aekriipk sPHEPriIMERSPORTe [a oFieHi ancop adtaittiked Adhrseimgritab4d87203) to
have a cost other than an actual cost to discourage use of each link of the primary LSP (107) in the

back-up LSP (109); and a best path determination module (205) coupled to the back-up path
calculation (201) $aoduld B8 cMEAMIne adigt fateceee dha AR naWEdsiFyifle INAUSRReanRSHhation

from the traffic engjppsifeHsirbast (3834 iR {hmbaeieyrdth calculation module is adapted
to locate each link of the primary LSP (107) in the traffic engineering database (203) by an MPLS

label. 12.The network element of claim 11, wherein the back-up path calculation module
10. The system of clam 6, wherein the PCE (109) is a component of a device

separate from label switch router.

10 11. A network element configured for implementing Multiprotocol Label
Switching, MPLS, and to create an optimal deterministic back-up Label Switch Path,
LSP, that is maximally digointed from a primary LSP (107) to provide a reliable back
up to the primary LSP, the network element comprising:

atraffic engineering database (203) adapted to store link state information for a

15 network topology including links for a primary LSP (107);

a back-up path calculation module (201) coupled to the traffic engineering
database and adapted to process a request for the back-up LSP (109), the back-up path
calculation module is adapted to locate each link of the primary LSP in a traffic
engineering database (203) and to modify each link of the primary LSP (107) in the

20 traffic engineering database (203) to have a cost other than an actual cost to discourage
use of each link of the primary LSP (107) in the back-up LSP (109); and

a best path determination module (205) coupled to the back-up path calculation
(201) module to determine a best path to a destination node using the link state
information from the traffic engineering database (203),

25 wherein the back-up path calculation module is adapted to locate each link of
the primary LSP (107) in the traffic engineering database (203) by an MPLS label.

12.  The network element of clam 11, wherein the back-up path calculation module
(201) is adapted to restore a cost value for each link of the primary LSP (107) in the

30 traffic engineering database (203) to have the actual cost after obtaining the back-up
LSP (109).



(201) is adapted to restore a cost value for each link of the primary LSP (107) in the 30traffic
engineering database (203) to have the actual cost after obtaining the back-up LSP (109). -13- 13.
The network element of claim 11, wherein the request is received from a path communication client.
14. The network element of claim 11, wherein the back-up LSP (109) includes at 5least one link of the
primary LSP (107). 15. The network element of claim 133wherein the best path determination module
(205) implements a Constrained Shortest Path First algorithm.

13.  The network element of claim 11, wherein the request is received from a path

communication client.

14.  The network element of claim 11, wherein the back-up LSP (109) includes at
5 least onelink of the primary LSP (107).

15.  The network element of clam 11, wherein the best path determination module
(205) implements a Constrained Shortest Path First algorithm.



