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(57) Abstract: Methods and systems for preventing geographically unauthorized blockchain transactions are discussed herein. Partic-
ipants in a blockchain provide information during an onboarding process to identify a geographic location associated therewith. During
the onboard, a geographic key is assigned to the participant based on their geographic location. When a new proposed blockchain trans-
action is submitted, the geographic keys associated with the participants are identified. If the geographic keys match, which indicates
that the participants are associated with the same geographic location, then the transaction is authorized and goes through a standard
blockchain approval process. If the geographic keys do not match, indicating that the participants are in different geographic locations,
then a check is performed to determine if the transaction can proceed using a smart contract, which determines if there are any sanctions
or other regulations preventing the transaction from taking place between the participants in the associated geographic locations.

[Continued on next page]



WO 2024/072730 A1 | [0V IDE 000 0T 00 T

HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE, KG,
KI, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,
MA, MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,
NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM, KE, LR, LS, MW ,MZ NA,RW, SC, SD, SL, ST,
SZ, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,
SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report (Art. 21(3))

—  before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))




