
METHOD FOR CONFIGURING ACLS ON NETWORK DEVICE BASED ON
FLOW INFORMATION Field of the Invention [0001] The
present invention relates to using network flows data
exported from network routers to provide information
about the traffic entering/exiting the device. Network
routers can be configured to authorize or deny various
types of network traffic between two network devices
whose traffic transits via the router. The method
presented describes the dynamic creation and
application of access control lists on the router from
information derived from the network flow information
exported by the network router. Background of the
Invention [0002] Network usage data is useful for many
important business functions, such as subscriber
billing, marketing & customer care, product
development, network operations management, network
and systems capacity planning, and security. Network
usage data does not include the actual information
exchanged in a communications session between parties,
but rather includes numerous usage detail records,
known as "flow records" containing one or more types
of metadata (i.e., "data about data"). Known network
flow records protocols include Netflow(r), sFlow(r),
jFlow(r), cFlow(r) or Netstream(r). As used herein, a
flow record is defined as a small unit of measure of
unidirectional network usage by a stream of IP packets
that share common source and destination parameters
during a time interval. [0003] The types of metadata
included within each flow record vary based on the
type of service and network involved and, in some
cases, based on the particular network device
providing the flow records. In 



general, a flow record provides detailed usage
information about a particular event or communications
connection between parties, such asthe connection
start time and stop time, source (or originator) of
the data being transported, the destination or
receiver of the data, and the amount of data
transferred. A flow record summarizes usage
information for very short periods of time (from
milliseconds to seconds, occasionally minutes).
Depending on the type of service and network involved,
a flow record may also include information about the
transfer protocol, the type of data transferred, the
type of service (ToS) provided, etc. In telephony
networks, the flow records that make up the usage
information are referred to as call detail records
(CDRs). [0004] In network monitoring, the network flow
records are collected, stored and analyzed to produce
meaningful result. Network usage analysis systems
process these flow records and generate reports or
summarized data files that support various business
functions. Network usage analysis systems provide
information about how a network services are being
used and by whom. Network usage analysis systems can
also be used to identify (or predict) customer
satisfaction-related issues, such as those caused by
network congestion and network security abuse. In one
example, network utilization and performance, as a
function of subscriber usage behavior, may be
monitored to track a user's experience, to forecast
future network capacity, or to identify usage behavior
indicative of network abuse, fraud and theft. [0005]
In computer security, an access control list (ACL) is
a list of permissions attached to an object. More
specifically, in networking, ACL refers to a list of
rules detailingtraff  c filtering rules. ACLs can
permit or deny traffic through a network device. Only
routers and firewalls can have network ACLs. Access
control lists can generally be 



configured to control both inbound and outbound
traffic. [0006] ACLs are one way to control network
traffic by limiting user and device access to and from
undesired addresses and / or ports. ACLs filter
network traffic by controlling whether routed packets
are forwardedor blocked, typically at a router
interface, although other devices can filter packets.
The router examines each packet to determine whether
to forward or drop the packet, on the basis of the
criteria specified within the access lists. An access
control list criterion could be the source address of
the traffic or the destination address of the traffic,
the target port, or protocol, or some combination
therein. Typically Internet Protocol (IP) addresses
serve as identifiers of the source device on an
IPbased network. Access control lists allow
differentiated access based on this IP identifier
within the network. [0007] While ACLs service useful
functions, establishing ACLs may be a laborious. In
particular, ACLs are currently programmed manually.
Furthermore, the selection of IP addresses to place on
the ACLs may be arbitrary and unpredictable. [0008] In
particular, many autonomous or enterprise IP networks
are large, complex, and dynamic, making them difficult
to manage. Network management tasks such as monitoring
traffic in a network, analyzing the network's
performance, or reconfiguring the network for improved
performance require information about the network.
However, because large IP networks are highly dynamic,
it is difficult to acquire information useful for many
network management tasks. Consider that a large IP
network may have tens of thousands of nodes and
hundreds of routers and gateways. A large corporate
network may have 300,000 nodes and 2,500 routers.
Routers, gateways, switches, and other network devices
sometimes fail, go offline, or return to service.
Links often fail, 



return to service, or degrade in performance. For
instance, a microwave or satellite link may experience
interference that reduces its bandwidth. Protocols
such as OSPF and BGP that are used to route traffic in
large IP networks are dynamic and change the routing
paths in a large network as conditions change in the
network. Even relatively stable networks can take a
long time to reach a state of routing convergence. By
design, thepath of communication between two computers
on an IP network can change even during the period of
a single connection between them. In view of these
factors and others discussed below, it has been
difficult for network management tools to obtain
information that over time paints a somewhat complete
and accurate picture of a network. [0009] Network
complexity makes managing networks expensive as it has
required manual intervention by skilled human
operators. Configuration and management of a large IP
network has been difficult to automate. This necessity
for close human oversight has led many operators to
adopt a conservative policy of preferring network
stability over frequent reconfiguration to optimize
network performance. Thus, another problem in the
field of network management has been that IP networks
retain suboptimal network configurations for longer
than required, leading to inefficient use of expensive
bandwidth capacity and potentially higher
communication latencies than otherwise possible. Tools
for automated management and configuration have not
been widely adopted. [0010] Although tools for network
management, including monitoring and maintaining ACLS,
do exist, the tools are unsophisticated and have many
shortcomings. Most network management tools simply
discover and poll live network devices to generate
reports containing maps, counter values, averages,
areas of high traffic, and so on. Current tools 



tend to ignore the global dynamics of network
behavior, concentrating on centrally unifying
potentially conflicting data taken locally from
individual network devices. Current tools do not make
it easy for an operator to perform a variety of
potentially useful tasks such as discovering the path
a particular set of traffic takes through the network,
investigating the behavior of the network in whatif
scenarios, monitoring the evolution of the network as
failures and recoveries occur,or analyzing network
traffic as it relates to particular applications or
services, and so on. [0011] As described above, there
have been attempts to measure network traffic at
individual user computers, but host traffic data has
been limited in scope and generally cannot reveal
information related to traffic flow along particular
paths in an IP network. Host or end-system network
measurement does not provide useful information about
network topology. There are also tools that aggregate
IP traffic data at network devices such routers and
switches, for example, NetFlow(r) from Cisco Systems.
However, these approaches have proven inadequate for
numerous reasons such as opaque (e.g., encrypted,
tunneled) traffic, complex application communication
patterns, sampling artifacts, load on routers
introduced by monitoring, and others. [0012]
Furthermore, known techniques for identifying viruses
are limited. The known techniques generally look for
secondary effects of the virus, such as monitoring
network resource usage and identifying applications
requesting an unnaturally large amount of the network
resources. However, it may be difficult to
differentiate between the virus and legitimate
applications that require a large amount of network
resources. Also, virus are becoming more intelligent
to avoid detection. For example, a virus may sit
dormant on a system for some time, waiting 



for a signal to initiate. For example, a malicious
virus may sit dormant until confidential data is
acquired. Thus, while the virus is waiting to act, it
would be difficult to detect because it produces
minimal side-effects. Summary of the Invention [0013]
In response to these and other needs, embodiments of
the present invention provide a system and method for
using network flow records exported from network
routers to provide information about the traffic
entering/exiting the device. Network routers can be
configured to authorize or deny various types of
network traffic between two networkdevices whose
traffic transits via the router. The method presented
describes the creation and application of access
control lists on the router from information derived
from the network flow information exported by the
network router. [0014] A system provides dynamically
controlling a network, the system including: a flow
record storage configured to receive flow records from
the network and to aggregate the flow records; a data
analysis tool configured to receive the aggregate flow
records and to analyze the aggregated flow records
according to predefined criteria to identify one or
more network addresses and ports, and a network device
configured to receive the identified network addresses
and to add the identified network addresses and ports
to an access control list. Optionally, the system
further includes access control list storage
optionally configured to store the identified network
addresses and ports and to provide the identified
network addresses to the network device. Optionally,
each of the flow records includes a source address and
the flow records are aggregated according to the
source addresses. Otherwise, the flow records include
byte size transmitted in each associated flows, and
wherein the predefined criteria includes the total 



number of bytes transmitted in the associated flow for
each of the source addresses. Optionally, a data input
device receives input from a user to define the
predefined criteria. [0015] Components in the network
can be monitored by receiving flow records from the
components about traffic on a network. Data defining
access control criteria is optionally received, and
the flow records are analyzed using the access control
criteria. A target and source network addresses or
ranges and/or target and source ports that meet the
access control criteria and identified and presented
to the user. The user may review the identified
addresses or ranges, and/or ports thenopt to forward
these to one of the network components. If sent,
component adds the identified network address and/or
port to an associated access control list, wherein the
access control list prevents traffic from reaching the
identified network address and/or port. Optionally,
time periods for each access control list can be set
to allow for the removal of the automatically entered
ACL entries. [0016] In this way, ACL are traffic
filtering rules applied in a router or firewall. There
are two kinds of ACLs, Standard ACLs that block or
allow traffic by Source IP Address only and Extended
ACLs that block by Source and Destination IP Address
and Source and Destination Port. Accordingly,
embodiments of the present application include storing
the identified addresses or ports. [0017] In a system
for dynamically controlling network traffic, the
system includes a flow generating device configured to
access a storage system to provide flow records; a
flow record storage system configured to receive and
store the flow records; and a data analysis device
configured to access the storage system and to assess
the stored flow records according to predefined
criteria. If those flow records satisfy the 



predefined criteria, that address/port may be forward
to a user for review and approval to be added in the
ACL. To aid the user, flow record data associated with
the identified address/port may be also displayed to
the user. [0018] In another embodiment, the techniques
disclosed herein describe a method for evaluating
address/ports in an ACL. In particular, flow records
associated with a address/ports in the ACL may be
evaluated according to a predefined criteria. If those
flow records satisfy the predefined criteria, that
address/port may be forward to a user for review and
approval to be renewed in the ACL. Otherwise, if those
flowrecords fail to satisfy the predefined criteria,
and address/port may be forward to a user for review
and approval to be removed from the ACL. Brief
Description of the Drawings [0019] The above and other
objects, features and advantages of certain exemplary
embodiments of the present invention will be more
apparent from the following detailed description taken
in conjunction with the accompanying drawings in
which: [0020] Figure IA depicts an exemplary network
in accordance with embodiments of the present
invention network; [0021] Figure IB (prior art)
depicts a known flow records analysis system; [0022]
Figure 2 (prior art) depicts a known exemplary flow
record; [0023] Figure 3 depicts a known exemplary
table for storing the flow records in accordance with
embodiments of the present invention; [0024] Figure 4
depicts an exemplary table for storing aggregated flow
records in accordance with embodiments of the present
invention; [0025] Figure 5 depicts a system for
creating ACLs using the flow data in accordance with
embodiments of the present invention; 



[0026] Figure 6 is a service flow diagram that
explains the communications between a network node, an
access control system, and a flow record storage
system in accordance with embodiments of the present
invention; and [0027] Figure 7 is a flow diagram
depicting the steps in a method for creating ACLs
using flow records in accordance with embodiments of
the present invention. Detailed Description of the
Preferred Embodiments [0028] A network 100 in
accordance with embodiments of the present invention
is depicted in FIG. IA, wherein a block diagram
illustrating a network view of the present invention,
in accordance with one embodiment, is shown. As
illustrated, client devices 108a-108n arecoupled to
servers 11Oa- 11On through networking fabric 112,
which includes a number of routing devices 106a-106n
coupled to each other forming a plurality of network
links. Client devices 108a-108n, via routing devices
106a-106n, or more specifically, over the network
links formed by routing devices 106a-106n, selectively
access servers 110a- HOn for services. Unfortunately,
as those skilled in the art would appreciate, the same
network links that make servers 11Oa- HOn readily
accessible to client devices 108a-108n also render
them vulnerable to abuse or misuse by one or more of
client devices 108a-108n. For example, one or more
client devices 108a-108n may individually or in
combination launch an attack, such as a denial of
service attack, or otherwise victimize one or more
servers 11Oa- 11On, routing devices 106a- 106b and/or
the links interconnected the elements. In accordance
with the present invention, director 102, complemented
by a number of sensors 104a-104n, are employed to
detect and prevent such abuse or misuse of the network
links, to be described more fully below. For the 



illustrated embodiment, sensors 104a-104n are disposed
in distributed locations. In alternate embodiments,
some or all of sensors 104a-104n may be integrally
disposed with routing devices 106a- 106b. [0029]
Network 112 represents a broad range of private as
well as public networks or interconnected networks,
such as an enterprise network of a multi-national
corporation, or the Internet. Networking nodes, such
as clients 108a-108n and server 110a- 11On represent a
broad range of these elements known in the art,
including individual user machines, e-commerce sites,
and the like. As alluded to earlier, routing devices
106a-106n represent a broad range of network
trafficking equipment, including but are not limited
to conventional routers, switches, gateways, hubs and
the like. [0030] While for ease of understanding, only
one director 102, and a handful each of network nodes,
clients 108a-108n and servers 110aHOn, routing devices
106a-106n and sensors 104a-104n are included in the
illustration, from the description to follow, those
skilled in the art will appreciate that the present
invention may be practiced with more than one director
102 as well as more or less network nodes, routing
devices 106a-106n and sensors 104a-104n. In
particular, the present invention may also be
practiced with one or more directors 102. When more
than one director 102 is employed, each director 102
may be assigned responsibility for a subset of sensors
104a-104n, and the directors 102 may relate to each
other in a master/slave relationship, with one of the
directors 102 serving as the "master" (and the others
as "slave"), or as peers to one another or organized
into an hierarchy, to collective discharge the
responsibilities described below. [0031] The operation
of the director 102 is described in greater detail
below, and the director 102 includes a flow data
connection system and 



an access control device, as described in greater
detail below. [0032] As shown in FIG. IB, a known
network usage analysis system 111 includes a data
collection system server 130 and a data storage system
140, in one embodiment. The data collection system
server 130, also called a listener, is a central
server that collects the flow datagrams 190 from all
various network agents 120 to storage and analysis.
The data collection system server 130 receives flow
records 190 from the flow record generating device
120, which is a network device that is part of an IP
network 114. In one embodiment, network 114 includes
the Internet 115. [0033] In general, flow record
generating devices 120 may include substantially any
network device capable of handling raw network traffic
at "line speeds" and generating flow records from that
traffic. Exemplary flow record generating devices 120
include routers, switches and gateways, and in some
cases, may include application servers, systems, and
network probes. In most cases, the small flow record
recordsgenerated by flow record generating devices 120
are exported as a stream of flow records 190 to the
data collection system server 130. [0034] Various
network protocol run on network equipment for
collecting network and internet protocol traffic
information. Typically, various network agents 120,
such as routers, have flow feature enabled to generate
flow records. The flow records 190 are typically
exported from the network agent 120 in User Datagram
Protocol (UDP) or Stream Control Transmission Protocol
(SCTP) packets and collected using a flow collector.
For more information, please refer to Internet
Engineering Task Force (IETF) standard for Internet
Protocol Flow Information eXport (IPFIX) at
http://www.ietf.org/html.charters/ipfixcharter. html .



[0035] As described above, flow records 190 are
usually sent by the network agents 120 via a UDP or
SCTP, and for efficiency reasons, the network agents
120 does not store flow records once they are
exported. With a UDP flow, if the flow record 190 is
dropped due to network congestion, between the network
agent 120 and the data collection server 130, it may
be lost forever because there is no way for the
network agent 120 to resend the flow record 190. Flow
may also be enabled on a perinterface basis to avoid
unnecessarily burdening of the router's processor.
Thus, the flows records 190 are generally based on the
packets input to interfaces where it is enabled to
avoid double counting and to save work for the network
agent 120. Also, the network agent 120 may export a
flow records for dropped packets. [0036] Network flows
have been defined in many ways. In one implementation,
a flow includes a 5-tuple: a unidirectional sequence
of packets to define Source IP address, Destination IP
address, Source TCP port, Destination TCP port, and IP
protocol. Typically, the network agent 120 will output
a flow record when it determines that the flow is
finished. The network agent 120 does this by "flow
aging," where thenetwork agent 120 resets an aging
counter when the network agent 120 sees new traffic
for an existing flow. Also, TCP session termination in
a TCP flow causes the network agent 120 to expire the
flow. The network agent 120 can also be configured to
output a flow record at a fixed interval even if the
flow is still ongoing. Alternatively, an administrator
could define flow properties on the network agent 120.
[0037] A flow record 190 can contain a wide variety of
information about the traffic in a given flow. An
exemplary flow record 200 contains the following
values, as defined in FIG. 2. In particular, typical
flow records 200 may include a version number 210 to
identify the type of 



flow being used. A Sequence number 220 identifies the
flow record. [0038] Continuing with FIG. 2, input and
output interface simple network management protocol
(SNMP) indices 230 may be used to dynamically identify
network devices through SNMP. SNMP is used by network
management systems to monitor network-attached devices
for conditions that warrant administrative attention,
and consists of a set of standards for network
management, including an Application Layer protocol, a
database schema, and a set of data objects. SNMP
exposes management data in the form of variables on
the managed systems, which describe the system
configuration. These variables can then be queried
(and sometimes set) by managing applications. Modular
devices may renumber their SNMP indexes whenever
slotted hardware is added or removed. Index values are
typically assigned at boot time and remain fixed until
the next reboot. [0039] Continuing with FIG. 2, each
of the flow records 200 further typically include
information on the data transmission, including a time
stamps of start and finish times 240. Other
information on the data transmission includes
information on the number of bytes and/or packets in a
flow 250. The conditionals of the data transfer may
also be included in the flow record 200, such as
header data 260 describing the source anddestination
addresses, the source and destination addresses port
numbers, transmission protocol, and the type of
service (ToS). For Transmission Control Protocol
(TCP), the flow record 200 may further indicate the
union of all TCP flags during the flow. As well known
from TCP, a data transmission involves a series of
communications confirm, for example, by pairs of
acknowledgements flags (ACKs). An imbalance of TCP
flags suggests a message failure, whereby a message
was sent and never received. 



[0040] The lack of reliability in the UDP transport
mechanism does not significantly affect the accuracy
of the measurements obtained from a sampled flow. For
example, if flow samples are lost, then new values
will be sent when the next polling interval has
passed. In this way, the loss of packet flow samples
is a slight reduction in the effective sampling rate.
When sampling is used, the UDP payload contains the
sampled flow datagram. Thus, instead of including an
entire flow record 190 each datagram instead provides
information such as the flow version, its originating
agent's IP address, a sequence number, how many
samples it contains and the flow samples. [0041]
Continuing with FIG. IB, the data collection system
server 130 receives the streaming flow records 190
from flow record generating device 120 via a
communication link 170. In one embodiment, the flow
record generating device 120 may be included within
network 114. In another embodiment, the flow record
generating device 120 may be implemented at a location
physically apart from, though functionally coupled to,
network 114. Though shown in FIG. 1 as separate from
the data collection system server 130, flow record
generating device 120 may be a part of data analysis
system server 130, in another embodiment. [0042] A
data analysis system server 150 accesses and uses the
flow records 190 to perform predetermined network
usage statistical analysis. In general, the data
analysis system server 150 implements
variousstatistical model that are defined to solve one
or more network usage related problems, such as
network congestion, network security abuse, fraud and
theft, among others. The data analysis system server
150 uses the flow records 190 and the statistical
models to generate a statistical result, which also
may be subsequently stored within a data storage
system 140. Exemplary embodiments for storing the
statistical result 



will be described in more detail below. By analyzing
flow data, the data analysis system server 150 can
build a picture of traffic flow and traffic volume in
a network. Applicant of the data analysis system 150
is described in greater detail below. [0043] In one
aspect, the data analysis system server 150 may be
responsive to a user interface 160 for interactive
analysis of the flow records 190. User interface 160
may comprise substantially any input/output device
known in the art, such as a keyboard, a mouse, a touch
pad, a display screen, etc. In one example, a
graphical display of the statistical results may be
output to a display screen at user interface 160.
[0044] In one embodiment, data analysis system server
150 comprises a computer software program, which is
executable on one or more computers or servers for
analyzing the network usage data in accordance with
various embodiments of the invention. Although the
data storage system 140 is shown as external to the
data collection system server 130 and/or the data
analysis system server 150, the data storage system
140 could be alternatively arranged within either of
the servers 130 and 150. Data storage system 140 may
comprise substantially any volatile memory (e.g., RAM)
and/or non-volatile memory (e.g., a hard disk drive or
other persistent storage device) known in the art.
[0045] Referring now to FIG. 3, an exemplary table 300
for storing multiple flow records 200 in a storage
device 140 is presented. In particular, the depicted
table 300 includes a column that assigns a flowrecord
identifier 310 for each of the n received flow records
200. The table 300 also includes a column that
contains an IP source address 320 for each of the
received flow records 200, a column that contains a
time stamp 330 for each of the received flow records
200, and a column that 



contains a byte size 340 in the flows associated with
the received flow records 200. [0046] In the example
of FIG. 3, the exemplary flow table 300 includes seven
flow records describing seven flows, as indicated by
the flow record identifier 310. In this particular
example, the seven flows originated at 3 unique source
addresses 320. For example, flow records 1, 2, 4, and
7 all originated from the same sources. Although not
depicted, the exemplary flow table 300 could similarly
include other aspects of the flow record 200, as
described above in FIG. 2, such as a destination
location, QoS, transmission protocol, etc. Continuing
with exemplary flow table 300 in FIG. 3, a time stamp
value 330 indicates a time associated with each of the
flows and bytes size value 340 to indicate the size of
each of the flows associated with the listed flow
records 1-7 identified in column 3 10. [0047]
Referring now to FIG. 4, the data in the exemplary
flow data table 300 is aggregated in aggregated flow
table 400 according to the source IP address 420.
Typically, the aggregation is done over one or more
predefined time periods. For example,, the exemplary
aggregated flow table 400 includes a column that with
the aggregated number of flow records 4 10 associated
with each of the source IP addresses 420 in the table
300. The aggregated flow table 400 further indicates
the total byte size of the flows for each of the
source IP addresses 420 in the table 300. Applications
of the Aggregated flow table 400 are described below.
As with the flow record table 300, it should be
appreciated that flow records 190 may be aggregated as
desired, for example according to oneor more of the
flow records categories described in the exemplary
flow record 200 in FIG .2. [0048] Referring now the
FIG. 7, an access control method 700 in 



accordance with embodiments of the present invention
is now disclosed. In step 710, traffic in the network
components are monitors according to known techniques,
as described above, and flow records are collected in
step 720. Typically, steps 710 and 720 may be
performed using functionalities already included in
most network components, such as routers, hubs,
servers, etc and may be used to collect and store a
flow record, such as exemplary flow record table 300.
The collected flow records from step 720 are analyzed
in step 730. For example, the flow records may be
aggregated, such as forming an aggregated flow record
table 400 described above. [0049] Continuing with the
access control method 700, access control conditions
are defined in step 740. Default predefined access
control conditions may be used to assess the flow
records. For example, address or ports associated with
a certain percentage or amount of traffic may be
identified. For example, access may be limited for the
source IP addresses 420 based upon the most number of
transactions 410, times of the 330, or the largest
amount of transferred data 430. These criteria can be
objective such as establishing a maximum threshold for
certain criteria, or subjective based upon a rankings
of the criteria by of the source or target IP address
and or port with the largest or most frequent
consumers of network resources (or other criteria).
Optionally, the criteria can be provide by a user.
[0050] The source or target IP address and or port
meeting these criteria can be identified in step 750
using simple logic. In step 760, the identified source
or target IP address and or port identifiers can be
presented to a user. These source IP addresses (or
other device identifiers) for the identified network
devices can be then placed on anACL in step 770 to
request network devices to ignore or otherwise refuse 



to transmit traffic associated with identified
ports/addresses, if approved by a user. [0051]
Referring now to FIG. 5, an access control system 500
in accordance with embodiments of the present
invention is now disclosed. As described above, a flow
data storage system 140 may receive the raw flow
records 190. The flow data storage system 140 may
aggregate the flow records 190, as described above, in
various known ways to accomplish system goals or the
flow records may be stored in a raw form. The flow
records may be accessed and assessed by the data
analysis tool 150 according to criteria received
and/or defined via the user interface 160 to define
network addresses/ports to be added to ACLs. Likewise,
it should be appreciated that ports/addresses that do
not meet the predefined criteria over period of time
may also be automatically identified and suggested to
the user for removal from the ACLs. Typically, any
address in the flow records or addresses in the ACL
identified dynamically according to the predefined
criteria is forwarded to the user interface to be
reviewed by an administrator. The administrator may
then approve the addition/removal of the identified
port/address from the ACL. [0052] The ACLs 590 on a
network device 520 or, optionally, may be stored in an
ACL storage system 530 and forwarded to any network
device 520 that receives traffic via LANs 510 or the
Internet 115. The network device 520 typically refuses
to forward any traffic associated with an identified
device in the ACL in either the device 520 or the
optional ACL storage 530. That is, traffic destined to
and/or originating from an address in the ACL arrives
at the device 520 and is not forwarded through the
networks 510, 115. When the traffic 



communications times out, the communication is removed
from storage and never reaches an indicated
destination.[0053] Referring now to the service flow
diagram 600 in FIG. 6, a network node 610 may forward
flow reports 650 describing network traffic to a
network monitoring system 620. As described above, the
network monitoring system 620 may collect and store
the flow records 650.. Stored flow records 660 may be
accessed by an access control system 630 that
evaluates the stored flow records 660 according to
predefined criteria to automatically identify network
addresses/ports. The identified addressed are forward
to a user interface 640 to be reviewed. If the
identified address/port is accepted by the user, the
address/port may be sent to the network node 610 as
ACL update data 680 for implementation of the ACL.
[0054] While the invention has been described with
reference to an exemplary embodiments various
additions, deletions, substitutions, or other
modifications may be made without departing from the
spirit or scope of the invention. Accordingly, the
invention is not to be considered as limited by the
foregoing description, but is only limited by the
scope of the appended claims.What is Claimed: 1. A
system for dynamically controlling network
communications, the system comprising: a network
device configured to receive network traffic and to
produce a flow record describing said network traffic;
a flow record storage configured to receive said flow
record from said network device and to store said flow
records; and a data analysis tool configured to access
said stored flow record and to assess said flow record
according to predefined criteria to dynamically
identify an address; 



wherein the network device is configured to receive
said identified port address and to add said
identified node or port address to an access control
list. 2. The system of claim 1 further comprising an
access control list storage configured to store said
identified address and to provide said identified
address to the network device. 3. The system of claim
1, wherein the network device is configured to produce
a plurality of flow records describing said network
traffic, and wherein each of said plurality of flow
records comprises at least one of a source node, a
destination node, a source port, and a destination
port address and said flow records are aggregated
according to said node and/or port addresses. 4. The
system of claim 3, wherein said flow records comprise
byte size transmitted in each associated flow, and
wherein the predefined criteria comprises the total
number of bytes transmitted in the associated flowed
for each of the node or port addresses.5. The system
of claim 1 further comprising a input/output device
configured to display to a user said identified
address received from the data analysis tool, and
whereby the identified address is forwarded to the
network device to be added to the access control list
only if the user provides an input to accept the
identified address. 6. The system of claim 1, wherein
the input/out device further acquires and displays
flow records data associated with said identified
address. 7. A method for managing network comprising:
monitoring traffic through components in the network;
receiving flow records from said components describing
said traffic; 



analyzing the flow records and identifying an address
that meets a predefined criterion; and forwarding the
identified address to one of the network components,
wherein said component adds the identified network
address to an associated access control list, wherein
said access control list directs the component from
forwarding traffic associated with said identified
address. 8. The method of claim 7, wherein said
identified address is automatically removed from the
access control list after a predefined time period. 9.
The method of claim 7, wherein said address identifies
at least one of a source node, a destination node, a
source port, and a destination port.10. The method of
claim 9, wherein said address identifies a source
node. 11. The system of claim 7, wherein the
predefined criterion comprises a maximum total number
of bytes associated with an address. 12. The method of
claim 7 further comprising displaying to a user said
identified address, and whereby the forwarding of the
identified address occurs after the user approves the
identified address. 13. The method of claim 12 further
comprising displaying to the user flow records data
associated with said identified address. 14. A system
for dynamically controlling traffic in a network, the
system comprising: a flow record generating device
configured to provide flow records describing said
network traffic; a flow record storage system
configured to receive and store the flow records; 



a data analysis device configured to access the
storage system and to assess the stored flow records
according to predefined criteria; whereby the data
analysis device dynamically identifies at least one
address satisfying said predefined criteria, said
address comprising a port or a node address associated
with the traffic. 15. The system of claim 14, wherein
the flow data storage system is configured to
aggregate the flow records; 16. The system of claim
14, wherein each of said flow records comprises a time
stamp, and wherein the predefined criteria comprises a
time window.17. The system of claim 14 further
comprising access control list storage, wherein the
identified address is added to the access control list
and wherein components in the network will not forward
traffic associated with addresses in the access
control list. 18. The system of claim 17 further
comprising a user interface configured to display to a
user said identified address, and whereby the
identified address is added to the access control list
only after the user accepts the identified address.
19. The system of claim 18, wherein the user interface
is further configured to display to the user flow
records data associated with said identified address.
20. A method for evaluating an address on an access
control list, the method comprising: monitoring
traffic through components in the network; receiving
flow records from said components describing said
traffic; analyzing any of said received flow records
associated with said address in the access control
list according to a predefined 



criterion; and renewing the address in the access
control list if said address satisfies said predefined
criterion. 21. The method of claim 22 further
comprising displaying to a user said address, and
whereby the renewing of the address occurs after the
user approves the address. 22. The method of claim 2 1
further comprising displaying to the user flow records
data associated with said address.23. The method of
claim 19, wherein said address identifies at least one
of a source node, a destination node, a source port,
and a destination port. 24. The method of claim 19,
wherein said address is automatically removed from the
access control list after a predefined time period. 


