VETHOD FOR CONFI GURI NG ACLS ON NETWORK DEVI CE BASED ON
FLOW | NFORVATI ON Field of the Invention [0001] The

wpe@smesn439 nvention relates to using network fl|PeBEUSEDE013694

exported fromnetwork routers to provide information
about the traffic entering/exiting the device. Network

L e e e s

whose traffic transidhy pi @wIRFORMATIONE net hod

present ed describes the dynam c creation and

application of access control lists on the router from

i nf orkiretd effthédnivemtdord r om t he network flow i nformation
exported by the network router. Background of the

| nver{0DOH] [ 00B2] pNseabrikverdge relates te ussed uletivork nBeys data
i nportant husiness functions, such (i;\s, subscr.i ber

bi | | iG¥gOrtae rikemy RGHWOTK OGRS rto oxide infgpmmation about the traffic

devel nt,,. . net rati n nt,. n

and SRTERexEEe by BRIGE NGt orE RABER pn "Ry ofiieured 10
usagetidriycdoe de P vatinab tiisest SEn@WoiR| trd B eFReRtwo network
exchanged i n a comuni cations session between parties,

but rdevives whosedestfiunemsits viaathe detter.| Thec matkod presented
known as "flow records" containing one or nore types .

of neleserbes (he dynamiggraatipn gnd @pphicgtiokebagcerstéantrol lists on

R A RN T T —
fl OWéxg)%&_EQ H'glsthg‘?feit\%ﬂ( Asuté. smal | unit of neasure of
r

uni direction network usage by a stream of |P packets

that share common souBgeksfind @TithO #iveéHiidpar anet er s
during a time interval. TOO03] The types of netadata

included within each flow record vary based on the _
t ype [0002]er vINeéwarnk usegewdata i invedefield fandnanyn impestant business

g?gsisfgp%ggrfsg égg tagv(sepggg{blgg %lilﬁhg,n r(?lta\pﬁ)ertlkngdgcvcl:&s%omer care, product

development, network operations management, network and systems

capacity planning, and security. Network usage data does not include the
actual information exchanged in a communications session between
parties, but rather includes numerous usage detail records, known as
“flow records™ containing one or more types of metadata (i.e., "data
about data"). Known network flow records protocols include Netflow®,
sFlow®, jFlow®, cFlow® or Netstream®. As used herein, a flow record
is defined as a small unit of measure of unidirectional network usage by a
stream of IP packets that share common source and destination

parameters during a time interval.

[0003] The types of metadata included within each flow record vary
based on the type of service and network involved and, in some cases,
based on the particular network device providing the flow records. In
general, a flow record provides detailed usage information about a

particular event or communications connection between parties, such as
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general, a flow record provides detail ed usage

i nformati on about a particular event or communi cations
W@ nesBDN bet ween parties, such asthe conneckPCDES2008/013694

start tine and stop tinme, source (or originator) of

the data being transported, the destination or

r ecei%g :(:Pgéeétgﬁ} ?tgttvat’rirgggbggt %ﬁ}gﬂ%ﬁ'ﬁ?&# r&)u%e %é&i ginator) of the data

trans zes Us
| nf orygtd eanbertadE fthie SeStinatRey bofkkeRfer ldfifRe GhfQ%nd the amount
mlliseconds to seconds, occasionally mnutes).

Deperufi dajaamanidferregd.peAofloveradore santnadzesn ukage vidiovmdtion for
a flowrecord may al so.include information about the
t ransfesy shed: peiapds phdimg dBom mdlispcopgds dp ssecards, (argasionally

ot waPIutEDn  ERpb IR B dbetiRle defilid HRLTRRIG involved, a
| nf orggy, irelorarAay &l RfidefindSrmdidn S84 the tR®SFdrotocol, the
(CDRs). [0004] In network nmonitoring, the network flow

r ecorngpe arfedatal transfertedstloe ¢ypband seraicgz€fbS)opmvaded,eetc. In
nmeani ngul result. Network usage anal ysis systens i
pr ocdsksphpey, actwerksy Brsollow rgperdgdhat meke uppoetusage information

summari zed data files, that su vari ous busi ness

f unctd®h F“ﬁattmlgaﬁsdﬁg@?ﬁff%’lr &bgﬁgterrs provi de

i nfor hon MOrk servyi r |

used [gﬁghgy %gﬁﬁv%\/\{\f\@?ﬂgﬁs géeanneé )(/)gll? ?oggﬁcgﬁé@%raencollected,
al so JasredS8Ald t shdl ithYpfodfucer fdafing fGMIEAIE! Network usage
satisfaction-rel ated i ssues, such as those caused by

net wainklystn ggsteimsn paoekss ethese Ifloecrecotds ahdsgendrateoneports or
exanpl e, network utilization and performance

as a
f unctsusHMazed dat@r filss thats sppopleHarewsy busiagssinctions. Network
nonitored to.tr.ack user's .experd ence, to farecast

fut urBage SV Rapalrty, PEviES” iR Ldhgl BORGw grerwork
i ndi GRHi¥&s Bfe PEhVYAIsEd 3RSy W] NEWydrRalsage [[AABR]s systems
In conputer security, an access control list (ACL) 1Is

a | i sanodlspesariused apsidentific l{ed prediat) obsteater ddvis€action-related
specifically, in networking, ACL refers to a |ist of )
r ul edsssasuchrast these caused; by setvrykraangsstiorand aghwork security

e b SL, ot SRR RSLARLE U it s o

cont rghctibrP bf seE¥eriBeP 5 Weti®ior, may be monitored to track a user’s
experience, to forecast future network capacity, or to identify usage
behavior indicative of network abuse, fraud and theft.
[0005] In computer security, an access control list (ACL) is a list of
permissions attached to an object. More specifically, in networking,
ACL refers to a list of rules detailingtraffic filtering rules. ACLs can
permit or deny traffic through a network device. Only routers and
firewalls can have network ACLs. Access control lists can generally be

configured to control both inbound and outbound traffic.

[0006] ACLs are one way to control network traffic by limiting user
and device access to and from undesired addresses and / or ports. ACLs

filter network traffic by controlling whether routed packets are forwarded
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configured to control both inbound and out bound
traffic. [0006] ACLs are one way to control network

W@ e@PO3w3by [imting user and device access toPERUSINDM3694

undesi red addresses and / or ports. ACLs filter
network traffic by controlling whether routed packets

f ; ' i
it er b eRERy S ana e Shist el pRRFisther.dgvices can
The rﬁl%reﬁac%ﬁm TRS r6@eh eRAGIRLs dRhgRicRermtd Geﬁé’ﬁﬁﬁﬁ@bvhether to
to forward or drop the packet, on the basis of the

crit dorwasberidioe dhevipablet, phethadmsissof thet sritefia saee§ed within
control list criterion could be the source add ez)F ?{9
t he tthﬁf&qC§SSoHISfSheAae@,@qqs&tQO@ﬁmédléﬁteg@t%rom §au f fhe, source

h
D, L9 Bl i @hEhRE B R RRERBL YAt bl e rse
Servgjogé b V\gltdtf)é(ﬁr Sofsohfie 1?1§t19§VtH€‘f'ei‘?1n Fpically Internet
| Pbased "net Atcess contr [1sts al

di f f drrerddoh(HY) aakiteses baﬁﬂechsadeﬁhﬁSrsl&f ﬂhdaohrde device on an IP-
w thin the network. [0007] Wile ACLs service useful
f uncthased neexverkbl Aseesycamrel lisdy abewdiffesentiaied acegss based on

particul.ar. rrent programed manual | y.
Furtngﬁ@eﬁchgr?ﬁ%&ﬂf%ﬂetka addresses to place on
e ™ e A S SRR AL ol P s may
are R geabdrRR! qﬁ pafleuldyNRCIS, ar@%ﬁh@ﬁtl&r}ﬁﬁg%rﬁﬁieﬁ%hnually
to manage. Network rranagerrent tasks such”as nonitoring

traf mehemrrm)reLelhmHeleamnabfyﬁ? addrebsesrtetplack 'oa the ACLs may be
per f or mance, reconfi g$1r| ng the network for inproved

perfd}fhﬁm)éafl ql!illpf%dlp?@fb mati on about the network.
I—bmevsgp$bec use | arge I P networks are hi ghI d am c,

ki clir particulanunamy ARIRORAUSOPF 68 f Nhkgrks are

et wareerEg RS e R éfﬁ‘l‘fﬁguit? aarlage Network

hund rrﬁ%géhérﬁ WASsSsIRAGhsaAbRIBHMAg tAffialiA% RAWRRKAAfalyzing the
networ k rmay have 300, 000 nodes and 2,500 routers.

Rout ereswodad epmﬁ(mnaznuet cdnesrﬁcmfmgm‘h’@ rtheenebvdrkddor ciasproved

sonetings fail, go offline, or return to service.

Li nkd nggirequire information about the network. However, because
large IP networks are highly dynamic, it is difficult to acquire
information useful for many network management tasks. Consider that a
large IP network may have tens of thousands of nodes and hundreds of
routers and gateways. A large corporate network may have 300,000
nodes and 2,500 routers. Routers, gateways, switches, and other network
devices sometimes fail, go offline, or return to service. Links often fail,
return to service, or degrade in performance. For instance, a microwave
or satellite link may experience interference that reduces its bandwidth.
Protocols such as OSPF and BGP that are used to route traffic in large IP
networks are dynamic and change the routing paths in a large network as

conditions change in the network. Even relatively stable networks can

take a long time to reach a state of routing convergence. By design, the
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return to service, or degrade in performance. For
i nstance, a mcrowave or satellite |link may experience
WO nioensrBeNnce that reduces its bandw dth. ProtPCDIUS2008/013694
such as OSPF and BGP that are used to route traffic in
| arge I P networks are dynam c and change the routing

pat hs_ i a n r opdi ti. ange i bt

et wal et ARG fe@Fech B RGNS R b ework can
| ong dHang teQeh QRfth@tR! BéSo®@lof rO8th RIcHHBEToACHE R eeBthem. In
desi gn, Thepath of comuni cati on bétween two conputers

on anview ofethese Kactars andasthersediscusded bebpw hie hae bicenl difficult for

a single connection between them, In view of these )
f act diEWaHd mAnagescat eQls e ebkringiformatipgsthgg @yer time paints a

difficult f Kk : i
it ool BB FREPE R wHEOLE mRHER Compi e o

ok 6[665{)? ﬁalfét&/toylg Eoglfpl&iﬁfé{n%l%{mahggglﬂnmowg 5xpehnggve as it

conpl'exi es ~nanagk ng rks “ex ive as It

requifagd fFR0Hel | mMhRuMeNint@VeRof Kiby eskiMé@BNhuman operators.
operators. Configuration and managenent of a large |

net wiCénfigasratier randi inhinegdrhentoofha tlanget . ndtwarknleaselsednt gifficult
for close human_oversi ght has |ed nany operators to .
adoptlo AWy Ahisy aeprssity yiass clgpe hawnam pvisetight kas led many
stability over firequent reconfiguration to optim .1
net woReTHierY Bt AdREEE Cpnaervallie olleY oL BralRiniE pRRfOtk stability
fi el b MejR e OBIRGSARBL BasphReR hBAkolPpBEbIRLKE. Thus,
retain sub%?oti malle net wor k confi%ur ations ?orpl onger o
t han anethdrr gdbldrmadi thg field ofhetworknmanagementehpeeienehat 1P

bandw dt h capacity and potentially higher |
commuistwarksoictain esthopsima a neby orkr wosaigpetans| dor Tlepeer than

LSS GE R e R bR By Ry Rppsiy and
renagRRBl LA R TAA OO ) ISR Sosile
shor tliawis nfgs. alfoshatedt mankgeraamganmdntonfiglmtid®nmbhye not been
di scover and poll live network devices to generate

repor"t”éiebbﬁ‘ﬂ@?tﬁﬁi-ng maps, counter val ues, averages,

ar eas[08£0]hi g&l%}{o%fg];litgblsafgg nggwgrrl](' mgrlljerlée?géntf ?r?cllgding monitoring
and maintaining ACLS, do exist, the tools are unsophisticated and have
many shortcomings. Most network management tools simply discover
and poll live network devices to generate reports containing maps,
counter values, averages, areas of high traffic, and so on. Current tools
tend to ignore the global dynamics of network behavior, concentrating on
centrally "unifying potentially conflicting data taken locally from
individual network devices. Current tools do not make it easy for an
operator to perform a variety of potentially useful tasks such as
discovering the path a particular set of traffic takes through the network,
investigating the behavior of the network in ‘whatif scenarios,

monitoring the evolution of the network as failures and recoveries occur,



tend to ignore the global dynam cs of network
behavi or, concentrating on centrally unifying

w@oioensi4dd |y conflicting data taken | ocally frper/us2008/013694

i ndi vi dual network devices. Current tools do not nake
it easy for an operator to performa variety of

¢ . . . _
5 pardh S AHEChtyORe EARR 58 et RE 3 el Rufap apieions or
I nvesdelrgiakd, Radtdacoehavi or of the network in whatif

scenari os, nonitoring the evolution of the network as

fai |l yoes1pnd Acdey@ibab aboou) tidreahave Heeg BEREMPIK to measure
traffic as it relates to particular applications or
ser vinggworkaritaffie anindivigual user gempuigredbubdwst trafie edata has

" EGAi €T SGAp BRSO A By G &y il infpiflatippsrelated to
been th%@ctﬁgw' ox?%gﬁ?%a{lgr ?L{Plgrifllelny IF ﬁ@ﬂz%rkf ?%’c?s@lor end-system

i nfor on rela ra I'ow al ong particul ar

pat hsétwoald mddst@invét kdoekinst priviéadseis ireformativRabout network
nmeasur enent does not provide useful information about

net wdoRrologyol ‘bhere atieealso doels thatoaggrepatet atradiye detpaatenctwork
IP traffic data at network.devices such routers .
SWi t 4CCS¢ %’r&‘e‘%‘é‘&?ﬂse%n%WﬁFgw rf)%r %mp@,sﬁsﬁﬁ%@%&m Cisco
o Qrerh oS 8RR 82 S A RE AN BAGRAUA §nk@équate for
nunmer ous reasons sucC as op e €. g., encrypted,

t unnel@fldrotis afchséns GAER! &X opRGhd qBld.0RNE )i GitinleRd) traffic,
patterns, sanpling artifacts, |oad on routers
i nt r cabmeEdX apphoati o comgpnumcation petterns| SOhpling artifacts, load on

Furt hernore, kpo techniques for identifying viruses
are |rpmqrwtrq$@gﬂm0pgeﬁﬁgqﬂé0@@ﬁ%ra| Iy Took for

oo, Eeb Rl B B Rs o B Birses are
SRR RRBA Bk U AN 1 BRAY et o

di ff ehentihal aubht yeembriftRingd heGvékdrdse@ikdd IBAg and identifying
applications that require a | arge anmount of network
r esoppisatigis apquésting aneubeatordlly largee aimouelt | oHehe network

o oL B SRl R cn e i
and legitimate applications that require a large amount of network
resources. Also, virus are becoming more intelligent to avoid detection.
For example, a virus may sit dormant on a system for some time, waiting
for a signal to initiate. For example, a malicious virus may sit dormant
until confidential data is acquired. Thus, while the virus is waiting to act,

it would be difficult to detect because it produces minimal side-effects.

Summary of the Invention

[0013] In response to these and other needs, embodiments of the
present invention provide a system and method for using network flow
records exported from network routers to provide information about the
traffic entering/exiting the device. Network routers can be configured to

authorize or deny various types of network traffic between two network
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for a signal to initiate. For exanple, a malicious

virus may sit dormant until confidential data is
W@e@osmay Thus, while the virus is waiting toPEDUS2008/013694

woul d be difficult to detect because it produces

m ni mal . side-effects. Sunmmary of the Invention [0013]

I . d i f
e SROREREwhidst NRlc HanSiicVia "BES PawBED T el Tillod presented
usi NHRELMEY theldr@WidiLaRd ﬁﬁ{)l@&lﬁfnt @idaécreﬁ’ﬁb&@tw\?ﬁ&s on the router

routers to provide infornmation about the traffic

ent erfrowg/infarmatignt derivdevirom. thiletetwork flout imfsrmeatiorbexported by
configured to authorize or deny various types of

net wR& NEMEETKi IOUEEL ween two net wor kdevi ces whose

traffic transits via the router. The nethod presented

q , h . : .
cont 1OPFFL < (B SKSEHL WoBltes “FARNST s BIRECR, payrork. the
fr OmsS/Qt%rrPQB&\Rlﬂlﬁa%' aWloWf QEETHII Sidr£odd VonEigubdd ttbereceive flow
netwoi k router. [0014] A system provides dynam cally

cont re¢drdagframn ¢hewarckwotkhendy i egerepateidhegflow fdoownds; a data
record storage configured to receive flow records from
the raalisik e acefigggd dgarecei e thy aasregaty diow gegends and to

anal ysis tool configur to receive the re | ow. .
Fecorengrate Seates s ok s pitalRe 8B hfed Peria o
aCCOfiQéﬁt\?\fgt ShePoLARIrk MREWEF h&dreSsdsCarldiSdits,f ahdPA BeBlork device
nore netwdrk addresses and ports, and a network device

conf icopufigdrdd te eeadive thbedenigfied friceworietaddrdssesddnéstoeadd the

and to add the identified network addresses and ports )
t o andenttfieds neSwork| afddressesoandomarrisy tot g8 ggsessmeontrol  list.

SRR BSSERE o Bl ook, SRS anial i storase
addr GeRaR CoRfiEhReiflstofe RiPMeARAENheWEN hfi&h%lgfeys, and ports

net wo esseS to the netwo evi ce. Qt)tl onha
each anfl tohpraviidevthieddemifiddnnetvwateR @aldvesses aoatidrmssotladievice.

the flow records are ag&ﬁr)egat ed according to the

sour édptienpllys sesh oy therflpwerecords mchwdasex spurse; arddragreand the

byte size transmtted in each associ ated f,| ows, and

aher 4V ¢ RRSEPEaB resebefedr rReSRirEalt i Tordf addresses.
Otherwise, the flow records include byte size transmitted in each
associated flows, and wherein the predefined criteria includes the total
number of bytes transmitted in the associated flow for each of the source
addresses. Optionally, a data input device receives input from a user to

define the predefined criteria.

[0015] Components in the network can be monitored by receiving
flow records from the components about traffic on a network. Data
defining access control criteria is optionally received, and the flow
records are analyzed using the access control criteria. A target and
source network addresses or ranges and/or target and source ports that
meet the access control criteria and identified and presented to the user.

The user may review the identified addresses or ranges, and/or ports then
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nunber of bytes transmtted in the associated flow for
each of the source addresses. Optionally, a data input

waelewbog4secei ves i nput froma user to define tPET/US2008/013694

predefined criteria. [0015] Conponents in the network

can be nonitored by receiving flow records fromthe

conp ng s ffi vvqir t [ 0g
acce?ﬁc@nt@%ﬁé&%’r ft}{ié;sre [ lzgl&iéé{bog)tfing&neal eyk/w (r)ggec?)\?g}gédég\llrt}% If sent,

the fdopypdRaPr slfdsartBe 2RNYiFRE wetwarkt hRideesse andnpodl to an
criteria. A target and source network addresses or

r angessauiatedr adcgsgebntnoll I1sounhergorths adesss reeatrol Hist prevents

access control criteria and  ideptified anpd presente
to t Heafligedtontngcaghans nie AdeRtEUEd hRciv K a0dERPS and/or port.

* hes Gy, 3¢ B8R ar kB Rberb (EURR 11 caft B to allow
compapefie Relthval be thdgohidRANnel Adrs§eand/ or

port to an associ ated access control list, wherein the
access control list prevents traffic fromreaching the

i dent[DO1€ld nki was kvaydA€dsamnotatiic fitteting@uidsoapplied in a router
time periods for each access control

o B dbenalL. { Rherearvao Gmdeid AGLsnSandarthag Sasplock or

ACL entri 0 |0 Hhikg . nay, r [

e o, R 2y aRbreRd PrASQr Y ag Pribhiid picnsapay block
are thyoséidsind DeSHSationt BN dalde ACkRd SBatcePARE Delfination Port.
allow’traffic by Source I P Address only and Extended

ACLs Adwatrdibighg lerbyodmenteofitice Pesentredpliwatibf Addudesstoring the
and Source and Destination Port. Accordingly,

embodfieriified addresses raxgist appl i cation i ncl ude storing

the identified addresses or ports. [0017] In a system

for i ca okl i k .G,

syst w?ﬁcl ug‘{e}sé gfﬁ%@whlgreﬁg?%ﬁc\r%gg'dceéﬁhgéeﬁlégn?‘lgtg%)rr lédt r?foﬁc’ the
accesgsRnBiRIads YR BehéraBhg\dclfcd Loz @ed tdSiccss a storage
flow fecord storage syStem configured to receive and

st or eystem fd provide dlods reconds;a flatvarezoad ywirsgeleysterm configured
configured. to access the storage systemand to assess .
the 40oresgive andr skse ddheadloyy dicggrdsy #rddefdateganalysis device

crit ecroinﬁ'gu}efd %‘ QREeds' B §t%%§éed§ys§gﬁqi §rf1<¥ tb haessess the stored flow
records according to predefined criteria. If those flow records satisfy the
predefined criteria, that address/port may be forward to a user for review
and approval to be added in the ACL. To aid the user, flow record data
associated with the identified address/port may be also displayed to the

Uscr.

[0018] In another embodiment, the techniques disclosed herein
describe a method for evaluating address/ports in an ACL. In particular,
flow records associated with a address/ports in the ACL may be
evaluated according to a predefined criteria. If those flow records satisfy
the predefined criteria, that address/port may be forward to a user for

review and approval to be renewed in the ACL. Otherwise, if those flow



predefined criteria, that address/port may be forward

to a user for review and approval to be added in the
WO\GW09/0d13ai d the user, flow record data associBCEUS208/013694

the identified address/port nay be al so displayed to

the user. [0018] In another enbodi ment, the techniques

di scl d, herei ' hod . '

adr OSpiy FAL 1 ISP oS Ee ol Shia " AR B mpr may e
associorharl W 4 Dsé@ RIYEGSS BRI hgproRal o ¥emowped #8m the ACL.
eval uated according to a predefined criteria. If those

flow records sati sf BridfD&ceihibntsgdhe Dragtings t hat
address/port may be forward to a user for review and

appr o819} o Héher ahovedand ather Adjectsx Heatwrese anidf advangages of

flowecords fail to satisfy the_ predefined criteri
and a‘%fc!%%%ﬁ}ﬁlafﬁ’ayﬂ%@dfraﬁmr@f BB? present mygntion, wall, be more

and appr.oval r f t . Bri . . .
o0 BREPYR bR e AFTRRRR O B e in, epnction
obj ecjfth tﬁ@a&wﬁga@ﬂgwy@m@%&vmhpert ai n exenpl ary

enbodi nents of the ‘préesent invention will be nore

appar @oR0f r orpigie IARldepidtsan deémiplad ndework it aaordaicenwith
in conjunction w th the acconpanying drawi ngs in
whi chempodia@intsof theepricseniapientsoranetavarkpl ary net wor k

I n accordance with odi ments .of the present .
| venlgh et Wigye: lﬁeggrzqq arg) é‘iﬂ‘étslﬁ(’((b‘pil Jfowqqords analysis
depi csé,g known fl ow records anal ysis system [0022]

Fi gur Eeq’?’pri or art) depicts a known exenplary flow

r eCOfMDZEPOZﬁigﬂe%JLﬁi& HAOPdepists a Kivwm efd@pRIraiflow record,
table for storing the flow records in accordance with
enbodj0023} s dligutee plepsatnn knovencxamplafptbig fei gariegshe flow

depicts an exenplary tahle for, stori aggregat ed fl ow
" ecorigg0Tds IRACEPRIENES Wil FmbREIBFHE R NG PTasE ! {5VEREaR;

i nventingni [ s QLKL ' .

cr oat1098Fhct & e EUFER b GRIFTEy RO IO RuBE agergeated

embodfgRbsords ih RBcHdanedwithnMaBbd@dfents of the present invention;
[0025] Figure 5 depicts a system for creating ACLs using the flow

data in accordance with embodiments of the present invention;

[0026] Figure 6 is a service flow diagram that explains the
communications between a network node, an access control system, and
a flow record storage system in accordance with embodiments of the
present invention; and

[0027] Figure 7 is a flow diagram depicting the steps in a method for
creating ACLs using flow records in accordance with embodiments of
the present invention.

Detailed Description of the Preferred Embodiments

[0028] A network 100 in accordance with embodiments of the present
invention is depicted in FIG. 1A, wherein a block diagram illustrating a
network view of the present invention, in accordance with one

embodiment, is shown. As illustrated, client devices 108a-108n are
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[0026] Figure 6 is a service flow diagramthat

expl ains the comuni cati ons between a network node, an
wWaewess4aont rol system and a flow record st orBgEUS2008/013694

systemin accordance with enbodi nents of the present

i nvention; and [0027] Figure 7 is a flow diagram

depi el pad b8 SLens | Mo 165 Mol REGBHIAS ARKR 112, which

usi ng S$”i h accof dance

the phERABS al MYABE! BF rolBhRideQtbePeRIFal P@éx@@o@f)leﬁh@) each other
Preferred Enbodi nents [0028] A network 100 in

accorfdemie wi phuralityodf metwerloflinkse lesgndevioesedOBarl08n, via
is depicted in FIG |A wherein a bl di agra
 T1 ugbHdRg g vicen kQfar KOG & BPre ﬁ@e%? Eé%t Ong]ﬁtr}eéwork links

: |n| 3?{3(” d(zg)y E(\f’ﬁttgl}jg( gggv%gq%fggj{ﬁnlégfec R/g% féssa segvers 110a-
serveangnlsased . tﬁUﬂféﬂfhrﬁi‘él?"%@%sé%ll&d ]ﬂlzthc art would

whi ch i ncl udes a number of routing devices 106a-10
couplapgrécdateadie sirhemetwork hgks tipdtunake syrvefs rhét)a»drll@n readily
links. Cient devices 108a-108n, via routing device
106aa£9@$1bl@rt0n@>lr1@ts@@@p¢s dQBaql! 086v@lrs0tn$edﬁrétﬂmnkvulnerable to

I
oo bUSE e PIRuSrolY Bl omit 0 clent dhviskSy fibas( o, For
as t f&aﬁp?é' Shér iodenElidt déw:%sdm&m@gh%sy lhaﬁlmpy or in

net wor i nks t hat make servers 11 HOn readi |

accesonbifation dhieeH adeuitads ﬁ&&aaéﬂﬁmeaiaioof eald&ce attack, or
them vul nerabl e to abuse or m suse by one or nore of
cl i emtheravibe egctingze TO8NOr FBPreRamisre, L 1deel Hin, ninuding devices

gloh‘gﬂ:(?gge 2 .ﬂl{ ?15?]1 ?15&5 al[}yg Lodi V Eéﬁa‘gl élgme&ts. 011n accordance
Ser Viyeien ?ﬁ@?&f?&n\%ﬁﬁ)ﬁwd% ¥rCigam @W@ﬁleggebdmgg number of

servers routt ng devi cés

the Isendssi 104er b@hi)edreesinpliged! wrdelest ahd prevond e abuse or
with the present invention, director 102, conpl enented

by a rmigngeof de geh’s@ﬂ@hum@thxescmb@demprmﬁd bolow. For the

T T L T KM AL 4 P
locations. In alternate embodiments, some or all of sensors 104a-104n
may be integrally disposed with routing devices 106a-106b.

[0029] Network 112 represents a broad range of private as well as
public networks or interconnected networks, such as an enterprise
network of a multi-national corporation, or the Internet. Networking
nodes, such as clients 108a-108n and server 110a-110n represent a broad
range of these elements known in the art, including individual user
machines, e-commerce sites, and the like. As alluded to earlier, routing
devices 106a-106n represent a broad range of network trafficking
equipment, including but are not limited to conventional routers,
switches, gateways, hubs and the like.

[0030] While for ease of understanding, only one director 102, and a

handful each of network nodes, clients 108a-108n and servers 110a-

9.



illustrated enbodi nent, sensors 104a-104n are di sposed

in distributed | ocations. In alternate enbodi nents,
waroe/0g3al | of sensors 104a-104n nmay be i nt egP@l/§2008/013694

di sposed with routing devices 106a- 106b. [0029]

Network 112 represents a broad range of private as

vel | @dnP by BELIERL D1 g6N' 1 OONBES 78489 04R 48 included in

such as an en rprise ne I -nationa

cor pQr@illBiratioh, fiden tHy @éseeiptiohlabworlsw) tharedslledsiicthe art will
as clients 108a-108n and server 110a- 110On represent a

br oadippeetgate othat thes predeatrenventioromeyi he tyirectigad, with more than
i ncl udi ng i ndi 'flual er nmachi n(lss, e-corErrerge sites, .
and 096 Gireedor M2 26 el s 1BowapY Jesh neiwaEk Rgdee pRERE devices
106a- p r-ad g r . :
SRR S TR Ty YR e prg ventin

Lo copye stbo&agra"cﬁ%é? hith Snk lorRsre Sré&ORY $02 hoWRe@Msore than
the IiKe. [0030] Wile for ease of understanding, only

one daineedirectot0202 aisd empiayet,ukadnatirestomdtddo mayn dute sassigned
clients 108a-108n and servers 110aHOn, routing de&iiéces
106aTeammsHtits éorsarsybseuatl somsprarld4aniddnd amd; thet gigectors 102
illustratiQ fromthe descripti t o _f0].l . those

i 1750 FiRfnte BR Gl e Bl f sy ik jpe AR E one of the
| NnVenfi}RibriBp02bSeiHAEL bt GRE "Mdster™hRd tHabtRE. 44 'S4V, or as
102 as well as nore or |less network nodes, routing

devi gpesrsl@6aed®Ganaiher sensogaiddianidd4m Hierarchy, to collective
particul ar, the present invention may al so be

pr actdizeh@rgg the repronsibikisics dgseréadope0v02. Wien nore

than gne director 102 is_enpl oyed, ch director 102 )
may BBO3KSi ghBe apssmsphis difceter 152 dileacribrd e Aeester detail

104a-104n; the dir 0 te

ot herb]e?%w’aalﬁ@gl?eepyr g?ﬂg\rl gl‘b?e{ni{lft%ﬁsaﬂﬁéy\f g\%lt?hcog%lg,c@?ﬁ{g P{Sétem and
di r eGhofcgedOdontR] \deDike2as dBScriBESInSreater et i Nseloher s

as "slave"), or as peers to one another or organized

i nto[e031y er A i EIG] €B] b k@oMrSHAWN @R ushge analysis system

responsibilities described bel ow. [0031] The operation

of t Hd ldincdedesr aldmai eoltietioni bpdemnseventlsi) ded ad |data storage

bel ow, and_the, director 102 | n,ﬂqu%es a EI ow dat a

connéé(?tiethé <P AEgbodiment. e data collection system server 130,
also called a listener, is a central server that collects the flow datagrams
190 from all various network agents 120 to storage and analysis. The
data collection system server 130 receives flow records 190 from the
flow record generating device 120, which is a network device that is part
of an IP network 114. In one embodiment, network 114 includes the

Internet 115.

[0033] In general, flow record generating devices 120 may include
substantially any network device capable of handling raw network traffic
at "line speeds” and generating flow records from that traffic. Exemplary
flow record generating devices 120 include routers, switches and
gateways, and in some cases, may include application servers, systems,

and network probes. In most cases, the small flow record records

-10-



an access control device, as described in greater
detail below [0032] As shown in FIG [|B, a known

woeimosd3usage anal ysis system 111 incl udes a PEL/ES2008/013694

col l ection system server 130 and a data storage system
140, in one enbodi nent. The data collection system

serve : »

servereraaed By e AL A ML flyye FU 2 8B PHhried o  stream
var i oysfloieesids A9V oSthé dtd SoIRdRIoAdS sl séRal 13 0S -

The data coll ection system server 130 receives flow

recor {03490 fVaivushaetivork rgotschl gANeréi | mawaeki equipment for
120, which is a network device that is part of an IP_ |

net woeddlerting neiwork asdbistitrnenprotaeelsnfic informetiodesTypically,

the Internet 115. [003 In general, f|ow record
Goner VAT RetpoRk bty 1Aty et R iatn oY PR feptugyenabled to

ne 05 S5, SORRAL ARSI AELUBI b o
t raf fjhe. n&XAR! agentf 1 20V iheUoEd ugaGHAT iIMEtadeYi (TBPL2R Stream

include routers, switches and gateways, and in sone _
casesContg! iTrensidisspp ProtacobSE€dPR) epacketsy sndnegllexted using a

" ecor BSbratetar by TRroupEConfogeHNa: IkEEsaeVF I (godnterne
e CHRRLEIhES TR AL G UahERE I, TR, ERfocol Flow

data C€o n-systemse 1 _ rious

net WOlfoRhAI G WX poth QPFIRS VAT KitBI-WOBTRES. 1 html.charters/ipfix-
col l ecting network and internet protocol traffic

i nf orclarteomtmTypi cal |y, vari ous network agents 120,

such as routers, have flow feature enabled to generate
f1 ow 08361 ds AsTHesdribed ateisy diovi gecarde 190parcansuplly sent by the

Dk By A RO SR B,
' I
( SCTR) e tRACK ?’%?%@tn%ﬁ 8[)%? AbESore 'ffﬂ)rQN ?%édr%i%"eo?lgé ttﬁ@)‘ Yfe exported.

For nmore i1n ease refe

Engi naafi aguDas Kidw fetid BoW reédcrddpad i§ droppdédidaetio network
Protocol Flow Information eXport (I PFIX) at

ht t p: ¢dngestiomtfetoegn herheoraktagest il PO iandbe deta, cdltastion server

130, it may be lost forever because there is no way for the network agent

120 to resend the flow record 190. Flow may also be enabled on a per-
interface basis to avoid unnecessarily burdening of the router's processor.
Thus, the flows records 190 are generally based on the packets input to
interfaces where it is enabled to avoid double counting and to save work
for the network agent 120. Also, the network agent 120 may export a

flow records for dropped packets.

[0036] Network flows have been defined in many ways. In one
implementation, a flow includes a S-tuple: a unidirectional sequence of
packets to define Source IP address, Destination IP address, Source TCP
port, Destination TCP port, and IP protocol. Typically, the network
agent 120 will output a flow record when it determines that the flow is

finished. The network agent 120 does this by “flow aging,” where the

-11-



[ 0035] As described above, flow records 190 are

usual ly sent by the network agents 120 via a UDP or
woeabpesasd for efficiency reasons, the networ kP@EES1088/013694

120 does not store flow records once they are

exported. Wth a UDP flow, if the flow record 190 is

0 OPRGAHE ab e PI0I0ESE £ AN UB T Q&n@?mn%?ﬁ?t?%ﬁlg‘;{g'ént 120

agent e dafa co on server 1

be | agks heweaysffidREAASEisheF Hows AOMDCP 8éssidie termination in a
network agent 120 to resend the flow record 190. Fl ow

may al'GB flev enusdsalic aetaopeagant d20doecxpars thet fbowy oihg network
unnecessar,i |y bu:aieni ng of _the router's ‘{jr cessor.
I

Thus,agleﬁ_b 12006an : s bgscanfigured ‘@eﬁlé?lf’_élit dgcend aha fixed
b oot anisbarelenh b e REST gD, ARPERRRIE arl Adupigistrator

agentcolifd defthé Povk b@p'&ﬁmsﬂmﬁgﬁawom@éaﬁmmpor t a
flow records for dropped packets. [0036] Network fl ows

have [po8T] defA fRSl irécaraNyO0NaNS cohtai® Rewidedharient af ifldrmation
a flow includes a 5-tuple: a unidirectional sequence _
of paablet the waldef ime gBenritew| Amdyermpiary Dy reeard @90 gontains

B ST MG i BRI, BB o
. ) AR WISTuE NGBy 8 ) Ry e e of

agi Nqlow MegiLuidie N&IIWRfukned8IinbeL D20 ed@itHicdNthadidvd record.
counter when the network agent 120 sees new traffic

for g0088] st Cemtinudyg Wit FIGL.CR, sepeti and t suitpundhtepfacensimple
a TCP flow causes the network agent 120 to expire the
fl ownemerlhén&mgcna@ﬁnprqgmlcé&gw%)olrtﬁbces)miogmaefd beoused to

P g SFSEIR el B Sl
S0 AT AR AGERL RS s

i nf orgwatittshsathat twdrft tadadihistrative aat@nYioR, hh@WonéRts of a set of
flow record 200 contains the foll ow ng

exenpl ar Cés . . . the .

val ustandasdsddbr neetwionk Fmanagement, piactuding aan  Application Layer

}c ggmgrrgfp%ﬂ; giggaggg%/ sé:t?ecnlqg,dgn(fl a'set of oc{;te? o Je%rts.ZJS?\H{/I% exposes
management data in the form of variables on the managed systems,
which describe the system configuration. These variables can then be
queried (and sometimes set) by managing applications. Modular devices
may renumber their SNMP indexes whenever slotted hardware is added
or removed. Index values are typically assigned at boot time and remain

fixed until the next reboot.

[0039] Continuing with FIG. 2, each of the flow records 200 further
typically include information on the data transmission, including a time
stamps of start and finish times 240. Other information on the data
transmission includes information on the number of bytes and/or packets
in a flow 250. The conditionals of the data transfer may also be included

in the flow record 200, such as header data 260 describing the source and

-12-



fl ow bei ng used. A Sequence nunber 220 identifies the
flow record. [0038] Continuing wth FIG 2, input and
W@oaopns243nt er f ace si npl e networ k managenent preCDUTH1008/013694
(SNWP) indices 230 may be used to dynam cally identify
networ k devi ces through SNMP. SNWP is used by network

For - anareigh B St St b SRRl BSLER s flmbers,
and GenshfisoRiprétotel, Afd BleafPRreiSserticeNGo8)! KFor Transmission
managenent, | ncI udi ng an Appl’ication Layer protocol, a

dat atﬁs&rcﬁchmtacola(ﬂ“:ca) sthie flowdedcardF0dctrmy SMilrer indicate the
dat t he_ f f bl
exposes nmanagenent data jn the formo var| %}T‘from [fCP 2 data

the rimenefiaBykeRitagswhring Bedlawpndis el §97§t

(ana TR i05E  Va g cgogﬁlaﬂmcslﬁwi MFifidpr, prample,
devi il fﬁﬂ&%leﬂ%&'&kn@% ?1@@ WeREWalance of TCP

sl ott ware 1s a I'ndex val ues are

t ypi diddsysuggsstg aemhesdagedatlute, rvehaebly namessagtiwadsemtand never
the next reboot. [0039] Continuing wwth FIG 2, each

of tHhecgivedv records 200 further typically include

information on the data_transm ssiaqn, including a time
st ami80491 st dhe lagk qf. selighility g sthe AgDPrasport nechanism does

i nfornat.ion transm s

|t orasienashhhErReBe WeB AR BIREplgASH s pbiained,from a
fl OWsaﬁﬁyledr FRvEOMt &andhie, of fibhessa Féste[r@rléﬁterthéﬁh‘)ew values
al so be included in the flow record such

headerilldb¢ se@6@hdrshe inekngotling ﬁmwvabhamqbds&ldl nht thos way, the
addresses, the source and destination addresses port
nunbdess ok pagkehfleosy samplesida slighbrrductien dy tee sffectlve sampling

service ( For ,.Transm s trol. Protao
(TPt VR, PRl s el rOP P BV P Cedgng e sampled
Un' O QY datdgrdf” THRY fnstedd Wlnbnfdlﬁ% aN- enﬁf’e W ré&%?él\@ 90 each
om TCP, a data transm ssion invol series
comndam@hmomstea:thfpromdeﬁomfemmxbre subh mlths ﬂéw version, its
acknow edgenent s flﬁgs ACKs). An inbal ance of TCP .
f | agPrigipging agentne e%id saaquienoh apaberahowgsage samples it

was sent .and ?ﬁ/eﬁ recei ved.
contains an ow samplés.’

[0041] Continuing with FIG. 1B, the data collection system server
130 receives the streaming flow records 190 from flow record generating
device 120 via a communication link 170. In one embodiment, the flow
record generating device 120 may be included within network 114. In
another embodiment, the flow record generating device 120 may be
implemented at a location physically apart from, though functionally
coupled to, network 114. Though shown in FIG. 1 as separate from the
data collection system server 130, flow record generating device 120
may be a part of data analysis system server 130, in another embodiment.
[0042] A data analysis system server 150 accesses and uses the flow
records 190 to perform predetermined network usage statistical analysis.

In general, the data analysis system server 150 implements various

-13-



[0040] The lack of reliability in the UDP transport
mechani sm does not significantly affect the accuracy

wW@Roovhg24aeasur emrent s obtai ned froma sanpl ed fPONUSIO08/013694

exanple, if flow sanples are |ost, then new val ues

wi |l be sent when the next polling interval has

passegd,,: ' t o) e I

P22 Gl Doy P dER4e, B0 I HEARBAS S usas
Wien el ighebletnySsteh dhBetdtkPedHRafoR ORIk ddefrity abuse,
sanpl ed fl ow datagram Thus, instead of 1ncluding an

ent i rizadd and tlecftr andog otlzark. ddteadptamnalysisesdtonoendasl S0 uses
i nformatjion such as_the flow version, its originatin

agentth§ Hlewarsgprdss19Q, apdqihenttatisinehanodals o rgngrate a Statistical
Cont ot Ve HRZ, A Be' SubalieRATPHER srtifi ata storage
servegfylsge’;Q [RECIPEmpIALy T gt k&""sﬂ'o?ﬁ@é fe 1Q@stical result

fromflow record generdting device 120 via

conmuwilt bt idescribekinlifdre kdivtabihielowh o8y ramatyzing €lofw data, the data
record ?er_]er ating device 120 %be_i ncluded wthin

net wonialysis systamasist pied 5@ weadiutisha piethee of saftiedlovg and traffic
gener | ocat i on

[ devi 12 i npl .
Jhyve e S5 Aerd " eR e TR uafa Shalss S 150 is
net W&Cﬁ%ﬁj[ﬂg%ﬁ%} S9MMpeigw F1 G 1 as separate from

e

the data co tion system server 130, flow record

gener@oudp deyi &R hdPediBYhdRlath RAkkysRf spdabm 883y SISO may be
system server 130, in another enbodi nent. [0042] A

dat a espdnsive teysueen seerface 150 forcmsarastiegdinabsss bhighe flow
flow records 190 to perform predeterm ned network
usagaeseuisi 400cal Usell Watgréace| d 6§e medyq| comprse atubstantially any

anal y.si s, ,Syst server 150. i gpl enent

vari onBSYS¥PYF ek fee Ehamny nh M, F ueh pace Ksvagttde omouse. a
or MpAch PaklOh lam.@ag%cfe%h%ﬁ:d Rf 6RE @REm ,q‘%@az)hical display of
networ k congestion,” network security abuse, fraud and

t hef tthe anatisgical hesudts by bdadwtpanad g slisplay scesensatrveer interface
150 uses the flow records 190 and the statistica

nodel ¥G o generate a statistical result, which also

may ently stgred within a data storage

syst ﬁﬁpiiﬁéegéﬁsmlgpcﬁm& GameBaky SIS SYBtSM AgFVERd S0 comprises
stat iaStcio%ﬂ'lutéte $Yhtvare program, which is executable on one or more
computers or servers for analyzing the network usage data in accordance
with various embodiments of the invention. Although the data storage
system 140 is shown as external to the data collection system server 130
and/or the data analysis system server 150, the data storage system 140
could be alternatively arranged within either of the servers 130 and 150.
Data storage system 140 may comprise substantially any volatile
memory (e.g., RAM) and/or non-volatile memory (e.g., a hard disk drive

or other persistent storage device) known in the art.

[0045]  Referring now to FIG. 3, an exemplary table 300 for storing
multiple flow records 200 in a storage device 140 is presented. In

particular, the depicted table 300 includes a column that assigns a flow
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will be described in nore detail below By analyzing

flow data, the data anal ysis system server 150 can
wheiobdsaspi cture of traffic flow and traffic vRCT/EE20081013694

a network. Applicant of the data anal ysis system 150

Is described in greater detail below [0043] In one

as peq“tecorldh%[eﬂﬂ}'%r 399! iy es'acﬁydcft t%?ég?%é’e%e& %W%{ccgﬁs 200. The

respons ve 10 a user 1nter nterac

anal yabe 300 hR6 ihtRWes aCI@mnl®Et cblQind M ¢Pfsdaecel &@dress 320
may conprise substantially any input/output device

knowrfor eatthef dn¢ receiradd Howarekoydsa2@d,a aolmmms ehata;ontmnh a time
pad, a display screen, etc. In_gne exanp
gr apHHamp ﬁ%%r(ﬁacsfofiqhé r§9%l¥?§tﬂ%lr39(€§§n2109 #Hg aeolumn that

out put L

rooadPridind A SRl RaReR 0SSR ar il N8 apcsived flow
150 geapds2®9 a conputer software program which is
executabl e on one or nore conputers or servers for

anal ypoag] t helnehvoslanyisiagss daGR 3N (ac eRe oW table 300
vari %J'Ius g]rrbodl nment s ofm?lhe i nvention. Al tﬁ%ﬁﬁ' t he

dat a istludageceysflew tetdrds deswikingseesn dloved, asantivated by the
data collection. s tem server 130 and/or the data

anal Yo% 18¢endoidentifigs 3 1050ln this ppstigular sxagw! %y@wefrﬁven flows
the (Bkjfad8 A GARAEKGHG MIRIS M. LECAMRR, v records

conprj, sg, aulwdavtaﬂtl drigiagedY Hoh ithe mrssbué&sg aAﬁ%‘M h not
and/ or nonlvol atile rrermry (e.g., a hard disk drive or

ot herdepetsd, st@bxsmptea'geﬂdwv tzrbée) 30ownuidn sirhdady tinclude other

[ 0045] Referrl ng. now to an exenplary tabl e 300

for $eBPIth@Lrthet wéewréiv@%c%r%scgbed.e\boaeslflol?lggeZ such as a
devi c 40.1 S ent articul ar he, depi ct.ed

t bl esGRRidrE 1 AR T8 i PRl o mRipedin &1 ol Gl ine with

i dentéx@hﬁilar%rlﬁoWab%agbo oh HIke 3N ar ﬁ‘ﬁl‘é' s\fﬁl‘illpf‘l/él% 38CIndfcates a

200. The table 300 al so includes a col um

cont dims asodiRtedomwitie eadldr(ﬁ“sﬂqumWsnrandabytesfsﬂzdﬂevalue 340 to

recei ved flow records 200, a colum that contains

ti me iBdigats Hmoskerobgaeh oxf teellpwseasseaiatedwitle the dEStGd flow

200, rgc%jrds IC? 1(§Je:ntn‘1 edain column 310.

[0047] Referring now to FIG. 4, the data in the exemplary flow data
table 300 is aggregated in aggregated flow table 400 according to the
source IP address 420. Typically, the aggregation is done over one or
more predefined time periods. For example,, the exemplary aggregated
flow table 400 includes a column that with the aggregated number of
flow records 410 associated with each of the source IP addresses 420 in
the table 300. The aggregated flow table 400 further indicates the total
byte size of the flows for each of the source IP addresses 420 in the table
300. Applications of the Aggregated flow table 400 are described below.
As with the flow record table 300, it should be appreciated that flow

records 190 may be aggregated as desired, for example according to one
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contains a byte size 340 in the flows associated with

the received flow records 200. [0046] In the exanple
w@boobh§438, the exenplary flow table 300 incl uUPBEBEUSEOE013694

fl ow records describing seven flows, as indicated by

the flow record identifier 310. In this particular

aiar Qe angtE 86 TRLFIbv LR IZhHeBfeS Yellrited T 1 GRAMRERY flow
7 al lre@bddR iR rom t he sane sources. Al though not

depi cted, the exenplary flow table 300 could simlarly

i ncl L{oe4g} he Refapigt Sowf tHhBIG! Ty anesededs Adtrodsmethod 700 in
descri bed above in FIG 2, such as a destination .
| ocatdceprdaQo with ambeidémients @ff hequesentdneent@unisi mewvridjsclosed.

with exe flow table 300 in FIG 3, atine sta .
val adises 7Ry ez in e deovag sEmposanis a1 raaBRoRracRiding to
flo I.Z 4 LRgI [ :
cach SR, BehATURS - Wl bed th . pRE (R Felptfs 3 Bofitoted in
recorsggp 1720.1 denpichilgd dtepscall@mand 790 HAY4BE Ferformed using
Referring nowto FIG 4, the data in the exenplary

f | ow funattaonaities dondys iradgdertan edostnnelyregetrapon¢rdsy such as

tabl e 400 according to the source |IP addre 420.
Typi dARIEHS: YRS, $§9EY a8t G Bayohe Us togallest apdrsiore a flow

pr ed%'&é}‘ﬁg s#x%:ﬂeaspgﬁnggl}%%ﬂ{w %ggﬂ fable 1AM, eﬁ%’épk&ﬁ%%ed flow

aggregat e ow't I'ncludes a col'um that Wi

the aegsr@garad sepre0 &t dnadyredemostds 73010Fas eR&mpledhe flow
w th each of the source | P dddresses 420 in the table

300. réberdagnay det agprégatedt sldheadt G6rmimgt reaggregiatat Bew record
t he tot.al Z)yte sjize of the flows for each of the
sour deble#09nsebed akove.i n the tabl e 300. Applications

of t regated flow.table 400 are descri bel ow.

As W%Bf?lﬂe DGR 516 CSBSontEo RGP 0, access control
appr %%g)ﬁftfoqlst A3t dét{i:?é’& (e SRHF46 90 DTRY P PréEH a{iﬁ&s?%ontrol
desired, Tof exanple accordl ng to oneor ‘nore o €

f1 owcoadRiohs hiay ®8Qlse o ASSRE ithe Hlomnrddoed £ XBoPERANple, address

flow record 200 in FIG .2. [0048] Referring now the

FI G orf poats asseestedewithraotertain ipedcéid@gd ar amount of traffic may be
identified. For example, access may be limited for the source IP
addresses 420 based upon the most number of transactions 410, times of
the 330, or the largest amount of transferred data 430. These criteria can
be objective such as establishing a maximum threshold for certain
criteria, or subjective based upon a rankings of the criteria by of the
source or target IP address and or port with the largest or most frequent

consumers of network resources (or other criteria). Optionally, the
criteria can be provide by a user.

[0050] The source or target IP address and or port meeting these
criteria can be identified in step 750 using simple logic. In step 760, the
identified source or target IP address and or port identifiers can be
presented to a user. These source IP addresses (or other device

identifiers) for the identified network devices can be then placed on an
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accordance wi th enbodi nents of the present invention
is now disclosed. In step 710, traffic in the network

W@vposmEBed s are nonitors according to known t eR¢UMES)13694

as descri bed above, and flow records are collected in
step 720. Typi cally, steps 710 and 720 may be

per f of pgd; U Ieﬁgnbl{g%{]&&? g\k&ﬁ( 3‘4\58 glﬂ(él‘%gxe BtrePwise refuse

most ‘net o onponents as rou ers

Ser VefoStranfit be(fﬁ@%s&ﬁat&le\@ltthéﬂlﬁé‘& boﬁ@ﬁbd@?éﬁs@s
flow record, such as exenplary flow record table 300
The cly helsexed flow records fromstep 720 are anal yzed

in step 730. For exanple, the flow records may be

aggr el§958l, Rethrring mewitagFER. Aggmegacesd ¢omivelr syssemt 500 in

o RSCOBNEE BRSNS, oF USLPiGomt Bl cBaNRI PaHedisclosed.
d
are IRGaeihdh SRR 1w DRIAU ol SISLITEAD RESSRRcive the raw

cont r'ol’ "con ons 1w

recor f@isw rfeebr®XBIP! ] hea@@lwe&ﬁa @for@%’é ?st@ﬁﬁ 040 %@d apitdiate the
a certain percentage or anount of fic may bé

i dentfléwedecdeds é%mabedem:ﬂnds abaye,bén | vaniowd Knarwnt heays to
source | P addresses 420 bas pon t he nost nunber of,

t r ans¥EPMPHSI43Ystem; goals Ar ﬁweﬁ 930 reGt §HEaYal?€g 65) in a raw

anou f t r t 3 e

obj egttoln\%le sf Stgos{/ ersgggcﬁ Erfﬁ%’ g %Eg?eﬁﬁ ? ésggﬁsggdb? }he data
cert aifalgdis #1661 250 OJccékthhgctb' YitePRSREcHRANaR/ORCITIRA via the
of the criteria by of the source or target |P address

and ossepanterfadeh 160etd alefiest networksaddresspugrtrts to be added to
consuners of network resources (or_ other criteria

Opt i oﬁ\QMSy Itllkéwe-%q, tlbﬁh@uléabﬁ BEPWP&F@@@@WWSA’QMWSSGS that do
[0050 oyr.ce | P address and

oot 116y THeseter Praferiil hiserls GRAF TRRAGE P 4 gy also be
usi nQaLﬁbl'i‘iBh@al|l§°9&€r1t1ﬁéH §ﬁ@@u% Ested 'B@th@'%@éﬂ Fdrefns 1 4Fom the
or target |P address and Identifiers can

pr eseACed. t ypicablgr an?lmkhesom dB: flevadeceds s z(ctdresses in the
ot her device identifiers) for the identified network

devi cdSLcddenalied dynamically oaccpndiog ite ﬁwepvremﬁrtqsi criteria is

requ ef%trwgre(}e\gotrokth%el}/sle(r: ?r?te%fglce % %reereglrev&(/)etd1 g}r} Va\lnnszsdr:(rlﬁnsl{raﬁor The
administrator may then approve the addition/removal of the identified
port/address from the ACL.

af approved

[0052] The ACLs 590 on a network device 520 or, optionally, may be
stored in an ACL storage system 530 and forwarded to any network
device 520 that receives traffic via LANs 510 or the Internet 115. The
network device 520 typically refuses to forward any traffic associated
with an identified device in the ACL in either the device 520 or the
optional ACL storage 530. That is, traffic destined to and/or originating
from an address in the ACL arrives at the device 520 and is not
forwarded through the networks 510, 115. When the traffic
communications times out, the communication is removed from storage

and never reaches an indicated destination.
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to transmt traffic associated with identified

ports/addresses, if approved by a user. [0051]
woReG0e08246y now to FIG 5, an access control syRCEOISDH09013694

in accordance with enbodi nents of the present

invention is now disclosed. As described above, a flow

a3 BHRSES hL 1F,Td SERLEE O AR B n 1. o
agor eghverit hdde! 8Y0 rxﬁﬁWﬂ)‘f'w!tﬁp AP r@?éﬁé | dserl d%@@t\{lﬁngl Aetwork

vari ous known ways to acconplish systemgoals or the

f | ow trafior s a mestwioek shonitoring systeaw 626 mAsTdesdrited above, the
records may be .accessed and assesseﬂ by the dat

anal mt\é/Ofl@@normgm%éb?tmhéw sy eolestand star dhe flow records

ﬁgtd / %neéi%@q‘% &F{;grlﬂlsseé% rﬁg%g&gc?ccegﬁdt By q?t{(igg\?esg control
R Sg,ggie% b3 (ARRA evahgfést Pt SRREA SAGIIF&DEES d0tRtacE®ding to

not et the pre eflne criteria over period of tine

may gredefireedwirivema i walabyormatéorllyf iéehtiipd nellwg@kshddrdsees/ports
the user for renoval fromthe ACLs. Typically,

addr eBhe iidentiieed |agidressedrare Horwatdr ks fediseh IBWéfaA@L640 to be

AR L e w0
revi epgie gg%j)e(ﬁ? Hgg;g@'s%h{ ﬁ} Phe nd o %tlbaatsoAC‘I?élpdate data

t hen appro dit1on/ renova identifie

por t /68ddfoe sampleraentation Althe ATB2] The ACLs 590 on a

net wor k device 520 or, optionally, may be stored in an

ACL J0054pe Whilenhd3avartibif hasvbede described wigh wefdrence to an
devi ce 520 that receives traffic via LANs 510 or the .

| nt erﬁ%@mpiqrsf emwdiaenksr Kadevys addspams; eletignsy substigions, or
tofor any traffic associ tedvvl anlde i fi
devi Gune efifadd e, i RE Fpdhe Nl el o

opt i %Qébe O6FthStRiefBn 2ARcor ?/' the 1h'i/@ﬁtfibl?15d§§ttﬂorl?éjcér%ldered
and/or originating froman a ess 1n the ACL arrives

at ths limited bySR2e foregoiagrduscliptioar biedistdrnlpdghiteddy the scope

net wor ks 510, 115.. When the traffic
of the appended claims.

t%e spirit or
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conmuni cations tinmes out, the communication is renoved
from storage and never reaches an indicated

waele@pioseasd on. [ 0053] Referring now to the servi PE/UE2908/013694
diagram 600 in FIG 6, a network node 610 may forward
flow reports 650 describing network traffic to a

EEWQ&KS@Q{ @&i’l ng system 620. As descri bed above, the

ing system 620 nmay col |l ect and store

the flow recoyds §8fdm Stfred dymunic8RPr dSc&ftfollpy benetwork
accessed by an access control system 630 that

evabmawscathenss the sibtémaoemmpeongtls 660 according to

predefined criteria to autonatically identify petwork
addr ess@d¥xphyptks devige cobaurad todessiye SsbwaTks raffiG AR feyproduce

t int - ewed. |If th
| qadia FledrdiEh ARG R Sht hEWRBIRIHEY DD L0 Loer . the
addr esshdW ré@%d@@or%%@tcphﬁfghf&l teekheivk sarRffo - Cf@fd from said

ACL update data 680 for inplenentation of the

[ Oas#yorfddvicd dred tonsterd said floee rdveeds;desicr i bed wit h
reference to an exenpl ary enbodi nents vari ous
addi t i oAsdaty@nabysisniool sapbignrad loorecesypaigh sered flow record and

o W) GO PRt AR ity

| NYRALIFPAniAdRRG; L0 be considered as limted by the
for egolifﬁgn(?gscri ption, but is only limted by the

scope ofwheheinagheemetedrk | davige Whadnfigurtedaionesteivie sfid identified
systemfor dynamcally controlling network

copptinddiessonrd tenadds yaideideat figdi rodegor poneaddiers to an access
devi ce cloqfigured to receive network traffic and to

pr SARUERI IS | ow record describing said network traffic:;

a flow record storage configured to receive said flow
record fromsaid network device and to store said flow

records?. and Theddsenodkigins] fathercwmhpdsihgdnt arcasLesfrol list
said stored flow record and to assess said flow record _
acsloragengontigprasdée i stett caid adentifies dyideesiscand yto provide said
I d?({]etnltiff%daa%d?gs%rt(e)?ﬁé network device.

3. The system of claim 1, wherein the network device is
configured to produce a plurality of flow records describing said network
traffic, and wherein each of said plurality of flow records comprises at least
one of a source node, a destination node, a source port, and a destination

port address and said flow records are aggregated according to said node

and/or port addresses.

4. The system of claim 3, wherein said flow records comprise
byte size transmitted in each associated flow, and wherein the predefined
criteria comprises the total number of bytes transmitted in the associated

flowed for each of the node or port addresses.
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wherein the network device is configured to receive
said identified port address and to add said

WO c@pos¥4sed node or port address to an access PORUSINS/013694
list. 2. The systemof claim1l further conprising an
access control 1list storage configured to store said

identified a res r O¥i [ i .
addr essgt 0 tﬁg Efafé\)ﬁ 10¥u%' %(re'gpsljyl/sgﬁgta 1B*)§9?utlp Ht device

1, cyheERkd tb faﬁ‘s;ﬂ%t W05 kisEEVAiaqdEsti GEN b eSS Bedevdll AOHE the data’
a pI urality of flow records describing said network

t r afdliysis toold andh evieirebye dchidefitified dddtass as ferwarfled kovhe network
records conprises at |east one of a source node,
dedevigate ba added to thesansesecpmrel hsamﬂ}élfo@tlwﬁaprcaﬂdes an input

port add and..s fl ow records are aggregated
ac o1 R eo‘dgﬁtilﬁe‘ﬁsggreéﬁd/or port addresses. 4. The

system of claim3, wherein said flow records conpri se

byte size transmitted in each associated flow, and

wher ei n6t he [Mhedsfstaradoft clairar 1 awbengini thesinphe/otbdavice further

nunber of bytes transmtted in the associated flowed

foaCCBJatﬁS and tdisplayseflow perardsdnte sasecitedriveitk ysaidnidentified
‘?ﬁs aim1l further conprising a input/output device

00?1 I§¥ted to display to a user said identified

address received fromthe data analysis tool, and

whereby the identified address is forwarded to the

net wor k7devi gemiethdief@ddathding hbevadkcasapdsingt ol | i st
only if the user provides an |nput to accept the
i dentified atimitosingsiraffivethsgughepomponents nm the nwisvaski

t he |nput/out devi ce.further acquires and dis

(. recor ds FefRUnE O] SEBISTON SHRGCOTBARE RS fScribing said
address,, A met hod for managi ng network conpri sing:

noni torl ng ?raffi c through conponents in the network;

recei ving fl gMalkeingr dise flicn &@bfﬂscﬁﬁ@ol@l%ﬁtlﬁylﬁgsﬁfld@ld@@s that
satdtr ?rfel;ltsca predefined criterion; and

forwarding the identified address to one of the network

components, wherein said component adds the identified network

address to an associated access control list, wherein said access

control list directs the component from forwarding traffic associated

with said identified address.

8. The method of claim 7, wherein said identified address is
automatically removed from the access control list after a predefined time

period.
9. The method of claim 7, wherein said address identifies at least

one of a source node, a destination node, a source port, and a destination

port.
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anal yzing the flow records and identifying an address
that neets a predefined criterion; and forwarding the

w0 c@pos¥4sed address to one of the network conpPCEOSHNS/013694
wherei n said conponent adds the identified network
address to an associ ated access control list, wherein

id t i I : .
2 acagies S Filbd s G462, FIESTE SRl B Renines

adgh@ee node. The nmethod of claim7, wherein said
identified address is automatically renoved fromthe
access control list after a predefined tine period. 9.

The nethod of claim7, éghe ein 7sai address i dggéi fies. .
at | eastllone TéF AYS6H & (B 7 ¢1Ratlio PrRegENed, criterion
o U PeRelh am fiindn HiAL HAPLELBT B aRociddE UFh A8 GaBless.

node. 11. The systemof claim?7, wherein the

predefined criterion conprises a maxi numtotal nunber

of byt ed2assdhieanethod dfhclaim ddfirrtss.cohprisihg disgtlipidgad a user
claim?7 further conprising di agl aying to a_user. sai

d
i dedidiifpetified addess, andavikrebyhe dapvaiging plitheidsntifind address
| ahvies et S apPES e g it e hT 15 Fur t her

conprising displaying to the user flow records data
associated with said identified address. 14. A system

for dyndai callhe metiiodobf ictedmi 1 2ffurther comprsingdisplayirg to the
system conprising: a flow record generating device
cobserglowdeeqrdpdais arsoeiated wet&lcﬂaucgldf@élékﬁmdﬁige%sai d

network traffic; a flow record storage system

configured to receive and store the flow records;

14. A system for dynamically controlling traffic in a network, the
system comprising:

a flow record generating device configured to provide flow records
describing said network traffic;

a flow record storage system configured to receive and store the flow
records;

a data analysis device configured to access the storage system and to
assess the stored flow records according to predefined criteria; whereby the
data analysis device dynamically identifies at least one address satisfying
said predefined criteria, said address comprising a port or a node address

associated with the traffic.

15.  The system of claim 14, wherein the flow data storage system

is configured to aggregate the flow records;

16. The system of claim 14, wherein each of said flow records
comprises a time stamp, and wherein the predefined criteria comprises a
time window.

21-



a data anal ysis device configured to access the

storage systemand to assess the stored flow records
wW@ewonsh4py to predefined criteria; whereby thePCEUS2008/013694

anal ysis device dynamcally identifies at |east one

address satisfying said predefined criteria, said

addr ess,conprd Si NQ. a pert._.or ' .
i th tnbrtr atnecsddn Bl 17 FRERE TPTRNE SRS iftrol s
t NG otd RVl EnSthe i @& RO h&dPels $ isCATHdX thE acBess control list and
aggregate the flow records; 16. The systemof claim
14whebein eompeaehtoin dei netiook widcnotdforeanp tiaffie aasediated with
stw, and wherein the predefined criteria conprises a

t i addrgpseganthe accpse capoblistof cl ai m 14 further
conprising access control list storage, wherein the
identified address is added to the access control |ist
and wheggin S -hene | ; I

raf i o Bssocrat Oy SUARE L7CRMRICK cirhprifif & Usefifterface
coodrifigured sto. displayThe « yséesaidf idunsifiedladdress,had whereby the
conprising a user interface configured to display to a
usisdentified adtlrasy fis addaddoeths agerssveriedlylishenly ‘after the user

identified.agddress i,s added to the access control |ist
onPiFleStti‘F‘?ﬁ%“ﬁ%i?d‘irgé%pts the identified address.
19. The;gyst i . o= ' e

is furt Z'r cgﬁ]felosfaﬁgé@ ({Po&g{rggggy@%ei gne“uggcﬁr ffnl@%?\ééeafs further

r ecotifigurdat @ dipho) ab atleided Rawdrdcdedy idatedsanbdatedswith said
20. A nethod for evaluating an address on an access

coidentifiediaglidresshe net hod conprising: nonitoring
traffic through conmponents in the network; receiving
flow records from said conponents descri bing said

traffi c?ognal ﬁﬂe@ﬂo@%r gtlalﬁgﬁﬂﬁ ACEIAtES bh Ay 5@&9{ Bntrol list,
associ ated w sard address In the access contro
Il fHe Memdddigpiising: pr edef i ned
monitoring traffic through components in the network;
receiving flow records from said components describing said
traffic;

analyzing any of said received flow records associated with

said address in the access control list according to a predefined

-criterion; and
renewing the address in the access control list if said address

satisfies said predefined criterion.

21.  The method of claim 22 further comprising displaying to a
user said address, and whereby the renewing of the address occurs after the

user approves the address.

22.  The method of claim 21 further comprising displaying to the

user flow records data associated with said address.

20



criterion; and renewing the address in the access

control list if said address satisfies said predefined
w@eiovesisam. 21. The nmethod of claim 22 furtherPCT/US2008/013694

conprising displaying to a user said address, and

whereby the renew ng of the address occurs after the

user approves<the ad S 1ol . - Of j .

furtherag'orrp ihgi W&%digﬂ?ag}?ﬁé {%h\%RgFeEngs%l lag\%%ggfgr%gglﬁes at

dafedsPhRC bt £AoMréd mRled AdfHsERAtiSS- ndde ABédiREe Oport, and a

claim 19, wherein said address identifies at |east one

of destRmtibagornde, a destination node, a source port,

and a destination port. 24. The nethod of claim 19,

wherein said address is automatically renoved fromthe

access gontr Cllhel ring’tthoéc)lf(;fe dlafn q@?gﬁfeir&ﬁdsaw A8drResS .ﬁsogltomatically

removed from the access control list after a predefined time period.
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