1 Secure License Key Method and System The present relates generally to
conputer software distribution and, nore particularly, to a secure |icense
key nmethod and system 5 Software, particularly commercial software, is
typically distributed fromone entity to another in accordance with a
software |icense. The license grants the user of the software particul ar
rights. One manner of controlling use of the software in accordance with
the ternms of a license is to 10 enploy a |icense key that, when
appropriately coupled with the |icensed software, enables installation,
execution and/or other aspects. For exanple, the Iicensed software to be
installed is bundled with an automated software installation program or
wizard and a |license key V&1 &fCerFs quﬁhf’ﬂs‘?‘&ﬁ F¥t%8h, the authenticity
of the license key is verified and the |icensed software |nstalled in
response. The [heemseckeyratayeal gmepeliertiof tewbUyprt$thrcense key verifier
upon start-up of sPLfek gl ta%r&pt fotd pleh?@lc;lﬁ%r!l.i/C%Sgdse%%frtev@f&nsgoké§ i's
desirable that a |license key solution be secure to prevent others from
generating or V&FP?Yi2Rg wEElhori zed but otherwi se algorithmically valid

| i cense keys. Oten, a sane algorithmis used in a |license key generator
and correspéndﬁngtwaﬂebfb@wticBé@aUSemmm¢¢nﬂaﬂySQ¢ﬁyaverﬁﬁiévpiQ?LQQ bundl ed in
the software instal Ib%rtedafrrml bl QU3 1L O %m&nep&nhg&lg%aﬁé@ wBagidy
determ ne such al gorithmthrough reverse en neerlng to _make hi s/ her own

generator wit h SHEHRIAEN §oT5THm T7° rieghe® &2 hhnhy " ReysSastdes red to
i nper sonat e valbdtddreepseeisula? fmmﬁhermxamam&ndegl@ﬁdrbhahxﬁubbcemse key

sol ution be flexLbls.se.Lhal .acLlesnse, key adninhstsaton (a.hets

associated with the licensed software ut1on 0is respons le for
admi ni st erillg eReLeY Gehsernsieelesothati of)ercaRPBPREasF Y CRERERS Médli red
settings for |ieenseckeyd grreratd, Ofénaﬂﬁeélﬁhlsf&ﬂa{ftll&ﬁ] @ngeﬁtitcnms to classify

or group license keys different. pur de |red that a
li cense key soﬁﬂ?{d%OBE %§§pﬁﬁtﬁhn§65d tdi %f%?mgnd DLHEr details for
sane be be installed is bundled with an automated software

installation program or wizard and a license key verifier.
15 During installation, the authenticity of the license key is
verified and the licensed software installed in response.
The license key may also be verified by the license key
verifier upon start-up or other attempts to use the licensed

software.

20 It is desirable that a license key solution be secure to
prevent others from generating or verifying unauthorized but
otherwise algorithmically valid license keys. Often, a same
algorithm is used in a license key generator and
corresponding verifier. Because normally the verifier is

25 bundled in the software installer, a malicious programmer or
hacker can easily determine such algorithm through reverse
engineering to make his/her own generator with such
algorithm to create as many keys as desired to impersonate

valid licensees.



10 accessible. For exanple, a license key adm nistrator may require reports
on license key related issues, such as how many |icense keys have been

i ssued, how many |icensees have been |licensed, when the |license key was
generated, when the |icensee was regi stered, and so on. 15 Licensed
software may conprise devel opnent tools and applications useful for
defining and/ or publishing other software or output for use by others.

Det erm ning which |icensed software created a particular output is also
desirable. 20 Accordingly, there is a resulting need for a nethod and
apparatus that addresses one or nore of these issues. The present relates
to a secure license key solution for distributing and/or for tracing use of
software in a @Pstiatbuted scofpiitest thystiehicoreakedcinte tiPRdiftse key sol ution
preferably genenates-sed tomatealiicense keysahorisenabdd ng patder traci ng use
of software, where a license _key .conprises a nessage.part _encrypted by a
private key anasﬁfﬁﬁ%F?é”E:yt %rJEFSra%5P?FV?ﬁb3f%%nﬁgségﬁéﬂgb%grdingyto
asymmet ri ¢ encryppirsibiectori giuesiisTheimessagei30sandckeyubbietivey emy be used
by a softwage @QQ‘pllfrchgﬁgeg 'rea@ire%l 's@§@ﬁlg!saképrli%g§é Ci<)eyt Qeml%lignt he
software and/or create a secure tag for incorpaorating with an output of the
software to idéﬁ?i*V“Fh%“PP&eﬁ%ﬁ”FngiHé’§6??V§Ve°fﬁﬁ?u8réﬁfﬁﬁethe out put .
A license key mapagemeairsyshenpumysgenerate |icense 5 keys and conprise a
dat abase to store an associati on between respective software |icensees and

the license keys {0 HL8CRsitBE QdcIhM 1 Qnde PAI keUh@lon beenss 19f the
software which created the output obtained. The software to be |icensed may

conprise an i nf@RF%ea YcetopEt 2B PEANEH2 H8r FA0 SpF6grami ng and
out put ti ng 1ot heecsafibnar eedroexaxarp| . 1itkesotihgr asofitiwaretoutpyt my be

pund ed W th 1 De.oRelte,lAg éﬁ%iwgggsggﬂéé?{%elas§s£’ye59t NELS 2sThALS out put

may be obt ai ne its origin traced ( e associ ated |icense

i dentified) ushpgy tlieeserdegstimye PSeTheshpdedsy ReY AaRGHETEN2%yst em nay
be adapted to gemenatens@)ages®nine’ epaddse et¢ . .waB8NfeddraGenf i e thé cense key
generation in ﬂccordance wi th QesL{ed gncrggtion t echni ques. Per sons of
ordi nary skill “IP°tHE 411 Wl T "F€Coghi z€ “coput er system net hod, conputer
program product and ot her aspects 20 of the invention fromthe
enbodirnantéé) Ehesis ednto HeeE R | ey comprise developnent tools and

applications useful for defining and/or publishing other
software or output for use by others. Determining which
licensed software created a particular output is also

desirable.

20 Accordingly, there is a resulting need for a method and

apparatus that addresses one or more of these issues.

The present relates to a secure license key solution for
distributing and/or for tracing use of software in a

distributed computer system.

25 A secure license key solution preferably generates software
license keys for enabling and/or tracing use of software,
where a license key comprises a message part encrypted by a
private key and a public key part for verifying the message
according to asymmetric encryption techniques. The message

30 and public key may be used by a software enabler (e.g. an



In accordance with one aspect there is preferably provided a nethod for
providing a secure |license key for controlling software use conpri sing:
generating a license key for a license, said |icense key conprising a
nmessage signed by a 25 private key and verifiable with a public key, the
private and public keys conformng to asymetric encryption techni ques; and
providing the license key and the public key to a software enabl er adapted
to receive the license key and verify sanme to enable use of licensed
software associated 30 with the softwaresenabler. 4 The nethod may
conprise storing the public and private key in association with |Iicensee
information for a licensee |icensed to use the software. The net hod may

conprising provititg2the SOFETEr &M Sr the it Eh P T COBIP st ng a
sof twar e i nst akkerrebtag! £d whtdrabdild canseth soktpwars. thbessalbhvar e

enabl er may beté‘d&%&lggf%%%e?%eaés% &2 &Hd go%tav%rgsgtl{]agc the, public key and
the license key, said secure tag to be I ncor porate Wi th an-out put of said
| i censed sof t warepUtor A 1Didegent kfw imagagereangepgseeof mahavenecersddcsofe ware. As

wel |, the methedydmayqacompy-ise 4 denbbiyd N9 the d hGensR A9806d deefe th the
out put using the secure tag. For .exanple, the nethod nmay conprise storing

the public and™PFRSFALES K AT AdSGENat oR i 1 I Censed™Vnf 6t Maefon for a
| i censee |icensed drogusetd hepdidu¢ensieideaeé tavaree and twsiragitike private key

associ ated w tbréahfaedl 'cﬁ@%%%ﬁu% Oobqggﬁéycﬁ).t "[Ihgeséiecq}é'ig {c?‘g)'e licensed may

comprise an integrated development environment for

10 programming and outputting other software for example. The
other software output may be bundled with the secure tag and
published for use by others. This output may be obtained and
its origin traced (e.g. the associated license identified)

using the secure tag.

15 The license key management system may be adapted to generate
management reports etc. and to configure license key

generation in accordance with desired encryption techniques.

Persons of ordinary skill in the art will recognize computer
system, method, computer program product and other aspects

20 of the invention from the embodiment (s) shown and described.

In accordance with one aspect there is preferably provided a
method for providing a secure license key for controlling
software use comprising: generating a license key for a
license, sald license key comprising a message signed by a
25 private key and verifiable with a public key, the private
and public keys conforming to asymmetric encryption
techniques; and providing the license key and the public key
to a software enabler adapted to receive the license key and
verify same to enable use of licensed software associated

30 with the software enabler.



The |icensed software may conprise an integrated devel opnment environnment

(I DE) adapted for programm ng conponent applications. 20 The net hod may
conprise receiving licensee information for a licensee to be enabled to use
the software and defining the nessage using at |east sone of the |icensee

i nformation. I n accordance with another aspect, there is provided a

| i cense key nmanagenent system for managi ng use of software 25 by |icensees
conprising: a |license key generator adapted to: generate |license keys for

| i censes to manage use of |icensed software, a |license key conprising a
nmessage signed by a private key and verifiable by a public key, the private
and public keys generated in conformance with asxnnetric encryption

t echni ques; and"SpESPPYERhE TR CERs et Keydahlr PHE puA T cP ke obet her to a
sof twar e enabl er adapied dnowiecaiivenide ihifeansaokeyormndl vesisky sane to

enabl e use of Rhe | i epsed S ftmar% associated with the software enabl er
lcen e S50, wa

. e O Se re. . . .
for a licensee; an 0a dat abasé Eor §ior|ng | i cense keys and respective

private/ public key pairs in association with respective |icensee
i nformation fofY "CERSL Ao OBRF SHBI | POWAEER <8t War'e/2 TP n*ded6F dance with
yet anot hersaspett ehhBr® icenpfivinded #ftware installer bundled with

salid licensed software.

The software enabler may be adapted to generate a secure tag
using the public key and the license key, said secure tag to
be incorporated with an output of said licensed software for
10 identifying a license of the licensed software. As well, the
method may comprise identifying the license associated with
the output using the secure tag. For example, the method may
comprise storing the public and private key in association
with licensee information for a licensee licensed to use the
15 licensed software and using the private key associated with

the licensee to decrypt the secure tag.

The licensed software may comprise an integrated development
environment (IDE) adapted for programming component

applications.

20 The method may comprise receiving licensee information for a
licensee to be enabled to use the software and defining the

message using at least some of the licensee information.

In accordance with another aspect, there is provided a
license key management system for managing use of software

25 by licensees comprising:
a license key generator adapted to:

generate license keys for licenses to manage use

of licensed software, a license key comprising a



15 conput er program product conprising a conmputer readable nedi um enbodyi ng
instructions and data executable by a conputer to: generate a |license key
for a license, said |license key conprising a nessage signed by a private
key and 20 verifiable with a public key, the private and public keys
conformng to asymretric encryption techni ques; and provide the |icense key
and the public key together to a software enabl er adapted to receive the

| i cense 25key and verify same to enable use of l|icensed software associ ated
with the software enabler. 6 BRIEF DESCRI PTI ON OF THE DRAW NGS

Enbodi ment (s) will now be described by way of exanple with reference to
attached figures, wherein: Fig. 1 is a block diagramwhich illustrates
one enbodi nent 5 of a JISERPHUTIEHeEDEt BF I EYSt SRy i Helr Hg ahile tess and
wre-line connunlcatlonamﬁ&m@&h&W,Fug;pzlb§uaahbqghndbagéﬁﬂ1shomnng

sel ected conponents of Fi i g. % % reat er detai, thand con r|5|ng an

enmbodi ment of an exter nAI"FREEhSE RV USERTT Yiitt Ao ™ St T but ed conputer 10

systemof Fig. 1; encryption technlques, and

5 provide the license key and the public key
together to a software enabler adapted to receive
the license key and verify same to enable use of
the licensed software associated with the software

enabler for a licensee; and

10 a database for storing license keys and respective
private/public key pairs in association with
respective licensee information for licensed to use

the licensed software.

In accordance with yet another aspect there is provided a
15 computer program product comprising a computer readable
medium embodying instructions and data executable by a

computer to:

generate a license key for a license, said license

key comprising a message signed by a private key and
20 verifiable with a public key, the private and public

keys conforming to asymmetric encryption techniques;

and

provide the license key and the public key together
to a software enabler adapted to receive the license
25 key and verify same to enable use of licensed

software associated with the software enabler.



Figs. 3A and 3B are flowcharts of operations in accordance with an

enbodi ment for generating an external |icense key such as the key of Flg
2; Figs. 4 and 5 are flowharts of operations in accordance 15 with an
enbodi ment showi ng how an external |icense key can be used for distributing

conputer software and for tracing use thereof in a distributed conputer
system such as is shown in Fig. 1. DESCRI PTI ON O F PREFERRED EMBCODI MENTS
20 Fig. 1 is a block diagram showi ng a distributed conputer system 100
conprising a plurality of conputing deviges coupled for communication via
wireless and wire-line comuni cati on networks 101 and 103. System 100
conprises wrel ess nDblle deV|ces 102 (e.g. smart phones, PDAs and the 25
like), wirel es8Rhe! ehttH Nednponent application repository
106, wirel ess @ﬁﬂ&ﬂﬁ@ﬂtuapphugakmoaegﬁkﬁm&ye@yﬁieﬂylﬁﬂexamﬂkuwatmty of data
sources 112, llgf 120 gofk rﬁ(g velqp % stations 110, 114 and 118, and
a license key §eh&rAErng & %é?lfy?ng <y&ten 122 including a 30 secure
data store 124. 7 In brief and with addltlonal reference to Fig. 2,
conmput er systef400 8 %d&ﬁ?édhﬁﬁrﬁﬁdﬁPﬁpaﬂéhﬁ%Fét%%ﬁﬁﬁnﬁﬁﬁfFBﬁgtbetmeen
nmobi | e devi eesoi02 ABIr daltadsesites r 1A tehlbnandidgGriusl 8gs caaponent
applications (e. 18) devel o ed bg% %ftmare devel opnent stations (e.g.

2
110, 114 and 1%8 ellaedﬁﬁF“Ehc o %yrep05|tory 106. Software devel opnment
Fig. 2 is a block diagram showing selected components of

Fig. 1 in greater detail and comprising an embodiment of an
external license key useful in the distributed computer

10 system of Fig. 1;

Figs. 3A and 3B are flowcharts of operations in accordance
with an embodiment for generating an external license key

such as the key of Fig. 2;

Figs. 4 and 5 are flowcharts of operations in accordance
15 with an embodiment showing how an external license key can

be used for distributing computer software and for tracing

use thereof in a distributed computer system such as is

shown in Fig. 1.

DESCRIPTION OIF PREFERRED EMBODIMENTS

20 Fig. 1 is a block diagram showing a distributed computer
system 100 comprising a plurality of computing devices
coupled for communication via wireless and wire-line
communication networks 101 and 103. System 100 comprises
wireless mobile devices 102 (e.g. smart phones, PDAs and the

25 like), wireless network equipment 104, a component
application repository 106, wireless component application
gateway system 108, a plurality of data sources 112, 116,
120, software development stations 110, 114 and 118, and a
license key generating and verifying system 122 including a

30 secure data store 124.



stations 110, 114 and 118 conprise software devel opnent tools such as an

i ntegrated devel opnent environnment (IDE) (e.g. 216 of station 110)
configured for progranmrers to 10 produce conponent applications conprising
a secure |IDE tag 218. The secure IDE tag is useful for identifying the
license for software used to create the conponent application. |Instances of
the IDE (e.g. 216) are distributed by or on behalf of a providing entity to
others (i.e. 15 "licensees") desiring to devel op conmponent applications.
Enabl ement of the IDEs is under the control of respective secure license
keys (e.g. 206) generated by license key generating and verifying system
122. The secure license keys (e.g. 206) are generated in accordance with
asymmetri c 20 Enérmypfion vethridgiesorzd. gefRSACal Gorfilghmy) PReWrBubl i ¢ and

private key pawssce§te9w ellsyaégﬂe@dtb NeR93 064 @t Lok WokRuk &sReehive |icensee
information in | i cense % dat abase 204 to enabl e ecur Ilqg § key
n g% n

gener ation and“ﬂﬁFePdgﬁP1Fy d‘ﬁsl}%%ﬁ§8‘§§§b8?%T§ﬁ ent 25
appl ications aﬁsﬁﬁﬁeémﬁnmantunkhebatﬂhhlke<ﬂewu653kﬁ@20@@nmunlcate in and

L ough wi 16l s et oLk SOULBTEDL. A0 |0 4oy examp! eopriladi apat of Fi g

1, wirel ess networ ner at i on supported network based
on Code Di vi si®iiighed m%tnec@@@semwéo t%éh%ﬂ%&?é%lqweﬁértl cul ar,

wi rel ess net vvogéﬁatl%slﬁloa mv%goﬁ)m%wg&ks%b@ma&ch@d@;ﬁopfnbxed netvvork
conponents cou (ﬁq as shown in W rel ess,_net wor ? t he

COMRD000- £ ype. TR RS 3" FAeB RSP (R FNBBTT B SwiP2B ng cont er
(MSC), a Signaleng &ystegmsTafiSm/ L 1oetovort kgugedHorme n_r@ga@rm@rrs to

Regi st er/ Ay h%wogl@y@&np%%@r OBl AGhs @oan%QE%';g Qagéc@%r \tpRgeNode (PDSN),

an | P network, and a Renote Abt hent i cat i on In User Service (RADIUS)
server (all notl&shdih)secasy H¥t week'3 sSestinfer cé‘i“?r\}:élfy“é%ﬁﬁ‘leed to a network
such as a Publitepskt £hedoTelaphaned Net wosked PEd N)ordponemabl e voi ce

comuni cati ons mhgre s APy netmork 'Ptﬁ%”?HQi&QBEWERX couplied 19,8 net wor k
n

ances o
such as the Int@r e? T enabl e
by or on behalf of a providing entity to others (i.e.

15 “licensees”) desiring to develop component applications.
Enablement of the IDEs is under the control of respective
secure license keys (e.g. 206) generated by license key
generating and verifying system 122. The secure license keys
{(e.g. 206) are generated in accordance with asymmetric

20 encryption techniques (e.g. RSA algorithms) from public and
private key pairs securely stored in association with
respective licensee information in a license key database
204 to enable secure license key generation and for
identifying a license associated with the component

25 applications as described further.

Mobile devices 102 communicate in and through wireless
network equipment 104. In the example embodiment of Fig. 1,
wireless network 104 is a Third Generation (3G) supported
network based on Code Division Multiple Access (CDMA)

30 technologies. In particular, wireless network 104 is a
CDMA2000 network which includes fixed network components

coupled as shown in Fig. 1. Wireless network 104 of the



10 particular data communi cations. Wreless network 104 is exenplary and
persons of ordinary skill in the art will appreciate that other wrel ess
network architectures and standards may be used. The wireless |ink shown in
comuni cation system 100 of Fig. 15 1 represents one or nore different
channels, typically different radio frequency (RF) channels, and associ at ed
protocol s used between wirel ess network 104 and nobil e device 102. Those
skilled in the art will appreciate that a wireless network in actual
practice may include hundreds of 20 cellg dependi ng upon desired overal
expanse of network coverage. All pertinent conponents may be connected by
multiple switches and routers (not shown), controlled by nultiple network

control I ers. TRBEZORT FYRSA™PY: e Udf t2 rREe Alsprest s ¢ kﬁatM‘Wllll%I ess 25
network 104 magwbe-hcagnecied t(Mzcof h@l‘SngyiSIﬁﬂjSSy@@ﬁrSkayST)nGﬂehidbfl}g ot her

net wor ks, not ex Angec tI tkl%%g%in |@e§|ﬁg}fthent Ca(%ugn g?%/é(ﬁvégﬁlczss net wor k

104 is descrl bé net'Wor ormto any §s” net wor k
t echnol ogi es aﬁdclmtopat@lsgrvm @ddﬁg(%wl ul & Iva@e’fJakeaarn?étaWBﬁlkoteGSM

GPRS, 30 CDWA, p ORN": cMORILt BXM- 16t Gser FMPid QrESMiGESc 102 ane 1ty cal ly

mul ti-tasking w reless comuni cations devices configured for sending and
recei vi ng dat aS3UtH -as>¥l 8etY i &Snﬁ‘?r‘?munllﬁ%‘ilé(ﬁllyn"é%‘?&ﬁgsto SVE®hEYdages, and
ot her data nmessagessaacgubatc|aasthe@mesleahend NeondiklguUPETN) oo FakbIRg and

recei ving voi C@ cal cém&gc%%’z{slg&@r ssenpl (dendly; enylr Q 9 CO””O'

the operation of mobl evice an operating system (not
resi dent on devPwdedoe pr 69Fdesk auEBers ithe eﬁrrftaé@e%a@hea@bla@ graphl cal user

interface {(6U )ahavungr w8 ébr@&h@@@tl%@ awmeueaéirtebewef:k 1hssuyb- screens
navi gabl e fromthe main screen t}(flg)?rlpn ent € errbodl ment, the
r

mobi [ e devi cesSTAEIAGE HF BRETS 8FF1V|rr 6Hﬁ‘§¥1t SV dihg “¢étvi ces to and
for runni ng coaporenttappkicatbieansifolessommmeirsatraig tertiregdatadsour ces such

as data source§taglnjdgrd;]n@yagg 420,

The wireless link shown in communication system 100 of Fig.
15 1 represents one or more different channels, typically
different radio frequency (RF) channels, and associated
protocols used between wireless network 104 and mobile
device 102. Those skilled in the art will appreciate that a
wireless network in actual practice may include hundreds of
20 cells depending upon desired overall expanse of network
coverage. All pertinent components may be connected by
multiple switches and routers (not shown), controlled by

multiple network controllers.

Those skilled in the art will appreciate that wireless

25 network 104 may be connected to other systems, possibly
including other networks, not explicitly shown in Fig. 1.
Though a CDMA wireless network 104 is described, network 104
may conform to any of the wireless network technologies and
protocols including cellular, wide-area network, GSM, GPRS,

30 CDMA, 1iDEN™, Mobitex™, etc.



15 Data sources may include applications having programmatic interfaces
exposed for conmmunication with other applications in accordance with
service-oriented architectures (e.g. Wb service protocol s). Such services
are typically but not necessarily subscription-based. 20 Comruni cati ons

bet ween nobil e devices 102 and the data sources are facilitated by wrel ess
conponent application gateway system 108. Though not shown, gateway system
108 conprises a conponent application gateway, a conponent application
provi si oning server and a conponent appl%cation 25 di scovery server. The
conmponent application gateway is useful for proxying the services offered
by the data sources to the nobile devices, mapping communi cations between
w rel ess and mﬁP@lk%ﬁévﬁkﬁtb@bﬁﬁﬁféyp%¥dﬁwl@UUﬂ-tasﬂ%@ disdevery server

enabl es a nobi hemxﬁiﬁl\ibgelan@ hociale B@I\f\flathr@H tpdat gk e hNh CeSabthpbt ai n
associ ated co onent %8 | i cations. fromthe conponent_repository 106 via

t he provi sioni g aseqtu\?gras FHERC ol ray "BE Hr BCE1H58d T conponent
repository 106massayesoldrecbiivir ohtpackagess ord,bandlest Jdve,packages are 5

typically CEeaESQflg;Ym ARPLL AL QHddxeec%'lng% HIE0G A destgn, Lopke provi ded

by an application devel opnent environnment sonhetines referred to as an | DE
The | DE typi caPl ys9révidsdysepporinent t dpagrandberwsrafsphiodal approach
for visual deshgmiiefdapple cat) om epapoiient §y$tﬂa@1| yabthgnseheansiqdat a 10

el enent s, nmessages and ﬁBp|lg@&£0n morkflo gg; 3§ further defined

es usen

bel ow. Appl i caPfon package8 A& 5r af &iHbly Fepresehted by SPliétited data
(XM.) that canuber geherf@ced (GUt)otravicald yaby tdreeh DB hrpugtrlany aeft omati c

code 10 sub~screens navigable from the main screen.

As well in the present embodiment, the mobile devices
include a runtime environment for providing services to and
for running component applications for communicating with

data sources such as data sources 112, 116 and 120.

15 Data sources may include applications having programmatic
interfaces exposed for communication with other applications
in accordance with service-oriented architectures (e.g. Web
service protocols). Such services are typically but not

necessarily subscription-based.

20 Communications between mobile devices 102 and the data
sources are facilitated by wireless component application
gateway system 108. Though not shown, gateway system 108
comprises a component application gateway, a component
application provisioning server and a component application

25 discovery server. The component application gateway is
useful for proxying the services offered by the data sources
to the mobile devices, mapping communications between

wireless and wire-line protocols for example.

The discovery server enables a mobile device to locate new

30 or updated services and obtain associated component



generation process. The design tool further enables the 15 automatically
generated code to include or be otherw se augnented by an industry standard
scripting | anguage (e.g. JavaScript) or other scripting/progranm ng

| anguages known in the art. The availability of application packages in the
repository 106 is published in a registry via a discovery 20 service

provi ded by the discovery server. It is recognized that there can be nore

t han one repository 106 and associated regi stries used by the gateway
server. Programers may extend services o nobile devices by progranmm ng
conponent applications via stations 110, 114 and 25 118 adapted with |DEs
as described. In one enbodi nent, such IDEs may be structured as a set of
plug-ins to a geRErGeEipht dgPit Bt FesPYrENVEPOTFERY ¥4eaifehdi®e, such as, for
exanpl e, the Egkbpsamhirgmewosk. EclipseTmis a well-known devel opnent
environment, and these and other features are 30 thoroughly described at

ww Ecli pse. of gy (L1 DAL 6LY, ol NE.ot 90l £AN DE6RACLLOWEY, 25,2 ¢oppl et e

desi gn franewor ] using a plug-in architecture. For exenplary
pur poses only, 28 hR GSECHi CARFBEIBes (i BBEES -a Pragariedesrgh
envi ronment susi-ggidhe yEctdpsaTM fanagpyordat iRef ®fvkilaged @sbh@.a desadh | DE 216

for designing ¢onpaonent ) %gplications is illu tratgqﬂggnerally. In the
e

. £oo rowvid an application deyelopmen 110 t
present enbodi men PHRe tes gnerFPoo i's |ane nted using =6 i pseTM

EclipseTMi's deshefriadst v=fuppdrto tkeag ot r utits dREofvrEcRaty etrypvefet ool s for

application deyghopmerby Fuibhelna-Bebh Re&EM: SHPRELESadN tURreshkict ed set of
tool providers, 10 including i ndependent software vendors (ISVs) as well as

tools for mani PEFEE R HYICREIS CORPRMN Ty pRSIUFBF ¥X&MFe BBFRL, Java, G
JSP, EJB, XM., ca®rtkn@hF)messehkpsabmppppordionboddx tGlk Jandcnons GUl - based

appl i cation deygl gpaent v LOTNENT 8,0 1TNe L BE 15 xadapt.ed gs. duchipr
descri bed bel ow
represented by structured data (XML) that can be generated

automatically by the IDE through an automatic code
generation process. The design tool further enables the

15 automatically generated code to include or be otherwise
augmented by an industry standard scripting language (e.g.
JavaScript) or other scripting/programming languages known
in the art. The availability of application packages in the
repository 106 is published in a registry via a discovery

20 service provided by the discovery server. It is recognized
that there can be more than one repository 106 and

associated registries used by the gateway server.

Programmers may extend services to mobile devices by
programming component appliéations via stations 110, 114 and

25 118 adapted with IDEs as described. In one embodiment, such
IDEs may be structured as a set of plug-ins to a generic
integrated design environment framework, such as, for
example, the Eclipse™ framework. Eclipse™ is a well-known
development environment, and these and other features are

30 thoroughly described at www.Eclipse.org. Alternately, the

tool can be configured as a complete design framework



15 to include a secure tag inserter for including a secure tag in published
applications. In the present enbodinent, IDE 216 is used to enable a

devel oper to define a conponent application. A conponent application is an
application defined generally by a 20 structured set of conponents,

i ncl udi ng data conponents, nessage conmponents, presentation conponents and
wor kf | ow conponents. The conponents are defined using a structured | anguage
and executed on a client device by an intelligent runtime container. 25 The
data conponents define data entities that, are used by the conponent
application program Exanples of data entltles i ncl ude orders, users, and
financial transactions. Data conponents define what |nfornat|on i's reqU|red
to describe th&idkay &ALY iFe8lUEnd® PRCRIFEETRER maf OF EeBD13 ¥ ormation is
expressed. For in(}@(fH:élseonIﬁe t@latxamourpplnel@ta payedetimes an ordeg-conprising a

i denti f f o tted b | ist
o e s e EhegE i bt R, B s T e Ser v or el

which has a date-tinme format, the status of the order which is formatted as
a string, and &eferinghte giigced tHelbf déi® SowACCAINE S 6PRREEE according to
the definitonaphl anetibes @nelgisttraee&iajeale@@nmnemﬁStheS'pa@@rdata el ement s

are usual ly transf rre b ssage, reis ten rsist e othata
conponents in &"d2 ($ '%EQEGSl nponé3 SIt: emeayﬁ§ﬁ¥éﬁ?ﬁ§ﬁggnerated or

defined by theEapphﬁﬁﬁuﬁoﬁe$@ndéshgweppomh@hﬁeggag@uebnﬁonén%s define the

format of messages.sed A% 1kheo£URNent: APRL+L_LIeR: Pr @gF@&d,L 0 communi cate
w th external systens,such as the Wb service. For exanple, one of the

message conpon@ﬁ%§“ﬁhysﬂég%?V%én uﬁ%§§éﬁ§*¥bﬁebP§%Fﬁ©lf%oﬁh‘Bﬁﬁer whi ch
i ncl udes azioni guelidenst iddepenfieit tshét@iBerendost aregs)ofast iellonder, and

notes associ at?Qofétéértﬁﬁafyh9§£ing arbitrary content types (for example
HTML, Java, C, JsSP, EJB, XML, and GIF). EclipsérM supports
both GUI and non-GUI-based application development
environments. The IDE is adapted as further described below
15 to include a secure tag inserter for including a secure tag

in published applications.

In the present embodiment, IDE 216 is used to enable a
developer to define a cowmponent application. A component
application is an application defined generally by a

20 structured set of components, including data components,
message components, presentation components and workflow
components. The components are defined using a structured
language and executed on a client device by an intelligent

runtime container.

25 The data components define data entities that are used by
the component application program. Examples of data
entities include orders, users, and financial transactions.
Data components define what information is required to
describe the data entities, and in what format the

30 information is expressed. For example, the data component

may define an order comprising a unique identifier for the



The presentation conponents define the appearance and behavi our of the
conponent application programas it is displayed to a user via a user
interface. The presentation 20 conponents can specify graphical user
interface (GQUJI) screens and controls and actions to be executed when the
user interacts with the conponent application. For exanple, the
presentation conponents may define screens, |abels, edit boxes, buttons and
menus, and actions to be taken when the 25 user types in an edit box or
pushes a button. The workfl ow conponents,.of the conponent application
program defi ne processing that occurs when an action is to be perforned,
such as an action specified by a presentati on conponent as descri bed above,
or an action t6rper peifbrifedoltr iittenaies AR rarr Lvet Pr £5¥t ¥R1Bh wor kf | ow
and nessage praeessirgdrose sdekinedshbycidheimorddd owaeorpenefdasedaThe 13

wor kf | ow conponents are itten as a series of .inst tions in either
struct ured datg,lglﬁ?Sg?g%ﬁfﬁg“Vhﬁﬁﬁgﬁé,tg? %Pgﬁfi%%ﬁ%ﬁ g%ﬁugagﬁlThe

wor kf | ow conponenfosnapped tass a sorimgl atndon betmedr pbssa@gehcoerpenent s and

defines 5 appl ,Gati a2 £LOWRSq1%88af g il BRe fVriAPEIARL LeNm QR P her

conponents. )
one of the data components. Since data elements are usually

transferred by message, there is often persistence of data
components in a database. Data components may be
dynamically generated or defined by the application

10 designer.

The message components define the format of messages used by
the component application program to communicate with
external systems such as the Web service. For example, one
of the message components may describe a message for placing
15 "an order, which includes a unique identifier for the order,

a status of the order, and notes associated with the order.

The presentation components define the appearance and
behaviour of the component application program as it is
displayed to a user via a user interface. The presentation
20 components can specify graphical user interface (GUI)
screens and controls and actions to be executed when the
user interacts with the component application. For example,
the presentation components may define screens, labels, edit
boxes, buttons and menus, and actions to be taken when the

25 user types in an edit box or pushes a button.

The workflow components of the component application program

define processing that occurs when an action is to be

performed, such as an action specified by a presentation

component as described above, or an action to be performed
30 when messages arrive. Presentation workflow and message

processing are defined by the workflow components. The



More details regardi ng conponent applications can be found in Patent
Cooperation Treaty Application Nunbers PCT/ CA2003/ 001976 entitled, "System
and Method for Building 10 and Execution of Platform Neutral Ceneric
Services client Applications” and published as W2004059938;

PCT/ CA2003/ 001980 entitled, "system and Method of Building Wreless
Conmponent Applications” and published as W2004059957; and

PCT/ CA2003/ 001981 entitled, "Systemand 15 Method of Creating and

Communi cating with Conponent Based Wrel,gss Applications” and published as
W2004059939, each of which is assigned to the owner of the present
application. As service-oriented protocols are primarily defined for 20
wired network COHRIAY caitoRENtR AE6nPoOTERE apFl FeatIoRL bEEEFUar tHict ect ur e,

in which a corrp@rgtheap@wu@abtw dgas,e\&aysrw&n@rrh@rmgesg@, data source on
behal f of nobil e dgw c )[s rovid 2’ m% ?us effici enC| es. Ser vi ces often
% BrereEi

handl e sensiti Ve % P8hs 2 PFEREHL PORC Brfvate 25
i nformation, eterpelaFhos l:&atwe@hamssmq denporfanttshand iceébses for software used

to create tE‘e £o5meaent, anpll £atd QB RIOQL AN AY, WG R yiddier the
identifying of a particular |icensee, enhancing trust within the system

100, is highl y°H&SPFRES- 14 generator/verifier 202 and dat abase 204.
Li cense key generator/verifier enploys asymretric encryption techni ques
i nvol vi ng secr¥¢repdevatls keygaatichoc opmespondinrg ipabldre key hgafesnd o encrypt

data. Such enCKNFﬁa't@Htt@&JE)@lrng&n %Eé‘a@%}éﬁl&ét&oﬁ%m@%&s and commer ci al
enbodi nents are avail abl e m RSA_Secur | té{% @ag anpng others. Key pairs

are associ at edPTWCéZP?%@?s%é‘sf"(ﬂtléﬂ%%t i ng° MedoPhEr e Y ¥aceabl e
| i cense Kkeys asd fEbtéHﬁl’e:i‘ordBSCPlabﬁdrmAIephalrkl caunarid i pensees mAyette associ at ed

W th more i han, gne KeYoRal nal fusleshieds Mdiosten 302 | censee

i nformati on |s ecel ve utting Into t e generator/verifier by
a license key %@Eﬁcﬁ?%?@c(’dﬁﬁo el’kfétll?ﬁlror ﬁﬁ?f—@‘h apglpiiediotyof Melidded t he

| i censee name {£:dessoiR@YieaNhondiv idual &eNLbast)shed as
W02004059957; and PCT/CA2003/001981 entitled, “System and
15 Method of Creating and Communicating with Component Based
Wireless Applications” and published as W02004059939, each

of which is assigned to the owner of the present

application.

As service-oriented protocols are primarily defined for

20 wired network communications, a component application-based
architecture, in which a component application gateway
system proxies a data source on behalf of mobile devices,
provides numerous efficiencies. Services often handle
sensitive communications (commercial transactions, private

25 information, etc.). Thus a mechanism identify the license
for software used to create the component application
programming, which may further the identifying of a
particular licensee, enhancing trust within the system 100,

is highly desired.

30 Fig. 3A illustrates a flow of operations 300 for generating

an external license key 206 such as by using license key



address, number of licenses required, etc. At step 304 a 15 determ nation
may be made as to whether there is an encryption key pair established for
the |licensee. Database 204 may be queried for such information. If there is
no pair, via branch to step 306, a key pair is generated. It is understood
that a pool of previously generated key pairs 20 may be avail abl e such that
generation involves selecting a pair fromthe pool. O herw se, generation
al gorithnms may be perfornmed to create a new key pair. The key pair is
stored in association with the |licensee jijn database 204. At step 308 a key
pair is selected fromthe secure store (éatabase 25 204). The secure store
or database may be used as a pool of key pairs and an adm ni strator can

sel ect one of PheetedyrpEridied Hef ppe AtpPeeng8ikeyidepre akdy censee.

Different |icepsesstiRyvda rassobiabed MWytlet e sAB/JEeYn P@ddhnagudlesi red. 30
Wth the selected key pair at step 308, an internal |icense k 212 (i.e. a
dat a conponent}HY%hE%gaT%HEEtp%T@%e3Tﬁ'ﬁﬁ copFegReREr B lWﬁgéﬁse key 206

is created at step 3d2enciiypteadter.nabudh eensgtiey tachméqosdedel Rndvre

dat abase and ig,diatLipuled Le.dN8.) i GRISERJQr sk 0SLakhLpg an kD& e. g.

216) on the licensee's progranmmng station (e.g. 110) under the 5 control

of a license ke§ Weityf e 21409 |AhaET o GANRE iR BRe AIFECehberfl ¥ént, t he

EXt ernal 1i Cen$6cekﬁ¥ée2ﬁ<6r lfé(iﬁpfirﬁ;e&nlcﬁlﬁe iaﬁ&ietfk’(h&blfclpiélﬁﬁaeeiﬁ@}é algens% pglbl ic
ey conponent 210 q e .licensee’'s private/public, ke air and a public
oy | enbth bl ofko208 HUT iR g e he Hara e roneht  tovBs Teal g 2). In

accordance wit Asorrdagadoditirentre tthenianeekanlpdiircenSalek@yedonpri ses a uni que
identification data digitally signed by the |icense key generator/verifier.

10 At step 302 licensee information is received (e.g. by

inputting into the generator/verifier by a license key
administrator). The information typically includes the
licensee name (e.g. company and individual contact),
address, number of licenses required, etc. At step 304 a

15 determination may be made as to whether there is an
encryption key pair established for the licensee. Database
204 may be queried for such information. If there is no
pair, via branch to step 306, a key pair is generated. It
is understood that a pool of previously generated key pairs

20 may be available such that generation involves selecting a
pair from the pool. Otherwise, generation algorithms may be
performed to create a new key pair. The key pair is stored
in association with the licensee in database 204. At step
308 a key pair is selected from the secure store (database

25 204). The secure store or database may be used as a pool of
key pairs and an administrator can select one of the key
pairs to define a license key for a licensee. Different
licensees may be associated with the same key pair as

desired.

30 With the selected key pair at step 308, an internal license

key 212 (i.e. a data component) 1is created at step 310 and



Fig. 38 illustrates one enbodi nent of operations 310 and 312 for generating
internal and external |icense keys. At step 15 320, licensee information is
selected to define a nessage for encoding using a hash function such as
(MD5 or SHA-1) to generate a data output unique (for all practical

purposes) to the nmessage. The hash output is signed using the private key
of the key pair in accordance with techniques that are 20 wel |l -known to

persons of ordinary skill in the art. This signed hash is thus unique to
the nmessage and the private key used to create it. The signed hash may
define an internal |icense key 212 that is conbined (e.g. concatenated)

with the public key 210 25 corresponding to the private key and the data
| ength 208 of EBReeFGBN7E KREGNTD kgEnetatie Errntegt of ridler| PtenséhRey 206. The
external |icenseckepn1206-dnseprsf esablasreBaodednt ola@@syeedetikoni ¢ storage

or distribution,suc s. by encaodi ng as string.of characters usjng
encodi ng net hogé‘gtsrd Hg%% téa%%%?ll,lcﬁgﬁ?ec.f%\ﬁe]rrfs-tl?gﬂ)%giaﬁ’ llﬁé ger‘tg.' 511% The
external |icense ®eyl206:sprys heodirstuirhuteadt tcogee her 1(10) eundetr the sane

time) with the ligcensgd saofitware Lo heichstal l,ed or unlocked (e.g. IDE 216)
or separately. Distribution (repreSented by dashed lines in Fig. 1) may be

5 el ectronic, ?uch as b trag?q%%sgﬁg via a network ov carrier signals,
di

;
or by distribut?cir SR pHysie SR ks fﬁ&irnﬁﬁrﬁﬁﬁﬁQ§? ohgl e or

i'on on physica
ot her product. 29¢ dogpuhder $toodtehatl diisensddeiyohlld s a ptlehdedetvo be

poi nt - t 0- poi nt ¥hefeRY Ao LECNREE; EECRINVES,I IS8Rty kb Sdint gnded 10
| icense key. Fig 4. illustrates operations 400 for verifying the |license
a public key length block 208 delimiting the dat& component
10 206 (see Fig. 2). In accordance with one embodiment, the
internal license key comprises a unique identification data

digitally signed by the license key generator/verifier.

Fig. 3B illustrates one embodiment of operations 310 and 312
for generating internal and external license keys. At step
15 320, licensee information is selected to define a message
for encoding using a hash function such as (MD5 or SHA-1) to
generate a data output unique (for all practical purposes)
to the message. The hash output is signed using the private
key of the key pair in accordance with techniques that are
20 well-known to persons of ordinary skill in the art. This
signed hash is thus unique to the message and the private

key used to create it.

The signed hash may define an internal license key 212 that
is combined (e.g. concatenated) with the public key 210

25 corresponding to the private key and the data length 208 of
the public key to generate the external license key 206. The
external license key 206 is preferably encoded for easy
electronic storage or distribution such as by encoding as a
string of characters using encoding methods such as Base64,

30 etc. well-known in the art.



key and generating a secure |IDE tag. At step 402, the external |icense key
is decoded (e.g. from Base64). The public key and internal |icense key are
respectively 15 extracted (step 404). The authenticity of the internal
license key is verified at step 406 using the public key as is well-known.
For exanple, the public key is applied to the internal |icense key to
determ ne the nessage hash generated by the |icense key provider (typically
the software 20 licensor). The verifier 214 can al so hash the sanme |icensee
information and conpare the two hashes tp;determ ne any tanpering. The
selected licensee information or nmessage may be bundled with the |icensed
software when sent to the |icensee or entered by the |icensee during a

regi stration 25"8e¥dEoRPWHIER" T Kedr A0F SralaPYLithE PYicEnseE i or nat i on
electronlcalIy(ﬁ0esy&tem;kaaeaﬂﬂmkequenﬁkanﬂﬁﬁmeal&hﬂmaZQZuMmbch recei ves

and uses the |nf ti,on to.gen te nse escri bed earlier
with reference P%%—med O%Amlg(c:ik%%a( %E: g?\a Iof ° %ra%ﬁgﬁot shown, a
trusted third ﬁa#tyﬁwﬁymvdwﬁpye%ap@blbr<k@yea§im58knDth|nlnh@yab¢ 17 At

step 408, assegut&cdoRfc! adichSagenerhal fchiusiibg JikeaPublisckeyer The message
hash is encrypted using the public key to define a tag. The tag is inserted

into output of SEhE'SS EEMGET  sOF tRAares anﬁﬂP%d§b§h6?“F?aE@§ﬁiPuF9 51n the
enbodi nent of EsgﬁVDYDamﬁr&wahhedomgeasﬁdosnéiwabeu¢s amtl DE 216 useful for

programm ng (1 fac 0101 A4 anf. eXreoshng. sHen A8 By W Ling Gode and or

data) other software. rom conprises conp nt application
artifacts (e. gpoﬁﬁhﬁbﬂéﬁﬂ’dei%?ﬁqﬁeGnE@“ﬂdPa l@t@Pét%PlMJPtEOHéﬁﬁd?dmhlch are

bundl ed fonopublishiengey 0 a repository 106. The conponent application
bundl e may thus include an I.DE tag identifying securely and privately the

| DE that ge”erﬁiﬁdat@§1QHﬂgk§s<Ek9at§o&4M%%thﬁi%%rQBﬁﬂﬁtERQ%j§QQs£°r

tracing a publishe
key and generating a secure IDE tag. At step 402, the

external license key is decoded (e.g. from Base64). The
public key and internal license key are respectively

15 extracted (step 404). The authenticity of the internal
license key is verified at step 406 using the public key as
is well-known. For example, the public key is applied to the
internal license key to determine the message hash generated
by the license key provider (typically the software

20 licensor). The verifier 214 can alsc hash the same licensece
information and compare the two hashes to determine any
tampering. The selected licensee information or message may
be bundled with the licensed software when sent to the
licensee or entered by the licensee during a registration

25 session which in turn forwards the licensee information
electronically to system 122 and key generator/verifier 202
which receives and uses the information to generate the
license key as described earlier with reference to Figs. 3A

and 3B.

30 Optionally, though not shown, a trusted third party may

verify a public key as is known in the art.



15 application. At step 502, the published application is obtained by

| i cense key generator/verifier 202 such as by retrieving fromrepository
106. The secure IDE tag is extracted at step 504 for verification. The
verification/identifying nmay be acconplished as follows. At 20 step 506,
using licensee information (which information may not correspond
identically to licensee information used to generate a nessages as

descri bed above) included in the published application or otherw se
associated therewith (e.g. at the repository), one or nore private keys 25
associated with the licensee in database 204 is obtained. For each

candi date private key, the secure IDE tag is decrypted using the private
key to obtain PhestifEsddye 2hasHIreTAPE s dage 7R ipe dvnparES to a
hash, generatedeyn realmdsisage frafsht hi Ser@iﬁzﬁ@&ﬁ,us@flglﬂlfeeﬂﬁlﬁﬂl_ci mE@rawmt i on 30
retrleved fron1t$e dat base 04 or.to. a hgs preV|oust qurated and
stored to the da ébase 4 SHR R8s TandiTSEhet 80| EdhSe ke was gener at ed.
Though not |deai®ymeﬂf$@mmﬁr$ ﬁﬁrbuh@kwscaﬁduda&ebphﬁvate key or keys
cannot be determined fromlicensee or other information, steps 506-510 may
be repeatedsw th @ld cpossbhe dkewgs pri vatiez kays 1itdnledsasitiard dat a
store. If a Ilce g?gnot bg peternlned frog1the sgecure tag of the out put
such as via opéra |ons he o it PIR-"Had 9 be "onSTd&r8d H¥ potential | y
mal i ci ous and aﬁpﬁﬁpnnahewac%$om'WakenmzEgﬁeex@WprekNEMb¢¢@m@d appl i cations

consi dered 10 ge4d&irQUS JIRYubE HIYRE AR idGH, AN E&&kﬁ%ﬁ@ aéﬂﬂ%%@%ﬁxkey
managenent functions 203 may be provided via software f nanaglng dat abase

204, generatln@rVQFFBﬁS“?épo??gxﬁfnﬁéﬁﬁ%ﬁﬂtﬁFﬁérd%?htF§FP€§ oPfretrieving
speci fic inéoreati)orhsitoraed bthﬁfl@dnforsmbliﬂl‘mi’gl onSa I’f&po@itﬁﬁylSO@Oﬂfl gure

license key gepg é%%ﬂéé%§ﬁi£ 5 g% ng%,khﬁg %&ﬂESX QbE'§§{at°r to
nodi fy |icense key g neratl g and verifying algorithnms to assi or group
| i cense keys identifying securely and privately the IDE that generated

the bundle.

Fig. 5 illustrates operations 500 for tracing a published

15 application. At step 502, the published application is
obtained by license key generator/verifier 202 such as by
retrieving from repository 106. The secure IDE tag is
extracted at step 504 for verification. The
verification/identifying may be accomplished as follows. At

20 step 506, using licensee information {(which information may
not correspond identically to licensee information used to
generate a messages as described above) included in the
published application or otherwise associated therewith
{(e.g. at the repository), one or more private keys

25 associated with the licensee in database 204 is obtained.
For each candidate private key, the secure IDE tag is
decrypted using the private key to obtain the message hash.
This message hash may be compared to a hash, generated in
real-time for this purpose, of licensee information

30 retrieved from the database 204 or to a hash previously

generated and stored to the database 204 such as when the



Though Fig. 2 illustrates only custonmer information and private/public key
pairs stored in association in database 20 204, other information may be
stored. For exanple, a hash algorithmreference indicating which algorithm
was used for a particular |icense key generation may be stored for each
custonmer key pair. The generated nessage hash or internal |icense key

and/ or external |license key may al so be stored. 25 The private/public key
generation/verification algorithns may al so be stored as can be tinme and
date information for keys and registratign, etc. Though illustrated as
separate conmponents with bright |ine di stinctions, persons of ordinary
skill in the art will 30 appreciate that operations may be shared anong
various 19 soliseire Evnmydhenteigiedyditicaphatptandestichébifpshbnttt

di stinctions maykdg aaﬁ&i}‘da@iaaﬁivxhgum desesybednmbt ber eéedrenced t o
generating conponent a icatigns for system 100, per.s of ordinary skill
in5the art \rXPfcfm gﬁﬁ?‘g%lea% ?ﬁ’zftr fﬁéoﬁ%géﬁ?’ngsgeﬁ%rgigpznmcfyt ﬁ%m;el vgs
easily to ot heregd3Eedotithare] poolislorkngppl priatitenkeyseig. tlwordcypreocessi ng,
graphi cs CAEY CAM, RyblLishing, etc.) whereby secure tags nay be generated
for inclusion in other outputs of such software for 10 traceability. Secure
i cense key geper atli.on and vertifbi cgti on .f egtyr estggsscerciutr)gdt(_ihe\r(l)vﬁit eand/ or
license key manadedght"1esflPes My be enpl oyed i n° scenari o ich do not
requi re secureottags foch tasavingrasaedrls. SACsyhrePriritemer Yot i on approach
has a serious di,sadyantagepdbeacausandine: s nal goridphinis ugesh in both

| i cense key generator and verifier code ch presents a security threat.

whi ¢
In the asymet F3kerapPPbachirPhir XSPhhetsd PBHGAHOIDFREIEFT%hm (e. g. RSA)
i s enpl oyedot ongeRgkhas engy pabdiraanthgt iavidt eekieyepai r. The private key is
kept by the software 20 |icensor in a secure place. This private key is

used to generafg.dhie kifenseqkedht etnddiceRSLES nahhbd & heapublibc key is
attached with the installer ?or the |icense ware and js used to

d soft
val i dat e |icen3eerPi tend8 REPUIFFHFSonsl & 1%FOR "o V2BVAK i f a hacker

knows how t 0 gesiermateof use and other statistics or retrieving specific
information stored therein. Such functions may also
15 configure license key generator/verifier 202 enabling a
license key administrator to modify license key generating

and verifying algorithms to classify or group license keys.

Though Fig. 2 illustrates only customer information and
private/public key pairs stored in association in database
20 204, other information may be stored. For example, a hash
algorithm reference indicating which algorithm was used for
a particular license key generation may be stored for each
customer key pair. The generated message hash or internal
license key and/or external license key may also be stored.
25 The private/public key generation/verification algorithms
may also be stored as can be time and date information for

keys and registration, etc.

Though illustrated as separate components with bright line
distinctions, persons of ordinary skill in the art will

30 appreciate that operations may be shared among various



25 and verify the |icense key, because he/she doesn't have the private key,
he/ she still can't break our software protection. Flexibility is also
facilitated by the |icense key solution described. If the public key is
hard-coded in the installer 30 rather than supplied with the |icense key,

it is difficult to change the private and public key pair in the future, as
20 an old installer cannot verify a new |license key generated froma new
private key. In accordance with an enbodi nent of the |icense key sol ution,
an innovative solution can address this,groblem The |icense key
(referenced herein as an 5 "internal license key") is conbined with its
correspondi ng public key, whose counterpart private key is used to generate
the |icense keypftware srampanetiex rér et IpPeethsedkey™ EARRYEE i n Base64

format. Consequestihysiddienheld heBshiqiabet ween a public/private key pair
and a licensee is recorded 10 in a database in a |license key managenent

system The exheLnRlallsense Koy Leshen.ALOVLIER L0 el eansee. Dur ng

[ngl %
installation, (%HSO? war e | nstal extracts t e kei and interna
hs€ key. This

li cense key framléseeramgl TP comrsenkdf  antsarsr PEi @sippey |5k

fl exi bl e approgehaib wnabkgsrddiacki eensene txasahegd ndicéfrenent
public/private ke gairs to gqper te licens wkegsti%ﬁsdgfferent end users
or different g?&ﬂ%e °J PFRENSEEY. PP dPfaf i€t tationg Where the |icensed

sof t war e creataslovtpidrs Which wway becebt aiqredriprigseGh@2M r aceabi ity 20

provides the |1 GARSAILAN AR it by tIR0Ee G sOML PUle Bagk dr@qthg | T censed
software (to one or a known group o¥ software copies) that created it. A

st rai ght f or warth<dpptdach PEheo TWErtIefaf Skt efha1 T if@Ense key in the

out put of fd#e traceability. Secure license key generation and verification
features described herein and/or license key management
features may be employed in scenarios which do not require

secure tags for tracing as well.

A symmetric encryption approach has a serious disadvantage

15 Dbecause the same algorithm is used in both license key
generator and verifier code, which presents a security
threat. In the asymmetric approach, an asymmetric encryption
algorithm (e.g. RSA) is employed to generate a public and
private key pair. The private key is kept by the software

20 licensor in a secure place. This private key is used to
generate the license key for licensees, while the public key
is attached with the installer for the licensed software and
is used to validate licensee’s license key during
installation. So, even if a hacker knows how to generate

25 and verify the license key, because he/she doesn’t have the
private key, he/she still can’t break our software

protection.

Flexibility is also facilitated by the license key solution
described. If the public key is hard-coded in the installer
30 rather than supplied with the license key, it is difficult

to change the private and public key pair in the future, as



| i censed software. But this solution nmay be problematic. 25 G rculating an
external key nmay enable a malicious devel oper to generate output using

anot her devel oper's information which could not be appropriately traced. It
may provide an exploit for an attacker, as the attacker can obtain a

| i censee's external |icense key fromthe published 30 application and guess
the licensee's user nane and conpany nane etc. to pretend to be the
licensee to install a copy of 21 the licensed software and use it to
create output such as publishing conmponent applications. |In an enbodi nment
of the license key solution as proposed, during installation of the

| i censed software, the extracted 5 public ke used to enc%é t data from

t he internal IFEéﬁE%lRévi I8hdCTRE tr B3UITRI AP %éC%T¥%§ﬁ¥ 1LFMBE°A "secure
| DE tag" or nofecrgeneev qalilvyta Kegechm exckagdandeswstioraadefigrdimeet byt t he

licensed soft ""?ﬁée 1l\égﬁgy'ﬂég,ﬁ9§ﬁ&§fgr eatl ‘int?és'&agéﬂeugﬁrutc' syl arl yaqriut for

sending to or use ers, such shing a conponent
appl i cati on t hEbtgkrapl4DEThe helcsaearken agef%re@mmam et e published

applicationsoutpsernBY dRGH¥PLEINRD )T he SREUASS mghvtttshcarg@g;ro%ap@@di ng

private key heI {% IQ censor, and co arin? nessagg data of an
internal |icen88 K&y Yne PFeeTior haf RS Tvﬁl X rSW ikd ¢t eat ed and

published the appiiatattion.liFhrsudkyand fbegrat edxramageherdnsktuketi on of the
license key mapagement,systemrdNe:! i GonsQk#aT, easd Ly gt eaka;fpeports,

between a public/private key pair and a licensee is recorded

10 in a database in a license key management system. The
external license key is then provided to the licensee.
During installation, the software installer extracts the
public key and internal license key from external license
key, and verifies the license key. This flexible approach

15 enables the licensor to select different public/private key
pairs to generate license keys for different end users or.

different group of licensees.

In certain situations where the licensed software creates
outputs which may be obtained for review, traceability

20 provides the licensor an ability to trace the output back to
the licensed software (to one or a known group of software
copies) that created it. A straightforward approach is to
include an external license key in the output of the
licensed software. But this solution may be problematic.

25 Circulating an external key may enable a malicious developer
to generate output using another developer’s information
which could not be appropriately traced. It may provide an
exploit for an attacker, as the attacker can obtain a
licensee’s external license key from the published

30 application and guess the licensee’s user name and company

name etc. to pretend to be the licensee to install a copy of



such as how many |icense keys have been issued, how many |icensees are in

t he dat abase, when the |icense key was 20 generated, when the |icensee was
regi stered, and so on. The above-descri bed enbodi ments of the present
application are intended to be exanples only. Those of skill in the art may
effect alterations, nodifications and variations to the particul ar

enbodi nents wi thout departing fromthe scope of 25 the application. The
subj ect matter described herein in the recited clains is intended to cover
and enbrace all suitable changes in technology. 22 Cains 1. A nethod of
provi ding a secure |license key (300) for |dent|fy|ng a Ilcense associ at ed
wi th an out put cens re,

generating a I|§%ﬁ§€9R3§ 5@%67a% ?“?Hgﬁ ﬁEeH% re§5?d“$?8§ﬁ§§hk8§ conpri si ng
a hash of |icepsekishihorampbosnt 320)idagricasl i censee |icensed to use the
software, said hash signed by a private key associated with the |icensee,

sai d hash decryptableanyidena @pttlhteclk%set ey pa.rouua;& aRdp pyhlsieq, keys
conprising a prlvatelgubllc ﬂ¥ pair caonformn HHEtrIC encryption

t echni ques; SE8FFHg 2t éﬁdBF%Hd§€nfT§i3fFY%§ﬁs§ ReYE18i6°T especti ve
privat e/ pubbi cpkieyipaeysid msass@ceati @t whté fator eastinopnenaf liespective

| censee infor gyl oRaansh a.0ash0f vl JiemRRCtictRab ] £onsES,d NEQr ML | on for

| i censees licensed to use the [icensed provi ding the
li cense key and82¥'herplBFs geRey 4413 %oF*ﬁﬁF%‘éﬁ'blé?f%ﬂéﬁ?é%”%BS?ecelve t he
i cense key andyVﬂﬁiﬁycéﬂﬁﬂ>é&ﬁﬁ%réov&ﬂﬁbheoﬁﬁ%e@fchh&e|b@ﬁﬂﬁﬁd sof t war e

associ at ed mntha£g¥%u ar Ou% gp%gler (%ﬂp goftmqre Egggleruiurther
configured to genera dﬁ cénsed’software, Yt he T ¢ensed

sof t war e hafi ngueh §écw eoqbégsmm«vease@m@enagaz(mosytgenéha@w an t he

sof tware enabl gpg f ram the @nesypti o Qiqetihen hashpab1 heal Lgansgeion
information with the public key; receiving output fromthe |icensed

software;: and CUtPUt- BYHFEFVRGIhEDRAATISF EHR YR eh<EE TP RBIHEET on
obt ai ned fron1ﬁetwyptk@ﬂf@ﬂdth@lseeumﬁrtagdu&m@grth@vﬁthﬁ@@wk@y associ at ed

with the |i Ce”é?@%‘éﬁft Qnalté E ﬁggn% xﬁ%yhaéﬁ‘e SUPRS seozsﬁngg,e&'aé 1Gensee

i nformation and e store censee information to identify the
| i cense as§60|5%%@‘WWt?F%%@doﬁrbﬁﬁbbﬁﬁﬁﬁeth?c%%%eﬂa%b¥%mare
Through an integrated management function of the license key
management system, the licensor can easily create reports,
such as how many license keys have been issued, how many
licensees are in the database, when the license key was

20 generated, when the licensee was registered, and so on.

The above-described embodiments of the present application
are intended to be examples only. Those of skill in the art
may effect alterations, modifications and variations to the
particular embodiments without departing from the scope of
25 the application. The subject matter described herein in the
recited claims is intended to cover and embrace all suitable

changes in technology.



2. The nethod according to claim1l conprising storing the public and
private key in association with the licensee information for a |licensee
licensed to use the software. 3. The #®thod according to claim1 or claim
2 conprising providing the software enabler, said enabler conprising a
software.jinstaller bundled with said |icensed software. 4. The nethod
accordiﬁa Sclaim3 conprising providing the software enabl er separately
fromthe public key and the |icense key. 23 5. The nethod according to any

one of of & HBthdd bppévﬁ%gga’ %%?F&anéhé’é ké}ﬂ(sbb)efor’w@hii ing'afthﬁéeV BoikfY vith

association with |icens ormation ‘for a licenSee licensed to use the

| i censed®nsBfRULSF icensed sqfiwaraethe owthasceantirisingt o any one of clains 1 to 5
wherein the licensed software conprises software for progranm ng conmponent
applications. 7. The method according to any one preceding claim

conpri si ng r &SERRAtiRg allicersedey (3HY) derrihe iieanseosaidlidange kexeomprising @hash efd t o
use the i ; LD NG of
the |1 oo e B GR br e sty g e e S O
managi n@rivale key aseadiaied withihd licepsese said heah deeiypigbleavith xpufdie kkwythgerietat or

(202) adpptedid s o ; [i : g%gp% W tQ manage
use of %?‘gepgg%%%ygfcf \T/grntsal,n Q%’}fﬁ%ﬁgﬁgghig}ﬁ%ﬁﬁfﬁ%ﬁ ng a %g@ﬁ%ﬁ%ﬁg@#%ge

i nf or mat!P@WIqUES0), the hash signed by a private key associated with the

| i censee and verifiable by a public key, the private and public keys
generated in confornmance with asymretric encryption techni ques; and provide
the |icense RE&fingnid a drialpass(i124)iegnsedqys Ret respegtivvolrivake/ubde ey pairssitdapt ed

to receigdgodidiRnlvifetisasks¥e gﬂgsﬁf{cﬁi%%)(céx% irkféA&kioh ngr@%gﬁ opﬁlgirggepetch\?e

| i censed software associated W' e software enab or a nsee, the
sof t war dceipgplirfprmationter iceaseeisdigeragdite uge iher liseaseslzgiimaraf the |icensed
software, the licensed software having a secure tag, the secure tag (408)
generated at the software enabler fromthe encr%/pti on of the hash of the
i censee i nf GFedinghedicense kay qmgl[the gutkli@y(;ey to a software enabler adapted to receive

the license key and verify same (406) to enable use of the licensed software associated with
the software enabler, the software enabler further configured to generate output of the
licensed software, the licensed software having a secure tag, the secure tag (408) generated
at the software enabler from the encryption of the hash of the licensee information with the

public key;
receiving output from the licensed software; and

comparing the hash of the licensee information obtained from decryption of the
secure tag using the private key associated with the licensee with at least one of a hash of
the stored licensee information and the stored hash of the licensee information to identify the

license associated with the output of the licensed software.

2. The method according to claim 1 comprising storing the public and private key in

association with the licensee information for a licensee licensed to use the software.

3. The method according to claim 1 or claim 2 comprising providing the software enabler,

said enabler comprising a software installer bundled with said licensed software.

4. The method according to claim 3 comprising providing the software enabler separately

from the public key and the license key.



a dat abase (204) for storing license keys and respective private/public key
pairs in association with at |east one of respective |licensee information
and a hash of the respective |icensee #hfornation for |icensees |icensed to
use the licensed software; and a license key verifier (214) adapted
to receive output fromthe licensed software, the |icense key verifier
further adapted to decrypt (508) the secure tag using the private key
associ atseffhahidihddezcbiderd ey lofe @btiainis 1 o1 Eaffrisnig $tbnd the @absikearidnf or mat i on
and conpare i(ge_ 24 h,agh of fhe | i censee informati or} Witgi at Iﬁlast one of a
hash of PIKECLEHEPSPFABNLEEN [1NSPHBRIAN T PHESSEEISENIPELR USF Mehe 1 censee
i nf or matlic@seti®oft@damet i fy the |icense associated with the output of the
| i censed software. 9. The system according to claim8 conprising a
managenment conponent (203) adapted to generate rrana?errent reports about the
use of Bhéheyethas accolingrheny pse eftlaiotsot i hyhersirdhe liesnsedsotwvaiers 8 to 9
wher ei n iLd LERGA r ; private key and public
key pai rCB#‘% (r)llrﬁs; poo(é(@pgﬁg%ﬁﬁé CSQ?%’%)“‘?%?"SE%&?S& a license key (206) for
a particular license. 11. A conputer program product for providing a
secure 7 ¢RaRRHRYadBIdif bl FRRE pRARHNEIAdRSoRRHLNET Editfy idkheosompuL er
program product conprising a’conputer Feadabl e medlum enbo R/I.n
i nst r uctifeinratian dordalicgnescoiegiablagyio gse trepisensed sofiweps antaefiningthaet hod of
any one ofcs8baldhg 4t kst bomeldt el REEQIARIRRIGH. 00T am product according to
claim 1l whefeln Sald instructions and data are executable by the conputer
to select a private key and public key pair froma pool of such key pairs
t 0 genemBahdicttee Keycearaekeyt §y3tena (308) fdr endrabingi use s eoftwdrd by Tibenseesput er
program pr oduct according to claim 11l or claim12 wherein the |icensed
sof t war 8°CBHPPY'ses software for programing conponent applications. 14.
The conputer program product according to any one of clains 12 to 13
wherein said_instructions an ta are .executable by the conmputer to
provi de |iceRd&® e&'oﬂﬁ”ﬁf%?&&&%oﬁﬁjapéew?t s. 15. The nethod of claim1
further conpri sing: generating an external |icense key (206)
rgrr]rg[ |hs lblng cLh((EZ Bé?ggﬂgr%tekl?%ngez %ez))s’(ZE)g)eforp IPC%L\Ie‘,eCs tléerXargazg%one%?ﬁce%sgg ts)g tvgarg,ey

a license key comprising a hash of licensee information (320), the hash signed by a

private key associated with the licensee and verifiable by a public key, the private
and public keys generated in conformance with asymmetric encryption techniques;

and

provide the license key and the public key together to a software enabler
adapted to receive the license key and verify same (406) to enable use of the
licensed software associated with the software enabler for a licensee, the software
enabler further configured to generate output of the licensed software, the licensed
software having a secure tag, the secure tag (408) generated at the software enabler

from the encryption of the hash of the licensee information with the public key;

a database (204) for storing license keys and respective private/public key pairs in
association with at least one of respective licensee information and a hash of the respective

licensee information for licensees licensed to use the licensed software; and

a license key verifier (214) adapted to receive output from the licensed software, the
license key verifier further adapted to decrypt (508) the secure tag using the private key

associated with the licensee to obtain the hash of the licensee information and compare the
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hash of the licensee information with at least one of a hash of the stored licensee information
and the stored hash of the licensee information to identify the license associated with the

output of the licensed software.

9. The system according to claim 8 comprising a management component (203) adapted to

generate management reports about the use of the system.

10. The system according to any one of claims 8 to 9 wherein the license key generator (202)
selects a private key and public key pair from a pool of such key pairs to generate a license

key (206) for a particular license.

11. A computer program product for providing a secure license key for a license controlling
software use, the computer program product comprising a computer readable medium
embodying instructions and data executable by a computer to implement the method of any

one of claims 1 to 7.

12. The computer program product according to claim 11 wherein said instructions and data
are executable by the computer to select a private key and public key pair from a pool of

such key pairs to generate the license key for a particular license.

13. The computer program product according to claim 11 or claim 12 wherein the licensed

software comprises software for programming component applications.

14. The computer program product according to any one of claims 12 to 13 wherein said
instructions and data are executable by the computer to provide license key administration
reports.

15. The method of claim 1 further comprising:

generating an external license key (206) comprising the license key (212), the public
key (210) and a public key length block (208);

wherein the step of providing the license key and the public key to a software enabler

comprises providing the external license key to a software enabler.



