ABSTRACT The present invention relates to a nethod of
detecting the alteration of the driver of a wi ndows kernel and a
system usi ng system nodule information that is the 5unalterable

i nformation of the w ndows kernel. The net hod of detecting the
alteration of a wi ndows kernel accordi 3#9& e present invention
includes a first step of reading, by an alterati on detection driver,

i nformati on about a name and start and end addresses of a 10
detection target driver fromsystem nodule information; a second step

of extracting a fungii-on Jhabnts YaednbYVoR drdMefeObj@ct Hf hdEnod of
detection target driver using the nane of the detection target

driver; and a ddtietdinyepnof ateteitidy g that driieedebechi @Antiakgekernel
driver has not been 15 altered if an address of the function is a

val ue between drite St eydtaddiess; angstdie modhladd eSsmaaridndetenniis nge
that the detection target driver has been altered if the address of

t he functi on iwaletrabVal iefdetaden dthetlsd arindaddr €éssnahd t he end

addr ess.

The method of detecting the alteration of a windows
kernel according to the present invention includes a first
step of reading, by an alteration detection driver,
information about a name and start and end addresses of a

10 detection target driver from system module information; a
second step of extracting a function that is used by a
driver object of the detection target driver using the name
of the detection target driver; and a third step of
determining that the detection target driver has not been

15 altered if an address of the function is a value between
the start address and the end address, and determining that
the detection target driver has been altered if the address

of the function 1is not a value between the start address

and the end address.
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