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METHOD AND APPARATUS FOR IDENTIFYING FALSE
ADDRESS INFORMATION

TECHNICAL FIELD

[0001] The present application relates to the field of information technologies,
and in particular, to a method and an apparatus for identifying false address

information.

BACKGROUND

[0002] As information technologies develop, more services are performed through
a network. Usually, authenticity of address information provided by a user can be
verified to ensure service execution security. For example, during verification of basic
information of an account, if address information of the account is false, the account
is risky, and a service needs to be performed prudently.

[0003] In the existing technology, the address information is usually verified by
using a search engine or logistics information.

[0004] Verifying the address information by using a search engine is to enter
address information to be verified to an existing search engine for searching, and
determine whether the address information to be verified exists by using address
information recorded in the search engine. Verifying the address information by using
the logistics information is to verify the authenticity of the address information to be
verified by using existing address information in the recorded logistics information.
[0005] However, during verification of the address information by using a search
engine, both accuracy and coverage of a verification result are determined based on an
amount of address information that has been recorded by a selected search engine. In
other words, when a large amount of address information is recorded by the selected
search engine and the address information covers a wide geographical range, the
accuracy and the coverage of the verification result may be relatively high. However,
the search engine usually accurately records address information in a prosperous

region, but inaccurately records address information in a remote region. Consequently,
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the accuracy of verifying the address information based on the search engine is
unstable and low.

[0006] In the method for verifying the address information by using the logistics
information, it is difficult to obtain the logistics information because the logistics
information is usually strictly protected in the logistics industry to ensure privacy of a
user who uses a logistics service. In addition, accuracy and authenticity of the
logistics information do not always need to be verified, for example, a user name
"Sun Wukong" or an address "East gate of a certain community in a certain district of
a certain city". Although the described logistics information is untrue and inaccurate,
the logistics service is not affected. However, the logistics information cannot be used
to verify the address information to be verified. Consequently, it is difficult to ensure
the accuracy and the coverage of verifying the address information to be verified by
using the logistics information.

[0007] Further, although the user provides real address information, it is difficult
to determine whether the address is a working address or a living address of the user.
In other words, the address information is real, but is not an address of the user. For
example, user a uses home address ¢ of user b as his home address, and home address
c of user b really exists. Therefore, in the existing technology, only home address c
can be identified to be real, but whether home address ¢ belongs to user a cannot be
determined. For user a, home address c is false address information. However, it is
still difficult to identify such false address information in the existing technology, and
consequently accuracy of risk control based on the address information is reduced.
[0008] It can be seen that, because of the described disadvantages in the existing

technology, accuracy of identifying false address information is low.

SUMMARY

[0009] Implementations of the present application provide a method for
identifying false address information, to alleviate a problem in the existing technology
that accuracy of verifying false address information is low because accuracy of
verifying address information is low and it is difficult to verify a mapping relationship
between an address and an account.

[0010] The implementations of the present application provide an apparatus for

identifying false address information, to alleviate the problem in the existing
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technology that accuracy of verifying false address information is low because
accuracy of verifying address information is low and it is difficult to verify a mapping
relationship between an address and an account.

[0011] The implementations of the present application use the following technical
solutions.

[0012] A method for identifying false address information includes the following:
determining address information of an account to be verified; determining, in a
geographical range obtained through pre-division, a residential range of the account
based on a trained classification model and geographical location information that is
reported by the account within a predetermined time period; matching the address
information to be verified with the residential range; and determining, based on a
result of matching between the address information to be verified and the residential
range, whether the address information to be verified is false address information.
[0013] An apparatus for identifying false address information includes the
following: a first determining module, configured to determine address information of
an account to be verified; a second determining module, configured to determine, in a
geographical range obtained through pre-division, a residential range of the account
based on a trained classification model and geographical location information that is
reported by the account within a predetermined time period; a matching module,
configured to match the address information to be verified with the residential range;
and an identification module, configured to determine, based on a result of matching
between the address information to be verified and the residential range, whether the
address information to be verified is false address information.

[0013a]  According to one embodiment, there is provided a computer-implemented
method for identifying false address information, the computer-implemented method
comprising: transmitting address query information to an account for an address
information to be verified; receiving the address information from the account;
receiving geographical location information from the account of a predetermined time
period; determining, in a geographical range obtained through pre-division, a
residential range of the account based on a trained classification model and the
geographical location information, wherein obtaining the geographical range through
pre-division comprises: dividing a map into several grids based on a predetermined
grid size; and using each grid on the map as the geographical range obtained through

pre-division, and wherein the classification model is trained by using the following

3



10

15

20

25

method: determining several accounts with real known address information as training
samples; determining, based on several pieces of geographical location information
reported by each training sample, a quantity of times that the training sample appears
in each grid; determining a characteristic value corresponding to the training sample
in each grid based on the quantity of times that the training sample appears in each
grid; and training the classification model based on the characteristic value
corresponding to the training sample in each grid and real known address information
of the training sample; matching the address information to be verified with the
residential range; and determining whether the address information to be verified is
false address information, based on a result of matching between the address
information and the residential range.

[0013b] According to another embodiment, there is provided an apparatus for
identifying false address information, the apparatus comprising a plurality of modules
configured to perform any one of the computer-implemented methods described
herein.

[0014] The at least one technical solution used in the implementations of the
present application can achieve the following beneficial effects.

[0015] Firstly, the address information of the account to be verified is determined;
secondly, in the geographical range obtained through pre-division, the residential
range of the account is determined by using the trained classification model based on
the geographical location information reported by the account within the
predetermined time period; thirdly, whether the address information to be verified is
false address information is determined based on a result of matching between the
address information to be verified and a grid corresponding to the residential range. It
can be seen that, in the present application, a residential range of a user who uses the

account is determined by using a classification model and geographical location
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information that is historically reported by the account. Because the geographical
location information reported by the account is real and corresponds to the account,
the determined residential range is real and belongs to the account. As such, accuracy
of identifying false address information can be higher by matching the address

information to be verified with the residential range.

BRIEF DESCRIPTION OF DRAWINGS

[0016] The accompanying drawings described here are used to provide further
understanding of the present application, and constitute a part of the present
application. Schematic implementations of the present application and descriptions of
the implementations are used to explain the present application, and do not constitute
an improper limitation to the present application. In the accompanying drawings:
[0017] FIG 1 illustrates a process of identifying false address information,
according to an implementation of the present application;

[0018] FIG. 2 is a schematic diagram illustrating a map grid, according to an
implementation of the present application; and

[0019] FIG 3 is a schematic structural diagram illustrating an apparatus for
identifying false address information, according to an implementation of the present

application.

DESCRIPTION OF IMPLEMENTATIONS

[0020] To make the objectives, technical solutions, and advantages of the present
application clearer, the following clearly and comprehensively describes the technical
solutions of the present application with reference to specific implementations and
corresponding accompanying drawings in the present application. Apparently, the
described implementations are merely some but not all of the implementations of the
present application. All other implementations obtained by a person of ordinary skill
in the art based on the implementations of the present application without creative
efforts shall fall within the protection scope of the present application.

[0021] The technical solutions provided in the implementations of the present
application are described in detail below with reference to the accompanying

drawings.
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[0022] FIG 1 illustrates a process of identifying false address information,
according to an implementation of the present application. The process includes the
following steps.

[0023] S101. Determine address information of an account to be verified.

[0024] In the existing technology, a server of a service provider usually verifies
address information because the service provider needs to verify the address
information. Alternatively, the service provider can entrust a third party to verify the
address information. Address information verification can be performed by the server
based on a predetermined condition (for example, address information verification is
performed periodically or at a predetermined frequency), or can be initiated by the
third party (for example, a third party server proposes an address information
verification request). How to start address information verification is not limited in
the present application.

[0025] In addition, because a user usually provides the address information for the
server by using the account, the address information usually corresponds to the
account. As such, in the present implementation of the present application, the server
can first determine the address information of the account to be verified.

[0026] The address information to be verified can be a residential address of the
user that is set in the account, such as a home address or a working address. As such,
when determining that risk control needs to be performed on the account, the server
can invoke all address information that is set in the account and use the address
information as the address information of the account to be verified.

[0027] Alternatively, the address information to be verified can be address
information returned by the account after the server sends address query information
to the account, where the address query information can include at least one of text
information, audio information, and video information. For example, the text
information can be "Please provide a detailed home address" or "Please provide a
detailed working address", so that the account returns the address information to be
verified to the server. As such, the server can first determine an account that needs to
undergo risk control, then send the address query information to the account, and
receive address information returned by the account and use the address information
as the address information of the account to be verified.

[0028] Certainly, how the server determines the address information of the

account to be verified is not limited in the present application, and can be set by the
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staff as needed. In addition, that the server determines whether the address
information of the account to be verified is the home address or the working address
of the account can be set by the staff as needed, or the address information to be
verified can include both the home address and the working address of the account.
[0029] It is worthwhile to note that, in the present implementation of the present
application, the server can be one device, or can be a system including a plurality of
devices, namely, a distributed server.

[0030] S102. Determine, in a geographical range obtained through pre-division, a
residential range of the account based on a trained classification model and
geographical location information that is reported by the account within a
predetermined time period.

[0031] A life track of people is relatively fixed and regular in modern society. For
example, people work in an office or study at school in the daytime and rest at home
at night. On holidays instead of workdays, people can travel around for relax in
addition to staying at home, which is relatively random. However, because the life
track of people is relatively fixed and regular, a living area and a working area of the
user can be accurately determined by determining location information of the user in
different time periods.

[0032] Therefore, in the present implementation of the present application, after
determining the address information of the account to be verified, the server can
further determine the residential range of the account as a residential range of a user
who uses the account, to subsequently verify the address information to be verified
and identify false address information.

[0033] Because a life track of the user who uses the account (referred to as a life
track of the account below) needs to be determined to determine the residential range
of the user who uses the account, the server can first determine the geographical
location information reported by the account. After the account logs in, geographical
location information that is sent to the server and that is of a device that the account is
currently logging in to is reported at a predetermined time frequency (for example, 30
minutes); or when the account is logging in, geographical location information that is
sent to the server and that is of a device that the account is currently logging in to is
reported. A method for reporting the geographical location information by the account
can be set as needed, or the geographical location information reported by the account

can be determined by obtaining a user address book in real time in the existing
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technology, which is not limited in the present application. Because a longer time that
the account stays at the same location indicates more geographical location
information reported by the account at the location, the residential range of the user
who uses the account can be determined by using the reported geographical location
information, namely, the residential range of the account.

[0034] In addition, the geographical location information reported by the account
can be a part of or all of geographical location information reported by the account,
which can be set as needed.

[0035] Further, working places and living places of people are usually fixed in a
short time period, and mobility of people is relatively high in modern society.
Therefore, in the present application, the server can determine the geographical
location information reported by the account within the predetermined time period.
The predetermined time period can be a time period dating back from a current
moment. For example, assume that the current moment is November 11, 2016, and the
predetermined time period is four months dating back from the current moment. The
server can determine geographical location information reported by the account from
July 11, 2016 to November 11, 2016. Alternatively, the predetermined time period can
be a time period from a specified start time to a specified end time, for example, a
time period from January 1 to June 1. The predetermined time period can be set by the
staff as needed, and is not limited in the present application.

[0036] Further, the predetermined time period can be set by the staff as needed,
for example, four months or nine months. However, because a house is usually rented
for at least half a year, if the predetermined time period exceeds six months, the
possibility that the life track of the account changes is improved. Certainly, the
predetermined time period is not limited in the present application, and can be set by
the staff as needed. As such, a relatively regular life track of the account can be
determined by determining the geographical location information reported by the
account within the predetermined time period, and the following cases are prevented:
A plurality of life tracks are determined because geographical location information in
a very long time period is collected, and it is difficult to determine a life track of the
account because geographical location information in a very short time period is
collected.

[0037] In addition, in the present application, because positioning accuracy of the

device is not fixed, an error can occur in positioning accuracy of the geographical

7



10

15

20

25

location information when the device is affected by an environment, and consequently
the geographical location information reported by the account has different
positioning accuracy. Therefore, to more accurately determine the residential range of
the user who uses the account, the server can further divide a map into several grids
based on a predetermined grid size; use each grid on the map as the geographical
range obtained through pre-division; replace geographical location information having
accurate positioning with each geographical range; and determine the residential
range of the user who uses the account, thereby preventing increased positioning
accuracy redundancy of the geographical location information due to impact caused
by a positioning accuracy error. The grids obtained by dividing the map are shown in
FIG. 2.

[0038] FIG. 2 is a schematic diagram illustrating a map grid, according to an
implementation of the present application. It can be seen that a map stored in the
server has been pre-divided into grids. Each grid is a dashed-line square and can be
represented by using a longitude and a latitude. In addition, a side length of the grid
can be set by the staff as needed. For example, the side length of the square grid is
500 meters. It is worthwhile to note that a shorter side length of the grid obtained
through pre-division indicates higher accuracy of determining the residential range of
the user who uses the account, but also means a higher requirement on accuracy of the
geographical location information reported by the account, and larger impact caused
by the positioning accuracy error. Certainly, the grid can be of another shape, such as
a circle or a triangle, which is not limited in the present application.

[0039] Then, the server can determine, based on each grid obtained through
pre-division, a quantity of times and a moment that the geographical location
information reported by the account within the predetermined time period appears in
each grid, and determine a characteristic value of the account in each grid. The

characteristic values are shown in Table 1.

Table 1

Characteristic Value | Characteristic Value Description

Identifier

Proportion of a quantity | A ratio of a quantity of times that the training sample appears in

of times of appearing the grid to a total quantity of times that the training sample appears




10

Proportion of a quantity

of days of appearing

A ratio of a quantity of days on which the training sample appears
in the grid to a total quantity of days on which the training sample

appears

Proportion of a quantity

of workdays

A ratio of a quantity of workdays on which the training sample
appears in the grid to the total quantity of days on which the

training sample appears

Proportion of a quantity

of holidays

A ratio of a quantity of holidays on which the training sample
appears in the grid to the total quantity of days on which the

training sample appears

Proportion of a quantity
of workdays of appearing

in the daytime

A ratio of a quantity of workdays on which the training sample
appears in the grid in the daytime to the total quantity of days on

which the training sample appears

Proportion of a quantity
of workdays of appearing

at night

A ratio of a quantity of workdays on which the training sample
appears in the grid at night to the total quantity of days on which

the training sample appears

Proportion of a quantity
of holidays of appearing

in the daytime

A ratio of a quantity of holidays on which the training sample
appears in the grid in the daytime to the total quantity of days on

which the training sample appears

Proportion of a quantity
of holidays of appearing
at night

A ratio of a quantity of holidays on which the training sample
appears in the grid at night to the total quantity of days on which

the training sample appears

[0040]

It can be seen from Table 1 that an appearance frequency of the account,

an appearance time period of the account, etc. in the grids can be determined by using
the described eight characteristic values. For example, for each grid, whether the grid
is a grid where the account frequently appears can be determined by using the
proportion of the quantity of times of appearing and the proportion of the quantity of
days of appearing. Apparently, if the grid is not a grid where the account frequently
appears, the possibility that the grid is the residential range of the user who uses the
account is relatively low. Whether the grid is the residential range of the user who
uses the account can be determined by using the proportion of the quantity of
workdays. Apparently, because a travel track of people on workdays is usually fixed, a
grid where people appears most frequently on workdays is more likely to be the
residential range of the user who uses the account. Whether the grid is a working

place or a living place of the account can be determined by using the proportion of the
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quantity of holidays (for example, if the user frequently goes to a certain gymnasium
on the weekend, the training sample appears a relatively large quantity of times in a
grid corresponding to the gymnasium on holidays. However, the grid is not the
working place or the living place of the user). Whether the grid is a working place of
the account can be determined by using the proportion of a quantity of workdays of
appearing in the daytime, and whether the grid is a living place of the account can be
determined by using the proportion of a quantity of workdays of appearing at night. In
other words, the characteristic value determined in each grid can reflect a life track
and a pattern of living of the account in the grid obtained by dividing the map. In
addition, interference imposed by a low-frequency area of the account (namely, a
geographical range where the account less appears) on the determined residential
range of the user who uses the account can be eliminated to more accurately
determine the grid corresponding to the residential range of the user who uses the
account. In addition, grids corresponding to the living place and the working place of
the account can be determined.

[0041] In addition, the geographical location information reported by the account
can usually include a report time. Therefore, in the present application, the server can
determine some characteristic values in Table 1 by using the report time of the
geographical location information. The report time can be a system time of the server
when the server receives the geographical location information, or can be time
information when the geographical location information is determined, or can be a
sending time of the device when the device sends the geographical location
information to the server. If the system time of the server is used, it can be determined
that time of reporting geographical location information of accounts is relatively
unified for management. However, an error caused by a network information delay
may occur. Certainly, which report time is used is not limited in the present
application, and can be set by the staff as needed.

[0042] Finally, the server can further determine, from all grids based on the
trained classification model, a grid where the user who uses the account frequently
appears as the residential range of the user who uses the account. In other words, the
server can input a characteristic value corresponding to the account in each grid into
the trained classification model, and determine, from all the grids based on a
classification result of each grid that is output by the classification model, a grid that

belongs to the residential range of the user who uses the account.
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[0043] It is worthwhile to note that the server can select the described one or more
characteristic values to determine the residential range of the user who uses the
account. In the present application, it is not limited that the server needs to use all
characteristic values to determine the residential range of the user who uses the
account. In addition, it is not limited that only eight characteristic values shown in
Table 1 can be used to determine the residential range of the user who uses the
account. The characteristic value can be determined by the staff as needed.

[0044] The classification model can be trained as follows:

[0045] The server can first predetermine, as a training sample, an account having
a plurality of pieces of geographical location information verified to be real, namely,
an account having real known address information; then collect geographical location
information reported by all training samples; and determine a characteristic value of
each training sample in each grid, in other words, determine the characteristic value of
each training sample in each grid based on a quantity of times and a moment that the
training sample appears in each grid.

[0046] Then, the server can successively input characteristic values corresponding
to all the training samples into the classification model, and obtain the classification
result. Initial parameters of the classification model can be generated randomly or set
by the staff. The classification result is as follows: For each training sample, the
classification model determines whether each grid belongs to a grid corresponding to
a residential range or a grid corresponding to a non-residential range.

[0047] In addition, the server can determine accuracy of the classification result of
the classification model based on locations of coordinates respectively corresponding
to real known address information of all the training samples in the grids, and adjust
parameters in the classification model based on the accuracy.

[0048] The described process can be repeated until a predetermined quantity of
repetition times is reached, or until the accuracy of the classification result of the
classification model reaches a predetermined threshold. The predetermined threshold
can be set by the staff as needed.

[0049] Further, in the present application, the classification model can include a
random forest classification algorithm, a logistic regression classification algorithm, a
neural network classification algorithm, etc. The present application imposes no
limitation on a specific classification model to be used.

[0050] S103. Match the address information to be verified with the residential
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range.
[0051] S104. Determine, based on a result of matching between the address
information to be verified and the residential range, whether the address information
to be verified is false address information.

[0052] In the present implementation of the present application, after using the
trained classification model to determine a grid among the grids that corresponds to
the residential range of the user who uses the account, the server can match the
address information to be verified with the residential range, and determine whether
the address information to be verified is false address information.

[0053] The server can first determine coordinates of the address information to be
verified according to a longitude and a latitude corresponding to the address
information to be verified; then determine a grid corresponding to the coordinates of
the address information to be verified in the grids; finally determine whether the grid
corresponding to the address information to be verified is the same as the grid
corresponding to the residential range of the user who uses the account (in other
words, determine whether the coordinates of the address information to be verified
fall within the grid corresponding to the residential range); in response to determining
that the grid corresponding to the address information to be verified is the same as the
grid corresponding to the residential range of the user who uses the account,
determine that the address information to be verified is not false address information;
and in response to determining that the grid corresponding to the address information
to be verified is different from the grid corresponding to the residential range of the
user who uses the account, determine that the address information to be verified is
false address information.

[0054] If the grid corresponding to the address information to be verified matches
the grid corresponding to the residential range of the user who uses the account, it
indicates that the coordinates of the address information to be verified are in the grid
corresponding to the residential range of the user who uses the account.

[0055] According to the risk control method shown in FIG. 1, the server can
determine the grid corresponding to the residential range of the user who uses the
account; then match the grid corresponding to the address information of the account
to be verified with the grid corresponding to the residential range of the user who uses
the account; and determine, based on a matching result, whether the address

information to be verified is false address information. It can be seen that, during
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verification of the address of the account to be verified, the server determines, based
on geographical location information historically reported by the account, the
residential range of the user who uses the account in the map grid obtained through
pre-division, so that reliability of the grid corresponding to the residential range is
relatively high; in addition, it can be determined that the grid corresponding to the
residential range belongs to the account. Therefore, when matching is performed
between the grid corresponding to the residential range and the address information to
be verified, accuracy of the matching result is relatively high. As a result, a relatively
accurate identification result of the false address information is obtained, thereby
improving accuracy of identifying false address information.

[0056] In addition, different devices may have different positioning accuracy, and
positioning accuracy of the same device may vary in different external conditions. If
the geographical location information reported by the account includes geographical
location information with relatively low positioning accuracy, a subsequently
determined grid corresponding to the residential range of the user who uses the
account may be inaccurate, and consequently the accuracy of identifying false address
information is affected.

[0057] Therefore, in the present implementation of the present application, when
determining the geographical location information reported by the account within the
predetermined time period, the server can further select, from the geographical
location information based on a predetermined positioning accuracy threshold,
geographical location information whose positioning accuracy is not less than the
positioning accuracy threshold; use the geographical location information as the
address information of the account to be verified for inputting into the trained
classification model; and determine the grid corresponding to the residential range of
the user who uses the account.

[0058] Likewise, the server can determine, for each training sample from the
geographical location information reported within the predetermined time period, the
geographical location information whose positioning accuracy is not less than the
positioning accuracy threshold, and train the classification model.

[0059] Further, in the present application, different classification models exert
different effects on different types of data, and geographical location information of
training samples is usually randomly distributed. For example, a working place and a

living place of a training sample are close to each other, or a working place and a
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living place of a training sample are far away from each other. Consequently,
accuracy of classification results obtained by using different classification models is
different for the same training sample. Therefore, in the present implementation of the
present application, when training the classification model, the server can select, by
using a common method, a classification model with a better effect from a plurality of
classification models as a classification model for determining the grid corresponding
to the residential range. The server can separately train the training sample by using
the plurality of classification models; calculate an area under a receiver operating
characteristic curve (ROC curve) (Area Under Curve, AUC) corresponding to each
classification model; and use a classification model with a maximum AUC as the
trained classification model. Certainly, a specific classification model can also be
selected by the staff as needed. For example, a classification model with a relatively
high classification speed is selected as the trained classification model based on time
costs. The present application imposes no specific limitation.

[0060] Further, as described above, classification models trained by using
different types of data can be different. Therefore, in the present implementation of
the present application, to improve applicability of a classification model, the server
can select a training sample of a predetermined proportion to test each classification
model. As such, a sample used by the server to train each classification model can be
different from a sample used to calculate an AUC, to achieve a better classification
model selection effect. The predetermined proportion can be set by the staff. The
present application imposes no limitation.

[0061] In addition, because a life track of the training sample is not completely
fixed, when the classification model is trained by using each training sample, the
server can determine geographical location information reported by each training
sample within a time period. The time period can be consistent with or inconsistent
with the predetermined time period. A start moment and an end moment of the time
period can be determined by the staff as needed, for example, geographical location
information reported by the training sample within four months dating back from a
moment of determining that the address information of the training sample is real. The
present application imposes no specific limitation.

[0062] Further, the characteristic values shown in Table 1 reflect a life track and a
pattern of living of the account. In addition, it can be determined, in classification

results determined by the classification model by using the report time of the
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geographical location information and by using the characteristic value, that the
residential range of the user who uses the account can further include a resident living
range of the user who uses the account and a resident working range of the user who
uses the account.

[0063] In step S101, the address information of the account to be verified that is
determined by the server can further include living address information to be verified
and working address information to be verified. Therefore, the trained classification
model can be used to determine a resident living range and a resident working range
corresponding to the account by using the geographical location information reported
by the account.

[0064] Further, when determining each training sample, the classification model
can determine several accounts with real known living address information and
working address information as training samples; determine, based on several pieces
of geographical location information reported by each training sample, a quantity of
times and a moment that the training sample appears in each grid; then determine,
based on the quantity of times and the time that the training sample appears in the grid,
a characteristic value corresponding to the training sample in each grid; and finally
train the classification model based on the characteristic value corresponding to the
training sample in each grid, the real known living address information of each
training sample, and the real known working address information of each training
sample. Therefore, the classification model can determine the residential range as the
resident living range and the resident working range only when determining the
residential range.

[0065] In addition, in step S103, when the address information to be verified is
the living address information to be verified, coordinates of the living address
information to be verified are determined based on a longitude and a latitude
corresponding to the living address information to be verified; it is determined
whether the coordinates of the living address information to be verified fall within the
resident living range; in response to determining that the coordinates of the living
address information to be verified fall within the resident living range, it is determined
that the address information to be verified is not false address information; and in
response to determining that the coordinates of the living address information to be
verified fall within the resident living range, it is determined that the address

information to be verified is false address information. When the address information

15



10

15

20

25

30

to be verified is the working address information to be verified, coordinates of the
working address information to be verified are determined based on a longitude and a
latitude corresponding to the working address information to be verified; it is
determined whether the coordinates of the working address information to be verified
fall within the resident working range; in response to determining that the coordinates
of the working address information to be verified fall within the resident working
range, it is determined that the address information to be verified is not false address
information; and in response to determining that the coordinates of the working
address information to be verified fall within the resident working range, it is
determined that the address information to be verified is false address information.
[0066] Usually, when a financial institution determines a risk of applying for a
loan or a credit card by the account, the account needs to provide information such as
identity information, contact information, and asset information, and verify the
information to determine a potential risk of the account for subsequent operations.
The contact information can include a phone number, address information, etc.

[0067] Therefore, in another implementation of the present application, verifying
the address information may indicate that the financial institution verifies the address
information of the account when the account applies for the credit card or a credit
service from the financial institution. As such, the server can be a server used by the
financial institution to verify the address information, or the financial institution can
be a third party that initiates an address information verification request to the server.
The financial institution usually verifies authenticity of the address information and
whether the address information belongs to the account.

[0068] Further, after step S101 to step S104, the server can determine whether the
address information of the account to be verified is false address information. In
addition, the server can not only determine authenticity of the address information to
be verified, but also determine whether the address information to be verified
corresponds to the account, in other words, whether the address information to be
verified matches the residential range of the user who uses the account.

[0069] Further, because the address information to be verified can be the living
address information to be verified and/or the working address information of the
account to be verified, a risk of the account can be determined by determining
whether the address information to be verified is false address information. For

example, if the account provides false address information, the possibility of
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defrauding loans by the account is relatively high, and vice versa. For example,
assume that user d applies for a credit card service from bank f by using account e,
and provides living address g and working address h as needed by the bank; and
assume that server i of bank f determines that address information of account e to be
verified includes a living address to be verified, namely, living address g, and a
working address to be verified, namely, living address h. Server i can first separately
determine, based on a trained classification model and geographical location
information that is reported by account e within a predetermined time period, a
resident living range and a resident working range of account e in a geographical
range obtained through pre-division; then separately match living address information
to be verified with the resident living range, and working address information to be
verified with the resident working range; and finally determine, based on a result of
matching between the living address information to be verified and the resident living
range and a result of matching between the working address information to be verified
with the resident working range, whether the living address information to be verified
and the working address to be verified are false address information. When either of
the living address information to be verified and the working address to be verified is
false address information, server i can determine that a risk of account e is relatively
high, and does not provide account e with the credit card service, or reduce a line of
credit provided by account e. Certainly, after it is determined that the account
provides false address information, an operation to be performed subsequently is not
limited in the present application.

[0070] It is worthwhile to note that all the steps of the method provided in the
implementations of the present application can be performed by the same device, or
can be performed by different devices. For example, step S101 and step S102 can be
performed by device 1, and step S103 can be performed by device 2. For another
example, step S101 can be performed by device 1, and step S102 and step S103 can
be performed by device 2. In other words, the server can be a distributed server
including a plurality of devices. In addition, each step of the method provided in the
implementations of the present application can be performed by a server or an
end-user device, which is not limited. The end-user device can be a device such as a
mobile phone, a personal computer, or a tablet computer.

[0071] As shown in FIG. 3, based on the process of identifying false address

information shown in FIG. 1, an implementation of the present application further
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correspondingly provides an apparatus for identifying false address information.
[0072] FIG 3 is a schematic structural diagram illustrating an apparatus for
identifying false address information, according to an implementation of the present
application. The apparatus includes the following: a first determining module 201,
configured to determine address information of an account to be verified; a second
determining module 202, configured to determine, in a geographical range obtained
through pre-division, a residential range of the account based on a trained
classification model and geographical location information that is reported by the
account within a predetermined time period; a matching module 203, configured to
match the address information to be verified with the residential range; and an
identification module 204, configured to determine, based on a result of matching
between the address information to be verified and the residential range, whether the
address information to be verified is false address information.

[0073] The geographical location information includes a longitude and a latitude.
[0074] The geographical location information further includes positioning
accuracy. The second determining module 202 determines, based on a predetermined
positioning accuracy threshold, geographical location information whose positioning
accuracy is not less than the predetermined positioning accuracy threshold from the
geographical location information reported by the account within the predetermined
time period; and determines, in the geographical range obtained through pre-division,
the residential range of the account based on the trained classification model and the
geographical location information whose positioning accuracy is not less than the
predetermined positioning accuracy threshold.

[0075] The second determining module divides a map into several grids based on
a predetermined grid size, and uses each grid on the map as the geographical range
obtained through pre-division.

[0076] The second determining module 202 trains the classification model by
using the following method: determining several accounts with real known address
information as training samples; determining, based on several pieces of geographical
location information reported by each training sample, a quantity of times and a
moment that the training sample appears in each grid; determining a characteristic
value corresponding to the training sample in each grid based on the quantity of times
and the moment that the training sample appears in each grid; and training the

classification model based on the characteristic value corresponding to the training
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sample in each grid and real known address information of the training sample.

[0077] The second determining module 202 determines a characteristic value
corresponding to the account in each grid based on the geographical location
information reported by the account within the predetermined time period; and inputs
the characteristic value corresponding to the account in each grid into the trained
classification model to determine the residential range of the account.

[0078] The identification module 204 determines coordinates of the address
information to be verified based on a longitude and a latitude corresponding to the
address information to be verified; determines whether the coordinates of the address
information to be verified fall within the residential range; in response to determining
that the coordinates of the address information to be verified fall within the residential
range, determines that the address information to be verified is not false address
information; and in response to determining that the coordinates of the address
information to be verified do not fall within the residential range, determines that the
address information to be verified is false address information.

[0079] The address information to be verified includes living address information
to be verified and working address information to be verified. The second determining
module 202 determines, in the geographical range obtained through pre-division, a
resident living range and a resident working range of the account based on the trained
classification model and the geographical location information that is reported by the
account within the predetermined time period.

[0080] The second determining module 202 determines several accounts with real
known living address information and working address information as training
samples; determines, based on several pieces of geographical location information
reported by each training sample, a quantity of times and a moment that the training
sample appears in each grid; determines a characteristic value corresponding to the
training sample in each grid based on the quantity of times and the moment that the
training sample appears in each grid; and trains the classification model based on the
characteristic value corresponding to the training sample in each grid, real known
living address information of the training sample, and real known working address
information of the training sample, so that the classification model is used to
determine the resident living range and the resident working range.

[0081] The characteristic value corresponding to the training sample in any grid

includes at least one of a ratio of a quantity of times that the training sample appears
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in the grid to a total quantity of times that the training sample appears, a ratio of a
quantity of days on which the training sample appears in the grid to a total quantity of
days on which the training sample appears, a ratio of a quantity of workdays on which
the training sample appears in the grid to the total quantity of days on which the
training sample appears, a ratio of a quantity of holidays on which the training sample
appears in the grid to the total quantity of days on which the training sample appears,
a ratio of a quantity of workdays on which the training sample appears in the grid in
the daytime to the total quantity of days on which the training sample appears, a ratio
of a quantity of workdays on which the training sample appears in the grid at night to
the total quantity of days on which the training sample appears, a ratio of a quantity of
holidays on which the training sample appears in the grid in the daytime to the total
quantity of days on which the training sample appears, and a ratio of a quantity of
holidays on which the training sample appears in the grid at night to the total quantity
of days on which the training sample appears.

[0082] When the address information to be verified is the living address
information to be verified, the identification module 204 determines coordinates of
the living address information to be verified based on a longitude and a latitude
corresponding to the living address information to be verified; determines whether the
coordinates of the living address information to be verified fall within the resident
living range; in response to determining that the coordinates of the living address
information to be verified fall within the resident living range, determines that the
address information to be verified is not false address information; and in response to
determining that the coordinates of the living address information to be verified do
not fall within the resident living range, determines that the address information to be
verified is false address information. When the address information to be verified is
the working address information to be verified, the identification module 204
determines coordinates of the working address information to be verified based on a
longitude and a latitude corresponding to the working address information to be
verified; determines whether the coordinates of the working address information to be
verified fall within the resident working range; in response to determining that the
coordinates of the working address information to be verified fall within the resident
working range, determines that the address information to be verified is not false
address information; and in response to determining that the coordinates of the

working address information to be verified do not fall within the resident working
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range, determines that the address information to be verified is false address
information.

[0083] The described apparatus for identifying false address information shown in
FIG. 3 can be located in a server. The server can be one device, or can be a system
including a plurality of devices, namely, a distributed server.

[0084] In the 1990s, whether technology improvement is hardware improvement
(for example, improvement of a circuit structure, such as a diode, a transistor, or a
switch) or software improvement (improvement of a method procedure) can be
obviously distinguished. However, as technologies develop, the current improvement
for many method procedures can be considered as a direct improvement of a hardware
circuit structure. A designer usually programs an improved method procedure to a
hardware circuit, to obtain a corresponding hardware circuit structure. Therefore, a
method procedure can be improved by using a hardware entity module. For example,
a programmable logic device (PLD) (for example, a field programmable gate array
(FPGA)) is such an integrated circuit, and a logical function of the programmable
logic device is determined by a user through device programming. The designer
performs programming to "integrate" a digital system to a PLD without requesting a
chip manufacturer to design and produce an application-specific integrated circuit
chip. In addition, the programming is mostly implemented by modifying "logic
compiler" software instead of manually making an integrated circuit chip. This is
similar to a software compiler used for program development and compiling.
However, original code before compiling is also written in a specific programming
language, which is referred to as a hardware description language (HDL). There are
many HDLs, such as an Advanced Boolean Expression Language (ABEL), an Altera
Hardware Description Language (AHDL), Confluence, a Cornell University
Programming Language (CUPL), HDCal, a Java Hardware Description Language
(JHDL), Lava, Lola, MyHDL, PALASM, and a Ruby Hardware Description
Language (RHDL). Currently, a Very-High-Speed Integrated Circuit Hardware
Description Language (VHDL) and Verilog are most commonly used. A person
skilled in the art should also understand that a hardware circuit that implements a
logical method procedure can be readily obtained once the method procedure is
logically programmed by using the several described hardware description languages
and is programmed into an integrated circuit.

[0085] A controller can be implemented by using any appropriate method. For
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example, the controller can be a microprocessor or a processor, Or a
computer-readable medium, a logic gate, a switch, an application-specific integrated
circuit (ASIC), a programmable logic controller, or an embedded microprocessor that
stores computer readable program code (such as software or firmware) that can be
executed by the microprocessor or the processor. Examples of the controller include
but are not limited to the following microprocessors: ARC 625D, Atmel AT91SAM,
Microchip PIC18F26K20, and Silicone Labs C8051F320. The memory controller can
also be implemented as a part of the control logic of the memory. A person skilled in
the art also knows that a controller can be implemented by using pure
computer-readable program code, and the steps in the method can be logically
programmed to enable the controller to further implement same functions in forms of
a logic gate, a switch, an application-specific integrated circuit, a programmable logic
controller, an embedded microcontroller, etc. Therefore, the controller can be
considered as a hardware component, and an apparatus that is included in the
controller and that is configured to implement various functions can also be
considered as a structure in the hardware component. Alternatively, an apparatus
configured to implement various functions can be considered as both a software
module for implementing the method and a structure in the hardware component.
[0086] The system, apparatus, module, or unit described in the described
implementations can be implemented by a computer chip or an entity, or implemented
by a product with a certain function. A typical implementation device is a computer.
The computer can be, for example, a personal computer, a laptop computer, a cellular
phone, a camera phone, a smartphone, a personal digital assistant, a media player, a
navigation device, an email device, a game console, a tablet computer, or a wearable
device, or a combination of any of these devices.

[0087] For ease of description, the described apparatus is described by dividing
functions into various units. Certainly, when the present application is implemented,
the functions of the units can be implemented in one or more pieces of software
and/or hardware.

[0088] A person skilled in the art should understand that the implementations of
the present disclosure can be provided as a method, a system, or a computer program
product. Therefore, the present disclosure can use a form of hardware only
implementations, software only implementations, or implementations with a

combination of software and hardware. In addition, the present disclosure can use a
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form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a
CD-ROM, and an optical memory) that include computer-usable program code.
[0089] The present disclosure is described with reference to the flowcharts and/or
block diagrams of the method, the device (system), and the computer program product
according to the implementations of the present disclosure. It should be understood
that computer program instructions can be used to implement each process and/or
each block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a dedicated computer, an
embedded processor, or a processor of any other programmable data processing
device to generate a machine, so that the instructions executed by a computer or a
processor of any other programmable data processing device generate an apparatus
for implementing a specific function in one or more processes in the flowcharts or in
one or more blocks in the block diagrams.

[0090] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or any other programmable data processing
device to work in a specific method, so that the instructions stored in the computer
readable memory generate an artifact that includes an instruction apparatus. The
instruction apparatus implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0091] These computer program instructions can be loaded to a computer or
another programmable data processing device, so that a series of operations and steps
are performed on the computer or the another programmable device, thereby
generating computer-implemented processing. Therefore, the instructions executed on
the computer or the another programmable device provide steps for implementing a
specific function in one or more processes in the flowcharts or in one or more blocks
in the block diagrams.

[0092] In a typical configuration, the computing device includes one or more
processors (CPU), one or more input/output interfaces, one or more network
interfaces, and one or more memories.

[0093] The memory can include a non-persistent memory, a random access
memory (RAM) and/or a nonvolatile memory in a computer readable medium, for

example, a read-only memory (ROM) or a flash memory (flash RAM). The memory
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is an example of the computer readable medium.

[0094] The computer readable medium includes persistent, non-persistent,
movable, and unmovable media that can implement information storage by using any
method or technology. Information can be a computer readable instruction, a data
structure, a program module, or other data. A computer storage medium includes but
is not limited to a phase-change random access memory (PRAM), a static random
access memory (SRAM), a dynamic random access memory (DRAM), a random
access memory (RAM) of another type, a read-only memory (ROM), an electrically
erasable programmable read-only memory (EEPROM), a flash memory or another
memory technology, a compact disc read-only memory (CD-ROM), a digital versatile
disc (DVD) or another optical storage, a magnetic tape, a magnetic disk storage,
another magnetic storage device, or any other non-transmission media that can be
used to store information that can be accessed by the computing device. Based on the
definition in the present specification, the computer readable medium does not include
transitory computer readable medium (transitory media), for example, a modulated
data signal and carrier.

[0095] It is worthwhile to further note that the term "include", "contain", or their
any other variant is intended to cover a non-exclusive inclusion, so that a process, a
method, merchandise, or a device that includes a list of elements not only includes
those elements but also includes other elements which are not expressly listed, or
further includes elements inherent to such process, method, merchandise, or device.
An element preceded by "includes a ..." does not, without more constraints, preclude
the existence of additional identical elements in the process, method, merchandise, or
device that includes the element.

[0096] A person skilled in the art should understand that the implementations of
the present application can be provided as a method, a system, or a computer program
product. Therefore, the present application can use a form of hardware only
implementations, software only implementations, or implementations with a
combination of software and hardware. In addition, the present application can use a
form of a computer program product that is implemented on one or more
computer-usable storage media (including but not limited to a disk memory, a
CD-ROM, and an optical memory) that include computer-usable program code.
[0097] The present application can be described in the general context of

computer executable instructions executed by a computer, for example, a program
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module. Generally, the program module includes a routine, a program, an object, a
component, a data structure, etc. for executing a specific task or implementing a
specific abstract data type. The present application can also be practiced in distributed
computing environments. In the distributed computing environments, tasks are
performed by remote processing devices connected through a communications
network. In a distributed computing environment, the program module can be located
in both local and remote computer storage media including storage devices.

[0098] The implementations in the present specification are all described in a
progressive way. For the same or similar parts of the implementations, references can
be made to the implementations. Each implementation focuses on a difference from
other implementations. Particularly, a system implementation is basically similar to a
method implementation, and therefore is described briefly. For related parts,
references can be made to partial descriptions of the method implementation.

[0099] The previous descriptions are merely implementations of the present
application, and are not intended to limit the present application. A person skilled in
the art can make various modifications and changes to the present application. Any
modification, equivalent replacement, improvement, etc. made within the spirit and
principle of the present application shall fall within the scope of the claims of the

present application.
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CLAIMS

1. A computer-implemented method for identifying false address information, the computer-
implemented method comprising:
transmitting address query information to an account for an address information to be
verified;
receiving the address information from the account;
receiving geographical location information from the account of a predetermined time
period;
determining, in a geographical range obtained through pre-division, a residential range of
the account based on a trained classification model and the geographical location information,
wherein obtaining the geographical range through pre-division comprises:
dividing a map into several grids based on a predetermined grid size; and
using each grid on the map as the geographical range obtained through pre-
division, and
wherein the classification model is trained by using the following method:
determining several accounts with real known address information as training
samples;
determining, based on several pieces of geographical location information
reported by each training sample, a quantity of times that the training sample appears in
each grid;
determining a characteristic value corresponding to the training sample in each
grid based on the quantity of times that the training sample appears in each grid; and
training the classification model based on the characteristic value corresponding
to the training sample in each grid and real known address information of the training
sample;
matching the address information to be verified with the residential range; and
determining whether the address information to be verified is false address information,

based on a result of matching between the address information and the residential range.
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2. The computer-implemented method of claim 1, wherein the geographical location

information comprises a latitude and a longitude.

3. The computer-implemented method of claim 2, wherein the geographical location

information further comprises positioning accuracy.

4. The computer-implemented method of claim 3, wherein determining, in the geographical
range obtained through pre-division, the residential range of the account based on the trained
classification model and geographical location information that is reported by the account of a
predetermined time period comprises:

determining, based on a predetermined positioning accuracy threshold, geographical
location information whose positioning accuracy is not less than the predetermined positioning
accuracy threshold from the geographical location information reported by the account of the

predetermined time period; and
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determining, in the geographical range obtained through pre-division, the residential range
of the account based on the trained classification model and the geographical location
information whose positioning accuracy is not less than the predetermined positioning accuracy

threshold.

5. The computer-implemented method of claim 1, wherein determining, in the geographical
range obtained through pre-division, the residential range of the account based on the trained
classification model and geographical location information that is reported by the account of the
predetermined time period comprises:

determining a characteristic value corresponding to the account in each grid based on the
geographical location information reported by the account of the predetermined time period; and

inputting the characteristic value corresponding to the account in each grid into the trained

classification model to determine the residential range of the account.

6. The computer-implemented method of claim 1, wherein determining, based on the result
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of matching between the address information to be verified and the residential range, whether the
address information to be verified is false address information comprises:

determining coordinates of the address information to be verified based on a longitude and a
latitude corresponding to the address information to be verified;

determining whether the coordinates of the address information to be verified fall within the
residential range; and

in response to determining that the coordinates of the address information to be verified fall
within the residential range, determining that the address information to be verified is not false
address information; or

in response to determining that the coordinates of the address information to be verified do
not fall within the residential range, determining that the address information to be verified is

false address information.

7. The computer-implemented method of claim 1, wherein the address information to be
verified comprises living address information to be verified and working address information to

be verified.

8. The computer-implemented method of claim 7, wherein determining, in the geographical
range obtained through pre-division, the residential range of the account based on the trained
classification model and geographical location information that is reported by the account of the
predetermined time period comprises:

determining, in the geographical range obtained through pre-division, a resident living
range and a resident working range of the account based on the trained classification model and
the geographical location information that is reported by the account of the predetermined time

period.

9. The computer-implemented method of claim 8, wherein training the classification model
comprises:

determining several accounts with real known living address information and working
address information as training samples;

determining, based on several pieces of geographical location information reported by each
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training sample, a quantity of times and a moment that the training sample appears in each grid;
determining a characteristic value corresponding to the training sample in each grid based
on the quantity of times and the moment that the training sample appears in each grid; and
training the classification model based on the characteristic value corresponding to the
training sample in each grid, real known living address information of the training sample, and
real known working address information of the training sample, so that the classification model

is used to determine the resident living range and the resident working range.

10. The computer-implemented method of claim 9, wherein the characteristic value
corresponding to the training sample in any grid comprises at least one of the following:

a ratio of a quantity of times that the training sample appears in the grid to a total quantity
of times that the training sample appears;

a ratio of a quantity of days on which the training sample appears in the grid to a total
quantity of days on which the training sample appears;

a ratio of a quantity of workdays on which the training sample appears in the grid to the
total quantity of days on which the training sample appears;

a ratio of a quantity of holidays on which the training sample appears in the grid to the total
quantity of days on which the training sample appears;

a ratio of a quantity of workdays on which the training sample appears in the grid in the
daytime to the total quantity of days on which the training sample appears;

a ratio of a quantity of workdays on which the training sample appears in the grid at night to
the total quantity of days on which the training sample appears;

a ratio of a quantity of holidays on which the training sample appears in the grid in the
daytime to the total quantity of days on which the training sample appears; and

a ratio of a quantity of holidays on which the training sample appears in the grid at night to

the total quantity of days on which the training sample appears.
11. The computer-implemented method of claim 9, further comprising:

determining at least one of an appearance frequency of the account and an appearance time

period of the account by using the characteristic value.
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12. The computer-implemented method of claim 7, wherein determining, based on the result
of matching between the address information to be verified and the residential range, whether the
address information to be verified is false address information comprises:

in response to determining that the address information to be verified is the living address
information to be verified,

determining coordinates of the living address information to be verified based on a
longitude and a latitude corresponding to the living address information to be verified,

determining whether the coordinates of the living address information to be verified fall
within the resident living range;

in response to determining that the coordinates of the living address information to be
verified fall within the resident living range, determining that the address information to be
verified is not false address information or in response to determining that the coordinates of the
living address information to be verified do not fall within the resident living range, determining
that the address information to be verified is false address information;

in response to determining that the address information to be verified is the working address
information to be verified,

determining coordinates of the working address information to be verified based on a
longitude and a latitude corresponding to the working address information to be verified;

determining whether the coordinates of the working address information to be verified fall
within the resident working range; and

in response to determining that the coordinates of the working address information to be
verified fall within the resident working range, determining that the address information to be
verified is not false address information or in response to determining that the coordinates of the
working address information to be verified do not fall within the resident working range,

determining that the address information to be verified is false address information.
13. An apparatus for identifying false address information, the apparatus comprising a

plurality of modules configured to perform the computer-implemented method of any one of

claims 1 to 12.
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