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~ DESCRIPTION

Sy's_rem and Method for;_-'D_.a_ta Cache Coherency iri“a Split-Level Cache System

Technical F 1eld

The present 1nver1txon relates to data cache coherency in a computer system

comprising a spht—level cache arrangement

Background Art
A modem computer svstem includes a memory hrerarchy that comprises
various memory devices of varymg sizes and speeds. Such memory devices

include, for e\ample a small but fast cache memory, and a larger but slower

~ primary memory.

Data can be found in elther the cache memory or the primary memory. Also,

- a plurahtv of devrces (such as a central processing unit and input/output devices)

access and update the data contamed in the cache memory and the primary

- memory. Thus, at any um'_' 'data may be inconsistent or stale in the cache

This is called the cache coh_ rency problem The cache coherency problem is

magnified in mult1-processor computer systems where a plurality of processors

- each includes one or more. caches and coherency is required among all of the
~ caches. Vel . ) . -

Systems and methods or maintaining cache coherency are well known and

'. are described in many pubhcly available documents; 5"§-uch as John L. Hennessy

and David A. Patterson, € -omputer Architecture - A Quanntatwe Approach

: (\/[oroan Kaufmann Pubhshers Inc,, San Mateo, Cahfomra U.S.A., 1990),

- which is herein mcorporated;- by reference in its entrretv These conventional

~systems and methods ar sufficient for solving the cache coherency problems

o paged .&.....
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iNew computer architectures, however, may spawn new types of cache

. éoherEBC}"pfbblérr{s. These cache coh'erency prb.bl'err-xs may be difficuilt to

detect, much less analyze and solve. Conventional cache coherency techniques
may not be adequate to solve these new cache coherency problems.

Thus, what is required is a system and method for solving cache coherency
related problems that exist in a computer system having a split-level cache
arrangement.

It is an object of the present invention to provide a control system and
method for controlling the execution of cache memory access instructions in a
computer system comprisih_g a plurality of processing units each having at least

one cache.

Disclosure of [nvention

In accordance with the présent invention, multi-processor cache coherency is
maintained in the computer system. At least one of the processing units of the
computer system includes a split-level cache arrangement that comprises a first
level cache coupled to a second level cache, wherein i-;hteger store [nstructions
enable data to be stored in both the first level cache and the second level cache..
The first level cache is byte writable and the second level cache is word writable.

The control system of the present invention monitors a pipeline of the second

level cache to determine whether a forced atomic (FA) instruction is in the

‘second level cache pipeline. A FA instruction is an integer store mstruction

which requires allocation in the first level cache and _u;'hich enables dataof
length other than a word multiple to be stored in the ﬁfst level cache. Durnng
execution of a FA istruction, one or more bytes are read from the first level
cache and written to the second level cache along with__ write data of the FA
instruction. such that data of word length is written to the second level cache.
[fit is determined that a FA instruction is in the seéond level cache pipeline,

then the control system delays interventions to the second level cache until the

2
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FA instruction exits the second level cache pzpehne Thls results n delayu1<7 the
" execution of the cache memorv access mstructlons responsxble for oenerauon of -
said interventions, such that data written by operatxon of said cache memory
access instructions is not destroyed by operation of _.t__h-e FA wstruction.

The control system also -moriitors the second levejl"-_cache to determine
whether a possible miss (PM) instruction is in the Secpnd level cache pipeline.
A PM mstruction is a cache. memory access instruc;_i_,on which reouires allocation
in the second level cache but which does not requiré -;é;llocation in the first level
cache. o |

[f it is determined that a PM instruction is in the second level cache pipeline,
then the control system prevents FA instructions from entering the second level
cache pipeline. In this manner, execution of i mterventxons to the second level
cache is not prevented wh1le there is a potential for. an nstruction in the second
level cache to be detained wh1le an intervention is processed in its behalf, such
that deadlock between proce§__smg units of the compq_t_e_r system is prevented.

The control system also détermines whether an aliéhed multi-byte word in
which the write data of an inge__g-er store operation is cohtamed is exclusive in the
first level cache. Ifitis det_et_'jmined that the aligned word is not exclusive in the
first level cache, then the coht-_fol system prevents the..:-.i_nteger store operation

from entering a pipeline of the second level cache, and initiates a cache miss and

fill operation to cause the aligned word to be exclusive in the first level cache.

Brief Description of Drawmas
Figure l is a block dlag.ram of a computer system m whxch the present

invention operates;

Figure 2 illustrates the ma
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arrangement: and

 Figures'4 and’5 illustrate flowcharts depicting the operation of a control

system according to a preferred embodiment of the present invention.

Best Mode for Carrying Out the Invention

The features and advantages of the present invention, as well as the structure
and operation of various embodiments of the present invention, are described in
detail below with reference to the accompanying drawings. In the drawings, like
reference numbers indicate identical or functionally similar elements.

l. Hardware Environment

A partial block diagram of a computer system 101 in which the present
invention preférably operates is shown in Figure 1. As will be appreciated by

persons skilled in the relevant art, the computer system 101 includes other

- components not shown in Figure 1.

The computer system 101 includes a processing unit 102 that is connected to
a bus 126. The processing unit 102 is preferably a RISC (reduced instruction
set computer) processor, although it could alternatively be a processor having
another type of computer architecture. RISC computer processors are discussed
in the following documents: G. Kane and J. Heinrich, MIPS RISC Architecture
(Prentice Hall, Englewood Cliffs, New Jersey, U.S.A.; 1992); Mike Johnson,
Superscalar Microprocessor Design (Prentice Hall, Englewood Cliffs, New
Jersey, US.A., 1991); and Stephen B. Furber, VLSI RISC Architecture and
Organization {Marcel Dekker, Inc., New York, New Yorlc US.A, 1989} all of
which are incorporated herein by reference. .

The processing unit 102 includes a plurality of functional units (FU) 104,
such as an integer functional unit (IU; not explicitly shown in Figure 1) for
performing integer operations, and a floating point functional unit (FPU; not
explicitly shown in Figure 1) for perfofming floating point operations.

The processing unit 102 includes a split-level cache arrangement that

’w
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_ compnses a ﬁrst level cache such as a data cache 108 and a second level cache
such as a clobal cache 112. Generally, the data cache 108 is smaller than the
global cache 112 (the data cache 108 has a preferred size of 16 K.byts whereas
the global cache 112 has a prefe_rred size of up to 16 _Mby"tes). The data cache
108 contains a subset of the data stored in the global cache 112. The data cache
108 is generally faster in operation than the global cache 112

The data cache 108 is preferably formed on the same computer chip as the
IU (accordingly, the data cache 108 is sometimes called "on-chip cache") in the
processing unit 102. The global cache 112 is prefel'a_b_ly external to the

‘ functional units 104 in the pro_cessing unit 102 (acccrdingly, the global cache

' 112 is sometimes called the "off-chip cache"). '

Integer data resides in the' data cache 108. Floating point data resides in the
global cache 112. The 'glo'bal- cache 112 is also a second-level storage unit for
integer data. An integer store operation causes integer data to be stored in both
the data cache 108 and the global cache 112. A ﬂoat_ing point store operation
bypa?sses the data cache 108 and causes floating point data to be stored in the
global cache 112. '

Preferably, the data cache 108 supports non-word writes. Preferably, the

data cache 108 supports byte writes (although the data cache 108 may support
writes of different non-word write lengths). That is, data may be written to the
| data cache 108 in one-byte packets (in other words, the data cache 108 is
preferably byte writable). The global cache 112 do:feéirnot support byte writes.
Instead, the global cache 1 12.f-supports word writes;%iyvherein a word is
preferably four bytes (in other words, the global cache 112 is word writable).
By supporting word writes, rather than byte wntes it is possible to
implement the g clobal cache 112 using fewer RAMsji:':andom access memories),
thereby reducing the cost of the processing unit 102: .This is the case, since the

granularity of parity is greater when supporting byt

vrites than when

'supponing word rights. For example, where a word is 32 bits and where the
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clobal cache 1121 Is unplemented usmg RAMs havmg a write wndth of 4 bits,

' one panrv ‘RAM s requxred for every two data RAMSs when byte writes are
supported. [n contrast, one parity RAM is required for every eight data RAMs
when word writes are supported

As noted above, integer store operations cause integer data to be stored in
both the data cache 108 and the global cache 112. As also noted above, the data
cache 108 supports byte writes, whereas the global cache 112 supports word
writes. _

Figure 2 illustrates the manner in which a 1-byte | Integer store operation is
implemented with respect to the global cache 112. The data cache 108 is
conceptually depicted in Fi lg_ure 2 as comprising a plurality of rows wherein each
row includes an aligned fo_i.x,}?byte data word.

During the operation of a{:-l_*-by'te integer store operation, one byte (this
represents the "write data"'o"f the integer store operation) is written to one of the
rows of the data cache 108. Also the other three bytes of this row are read from.
the data cache 108, and then these three bytes are appropriately combined with
the byte (that 1s, the write da____t_a) of the integer store operation to form a data
word. This word is then étdfed-fin the global cache 112.

Data stores to the data eeche 108 and the global cache 112 are pipelined. '
The data store pipelines asseciated with the data cache 108 and the global cache
112 (the data cache pipeline 1s indicated by 106 in Figure 1, and the global
cache pipeline is indicated by'*l 10 in Figure 1) are suéh that integer stores to the
data cache 108 are commn:ted before floating point mlsses to the global cache
112 are realized. Thus, it is: not. p0551ble to "back- out" of integer store
instructions after commmnen;.of the store to the data.__ca_che 108, but before
completion (including realization of a floating point r_fxiss) of the floating point
store to the global cache 112. : -

The split-level cache arrangement s 'ﬁmher discuéised in an U.S. Patent

Apphcanon entitled "Spht Level Cache", Attorney Docket No. 15-4-138.00,
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referenced above.

- Ré_t-'en‘ing agéﬁi toF igur'e. 1, the compﬁtéf syéiein -IOI inclu;i-es.dddiiti(.)nal
processing units that are connected to the bus 126, such as processing unit 114.
These additional processing units connected to the bus 126 may having a
split-level cache arrangement (such as processing unit | 14), or may have other
types of cache arrangements (although such cache arrangements must be able to
store both integer data and floating point data). For reference purposes, the
processing unit 102 is sometimes called the first processing unit 102, and the
processing unit 114 is sometimes called the second processing unit 114.

The computer system 101 supports multi-processor data coherence. That is,
coherency of the integer and floating point data distributed among and stored in
the processing units connected to the bus 126 is maintained by the computer
system [01. The computer system 101 ihcludes a cache coherency mechanism
(not shown) for maintaining this data coherency.

Systems and methods for cache coherency are well known and are described
in many publicly available documents, such as Computer Architecture A
Quantitative Approach, cited above. Such well-known cache coherency
techniques can be used to implement many aspects of the cache coherency
mechanism of the computer system 101,

The inventors have identified above coherency-related problems in the
computer system 101 which are due to the specific structural and operational
features of the computer system 101, particularly the split-level cache
arrangement discussed above. The inventors have also developed solutions to

these cache coherency-rela-ted problems. These cache coherency-related

problems have never before heen identified and, consequently, have never before

been solved.
The cache coherency-related problems which were identified by the

inventors, and the solutions to these problems Wthh were develOped by the

mven[ors are dxscussed in the followmo sectxons
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2.0 Data Loss Problem

" 'As'a result of the specific structural and operational features of the computer =

system 101, there is a chance'that data stored in a cache by one processor may
be destroved by the operation of another processor. Specifically, this data loss
problem is due to the following features of the computer system 101: (1) the
split-level cache arrangement; (2) the difference in write granularity of the data
cache 108 and the global cache 112 (that is, that the data cache 108 supports
byte writes whereas the global cache 112 supports word writes); (3) the
multi-processor coherence requirement of the computer system 101; and (4) the
fact that integer stores to the data cache 108 are committed before floating point
misses to the global cache 112 are realized.

Figure 3 depicts a scénario where this data loss problem occurs, wherein
selected contents of the glob'al' cache 112 in the first processing unit 102 and the
cache of another processing unit (not shown in Figure 1) connected to the bus
126 are shown at four different times t0, tl,'t2, and t3 '(these times are not
necessarily equally spaced ﬁfbin one another). Assume that the cache of this - -
other processing unit Suppo,rts byte writes.

At time t0, the global cache 112 in the first processing unit 112 stores an
aligned four-byte word 302 having byte values A, B, C, and D. Assume that an
exclusive copy of this word (that is, the only valid copy in the computer system
101) is contained in the global cache 112 of the first processing unit 102.
Couosequently, this word 302 1s not available in the cache of the other processing
unit, as indicated in Figure 3 ; -

Sometune between times. t0 and , one of the ﬁ.mctibnal units 104 in the first
processing unit 102 issues an ;,nteeer store instruction to write a byte "Y" to the
data word 302 stored 1 in the data cache 108 and the global cache 112 of the first
processing unit 102. The processmg of this mteger store instruction causes
bytes A, C. and D to read from the data cache 108 of

He first processor 102 and

to be approprniately combined W1th the bwe "Y" assocxated with the nteger store

8
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instruction. . _ )
" "-"AlSo benvween times t0 and t1, a functional unit in the other béocéés'ing'unit i
issues a store Instruction to write a byte "X" to the data word 302. However, the
data word 302 is not valid and exclusive in the cache of the other processihg :
unit, so a cache miss message is issued by the other processing unit (in the
computer system 101, it is possible to write to data in a cache only if the data is
exclusive).
As a result of the cache miss message, the exclusive copy of the data word
302 is transferred from the first processing unit 102 to the other processing unit.
é Then, the store instruction completes in the other processing unit such that a
byie "X" is stored in one of the bytes of the data word 302. These actions are
completed by time t1, as shown in Figure 3.

Sometimes between times t1 and 2, the combined bytes A, Y, C, and D are
ready to be written into the data cache 108 of the first processor 102. However,
data word 302 is not valid and exclusive in the data cache 108 of the first
processing unit 102, so a cache miss message is issued by the first processing
unit 102. As a result of the cache miss message, the éxclusive copy of the data
word 302 is transferred from the other processing unit to the first processing

unit 102. These actions are completed by time t2, as shown in Figure 3.

Sometime between times t2 and t3, the pending integer store instruction is
completed in the first processing unit 102, such that bytes A, Y, C, and D are
stored in the data word 302. Note that byte "X" that was written in the data
word 302 by the other proces_siﬁg_; unit has been destr,oy}ed by operation of the
first processing unit 102. Thus, as a result of the speéi_-ﬁc structural and
operational features of the cpmp_ter system 101, daté stored in a cache by one
processor has been destroye"d by the operation of andtﬂ'er processor. '

The data loss problem was 1dentxﬁed and underst -by the inventors only

after a detailed and comprehenswe analysis of the computer system 101. The

data loss problem was dxff cult to ldentm much less undersrand and solve,
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given the multxphcxty and comple*utv of the factors (hsted above) whxch

combined fo create the problem. ' ) | R

3.0 Solution of the Data Loss Problem According to the Present Invention '

The solution developed by the inventors to solve the data loss problem will
now be discussed.

The data loss problem is solved by ensuring that cache memory access
instructions which may result in the data loss proble:r'n are executed atomically.
Specifically, cache memory access instructions which may result in the data loss
problem are atomically executed from the initiation of the read (of the three
bytes) in the data cache 108 to the'completion of the write (of the four bytes) in
the global cache 112. In other words, a cache memory access instruction which
may result in the data loss problem is atomically executed from the point at
which the instruction enters the pipeline of the global cache 112 (indicated by
110 in Figure 1) to the point at which the mnstruction exits the pipeline of the
global cache 112. Interventions are not permitted during the atomic execution
portion of such instructions. .

As well known to persons skilled in the relevant art, an intervention is
performed on the behalf of a Processor X and involves reading data from the
cache of a Processor Y, wherein such data is used to ﬁpdate the cache of the
Processor X. Interventions are necessary to maintain coherency among caches
in a computer system. o ) |

"Consider, for example, the scenario presented in Figure 3. As discussed
above, at time t0 the global cache 112 in the first proc'_essing unit 112 stores an
exclusive copy of an aligned four-byte word 302 having byte values A, B, C, and
D. The integer stofe instructign which is issued between times t0 and t1 by one
of the functional units 104 in the first processing unit 107 initiates a memory
read of bytes A, C, and D from the data cache 108.

According to the present invention, at this point the integer store instruction

has entered an atomic execution portion such that interventions to the global
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cache 112 are blocked Consequenth the other processmg unit does not have

an opporrumtv to modlfy the data word 302 until after the pendmg mteger store =

instruction in the first processing unit 102 completes (that is, until after the
bytes A, Y, C, and D are stored in the global cache 112). |

After this penciing store instruction completes in the first processing unit 102,
the exclusive copy of the data word 302 is transferred to the other processing
unit (that is, interventions to the global cache 112 are allowed after the pending’
store instruction completes and exits the pipeline of the global cache 1 1.2).
Then, byte "X" is written to the data word 302 such that the data word 302
includes bytes A, Y, X, and D. | |

By operation of the present invention, therefore, data stored in a cache by one
processor (that is, the other processor in the example of Figure 3) is not
destroyed by the operation of another processor (that s, the first processing unit
102 in the example of Figure 3).

As discussed above, the present invention solves the data loss problem by
ensuring that cache memory access irxSlIuCtions which may result in the data

loss problem are executed atomically. These instructions are called forced

- atomic (FA) instructions since they are forced to be atomically executed, as

discussed above.

As part of the solution of the data loss problem, the inventors have identified
FA instructions as including any integer store instructions (that is, any cache
memory access instructions which require data to be stored in both the data
cdche 108 and the global cache 112) which store other than aligned word
blocks. In the preferred embodiment, the data store width of the global cache

- 112 is four bytes, such that FA-instructions are integer store instructions which
store other than an aligned block of four bytes, or which store other than aligned

multiples of four bytes. Such instructions require allocation in the data cache
108, and require that the data cache 108 be accessed to retrieve bytes to ﬁll out

four-byte stores to the global cache 112. This Sheet Has Been Reﬁaced
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This solution to the data loss problem 1S descnbed n greater detarl below
4.0 Déadlock Problem | ' EA
As discussed above, the data loss problem is solved by identifying FA

instructions and by atomically executing the FA instructions. However, as

described below, the atomic execution of FA instr_,iictions spawns a new problem
which involves the possibility of deadlock of processmg units in the computer
system 101.

There are two aspects of the deadlock problem, deadlock due to potential

miss instructions and deadlock due to the need for data exclusivity when

- performing forced atomic instructions. These aspects of the deadlock problem

are discussed in the following sections.

4.1 Deadlock Due to Potential Miss Instructions

A scenario involving the execution of FA instructions that results in deadlock
shall now be described with reference to Figure 1.. :'_

At a ume t0, suppose that a floating write instruction is initiated in the first
processing unit 102. Similarly, suppose that a ﬂoatmg writ instruction is
initiated in the second processing unit [ 14. As discussed above, ﬂoatma write
instructions bypass the data caches 108, 120 and proceed directly to the global
caches 112, 124.

At a time tl, suppose that the pending floating write instruction has not
completed in the first processing unit 102, and that "a FA integer write
instruction is initiated in the first processing unit 102 During the processing of
the FA integer write instruction in the first processmg unit 102, a read opération
of the data cache 108 is initiated to retricve the appropnate three bytes to fill out
the forthcoming four-byte write to the global cache: l {12, Thus, interventions in
the global cache 112 with regard to the aligned four-bvte word containing these
three bytes (and also containing the write data of the FA mteger write
instruction) are blocked. :

Also at time t1, suppose that the pending ﬂoatmiz wnte mstructlon has not
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m||| i




Thls Sheet Has Been Repla

HIIIM i

E

completed in the second processmo unit | 14 and that aFA mteger wnte

instruction is mmated in the second processmt7 unit l 14. Durtnc the processma

of the FA integer write ms____trucuon in the second processing unit | 14, a read
operation of the data cache 120 is initiated to retrieve the appropriate three bytes
to fill out the fonhcoming--';ffour-byte write to the global cache 124. Thus,
interventions in the global:_{;c'ache 124 with regard to the aligned four-byte word
containing these three bytes '("and also containing the write data of the FA integer
write instruction) are blocked

At a time 2, suppose. that a cache miss is realized for the pending floating

‘write instruction in the ﬁrst processmc unit 102. That is, the data which is to be

modified by the floating wnte instruction is not valid and exclusive in the global
cache 112 of the first processmo unit 102. Also suppose that this data is valid
and exclusive in the g_lobal_;;g:_a_che 124 of the second _processmg unit 1 14. Thus,
to complete the pending‘-ﬂcﬁ"éltir'wr write instruction m the first processing unit
102, an intervention at the global cache 124 of the second processing unit 114 is
required. However, this mterventton is blocked due to the atomic execution of
the pending FA tnteger wnte instruction in the second processing unit 1 14.

Also at time t2 suppose that a cache miss is realized for the pending floating
write mstruction in the second processmo unit 114. That is, the data which is to
be modified by the ﬂoatmg wnte instruction is not valid and exclusive in the
global cache 124 of the second processing unit 114. Also suppose that this data
is'valid and exclusive in th giobal cache 112 of the: ﬁrst processing unit 102.
oating write instruction in the second processing

Thus, to complete the pendm _
unit 114, an intervention. at _the ==Jobal cache 112 of the first processing unit 102

is required. However, this 'tervennon 1s blocked due to the atomic execution of

the pending FA integer wnte mstructxon in the first processmg unit 102.

Thus, the first processing: 'umt 107 is blocked wattmg on data from the

second processing unit 114; and the second process ng 'umt 114 is blocked

W amno on data from the first processmo unit 102. However data from the first
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processmg unit. ] 02 is not available until the ﬁrst processmo unit 10’7 becomes

. unblocked: Sumlarly, data from the second processmv unit 1 14 is not avallable a

until the second processing unit | [4 becomes unblocked. Accordmgly,
deadlock situation exists between the first and second processing units 102, 114.

4.2 Solution to the Deadlock Problem (Potential Miss Instructions)
Accorclmor to the Present [nvention

The solution developed by the inventors to solve thlS deadlock problem will
now be discussed. _

As identified by the inventors, there are two categories of cache memory
access instructions which are of interest with regards to this deadlock problem.
The first instruction category includes cache memory access instructions which
may result in the data loss problem. These instructions are called forced atomic
(FA) instructions, and are defined and discussed above.

The second instruction category includes cache memory access instructions
which do not require allocation in the data cache 108, 120 (that s, which do not
store data in the data cache 108, 120) and which directly access the global cache
112, 124. These are unlike FA instructions, which do require allocation in the
data cache 108, 120. |

[t is not possible for a FA instruction in the pipeline of a global cache 112,
124 to generate a global cache miss (but see the discussion on this topic in the
following section). This is the case, since FA instructions require allocation in
the data caches 108, 120, and since the data caches 108, 120 store a proper
subset of the data stored in thé'-. global caches 112, 124; respectively.

In contrast, an instruction of the second instruction category can generate a
global cache miss, since these instructions do not requfre allocation in the data -
caches 108, 120. Accordingly, instructions of the sechd nstruction category
are called potential miss (PM) instructions.

There is actually a third instruction category whlch mcludes cache memory -

access Instructions Wthh do not fall into the first instruction category or the
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second instruction category. Instructions of the third instruction catec'ory can be
' grouped with either first. mstrucnon category mstructlons or with sécond
instruction category instructions. Such g croupmgs ma_y be made, for example, to
enhance performance. Instructions of the third instruction category are not
relevant to the solution of the deadlock problem, and thus shall not be discussed
further.

Once they identified the FA and the PM instruction categories, the inventors
were able to completely analyze the deadlock probl‘ein and devise a procedure to
solve the deadlock problem. 'Sp_eciﬁcally, the inventors determined that the
deadlock problem potentially occurred only when a potential miss instruction
was followed by a forced atomic instruction. More particularly, and with
respect to the processing unit 102 for illustrative purposes, the inventors |
determined that the deadlock problem potentially occurred only when a FA
instruction was allowed to enter the pipeline of the glqbal cache 112 when a PM
instruction was already in the pipeline of the global cache 112. |

In the scenario discussed above, for example,- the floating write instructions
initiated at time tO represent PM instructions. The integer write instructions
initiated at time tl represent FA instructions.

Thus, according to the present invention, the deadlock problem is avoided by
allowing a FA instruction to enter the pipeline of the global cache 112 only when
there are no PM instructions already in the pipeline of the global cache 112. If
there are any PM instructions already in the pxpelme of the global cache 112,
then the FA instruction is stalled. . o

This solution to the deadlock problem (that is due m part to potential miss
instructions) is described in grsater detail below.

4.3 Deadlock Due to Need for Data E‘cclusmty When Performing Forced
Atomic [nstructions '

- The above section descnbes a deadlock problem that is due to the

performance of potentlal miss mstructlons This sectlon describes a deadlock
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problem that i is due to the need for data excluswrty when perfonmng forced

atomic mstructlons This deadlock problem is su'mlar to the potentlal miss
deadlock problem.

As discussed above, with reference to the processing unit 102 for illustrative
purpose, it is possible to write data to the global cache 112 only if the global
cache 112 stores the exclusive copy of th data (that is, only if the globél cache
112 stores the only valid copy of the data). If a floating point write is made to
the global cache 112 and the exclusive copy of the data of interest is not stored
in the global cache 112, then a calche miss and fill operation (that is, an
intervention) must be performed. |

In the computer system 101, a 1-byte FA integer write operation performed
in the first processing unit 102 causes a write to the data cache 108 and to the
global cache 112. According to the present invention, with regard to the write to
the data céche 108, the data byte of interest (that is, thg byte in the data cache
108 that 1s being modified by the integer write operation) is required to be in a
cache block that is exclusive in the data cache 108; otherwise, processing of the
integer write operation is not allowed to proceed. Preferably, the width of a
cache block is 128 bytes, although the cache block width can be other values
without departing from the scope and spirit of the present invention.

The inventors have determined that the integer write operation should be
allowed to enter the pipeline to the global cache 112 only if the data byte of
interest, as well as the other three bytes of the aligned four-byte word (in which
the data byte of interest is contained), are in a cache block that is exclusive in
the data cache 108. Otherwise,. deadlock may result. ”

Consider a scenario where the integer write operation is allowed to enter the
pipeline of the global cache 112 even when these fourl’j_'ytes are not exclusive in
the data cache 108. In this scenario, assume that these _four bytes are also not
exclusive in the global cache 112! "W_he'_n the integer read operation reaches the

end of the pipeline to the global cache |12, a cache miss and fill operation (that
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1s an mten entxon) is generated.

" In tlus scenano therefore, the F A mstructlon mcludes the propertles of a
potential miss mstruction, since it generated a miss in the global cache 112. As
a result, a potential for deadlock exists since the FA instruction can both block
interventions to the global cache 112, and wait on exﬁ_clusiviry from another
processing unit. -

4.4 Solution to the Deadlock Problem (Data Exclusmty Requirement)
According to the Present [nvention)

According to the present invention, this deadlock problem is solved by
requiring exclusive allocates on store in the data cac_ﬁe 108. Specifically, a FA
integer write operation is committed in the data caché; 108 only if the cache
block in which the aligned four-byte word of interest;is contained is exclusive in
the data cache 108. Otherwise, a cache miss and ﬁlli__operation is generated.
Note that the FA integer write instruction is not in the pipeline to the global
cache 112 when this cache miss and fill operation is issued, and this cache miss
and fill operation is not atomically performed. Thus, there is no danger of
deadlock. | |

This solﬁtion t;) the deadlock problem (that is due'ff__to' the exclusivity
requirement) is described in greater detail below. |

5.0 Summary of Solution and Implementation of Sohition

As discussed above, the specific structural and oé%e_:fational features of the
computer system 101 have caused a number of cache%’;oherency related
problems. The inventors have identified these problems and have developed a
system and method for elimméting these problems. In essence, the system and
method of the present inventign control the executio'n?_fi‘zgf cache ‘memory access
instructions by implementing the following three rules (for illustrative purposes,
reference is made to the processing unit 102 to descnbe these rules):

(1) Ifa FA instruction (that will operate to modlfy a data word) is in the

pxpehne of the global cache 112, then interventions to the global cache 112 with
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regard to the dat,a word (that 1s, which reference the data word) are de!ayed until

- the FA instruction completes and exits the plpelme of the global cache 112.
Alternatively, if a FA instruction is in the pipeline of the global cache [ 12, then
interventions to the entire global cache 112 are deléyed until the FA instruction
completes and exits the pipeline of the global cache [12.

(2) If a PM instruction is in the pipeline of the global cache 112, then FA
instructions are not allowed to enter the pipeline of the global cache 112. Such
FA instructions are stalled (that is, they are abdrted, and re—étarted at a later time).

(3) Ifthe aligned word associated with a FA instruction is not exclusive in
the data cache 108, then the FA instruction is not alllo..wed to enter the pipeline to
the global cache 112, and a non-atomic cache miss and fill is generated.

Rule (1) solves the data loss problem. Rule (2) solves the deadlock problem
(potential miss). Rule (3) solves the deadlock problem (data exclusivity

—

requirement).

The present invention also includes a fourth rule: If an intervention is
pending in the global cache 112, then a FA instruction is not allowed to enter the
pipeline of the global cache 112. Instead, the FA instruction is delayed until
after all of the periding interventions are complete.

- This fourth rule does not operate to solve any of the problems discussed
above. Rather, this fourth rule exists for performance reasons. The fourth rule

ensures that interventions will not be blocked forever by FA instructions, but
will instead be given the .opportunity to be processed.

"Rules (1), (2), and (4)' are preferably irnplementeq_ by appending a FA bit
and a PM bit to each instructioﬂ which enters the plpelme of the global cache
112. If an instruction is a forced atomic instruction, :..L;hen its FA bit is preferably
set to one, otherwise it is set to zero. Similarly, if an instruction is a potential
miss instruction, then its PM bit is preferably set to one otherwise it is set to zero.

A control system 150 preferably monitors instructions as they enter the

pipeline of the global cache 112 (not that control lines between the control
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system 150 and the elements of the processmg unit 102 are not shown for clarlty
. purposes) The operatxon of the control system 150 shall now be descnbed with ™
reference to the flowchart shown in Figure 4.

[f the control system 150 detects in the global cache pipeline an instruction
with its FA bit set to one (represented by step 404), then the control system 150
blocks interventions to appropriate data (that is. the ;ih'gned four-bit word of

interest) in the global cache 112 (represented by step 406). This implements the
first rule.

Similarly, if the control system 150 determines that an intervention is |
pending to the global cache 112 (represented by step 412), then the control
system 150 prevents FA instructions from entering the pipeline of the global
cache 112 (represented by step 410). It is assumed that the control system 150
is in contact with other components of the computer system 101 which have
knowledge of the pendency of interventions. This implements the fourth rule.

If the control system 150 detects in the global cache pipeline an instruction
with its PM bit set to one (represented by step 408), then the control system 150
prevents FA instructions from entering the global cache pipeline (represented by
step 410). This irriplements the second rule. .

Rule (3) is preferably implemented by appénding a W (writable) bit to each
cache block (which is pfeferably 128 bytes wide) in the data cache 108. Ifa
cache block is exclusive in the data cache 108, then the W bit associated with
the cache block in the data cache 108 is preferably set to one; otherwise, it is set
to zero. Further operation of the control system 150 shall now be described with
reference to the flowchart shown in Figure 5. | |

The control systém 150 mopitors integer store instructions being processed at
the data cache 108 (that is, integer store instructions which are being processed
in the pipeline of the data cache 108). If the aligned four-byte word associated
with a FA instruction is in a cache block that is excluSi_’vé in the data cache 108

(as indicated by the W bit associated with the cache block: this test is
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. represented by step 504), then the FA mstructxon 1s allowed to enter the plpelme
of the global cache | 12, subject to other processmo of the control system 150,
described herein (this is represented by step 510). _ '

If the aligned four-byte word associated with the FA instruction is in a cache
block that is not exclusive in the data cache 108 (this test is represented by step
504), then the FA instruction is not allowed to enter the pipeline of the global
cache 112 (represented by step 506), and a cache miss and fill message 1s sent
to the global cache 112 (represented by step 508).

The control system 150 is preferably implemented as a hardware state

machine operating as discussed above, particularly in accordance with the four.
, rules discussed above. Alternatively, the control system 150 is implemented as a
processor operating in accordance with software.

The control system 150 is preferably implemented in each of the processing
units (which have a split-level cache arrangement) as part of the integer
functional unit (IU) which includes the data cache 108. Alternatively, the
control system 150 is implemented in each of the processing units (which have a
split-level cache arrangement) as a component external to the functional units
104. Altemativel);, the control system 150 is implemented as multiple state
machines which are distributed throughoﬁt each of the prdcessing units of the
computer system 101 which include a split-level cache arrangement.

The control system 150 is preferably developed using an apprqpriate
compiler system which enables a hardware develope't f_o develop and prototype
hardware circuits in software. In such compiler systems the functionality of

hardware components can be represented using pseudocode Such compiler

systems can be used to verify Jogic, and can aid in deﬁnmo the timing and
generation of control signals and associated random logxc One such compiler is
the Verilog compiler by Cadence Design Systems, I.nc_ ‘of San Jose, CA.

Further details pertaining to the implementation ofthe present invention will

be apparent to persons skilled in the relevant art based' on the discussion

9 ' .
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contained herein,

- While various embodiments of the prés;en.t'm\.féniic)—n have been described
above, it should be understood that they have been pfesented by way of example
only, and not limitation. _ |

Accordingly, in accordanée with the present invention, it is possible to solve
problems about cache coherency in a computer system having a split-level cache

arrangement without giving rise to deadlock and data loss problems.
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l. A method of preventmg data fossina computer system comprising a

plurality of processing umts each having at least one cache, wherein

‘multi-processor cache coherency is maintained in the computer system, at least

one of the processing umts mcludmg a split-level cache arrangement comprising
a first level cache coupled to a-seeond level cache, wherein integer store
instructions enable data to: be stored in both the first level cache and the second
level cache, the first cache: bemg byte writable and the second level cache being
word writable, the method compnsmg the steps of:

(a) monitoring a pxpelme of the second level cache to determine whether a
forced atomic (FA) mstructlon'- s-in the second level cache pipeline, a FA

instruction being an tnteger':" tore'mstructron which requires allocation in the first

level cache and which ertapt_es data of length other than a word multiple to be

stored in the first level céthé—* Wherein during execution of a FA instruction one

or more bytes are read from_ the ﬁrst level cache and written to the second level

cache aloncr with write data'“ f the FA instruction, such that data of word length

is written to the second: te'vel'fcache and
(b) ifaFA mstructron lS determmed to be in the second level cache pipeline,

then delaying mterventlons to the second level cache until the FA instruction

exits the second level cache;-ptpelme to thereby delay execution of cache memory

access instructions responsrble for generation of said interventions, such that

data written by operation of sa

'_'-cache memory access instructions is not":
destroyed by operanon of the F {"tnstructron '
2. The method of claim 1 fu her comprising the steps of:

(c) determining wh'e'__tj_h r-an

itervention to the se'c’gmd level cache is pending;

and | _.
(d) if an intervention to the second level cache is ﬁe'nding, then preventing

(8]
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FA mstructxons from entenng the second level cache pxpehne such that
execution of mterventlons to the second Ievel cache i 1s oot mdeﬁmteiy delayed

due to the presence of FA instructions in the second level cache pipeline.

3. The method of claim 1, wherein step (a) comprises the steps of:

associating with instructions entering the second level cache pipeline indicia
identifying whether the instructions are FA instructions; and

analyzing said indicia of instructions in the second level cache to determine

whether a FA instruction is in the second level cache pipeline.

4. The method of claim 3, wherein said indicia comprises a forced atomic (FA)
bit which is associated with each instruction entering the second level cache
pipeline, the FA bit being set to a first value for FA instructions and being set to

a second value for non-FA instructions.

5. The method of claim I, wherein in step (b) interventions which access in the
second level cache an aligned multi-byte word in which the write data of the FA
instruction is contained are delayed until the FA instruction exits the second

level cache pipeline.

6. A method of preventing deadlock among processing units in a computer
system comprising a plurality of processing units each having at least one cache,
wherein multi-processor cache coherency is mainta_ine_id in the computer system,
at least one of the processing units including a split-lei}el cache arrangement
. comprising a first level' cache coupled to a second level cache, the first level
cache being byte writable and(ihe second level 'cache being word writable, the
method compnsmg the steps of: sf N

(a) momtonng a pipeline of the second level cache to determine whether a

posstble miss (PM) mstrucnon is in the second level cache pipeline, a PM
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Instruction bemg a cache memory access mstrucnen wh1ch requxres allocatxon n

‘-

- the second level cache but which does not requxre allocanon in the ﬁrst leve[
cache; and
(b) if a PM instruction is determined to be in the second level cache pipeline,
then preventing forced atomic (FA) instructions from entering the second level
~ cache pipeline, a FA instruction being a cache memoi-.y_ access instruction which
enables data to be stored in both the first level cache and the second level cache
wherein data stored in the first level cache is of length other than a word
multiple, wherein interventions to the second level cache are not permitted while
6 a FA instruction is in the second level cache pipeline; |
(] ~ such that execution of interventions to the second level cache is not prevented
while there is a potential for an instruction in the second level cache to be
detained while an intervention is processed in its behalf, such‘ that deadlock

between processing units of the computer system is prevented.

7. The method of claim 6, wherein step (a) comprises the steps of:

associating with instructions entering the second level cache pipeline indicia
identifying whether the instructions are PM instructions; and

analyzing said indicia of instructions in the second level cache to determine

whether a PM instruction is in the second level cache pipeline.

8.- The method of claim 7, wherein said indicia comprises a potential miss (PM)
bit which is associated with each instruction entering the second level cache
pipeline, the PM bit being set to a first value for PM instructions and being set

to a second value for non-PM i,nstructions.

9. A method of controlling the execution of cache memory access instructions
in a computer system comprising a plurality of processing units each having at

least one cache. wherein multi-processor cache coherency is maintained tn the
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computer Sy stem at least one of the processmg units mcludmg a spht leve!

' cache arranoement compnsmg a first level cache coupled to a second level o
cache, the first level cache__ being byte writable and the second level cache being
word writable, the split-level cache arrangement sup‘portin:g an integer store
operation which causes data to be stored in both the first level cache and the

second level cache, wherein during execution of an integer store operation one or

et — s Ve By e e M 4s e 8 e bane [,

more bytes are read from the first level cache and written to the second level
cache along with write data of the integer store operation such that data of word

[

length is written to the second level cache as a result of the integer store

operation, such execution of an integer store operation being performed

~
T

atomically, the method comprising the steps of:
() determining whether an aligned multi-byte word in which the write data
of an integer siore operation is contained is exclusive in the first level cache; and
(b) if it is determined that the aligned word is 0ot exclusive in the first level
cache, then preventing the integer store operation from entering a pipeline of the
second level cache, and initiating a cache miss and fill operation to cause the

aligned word to be exclusive in the first level cache.

10. The method of claim 9, wherein step (a) comprises the steps of:

associating with ahgned multi-byte words in the first level cache indicia

identifying whether the ahgned words are exclusive in the first level cache, said

indicia being stored in the first level cache; and

-analyzing said indicia- stored in the first level cache to determine whether the

ahgned multi-byte word in which the write data of the m-teger.store operation 1S

coatained is exclusive in the first level cache.

11. The method of claim 10, wherein said indicia compnses a writable (W) bit

which is associated with each aligned multi-byte word:"i the first level cache,

the W bit being setto a ﬁrst value for aligned words whxch are exclusive in the

™o
w
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first level cachc and being set to a second value for ahcned words which are not

- excluswe m the ﬁrst level cache

2. A 'mcth'od of controlling the execution of cache memory access instructions
in 2 computer system comprising a plurality of processing units each having at
least one c;iche, wherein multi-processor cache cohéfency is maintained in the
computer sirstem, at least one of the processing units including a split-level
cache arrangement comprising a first level cache coupled to a second level
cache, wherein integer store instructions enable data to be stored in both the first
level cache and the second level cache, the first level cache being byte writable
and thc_:z second level cache being word writable, the method comprising the steps
of: | '

(a) monitoring a pipeline of the second level cache to determine whether a

forced, atomxc (FA) instruction is in the second level cache pipeline, a FA
mstrucnon being an integer store instruction which requires allocation in the ﬁrst
level cache and which enables data of length other than a word multiple to be
stored in the first level cache, wherein during execution of a FA instruction one
or more bytéé are read from the first level cache and written to the second level
cache along with write data of the FA instmction, such that data of word length
is written to the second level cache; '
(b) monitoring the second level cache pipeline to determine whether a
possible miss (PM) instruction is in the second level cache pipeline, a PM
instruction being a cache memory access instruction which requires alloation in
the seco__'n'd level cache but which does not require allocation in the first level cache;
(c) 1f a PM instruction is ng:ermined to be in the sc.cond level cache pipeline,
then preventiﬁg FA instructions from entering the second level cache pipeliné; and
(d) if a FA instruction is determined to be in the sei?:@nd.level cache pipeline,
then delaying inter_venticns to the second level cache unul the FA instruction

exits the._",second level cache pipeline.
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13. The method of claim 12, further compnsmo the Steps of:

(e) detenmmng whether an intervention to the second level cache 1S pendm
and

(f) if an intervention to the second level cache is [jending, then preventing
FA mstructions from entering the second level cache pipeline, such that
execution of interventions to the second level cache is not indefinitely delayed

due to the presence of FA instructions in the second level cache pipeline.

14, The meth_d'd"of claim 12, further comprising the steps of:

(e) determinirig whether an aligned multi-byte word in which the write data
of an integer store operation is contained is exclusive in the first level cache; and

(f) ifit is determined that the aligned word is not exclusive in the first level

- cache, then preventing the integer store operation from entering the second level

cache pipeline, and initiating a cache miss and fill operation to cause the aligned

word to be exclusive in the first level cache.

15. A control system for controlling the execution of cache memory access
instructions in a computer system comprising a plurality of processing units
each having at least one cache, wherein multi-processor cache coherency is
maintained in the computer system, at least one of the processing units including
a split-level cache arrangement comprising a first level cache coupled to a
second level cache, wherein integer store instructions enable data. to be stored in
both the first level cache and the second level cache, the first level cache being
byte writable and the second level cache being word writable, the control system
comprising: _ | |

means for monitoring a pipe'line of the second level éache to determine
whether a forced atomic (FA) instruction s in the secoind_? level cache pipeline, a

FA instruction being an integer store instruction whichi're':quires allocation in the

first level cache and which enables data of length other than a word multiple to
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be stored in the.first level cache, wherein during execution of a FA instruction
' one of mote bytes are read from the first levei caché and written to the second -
level cache along with write data of the FA instruction, such that data of word
length is written to the second level cache; '
means for monitoring the second level cache pipeline to determine whether a
possible miss (PM) instruction is in the second level cache pipeline, a PM
instruction being a cache memory access instruction which requires allocation in
the second level cache but which does not require allocation in the first level cache;
means for preventing FA instructions from entering the second level cache
pipeline when a PM instruction is determined to be in the second level cache
’ pipeline; and
means for delaying mterventions to the second level cache until the FA
instruction exits the second level cache pipeline when a FA instruction is

determined to be in the second level cache pipeline.

- 16. The control system of claim 135, further compﬁsing:
means for determining whether an intervention to the second level cache is
pending; and | | _
means for preventing FA instructions from entering the second level cache

pipeline when it is determined that an intervention to the second level cache is
pending, such that execution of interventions to the second level cache is not
indefinitely delayed due to the presence of FA instructions in the second level

cache pipeline.

17. The control system of claim 15, further comprising:
means for determining whether an aligned multi-byte word in whxch the write

data of an integer store operation is contained is exclusive in the first level cache;

and
means for preventing the integer store operation from entering the second
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level cache pipeline, and i Initiating a cache rmss and fill Operation to cause the
- aligned word to be exclusive in the first level cache when it is determmed that ~
the aligned word 1s not exclusive in the first level cache.
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