MANAG NG POTENTI ALLY PHI SHI NG MESSAGES | N A NON-WEB MAI L CLI ENT CONTEXT
BACKGROUND [ 0001] Various techni ques exist that enable service providers to
recei ve awo 2proocess nessages (e.g., enmils, short nessageTAsevioomas205NVE)
nmessages, and the like) fromvarious sources and allow users to view and
take action on those nessages. At tinmes, the sources may be nefarious
entities, such as crimnals or illegal conputer progranms, that transmt
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[ 0002] Service providers have taken steps to identify ese ph| shi ng
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to access nessages in the user's account, service providers fail to
10 is commonly referred to as phishing. Often, “phishing” is characterized as the criminally
fraudulent process of attempting to acquire sensitive information (e.g., usernames,
passwords, credit card details, etc.) by masquerading as a trustworthy entity in an
electronic communication; thus, luring unsuspecting users to provide, what is otherwise,
guarded information. In instances, phishing is carried out by sending an email or instant
15  message, whose look and feel is similar to a legitimate email or instant message, to a user
that directs the user to navigate to a fake website (i.e., spoofed website of a bank), and
baiting the user into entering private information (e.g., bank account logon, user
identification, social security number, and the like) at the fake website.
[0002] Service providers have taken steps to identify these phishing messages.
20  Further, if the service providers have identified a message as a phishing message, the
service providers may attempt to mitigate the damage potentially caused by the phishing
message. However, when a client-side application that is not associated with the service
provider is being used to access messages in the user’s account, service providers fail to

provide the user with adequate protection from the phishing message. That is, because

25 most elements of the client-side application are not directly controlled by the service



provide the user with adequate protection fromthe phishing nessage. That
is, because nost elenents of the client-side application are not directly
control | esolzg10rt38338er vi ceprovi der, the service provi der PC3/USes0ai2ned from
enpl oyi ng conventional techniques that informthe user of the phishing
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i ntroduce a selection of concepts in a sinplified formthat are further
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control behavior of an account that is assigned to an intended recipient of
the digital nmessages. Controlling the behavior of the account may enconpass
a variety of operations. However, eg¢hpAri/hese operations is inplenented
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10 simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key features or essential features of the claimed
subject matter, nor is it intended to be used as an aid in determining the scope of the
claimed subject matter.

[0005] Embodiments of the present invention generally relate to computer-

15 readable media and computerized methods for governing treatment of digital messages
(e.g., email messages, instant messages, and the like) upon identifying them as potentially
phishing emails. In an exemplary embodiment, a service provider is employed to control
behavior of an account that is assigned to an intended recipient of the digital messages.
Controlling the behavior of the account may encompass a variety of operations. However,

20  cach of these operations is implemented in the context of a non-web mail server. That is,

the intended recipient accesses his/her account via a user interface (UI) display being

rendered by the non-web mail server. Generally, the service provider is unable to exert
control over, or tailor the configuration of, the UI display because the non-web mail client

lacks extension protocol to allow the service provider to manipulate aspects of the Ul



control over, or tailor the configuration of, the U display because the
non-web mail client |acks extension protocol to allow the service provider
to mani puwetelmasgsset s of the Ul di splay. Accordingly, comgentSzanmBs202
techni ques for warning the intended recipient of digital nmessages

identified as potentjally phishin i.ls e ineffective. [0006]. ne
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i ncl udes appendlng a netadata tag to the digital nessages identified as

pot ent i aldigitahmossagagyidentaficdsasamatenaighy ebiakinggmeHeniciincticcsvor age | ocation t hat
is dedicated to persist the tagged digital comrunications in isolation from
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| ocation maps to, and nay be published as, a folder on the U display. Upon
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representatlons of the tagged digital comrunjcations may be |imted. For
i nst ance,cnpilsedissded wtqdwgora&f‘ch%@tmmmﬁ tonyskiaay be PBWSShF%é%’ aafp@er on the
predeterm ned as restricted (e.g., command attenpting to nove a tagged
di gi tal déhdnsplag.atlipem, sctaspby of dmtoddir, reppisyntaisomal (e.gcometadata oA redntent sk d
command) are failed by the service provider in order to protect the
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the steps of intercepting the request, ascertaining that the action is
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action, an eration-
transnltH%ﬂhﬂﬁ t he non- meb mai | client, which, in turn, notifies

[0007] Further, user-initiated actions that are directed toward the representations of
the tagged digital communications may be limited. For instance, a request by the recipient
15  to invoke actions that are predetermined as restricted (e.g., command attempting to move a
tagged digital communication, reply command, reply to all command, and forward
command) are failed by the service provider in order to protect the security of recipient.
By way of example, failing the action may include the steps of intercepting the request,
ascertaining that the action is classified as a restricted action, ascertaining that the digital
20  communication to which the action is directed is tagged as a potentially phishing email,
and failing to implement the action. Upon failing the action, an operation-fail indication
(i.e., known error code) is transmitted to the non-web mail client, which, in turn, notifies
the recipient that the action was not carried out by the service provider. Accordingly, the
recipient is reminded of the unsafe status of the tagged digital communication. Moreover,

25  these security measures provide a layer of protection against distributing tagged digital



the recipient that the action was not carried out by the service provider.
Accordingly, the recipient is rem nded of the unsafe status of the tagged
di gi tal ocwororwissisddon. Mreover, these security nmeasur ePCprusedidm3rot ayer of
protection against distributing tagged digital coomuni cations that could
har m ot her users,. even thouygh the non-web nmail client does not support
ant i phi sHCRYYEGHIgRS dhat [0%13 AP PUSIGRREY CErpBRHERHE Nenop el £ fors
controlling the behavi or of the account includes replacing the digital
communi c&of senportratiphisking fidénes.fi ed as potentially phishing emails with
war ni ng messages. |In one instance, the warning nessage conveys a

noti fi cat[0@d8]t hat t heanadkntdribidneitghn apeaoomiod cattiodlingrédy Uxhaaopof énti al |y

phi shing email. In another instance, the warning nessage provides _
di recti ongcéuht IEARES repIBtiRR thOHigithecdRi@nhichi e tHitGirt ddcanfeaIpl palch@lyvi a a
web browser. In still another instance, the warning nessage includes a

uni f ogm ‘repﬁ%%ﬁegﬁ@m%mvaﬁ%)nekgag& L3 Ghe R RaREOUR Slarh AR mesRRMORELRGE T ON

by the r al'ows the reciprent to access conten e 1dentified

digital communication at t.he, service provider. cor dj ngl by .presenting
the var nihg heyeC e HopkFe BN LA B G S meh g pPIBH L B P e e
content of the identified digital comrunication, the recipient is inforned
of the url8amether 4psiancss thenwading Mmepsags iiRvifesatlirestionn do Bresk aNicpbAaf the

i nadvertently navigating to a conprom sed website. BRI EF DESCRI PTI ON OF THE
DRAW NGS iflgode}l digital pemswnicaiion entd web browdess clnishd dinphedaisante, ied warnwigt h
reference to the attached drawi ng figures, wherein: [0010] FIG 1 is a

bl ock di agéemeofnchmcexempifoamyreSauifldca®r §DRILNOMKeRL aSwiét dfvaef dliat,usgon N

i npl ementi ng enbodi ments of the present invention; [0011]] FIG 2 is a block

di agram id|cugéd 8 itl'ikgre_%iﬁi'érﬁ,t AR ad EapRut 8RRV TR the RIhHiRR] @i_gﬁt@lr use
in inplenmenting enbodi nents of the present invention, that is configured

communication at the service provider. Accordingly, by presenting the warning message
to the recipient and abstaining from revealing the content of the identified digital
communication, the recipient is informed of the unsafe status of the digital communication

and blocked from inadvertently navigating to a compromised website.

15 BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The present invention is described in detail below with reference to the
attached drawing figures, wherein:

[0010] FIG. 1 is a block diagram of an exemplary computing environment suitable
for use in implementing embodiments of the present invention;

20 [0011] FIG. 2 is a block diagram illustrating a distributed computing environment,
suitable for use in implementing embodiments of the present invention, that is configured
to manage potentially phishing emails in the context of a non-web mail client;

[0012] FIG. 3 is an operational flow diagram illustrating a high-level overview of a
technique for identifying and organizing potentially phishing emails of one embodiment of

25  the present invention;



to manage potentially phishing emails in the context of a non-web mail
client; [0012] FIG 3 is an operational flow diagramillustrating a

hi gh-1 eveWoaosymsasw of a technique for identifying and eCyas2@iongs202
potentially phishing emails of one enbodi nent of the present invention;

[ 0013] FI is a flow.diagramillustrating an oyerall thod for alerting
a user of[(o;gnjot ent i‘!alﬁ- §f %ﬁgm %f@ﬁaﬁw@ﬁ%% A%eTR EF?‘%UEEQFH@%&PS% unt

via a non-web email client, in accordance with an enbodi nent of the present
i nvent i ort pptoutiddly phighing cmpilauganothedisgy eagnssing wat sogeimgviarne seewgb |engk hod
for managi ng treatnment of one or nore digital conmunications when accessed
vi a a norclmet)imaicbrdah¢cewith an ambodioredaoitthe prckéntamveatibmdi ment of the present
invention; [0015] FIG 6 is an illustrative screen display of an exenplary

user intgobpne for mGesEN hnGowr digdERr ilflRitinBRS dverall SicBHoddfr! Mgalin t hat
is dedicated to persist potentially phishing emails; and [0016] FI 71s

an il lustyathue CEmed: Horl! 1?2{00%&%&@85@%6#5 Lods §4d @GfontOLb mail

presenting a warni ng nessage I's rendere reu of reveal i ng content
of a potentiall hi shing email. . .DETAI LED DESCRI PT|.ON [ 0017] The subj ect
mt ter oree TiceBRkE R AR FohodEAeY T BRI HGe! i ci (y herein to
neet statutory requirenents. However, the description itself s not
i nt ended O813]i ni t tHE- §clopa iHpstiagive sprge displagaafiy cxepmdary et ice 4t
contenplated that the claimed subject matter might also be enbodied in
ot her waymsgsenong adblddethdi friaps ent swiragsslooationghtti inaledioatsd d6 pstsspposiimllyar t o
the ones described in this docunent, in conjunction with other present or
future tqmivhidgogh#iB; afd018] Accordingly, in one enbodi nent, the present
invention relates to conputerexecutabl e

10 [0016] FIG. 7 is an illustrative screen display of an exemplary user interface for

presenting a warning message that is rendered in lieu of revealing content of a potentially

phishing email.

DETAILED DESCRIPTION

[0017] The subject matter of the present invention is described with specificity

15  herein to meet statutory requirements. However, the description itself is not intended to
limit the scope of this patent. Rather, the inventors have contemplated that the claimed
subject matter might also be embodied in other ways, to include different steps or
combinations of steps similar to the ones described in this document, in conjunction with
other present or future technologies.

20 [0018] Accordingly, in one embodiment, the present invention relates to computer-
executable instructions, embodied on one or more computer-readable media, that perform
a method for alerting a user of a potentially phishing email upon the user accessing an
account via a non-web email client. Initially, the method involves receiving a digital
communication at the account associated with the user. Incident to identifying the digital

25  communication as a potentially phishing email, a metadata tag is appended to the digital
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i nstructions, enbodied on one or nore conputer-readable nedia, that perform
a nethod for alerting a user of a potentially phishing email upon the user
accessi ngvearroscissisnt via a non-web email client. |nitialPCy/usedre/ossbhod

i nvol ves receiving a digital connunication at the account associated with

the user. Incident tq identif digital .conmupic n as

pot ent i amoyl%lml%l.ﬂﬁg%& i fhe t IR Iil%a“%ﬁ%ﬁg’é?f? P @t associated

di gi tal communi cation. Next, the tagged digital conmunication is placed

wi thin, oritlassstiragedpoation tha ist @?(g@aéed dracrsots dipgal amyeeicetiansdtheb apser si st
digital conmuni cations that are identified as potentially phishing enails.
The vi sualem#iedeas @oteatialbnplashibgemsilor Blgevikwd atpresentasiop b€ sent@adgd cathm user
upon the user accessing the account via the non-web enail client. In

enbodi meng presédied W HYdlser GRNARE DR LLORSIAE M AlREuBViA Il AW ANk thgntuser
that potentially phishing emails have arrived at the user's account and

have Beern,i dapbdifcAd, afc AWl % séH?eﬁf%fne P?c}v?&e!§san 082 or Mo 2AQL RRY that_

enbodi nent, aspects of the pres I nvention 1 nvolve a conputerized nethod,

|nplenente erver, for nana | reatpent of o nmor e, di.

communt catrsnel §ABRMEE Smui e g BTN SR pieolry A% HET BERiEE ol wates
the steps of detecting a receipt of a digital comrunication at an account
aSSOC|atéﬂwﬂﬁﬁﬁlﬁ%aFﬁggﬁded reci pient of the digital communication, and
upon receiving the digital conmunication, applying filtering heuristics to
det er mi nd00HYt her tlheaahithént ambodmrmbi esmecsn of sthanpugsintvinyvertioressades or a

| egiti mate nessage. When the digital conmunication is determned to be an
uni nvi t eccorpaisa@ged nidigodd i@blcalentdnarunicedr] @t managhipkechtidasntUusS@iceor hbe:
unsafe digital communication is replaced with a warni ng nessage upon

receipgi Ngy;gitdd %@frmhﬂhéa'ﬂ@ﬁ@qfhéﬁ AR cdt Qa AGTRSRE BRiIWIRAL eTHE el includes
comruni cation. nmbodi nents, the warni Nng nessage may function to perfor m
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unsafe digi comuni t|o

intended recipient of the digital communication, and upon receiving the digital
communication, applying filtering heuristics to determine whether the digital
communication is an uninvited message or a legitimate message. When the digital
15  communication is determined to be an uninvited message, the digital communication is
marked as unsafe. The unsafe digital communication is replaced with a warning message
upon receiving a user-initiated request to access the unsafe digital communication. In
embodiments, the warning message may function to perform at least one of the following
services: convey a notification that the unsafe digital communication is identified as a
20  potentially phishing email; provide directions to access content of the unsafe digital
communication via a web browser; or provide a uniform-resource locator (URL) link to a
web browser that, upon selection, allows the recipient to access content of the unsafe
digital communication.
[0020] Eventually, the non-web mail client is instructed to surface a representation

25  of the unsafe digital communication in a listing rendered in a user interface (UI) display.



potentially phishing email; provide directions to access content of the
unsafe digital comrunication via a web browser; or provide a

uni f or m reeaorocssizecator (URL) |ink to a web browser thaCT/uspan/osebecti on,
all ows the recipient to access content of the unsafe digital comrunication.
[ 0020] Ev nt ¥ hhe non b mail client is instructed fo surface a
represent ficy Hsfingn @t CHIOGF t| MEEHRAPHTSEHEIN Ph digite] SOMAWMEHORY ed i n
a user |nterface (U') display. Typically, the listing includes one or nore
r epr esentdstaraiieddp i lgttanate srenasics alh one I@é’@@ﬁ,rﬁhﬁelgl disple rendgrad brathe
nmessages. I n one instance, the U display rendered by the non-web nail

cli ent c amnevctbenailecomt icgurog hebyecoifeguset biy abe peovdcdprovideatthatemaggss thee
user's account. Upon receiving a user-initiated selection of the

repr esentigbi @RAc&unt. haUpons adeBiveligdh tidbr-mammamkdadtioanef thaSteptGéntMith 8f €he
comuni cated to the non-web nall client to present the warning nmessage to

the r%C' Rlngﬂte cﬁ%lgaé%?brpﬁ LQ’[IBE cgrgn§9 t %mﬁ{we}tgkﬁtd“'ﬂl%q{o% \gé‘tghfaﬁlchent

conmuni cat i on. yet anot I ment e present Invention

enconpasses one nor e conput er-readabl.e

Comput er - SEEUT L AT P TErTER0 A aﬁlganttﬂ%r‘éf&hﬁ@hmeaﬁﬂ% foncatal
performa nethod for notifying a user, via a user-interface (U) display

r ender ed hsals diggtal GRIBMMRICRUQY. Tent . that a potential |y phishing email has
arrived at an account of the user. In an exenplary enbodi nent, the nethod

i ncl udes [§8dHdr at i ndnyestmmthryembodmdnsrihe pegserit snvtetive encethpagsep ens pismonne or
nore digital conmunications identified as potentially phishing emails. The
non-web rilputdriredifablesmediatthatciad domnpusiagecidatloligefucibihembodied therebrspl ay.
Generally, the folder maps to the dedicated storage |ocation. [0022] In one

i nst qnce,thatnweﬁcetx'eage& hSerfoPR- MehRethcH korcﬁdtﬁvlhgt@ug&n%r tRE:- Mérﬁeé (Wl)t hin
the U dispiay includes the procedure of instructing the non-web mail

client to rpggﬂl%ﬁdére bg%l n%?l-w J'mdil chgﬁtl fide 4 Bgt nflﬁ%J Mlqﬁﬁné) LREN nhOLAGES of hat

map to sto oca

an account of the user. In an exemplary embodiment, the method includes generating a
storage location that is dedicated to persist one or more digital communications identified
as potentially phishing emails. The non-web mail client is instructed to render a folder
15  within the Ul display. Generally, the folder maps to the dedicated storage location.
[0022] In one instance, instructing the non-web mail client to render the folder
within the UI display includes the procedure of instructing the non-web mail client to
render the folder in a listing that includes other folders that map to storage locations that
persist digital communications identified as legitimate emails. As such, the potentially
20  phishing emails are visually separated from the legitimate emails.
[0023] At some time, an indication implemented by the user to access the folder is
detected. Upon detection, the non-web mail client is instructed to render representations
of the identified digital communications. In one instance, the representations include

metadata related to content of the identified digital communications.



persist digital conmunications identified as legitinmate emails. As such,
the potentially phishing enails are visually separated fromthe legitimte
emai | s. [WO02810/1883380me tine, an indication inplenented PETIUSR0109835202 O
access the folder is detected. Upon detection, the non-web mail client is
instructe rend representagtions qQf the identified digital. ..

comuni calﬂP%ﬁs. 'n Btamethed a1y ,ﬂh@ﬁéﬂﬁ@%@gém&'}irﬁwlvm@ enyattiatedrty
related to content of the identified digital comunications.[0024] The

met hod e fuert thatr isj disdctpdetomaed sheelslentifigdedigitel pemamnigatioron frthe jagiet iy t he
user that is directed toward the identified digital comrunications. If the
action i secopnogdi ed pasleingal exdafctalesctioastire cteednitiattd antion le failedr - innodd at ed
action is failed. In one instance, failing the user's action includes
prevent i ngsthhtR, AElidOMe k@M BBl dn8¥EEUreebntihp tiadslitloh From BBingR{EA#EDNHS ai |
indication (e.g., standard error code) may be transmtted to the non-web
mai | Gl i " rati.on-fail indi j ' f e
Fai 1 ure oRoiol St Bpbaor BB R F § ARLRE A LRPLHEY Sethifiel WY
invention rel ate to,managi ng,treatnent. of potentiall hi shi mails. As
Ut 1T zed TSR UG, S s nglionytd i ey s et of o Bt 1o
be construed as |imting and may enconpass any conmuni cations that are

uni nvi t edh®ycti®yser. For instance, potentially phishing emails may conprise
spam communi cations, junk instant nessages, and phishing emails. As

di scussed08¥dve, pHigleially, eamliddsmentse afetitc presamt avcouon rofatcano i memagied

reci pient fromvarious sources with the intent to fraudulently induce

di scl osurtgcagherdthef peentpilgnpBishipgraainl IARf aflimYi lsreihe tig phrtaserpawrsally
passwords, credit card details, etc.). This inducenent is effective because

the phi Sf}jh'i%irf‘g"f%hﬂaﬁs’* @PLES athnt BE b3 OLYNSRUAS o IHohitiag Wt B)iy eéﬁ?cbﬁlﬁass%ys uch,
unsuspecting recipients are lured to provide, what is otherw se, guarded
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may comprise spam communications, junk instant messages, and phishing emails. As
discussed above, phishing emails are sent to an account of an intended recipient from
various sources with the intent to fraudulently induce disclosure of the recipients’ personal

15 information (e.g., usernames, passwords, credit card details, etc.). This inducement is
effective because the phishing emails represent the source as a trustworthy entity. As
such, unsuspecting recipients are lured to provide, what is otherwise, guarded information.
Often, the phishing email has the look and feel that is similar to a legitimate email or
instant message and serves to direct the user to navigate to a fake website (i.e., spoofed

20  website of a bank) where the user is fraudulently solicited to divulge sensitive information
(e.g., bank account logon, user identification, social security number, and the like). In
other instances, the phishing email serves to bait the user into sending private information

to the source of the phishing email or other nefarious entity.

[0026] Although the potentially phishing emails are referred to herein by the

EE TS EE TS

25  phrases “uninvited message,” “tagged message,” “unsafe digital communication,” and



i nstant nessage and serves to direct the user to navigate to a fake website
(i.e., spoofed website of a bank) where the user is fraudulently solicited
t o di vul geOogengi3sizve i nformation (e.g., bank account | o®OmUSCEIN35202
identification, social security nunber, and the like). In other instances,

t he phi shj emai | serves bait the user into.sendin rivate information
to the SQ{RF%@%@%E%P&K# ﬁ@see apesop{chies cRRSidFs %96@%9%? ° [coBH

Al t hough the potentially phishing emails are referred to herein by the
phrases "@afayiof ‘éu)tfrrélgﬁa@gl,shlngtea@glé’adqﬁé@b,@g@pnedl@tﬁlyaib@wi gital

communi cation,” and"phishing email," each of these phrases shoul d be

consi der 460274 r epr daaemt extchplap rambodoontetht poéschpmvemidnapdriaimpphtiosthamgirymai | s
descri bed i medi ately above. [0027] In an exenplary enbodi nent, the present

i nvent i onh@@ehttieRs of PotoMiAG! FHEsHiRE cinbi@AinMBB teoRfex POt £Abh-AdbYmBhiB&itNgvenai | s
in the context of a non-web mail client. As utilized herein, the phrase

"non-web R Ly Gli8Nthe | Iﬁaggogoﬁr_%@tm{ﬁp P& e R e R%e! doMbirtidis lﬁﬂﬂgg,s?/ ce

broadly refer to any programor application running on an end-user

(e.g., mobile devige, conputer, PDA or any other client device) that
Cannot bangut ey ET T HechBRER ey rifon R e o i SRR Rl BT £ or e
by the non-web mail client cannot be controlled by a service provider

(e.g., HIBRIGdevicgneRmRyteln PRA & wBY offskrstiatyicyigelainaticanpeinba gryersd-likser
device. For instance, the elenments of a U display rendered by the non-web
mai | cli emb bramsot Blattiaithopeut dypsreahco vfivmdsaghs nogeribvedil alicttheangeirbd ce
provider. By way of exanple, the U display cannot be dynamcally altered

t o i nf or reohtiellasEy a eérvize pedveddri(akl, Hatmbilyviuheichg BSs@@er (éndtely lpeitedtioal | y
phishing email), to warn the user of phishing content in an email, or to

l'i m tjpacthOBSd-hidtdeRickS ¥or GRANEAKE: ORNER LA UL ARPMPIGRItRANSy the[BRZRL The
| ack of control over the non-web nmail client is due; in part, to one or

more of thg, &gég'rt AMBObE AL G astd §h HRALGELV LT QURE Qhrvile G i 2B &S, the

service provi

of example, the Ul display cannot be dynamically altered to inform the user of a
potentially uninvited message (e.g., potentially phishing email), to warn the user of
phishing content in an email, or to limit actions that a user can take on certain
15  communications.
[0028] The lack of control over the non-web mail client is due, in part, to one or
more of the following factors: the underlying protocol used to access the service provider
has no semantics to mark a digital communication (i.e., mail message) as a potentially
phishing email; the Ul display rendered by the non-web mail client is not able to be
20  manipulated by the service provider (the Ul display cannot be reconfigured by the service
provider that manages the user’s account); and the non-web mail client lacks extensible
protocol that would allow the client to support new features, such as an antiphishing
warning.  Accordingly, because the Ul display of the non-web mail client (e.g.,
Thunderbird) is predetermined and cannot be dynamically managed by the service

25  provider at will, conventional techniques for warning of, and protecting a user from,



has no semantics to mark a digital conmunication (i.e., nmail nessage) as a
potentially phishing email; the U display rendered by the non-web nail
client iswoanit3Bsot o be nmani pul ated by the service proeciars2¢ioias2ol

di spl ay cannot be reconfigured by the service provider that nanages the
user's account); and.the ngn-web i.l client. | acks. extensibl e prot.ocol that
woul d al mswnélﬁéy dﬁsglmg P@aﬁwfysmﬂﬁe&gf%iﬁu@é@w cH HEOXnANP Oavﬁl%iang
war ni ng. ACQO(ding|Z, because the U display of the non-web mail client
(e.g., Thopdelizsdrtenlbirg agsruagesiablei ned and cannot be dynanical |y nanaged by
the service provider at will, conventional techniques for warning of, and
prot ecti rf@020luser fHomgpbirieflyi ddstybgahis hivegviewaof smbpedignentsabf eéhé pgesantUl

di splay of an inbox and providing a specialized tool bar) are unavail abl e.

[ 0029] HamidiioRrah8fsbic AEIRE FABAAIMRNE Wi KehPfare GhadiinE BhbrdinchhsuifibRs ent
invention and sone of the features therein, an exenplary operating

envirganggg?Hééggﬁgﬁﬁgﬁﬁ%gph H&ﬂﬁkag%eH%%§ﬁﬂt invention is described

bel ow. ng to the drawngs 1n general, and initially to FIG 1

in parti , an | ary .operating environnent. for Lpplenmentin

enbbat el U e TERuRe HRIERE en  EReH TRttt bRESA Tk s 1y as
conputi ng device 100. Conputing device 100 is but one exanple of a suitable
conput i ngGXEMP|aF APAINGEY 1H08MR Bk for HiRlgpsatingcabriy@sRts #hhq RrsNRIVEHIAS t o
the scope of use or functionality of the invention. Neither should the
conput i ngs dewircendi@Bigneted gerarplletsechnamiting vievige 40§, dementdendsyicr100ggbitr enent
relating to any one or conbi nation of conponents illustrated. [0031] The

i nvent i oron@eakabpldes ardulxeblei donipuing enefrahmenndnexis ft ioeaped &y sede aty

machi ne-useabl e instructions, including conputer-executable instructions

such 1gs Qﬁﬁﬁﬁﬁﬂh%Q%M%E%ﬂéﬁappﬁ&ﬂer%ﬁﬁﬁHﬁﬁﬁyQ&tﬁe%ﬁ%ﬁH&ﬁfN@%h&tgﬁﬁﬂ&?&ﬁi”e,
such as a personal data assistant or other” handhel d device. Cenerally,

program CC%HR)%HEQ Eigwké-' %d‘lgé ﬂlgerfapelf'é(f ?&etﬁl’ving any dependency or requirement relating to

any one or combination of components illustrated.
[0031] The invention may be described in the general context of computer code or
machine-useable instructions, including computer-executable instructions such as program
15  components, being executed by a computer or other machine, such as a personal data
assistant or other handheld device. Generally, program components including routines,
programs, objects, components, data structures, and the like, refer to code that performs
particular tasks or implements particular abstract data types. Embodiments of the present
invention may be practiced in a variety of system configurations, including handheld
20  devices, consumer electronics, general-purpose computers, specialty computing devices,
etc. Embodiments of the invention may also be practiced in distributed computing
environments where tasks are performed by remote-processing devices that are linked
through a communications network.
[0032] With continued reference to FIG. 1, computing device 100 includes a bus

25 110 that directly or indirectly couples the following devices: memory 112, one or more
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prograns, objects, conponents, data structures, and the like, refer to code
that perforns particular tasks or inplenents particular abstract data
types. Emvodnrenszsoof the present invention may be pracPCras2010/08520ari ety
of system configurations, including handheld devices, consuner electronics,

general - pur ose nputers, specialty conputin Vi ce nbodi ts of
the i nverft® §? B Y YeMBraRIEIREOR 0 pgfl?r}tgdfédnewm r(BOgrP\?Fth nts
where tasks are perforned by renote-processi ng devices that are |inked

t hrough d/Q eamencnst | X endan wbskatiyoeseqr swprll 12éntBusddl reppsontsnekatineayr| G
1, conputing device 100 includes a bus 110 that directly or indirectly
coupl es theeofiolol ondmegbwdess (smsh asearorgdtd? bugnéatorbuspoeppmbamson shdrkdf). one
or nore presentation conponents 116, input/output (1/0O ports 118, I/0O

conponent §itHet@h tBO&aAsus blobist sRFi(Y.el REWSHowaH RthYlinkd For BleSsakd Gfr@aitgsmnt s
what may be one or nore busses (such as an address bus, data bus, or

combi gat 'r@ﬂhtg Qeft)&g \A}‘IBQSO&@%&QS‘[SY dt%%leg{ % $nd?d hﬁh&lllylth%rlﬁlé Qowy w th

l'i nes for t arity, In re 1ty, eatlng vari ous conponents
is not so clear a msta hor IIy, the | i nes woul d nore, accura

grey and fmrfzifcu%ﬁ% SRR o foiony Faro it oM Rsteb i BABOMR such
as a display device to be an I / O conponent. Also, processors have nenory.
The i nverfOBIENEYEr ek 38t GifRlay edavirst toSla% #1101 qemneastly e ASP: PFRECEIOES AR
reiterate that the diagramof FIG 1 is nerely illustrative of an exenplary
conput i ngneteviyc d hehatengan héreofirseaknize thafrsnele tsi theynatiitchpfoheard andstterate that
enbodi nents of the present invention. Distinction is not nmade between such

cat egor i ahe dBigranoKBIGLI 9McrelySRist@EivE of hraptedipliry doandtie dedeyihaecdn ef C. |
as all are contenplated within the scope of FIG 1 and reference to

" comut eryse@in cdn@PRn! Wigh 88VHiCRore ditiddRhefe® FPHE egﬁﬁb&ﬁloﬁo%ﬁtﬁﬁhﬁﬁﬁ y
i ncludes a variety of conputer-readable nmedi a. By way of exanple, and not

limtati Yot HEPH %eegleﬁgﬁb ﬁeﬁ@%saasrm%o(ﬂ?sw{oh,s’e “server,” “laptop,” “handheld

device,” etc., as all are contemplated within the scope of FIG. 1 and reference to
“computer” or “computing device.”
[0033] Computing device 100 typically includes a variety of computer-readable
15 media. By way of example, and not limitation, computer-readable media may comprise
Random Access Memory (RAM); Read Only Memory (ROM); Electronically Erasable
Programmable Read Only Memory (EEPROM); flash memory or other memory
technologies; CDROM, digital versatile disks (DVDs) or other optical or holographic
media; magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage
20 devices; or any other medium that can be used to encode desired information and be
accessed by computing device 100.
[0034] Memory 112 includes computer-storage media in the form of volatile
and/or nonvolatile memory. The memory may be removable, nonremovable, or a
combination thereof. Exemplary hardware devices include solid-state memory, hard

25  drives, optical-disc drives, etc. Computing device 100 includes one or more processors
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Random Access Menory (RAM; Read Only Menory (ROM; Electronically Erasable
Progranmabl e Read Only Menory (EEPROM); flash nenory or other nenory

t echnol ogve=p100B38%3M digital versatile disks (DVDs) or eCmas2aptsar or

hol ographi ¢ nedi a; magnetic cassettes, magnetic tape, magnetic di sk storage
or ot her gneti&ﬁst rage devices; or any other gi u hat can be 3 ed to
encode déeB#lr Egdi %rﬁ%miwoaﬁ.oenﬂaewe%éédmsv%yoﬂg t?rwodéemegn%nl ?0034]

Menory 112 incl udes conputer- storage nedia in the formof volatile and/or

nonvol at i Brescatation ycomeacaénod 0 ragsche datimpydi¢sitions fon# ey | etheprdegice.

conbi nati on thereof. Exenplary hardware devices include solid-state nenory,
hard dri vesempbpyi padsethsan dednvesientst coclhidenputdisidayedévie, 16frakac| pdemgone or
nore processorsthat read data fromvarious entities such as nenory 112 or

| /'O conpapaipoicnk2Oibrdtm@S@Ripdhb@N ONMPONRRMAL (198 aHbG Bmseiy &R 100dCHRt | ons
to a user or other device. Exenplary presentati on conponents include a

di spl d {01 : ' t tie, 1/0
por s 118 A R B Do B BFRE B o BT O BRIV REh e

devi ces i,nc¢l udi | /.0 conponents 120, sone.of which may be built. in.

11 st r athgb e srasme SRR felieca BB ey By RAm g B Spistiet disber 11 ¢ o
di sh, scanner, printer, wireless device, etc. [0035] In sonme enbodi nents,
the conpUtHHET-dEPIEeVIOIgsSHevVIERGEtc1 is configured to i npl ement vari ous
aspects of the present invention. In one instance, these aspects relate to
managi ng [0035]t r eat nespmefenbotl mmnitsa theycopiriuging dgvieerd0 of bilson idepeicguredytoa
user-initiated request to view the potentially phishing emails or upon

recei vi ngmplenagit voowdiaseatast thé plchent prote@tidn. alnl ghe phdtaite Ne@mBpEEs relate @not her
i nstance, these aspects relate to separating the potentially phishing

emei 19 fram.emRi e irdemtid bePoRaidIBObhisHRL Srall MESEAtiRY i hRcRRteRid al |y
phi shing emails in a manner that inforns a user of a non-web nmail client of
request to view the potentially phishing emails or upon receiving an action directed at the
potentially phishing emails. In another instance, these aspects relate to separating the
potentially phishing emails from emails identified as legitimate and presenting the
potentially phishing emails in a manner that informs a user of a non-web mail client of
15  their unsafe status.
[0036] These techniques for notifying a user that a digital communication is unsafe
and for protecting the user from divulging personal information on account of a potentially
phishing email will now be discussed with reference to FIG. 2. In particular, FIG. 2
depicts a block diagram that illustrates an exemplary system architecture 200 of a
20  distributed computing environment, suitable for use in implementing embodiments of the
present invention. Generally, implementing embodiments of the present invention relate
to informing an intended recipient of a digital communication identified as a potentially
phishing email so that the digital communication is marked with an unsafe status, and to

limiting actions (e.g., viewing content, moving to another folder, replying or forwarding,

25  and the like) that can be taken on the digital communication. It should be understood and
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their unsafe status. [0036] These techniques for notifying a user that a
digital comunication is unsafe and for protecting the user from divul gi ng
per sonal wof2oromssizon on account of a potentially phishi rgTarsaé/ 0920t now be
di scussed with reference to FIG 2. In particular, FIG 2 depicts a bl ock

diagramthat illustrates an exe ry stem arc tectu 20Q of

di st ri but®®arecBiputith e%ﬁ%mfe@gp ot HrchpAtercr 410 thoa ff{a d«%ﬁre—qraa an
enbodi ments of the present invention. Generally, inplenmenting enbodi nents
of the praxeapic phwantsusble edogtpating qurgnmﬁmtga@ﬁ 1§ polefidenticdeloi plegast &ty a
digital communication identified as a potentially phishing email so that

t he di gi tlahitaonmasno ¢lat soope bf ustaski@ddctranhtyast the pafsentsheintion. ANedtheroshouhd t i ng
actions (e.g., viewing content, noving to another folder, replying or

f or war di nge e&eﬂptabya shbtk®) alchdct&RMGe bt aik Mprefedt ﬁsehmlﬁgt@ly 8EPEIHECGasd on.
I't shoul d be understood andappreciated that the exenplary system

ar chi tSeCtrB(inve%%Qlt showa tb&m?l s%r%@ c!or°n Bﬁﬂn‘% ﬁt&'ﬁl&m' & SHm;fH%%né Yihabh&

conmputi ng I ronnment an 0 suggest any mtatiron as to

t he scope, of. use or functionality of the present invention. Neither should
t he exenﬁp systen1arch|tecture 200 be interpreted as having any
dependenc requirenment related to any single conponent or conblnatlon of
conponent§ ﬂh ust ré@é@ﬂt/h@ﬁeqXﬁmptamqutemrﬁr@hl Fluge 2 gﬁén%s@m spugices K}
architecture 200 includes a source 210, a user 250, a client device 260

dat a stonesrZ%Da@ﬁmemeEtQ6@1®nedDeeéB@meml@nmanab&@eéybbaMWémmSEmwem 220,
and a network 205 that interconnects each of these itens. Each of the

client degivee226Mndtdectdatia2@d taeimtcddéhneandtatihef weke femy.eEad?0f thehwdient i n
FIG 2, may take the formof various types of conputing devices, such as,

for q)é)amﬂe@lcetj%@ aRRut btﬂﬂes%w &8 ARAvaessvdrbed, Wmv‘ﬁdq ol %déf BREéd O

FIG 1. By way of exanple only and not limtation, the client device 260

and/ or t %r%? Vﬁﬁ&lYSe{ypgSZQf mput?%gadegl% ?,Osﬂglll a&qﬂp&a%ple,dtﬁg lé&%Bu‘ung device

100 described above with reference to FIG. 1. By way of example only and not limitation,
the client device 260 and/or the web server 220 may be a personal computer, desktop
computer, laptop computer, consumer electronic device, handheld device (e.g., personal
15  digital assistant), various servers, processing equipment, and the like. It should be noted,
however, that the invention is not limited to implementation on such computing devices
but may be implemented on any of a variety of different types of computing devices
within the scope of embodiments of the present invention.
[0038] Typically, each of the devices 260 and 220 includes, or is linked to, some
20  form of computing unit (e.g., central processing unit, microprocessor, etc.) to support
operations of the component(s) running thereon (e.g., receiving component 221, managing
component 222, storing component 223, and the like). As utilized herein, the phrase
“computing unit” generally refers to a dedicated computing device with processing power
and storage memory, which supports operating software that underlies the execution of

25  software, applications, and computer programs thereon. In one instance, the computing
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conputer, |aptop conputer, consuner electronic device, handheld device
(e.g., personal digital assistant), various servers, processing equi pnent,
and t he Iwkenot3sshoul d be noted, however, that the i nveoriusroi0s35202
limted to inplenmentati on on such conputing devices but may be inpl enented

on any of a variet f djfferent types qf conputing .devices within the
scope’ of wilbBorarisledoith H%Plesf&%i{@?rﬁ FPFH, OTf mg@pew ALCHF |8l of
t he devices 260 and 220 includes, or is linked to, sone formof conputing
unit (e. gprerabbntcoupledr br dbsideyiagni200 andrB)r seemgble, canhe dyviee tgupgrm
operations of the component(s) running thereon (e.g., receiving conponent
221, managnmuicatiponelated2 22ocestesr iand) otrpoopnatiid’3,(c.gnd deteeting ke) dighsl
utilized herein, the phrase "conputing unit" generally refers to a

dedi cat edoa@hiniédtiod afl gl Iﬁ&iWh% RoPPOERS 3D NEnPRIEH fyapths HR¥iRDEMBERIcHioni ch
supports operating software that underlies the execution of software,

appl i gat iagr:‘t ot&{%ﬂu HEnG e nlfi CH R Fhah O mpdEnPPe) MR LABGE: inkffce the
Aot RS R R Ban e S ompoliar 2

conmputi ngu IS C th tangi war e el enents, or machi nes,
that are integral,. or operably coupled, to,the devjces 260 and 220

enabl o ceRga0R e fsy SBEOBPiY e SRR crd ShoPE) GRBIFEES dfcesiltaiubhe.
operations%ge.g., detecting a digﬁtal,connunication at the receiving
conponentMeBymagepmpadited hy pghiafdhedqyiqcaPo® amhidfl- cati on as a potentially
phi shing emai| at the managi ng conmponent 222). In another instance, the
conmput i nd003t may Garcoipyass eompucessdadblq metiughowh)des phpsiedd memeryethat
conput er - readabl e nedi um acconmodat ed by each of the devices 260 and 220.

[0039] Gangeaql bty leabth ecroguiprilyera paaslalp| of rediputer i satiwagke scoptpyacal thae ey y
that stores, at least tenporarily, a plurality of conputer software

conpapentsediidic 35 hEPREMBR! & sRYiIEAEhALRAC BRSRIM “PRockisbli et ARGAI @, bd he
term"processor” is not neant to be limting and may enconpass any el enents

o 1 OB Tl Rl L, GRS S FRRE ke 2 2451
computational capacity. In such capacity, the processor may be configured as a tangible
article that processes instructions. In an exemplary embodiment, processing may involve
fetching, decoding/interpreting, executing, and writing back instructions.

15  [0040] Also, beyond processing instructions, the processor may transfer
information to and from other resources that are integral to, or disposed on, the devices
260 and 220. Generally, resources refer to software components or hardware mechanisms
that enable the devices 260 and 220 to perform a particular function. By way of example
only, the resources accommodated by the web server 220 may include one or more of the
20  following: a receiving component 221, a managing component 222, a storing component
223, and an evaluating component 224. One or more of these components may combine
to provide particular functional aspects of a service provider (not shown). Generally, the

service provider (e.g., Hotmail) manages aspects of a user’s online account (e.g., email

account), such as receiving, sending, organizing, and storing mail messages.
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article that processes instructions. In an exenplary enbodi nent, processing
may i nvolve fetching, decoding/interpreting, executing, and witing back

i nstruct iwon10/138389] Al so, beyond processing instructi oRET/USh@&0{0BIROESSOr
may transfer information to and from other resources that are integral to,

or dispos devi ces 26 a d 220. Generall res es refer
sof tware ﬁg‘hﬁonent nGNOHSE BRRRICHEE FeRPHS 2¢9e5tm & heeeTiges devise and

220 to performa particul ar functlon By way of exanple only, the resources
accommodanad ijudchenquob meticved the2 lipayng:ne|manpingn eowponast €4df at regdering
foll owi ng: a receiving conmponent 221, a managi ng conmponent 222, a storing
conponentcogipdncrriti2anncd valinttactigg compommn 2422 nOmemore ob tle:s@bompmts
conponents may conbine to provide particular functional aspects of a

Servi ce phey cobintNet prolRParti CeiteRiAklidhal labFecREbY aCRonPREOY iRl {18n8-240.
Hot mai | ) nanages aspects of a user's online account (e. g , emai l account)

such as r@&l%lrﬁ\ﬂgnﬁ'fe RANGL naiP LRGN é&%hgguﬁd%‘?blg& %'%e 3 Id1 g %\%%41] In

anot her exanp the resources ac at ed ent

i nclude one or nore of the follown onent 241, a render| ng
conponentiosi2 aciig e hEn Y Lot SERPRsAy TRIBRGre HorEehr 't hese
conponents may conbine to provide particular functional aspects of a

non-web df8#3]” ¢l i enthepglient dswise aAG0ymay HaclHds ApeBPEndsvice (I}Oérﬁélotve) gnd a

Thunderbird) renders a U display that allows a user to access and nanage
t he onl i mecsgoeoomtdesigpp@ot shiovoy). t Keensedlyi the prpoviddeice if Q@ddfledr e reddient
devi ce 260 may include an input device (not shown) and a presentation
devi ce (ripputéhaffectingenassd loyhert thingsnpuprestdition of f@deyi wWed itcdudeedrityle
input (s) affecting, anong other things, a presentation of folders that

i ncl yde dioGhd@icARATDTH 91?&ﬂe@f&%etﬁ%tﬁ@H’erécﬁpﬁse\%@lmhﬁﬁdtﬁﬂ§ diiBgELRfwar@ndel | as
actions directed toward one or more of the |g|ta conmuni cat i ons 215

Pt Ll Mg A AR ESBERLNEAB G5%) BELHS mist
devices include a mouse, joystick, key pad, microphone, I/O components 120 of FIG. 1, or
any other component capable of receiving a user input and communicating an indication of
that input to the client device 260.

15 [0043] In embodiments, the presentation device is configured to render and/or
present a Ul display thereon. The presentation device, which is operably coupled to an
output of the client device 260, may be configured as any presentation component that is
capable of presenting information to a user, such as a digital monitor, electronic display
panel, touch-screen, analog set top box, plasma screen, audio speakers, Braille pad, and

20  the like. In one exemplary embodiment, the presentation device is configured to present
rich content, such as a display areca populated with representations of digital
communications and folders. In another exemplary embodiment, the presentation device
is capable of rendering content associated with digital communications identified as

legitimate or warning messages associated with digital communications identified as

25  potentially phishing emails. In yet another exemplary embodiment, the presentation
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any ot her conponent capable of receiving a user input and conmuni cating an
i ndication of that input to the client device 260. [0043] In enbodi nents,

t he presenmbavioonsitevi ce is configured to render and/ or pcedsne10a3id?2 di spl ay
t hereon. The presentation device, which is operably coupled to an output of
the client device 260, may_.be canfigured as. an resentati on conponent that
i s capabl%VF HYEEEDf ﬂf@e?/ s RATIER (€@ igioninad)cor %f%&ndﬁ%m% OFAS%Ni t o ,
el ectroni c display panel, touch-screen, anal og set top box, plasnm screen,
audi o spd&idpslinksr thpt pee pitye @reg sdhectabilk dy tha uwae texevightarty entbdittesrt | t he
presentation device is configured to present rich content, such as a

di spl ay afeaiyaoypul ated with representati ons of digital comrunications and
folders. In another exenplary enbodi nent, the presentation device is

capabl e qbosgnder i NeheCh fides 256 A Rh&dlWebiTighr@i thakore aTHRMtAlkRRTted
identified as legitimate or warning nessages associated with digital

comuRii catd } thfd - t Shi i ] er
exerplar s hepos) FR e fepfab R Al ELbKRRIALAS RIBEG o Py Bpioighlt
media (e.g.,.audio.signals), or uniformyesource,locator (URL) |inks that
ore act vl ShRuE). 200 Rher Bt dhEdeFS S 2l 6 Sontatiliq et 4
deacti vat ed. g0044h The data stores 230 are generally configured tg _store

i nf or mat i BRATAEES disHRS @GR USRI TSRdadich grediRgaccapimadated by thy dite atores 230.
communi cation(s) identified as the potentially phishing email(s). In other

i nst anceslypidadlydétcaqedrartes B30gazats esrfi gpdeedhdt cerainsrasesa caphaohitite digithli st i ng
on conput er-readabl e nedi a accommbdated by the data stores 230. Typically,

t he quar ahinnitdtidohs idenéfitd aaporntialnd piishinateneiily MBIt aiaes abiedd afthé heerty gi t al
comuni cations identified as potentially phishing emails that have arrived

at the UsREowht A%k Qhbther érﬂb@lfﬂﬁfeﬁt?{heeqﬁa%iﬁﬁs Mtingd Hl%hﬂE@ﬁ ARG df SdiNDs

i ncludes a mani fest of enai Ds that have been nmarked as having an unsafe

status ( GhS have BYAL Sie d Qg”‘mvnﬁ)ghéﬁslmsgg SRS (% E.",Ss’pyware, spam, phishing messages,

infected emails, and the like).
[0045] In various embodiments, the information stored at the data stores 230 may
include, without limitation, warning messages rendered in place of potentially phishing
15 email content, the content of digital communications received at the user’s account,
filtering heuristics for determining whether a digital communication is unsafe, a list of
restricted actions, and any other data that supports the operation of the service provider, as
discussed herein. In addition, the data stores 230 may be configured to be searchable for
suitable access of the stored information. For instance, the data store 230 may be
20  searchable for digital communications associated with a storage location dedicated to
persisting potentially phishing emails.
[0046] It will be understood and appreciated by those of ordinary skill in the art
that the information stored in the data stores 230 may be configurable and may include any
information relevant to the generation and maintenance of the dedicated storage location

25 and the restricted actions. The content and volume of such information are not intended to
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infected emails, and the like). [0045] In various enbodi nents, the
information stored at the data stores 230 may include, without limtation,
war ni ng eexayessiendered in place of potentially phishTﬂgﬂEmnDMssmntent,
the content of digital comunications received at the user's account,
filtering. heuristics for, determni whet her a.digital co ni, cat IS
unsaf e, dimit 4he 3gonE e RARICH o GRS Prezas lélﬁgnt&nh\gsr aAYt HAhET .&b@f&hs t he
operation of the service provider, as discussed herein. In addltlon t he
dat a st orillest2ggl pnyingle, amﬂ%ieg@ﬂnédomowt%etéﬁ chsbblerdso?3bs mayaln dacicbeds of
the stored information. For instance, the data store 230 may be searchabl e
for digi trlrabynofidatabagesofios issmoe iaatatadbavd tlihster, powivagef Wbhchtmaynresidelbo diced t o
persisting potentially phishing emails. [0046] It wll be understood and

appr eci at@idnbeiftos60, ahe Weli RAFeY 2261 hhothdt dxi@nar dontfidihgtde@ick Nher sRfN
stored in the data stores 230 nay be configurable and may include any

|nforgathgﬁk&§£§g&ﬂg é?&gm%eggneratlon and mai nt enance of the dedi cated
storage locatio e restricted actions. The content and vol une of such

present (MR on I HVRRSORYD Bolher DRG0 I L CRaCatRe & ol

i ndependent . conponents, the data stores 230 may |n fact be a plurality of
dat abasesnvirgimenidhaiagy, bainplerapnisd i parst @ aSIfﬁ&FSt qfdhe PEPCHiHNYRtigR YN Esi de
on the client device 260, the web server 220, another external conputing
devi ce (nwt istendad) to awgiestr agnying@tron rattoothetseepe of usf @O4fEhcticmabtyegeths ary
system architecture 200 is but one exanple of a suitable environnent that

may be i ripiainient edither shanldythe Utusastpé ek Snlhryt dystepr @slEtdcturR@Mbé titerpieted S not
intended to suggest any limtation as to the scope of use or functionality

of the i nenliNanNelhhRENSBH |r9qutnlaﬁleh{ k&ﬁﬁﬂgaE@Qnﬁ)&%Mraédfnﬁﬁﬁkﬁnbf the

architecture 200 be interpreted as having any dependency or requirenent

rel ating J.0; 80%6@ % 950, SRIBIAYUI QMR abhdComponents 221, 222, 223, 224, 241, 242,
and 243 as illustrated. In some embodiments, one or more of the components 221, 222,
223, 224, 241, 242, and 243 may be implemented as stand-alone devices. In other
embodiments, one or more of the components 221, 222, 223, 224, 241, 242, and 243 may
15  Dbe integrated directly into the web server 220, or on distributed nodes that interconnect to
form the web server 220. It will be understood by those of ordinary skill in the art that the
components 221, 222, 223, 224, 241, 242, and 243 (illustrated in FIG. 2) are exemplary in
nature and in number and should not be construed as limiting.
[0048] Accordingly, any number of components may be employed to achieve the
20  desired functionality within the scope of embodiments of the present invention. Although
the various components of FIG. 2 are shown with lines for the sake of clarity, in reality,
delineating various components is not so clear, and, metaphorically, the lines would more
accurately be grey or fuzzy. Further, although some components of FIG. 2 are depicted as
single blocks, the depictions are exemplary in nature and in number and are not to be

25  construed as limiting (e.g., although only one storing component 243 is shown, many more
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devi ces 260 and 220, the data stores 230, and conponents 221, 222, 223,
224, 241, 242, and 243 as illustrated. In sonme enbodi nents, one or nore of
t he conpowenvry/Bd8BY 222, 223, 224, 241, 242, and 243 maycChbaseemploaszent ed as
stand- al one devices. In other enbodi nents, one or nore of the conponents

221, 222, 223, 224, 241, 242, and 243 be [ntegrated directly_jnto the
web servéP%gé,aCB‘PmH‘r‘?ﬂ%fF%t% ft wa ﬁswgg%ﬂa?"*ﬂcﬁlg‘? @n cgati‘ <§t°fr6¥?r:3 h® web
server 220. It will be understood by those of ordinary skill in the art

t hat t he cosvmpeneatvslyxpupled spthezbignt degige 2040, 242, and 243 (illustrated in
FIG 2) are exenplary in nature and in nunber and should not be construed
as |imti[gd9][ 0048]Fubihenr diengkyicearyf rthemesemplarye asyptone nirchiteetyird engnpicoy ed
to achieve the desired functionality within the scope of enbodi nents of the

present iiANedhh&fed BY bR Udhddnigiowar in0Ms rélevaR@ RNt SF& inkthfze, 2hcdwEb SEQ¥WN Wi th
lines for the sake of clarity, in reality, delineating various conponents

IS not s I a i v i be
arey or Pl Bl TRUREIRID R S ob ik aRpototinry ERUPAGCEATHAL 3%
singl e bl ocks, t epi.ctionsg.are exenplary in nature and in nunber and are
ot 1o bRt ok e Ea B e Riish SaBie ) T REC ebdlp P Bhs@onent
243 is shown, many noremay be accommpdated on the web server 220, enbodied
on the ddperedichvess 280, Iprembedinmite b peirprie glpmay peludpevighqus hmigdionce
260). [0049] Further, the devices of the exenplary systemarchitecture may
be i nt er comn@cmett: cahascanmetwoidks kihdis) i andtdnewide| avamttwarkd W ANY). | Bethance,
the web server 220 and the client device 260 may be operably coupled via a
di stri butredvekingutdnRonstits omRE Rbminkupldcac indeficed)| hptriscaipet tagpulevi ces
coupl ed with one another via one or nore networks 205. In enbodi nents, the

net wapk 208, eRY, inBhdidendWh hQbinel. | KcbAHIMRN, (ROGQorlRY fot! ARl &s8Abed
networ ks (LANs) and/or w de area networks ("WANs). Such networ ki ng

environnqﬂ%énare commonpl ace in offices, enterprise-w de conputer

[0050] In operation, the components 221, 222, 223, 224, 241, 242, and 243 are
designed to perform a process that includes, at least, the steps of identifying the digital
communication 215 from a source 210 as being a potentially phishing email, appending a
15 tag (e.g., metadata) to the digital communication 215 that indicates the digital
communication 215 has an unsafe status, and implementing solutions to protect and
inform a user 250. These solutions include alerting the user 250 of the presence of a
potentially phishing email and limiting the actions requested by the user 250 with regard
to the potentially phishing email. In embodiments, the source 210 represents one or more
20  nefarious entities, such as criminals or illegal computer programs, that transmit to the user
250 messages (e.g., digital communications 215) that fraudulently induce disclosure of the
user’s personal information. In embodiments, the user 250 represents any entity that is an
intended recipient of the digital communication 215 distributed by the source 210. By

way of example, the user 250 may be a person that owns/possesses the client device 260,
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networks, intranets, and the Internet. Accordingly, the network is not
further described herein. [0050] In operation, the conponents 221, 222,
223, 224,w04010/123489 and 243 are designed to perform a pPOTAS3010I033202

i ncludes, at least, the steps of identifying the digital comunication 215

froma source 210. as, bejng a potentially phishing emai.l, appending a tag
(e.9. . mihddsesipoiad wih &3@?@ P B oL PBRSn e R FRIO s b e

di gital conmmunication 215 has an unsafe status, and inplenenting sol utions
t o prot edhe agr@uittifip theynencisdy crpgbelicnhd4® sol utions include alerting the user
250 of the presence of a potentially phishing email and [imting the
actions r[@6zHst ed HyitiaHe, tmercc@iSthgwedrhparegaldl tio redpengpbleefor i @kdptinghashi ng
email. In enbodi nents, the source 210 represents one or nore nefarious

entities,dcfddbiig A% GikitaN dddrSurEatioh! BGafrork ARPLEREe PTRITREBoceividad cdfipomei t t O
t he user 250 nessages (e.g., digital communications 215) that fraudulently

i nd disgl f : ' int: 20, [ th
In UC§5 1524 tﬁéﬁjga%s& tht *&‘f‘gn‘alﬁ%niﬁltuﬁlg%é&ﬁf‘is io.”eflf?l"eﬁ%tg' B stbils 95’6’89;%&(; €

user O represents any entit IS an inte reciprent o igita
comuni cati on 2 istributed.b he source 0 way of exanpl.e, .t he
oo 250 OB 22 e SBR AR B bF S Fbter s BiRPofeol FEBES: tiar i s
associ ated with an account_at the service provider, or that is capable of
accessi ngligifd capppnmetion 413 Heassomatipan™idhhiic acepyng af theaser 338 g conjgnetion | v,

t he receiving conmponent 221 is responsible for accepting and detecting the
di gi t al cwoithmiavilgatingstorags of tndigitel ewumueic@icd. 2 Mhéehe mweeivingnepnommpeingit 221
then passes the digital conmunication 215 to either the data stores 230 or

t he storimgy gRRpRMEgtal 28BnAaiativndas ecthe mahbigngebmpaievier2220 for the
pur pose of persisting the digital comrunication 215 in association with the

accoupt qposde us e_rUI?o'?lOrecéiQin%Oﬂﬂj: LHilgiEail QBmMunttafipg i1kt Al Mghaplfy @cﬂﬁp&lfent_t he
digital communication 215, the receiving conponent 221 nay pass the digital

conmuni ¢ %‘20@ c%&égﬁrgd tt@ %e%%"f‘%i \ngie%ogp 8&?5‘&0&2 2Initially, the operations comprise

filtering unsafe and/or uninvited digital communications 215 from those that are
legitimate. In one instance, the filtering operation identifies whether the digital
communication 215 is a potentially phishing email and marks the digital communication
15 215 as such. The step of identifying the digital communication 215 as either unsafe or
legitimate may be based on an analysis that employs filtering heuristics. These filtering
heuristics, upon scanning incoming digital communications 215, determine whether the
digital communication 215 arrived from a trustworthy site or a known source of harmful
emails, and/or whether the contents of the digital communication are hostile or meet a
20  threshold level of harm.
[0053] Based on one or more of these criteria immediately above, the digital
communication 215 may be identified as being a potentially phishing email and marked as
having an unsafe status. Because the filtering heuristics are not precise and sometimes
erroncous (offering false positives based on attributes of the email), the digital

25  communications 215 that are deemed unsafe are considered “potentially” phishing emails
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[ 0052] Upon receiving the digital comrunication 215, the managi ng conponent
222 is configured to performa variety of operations. Initially, the

oper at i orsocompese filtering unsafe and/ or uninvited diPgirtts2010/035202
comuni cations 215 fromthose that are legitimte. In one instance, the

filtering operation identifie ether the . djgital conmunication 215 is a
pot ent i aIIPygrﬂﬁli 49 ﬂ{yweﬁﬁ? RS E LA dirgH Dot ineon 191 53l such
The step of identifying the digital conmunication 215 as either unsafe or

| egi ti mateemypynigpsiopadéds wnlyasatcathershyi wrifyiag thogstusy qudlity oé thergmaieuFhisis cs.
These filtering heuristics, upon scanning incom ng digital comrunications
215, det appbseed whelehefyirtghe riésgadeats ediphishingadrhalhy” 2dbclantayvied attoorntieally
trustworthy site or a known source of harnful emails, and/or whether the

cont ent s Biot{dEfreindhd BderSABFBHAL GRhb@HréviginBaBd 1idc@ 290 aBfforfunith i@ sdlRlath | evel
of harm [0053] Based on one or nore of these criteria I mediately above,

the disgi ttﬂéicféf? ifation 215 nmay be identified as being a potentially
phi shing email and marked as having an unsafe status. Because the filtering

heuri sti e not precjise and songetings erroneous (off.eri false

posi t 1 vedOb&led on Bt tPfirES, itk ol il Kamingielon i B08 dhs 215
that are deened unsafe are consjdered "potentially" phishing emailsin order
to al | ow RofRatigle phBmeenathRieashaving pn upderaRtus AV lket Hwending adpgite e
comruni cation 215 is truly safe, thereby verifying the actual quality of

t he emai |digifhicemingingqapos &dlS.t dhisdegnafyydonmprac metshtpethaisis storghinsdssogatemai | | "
whi ch may be automatically renoved fromthe user's account w thout

provi di ngvitth éheUdigital Zothn@mipipe Rl 8 Rl Yisé Dtovgdvictlatvliere ke digeal édrmmadhicaion
[ 0054] In enbodinments, marking the digital comunication 215 as being a

pot enpi aldiy RhihidNan®Mdt RiioRS dR¥bd GodardARAkIGIH] *bHdri4ebY €51 s2gRendi ng
a tag to the digital communication 215. This tag nay conpri se netadata that

i s st oredregtﬁctggsoci ation

[0055] Although one method for marking the digital communication 215 as unsafe
or potentially phishing has been described, it should be understood and appreciated by
those of ordinary skill in the art that other types of suitable flagging schemes that provide

15 an indication of potential harm may be used, and that embodiments of the present
invention are not limited to the appended metadata tag described herein. For instance, the
unsafe digital communication 215 may be tracked by adding an identification of the unsafe
digital communication 215 to a quarantine listing that enumerates each of the potentially
phishing emails that have arrived at the user’s account.

20 [0056] In other embodiments, the operations performed by the managing
component 222 comprise generating a storage location, which is dedicated to persist the
digital communications 215 that are identified as potentially phishing emails, upon
ascertaining that the digital communication 215 is a potentially phishing email. If the
dedicated storage location is already in existence, the digital communications 215 that are

25 marked as unsafe (e.g., messages appended with a metadata tag) are placed in the
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with the digital communication 215 and used to govern where the digital

comuni cation 215 is stored and what actions directed toward the digital
comuni cawpan102833are restricted. [0055] Although one meCham$2déi0m0332a2 ki ng
the digital comunication 215 as unsafe or potentially phishing has been

descri bed houl d be understopd and appreciated b osge ,of rdlnary
skill in #H@afgﬁtstqrﬁ%ﬁ eHY Qryplads gy g‘b"i‘séocflﬁ%ﬂj‘gi’*%/fﬁ tgi—‘: deigted R85 ovi de

an indication of potential harm may be used, and that enbodi nents of the
present ilaeasioni ofn @ne ingendei he dedicyed rstoragsp lasdben nemaged baghaeswinged
herein. For instance, the unsafe digital comunication 215 may be tracked
by addi ngoatpohelerttB fand atdupies aficnhdrg ounbatveb sirgert 2210 andfomirei daét stars 23k to a
guarantine listing that enunerates each of the potentially phishing enmails

that havegees7)i ved abedeRlylsiRy d&di@f&P otage [108Bh fuict@inhas RroHadamRtRal t he
operations perfornmed by f he managi ng conponent 222 conprise generating a

312" a2, MAGAbL e ] s SRHLER! ROl ACPBLRLS! 1WAR 19'&JH1|cthRH@E“Hftg‘Et§1t' ons

215 that are rdenti tentially phis emal [ s, upon ascertal ni ng

that the digital nlc 0 otaulml i i Lfthe
dod cat et BB RORD S oRehEh B3 g %ﬂ%ﬂéa&?@e bR GPGR ser's
communi cations 215 that are nmarked as unsafe (e.g., nessages appended with
a et adatfCQHY PreaREsipPGe SgoHinghe adien dhs aerourios &g“eesmc%x thg r\lsero?fo e theeast
stored in association with the dedi cated storage | ocation. In one |nstance
t he dedi ownedcts tarlagevdr @8t thenmiappin@cagedndy 24hevidht deteaighe sepostestorazk3 and
occupi es nenory on the web server 220 and/or the data stores 230. [0057]
Cener al | Vpcdtioas daedipzadid fideragat nopato tie fcpmatd aBfagt dogitious,despecitvigi cal
menory |l ocation that is separated fromthe nmenory | ocation in which other

di gi tjpl COMUNIRARADNE dftmfbnent BANS tbABHrastol a@ﬂt‘n%& Rt JERS E ¥ES) d@ﬁﬁ&‘c' at ed
with the user"s account are persisted. Accordingly, when the account

accessed ot%ychgﬁew&%,eto rgﬁgct Yﬂeast&}age locations on the web server 220. By way of example,

an “inbox” folder may be produced that maps to the storage location that holds legitimate
messages, while a distinct “phishing mails” folder may be produced that holds the digital
communications 215 identified as potentially phishing emails. In this way, the attention of
15  the user 250 is drawn to the isolation of certain messages from a corpus of the received
digital communications 215, thereby alerting the user 250 that unsafe or potentially
phishing emails are present.
[0058] Upon generating the folders and populating the folders with appropriated
digital communications 215 (based on a mapping between the storage locations and the
20  folders), the rendering component 242 publishes the folders to a user at a Ul display. In
one instance, publishing may include posting a title of each of the folders, respectively.
By way of example, the title “inbox” of the folder mapped to the storage location that
holds legitimate messages may be positioned alongside a display of the inbox folder, while
the title “phishing mails” of the folder mapped to the dedicated storage location may be

25  positioned alongside a display of the phishing mails folder. Accordingly, the service
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non-web mai|l server 240, the mapping conponent 241 will detect the separate
storage | ocations and produce folders that map to the separate storage

| ocat i onswonresy8iPvel y. That is, the mappi ng conponent PRFIS2&10085202 gur ed
to arrange the folders in the U display, or client view, to reflect the
storage | ocations, on the web serve way of exa "

fol der nmeRfOHECTP SRIGRAORYFXHTO Mhgpsct 55¢ ﬁ@t gq%ﬂ%@ésaagisaﬁrﬁﬁﬁ SRR a%do o

| egitimat e nessages, while a distinct "phishing nails" fol der

produced GOREEY WHY diser-inétiatedypetians chiestsdi tewaidothe msfeuraw@gqsumslﬁggl in the
potentially phishing emails. In this way, the attention of the user 250 is
drawn t o thivhingsohds fadderodre aesttiatcd—e slxaglessnéa ofrbang ableute whniphleter thedived
digital conmmunications 215, thereby alerting the user 250 that unsafe or

pot ent i aldighlBhoShiwves WERdrS aeisPE@sRMg the (ARBIngUneil geMeriatimigghish 60! ders
and popul ating the folders W th approprlated di gital connunlcatlons 215

(based onya EB%%% Hﬁhe%% Itﬂ%/eﬁt‘rﬂéf’]fi&feok gﬂ%f Bﬂﬁlgatg i e aflﬁér%ﬁ" p@%shuf

renderi ng c rrponent shes t ers to user at a

one instan i sh |ncI 0 t|n t|tIe h_of

ol ders, FBsBuEt tb%rlgﬁlg%v yPIE aAllpRi  bl ivi ey mf"szelfi%ﬁ der
mapped to the storage Iocatlon t hat holds Ie tlnate nessages nay. be

posi t i oned thy B @ the igbopfalderofAdvratagpisly. s pfdsh m&maﬂéogiﬁépliomqeé the
"phishing mails" of the folder mapped to the dedi cated storage |ocation may
be posi t iweeblaltihgsooestentdingpiiaycxplerictnue yhtnghiviggtingfdlders ahdisrpermissible

Accordingly, the serviceprovider is able to convey to the user 250 that

certai n nesisagescoariacdsiefonnstineil diedt 249. convey why user-initiated

actions directed toward the unsafe nmessages persisted in the phishing mails

fol dap argosqst ri ctedyistudsBe s anae Bhvoeho b sﬁla&%bﬁ&ﬁ'% Fl'éh@etré‘d bhenJl
di spl ay of a web browser. Th surfacing the i'ng mails folder is a

That S,
T 2% etk R Wl LSt I

all ow ng tehb mat K 161%52910t18 rtllllm%\{\é t Eor nrs]tlarslcr:]el, 0 thrrraelfelrenceltg %rIG 6, an exemplary Ul

In

display 600 is rendered that includes a representation of an inbox folder 620 in proximity
to a representation of a phishing mails folder 630 within a folder list 640. Upon selection
15  of one of the folders 620 or 630, a representation of the digital communications 215
persisted in the folders 620 or 630, respectively, is displayed on the Ul display 600. As
shown in this illustration, the inbox folder 620 is selected. As such, a representation of
some of the digital communications 215 stored in the inbox folder 620 are presented in the
inbox 680. Accordingly, the user 250 understands that these digital communications 215
20  are identified as legitimate and are safe to view, save, send, etc.
[0060] Typically, the representations of the digital communications 215 are drawn
from properties and/or content of the digital communications 215. For instance, the
representations of the digital communications 215 may include a snapshot of the contents,
a date, an identity of the sender, and/or a header that corresponds to a title or subject line

25  of the digital communications 215, as depicted by representations of messages 665 and
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in the context of the inbox folder. Advantageously, the phishing mai

fol der provides the user 250 with a consistent, intuitive experience when
navi gat i rgof2olodesszsoand is perm ssible within the confi nesTafS2alo®3szon- web
mai | client 240. [0059] As discussed nore fully above, the U display may

be rendered .at, th rese ion device that is operab] oupled to th
client de@gdg thes 0oL 5T %ﬂétﬁelﬁ%mﬁ}% e 2o EE 9aB) 91 ?e@FFﬁF%t}O%f
instance, with reference to FIG 6, an exenplary U display 600 is rendered
t hat i ncltheldigital oapneniesitoat] 1gnthefintgrciimbenmpasicae?4epansits greomingandyio thy a
representation of a phishing mails folder 630 within a folder |ist 640.
Upon sel ectvi@gnp@ividenao detch the fcohtdets sof6R0 digitd Idmmurniepioasziit aflhonseoficd he

di gi tal conmmunications 215 persisted in the folders 620 or 630,

respecti ygbyider thedi ﬁ@é@»@edlemg(sgea Pendbdsl e 8Ral AHr&BRMAon o tddt@mine
illustration, the inbox folder 2@ is selected. As such, a representation

of soge %hettlﬂe‘?itﬁé Eﬂ.‘ﬁﬁt@i‘ ccﬁxﬁﬁ&‘é%foﬁ? 18N8 ﬁlgeid;%sq{aﬁﬂlgi dh ﬁxﬁg%&ﬁ%oﬁ QLA H20

are presente e in cor e “user under st ands t hat

these digital ,c nications.215. are.identified. as . legitimte and.are safe
o vt ew, s aier Ry hEfiok o oF i RDRRERT poteREe B eb it R 81 8RR ke
digital communications 215 are drawn from properties and/or content of the
di gi tal cSREMPEYidesaay defermpige Whidhaneeconype the sprisnefathcotpdecid digial

di gi tal conmmuni cations 215 may i nclude a snapshot of the contents, a date,
an i dent idoynnafni¢dtion Sdiderthe anoab mathehewr240har rovlerieg pometdadectha contehte or
subject line of the digital comrunications 215, as depicted by

r epr esentwith dnarmihg Mesagyese 6Gbreatdubicral700hef RIGbDX 680 of FIG 6. Upon
selection (e.g., nmouse click) of a representation of the digital

comuypi cagpper] 215, 1hhend BIGHGE tyPRaGPRRACHT is 243k diRRS Mlat Sh& ([SOOPRAE{ O the
service provider to fetch the contents of the digital conmunication 215.
The servi Vi i ( 10 "Nl
repr esentsg F@énﬁ){so(g%étteé IrEl 0%19%% q\%ﬁ@% %ezlﬁat“{aﬁeotfg%%ﬂ%?@@%%gﬁléna% lltsgtﬁagli %a&@dmr ked

as havi ngasaanpgtggt?glgl Sﬁlsaﬁlggs eglraill ((gg r}}lépfelct%(ljg the metadata tag appended to the digital

communication 215), and ascertaining that the digital communication 215 is persisted in
the dedicated storage location, a portion of the content of the digital communication 215 is
15  surfaced for examination by the user 250. In this solution, one or more uniform-resource
locator (URL) links incorporated within the content of the potentially phishing email,
which is persisted in the dedicated storage location, are deactivated. Accordingly, the user
250 is prevented from navigating to a fraudulent website via the potentially phishing
email, but can still evaluate whether the potentially phishing email is truly unsafe or
20  uninvited upon inspecting the content thereof. Advantageously, disabling the URL links
reduces the user’s exposure to a potentially dangerous site (e.g., spoofed site) and
effectively mitigates damage, both financial and personal, that may be caused upon
attempting to visit the site.
[0062] In a second solution, typically when it is ascertained that the user-initiated

25  selection is directed toward a representation of a digital communication 215 that is marked
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as a potentially phishing email. If identified as a potentially phishing
emai | or unsafe, the service provider may determ ne whether to convey the
cont ent ovothw/sed3ect ed di gi tal conmuni cation 215 to theCmars2ewelo3izat |

client 240 for rendering or replace the content with a warni ng nessage (see
reference nuneral .700.9f FIG. 7). [00 I.n . one solutio ically when it
S ascor tarRten iy TR gt it eiode S BB Ratipg ol &l Pronirnd
representation of a digital comunication 215 that is narked as a

pot ent i aldoyrphi sthragg lesptipn tisyinglndgsdegifimgta ermmprigetians (rappehisethddabao t he
di gital comuni cation 215), and ascertaining that the digital comrunication
215 i s pdbkicst 6 dontchhef thedickated dligitab capenunaaton @h) isarcplced omthaf watnéng
content of the digital conmunication 215 is surfaced for exam nation by the

user 250.mésRadchihtt SlyUbd Qiirfacell EoP bxARnetis bl GhEMs&S 251, C an |tR1g aoitioh Uile)
|l inks incorporated wwthin the content of the potentially phishing email,
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Accordi ngly, the us I's prevente rontnaV|gat|ng

website vj.a the tenti hi shi n n t e whet her
e pot ertSab I BARSRthdraasaRi e PRy i dleared eF vt BUSRER Fordoct s ng
t he content t hereof . Advant ageously, disabling the URL |Links reduces the
user' s expe¥igRdmagped fotheritl mg/n@aﬁé@%%ogto 1fy the yper 239 @bmeepille theymand
effectively mtigates damage, both financial and personal, that may be
caused updvaadettberparitery of thewickicted tdngta coremup@aBR] 2 1is aoseyordl,shd waingry
typically when it is ascertained that the user-initiated selection is

di r ect ed hesagedmayr @pioasigntiadlidn imdtrudihis indadr £ A ninkathanupdhSsdldugibn) S

mar kedas a potentially phishing email, and that the digital conmmrunication

215 i19. p%%ig%%eecﬁe LiEer2 36 HRRLH-O% &9 T%@Q@e%'b%kw&é? allow§ AlcUdes23e@i bWt
communi cati ons (mapped to the inbox folder), the content of the selected

i gital COImHLLPaL ANeBLP sy aheceh%&q%ttgl% PR T TR SaRAGHHOAt IR, e

surfaced Tor exam na user ion

dynamically controlled by the service provider and can issue alerts and other security
measures while the user 250 is interacting with the selected digital communication 215.
Accordingly, the user 250 is substantially prevented from navigating to a fraudulent
15  website by hiding the potentially phishing email, but can still access the contents of the
potentially phishing email at the web browser to ascertain whether it is truly unsafe or
uninvited.
[0063] In an exemplary embodiment, the user 250 may attempt to perform an
action with respect to one or more digital communications 215 identified as potentially
20  phishing emails. In one instance, the user 250 may attempt to impose a “move” action on
a digital communication marked as unsafe. By way of example, the move action may
include an attempt to move the unsafe digital communication from the dedicated storage
location to a storage location that holds digital communications identified as legitimate. In

embodiments, the move action may be transmitted as a request 270 at a time proximate to
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war ni ng nmessage serves to informthe user 250 that the selected digital
comuni cation 215 is considered to have an unsafe status, in |lieu of

enpl oyi ngwohelodssizeat ed storage | ocation (mapped to thePphitshimg3szat | s
folder) to notify the user 250 of possible harm Because the content of the

selected digit (oX0) nication 215 is. not reyeal ed, the warni nmessage nay
opt i onal |tge i%?ﬁf%&em?’ P% (R MGHS ChALR dimeavhed e IﬂﬂP-Wﬁ‘éP}aﬂ\S@E‘ﬁt 28 &84 fgn,

navi gate the user 250 to a web browser. The web browser allows the user 250
to view tR&ieeanpeder &f synvlrapdatedet ed di gital conmmunication 215 in a
protected environnment that is dynamcally controlled by the service

provi der [@6éH]can i sEue mdwer haicmnchagt be rtranemittedt withmather esjuedti 28 tvive theser
250 is interacting with the selected digital comrunication 215.

Accor di nghiractilg désfon@h0243s 165 URs bantitdl YorRp@anted Jir @ RaMégptdvidert 0 a
fraudul ent website by hiding the potentially phishing email, but can stil

access t NReaM e Aualifle AADEI! 254 YorBiRlsY itﬁ@reg_[@[t gggéi?itti?%d‘gﬁbthg LRyeer to

ascertain S y unsafe or uninvite exenpl ary
enbodi nent, the,.user 2 nmay, attenpt to performan action wi.th respect to
one or " more-dPglitart 55 MRdal] BRCEsvatn BohbAhdR 8o at it s TR Shi ng
emails. In one instance, .the user 250 nmay attenpt to i npose a "nove" action
on a di gitnapfe dbgHalsPREIUNtinar KE8o.d8c graltng anfo%%%tﬁ@ma?s vhethgfove
action may include an attenpt to nove the unsafe digital comrunication from
t he dedi dht ewve ndragwptas an kdwt ofoesiristed maigans| dts, therevehiatinghadragongnigi4al
communi cations identified as legitimate. In enbodi nents, the nove action

may be t rdgsloivi trael oagena of eli @sdaf diital c@minufiRafdsrositdic eht Qtieatdd 8tor2d0
i nvoki ng the nove or at a tinme when the non-web mail client 240 and the

servijge RpNioHEr ARCE: IR NERH %%&Ehr&ﬁ%h, ThicprdTOMSHGE lof Ofle bR digital
transmtted within the T'equest 270 via the interacting conponent 253 to the

eval uat| G RORB RS %gtﬁrn%ﬁ i%&ethﬁeprh\ﬂh?n% RlafY lf&iﬁ&; which maps to the dedicated

storage location, thereby informing the user that the digital communication is deemed to
continue to have an unsafe status. In other words, the user 250 cannot move unsafe digital
messages from the phishing mails folder to any other folder and have the move reflected
15  on the web server 220. Even in instances where a move action is permitted, exiting the
unsafe digital communication from the dedicated storage location does not affect the
metadata tag and related functionality associated with the unsafe digital message.
[0065] In another instance, the user 250 may attempt to direct another restricted
action toward a digital communication marked as unsafe. By way of example, these
20  restricted actions comprise one or more of a reply command, a reply to all command, and
a forward command. Although several different commands have been described as
restricted actions, it should be understood and appreciated by those of ordinary skill in the
art that other types of suitable commands issued by a user that target digital messages are

contemplated as being restricted actions (e.g., save command, edit command, and the
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Typically, the evaluating conponent 224 intercepts the request 270
initiated by the user (e.g., applied at the U display) and determ nes

whet her twe 2npvieszeti on i s targeting an unsafe digital eomwusadiomasizon. |f
so, the eval uating conponent 224 determ nes whet her the nove action appears

on a list._of restricted.actions. If so, the evaluatin onponent 224

di sal | O\A/shkr?&\ﬁé‘ﬁethi‘t GrOaFRcHf SAfhe BHCEY RVOHAM3H B2t lBRed t Logecomiands

dedi cat ed storage |ocation. Accordingly, upon synchronization, a

r epr esentdgsérdiwddfraithe unsafe digital communication is returned into the

phi shing mails folder, which maps to the dedicated storage |ocation,

t her eby i[0066]m ng tWenusadminsairinighethdi giedtatted oraotion cahi cam | snsdéenéigithlo
continue to have an unsafe status. In other words, the user 250 cannot nopve

unsaf e di@nindnitRDE 2GR Srebtiiofdd tdaoP MhaSNbd Grandhittsd Wathele Ehet Rqady 200 Red ol der
and have the nove reflected on the web server 220. Even in instances where

a mve a%ﬂ'eg%tﬂslg ol e' %&9943. eIt d %gal{lﬁﬁlgu?@g'éfnet ‘F]@izh.‘i' Ag%‘,“ﬂ'i‘é %%Ih%ﬂllgfe rom

t he dedi cat ora ocati on does not "a e netadata tag an | at ed
functionality a i.,ated with the af i qgital sage. [0065] ].n anot her
ot ance topimbnd ety e rasiy 78 R ElePirs BT 85 reh e ashih B
toward a digital communi cation marked as unsafe. By way of. exanple, these
restrict daestRg emynwdnpigitdecupauycatian eByvay afripplco fetaraning veghss 4o a |
command, and a forward conmand. Although several different commands have
been desamiséfedompotertsllyi ptigdng otigital somnungdadioh ds egetnd érnsiws dchagidng the
appreci ated by those of ordinary skill in the art that other types of

sui t abl e quarawene Hstits asetadywitcthig elic idbatifidasivgef thdisglicttal digasagesunicstion
contenpl ated as being restricted actions (e.g., save comand, edit conmmand,

and tjgel ia‘ﬁﬁ%ars apf dihat ﬁ@%ﬁ@”k%arﬁ%le,t h@et&hﬁﬁiﬁgt WHIMRRT LN yAle n@{(githli mted
to those conmands descri bed herein [0066] Upon adm nistering the restricted

f‘f;ing% f[&gﬁ%&ﬁﬁaﬁi‘%ﬁ . ﬁiet%%%egége gr}%%gi i@%}taeicﬁ@% thd' St &RE "digit LoRGhiRLat Y oPe
ascertain whether the digital communication is appended with a tag that marks the digital
communication as a phishing message.
[0067] Generally, the metadata tag appended to the selected digital communication
15  governs how the digital communication is treated and whether an action submitted in the
request 270 is honored. In addition, the metadata comprising the tag may be adjusted to
allow certain actions and disallow others. Accordingly, the restricted actions may be
specific to each digital message upon the filtering heuristics determining a level of risk
associated with the digital messages individually and memorializing the level of risk as the
20  metadata within the tag.
[0068] If an unsafe digital communication is being targeted by the user 250, the
evaluating component 224 disallows execution of the action in whole or in part. In one
instance, failing the execution of the action includes failing a command to “reply to” or

“forward” the digital communication 215. Further, an operation-fail indication, or a

25  known error code, is sent to the non-web mail client 240 in response to the failed request
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interacting conponent 243 to the eval uati ng conponent 224. Again, the

eval uati ng conponent 224 intercepts the request 270 and det erm nes whet her
t he restrwotzet)/@si3pon is targeting an unsafe digital comouAiSec@vioaszn2 By way
of exanpl e, determ ning whether an unsafe, or potentially phishing, digital

comuni cgtjon is targeted |nvolves checki.ng.the quarantine |list to

ascer t ai 2 fhethaet BRanGe s fAREREIPBabANGiAdiows| léc%vgatalaﬁlaé& S i APSat i on
appears therein. In another exanple, determning whether an unsafe digital
communi cachenatedsanda trgpsraiged mponvils SeRepe PEOWAECTt ereoyricERg éid ragil (irtoa| when
comuni cation to ascertain whether the digital conmunication is appended
W th a tagryhgtoutanlkstidh ewsdipgodedl to abistrasy whteaie &sluee phexshutagheressatel

[ 0067] Cenerally, the netadata tag appended to the selected digital

comuni caiction iP MM@itidhalnOM dttghdiiBithide, SQIMALNIhG BpeitiohFail iRBERGnARCoIVEEL her
an action submtted in the request 270 is honored. In addition, the

met adat a ¢ ﬁ%?cj @9 nBR—ﬁYe“Rg-{JaiFBYeﬁP%@Qi é&?&%&& thafts a‘i’%@’a%%ﬁ 'IPtoatﬁéﬂe??SInand

di sal [ ow ot her ccor y, the restricted actions e specific to

each digital. ssage upon.the. fi.ltering heurist.i determ ning a | evel of
FTok asedbrdraEy  FRevEH Bt A1 opeLotgng SR p Ry LA et f 41 ng
the level of risk as the netadata wthin the tag. [0068] |If an unsafe

di gi tal dBHAUAT dagi- ofPrep eIyt 8F ghadenyesioa isdic a5, 23hdhadyveusicing
conmponent 224 di sall ows execution of the action in whole or in part. In one
i nst ance,adfranistcreg adtien dxibeslit Aeeordingtyh shaétiiuonmenizeide she mididatny raind@nerand t o
"reply to" or "forward" the digital conmmunication 215. Further, an

oper at i orthatf thicl digitali @abrhofication ecléot@Wdy &h¢ @lkerCcO8IE is idendifisd ab @ pbLntiIly- web
mail client 240 in response to the failed request270. In one instance, the
oper api OnsHididg dgMlj.cations is substantially simlar to those generated and
transm tted upon the service provider encountering a real error when

g)"’(‘regﬁit o9 t[ﬁg@r] ot ?icz':l%]gagidit%%, B9RRSAAg iR Ll SacRBRE MM ES B GarhRIHEE § the
unsafe digital communications, the service provider controls the distribution and impact of
a potentially phishing email. Advantageously, in light of the above security measures that
work within the confines of the web-mail client 240 that does not support any antiphishing
15  features, user safety is ensured as the user 250 is prohibited from responding to a
potentially phishing mail.
[0070] Turning now to FIG. 3, an operational flow diagram 300 illustrating a high-
level overview of a technique for identifying and organizing potentially phishing emails of
one embodiment of the present invention is depicted. Although the terms “step” and/or
20  “block” may be used herein to connote different elements of methods employed, the terms
should not be interpreted as implying any particular order among or between various steps
herein disclosed unless and except when the order of individual steps is explicitly
described.

[0071] Initially, the flow diagram 300 shows a service provider 310 that performs

25  several operations. The service provider 310 may be supported by the web server 220 of
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action is intentional. In another instance, sending the operation-fai

i ndi cation involves returning to the non-web mail client 240 an error code
that is avoeadyi3kizown to thereby. In this instance, thePoorusaelo/ossnt client
240 may automatically convey a nessage, a visual indicator (e.g., pop-up

di splay),_or .other expressjon to the user_ 250 that the useradmnjstered
action fdilPed. OABRLP eﬁguavi,wﬁéh%ta}? I"EPeCERTAHe I@P‘Wa%n}%‘d‘?l@&{ 8807 o or ces
that the digital comunication selected by the user 250 is identified as a
pot ent i aldpgrasians hemermeddy the[sg0ag] profidgy éﬁ/@ ighudepseceivimgtd mgssape (ugethe
actions that may be admnistered to the unsafe digital comunications, the
servi ce pligivdl demmumitatioh 215 bE€FHE.sX)rfrdmutliecousmed® 10 r(p@ctepod 159 apdbentthmidgy

phi shing email. Advantageously, in |ight of the above security neasures

that wor kyithdpiche inB&agORTA frstafly hbhBhWe Rnimi (boccté£310) 24 oh Raicrdnas: et
support any antiphishing features, user safety is ensured as the user 250

i's praqhibj r J p, ta.al L.y phi.shi i
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hi ghl evel overview of a technigue.for, identifyin nd. qrgani.zi ng_ .

porent | sl TSR Atsitshie Sahi o Chsornast Tor ha s dBe i dar o i s
depi cted. Al though the terns "step" and/or "bl ock"” may be used herein to
connot e dleprcEdetiptegéient s of met hods enpl oyed, the terns shoul d not be
interpreted as inplying any particular order anong or between various steps
herei n dil88T2sed unWVegbgecznmcexe dpt fish eolutire agicdbutedogbavadibeitelggeld messpes i s
explicitly described. [0071] Initially, the flow di agram 300 shows a

servi ce phovbeadbredi atshabgletittvnndediardralpespengipbenstallylpdsisg vinaids grdovi der
310 may be supported by the web server 220 of FIG 2 or any other hardware

that oS reERhdfb A §Le2 50 MeRsIRE madl fofie oR 4R UTHSpIap &bl BEhbR med
by the service provider 310 include receiving a nessage (e.g., ‘the
web mail client 240. With reference to the second solution articulated above, the tagged
message may be stored in a common storage location in conjunction with legitimate
messages and presented to the user 250 in an inbox folder on the Ul display rendered by
the non-web mail client 240. However, a user-initiated selection of a representation of the
15  tagged message will retrieve from the service provider a warning message that replaces the
original content of the tagged message.
[0073] As depicted at step 330, a user-initiated command to view an account
associated with the user 250 is received at the non-web mail client 240 and conveyed to
the service provider 310. By way of example, the view command may be automatically
20  sent upon the user 250 logging into and activating the account. Upon receiving the view
command, the service provider 310 organizes folders such that they are mapped to the
established storage locations and populates the folders with appropriate messages based on

the metadata tagged thereto, as depicted at step 340. The organized folders are rendered

by the non-web mail client 240 and published on a Ul display, as depicted at step 350.
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di gital communication 215 of FIG 2) fromthe source 210 (see step 315) and
ascertai ning whether the nessage is a potentially phishing email (see step
320) . Upowoasuer3smbni ng that the nessage i s a potential ipgTaisealiosszoemai |,
the service provider 310 appends to the nessage a netadata tag that

325, [ 00TDS U FE BIdAR e b0 R hebs Bl O [ et R P

t agged nessage may be stored in a storage |ocation dedicated to per5|st|ng
pot ent i althymspiages prpubated Insagihl¢aresented to the user 250 in a phishing
mail folder on the U display rendered by the nonweb mail client 240. Wth
ref erencd00dt]t he sdbenthalp] aitdqoostdsuchcaslth edjuali@76,0ftHE. agnedbemessage may
be stored in a common storage location in conjunction with legitimte

nmessages fadifl tRE @SQNLAM td QdinhBsttiS 8 a266h bR AR bNhARXe belkemigthe Tis & spl ay
rendered by the non-web mail client 240. However, a user-lnltlated

sel ectsi onyg gfcx e{tesPé e?&ﬁt?ﬁls%‘%d%fst fshent @qgsqugﬁgﬁdw 10@| i {H §UEmlHQM L he

service pr a vvar ning ne sage t rep ace e ori COI’]t ent of

t he tagged ness 073 cte te ini
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non-web mail client 240 and conve to the service provider 310. By way of
exanpl e, M¢fadajy SRPEWRERIMAEILHD %?@ab}’éh? |r9qv§étntndaﬁ9&-‘nﬂten@e&%lé¢ S)zats:

| ogging into and activating the account. Upon receiving the view command,

t he ser viidentifredviasd @otedtialyo mbeshinge smads; dends véhedter tthat actine yadmigistesiphesl & o t he
establ i shed storage | ocations and popul ates the folders with appropriate

nmessages rbasedd artibhe Ifeithdabh ticgdedatdremet enctathedehe ciceon a$ catreg @40. The
organi zed fol ders are rendered by the non-web mail client 240 and publi shed
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informthe user 250 the status (safe or unsafe) attached to the nessages
popul at e%o't&ltlgfhg r}3hls(?1| nge emails. This is depicted at step 370. When the action is not
implemented, or denied, an operation-failed indication is sent to the non-web mail client
240, as depicted at step 380.
[0075] With reference to FIG. 4, is a flow diagram illustrating an overall method
15 400 for alerting a user of a potentially phishing email upon the user accessing an account
via a non-web mail client is shown, in accordance with an embodiment of the present
invention. Initially, the method 400 involves receiving a digital communication at the
account associated with the user, as depicted at block 410. Incident to identifying the
digital communication as a potentially phishing email, a metadata tag is appended to the
20  digital communication, as indicated at block 420. Next, the tagged digital communication
is placed within, or associated with, a storage location that is dedicated to persist digital
communications that are identified as potentially phishing emails, as indicated at block
430. The visual representation of the storage location is presented to the user upon the

user accessing the account via the non-web mail client, as indicated at block 440. In

25  embodiments, the visual representation provides an indication to the user that potentially
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[0074] Eventually, a request (such as the request 270 of FIG 2) may be
received fromthe user 250 to adm ni ster an action on one or nore of the
nmessages.woOn0R)/13833depi ct ed at step 360. This request i sPEEMIS2410/0832@2 servi ce
provi der 310, which determ nes whether to honor the request based on at

| east the t follow ng criteria: whether the netadata a ded to
message( @hlﬁgg@%@%% 2RV §dey JBE PSS ScfcESH 2 darie %%lgléffgtfﬁe r& NayE8ta i ed
as potentially phishing emails; and whether the action adm nistered is a
restrictamsafenstaon: |f either of the criteria are not met, then the action
is carried out. Gtherwise, the restricted action is not inplenented on the
nmessage( dP0idiat ar ewitheokichcet BIS. poi dotvi dhgrgmphushiting ag weedal metiods500s
depicted at step 370. Wien the action is not inplenented, or denied, an

oper at i orfof Alah@bng ReatERhi OMorcSors@bie difitdl REMAARNIWEBNIWhén GédesRH VA4S nodsS
depicted at step 380. [0075] Wth reference to FIG 4, is a flow di agram
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phi shing enmai| upon the usér accessing an account via a non-web client

is shown, in.acgordanc L h enbodj.nent of the pr.esent invention.
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account associated with the user, as depicted at block 410. Incident to

i dent i fyidseoumseswrigiadayitle spfpndedieginicas obthsstigkal icampynigstiani Ag deristed a
netadata tag is appended to the digital conmunication, as indicated at

bl ock 420t biekt510t higont mggedgdhgidigathl conmumicetami, ditteiing ptwreseds wictapphed tor
associated with, a storage location that is dedicated to persist digital
comuni cajete@menet Watthar éhd digithli EorethufRafiel &Nt alninyitpdimdkng emailkgitimas

i ndi cated at bl ock 430. The visual representation of the storage |ocation

i's prigsenh&dadcd Whbn HREig A RWBrinfRidisich iAEAESThADto PRV ﬁdés%a%e!? €he
non-web mail client, as Tndicated at bl ock 440. In enbodi ments, the visual
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havi ng an C . . . . .
communication is replaced with a warning message upon receiving a user-initiated request

to access the unsafe digital communication, as depicted at block 530. In embodiments, the
warning message may function to perform at least one of the following services: convey a
15 notification that the unsafe digital communication is identified as a potentially phishing
email; provide directions to access content of the unsafe digital communication via a web
browser; or provide a uniform-resource locator (URL) link to a web browser that, upon
selection, allows the recipient to access content of the unsafe digital communication.
[0077] Eventually, as depicted at block 540, the non-web mail client is instructed
20  to surface a representation of the unsafe digital communication in a listing rendered in a
user interface (UI) display. Typically, the listing includes one or more representations of
digital communications determined to be legitimate messages. In one instance, the Ul
display rendered by the non-web mail client cannot be reconfigured by the service
provider that manages the user’s account. Upon receiving a user-initiated selection of the

25  representation of the unsafe digital communication, instructions are communicated to the
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unsafe status. [0076] Wth reference to FIG 5, a flow diagramillustrating
an overall nethod 500 for managi ng treatnent of one or nore digital

conmuni cawDane)/MiEsn accessed via a nonweb mail client | ®CTRSMLO/085202

accor dance mﬁth an enbodi nent of the pr esent invention Initially, the

met hod 500 i ncl ude etectin t of a digital comunicatipn .a n
account d¥50¥Y tnéadf\ﬂ,ﬁ?lﬁ %n pfe%?lgn F"é’é‘?gplnéeﬁ?agﬁf tOt e &rege a%‘gr‘?ﬂﬂ%&i‘P@ati on.
As depicted at block 510, upon receiving the digital conmmunication,
filteringerraling sentenf oA itles wppfei dbgital omatuaiontion Whisishdapiaterkatdlepkt30.

communi cation is an uninvited nessage or a legitimte nessage. \Wen the

di gital dOo6T8]ni cat iWithirsfectatetorFh@do.t an tlastaativenicroen tdeghlayesSagenplarhensel gi t al
comuni cation is marked as unsafe, as depicted at block 520. The unsafe
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user-initiated request to access the unsafe digital comrunication, as
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perfor m St on OW Ng services: convey a noti Catl on t hat

t he unsaf t al ion i.fi nt| | | hi ng
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connunlcatlon via a web browser; rOV|de a unlforn}resource | ocat or
(URL) | i riessrizasionsh therfalsey 620mnd, 63@;564? 9hemenggement PhiRs storecrlaedtioneat to
access content of the unsafe digital comrunication. [0077] Eventually, as
depi ct ed tht sbivisckprevider, twiglenthn-mesdsageni thatcare entlude! imnther flobdeed 620 asditBlce a
representation of the unsafe digital conmunication in a listing rendered in
a user i ntgitaady,(hhp teltigphagagehythhcakl populabed ints thengpiracd dck@ge dvatiois nor e
representations of digital conmunications determined to be legitimte

nmessages. (el defRated 8hABGRmMoh N 8eshbctdefPl ay rendered by the non-web i l
cllent cannot be reconflgured by the servi ce provi der that manages the

user’'s aqggugt- UPqn,{i&e eﬂegfeggltﬁlo%§erf &Qésaée%té‘é?) ﬁl%kze&et hﬁﬂla%d bR&he user

interface 600. In one embodiment, the representations of messages 660 that are appended
with a metadata tag that indicates an unsafe status are presented only upon accessing the
phishing mails folder 630. On the other hand, in the embodiment illustrated at FIG. 6, the
15  representations of messages 665 and 675 that are appended with a metadata tag that
indicates an unsafe status are presented in a listing of the messages 660 in the inbox 680
upon accessing the inbox folder 620. That is, the tagged messages and the legitimate
messages are persisted in a common storage location and populated to a common folder,
such as the inbox folder 620. Accordingly, in order to inform the user that these
20  representations of messages 665 and 675 that are appended with a metadata tag are
identified as potentially phishing emails, a warning message is surfaced upon the user
attempting to open and view the messages 665 and 675.
[0080] Turning now to FIG. 7, an illustrative screen display of an exemplary user
interface for presenting a warning message 700 that is rendered in licu of revealing content

25  of a potentially phishing email is shown. As discussed above, according to the second
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representation of the unsafe digital comunication, instructions are
comuni cated to thenon-web mail client to present the warning nessage to

t he reci pverzb10zu3sd3ni t hhol d reveal i ng content of the unsalCe/us2e0iai202
comuni cation. This is depicted at block 550. [0078] Wth reference to FIG

6, an illustrative screen disp|ay of exenplary user. interface 600.for
present i ﬁeﬁﬁwpo‘iha EPPERLY Wﬁg&l Bessage ﬁ}%&ese ctos Db HichRB 151 76P iesdh Witk &k ¢ o

persi st potentially phishi ‘ng‘en‘ai | s is shown. As discussed above, the inbox
fol der 62varamg méssagshiOdhwhighimilisplayes @ehe 830 birdle man-wicls plagdyedignt Asesuecb) der
list 640. In enbodi ments, the organization of the folders 620 and 630 nmap

t o t he nehagemeng neksapghepstificalgeschves ad hlertsthatisdrivd ppemvinceskpaveisted witkhi | e
the nessages that are included in the folders 620 and 630, respectively,

map to thﬁi_sﬁﬁ%§?.esfhfe Redmiaf; SnRige 1780 @l Ps RS, HEPaIcRide afleRpRdewh@aat | ons
(e.g., dedicated and common), respectively. [0079] Further, representations

of magsaﬁ%?ﬁf%? 91 0RY inkGe i . Ry @@ kOemkse Eeééédg&fﬁigt?sgger 0O0Qs0didte® Q&th, atnh a

enbodi e e representations of nessages e appended w
nmetadata tag.that indi cates an unsafe sta ar e. sent ed, on|.

Rocesai ndHHE it hi by i g Pt ier messoe Y rit P RER esaaarion {20 Tor
enbodi nent illustrated at FIG .6, the representations of nessages 665 and
675 that rsplaciap seneranalicontent yith dpavarminggmessage 7 MhpndierediresHonmiBal dealyat us
are presented in a listing of the nessages 660 in the inbox 680 upon
accessi ngletiheaté thzosterfsod dear sbeald tFkato visy thherigagleontenss slagew iastdndch ¢he

| egiti mate nessages are persisted in a common storage | ocation and

popul at ediitcotienscayiiidand dat thesuseh sidsuld I intdaxvdbobrdasertdOiicviabobdiingl y, in
order to informthe user that these representations of nmessages 665 and 675

that 1gre &H&ﬁﬂgﬁﬂm%é@d?}n&%&g@alﬁlath{sﬁﬁst%c% hdenid fiheds %vm%fd‘%ﬂttﬁ@béd& of
phi shing emails, a warni ng nmessage is surfaced upon the user attenpting to

oFen 20 1 S ACaTRGFE, B ARaf Ly PO, oy for
a fraudulent actor to use a URL link within a fake warning message as a phishing vector is
avoided.
[0081] In another instance, as illustrated in FIG. 7, a URL link 740 is surfaced in

15  the warning message 700. Selection of the URL link 740 navigates the user to a web
browser that will allow the user to view the original content of the selected message to
verify whether the message is properly identified as a potentially phishing email.
Typically, the web browser includes antiphishing controls making it a safe forum for
viewing possible phishing content.

20 [0082] In yet another instance, the warning message 700 is specifically tailored. In
one embodiment, the warning message 700 is specifically tailored based on information
related to the user attempting to view the tagged message, wherein the information is
pulled from sources accessible to the service provider. By way of example, language of

the warning message 700 is tailored to the user based on an indication of the region/market

25  that the user is associated with, where the indication of the user’s region/market is pulled
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interface for presenting a warning nessage 700 that is rendered in lieu of
revealing content of a potentially phishing email is shown. As discussed
above, acwondingsi3e t he secondsol uti on, the content of &Cragg@dosessage
that is selected for viewing is replaced with the warning msssage 700,

which is disp|]ayed,to the user t he maj | client suc t he
war ni ng rﬁgg'%éé% UG e Pl PI?aPmﬁese%ésse%n‘gF@ﬁE&W@ Jg%rw%‘?m%d{l%gﬁi‘ge JI?Oor 1Sk
associated with this nessa The war ni ng nmessage 700 in enbodi nents, may
i ncl ude aeafipallyctailoygsl haSﬁg qroiermgtivn elagedi tonthei westd messagenvhisiugher ¢ hat
a selected nmessage is associated wth an unsafe status. Further, the

war ni ng nefsageor/30puliey frone thederiginalecoptcanat popertiz@ off ahe t%gé(hﬁiestgge.héiy
original content with the warning nessage 700 and/or directions that
clearly dely beatfnflbea pheRse of ¥sREnSTRIU &%%%g}d%@% e Qif@bd@ the
content. In one |nstance the directions may indicate that the user should
| og igto g nel %n%sg to view the original content of the tagged nessage.
In this insta L link is prOV|ded in the body of the marnlng

2 17 aaul BRI et or efpi%%fﬁn?ﬁ"atk v dePa Uy TR SRy

phi shing vector is avoided, [0081] In another instance, as illustrat ed in
FIG 7, &£mydimenis whieh e Wé@:é‘ﬁan ACYPRES iR PRI e tivE¥e Zfber7ben reSEIdREi on of
the URL |ink 740 navigates the user to a web browser that will allow the
user to \Alewnathe embadimants conlt beronef apraecnt b gbosedofreskege skdl-inethicfayt thet her
the message is properly identified as a potentially phishing email.

Typi cal | ywhith ehewedschr iavwseionipeethind @sthant dagphit@biffogn tosdopel s making it a safe
forum for view ng possible phishing content. [0082] In yet another

i nst apce,[phfy War NifPmRS ﬁﬁggoﬂ@@t Wil P&eh ftﬂa@ lid vERIdOE 8fe we a@é}ﬁed to
enbodlnent the warni ng nmessage 700 is specifically tailored based on

| nf or Bt i, o) AeGhl 4l ;RS HACTRNEMB by LW Gl AORAES TRRERYR

obvious and inherent to the system and method. It will be understood that certain features
and sub-combinations are of utility and may be employed without reference to other
features and sub-combinations. This is contemplated by and is within the scope of the

15 claims.
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pull ed from sources accessible to the service provider. By way of exanple,

| anguage of the warning nessage 700 is tailored to the user based on an

i ndi cati omoab1w13e33pegi on/ market that the user is associ ategdsesmio3s2ehere t he
i ndication of the user's region/market is pulledfromthe user's online
profile. In a second enbodi nent, the warning nessage 700 is specifically
tailored based on infornmation related to the tagged nessage, wherein the
information is pulled fromthe origi@GBAIMSNtent or properties of the tagged
nmessage. By way of exanple, a passage of content 730 fromthe tagged
message is surfaced.in te yembtcn@niRrEsagalabRinedid083he To@pptetsstiutable

i nvention has been described in relation to particul ar enbodi nents, which

are i nt engdedclibn@dhbd BSPRELSn it Rehdnl éxb!éft&ﬁip%ﬁf@m‘i atieod f*&@ﬁ'leftﬁl%tards% bive.
Al ternative enbodi nents will becone apparent to those of ordinary

skill-in-the- to-which th r ' Lon ' it hout . rting
Fromits segpnetyoBilieruhl o Sy sh R RY P et 2h d3ah{iShihi EFGR
invention is g}%ﬁ wel |. adapted to attain all the ends and objects set forth
above? t dBeMiBRdGPMRTISINRer advant ages whi ch are obvious and inherent to the
system and nethod. It will be understood that certain features and

sub- combi nations are of raediyipgy4Hhd figytabeoramphisytean of thegeounsfassosiaeas t o

ot her features and sub-conbinations. This is contenplated by and is within
t he scope of the clwithée@két M5 1. One or nore conputer-readabl e nedi a

havi ng conput er - executabl e instructions enbodi ed thereon that, when

executed, perform a nethaedénrioaleitifyng Be Usgtal Qominéaeivhiald YotehiigRi ng
emai | upon the user accessing an account via a non-web mail client, the

met hod conpri sing: h%ﬁirgvi Oaif 4 13beifhl 9{408) GOMUMMERT f8N Bt thdeqRfgount
associ ated with the user;
10 communication;
placing (430) the tagged digital communication in a storage location
that is dedicated to persist digital communications that are identified as
potentially phishing emails; and
presenting (440) a visual representation of the storage location to
15 the user upon the user accessing the account via the non-web mail client,

wherein the visual representation provides an indication to the user that one

or more potentially phishing emails have arrived at the user’s account.

2. The one or more computer-readable media of claim 1, wherein the

method further comprises persisting the appended tag in association with the digital

20  communication identified as the potentially phishing email in a quarantine listing on the
one or more computer-readable media, wherein the quarantine listing enumerates each of

the one or more potentially phishing emails that have arrived at the user’s account.
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incident to identifying the digital conmunication as a potentially phishing
emai |, appending (420) a netadata tag to the digital comunication; placing
(430) thewbDagpedsispgi tal conmunication in a storage | ocaCirars2alass2s

dedi cated to persi st digital conmmuni cat i ons that are identified as
potential ly phishi e and presentin 40) a Vi epresentatlon
of the storage | ocabi on s dnseya WpBarigady m%&@?ﬁﬁﬁg NSRRI Piint i a
the non-web mai|l client, wherein the visual representatlon rOV|des‘an

i ndi cat i gncthed tﬂ@qns@mmsa& applzingr fikigying potrsHes & layecptains b fgel’eﬁ@i figithlay e
arrived at the user's account. 2. The one or nore conputer-readabl e nedia
of cl ai mcbmnmracation i¢ the preinhiely phishine emadnwhéersmasthp powhBdliynghithieg enppiéinded
tag in association with the digital communication identified as the

potent i aldlaﬂeg@bl%esﬂﬁah@a&tﬁwnh sl s AheiiRN td diQullck pEisOfh] HTFothRioane or nore
conput er -r eadabl e nedi a mhereln the quarantine listing enunerates each of

the one or nore potentially phishing enmails that have arrived at the user's

account. 3. The one Or nofiR GAMMYEI.: Joﬂgﬂ L€ BRI Aedih of R 3L wiihEs gl the

nmet hod further conprises applying filtering heurlstlcs to ascertal n whether
the digit nication is the t h|n emai | erel the
potent ¢ ar P hTEHE Eahdt aPad s A Rt oPRIRA IR TD" il ERE e s er
to divul ersonal |nfornat|on he one or re conputer-readable medi a
of clai qg &&H@ﬂﬁmﬁnWﬁﬁiH@ﬂhgﬁfpﬁmph@# SHpE F¥ad: generating the dedi cat ed
storage | ocati on upon ascertaining that the di gital communication is the
potentially phishing email. 5. The one or nore conputer-readable nmedia of
claim1, wherein the di giicatnecesmmelisicommué-reastepici Bedia of clagash, vdiseeiwthean
ermai | nmessage or an instant nessage,

digital communication comprises at least one of an email message or an instant message,

10 and wherein the digital communication is received from a source that is removed from the

one or more computer-readable media.

6. The one or more computer-readable media of claim 1, wherein the
non-web mail client provides the user access to the account by rendering a user interface
(UI) display to the user, wherein elements published on the Ul display are not controlled

15 by a service provider that manages the user’s account.

7. The one or more computer-readable media of claim 6, wherein the
method further comprises intercepting a request initiated by the user, via the Ul display, to

perform an action with respect to the potentially phishing email.

8. AThe one or more computer-readable media of claim 7, the method

20  further comprising:
ascertaining that the user-initiated request is directed toward the
digital communication identified as the potentially phishing email by

inspecting the metadata tag appended to the digital communication; and
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and wherein the digital comunication is received froma source that is
renoved fromthe one or nore conputer-readable nedia. 6. The one or nore
conput er -woadabi3gsspedi a of claim 1, wherein the non-webPgriuS2elioaszn2

provi des the user access to the account by rendering a user interface (U)

di splay to the user, wherein.elenents published on the U display are not
controlled by a service‘ﬁ?%ﬁ@ﬂ%%g?ﬁ@¥rﬁﬁﬁ§5%%ﬁF%8;ﬁ%@?m§“§9iHEWFTm?@mThe
one or nore conputer-readable nedia of claim®6, wherein the nmethod further
conpri ses i nterceptip Agesiridtedadion. i niti ated by the user, via the U display,
to performan action wth respect to the potentially phishing email. 8.
AThe one or nore conputer-readable nedia of claim7, the nethod further
conpri sing: ascert d.ni ngltehate drhreonesmmyputirircatabt medjaesclairs &liwheotie thet owar d
the digital comunication identified as the potentially phishing email by

i nspect i ngethbefurticacahmidiag appended to the digital comrunication
andascertai ni ng whether the action that is comrunicated in the request is a

restriscted action. 9. T 09rh%c&faiﬂm%%la@Qﬁg)%e?-riﬁiﬁ%ggp(#d%str@cﬂi%cféﬁ Bhvaidn 8.
wherein the nmethod further conprisihg: upon ascertaining that the

user-initiated request,.i.s,directed.toward-the digital. co ication
enti 11 et ae t ho ME? diidL SohSEhRR BRARAC] S i Holtiaf BRRRE Srhefand | ¢
conmuni cated in thehéﬁguest is a.restricted ac%Lon, preventi ng execution of

the action: and trd £ et HKt dheemmupisatediin the deqistti 9 testickd 38RMeb

mai |l client in response to the request.
preventing execution of the action; and

transmitting an operation-fail indication to the non-web mail client

10 in response to the request.

10. The one or more computer-readable media of claim 9, wherein the
restricted action comprises at least one of a reply command, a reply to all command, or a

forward command.

11.  The one or more computer-readable media of claim 1, wherein the
15  action comprises a command attempting to move the digital communication from the
dedicated storage location to a storage location that holds digital communications
identified as legitimate, wherein the method further comprising:
detecting a synchronization operation originating from the non-web
mail client;
20 ascertaining that the action is the move-attempt command; and
disallowing movement of the digital communication outside the

dedicated storage location.
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10. The one or nore conputer-readable nedia of claim9, wherein the
restricted action conprises at |east one of a reply conmand, a reply to al
comand, WO ?2a10/13838ard comand. 11. The one or nore conpeCemse@adaizbe nedi a
of claim1l, wherein the action conprises a conmand attenpting to nove the
di gi tal conmmuni cation fron1the dedi cated storage location to a storage

| ocation that hol ds, digi comruni cations id f L egit t.
whorei it ho et hod Pur SHER B Tty med§ of RiuR syih the

operation originating fron1the non-web mail client; ascertaining that the
action |§n@h@gﬂﬁ¢@fﬁﬂﬁ@ﬁﬁﬁ conmand; and di sal | owi ng novement of the digital
conmmuni cati on outside the dedlcated storage location.12. The one or nore
conput er -r eadabl e nedi a dehctolatingn dnifonmecsiunce Hecamet HIYLF Umkkemcompnpitddses:
deactivating uniformresource locator (URL) links incorporated within

content of one or nwitien REhtEAE dfadnk)or PiYrs PbiedtidNEpHishihd athaidy BaPae pesised i n
the dedi cated storage location; receiving a user-initiated selection of the

one ok nore pOtentHﬁkﬂé@d&ﬂﬁﬁ&sﬁgaﬁﬁ%b&ﬁnla“d conveying content of the one
or nore selected potentially phishing enails to the non-web mai | cllent for

rendering. 13. A conputerlzed met a service rOVI
comdat ed on a servercd g Ry AR SRR Ot e fhe 8l Meft eBRE el

conmuni cati ons when a%pessed V|a a non-web mail client, the nethod
COITpI’I Si ng: p 1shing ernalls and

conveying content of the one or more selected potentially phishing

emails to the non-web mail client for rendering.

10 13. A computerized method, implemented by a service provider
accommodated on a server, for managing treatment of one or more digital communications
when accessed via a non-web mail client, the method comprising;:

upon receiving a digital communication at an account associated
with an intended recipient of the digital communication, applying (510)
15 filtering heuristics to determine whether the digital communication is an
uninvited message or a legitimate message;
when the digital communication is determined to be an uninvited
message, marking (520) the digital communication as unsafe;
replacing (530) the unsafe digital communication with a warning
20 message;
instructing (540) the non-web mail client to surface a representation
of the unsafe digital communication in a listing rendered in a user interface
(UI) display, wherein the listing includes one or more representations of

digital communications determined to be legitimate messages, and wherein
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upon receiving a digital conmunication at an account associated with an

i ntended recipient of the digital comunication, applying (510) filtering
heuri sti cwot2o10ds8aem ne whet her the digital comuni cati @aTits2@0/085200vi t ed
nmessage or a legitimate nessage; when the digital communication is

determ ned to be an, unjnvited ssage,. marKi 20) the digital

conmuni cation as uﬁg%lpjé; 19Dy 151 %@‘?ggﬁﬁ)nqnh‘é%ﬂgafcgleﬂﬁ Pl becsheRfiguEsst i on
with a warning nmessage; instructing (540) the non-web mail client to
surface a representtattheperpice prvidas Skt aghgistthd ussorgoerivetienén in a |isting
rendered in a user interface (U) display, wherein the listing includes one
or nore representations wbhndegitiag a aesrauitiacdt sclzasodef tenepregtntatiohef the

| egiti mat e nessages, and whereinthe U display rendered by the non-web mail

client cannot be raaQitti gigitgdcdmbhiRatisy, vdoﬁﬁpm_ﬁ@aﬂnge(ssbmlﬁs_tﬁaﬂ&g;e@ e
user's account; and upon receiving a user-initiated selection of the

represgentation of tg WOSALG négf;eﬁi {an{oregamywﬁihggnesg Wa%&%éi Gnd Ar0)

instructions to the non-we ent to prese t rning ssage to

the recipient and w thhold reveali content .of. the unsaf.e digital

communi cation. 14. Ogtﬁﬁﬁﬁgﬁr?8§gwﬁﬂﬁ%an%@ﬁ@ﬁ&gﬁPﬁgwﬂﬂﬁ%?ain t he war ni ng
nmessage conveys a notification that the unsafe digital conmunication is
identified as a potentially phishing engjl erei n the warni ng nessage
provides directions®o atiesSmpuiitiattt r%?til‘%%é)\?ﬂﬁ]égﬁel%li Jibern CBATIRRERE | on
via a web browser, and wherein the warni ng nessage includes a

uni f or m rmegssageceonverat awtifipion thanthetunsafevdipitd raowneyniediian, is agonifisdlasct i on,
allows the recipient to access content of the unsafe digital conmunication.
potentially phishing email, wherein the warning message provides directions to access
10  content of the unsafe digital communication via a web browser, and wherein the warning

message includes a uniform-resource locator (URL) link to a web browser that, upon

selection, allows the recipient to access content of the unsafe digital communication.

15. One or more computer-readable media having computer-executable
instructions embodied thereon that, when executed, perform a method for notifying a user,

15  via a user-interface (UI) display rendered by a non-web mail client, that a potentially

phishing email has arrived at an account of the user, the method comprising:
generating (430) a storage location (230) that is dedicated to persist
one or more digital communications (215) identified as potentially phishing
emails;

20 instructing (340) the non-web mail client (240) to render a folder
within the Ul display, wherein the folder maps to the dedicated storage
location;

detecting (330) an indication implemented by the user to access the

folder; and
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15. One or nore conputer-readabl e nmedi a havi ng conput er - execut abl e

i nstructions enbodi ed thereon that, when executed, performa nethod for
noti fyi ngwe 208e138339i a a user-interface (U) display reneeras2dy/o0as2onn- web
mail client, that a potentially phishing email has arrived at an account of

the user, the method conpri si.ng: eratin 30 sf.ora | ocation (230)
that is dedicated to per ?t’éutcnﬁge(%?)?rrﬁ}ﬁe “t?%g‘#? Ign@inﬁfﬁ?ﬂtcgﬁoénéo(?fa?r
identified as potentially phishing emails; instructing (340) the non-web
mai | client (240) trepicesngiony diothgepnenior hinarer fentificdj Gk yconypenieitipnshe
folder maps to the dedicated storage |ocation; detecting (330) an

i ndi cati on i npl enentledeibyth¢ hpressetativs acknds mctduata @laeat to amtkint of thecdieng
(350) the non-web nmail client (240) to render representations of the one or
nmore identified di girtnddre GRATTER 8RithIidnmWIEstRING t he representations include
nmet adata related to content of the one or nore identified digital

commuai cati ons.
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