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METHODS AND SYSTEM FOR SERVING TARGETED ADVERTISEMENTS
TO A CONSUMER DEVICE

{0001} This application claims the benefit of priority of U.S. provisional application
serial no. 62/727,610, filed on September 6, 2018 the disclosure of which is herein

incorporated by reference in its entirety.

FIELD
[D0062] The method and systems disclosed in this document relates to advertising
technology and, more particularly, to methods and systems for a serving targeting

advertisement to a consumer device

BACKGROUND

{6003 Unless otherwise indicated herein, the materials described in this section are
not prior art to the claims in this application and are not admitied to the prior art by
inclusion in this section.

[0004] Today’s programmatic advertising ecosystem has become increasingly
broken, Modern programmatic advertising techniques have become privacy-invasive and
at odds with the consumer, which is clearly evidenced by the proliferation and wide
spread adoption of ad blockers by consumers. Additionally, advertising fraud costs the
advertising industry billions of dollars every year. As a result, advertisers must spend
more and more to reach consumers and publishers make less and less. Even as costs rise,
advertisers arg unable to effectively evaluaie bow their budgets are spent or frack the
customer’s journey. What is needed is a programmatic advertising system that provides
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transparency and itrust with the consumer by respecting theyw privacy, while also

providing advertisers and publishers with robust and effective programmatic advertising.

SUMMARY

{G005] A method for presenting an advertisement in conjunction with media content
is disclosed. The method comprises {ransmitting, with a transceiver of a first computing
device, a first message to a second computing device, the first message requesting media
content from the second computing device, the media content having a defined location at
which an advertisement can be presented in conjunciion with the media content, The
method comprises receiving, with the transceiver, a second message from the second
computing device, the second message including the media content. The method
comprises selecting, with a processor of the first computing device, a first advertisement
from a set of advertisements based on a first targeting model for the first advertisement,
the first targeting model being stored on at least one blockchain and defining a target
audience for the first advertisement. The method comprises presenting, with an output
device of the first computing device, the first adverfisement in conjunction with the
media content at the defined location.

{0006] A method for providing an advertisement impression i which an
advertisement is presented in conjunction with media content is disclosed. The method
comprises receiving, with a transceiver of the second computing device, a first message
from a first computing device, the first message requesting media coantent from the
second computing device, the media content having a defined location at which an

advertisement can be presented in conjunction with the media content. The method
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comprises transmitiing, with the transceiver, a second message o the first computing
device, the second message including the media content. The method comprises
receiving, with the transceiver, a third message from a third computing device indicating
that an advertisement is presented in conjunction with media content to form a valid
advertisemnent impression, the third message including a signature under a public key of
the third computing device. The method comprises transmitling, with the transceiver, a
fourth message 1o at least one of a fourth computing device and at least one first smart
contract stored on at least one blockchain, the fourth message mncluding the signature
under the public key of the third computing device, the fourth message causing an entity
associated with the second computing device to receive credit or payment for valid

advertisement impression.

BRIEF DESCRIPTION OF THE DRAWINGS
{0087 The foregoing aspects and other featores of the methods and system are

explained in the following description, taken in connection with the accompanving
drawings.

[0008] FIG. 1 shows an exemplary embodiment of a system for serving targeted
advertisements,

{0009] FIG. 2 shows exemplary hardware embodiments of a watchtower, a consumer
device, an advertiser device, and a publisher device of the system of FIG. 1.

[60G10] FIG. 3 shows exemplary blockchains storing exemplary smart contracts and

data used for serving targeted advertisements in the system of FIG. 1.
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[0011] FIG. 4 shows a method for rotating ephemeral crypiographic wdentities for a
consumer device.
{B812] FIG. 5 shows a method for identifying a set of suitable advertisements for
presentation at a consumer device.
{6013] FiG. 6 shows a method for collecting proofs of interest with respect to
publisher media content and for serving suitable advertisements in conjunction with
publisher media content.
{0814] FIG. 7 shows a method for validating proofs of ad targeting and ad selection
received from a conswmer device (o provide a proof of atiention,
{B0315] FIG. 8 shows method for auditing controlling watchtower validations with

turther watchtowers.

DETAILED DESCRIPTION

{0816] For the purposes of promoting an understanding of the principles of the
disclosure, reference will now be made to the embodiments illusirated in the drawings
and described in the following written specification. It is understood that no limitation to
the scope of the disclosure is thereby intended. It is further understood that the present
disclosure includes any alterations and modifications w the illustrated embodiments and
includes further applications of the principles of the disclosure as would normally occur
to one skilled in the art which this disclosure pertains.

[0017] The programmatic advertising technigques disclosed herein advantageously
provide trust and transparency with the consumer by respecting their privacy interests,

while also providing advertisers and publishers with more robust and effective
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progranmmabc advertising. As discussed m greater detail herein, the techniques disclosed
herein enable accurate and reliable targeting of advertisements without the need for
privacy-invasive tracking and collection of consumer information by advertisers or
publishers. Instead, the consumer retains complete control of his or her own privaig
information, even while that private mformation is used for programmatic targeting of
advertisements.

{0018] The programmatic advertising technigques disclosed herein advantageously
utilize blockchain as a tool for arbitrating data, which accounts for and helps to eliminate
fraud, costly arbitrage, and brand safety concerns by providing the programmatic
advertising ecosystem with trust, permanence, ftransparency, and auditability.
Additionally, by mcorporating elements of blockchain, the programmatic advertising
techniques disclosed herein realign the incentives in the programmatic advertising

gcosystem to promote good behavior by all parties.

System Overview

{0419] With reference to FIGs. 1-2, exemplary embodiments of a system 10 for
serving well targeted advertisements (o conswmers in a privacy preserving manner using
blockchain technology are described. With reference to FIG. 1, the system 10 comprises a
plurality of computing devices that are associated with different parties or components of
the system 10, Particolarly, in the iHustrated embodiment, the system 10 includes a
distributed network 20 having at least one public blockchain 30, a decentralized random
heacon 40, and a plurality of watchtowers 50. In addition, the system 10 comprises a

plarality of consumer devices 60, at least one advertiser device 70, and at least one
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publisher device 80 which communicate and interact with the distributed network 20 via
network infrastructure, such as the Internet 9Q.

{0020] As will be described in greater detail below, the system 10 enables the
purchase and sale of targeted advertisement impressions with respect (o conswmers
associated with the consumer device 60. As used herein, an “advertisement tmpression”
refers o the presentapon of an advertisement o g user, in particular o a consumer
associated with a consumer device 60. Partcularly, an advertiser provides an
advertisement with an associated targeting model that defines the target audience for the
particular advertisement. Likewise, a publisher provides compelling media content that a
consumer interested in consuming. In exchange for being allowed to consume the
publisher’s media content, the consumer may be reguired view or hear an advertisement
alongside the publisher’s media content or prior w consuming the publisher’s media
content. Generally, m order for an advertiser to be willing to pay the publisher for
prosenting an advertisement to the consumer in conjunction with the publisher’s media
content, the advertisement impression must satisfy one or more constraints defined by the
advertiser. Conversely, in order in order for a publisher to be is willing 1o provide us
compelling media content in conjunction with the advertisement, the advertisement
impression must satisfy one or more constraints defined by the publisher.

{0021] The system 10 enables the provision of advertisement impressions with
respect to comsumers that satisfy the targeting model associated with the advertisement,
while also complying with any additional constraints set by the advertiser or the
publisher. Moreover, the system 10 enables the targeting model to be applied to private

consumer data, held by the consumer devices 60, in a manner than advantageously
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maintains the privacy of the consumer data. In this way, the system 10 enables the
provision of well-targeted advertisement impressions in a non-privacy invasive manner.
{B622] The advertiser devices 70 are devices owned or in the possession of an
advertiser entity, such as an individual or an organization, which wishes to purchase
targeted advertisement impressions of an advertisement by consumers associated with the
plurality of consumer devices 60 who it within a target aodience. Partcularly, an
advertiser may provide oneg or more advertisements in the form of audio and/or visual
media content. The advertisements can be retrieved by consumer devices 60 and/or
publisher devices 80 and viewed in conjunction with and/or prior to the media content
provided by publishers. The advertiser may also specify specitic advertisement targeting
criteria, particularly i the form of a targeting model, which define the target audience for
a particular advertisement. The advertiser may also set various other rules and constraints
that outline how, when, and/or to whom the advertiserment may be served by a publisher
in order to receive credit and/or payment for an advertisement impression.

{0023] The publisher devices 80 are devices owned or in the possession of a
publisher entity, such as an individual or an organization, that wishes to sell targeted
advertisement impressions of advertisements by consumers associated with the plurality
of consumer devices 60. Particularly, a publisher provides compelling media content that
atfracts consumers, thereby providing an opportunity to sell an advertisement impression.
The compelling media content provided by the publisher may comprise any media
content such as audio content, video content, ©xt content, image content, multi-media
conient, interactive content (e.g., video games), and the like. A publisher may require that

the compelling media content be provided and/or consumed in conjunction with an
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advertisement, such that the compelling media content 18 viewed or heard simuliangously
with an advertisement or can only be viewed or heard after viewing or hearing an
advertisement. If service of the advertisement to the consamer is performed in
satisfaction of the advertisement targeting criteria or other rules and constraints defined
by the advertiser, then the publisher can receive credit and/or payment for the
advertisement mimpression.

{0024] The conswmer devices 60 are devices owned or in the possession of a
constunier eniity, such as an mdividual or an organization, that wishes to consumne (e.g..
view, listen, or otherwise tnteract with) the compelling media content provided by a
publisher and is will to view an advertisement alongside of or prior to consuming the
publisher’s media content. Particularly, using the consumer devices 00, consumers
access, view, or otherwise interact with compelling media content provided by the
publishers. If service of a particular advertisermnent t the particular consomer would
satisfy the advertisement targeting criteria or other rules defined by the advertiser, the
publisher may provide compelling media content in conjunction an advertisement, such
that the compelling media content is viewed or heard simultaneously with an
advertisement or can only be viewed or heard after viewing or hearing an advertisement.

{0028] Each consumer device 60 holds private consumer data that may, for example,
comprise private information of an individual who owns the respective consumer device
60. In one particular example, the private information may comprise demographic
information, historical online behavior information, and other information of the type
typically used to target online advertisements. Each consumer device 60 includes agent

software that runs with privileged access in the background of the consumer device 60
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and funciions as an intelligent, cryptographically-secured repository of the privae
consumer data. The agent software manages the private consumer data in the secure
repository and, when actions need to be performed on that data, agent software performs
the actions inside the secure repository and produces an answer or other output. Most
notably, advertisement targeting criteria, m particular a targeting model that defines the
target audience for a particular advertisement, can be tested against the private consumer
data o determine whether the advertisement targeting criteria are satisfied. The agent
software advantageously tests the targeting model in a manner such that the privacy of
the private consumer data remains intact.

[0026] The system 10 advantageously uttlizes the distributed network 20 and
blockchain technology to enable the provision of well-targeted advertisement impressions
of advertisements by consumers associated with the consumer device 60 in a non-privacy
invasive manner. The distributed network 20 is a decentralized peer-to-pecr network of
computing devices, referred to herein as nodes, which are configured 1o communicate
with one another via a network infrastructure, such as the Internet 90. The nodes may
comprise any network-connected computing device and generally comprise at least a
processor, a memory, and a network communication module. The nodes operate to fulfill
various roles required to maintain and operate at least one public blockchain 30, such as
storing a copy of some or all of the at least one public blockchain 30, processing
transactions, generating blocks to record the (ransactions, adding the blocks to at least
one public blockchain 30, approving or verifying blocks 1o be added to at least one public

blockchain 30, and broadcasting new blocks to the nodes of the distributed network 20,
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[0027] it will be appreciated by those of ordmnary skill in the art that a blockchammis a
distributed ledger. Blockchains have the advantageous property that, once data has been
added to a blockchain, the data 18 immmutable and cannot be modified. A blockchain is
comprised of an ordered seguence of “blocks.” Each block contains some data, a hash of
the block, and a hash of the previous block. The data stored in the block is application
dependent and may mclude, for example, imformation regarding one or more transactions
on the blockchain, program instructons for a smart contract, and information regarding a
state of the blockchain or the distributed network that maintains the blockchain. The hash
of the block acts as a digital fingerprint and uniquely identifies the block and its content,
The hash of the previous block acts as a link or chain to the previous block in the ordered
sequence. These hashes enable the immutable quality of the blockchain, Particularly, if
the data of particular block is tampered with, the hash of the block changes, with the
result that any subscquent blocks become invalid. In addition to hashing, a blockchain
atilizes a decentralized consensus mechanism, such as a proof of work or proof of stake
protocol, which provides a process and set of rules for determining, in a distributed and
decentralized manner, whether or not a new block should be added to the blockchain. The
consensus mechanism further makes tampering with the data of the blockchain highly
impractical, if not impossible.

{0028] The at least one public blockchain 30 is configured to support smart contracts
and may, for example, be an Ethercum-based blockchain. As used herein “smart
contracts” are executable computer programs stored on the blockchain and are executed
autonomously by nodes of a distributed network in a decentralized manner. Smart

contracts are written using a suitable programming language. such as Solidity. As a
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corollary, the blockchain 30 is also configured to support at least two types of accounts,
externally owned accounts and contract accounts, It will be appreciated, however, that in
some embodiments there needn’t be a technical distinction between the two types of
accounts, Externally owned accounts are associated with individual users or
organizations {¢.g., the consumers, advertiser, and/or publishers) and are controlled with
a corresponding private key in the possession of the associated user or organization. Each
externally owned accounts can generally send or receive digital currency (e.g., Ether) and
generally bas a digital currency balance. Additionally, externally owned accounts can
send or initiate transactions. A transaction may comprise the transferring digital currency
to another account, inifiating execution of a smart contract, or a combination thereof.
[0629] In contrast, contract accounts operate autonomously and are controlled by
code and, in particular, a smart contract. Much like an externally owned account, a
contract account can generally send or receive digital currency and may have a digital
currency balance. However, a contract account executes instructions of a smart contract
in response to receiving a triggering transaction or message from an externally owned
account or another confract account. A smart contract may, for example, distribute
received digital currency to other accounts based on a set of rules. In practice, the
instructions of a smart confract are executed by a virtual machine comprised of the
distributed and decentralized nodes of the distributed network 20. Since smart contracts
are stored in the at least one public blockchain 30, they inhertt the advantages of the
blockchain and, in partcular, are disuibuted and cannot be modified. In this way, no

individoal party is in control of the digital currency in a contract account, no one can

-1t -



WO 2020/051598 PCT/US2019/056886
famper with the instructions of the smart contract, and the outputs of the smart contract
are validated by the nodes of the distributed network 20.

[0G30] The distributed network 20 is configured to provide a decentralized random
beacon 40 (which may also be referred to as a decentralized random clock). The
decentralized random beacon 40 is a cryptographically secure source for an unbiasable,
publicly verifiable random function {VRF) that broadcasts a verifiable random valoe € at
regular intervals. Bach verifiable random valee & broadeasted by the decentralized
random beacon 40 is unpredictable given knowledge of all prior random values, but is
also easily verifiably correct. The verifiable random values & are generated jointly in a
decentralized manner by a group of nodes Gry of the distributed network 20, Particularly,
the group of nodes Gy that participate in providing the decentralized random beacon 40
utilize a decentralized random beacon protocol which enables the group of nodes Ggp to
agree upon and jointly produce a determinstic, pseudo-random sequence of vertfiable
random values {. Additionally, the decentralized random beacon protocol is Byzanting
Fault Tolerant with respect to the group of nodes Ggp that coordinate to generate each
verifiable random value €.

[0031] In somge embodiments, the decentralized random beacon 40 is generated using
a scheme in which the group of nodes Gy is rewarded for generating the verifiable
random values . The nodes must place a stake, which may be held m the form of a
digital currency or token and which may be revoked for non-participation or malicious
participation. The reward for generating the verifiable random values ¢ is greater than the
rate of mflation of the currency for the required stake held in escrow or, in other words,
the reward exceeds the time value of the stake.

12
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[G832] in some embodiments, the decentralized random beacon protocol utilized by
the decentralized random beacon 40 employs a t-of-n threshold BLS signature schame (0
for randomness generation, where 1 is the number of nodes in the group of nodes Grp
that participate in providing the decentralized random beacon 40. In a set up phase, a
Shamir’s Secret Sharing Scheme is used for distributed key generation. Particularly, the
group of nodes g generate a group public key and secret key shares for each node
the group of nodes frpg. It should be appreciated that the group secret key 18 not explicitly
known to any individual node in the group of nodes Grg. but can be implicttly used with
any threshold nomber ¢ of signature shares that are gencrated using the respoctive secret
key shares. The threshold mumber ¢ is a Byzantine Fault Tolerant subset ¢ = [Zn/3]+ 1
of the signature shares.

[0033] To generate each verifiable random value &, the group of nodes Ggy vach
gencrate and broadcast a signature share based on the previous verifiable random value &
using their respective secret key share with a pairing friendly elliptic curve. In the case of
generating a first verifiable random value &, the group of nodes Grp generate their
signature shares with a random seed value, which may comprise a nothing-up-my-slecve-
vatae such as the hash of a random word. It will be appreciated that these signature shares
do not feak the associated secret key share of the participating nodes. When any node in
the group of nodes Ggp receives a threshold number ¢ of signature shares, a group
signature can be recovered, and a new verifiable random value £ is calculated as the hash
of the group signature.

[G034] The disiributed network 20 includes a subset of nodes that are referred to
herein as the watchtowers 50. Each watchtower 30 is associated with 4 producer of one or

- 13-
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maore particular vanants of the agent software that runs on the consumer devices 6. As
discussed in greater detail below, the watchtowers 50 are responsible for maintaining or
operating one or more blockchains on the distributed network 20 that are used to enable
the service of well-targeted advertisements to consumer devices 60 in a manner than
advantageously maintains the privacy of the consumer data that is used to target the
advertisements. Additionally, each watchtower 50 has a duty of care to the network and
plays a supervisory or oversight role with respect to consumer devices 60 that operate
with a particular vanant of agent software that i1s produced by the entity that operates a
respective waichtower 30,

[B035] FIG. 2 shows exemplary hardware embodiments of a watchtower 50, a
consumer device 60, an advertiser device 70, and a publisher device 80. Particularly, the
watchtower 50, the consumer devices 60, the advertiser devices 70, and the publisher
device 80 generally take the form of computing devices, cach having at least a processor
52,62, 72, or 82, a memuory 54, 64, 74, or 84, and a communication module 56, 66, 76, or
86, respectively. The memories 54, 64, 74, and 84 are configured fo store data and
program instructions that, when executed by the respective processor 32, 62, 72, or 82,
enable the respective computing device to perform various operations described herein.
The memories 54, 64, 74, and 84 may be of any type of device capable of storing
information accessible by the processor, such as a memory card, ROM, RAM, hard
drives, discs, flash memory, or any of various other computer-readable medivm serving
as data storage devices, as will be recognized by those of ordinary skill in the art.
Additionally, it will be recognized by those of ordinary skill in the art that a "processor”

includes any hardware system, hardware mechanism or hardware component that

S 14 .-



WO 2020/051598 PCT/US2019/056886
processes data, signals or other information. The processors 52, 62, 72, and 82 may
include a central processing unit, graphics processing units, multiple processing units,
dedicated circuitry for achieving functionality, programmable logic, or other processing
SYSLETS.

{0G36] The communication modules 56, 66, 76, and 86 generally comprise one or
mare fransceivers, modems, or other communication devices configured to enable
commmunications with various other devices via a network infrastracture, in particular via
the Internet 90, using a suitable communication standard. The communication moduales
56, 66, 76, and BH may further comprise hardware such as aniennas, processors,
memories, oscillators, or other hardware conventionally included with transceivers,
modems, or other communication devices.

{0837] The consumer devices 60, although illustrated as smart phones in FIG. 1, may
comprise wide variety of differcnt network-enabled computing devices that store private
consumer data. Exemplary consumer devices 60 may include smart phones, laptop
computers, tablet computers, desktop computers, smart televisions, home audio receivers,
and in-car infotainment systems or audio recetvers. The watchtowers 50, the advertiser
devices 70, and the publisher devices 80 may likewise comprise a wide variety of
different network-enabled computing devices, but generally comprise servers or the like.
In some embodiments, the watchtowers 30, the consumer devices 60, the advertiser
devices 70, and/or the publisher devices 80 further include one or more user interfaces
58, 68, 78, and 88. The user interfaces 58, 068, 7§, and 88 may comprise a display screen,
including touch-sensitdve displays, a mouse or other pointing device, a keyboard or other

keypad, speakers, a microphone, and other user interfaces that will be recognized by
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those of ordinary skill in the art. The user mterfaces 65 the consumer devices 60, in
particular, at least include output devices necessary 1o view or hear an audio and/or visual
advertisement provided in conjunction with the compelling media context from
publishers.

{0G38] The memory 54 of the watchtowers 50 stores watchtower software 55 that at
fcast enables the watchtower 30 o maintain and operate the at least one public blockchamn
30 of the distributed network 20, In particular, the watchtower software 33 may enable
the watchtower 50 to prepare and subnut a block of fransactions to the at least one public
blockchain 30, verify or validate blocks submitted to the at least one public blockchain 30
by other watchtowers, execute smart contracts of the at least one public blockchain 30,
and perform other known functions for maintaining and operating the at least one public
blockchain 30. Additonally, the watchtower software 35 enables the watchtower 30 to
perform various other operations described herein and, in particular, operations relating
to supervision of a particular subset of consumer devices 60 that the respective
watchtower 50 is responsible for (e.g., those consumer devices using a variant of the
agent software produced by the entty that operates the watchiower). It should be
appreciated that there may be a number of different variants of the watchtower software
55. However, each variant of the watchiower software 55 may be developed using a
common SDK implementing a common API for maintaining and operating the at least
one public blockchain 30 of the distributed network 20, as well as the other devices of the
system 10.

{0G39] The memories 64 of the consumer devices 60 store agent software 65 that, as

described above, runs with privileged access in the background of the consumer device
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60 and functions as an inielligent, cryptographically-secured repository of the private
consumer data. Additionally, the memory 64 of the consumer devices 60 further stores
private consumer data 67. As described above, the private consumer data 67 may, for
example, comprise private mformation of an individual who owns the respective
consumer device 60. The agent software 65 enables the consumer devices 60 to interact
with the watchtowers 50, the advertiser devices 70, the publisher devices 80, as well as
the at least one public blockchain 30, and smart contracts thercof, to facilitate the
targeting of advertisements based on targeting models which can be tested against the
private consumer data 67. It should be appreciated that there may be a number of
different variants of the agent software 65 developed by different producers associated
with different watchtowers 50, However, cach variant of the agent software 65 may be
developed using a common software development kit (SDK) implementing a common
application programming interface (AP for interacting with the at least one public
blockchain 30 of the distributed network 20, as well as the other devices of the system 10,
{0848 The memoaries 74 of the advertiser devices 70 store advertiser software 75 that
at least enables the advertiser devices 70 to interact with the at least one public
blockchain 30 to submit an advertisement with an associated targeting model and to
purchase targeted advertisement impressions of consumers associated with the plurality
of consumer devices 60. It should be appreciated that there may be a number of different
variants of the advertiser software 75. However, cach variant of the advertiser software
75 may be developed using a common SDK implementing a common API for interacting
with the at least one public blockchain 30 of the distributed network 20, as well as the

other devices of the system 10. Additionally, the memory 74 of the advertiser devices 70
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may further storg advertiser media content 77, The advertiser media content 77 may
comprise one or more advertisements in the form of audio and/or visual media content, In
some embodiments, the advertisements can be retrieved by consumer devices 60 and/or
publisher devices 80 from the memory 74 of the advertiser device 70. However, in many
embodiments, the advertisements may be addittonally stored at some other location, such
as an ad server, for the purpose retrieval by consumer devices 60 and/or publisher devices
80.

{0841} The memory 84 of the publisher devices 80 stores publisher software 85 that
at least cnables the publisher devices 80 to interact with the watchtowers 30, the
consumer devices 60, the advertiser devices 70, as well as the at least one public
blockchain 30, and smart contracts thereof, to provide compelling media content to
consumer devices 60 in conjunction with a well-targeted advertisement such that the
publisher can be credited for the advertisement tmpression. it should be appreciated that
there may be a number of different variants of the publisher software 85. However, cach
variant of the publisher software 85 may be developed using a common SDK
implementing a common API for interacting with the at least one public blockchain 30 of

the distributed network 20, as well as the other devices of the system 10,

Methods for Serving Targeted Advertisements to Consumer Devices

{0042] Methods and software for operating the systemn 10 are described below.
Particularly, various mcthods, processes, and/or operations are  described  for
implementing and interacting with at least one blockchain on a distributed network for

the purpose of collecting statistics with respect to an aggregation of distributed private

S18% -



WO 2020/051598 PCT/US2019/056886
data. In the description of the methods, processes, and/or operations, statements that a
particular device, method, and/or processer is performing some task or function generally
refers to a processor (e.g., the processor 52, 62, 72, or 82) of a computing device in the
system 10 executing corrgsponding programmed instructions (e.g., the watchtower
software 55, the agent software 65, the advertiser software 75, or the publisher software
835y stored in non-transitory computer readable storage media (e.g.. the memory 54, 64,
74, or 84) operatively connected to the processar to manipulate data or to operate ong or
maore components of the computing device or of the system 10 to perform the task or
function, Additionally, and in partdcular, statements that a smart contract of a blockchain
performs some task or function generally refers to a processor of a node of a distributed
network {e.g., the processar 52 of a watchtower 50 or other node of the distributed
network 20) executing corresponding programmed instructions of the smart contract,
which are stored on the blockchain, o manipulate data of the blockchain to perform the
task or function. Morcover, the steps or operations of the methods and/or processes may
be performed in any feasible chronological order, regardless of the order shown in the

figures or the order in which the steps or operations are described.

The Adverusine Blockchain and Crvptographic Identity Registration

{0043 With reference to FIG. 3, the at least one public blockchain 30 includes an
advertising blockchain BC4,;, which is configured to support smart contracts and is
maintained and operated by the watchtowers 50. As noted above, each watchtower 50 is
associated with a producer of one or more particular variants of the agent software 65 that

runs on the consumer devices 60. The executable program instructions of each smart
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coniract are stored on the advertising blockchain BC,,; and are execuied in a distribuied
manner by the watchiowers 50 when the smart confracts are transacted with by an
authorized device of the system 10. The smart contracts of the advertising blockchain
B{,; advantageously have access to the pseudo-random seguence verifiable random
values &. Addidonally, the advertising blockchain B,y is configured to allow
interactions with the blockchain on a service transaction model. In this context, a service
transaction is a transaction that allows the diswibuted network 20, in particular the
watchtowers 50, to cover the cost of performing computation and/or modification of state
in the advertising blockchain B4 .

[0044] In some embodiments, the advertising blockchain BCy, is a permissioned
blockchain that utlizes a consensus mechanism other than a proof of work based
conscnsus mechanism. Particularly, in at least one embodiment, the consensus
mechanism of the advertising blockchain 8¢, operates with a leader election process
with respect to an allowed set of validators, Le., some or all of the watchtowers 50, The
leader election process utilizes the pseudo-random sequence verifiable random values £
provided by the decentralized random beacon 40 to randomly determine which of the
watchtowers 50 are responsible for the preparation and submission of each block of
transactions to the advertising blockehain BC,,.

[0045] The leader election process can be implemented using a variety of different
methods. For example, in one embodiment, let the values s = {54, 55, ..., 5, } comrespond
to identifiers for the watchtowers 50, where the values of § can be interpreted as an
integer. Additionally, let each verifiable random value ¢ provided by the decentralized
random beacon 40 also be interpreted as an integer, For each cycle, a random leader from
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the watchtowers 30 is be selected by choosing the watchtower 50 has an identifier s that
is closest o, but not greater than, the verifiable random value ¢ last emitted by the
decentralized random beacon 40. Additionally, in the case that an adversary might be
empowered to choose an identity at random, the randomness of the beacon 40 can be
folded into the identifiers s of the watchtowers 50 in order to prevent censorship attacks
against a given set member. These attacks are possible, under a non-randomized identifier
space, because a malicious party may randomly select an identifier such that it closely
hounds a key that the malicious party wishes to censor. In order to prevent this attack, a
random leader from the watchtowers 30 can instead be selected by choosing the
watchtower 50 that has a hash H{s; {{7) that is closest to, but not greater than, the
verifiable random value £ last emitted by the decentralized random beacon 40, where the
hash H{s; |} ) is of its respective identifier 5; concatenated with a random value v, In this
way, the distribution of identifiers, in the integer space defined by the security parameter
of the hash function H{}. 1s well distributed and randomized for cach new verifiable
random value & of the decentralized random beacon 40

{80461 With continued reference to FIG. 3, the advertising blockchain BC,,; includes
at least one identity registry smart contract 202 that records the particular computing
devices and/or software mstances that are registered with and allowed to interact with the
advertising blockchain BC,,. In particular, the identity registry smart coniract 202
includes logic for adding and removing entities from (i) a list of watchtower entities 204
that operate and maintain the advertising blockchain By, (i) a list of advertiser entities
206 that are allowed to run advertising campaigns using the advertising blockchain BC, 4,
(iii) a list of publisher entities 208 that are allowed to serve advertisements of the
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advertising campaigns on the advertising blockchain BC4,, and (iv) a list of agent
software entities 210 that are aliowed to refrieve advertisements of the advertisement
campaigns using the advertising blockchain BCy, for presentation in conjunction with
publisher media content.

[0047] The watchtowers 50 each have unique cryptographic identities yy, which are
registered with the advertising blockchain BC,,. The cryptographic identities yy, are
public keys from corresponding public-private key pairs (v, Xy ), such that yy = g*W
in an asymmetric cryptographic system in which the privaie keys xy are capable of
generating secure digital signatures that are verifiable with the respective public key vy
to prove possession of the respective private key xy, by the signer. In at least one
embodiment, the list of watchtower entities 204 comprises a hist of these unique
cryptographic identities yy.

[0048] Similarty, the advertiser devices 70 and the publisher devices 80 also have
unigue cryptographic identities vaq and vpyy, tespectively, which are regisiered with the
advertising blockchain BC4,. The cryptographic identities Y and Vpyy are public keys
from corresponding public-private key pairs {(Vag, X4q). such that y,, = g%, and
{(Voup: Xpup . such that yp,, = g™, respectively, in an asymmetric cryptographic
system it which the private keys Xgaq and Xpy, are capable of generating secure digital
sigpatures that are verifiable with the respective public key ysg Or Vpup 1O prove
possession of the respective private key x,y O Xpyp by the signer. In at least one
embodiment, the list of advertiser entities 206 comprises a Hst of these anique
cryptographic identities vy, and the list of publisher entities 208 comprises a list of these

unigue cryplographic identities yp,,;,. In order to register with the list of advertiser entities
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206 or the hst of publisher entities 208, an advertiser device 70 or a publisher device 80
initiates a transaction with the identity registry smart contract 202, After some kind of
validation and/or fee payment, the identity registry smart contract 202 is executed by one
or more of the watchtowers S0 to add the unique cryptographic identities yaq of the
advertiser device 70 to the list of advertiser entities 200 or add the unigue cryptographic
identities Ve, of the publisher device 80 to the list of publisher entities 208.

[00445] Finally, the agent software 65 of each consumer device 60 also have unique
crypiographic identities Va, which are registered with the advertising blockchain BCy,.
The cryptographic identities y,, are public keys from corresponding public-private key
pairs (Yag, Xag)» such that ¥z, = g¥4¢ in an asymmetric cryptographic system in which
the private keys xy, are capable of generating secure digital signatures that are verifiable
wiil the respective public key yqq t0 prove possession of the respective private key xgg
by the signer. In at least one embodiment, the list of agent entities 210 comprises a list of
these unique cryptographic identities yaq. As will be discussed i greater detail below,
the agent software 65 of each consumer device 60 will also utilize short-term ephemeral
cryptographic identities to maintain anonymity duoring the advertisement targeting
processes described herein. As such, these unique cryptographic identities y,, which are
registered with the advertising blockchain BCy; and stored in the list of agent software
entities 210 will be referred to herein as the long-term cryptographic identities .
{(058] As noted above, each watchtower 50 has a duty of care to the network and
plays a supervisory or oversight role with respect to consumer devices 60 that operate
with a particular vanant of the agent software 65 that is produced by the entity that

operates a respective watchtower 50, To this end, the identity registry smart contract 202
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includes a requirement that a fee or stake, for example in the form of a digital currency,
must be deposited into the identity registry smart contract 202, or into some other escrow
account system, in order for a respective consumer device 60 to be registered with the
identity registry smart contract 202 and for the respective long-term cryptographic
identity ¥4 of the consumer device 60 to be added to the list of agent software entities
210 stored on the advertising blockchain BC,,. In some embodiments, the watchtowers
50 are responsible for paying the required fee or stake for registering the long-term
cryptographic identities v4, of the consumer devices 60 that run the particular variant of
the agent software 65 produced by the operator of the respective watchtower 50, as well
as some base fee or stake for initially registering their own cryptographic identity yy.
{0051 ] The particular watchtower 50 that funded the registration of a particular
consumer device 60 is referred to herein as the “controlling” watchtower 50 with respect
to the particular consumer device 60. In at least one embodiment, the identity registry
smart contract 202 includes logic for storing, on the advertising blockchain B4y, an
association between the long-term cryptographic identities yag of the consumer devices
60 and the cryptographic identity vy, of their controlling watchtower 50, In this way,
each watchtower 50 is publicly associated with a particular subset of the long-term
cryptographic identities y4, in the list of agent software entities 210. In some
embodiments, the waichtowers 50 cach also store m the memory 54 an isolated registry
of those long-term cryptographic identities ¥, that it bas funded the registration of,
{0B52] In at least one embodiment, in order to claim a cryptographic identity, in the
advertising blockchain BC,,;, the processor 62 of a consumer device 60 first claims an

identity that is known to the controlling watchtower 50. Particularly, the processor 62
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signs a new long-term crypiographic identity V., under a private key provided by the
controlling watchtower 50 and wansmits a claiming message having the long-term
cryptographic identity ya, to the controlling watchtower 50. On receipt of a valid
claiming message under the known cryptographic identity, the processor 32 of the
confrolling watchtower 50 generates a digital signatare of the provided long-term
cryptographic identity ya, in the claiming message and transmits it to the agent software
63 of the consumer device 60. This digital signature is preferably verifiable with the
public key yyu of the controlling watchtower 58. The returned digital signature of the
corresponding watchtower 30 acts as a proof of authentication for the agent software 65,
with respect to being the particular variant of the agent software 65 created by the signing
watchtower 50. In order to register with the list of agent software entities 210, the
processor 62 of a consumer device 60 mitiates a transaction with the dentity registry
smart contract 202 and provides the digital signature of the controlling watchtower 50 as
a proof of authentication. The identity registry smart contract 202 is executed to validate
the digital signature of the controlling watchtower 50 and any additional information
necessary to prevent fraudulent registrations. After such validation, identity registry smart
contract 202 is executed to add the long-term cryptographic identity y,, to the list of
agent software entities 210.

[0053] FIG. 4 shows a method 300 for rotating ephemeral cryptographic identities for
a consumer device. Particularly, as noted above, in additon to the long-term
cryptographic identity y,g that is stored in the list of agent software entities 210, the
agent software 63 of each consumer device 60 will also utilize short-term ephemeral
cryptographic identities o maintain anonymity during the advertisement targeting
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processes described herein. More particularly, each consumer device 60 maintains
anonymity by utilizing 2 rotating pair of certificates Cert, and Cert,., having
respective ephemeral cryptographic identities ygpp, and Vg, . which are issued by the
controlling watchtower 50 to certify that the consumer device 60 that holds the ephemeral
cryptographic identities Ygpp, and Yepn,_, is registered with the advertising blockehain
B 4q and has a long-term cryptographic identity v, in the list of agent software entities
210. As shown in FIG. 3, the certificates Cert,, and Cert,_, are stored on the advertising
blockchain BC4y i a list of ephemeral identities 212 and in association with the
crypiographic identity 3y, of the particular controlling watchtower 30 that issues the
certificates, The ephemeral cryplographic identities yypp, and Yepp, . are public keys
from corresponding public-private key pairs (Vepn,» Xepr,)» Such that yg,, = givhn,
and (Vepn,_ o Xephy_,)s stch that Yepp, = greem-r | yespectively, in an asynumetric
cryptographic system i which the private keys Xgpp, and Xgp, o are capable of
genoraling secure digital signatures that are verifiable with the respective public key
Yeph, OF Yepn, , 10 prove possession of the respective private Key xgup, OF Xgpp, , DY
the signer.

{0654} With reference 0 FIG, 4, the method 300 begins with a step of sending, with a
consumer device, a new identity registration message (o the controlling watchtower
(block 302). Particularly, the processor 62 of the consumer device 60 operates the
communication maodule 66 o fransmit a new identity registration message o the
controlling watchtower 50. As a reminder, the controlling waitchtower 50 is the
watchtower 50 associated with andfor operated by the producer of the particular variant

of agent software 65 used by the particular consumer device 60. The new identity
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registration message includes a new ephemeral cryprographic identity Ygp,, that the
consumer device 60 intends to use when transacting with other devices of the system 10.
In one embodiment, the processor 62 randomly selects the new ephemeral cryptographic
identity ¥gpp,. In at least one embodiment, the new identity registration message includes
a message signatare under the long-term cryptographic identity y,, of the consumer
device 60. generated by the processor 62 with the corresponding private key x,,. In at
feast one embodiment, the processor 62 (ransmils the new identity registration message
on a secure channel between the consumer device 60 and the controlling watchtower 30,
{0855] The method 300 continues with a step of validating, with the controlling
watchtower, a signature of the identity registration message and checking for existing
certificates for the consumer device on the advertising blockchain BC,4 {(block 304).
Particularly, in response to receiving the new identity registration message, the processor
52 of the controlling waichtower 50 validates the new identity registration message, in
particular the message signature included therewith, using the long-term cryptographic
ideniity y,, of the consumer device 60. If the message signature of the new identity
registration message 18 valid, then the processor 52 operates the communication module
56 to read the certificates from the list of ephemeral identities 212 on the advertising
blockchain B,y to determine if any certificates have been issued for the particular
consumer device 60.

[3056] The method 300 continues with a step of checking, with the confrolling
watchtower, whether more than one certificate for the conswmer device 18 already stored
on the advertising blockchain BC,,; (block 306). Particularly, the processor 52 of the

conirolling watchtower 50 checks whether more than one certificate has already been
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issued for the particular consmmer device B0, In other words, the processar 52 checks if
buth a latest certificate Cert, and an older certificate Ceréy,_ already exist for the
particular consumer device 60 in list of ephemeral identities 212 on the advertising
blockchain BC,,.

(00571 The method 300 continues with a step of revoking, with the controlling
watchtower, the older certificate for the consumer device if more than one certificate for
the consumer device 1% already stored on the advertising blockchain EC 4, {(block 308).
Particularty, the processor 52 of the controlling waichtower 50, in response to more than
one certificate for the particular consumer device 60 being stored in list of ephemeral
identities 212 on the advertising blockchain BC,y, revokes the older certificate Certy,-y
for the consumer device 60. In some embodiments, this revocation comprises operating
the communication module 36 to delete the older certificate Cert, ; for the consumer
device 60 from in list of ephemeral identities 212 on the advertising blockchain BCy,. In
some embodiments, particularly in the case that the identity registry smart contract 202
manages the list of ephemeral identities 212, this revocation comprises operating the
communication module 36 1o transact with the identity registry smart contract 202 to
delete the older certificate Cert,,_, for the consumer device 60 from the list of ephemeral
wdentities 212 on the advertising blockchain By,

10G58] It will be appreciated that the check at block 306 and revocation at block 308
operate to ensure that the consumer device 60 has no more than two valid certificates at
any given time. More particularly, with the exception of the time period aficr generation
of a first certificate but hefore generation of a second certificate, each consumer device
has exactly two valid certificates at any given time Cert, and Cert,_,, where Cert,
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denotes the most recently issued certificate for the consumer device 60 and Cert 4 the
second most recently issued certificate for the consumer device 60. Any certificates
issued prior to the certificates Cert,, and Cert,_, are revoked by the watchtower 50.
{BB59] In either case, the method 300 continues with a step of issuing, with the
conirolling watchtower, a new certificate for the consumer device and writing the new
certificate to the advertising blockchain BC,,; (block 310}, Particularly, the processor 52
of the controlling watchtower 30 generates a new certificate Cert,,. which includes the
ephemeral cryptographic identity Vg, and a signatare of the ephemeral cryptographic
identity g,y generated using the private key xy of the controlling watchtower 50. The
signature included in the certificate Cert,, can be verified by an interested third party
using the publicly known cryptographic identity yy of the controlling watchtower 30, In
this way, an intergsted third party can know that the controlling watchtower 50 has
verified that the consumer device 60 using the ephemeral cryptographic identity yeyy,, 18
registered with the advertising blockchain BCy, and has a long-term oryptographic
identity y,, in the list of agent software entities 210, but the third party does not know
the particular long-term cryptographic identity vu, of the consumer device 60. Only a
respective  controlling waltchtower 50 knows the association between ephemeral
cryptographic identities Vepp, « Vapn,_, atd the corresponding long-term cryptographic
identity ya,-

LS H Once the new certificate Cert, has been generated. the processor 52 operates
the commmunication module 56 o mansmit a new identity response message to the
consumer device 60, which includes the newly generated certificate Cert, for the new

ephemeral cryplographic identities ¥gyp,. In response to receiving the new identity
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response message, the processor 62 of the consumer device 60 stores the newly generated
certificate Certy; in the memory 64 for later usage.

{0661 ] In one embodiment, once the new certificate Cert, has been generated, the
processor 52 operates the communication module 56 to write the new certificate Cert, to
the Hst of ephemeral identities 212 on the advertising blockchain B{,;. In some
embodiments, this writing of the new certificate Cert, to the list of ephemeral identities
212 comprises operating the communication module 56 to transact with the identity
registry smart contract 202 to store the new certificate Cert, for the consumer device 60
in the Hst of ephemeral identities 212 on the advertising blockchain Bly4.

{6662] In at least one alternative embodiment, the hist of ephemeral identities 212
stores cryptographic accumulators that include the certificates, Thus, the processor 32
operates the conununication module 56 to write a cryptographic accumulator including
new cerfificate Cert, to the list of ephemeral 1dentities 212 on the advertising blockehain
BC,ys. In some embodiments, this writing of the cryptographic accumulator fo the list of
ephemeral identities 212 comprises operating the communication module 56 to transact
with the identity registry smart contract 202 1o store the cryptographic accumulator in the
tist of ephemeral identities 212 on the advertising blockchain BC 4.

[8863] In at least one further alternative embodiment, the list of ephemeral identities
212 stores an identifier, such as a certificate serial number, rather than the certificates
themselves. The certificate serial number is universally unigue serial number. Thus, the
processor 52 operates the communication module 56 to write an certificate serial number
to the list of ephemeral wdentities 212 on the adverfising blockchain B4y, In some
embodiments, this writing of the certificate serial number to the list of ephemeral
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wennities 212 comprises operating the commumication module 56 o fransact with the
identity registry smart contract 202 to store the certificate serial number in the list of
ephemeral identities 212 on the advertising blockchain 84,

{00364 The method 300 continues with a step of collecting, with the consumer device,
proofs of interest on the new ephemeral cryptographic identity, while still using proofs of
interest on old ephemeral cryptographic identity (block 314) and, once the new
ephemeral cryptographic identity has enough proofs of interest to create valid proofs of
ad targeting, ceasing use of the old ephemeral cryptographic identity (block 316).
Particularly, as will be discussed in greater detail below, when inferacting with publisher
device 80 and the publisher’s media content, the consumer devices 60 will generated
proofs of interest, which are stored in the private consumer data 67 and prove that the
consumer device 60 interacted with a particular type of media content, thus indicating
interest in the particular type of media content. These proofs of interest are each collected
under the latest ephemeral cryptographic identity ¥y, of the consumer device 60, rather
than the long-term cryptographic identity y,, of the consumer device 60, so as to
maintain anonymity of the consumer device 6.

{0065] As will be discussed in greater detail below, these proofs of interest are
aggregated to form proofs of ad targeting that prove that the consumer associated with the
consumer device 60 satisfies a targeting model for a particular ad campaign or particular
advertisement. When the consumer device acquires the latest ephemeral cryptographic
identity ¥gpp, . the consumer device 60 will begin generating the proofs of interest under
the latest ephemeral cryptographic identity ¥gpy, . but will continue to generate proofs of
ad targeting with proofs of interest that were collected under the previous ephemeral
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cryptographic identity ygpp,, until a sufficient amount of proofs of interest have been
collected under the latest ephemeral cryplographic identity yaepe,. Particulady, the
processor 62 checks, either periodically or after generating each proof of interest, whether
a sufficient amount of proofs of imterest have been collected under the latest ephemeral
cryptographic identity Yppp,. In one embodiment, a threshold number of proofs of
interest is considered a sufficient amount of proofs of interest. In other embodiments,
other considerations can be taken into account, such as requiring proofs of interest
relating to at least a threshold number of different types of media content.

{0066] Once a sufficient amount of proofs of interest have been collected under the
latest ephemeral cryptographic wdentity Ygpp,,. the consumer device 60 stops generating
proofs of ad targeting with proofs of interest that were collected under the previous
ephemeral cryptographic identity Ygpr, , and, instead, begins generating proofs of ad
targeting with proofs of interest that were collected under the latest ephemeral
cryptographic identity Ygps,. In one embodiment, once a sufficient amount of proofs of
interest have been collected under the latest ephemeral cryptographic identity ygpp, . the

consumer device 60 returns to block 302 to acquire yet another new ephemeral

cryptographic identity.

Ad Campaigns on the Advertsing Blockehain

[0067] As discussed above, advertisers having a cryptographic identity vy, registered
with the list of advertiser entities 206 are authorized to run advertising campaigns using
the advertising blockchain 8C,,. As used herein, an “advertising campaign’™ or “ad

campaign” refers to collection of information defining (i) at least one advertisement that
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can be served to a consumer by a publisher in conjunction with the publisher’s media
content and (if) one or more constraints that limit how, when. andf/or to whom the
advertisement may be served by a publisher in order to receive credit and/or payment for
an advertisement tmpression. As used hergin with respect to advertisements and
advertisement impression, a “constraint” refers to a value or set of data associated with
particular rule that is understond to limit how, when, and/or to whom an advertisement
can be presented in conjunction with media content to form a valid advertisement
HNPression.

{0068] With reference to FIG. 3, the advertising blockchain BC,, includes at least
one ad campaign smart confract 214 that records ad campaign data 216 regarding a
plarality of different ad campaigns being run by advertisers registered with the
advertising blockchain BC,y. In order to run an ad campaign on the advertising
blockchain BC,,, the processor 72 of an advertiser device 70 operaies the communication
module to send an ad campaign publication message (o the ad campaign smart contract
214, which includes ad campaign information at least including information defining at
least one advertisement that can be served fo a consumer device 60 by a publisher in
conjunction with the publisher’s media content and an associated set of constraints
defining outline how, when, snd/or (o whom the advertisement may be served by a
publisher in order to recetve credit and/or payment for an advertisement impression. In at
feast one embodiment, the new identity registration message includes a message signature
under the cryptographic identity y4s of the consumer device 60, generated by the

processor 62 with the corresponding private key Xgq-
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[0069] The at least one ad campaign smart contract 214 mcludes logic for receiving
ad campaign publication messages, verifying that the advertiser is authorized to run ad
campaigns on the advertising blockchain B4y, and storing the received ad campaign
information in the ad campaign data 216 on the advertising blockchain BC4y.
Particularly, in response to receiving an ad campaign publication message, the processor
52 of one or more watchtowers 50 executes instructions of the ad campaign smart
contract 214 1o read from the list of advertiser identities 208 and verify that the
cryptographic identity ya, of the advertiser device 70 from which the ad campaign
publication message was received is registered with the list of advertiser entities 206.
Moreover, the processor 52 of one or more watchtowers 530 execuies instructions of the
ad campaign smart contract 214 to check the authenticity of the ad campaign publication
message by verifying the message signature using the crvptographic identity yvaq. It the
ad campaign publication message is validated, then the processor 52 of one or more
watchtowers 50 operates the communication module 56 o write the received ad
campaign information to the ad campaign data 216 on the advertising blockchain BCyq.
Additionally, the processor 52 of one or more waichtowers 530 executes instructions of the
ad campaign smart contract 214 to select, and write to the ad campaign data 216 on the
advertising blockchain BC, 4, a universally unigue ad campaign 1D for the ad campaign,
which can be used to identify the particular ad campaign. Alternatively, the ad campaign
ID can be selected by some other party or mechanism, besides the ad campaign smart
confract 214.

{0678] As noted above, the ad campaign information provided with the ad campaign

publication message at least includes information defining at least one advertisement that
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can be served to a consumer device 60 by a publisher in conjunction with the publisher’s
media content. Particularly, in at least one embodiment, the ad campaign information that
is published to the advertising blockchain BC,, includes the information, such as a set of
URLs or other retrieval instructions, which can be used to retrieve at each advertisement
in the ad campaign (i.e., the audio and/or visual media content that is actually presented
to a consumer). Additionally, for each advertisement in the ad campaign, the ad campaign
information also defines the media content type, media dimensions, media duration, etc.
that define the form i which the advertisement can be presented to a consumer. Finally,
for each advertisement in the ad campaign, the ad campalgn information also includes a
st of classifiers that define a categorization of the advertisement media, which are
selected from a predefined set of allowable classifiers. In one embodiment, these
classifiers are similar, if not equivalent to classifiers used to classify publisher media
content, discussed in greater detail below.

{00711 As noted above, the ad campaign information provided with the ad campaign
publication message also includes a set of constraints for the ad campaign and/or for
individual advertisements in the ad campaign. The set of constraints at least includes a
targeting model that defines a target audience for an ad campaign or individual
advertisements in the ad campaign. In some embodiments, the targeting model takes the
form of a query string that defines a target audience. As used herein, a “guery siring”
refers to a string, vector of strings, or the like represeniing a query that can be evaluated
against one or more data points to provide a result, answer, or output. Particularly, as
discussed in greater detail below, the targeting model and/or the query strings can be

evaluated against proofs of interest collected by the consumer devices 60 that prove that
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the respective consumer device 60 interacted with a particular type of media content, thus
indicating interest in the particular type of media content.

{0072] In some embodiments, the query string may comprise one or more Boolean
test statements. Each Boolean fest statement seeks an answer or gutput with respect to
attributes of the individuals about which the private consumer data 67 pertains. The
Boolean test statements include combinational logic for processing ome or maore data
points o arrive at a true or false answer. For example, in an advertising context a Boolean
test statement might define a target audience for an advertisement. For example a target
audience for an avocado-toast with eggs advertisement, might be defined by the Boolean
test statement: “Consumer 15 an Avocado-Toast intender and lives in Brooklyn and is
vegetarian buf iy nof vegan.” An answer of “true” to this statement can indicate the

consumer falls within the target audience. An answer of “false” indicates the consumer

Brooklynite avocado-toast intender, who froquents vegetarian recipe sites, she may be
vegan and therefore may not buy the advertiser’s avocado-toast with eggs.

{0673] In some embodiments, the query string may comprise a set of program
instructions with trained weight/kernel values corresponding g machine learning model
that i1s configured to. based on input data points, output a true or false value or a
confidence metric, such as a value between 0.0 and 1.6, It will be appreciated that
machine learning is process that uses statistical inference, randomness, and brute force
computation to ascertain a rulesct based on data alone. For example, in an advertising
confext an exemplary machine learning model might be configured to determine whether

a consumer 15 within a target audience for an avocado-toast with eggs advertisement by
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analyzing thousands of purchase receipts and demographic data associated with the
Consumer.

{0074] In addition to the targeting model and/or query string, the ad campaign
information provided with the ad campaign publication message includes additional
comnstraints. Particularly, the additional constraints at least include, for each advertisement
in the ad campaign, a maximum amount that the advertiser is willing 1o pay to for an
tmpression of the advertisements by a consumer satisfving the targetng model.
Addinonally, i some embodiments, the additional constraints include a set of classifiers
identifving the acceptable (or unacceptable) categories of publisher media content that
the advertisement is allowed to be presented in conjunction with, which acts as a context
control mechanism for the advertiser. Additionally, in some embaodiments, the additional
constraints include a publisher whitelist or a publisher blacklist defining a set of
publishers that are allowed or not allowed o present advertisements of the ad campaign
{or a particular advertisement) in conjunction with their media content. Finally, in some
embodiments, the additional constraints include an agent whitelist or agent blacklist
defining a set of consumer devices 60, a set of instances of agent software 63, and/or a set
of particular variants of agent software 65 that are allowed to be presented with
advertisements of the ad campaign (or a particular advertisement).

{0075] In at least one embodiment, the ad campaign information that is published to
the advertising blockchain BC,,; includes a signature of the ad campaign information, in
particular a signature of the advertiser comstralnts Oqgconstraines. rarticularly, the
processor 72 generates the signature of the advertiser constraints Gayconseraints OV

signing at least the advertiser constraints of the ad campaign information using the
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cryptographic identity v, of the advertiser device 70. In at least one embodiment, a
stgnature of the advertiser Constramls Gagronstraines 15 generated for each advertisement
included in the respective ad campaign. The signature of the advertiser constraints
Taaconserames 18 included in the ad campaign publication message seni to the ad
campaign smart contract 214 and is written to the ad campaign data 216 on the
advertising blockchain BCsy. As will be discussed in greater detail below, consumer
devices 60 can use the signature of the advertiser constraints 0y ranseraire [0 gENErate
proofs of ad selection that prove that a selected and served advertisernents satisfies any
consiraints of the advertiser and of the publisher.

[3476] In at least one embodiment, the processor 72 of the advertiser device 70
receives a plurality of user inputs via the user interface 78. Based on the user inputs, the
processor 72 generates the targeting model and/or gquery siring that defines the target
audience for each advertisement or the ad campaign. Additionally, based on the user
nputs, the processor 72 generates the additional constraints defining how, when, and/or
to whom an advertisernent can be presented in conjunction with media content o form a
valid advertisement impression,

{0077] After transmitting the ad campaign publication message to the ad campaign
smart contract 214, the advertiser can optionally modify some or all of the ad campaign
information that is written to the ad campaign data 216 on the advertising blockchain
BC,,. Particularly, in one embodiment, to maodify the ad campaign information, the
processor 72 of the advertiser device 70 operates the communication module 76 to
transmit an ad campaign modification message to the ad campaign smart contract 214,

including the modified ad campaign information and the ad campaign ID. In response to
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recerving the ad campaign modification message, the processor 52 of one or more
watchtowers 30 executes instructions of the ad campaign smart contract 214 1o verify that
the campaign modification message was sent by the cryptographic identity viq who
originally created the ad campaign and writes the modified ad campaign information to
the ad campaign data 216 on the advertising blockchain 8C, 4.

[B078] The publication of the ad campaign information to the advertising blockchain
B4, acts as a notificagion to other devices of the systemn 10 that the ad campaign is
pending. However, the advertisements of the ad campaign cannot be used for
advertisement impressions until the ad campaign 18 activated by the advertiser.
Additionally, the advertiser can pause, resume, or ferminate the ad campaign as
necessary.

[0079] In some embodiments, in order {o activate the ad campaign, the processor 72
operates the communication module 76 0 ransmut an ad campaign activalion message 1o
the ad campaign smart coniract 214, In some embodiments, the ad campaign activation
message may optionally include a time in the future that the ad campaign is (o he
activated, as well as a time in the future that the ad campaign is to be terminated. In
response to recetving the ad campaign activation message, the processor 32 executes
instructions of the ad campaign smart contract 214 to write to the ad campaign data 216
on the advertising blockchain BC,,; some indication of the time frame during which the
ad campaign is active and/or some indication that the ad campaign is has been activated.
[0088] In some embodiments, in order o terminate the ad campaign, the processor 72
operates the communication module 76 to transmit an ad campaign fermination message

to the ad campaign smart contract 214, In some embodiments, the ad campaign
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termination message may optionally include a ttme n the future that the ad campaign 1s
to be terminated. In response to receiving the ad campaign termination message, the
processor 52 executes instructions of the ad campaign smart contract 214 to write to the
ad campaign data 216 on the advertising blockchain BC44 some indication of the time at
which the ad campaign is to be terminated and/or some indication that the ad campaign is
has been terminated.

{66811 In some embodiments, in order 1o pause the ad campaign, the processor 72
operates the communication module 76 to transmit an ad campaign pause message to the
ad campaign smart contract 214, In some embodiments, the ad campaign pause message
may optionally include a time in the future that the ad campaign is to be paused. In
response to receiving the ad campaign pause message, the processor 52 executes
instructions of the ad campaign smart contract 214 1o write to the ad campaign data 216
on the advertising blockchain BC, 4 some indication of the time at which the ad campaign
is to be paused and/or some indication that the ad campaign is has been paused.

{0082] In some embodiments, in order to resume the ad campaign, the processor 72
operates the communication module 76 to transmit an ad campaign resume message (o
the ad campaign smart contract 214, In some embodiments, the ad campaign resume
message may optionally include a time in the future that the ad campaign is to be
resumed. In response to receiving the ad campaign resume message, the processor 52
executes instructions of the ad campaign smart contract 214 to write to the ad campaign
data 216 on the advertising blockchain B4, some indication of the time at which the ad
campaign is 1o be resumed and/or some mdication that the ad campaign 15 has been

resumed.
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[0083] FIG. 5 shows a method 400 for identifying a set of suitable advertisements for
presentation at a consumer device. Particularly, the consumer device 60 regularly
maintains a list of advertisements and/or ad campaigns for which the associated consumer
satisfies the targeting model. In this way, when ad advertisement is reguired, the
advertisemnent selection process is simplified because the consumer device 60 needs only
to consider the compatibility of the publisher and advertiser constraints, because the
targeting models have already been applied. In some cases, the advertisement media itself
can also be retrieved preempiively. These features advantageously provide for a more
seamless interaction for the consumer.

[0084] The 400 begins with a step of polling, with the consumer device, new ad
campaigns (block 402). Particularly, the processor 62 of the consumer device 60 operates
the communication module 66 o read ad campaign information from the ad campaign
data 216 on the advertising blockchain BC,, and to at least retrieve the targeting models
for the ad campaigns 1o the ad campaign data 216 on the advertising blockchain B4 so
that the targeting models can be tested against the private consumer data 67 to find
potential advertisements for later presentation at the consumer device 60. However, in
alternative embodiments, the consumer device 80 can instead be notified of all ad
campaigns or of ad campaigns of high potential interest, for example by the controlling
watchtower 50.

{0085] The method 400 continues with a step of observing, with the consumer device,
new ad campaigns and filiers the new ad campaigns against local interests of the
consumer o find potential matches (block 404). Particularly, the processor 62 of the

consumer device 60 identifies new ad campaigns in the ad campaign information that was
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retrieved from the ad campaign data 216 on the advertising blockchain BC, ;. For each
targeting model of cach identified new ad campaign, the processor 62 applies the
respective targeting model to the private consumer data 67 to determine if the consumer
associated with the consumer device 60 fits within the target audience defined by the
targeting model. Particularly, as will be discussed in greater detail below, the private
consumer data 67 includes a plurality of proofs of interest that are collected when
interacting with a publisher device 80 and the publisher’s media content and that prove
that the consumer device 60 interacied with a particular type of media content, thus
indicating interest in the particular type of media content. As noted above, the targeting
model may take the form of a query string that defines a target audience and that can be
cvaluated against one or more data points to provide a result, answer, or output, Thus, for
each targeting model of each identified new ad campaign, the processor 62 evaluates the
query string and/or targeting model against proofs of inferest collected by the consumer
devices 60 under the latest ephemeral cryplographic identity yg,n, and/or proofs of
interest  collected by the consumer devices 60 wnder the previous ephemeral
cryptographic identity Ygppn . as described above.

{0086] The method 400 continues with the proactive optional step of computing, with
the consumer device, partials proofs of ad targeting and downloading advertisement
media for strong maiches (block 406). Particularly, in some embodiments, the processar
62 of the consumer device 60 proactively calculates partial proofs of at targeting for
particularly strong matches. Particularly, as will be discussed in greater detail below,
when interacting with publisher devices 80 and consumer publisher media content, the
consumer device 60 will present matching advertisements to the consumer such that the
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publisher can receive ¢redit for an adverfisement impression. In doing so, the consumer
device 60 will generates proofs of ad targeting based on the proofs of interest stored in
the private consumer data &7 that prove that the consumer fits within the targeting model
for the advertisement that was presented to the consumer. In some embodiments, for
particularly strong matches, the processor 62 calculate partial proots of at targeting ahead
of time to provide a more seamless user experionce and faster provision of the proofs of
ad targeting. The process that is used to generate the proofs of at targeting is discussed in
greater detail below.

[06087] In some embodiments, the ad campaigns are considered “strong™ matches are
those having the largest amount of proofs of interest that can be used as evidence of the
consumer fitting with the target audience defined by the targeting model of the ad
campaign. Altlernatively, in the case that the targeting model comprises a machine
fearning model that is configured to output a confidence metric, such as a value between
0.0 and 1.0, the ad campaigns are considered “strong” matches are those having a higher
confidence metric.

{0488] In some embodiments, the processor 62 of the consumer device 60 also
proactively retrieves advertisement media for particularly strong matches. As described
above, the ad campaign information that is published by the advertiser to the ad campaign
data 216 on the advertising blockchain BC,, includes information, such as a set of URLs
or other retrieval instructions, which can be used to retrieve at each advertisement in the
ad campaign (i.e., the audio and/or visual media content that is actually presented to a

consumer). In some embodiments, for partcularly strong matches, the processor 62
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operates the communication module 66 (o retneve the advertisement media and stores the
advertisement media on in the memory 64 for later usage.

{DH89] In one embodiment, the processor 62 reirieves advertisement media in some
manner that does not allow the publisher or advertiser to direcdy identify the 1P address
of the retrieving party o the device on which the agent software is running. Examples of
such technology mclude retricval of the media content from a P2P file sharing system
such as IPFS. Alternatively, the processor 62 retrieves advertisement media through a
system that uses anonymized routing. Exasting systems that allow for anonymized routing
include, but are not limited to 12P, Tor, and Freenet. Altemnatively, the processor 62
retrieves advertisement media from a private database using privacy preserving query
mechanisms that may include but are not limited 1o such technologies as data querying
and dawa retrieval under homomorphic encryption and/or overlapping data shards with
grror correction coding.

{0096] The method 400 continues with a step of adding matching advertisements o a
set of possible advertisements to display to the consumer (block 408). Particularly, the
processor 62 of the consumer device 60 stores, in a list of matching advertisements on the
memory 64, any of the new ad campaigns for which the consumer associated with the
consumer device 60 fits within the target audience defingd by the targeting model, and
for which the private consumer data 67 stores proofs of interest proving that the
consumer fits within the target audicnce. In some embodiments, the list of mawching
advertisements includes a  predetermined minimum  or  maximum  amount of
advertisements and/or ad campaigns. In some embodiments, the list of matching

advertisements includes a predetermined minimum  or  maximum  amount  of
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advertisements and/or ad campaigns for each possible type of advertisement that might be
needed, so that consumer device 60 is prepared 10 present g variety of different types of
advertisements as needed while consuming publisher media content.

(0091} Finally, the method 400 continues with a step of updating the set of possible
advertisernents with new oser mterest information as necessary (block 410). Particularly,
the processor 62 of the consumer device 60 adds, removes, or reorganizes ad campaigns
in the list of matching advertisements based on newly collected proofs of interest, based
on proof of interest becoming too old, or based on ad campaigns being paused or
terminated. Particularly, as new proof of mterest are collected (using the processes
discussed below). the processor 62 reevalunates the query strings and/or targeting models
of the ad campaigns in the list of maiching advertisements against the proofs of interest
collected by the consumer devices 60. At the time of reevaluation, the particular set of
proofs of interest in the private consamer data 67 may include new proots of mterests and
may omit proofs of interest that have since expired or have otherwise been removed.
Additionally, the processor 62 may operate the communication module 66 o read ad
campaign information from the ad campaign data 216 on the advertising blockchain Blyq4
for the advertisements in the list of mawhing advertisements and remove any
advertisements from the list of matching advertisements if the ad campaigns have heen

pause or terminated.

Providing Advertisement Impressions with the Advertising Blockchain

[0092] As described above, publishers compelling media content provide that a

consumer interested in consuming. In exchange for being allowed to consume the
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publisher’s media content, the consumer may be required view or hear an advertisement
alongside the publisher’s media content or prior to consuming the publisher’'s media
content. Each piece of media content provided by a publisher 1s categorized by a set of
classifiers, which are selected from a predefined set of allowable classifiers. An exampie
of such a categorization system may be found in the IAB Content Taxonomy Mapping.
The predefined set of allowable classifiers may be similar or equivalent to the classifiers
used to categorized advertisement media content, discussed above. This categorization
system may either operate on a self-assignment basis in which the publisher categorized
its own media content, or by a process in which an independent party or parties
categorized the publisher media content.

{0093] Each publisher assigns cryptographic keys yuq, to particular classifiers or
group of classifiers from the predefined set of allowable classifiers. In ar least one
embodiment, the assigned cryptographic keys ¥ugp are from corresponding public-
private key pairs (Vuaps Xmap )» Such that yye, = g*M** in an asymmetric cryptographic
system in which the private keys x4, are capable of generating secure digital signatures
that are verifiable with the respective public key yygqp to prove possession of the
respective  private key Xy, by the signer. In at least one embodiment, these
cryptographic keys are public keys generated using a type 3 pairing friendly elliptic
curve. These cryptographic keys Yy, will be used to by the publisher device 80 to
generate signatures that map publisher media content to the particular classifiers or group
of classifiers that correspond to the respective cryptographic key Vusq, under which the
signatare was generated. Thus, these cryptographic keys Yy, are referred 1o herein as

content mapping Keys Yyqp. As used herein, a “content mapping key” is a public key that
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is associated, preferably publicly associated, with a particular classifier or group of
classifiers that indicates a particular guality or nature of the interaction between the
devices (e.g., a category classification of the requested media content}.

{0094} The publisher may assigned multiple different content mapping keys Yprap 10
particular classifier or group of classifiers, such that the different keys associated with the
particular classifier or group of classifiers have a special meaning to the publisher beyond
the publicly understood meaning of the particular classifier or group of classifiers 1o
which the keys are associated. As an example, a particular content mapping key Yaap
might represent a particular good or service being bought or placed in a shopping cart, or
otherwise tdentify specific actions or items relating the publisher’s media content. Thus,
assigning multiple different content mapping keys Yy, to particular classifier or group
of classifiers enables the publisher to utilize a level of classification granularity that
exceeds that which 1s inherently provided by the predefined set of allowable classifiers
{6695} With reference to FIG. 3, the advertising blockchain BC,, includes at least
one publisher content mapping smart contract 218 that records content mapping keys
Vmap Uilized by each publisher and particular classifier or group of classifiers to which
gach content mapping key Vg IS assoviated. Particularly, the at feast one publisher
content mapping smart contract 218 includes logic for receiving content mapping keys
Vuap from publishers and writing them to a st of publisher content mapping keys 220
on the adveriising blockcham B4, with an indication of the particular classifier or group
of classifiers to which each content mapping key Yuqp 18 associated. In one embodiment,
in order to pablish a set of content mapping keys Yuap. the processor 82 of a pablisher

device 80 operates the communication module 86 to transmit a content mapping key
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message to the publisher content mapping smart contract 218, which includes the set of
content mapping keys ¥y, and an indication of the particalar classifier or group of
classifiers to which each content mapping key ¥uqp 15 associated. In response 1o
receiving the content mapping key message, the processor 52 of one or more watchtowers
executes instructions of the publisher content mapping smart coniract 218 o write, to the
list of publisher content mapping keys 220 on the advertising blockchain BC,,, the
content mapping Keys Yuqp, and the particular classifier or group of classifiers to which
each content mapping key is associated. In at least one embodiment, the content mapping
key message includes a message signature under the cryptographic identity yp,, of the
publisher device 80, generated by the processor 82 with the corresponding private key
Xpup-

[0096] In some embodiments, the publishers rotate the set of content mapping keys
Ymap that is uses 1o calegorize s media content at regular intervals. In particular, in at
least one embodiment, each publisher maintains at any given time two sets of content
mapping Keys, a latest set of content mapping Keys Yuqp, and a previous set of content

mapping keys Yasap both of which are stored in the list of publisher content mapping

-1
keys 220 on the advertising blockchain 5C,,. At regular intervals, the publisher
generates a new set of content mapping keys Yy, . which causes the numediately
preceding set of content mapping kevs become the older set of content mapping keys
Ymap,,, and causes the oldesi set of content mapping Yyqap, , keys to be revoked. In one
embodiment, in order to publish a new set of content mapping keys, the processor 82

operates the commumication module 86 to transmit a content mapping key rotation

message, which includes a new set of content mapping Keys Yayqp, and some indication
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of which of the previous conient mapping keys each Key replaces and/or some mndication
of the particular classifier or group of classifiers to which each content mapping key is 0
be associated. In response to receiving the content mapping key rotation message, the
processor 32 of one or more watchtowers execuies instructions of the publisher content
mapping smart contract 218 to write, 1o the list of publisher content mapping keys 220 on
the advertising blockchain BCy4, the new set of content mapping keys Vg, and to
delete and/or revoke the oldest set of content mapping keys Yuap,,_, -

{06971 It will be appreciated that this regular rotation and eventual revocation of
content mapping kKevs Va,, has the effect that signatures generated using the respective
private kKeys Xy, are only valid for a certain interval of time and cannot be verified after
the content mapping keys Yuqy are eventually revokes. As will be described in greater
detail below, these content mapping Keys Yy, are used in the generation of proofs of
interest. Thus, the regular rotation and eventual revocation of content mapping Keys Vyay
will cause eventual expiration of the proofs of interest generated using the conient
mapping keys Yuyqp-

[0G98] FIG. 6 shows a method 300 for collecting proofs of inierest with respect to
publisher media content and for serving suitable advertisements in conjunction with
publisher media content. Particolarly, as a consumer uses his or her consumer device to
browse and consumer media content provided by publishers, such as a downloaded
application, streamed media content, or Internet browser-based media content, the agent
software 63 collects proofs of mierest that prove that the consumer device 60 interacted
with a particular type of media content, thus indicating interest in the particular type of

media content. The agent software 635 uses these proofs of interest {0 generate proofs of
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ad targeting that prove the consumer fits within a fargeting model for an advertisement
that is to be was presented 1o the consumer in conjunction with. Finally, the agent
software 65 also generates proofs of ad selection that prove that both advertiser
constraints and publisher constraints are satisfied for a particular advertisement
tmpression.  These proofs  advantageously minimize frauad with respect to  the
advertisement mmpressions bought and sold using the system 10 and the advertising
blockchain B4, Furthenmore, these proofs are advantageously generated in a manner
that preserves the privacy of the consumer device 60 and, thus, the consumer.

[0099] The method 500 begins with steps of awaiting, with a consumer device, user
action (block 502) and then sending, with the consumer device, a request to a publisher
device to load publisher media content (block 504). Particularly, when a user wishes to
retrieve or otherwise use publisher media content, the processor 62 of the consumer
device 60 operates the communication module 66 to transmit a media conient request
message to a publisher device 80 that provides the media content that user would like fo
retrieve or otherwise use. In some embodiments, the media content request message
includes some indication of the particular media content that the consumer would like to
retrieve or otherwise use. It will be appreciated that, in some cases, the publisher media
content 18 already stored on the memory 64 of the consumer device 60. For example, if
the publisher media content is a video game or other interactive application, the media
content reguest message is merely a notification to the publisher device 80 to provide the
information required to serve an advertisement in conjunction with the video game or
other interactive application. In other cases, however, the media content request message

provokes the actual retrieval of the publisher media content, in addition to the
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mformation reguired to serve an adverisement in conjunction the publisher media
content. In at least one embodiment, the media content request message also includes the
fatest certificare Cert,, for the consumer device 60. In at least one embodiment, the media
content request message includes a message signature under the latest ephemeral
cryptographic identity ygpp of the consumer device 60, generated by the processor 62
with the corresponding private key xgup
{0180) The method 500 continues with a step of sending, with the publisher device,
the content mapping key under which the requested media content is categorized, as well
as any publisher constraints for advertisements to be served in conjunction with the
reguested publisher media content (block 506). Particularly, in response to receiving the
media content request message from the consumer device, the processor 82 of the
publisher device 80 verifies the message signature and verifies that a corresponding
certificate, or equivalent identifier, is stored in the list of ephemeral identities 212 on the
advertising blockchain BC 4. If the media content request message 1s valid, the processor
82 operates the communication module 86 to transmit a publisher content message which
includes a content mapping key Yyq, under which the requested publisher media content
is categorized, as well as information regarding any publisher constraints with respect to
advertisements that maybe served in conjunction with the requested publisher media
content. In at least one embodiment, the publisher content message includes a message
signature under the cryptographic wdentity vp,p of the publisher device 80, generated by
the processor 82 with the corresponding private Key Xpys.

{G101] As described above, the content mapping key Yy, corresponds to a particular
classifier or group of classifiers that define a categorization of the requested publisher
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media content. In addioon, since a pubbisher may utilize multiple diudferent content
mapping keys Vyqp that correspond to the same classifier or group of classifiers, the
content mapping kKey Yyq, may also convey additional meaning to the publisher. As will
be described in further detail below, the content mapping key ¥y, 18 utilized to generate
a proot of interest with respect to the requested publisher media content that proves that
the consumer device 60 requested and, thus, 15 interested in the requested publisher media
conient.

{0192] The requested publisher media content includes at least one location at which
an advertisement can be presented in conjunction with the requested publisher media
content. As used with respect to publisher media content, a “location” at which an
advertisement can be presented refers to a position within or around visual media content,
time, a time within a video or otherwise animated visual media comtent, a tme within
audio media content, or equivalent definable place, time, position, location, or the like
within media content at which an advertisement can be presented. The publisher
constraints at least include, for each location in the requested publisher media content at
which an advertisement can or should be served, information that defines acceptable or
compatible advertisement media content type, dimensions, duration, etc. For example, it
the requested publisher media content is @ web page having multi-media news article,
there might be two locations at which m-line image-based advertisement can be served
with a text portion of the multi-media news article, and a one location at which a video
pre-roll type advertisement can be served with a video portion of the multi-media news
article. In this example, the publisher constraints might include dimensions for the in-ling
image-based advertisements and a duration or aspect ratio for the video pre-roll type
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advertisement. Additionally, the publisher constraints at least include, for each location in
the requested publisher media content at which an advertisement can or should be served,
a mimimum amount the publisher 1s willing to accept for an advertsing impression at the
respective location.

{0103] Additional publisher constraints may include a set of classifiers identifying the
acceptable (or unacceptable) categories of advertisement media content that 1s allowed (o
be presented in conjunction with the requested publisher media content, which acts as a
for context control mechanism for the publisher. Additional publisher constraints may an
advertiser whitelist or an advertiser blacklist defining a set of advertisers that are allowed
or not allowed to serve advertisements in conjunction the requested publisher media
content.

{0104} In at least one embodiment, publisher content message further includes a
signatare of the publisher constraints Opypconstraints. Particularly, the processor 82
generates the signature of the publisher COnSraints Cpypconstrames DY signing at least the
publisher constraints included with the publisher content message using the cryptographic
identity ¥p,p of the publisher device 80. In at least one embodiment, a signature of the
publisher constrainds Opypronstraines 15 gencrated for each location i the requested
publisher media content at which an advertisement can or should be served. As will be
discussed in greater detail below, consumer devices 60 can use the signature(s) of the
publisher constraints Fpypeonstraints £0 Zenerate proots of ad selection that prove that a
selected and served advertisements satisfies any constraints of the advertiser and of the

publisher.
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[0105] Once the consumer device 60 receives the publisher content message, which
includes the content mapping key Vuqp and any publisher constraints, the method 500
continues with two distinet processes. On one hand, the method 300 continues with a
process for generating a proof of interest based on the interaction between the consumer
device 60 and the publisher device 80 (blocks 508-516). Other the other hand, the method
500 continues with a process for selecting and serving an advertisement in conjunction
with the request publisher media content (blocks 518-5824). In practice, the process for
selecting and serving an advertisement i1s performed immediately o provide a more
scamless user experience, and the process for generating a proof of interest can
advantageously performed at a later time. However, the process for generating a proot of
interest is described first below.

(0106} With continued reference to FIG. 5, the process for generating a proof of
interest in the method 500 begins with steps of constructing. with the consumer device, a
proof of interaction message using the received content mapping key under a blind
signature algorithm (block 5308) and sending, with the consumer device, a blind signaturs
message to the publisher device (block 510). Particularly, the proof of interest that is o
be generated takes the form of a signature by the publisher device 80 of a proof of
interaction message m. The processor 62 constucts the proof of interaction message m.
As used herein, a “proof of interest” or “proof of interaction” is a signature under a
cryptographic identity of a first device (e.g., a publisher device 80) of data at least
including a cryptographic identity of a second device {e.g., a consumer device 60). In this
way, the signatare by the first device (e.g., the publisher device 8() acts as an assertion

that the second device {e.g., the consumer device 6(0) did in fact interact with the first
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device (e.g., the publisher device 80). Preferably, the particular cryptographic identity
(e.g., content mapping Key ¥Yyqp) of the first device (e.g., the publisher device 80) under
which the signature is signed is associated with a particular classifier or group of
classifiers indicating a particular guality or nature of the interaction between the devices
(e.g., a category classification of the requested media content).

[0167] In at least ope embodiment, the processor 62 constructs the proof of
interaction message m as a concatenation of the latest ephemeral cryptographic identity
Vepr, 0f the consumer device 60 with the content mapping key Yuq, provided by the
publisher device 8} with respect to the requested publisher media content (e, m =
Vaph, [ Ymap). In an alternative embodiment, the processor 62 constructs the proof of
interaction message m as a concatenation of the content mapping key yuq, provided by
the publisher device 80 with respect to the requested publisher media content, with a st
of public keys {yy, ... ¥} (ie.. m = Yyapl{¥e, -, 371, The list of public keys {yy, ... ¥}
is randomly selected by the controlling watchtower 50 of the consumer device 60 and
defines a ring of valid ephemeral cryprographic identities yg,, of agent under the control
of the controlling watchtower 50, which includes the latest ephemeral cryptographic
identity yg,p,0f the particular consumer device 60. Additionally, the set list of public
keys {yy,...y;} also includes a ring key. The processor 62 calculates the ring key by
mapping a hash of the most recent verifiable random value ¢ from the decentralized
random beacon 40 10 a point on an elliptic curve, using a hash to curve function. The
resulting point on the elliptic curve is utilized as ring key. In at least one embodiment, the
processor 50 of the controller watchtower 50 randomly selects a subset of valid

ephemeral cryptographic identities vy, including that of the particular consumer device
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68, under the contrel of the controlling watchtower 30 1o be included in the hist of public
keys {y1, ..., y;} and operates the communicaton module 36 © transmit a signing ring
message, which includes the list of public keys {y4, ..., ¥}, to the consumer device 60,
[0108] In order to maintain the privacy of the consumer device 60 and, thus, the
consumer, the proot of interaction message m is signed by the publisher device under a
blind signature scheme using pairing friendly elliptic curves. Particularly, it will be
appreciated that a blind signature schome enables a user to obtain a signature from a third
parly on a message without revealing the message to the signing party. In at least one
embodiment, the following blind signature scheme is used. This blind signature scheme
works tn Gap Diffie Hellman groups, which are groups where the Decisional Diffie
Hellman problem is easy but the computational version remains hard. Thus, this blind
signature scheme operates under type 3 pairing friendly elliptic curve groups.

(01091 In at least one embodiment, the processor 62 of the consumer device 60
utilizes a blind signature scheme according to the following procedure to collect a proof
of interest using the constructed proof of interaction message m. First, for the purpose of
the blind signatare scheme, let & X & — Gy be a pairing where &, G are finite cyclic
groups of prime order p, where g is a generator in G. Additionally, let H: {0,1}" — G be
a cryptographic hash function. The processor 62 selects a random private kKey v €5 Zj,
and calculates a blinded message h' as B = H(m)yg", where ¢” operates as a random
public key corresponding to the random private key r. The processor 62 operates the
commurication module 66 to transmit a blind signature message to the publisher device
80, which includes the blinded message A, In at least one embodiment, the blind
signature message includes a message signature under the latest ephemeral cryptographic
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identity Ygpp,of the consumer device 60, generated by the processor 62 with the
corresponding private key Xgyp -

{0116] The process for generating a proof of interest in the method 500 continues
with steps of receiving, with the publisher device, the blind signature message {rom the
consumer device (block 512), signing, with the publisher device, the blind signature
message (block 514), and returning, with the publisher device, the signed message to the
consumer device {block 516). Particularly, in response 1o receiving the blind signature
message from the consumer device 60, the processor 82 of the publisher device 80
calculates a BLS-type blind signature ¢ = h"™ap of the blinded message A’ using the
private kKey Xpyqp, € Z,, that corresponds the content mapping Xey Y, provided in the
publisher content message, where Ve, = g%, which is registered with the list of
publisher content mapping keys 220 on the advertising blockchain BC,,. The processor
82 then operates the communication module 86 fo fransmif a blind signature response
message to the consumer device 60, which has the blind signature ', In at least one
smbodiment, the blind signature response message mcludes a message signature under
the cryptographic identity ypy, of the publisher device 80, generated by the processor 82
with the corresponding private kKey Xpyp.

{0111} In response to receiving the blind signature response message from the
publisher device, the processor 62 of the consumer device 6 determines an unblinded
Signature ¢ as 0 = 0'Vugp -~ WHEre Vagep = g7Mer. It will be appreciated that the
random value 7, which only the consumer device 60 has knowledge of, can be factored
out to arrive at o = H{m ™ which is the signature of H{m) wsing the private key

Xmap that corresponds the content mapping key Yuqp provided in the publisher content
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message. In one embodiment, the processor 62 verifies the unblinded signature ¢ using
the content mapping Key Vuap provided in the publisher content message (ie., by
checking that e(H{m), ¥yqp) = {0, g)).

[9112] The unblinded signature ¢ can be used by the consumer device as a proof of
interest and will be also referred to herein as a proof of interest o, which proves that the
consumer device 60 requesied and, thus, is nterested in the requested publisher media
content categorized under the classifier or group of classifiers (0 which the the content
mapping key Yuap corresponds. It will be appreciated that the usage of the blind
signature scheme in collecting the proof of interest o acts as a mechanism (0 make cross-
site tracking more difficult, while still allowing a consumer device 60 to obtain a proof of
interaction that is unigue to and can only be used by the particular consumer device 60,
[6113] Over time, as the consumer interacts with media content provided by a variety
of publishers, the consumer device 60 collects numerous proofs of interest o that prove
interest in a variety of publisher media contents. Each proof of interest o is unigue (o
ephemeral cryptographic Kentity Yepp, OF Vepn, , under which it was collected and can
only be used while the ephemeral ¢cryptographic identity Yeup, OF Vepn,_, remams valid.
Thus, the ephemeral identity rotation process, described above with respect 1o the method
300 illustrated in FIG. 4, operates to cause eventual expiration of the proofs of interest o
collected by the consumer device 6. However, while valid, the proofs of interest ¢ can
be used to select advertisements to be served in conjunction with publisher media
conient, according to the process described below.

[0114] With continued reference to FIG. 5, the process for selecting and serving an

advertisement in the method 300 hegins with a step of selecting an advertisement to be
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[e2)

erved 1 conjunction with the requested pubbsher media content from the list of
matching advertisements (block 518). Particularly, as noted above, the memory 64 of the
consumer device 60 stores a list of maiching advertisements, which includes
advertisements for which the consumer fits within the target audience, as defined by the
associated targeting models for the advertisements. In response to receiving the publisher
content message, which includes the content mapping key Yuyq, and any publisher
constraints, the processor 62 of the consumer device 60 selects an advertisement from the
list of matching advertisements to be served at each location in the requested publisher
media content at which an advertisement can served.

[0115] In order to select cach advertisement, the processor 62 checks the
compatibility of the publisher constraints for the particular location in the requested
publisher media content with the respective advertiser consiraints for each. In each case,
the processor 62 checks that the classifiers to which the content mapping Xey Vyap
corrgsponds are within a set of classifiers identifying the acceptable categories of
publisher media content that the advertisement is allowed to be presented in conjunction
with (or not within a set of unacceptable classifiers). In each case, the processor 62
checks that the set of classifiers that define a categorization of the advertisement media
are within the set of classifiers identifving the acceplable categories of advertisement
media content that is allowed to be presented in conjunction with the requested publisher
media content {or not within a set of anacceptable classifiers). In cach case, the processor
62 checks that the minimum amount the publisher is willing to accept for an advertising
impression at the respective location is less than the maximuom amount that the advertiser

is willing to pay to for an impression of the advertisements. In each case, the processor 62
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checks that the advertiser is not i an advertiser blacklist {(or is within an advertizer
whitelist) from the publisher constrainis. In each case, the processor 62 checks that the
publisher is not in a publisher blacklist (or 1s within a publisher whitelist) from the
advertiser consiraints.

{3116} Once an advertiserment has been selected for a particular location in the
regquested publisher modia content, the process for selecting and serving an advertisement
in the method 500 continues with a step of retrieving advertisement media content and
inserting the advertisement media content into the context of the publisher media content
{block 320). Particularly, if the selected advertisement media conient was not proactively
retrieved ahead of ume, the processor 62 operates the communication module 66 retrieve
the advertisement media content according to retrieval instructions and/or nformation,
such as a URL, stored on in the ad campaign data 216 on the advertising blockchain
B 4. Once retrieved, the processor 62 inseris the selected advertisement media content
inio the publisher media content at the appropriate location or in the appropriate manner
identified by the publisher. This insertion may, for example, comprise operating, with the
processor 62, a display or speaker of the user interface 68 of the consumer device 60 to
show or play the advertisement media content in conjunction with the publisher media
content at the appropriate location or in the appropriate manper identified by the
publisher. It will be appreciated that this insertion of the advertisement media conient
comprizes the advertisement impression for which the publisher can be paid by the
advertiser.

{0117] The process for selecting and serving an advertisement in the method 300

continues with a step of monitoring, with the consumer device, the advertisement media
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content for consumer interaction events (block 522). Parnicularly, the processor 62 of the
consumer device monitors whether the consumer interacts with the advertisement media
content, such as clicking on the advertisement media content. In some cases, in response
to a consumer interaction with the advertisement media content, such as clicking, the
processor 62 performs some action defined by the ad campaign data 216, such as
displaying a webpage relating the advertisement. Additionally, a proof of this inferaction
with the advertisement media content may be stored in the private consumer data 67 and
used for testing targeting models. In one embodiment, the consumer device 60 collects a
proot of interaction with the advertisemeni by exchanging messages with the advertiser
device 80 in a similar process to what was described above for collecting a proof of
interaction with publisher media content.

{0115] The process for selecting and serving an advertisement in the method 300
continues with a step of computing, with the consumer device, proofs of ad targeting and
ad selection and sending an ad selection message to the controliing watchtower (block
524). Particularly, once an advertisement has been selected for a particular location in the
requested publisher media content, the processor 62 of the consumer device &) generates
a proof of ad targeting and a proof of ad selection. However, these proofs needn’t be
generated immediately and can be generated at some time in the near future.

{0119] In order to construct a proof of ad targeting, the processor 62 of the consumer
device 60 identifies a set of proofs of interest o stored in the private consumer data 67,
which prove that that the conswmer fits within the targeting model for the advertisement
that was presented to the consumer. In other words, the processor 62 of the consumer

device 60 identifies a set of proofs of interest o that where collected under content
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mapping keys Yy, correspond to classifiers or groups of classifiers that fit within the
targeting model and, in particular, make the respective query string true (or sufficiently
confident, in the case that the guery string outputs a confidence metric).

[0120] Once a set of proofs of inferest o are identified, the processor 62 aggregates
the set of proofs of interest ¢ into an aggregated SIgNAMIIE Opgrgering. Which will be
utilized as and referred to herein as the proof of ad targeting Gpgrgecing. AS @ reminder,
the proofs of nierest ¢ are signatures of proof of interaction messages m, which are a
concatenation information at least including the content mapping key ¥y, and an valid
ephemeral cryptographic identity vgup of the consumer device 60. Thus, the proof of
interaction messages m are each unigae, but also include as a common element the valid
ephemeral cryptographic identity ygun (or a ring of keys that includes the valid
ephemeral cryptographic identity yg,» ). Thus, a compact aggregated signatare drgrgeting
can be generate to advantageously minimize a required amount of data for
communication protocols. As used herein, a “proof of ad targeting™ refers to a collection
or aggregation of data (e.g., a collection or aggregation of proofs of interest) that satisfy a
targeting model for an advertisement {e.g., cause a query siring to output true result or
cutput a conlidence metric that exceeds threshold value).

[0121] In at least one embodiment, the processor 62 generates the proof of ad
argeting Oygy gering according (o the following signature aggregation algorithm. First, for
the purpose of the signature aggregation algorithm, let e: &y x G, — Gy be a bilinear map
where G, Gy, Gy are finite cyclic groups of prime order p, where g,, g, are generators in
Gy, G, respectively. Let ¢ be a computable isomorphism from G, {0 Gy, Let H: {01} -

Gy be a full domain cryptographic hash function, which may be freated as a random
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oracle. Let messages M; € {01} be the set of distinct proof of interaction messages m
that were signed to provide the identified set of proofs of inigrest ¢. Let signatures
o; € G, be the identified set of proofs of interest o that is to be aggregated. Finally, let
public keys vy € &, be the set of content mapping Keys Yyq, under which the proofs of
interest ¢ were signad.

[0122] The processor 62 generates the proof of ad targeting opgrgering 1y calculating:

(l(
GTa‘rgeting A ! { a;
i=1

where & is the number of individual proofs of interest o in the identified set of proofs of
interest o; that is to be aggregated. It should be noted that the aggregaie signature
Orgrgeting Das a length equal to only one proof of interest o. Additionally, it will be
appreciated that, given this aggregate signature, a list of the messages M; € {0,1} (e,
the proof of interaction messages ), and a list of signer public keys v; € &, (i, the set
of content mapping keys Yp,, under which the proofs of interest ¢ were signed) a
verifier can be convinced that each publisher signed their corresponding message.

[0123] Once the proof of ad targeting Oy gering 15 generated, the processor collects
the additional information needed to form the proof of ad selection, Particularty, as noted
ahove, a signature of the advertiser COnstraints Fagconsrrames 100 each advertisement of
the ad campaign writien to the ad campaign data 216 on the advertising blockchain BCy,.
Additionally, as noted above, the publisher content message includes a signature of the
publisher constraints Seypconstrames 100 €ach location in the requested publisher media
conteni at which an advertisement can he served. The signature of the advertiser

CORSITNS Tagronsrramrs ond the signatre of the publisher constraints Fpyubeonseraints
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are used to provide a proof of ad selectuon. In other words, the proof of ad selection 15 the
sot of Signatures Cagconstraints 408 Tpyupconstraints. Which authenticates the particular
advertiser constraints and publisher constraints that where applied during the ad selection.
In some cases, the proof of ad targeting Frqrgering €an also be considered part of the
proof of ad selection, in addition 1o the SIgNatNIes Csgconstraints 804 Opupronstraints-
[0124] Once the proofs of ad targeting and ad selection are formed, the processor 62
operates the communication module 66 to transmit an ad selection message to the
controtling watchtower 50. The ad selection message at least includes the proof of ad
targeting Orgrgeting and the information needed to validate the proof of ad targeting
Orargering, 11 particutar the proof of interaction messages m used o generate the proofs
of interest g, and the set of content mapping keys ¥y op under which the proofs of interest
o were signed. In some embodiments, the set of content mapping keys Yy, can be
omitted from the ad selection message, since the controlling watchtower 50 can extract
the set of content mapping keys Yy, from the proof of interaction messages m.
Additonally, the ad selection message at least includes the signature of the advertiser
CONSIraints Tageonetraimes A0d the signature of the publisher constraints Tpypconstraints
which form the proof of ad selection. Additionally, the ad selection message includes the
details of the publisher constraints and advertiser constraints themselves, for the purpose
of verification of the proof of ad selection. Tn some embodiments, the advertiser
COnSUAints Oygconsiraints and the advertiser constraints can be omitted, since the
controlling watchtower 50 can retrieve this signature of the adverfiser consirainis
Caaconstraints and the advertiser constraints from the ad campaign data 216 on the

advertising blockchain 8C,;. The ad selection message may further include the ad
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campaign ID corresponding to the advertisement that was served. The ad selection
message may further include a timestamp and/or the most recent verifiable random value
¢ from the decentralized random beacon 40. The ad selection message may include the
certificate Cert corresponding to the ephemeral eryptographic identity yg,;, under which
the proofs of interest ¢ where collected.

[0125] Finally, the ad selection message includes a message signature, signed by the
processor 62 using a recoverable signature algorithm such as a recoverable ECDSA
variant, under the ephemeral cryptographic identity yp,, under which the proofs of
interest o where collected. Alternatively, the processor 62 signs the ad selection message
under a traceable ring signature with the ring restricted to be the same as the ring under
which all proofs of interest have been issued, if a ring signature variant is being used for
the proof of inferaction messages m. In the everd that a traceable ring signature scheme
allows a controlling watchtower (o reveal a signer, the certificate Cert can be omitied
from the ad selection message.

{01261 It will be appreciated that, for each location in the requested publisher media
corent at which an advertisement is served, the consumer device 60 constructs
respective proofs of ad targeting and ad sclection. Likewise, the consumer device 60
ransmits a respective ad selection message to the controlling watchtower 50 for each for
gach location in the requested publisher media content at which an advertisement is
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Watchiower Qversight and Validation of Advertisement Iinpressions

[6127] FIG. 7 shows a method 600 for validating proofs of ad targeting and ad
selection received from a consumer device to provide a proof of attention. Each ad
selection message is validated by the controlling watchtower 50 and a subset of
addittonal watchtowers 50 to generate a proof of attention. The proof of attention is
provided to the publisher and can be used to prove that a valid advertisernent impression
was provided and received credit andfor payment from the advertiser for the
advertisement Hnpression.

{0128] The method 600 begins with steps of receiving, with the conirolling
watchtower, an ad selection message from a consumer device (block 602), verifying, with
the controlling watchtower, the ad selection message signature and the proofs of ad
targeting and ad selection conwtined within (block 604), and checking whether the
advertisement impression was completely valid (block 606). Particularly, in response (o
receiving an ad selection message from a consumer device, the processor 32 of the
controlling watchtower 30 verifies or validates at least the message signature, the proof of
ad targeting Frargeting and the proof of ad selection [Guaconstraintss Trubconstraints|> 48
well as any other data that can or should be validated.

{0129] In order 1o verify the message signature of the ad selection message, the
processor 52 verifies the message signature {or linkable ring signature) of the ad selection
message using the ephemeral eryptographic identity Yg,p (01 list of public keys defining
a signing ring) under which message signature was signed.

{0130] In order o verify the proof of ad targeling Orgargering ©f the ad selection
maessage, the processor 52 calcalates a hash h; « H(M;) of each proof of interaction
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message m in the list of the messages M, (i.e. for 1 < { < k). Next, the processor 32
checks if the following holds true:

k

e(o'Targéfﬁingl g“) = E [ e(hy,v)

i=1
{0131} If so, then the proof of ad targeting Orgrgeting 18 validly constructed. Next, the
processor 52 operates the communication module 56 to retrieve, from the list of publisher
content mapping keys 220 on the advertising blockchain BC,,, the classifiers or groups
of classifiers corresponding to the set of content mapping keys Yugp. which can be
extracted from the proot of interaction messages m or were included in the ad selection
message. The processor 52 operates the convrunication module 56 to retrieve, from the
ad campaign data 216 on the advertising blockchain BCy,, the targeting model of the
served advertisement, based on the ad campaign ID included in the ad selection message.
The processor 52 applies the targeting model 1o the classifiers or groups of classifiers
corresponding 10 the set of content mapping Keys Yiqp. 10 determine if the consumer fits
within the target audience for the advertisement andfor ad campaign.
[6132] In order to verify the proof of ad selection [Gagconstraintss Crubconstrainis] Of
the ad selection message, the processor 52 wverifies the signatures gconstraimese
Opubconstraings 18ing the respective cryptographic identities yae and Yp,p, respectively,
to ensure that the publisher constraints and advertisement constraints are authentic.
Additionally, the processor 52 checks the compatibility of the publisher constraints with
the advertiser constraints for the advertisement that was served. Particularly, the
processor 32 checks that the classifiers to which the content mapping key Yumap
corresponds are within a set of classifiers identifying the acceptable categories of
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publisher media content that the advernsement s allowed to be presented n conjunction
with {or not within a set of unaccepiable classifiers). The processor 52 checks that the set
of classifiers that define a categorization of the advertisement media are within the set of
classifiers identifying the acceptable categories of advertisement media content that is
allowed to be presented 1 conjunction with the requested publisher media content (or not
within a set of unacceptable classifiers). The processor 52 checks that the minimum
amount the publisher 15 willing to accept for an advertising impression at the respective
focation is less than the maximum amount that the advertiser 1s willing to pay to for an
impression of the advertisements, The processor 52 checks that the advertiser is not in an
advertiser blacklist {or is within an advertiser whitelist) from the publisher constraints.
The processor 52 checks that the publisher is not in a publisher blacklist {or is within a
publisher whitelist) from the advertiser constraings.

{0133 Finally, the processor 52 checks if the consumer device 60 has exceeded a
pradefined rate Umit for advertisement impressions. Particularly, in at least one
embodiment, a rate limiting algorithm is utilized, which is agreed upon by participants in
the system 10, that defines a hard upper bound on the number of advertisement
impressions that may be served to the same consumer device 60 in any given interval of
time. In one embodiment, the rate imiting algorithm 18 configured to accommodate the
average duration of user interaction, the length of advertising media, and other factors as
deemed necessary by the industry. The processor 52 checks whether a number of ad
seloction messages received by the particular consumer device 60 exceads a predefined

rate Himit for advertisement impressions for a particular interval of time.
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{6134} If the message signature, the proof of ad targeting dyqygeting. and the proof of
ad sclection |Gugconstrainess Tpubconstraines ) are all determined to be valid and the
consumer device 60 has not excesded the predefined rate lunit for advertisement
impressions for the particular interval of time, then the advertisement impression is
considered to be valid. If the advertisement impression is determined to be valid, then the
processor 52 gencrates a proof of attention Ogupenrion as @ signature of the ad selection
message, or some portion thereof, reccived from the consumer deviee 60 concaienated
with its own cryptographic identity y,,. in a similar manner as discussed above for
collecting the proofs of interest . In other words, the processor 52 generates a signature
Tareention OF @ proof of attention Mmessage Mysrention USING its private key xy,, where the
proof of attention MeESSAZE Myusrension 1NChudes a concatenation of its own cryptographic
identity y, with some portion of the ad selection message. The concatenation with the
cryptographic identity y,, operates to make the proof of attention message Murrention
unigue o the controlling watchtower 50, For example, the proof of attention message
Mgsrention MAY COMPHSE 8 concatenation of Oprgpgeting Tadconstraintss IPubConstraintss
and the cryptographic identity y, of the controlling watchtower. This proof of attention
Oareention acls as proof that the controtling watchtower SO has validated the particalar
advertisement impression corresponding the particular ad selection message.

[}135] It the advertisement impression is not valid, the method 600 continues with
steps of checking, with the controlling watchtower, whether the consumer device is valid
and under the control of the controlling watchtower (blocks 608 and 610). Particularly,
the processor 52 of the controlling watchtower checks whether the ephemeral
cryptographic identity Ye,, (or list of public keys defining a signing ring} under which
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message signature of the invalid ad selection message was signed is associated with a
consumer device 60 under the control of the controlling watchtower 50. In one
embodiment, the processor 52 checks if the the ephemeral cryptographic identity Ygyp, 18
associated with its own cryptographic identity ¥, in the list of ephemeral identities 212,
Alternately, the processor 52 checks an internal registry stored on the memory 54 of the
controlling watchiower 30 determine the consumer device 60 under the control of the
controlling watchtower S0.

{0136] The method 600 continues with steps of, if the consumer device is valid and
under the control of the controlling watchiower, then revoking all certificates of the
consumer devices and denying any future membership requests (block 6123 and,
otherwise, dropping the ad selection message (block 614). Particularly, if the ephemeral
cryptographic identity yg,, under which message signature of the invalid ad selection
message was signed is under the control of the controlling watchtower 50, then the
processor 52 operates the communication module 56 to transact with the identity registry
smart contract 202 to revoke the certificates Cert, and Cert,_ that the controlling
watchtower 50 knows to be associated with the particular consumer device 60 and to
revoke the long-term cryptographic identity Va4, of the particular consumer device 60
Otherwise, if invalid ad selection message was signed under an ephemeral cryptographic
identity Yppp that is not under the control of the controlling watchtower 30, the message
is simply dropped and/or ignored. Alternatively, in the case that the ephemeral
cryptographic identity yzpp 18 associated with a cryptographic identity 3, of another

watchtower 50, the processor 52 operates the communication module $6 to transmit a
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message to the other watchtower 50 notifying it that an mvalid ad selection message was
received.

{B137] If the advertisement impression is valid, the method 600 continues with a step
of forwarding, with the conwolling watchiower, the proof of attention to other
watchtowers in a designated subset of aodiing watchtowers (blocks 616). Particularly,
the processor 52 of the controlling watchtower 30 operates the communication module 56
to fransmit and/or forward the ad selection that was received from the consumer device
60 to other watchtowers 50 a designated subset of auditing watchtowers 50. In atb least
one ombodiment, the proof of attention Cyprenrion geonerated by the conirolling
watchtower 30 is also forwarded with the ad selection message. In at least one
embodiment, the processor 52 deternunes which other watchtowers are in the designated
subset of auditing watchtowers 50 in a deterministic manner based on the most recent
verifiable random value £ from the decentralized random beacon 40. The algorithm for
determining the designated subset of auditing watchtowers 50 15 such that the controlling
watchtower 50 with respect to an ad selection message s always a momber of the
designated  subset of auditing watchiowers 50, Additionally, the algorithm for
determining the designated subset of auditing waichtowers 30 is such that the designated
subset of auditing watchtowers 30 changes at regular intervals and any observer of the
advertising blockchain 5Oy will agree on the outcome of this determination

{0138] FIG. 8 shows method 700 of auditing controlling watchtower validations with
further watchtowers. Particularly, after the controlling watchtower S0 for a particular ad

selection message validates the advertisement ympression, the other members of the
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designated subset of aundiiing watchiowers 50 also check o see if the advernisement is
valid and, if so, signs a respective proof of attention for the advertisement impression.
[0139] The method 700 begins with steps of receiving, with an anditing watchtower,
a forwarded ad selection message from a conirolling watchtower (block 702} and
checking whether the advertisement impression is vahd (block 704). Particular, the
processor 52 of the auditing watchtower 50 verifies or validates at loast the message
signature, the proof of ad targeting Orgpgepmg. and the proof of ad selection
{Tadconstraints: Fpunconstraints - @8 well as any other data that can or should be validated,
according to all of the same processes discussed above with respect to the controlling
waichtower 50. If the message signature, the proof of ad targeting Orargeting. and the
proof of ad sclection [Taaconstrainess Fpubconstraints] are all determined to be valid and
the consumer device 60 has not exceeded the predefined rate limit for advertisement
impressions for the particular interval of time, then the advertisement impression is
considered o be valid.

{41447 if the advertisement impression s not vahid, the method 700 continues with
steps of constructing, with the aunditing watchtower, a proof of malicious action and
publishing it to a smart contract on the advertising blockchain {block 706) and, with the
smart contract, verifying the proof of malicious action and slashing a stake of the
controlling watchtower (block 708). Particularly, if the advertisement improssion i
determined to be invalid by the auditing watchtower, the processor 52 of the auditing
watchtower constructs a proof of malicious action. This proot of malicious action may,
for example, simply comprise the forwarded ad selection message and the proof of
atention Tgrrention Senerated by the controlling watchtower 50, The processor 52 of the
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auditing watchtower operates the communication module 56 © transmif the proof of
malicious action 1o a smart contract on the advertising blockchain BCy,. In at least one
embodiment, this smart contract is the identity registry smart contract 202.

[0141] In response to receiving the proof of malicious action, the processor 52 of one
or more watchtowers 50 execute instructions of the smart coniract, such as the identity
registry smart contract 202, 1o confirm that {i) the advertisement impression was invalid
using the same processes described above and (i) the controlling watchtower 30
nevertheless signed the proof of attention g4, penson DY verifying the signature using the
cryptographic identity yy,, of the controlling watchtower 50. If so, the processor 52 of one
or more watchtowers execute instructions of the smart coatract 1o subtract a portion of the
fee or stake that has been deposited by the controlling watchtower 30 (o register itself
and/or its controlled consumers devices 6( In one embodiment, subtracted portion of the
fee or stake may be rewarded (o the auditing watchtower 50 who constructed the proof of
malicious acfion,

[0142] If the advertisement impression is valid, the method 700 continues with steps
of signing a proof of attention and broadcasting the proof of attention to the other
watchtowers of the designated subset of watchtowers (block 710) and awaiting further ad
selection messages (block 712). Particularly, if the advertisement impression is
determined to be valid, then the processor 32 of the auditimg watchtower 50 generates a
proof of attention G4ueniion 4% a signature of the ad selection message, Or sOme portion
thereof, received from the consumer device 60 concatenated with its own cryptographic
identity v, in a similar manner as discussed above for collecting the proofs of interest o

In other words, the processor 52 generates a signature Oymonrion OF a proot of attention
| & s Aftention »
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THESSALE Myprention USINY 118 private key xy,, where the proof of atfention message
Martention UiChndes a concatenation of its own cryplographic identity y, with some
portion of the ad selection message. The concatenation with the cryptographic identity v,
operates to make the proof of attention message Mypention UNIQue fo the particular
auditing watchtower 50. For example, the proof of aliention message Masrension MAY
comprise a concaenation of Orargetings Tddconstraints: CpubConstraintss and  the
cryptographic identity v, of the controlling watchtower. This proof of attention Chermition
acts as proof that the auditing watchtower 50 has validated the particular advertisement
impression corresponding the particular ad selection message.

{0143 Once the proof of attention T4ention 1S generated, the processor 52 of the
auditing watchtower 50 operates the communication module 56 (o broadeast the proof of
AUHENON Gappenrion. and possibly the respective proof of attention message Murention. 1O
other watchtowers 50 in the designated subset of watchtowers 50, which at least includes
the controlling watchtower 50.

[6144] Returning to FIG. 7, the method 600 continues with a step of waiting a
threshold amount of time 1o receive proofs of attention from the other watchtowers in the
designated subset of waichtowers (block 618}, Particularly, the processor 52 of the
controfling watchtower waits a predetermined amount of time o receive proofs of
Aention Oagention. 4d possibly the respective proof of attention messages Mytention
from the other watchtowers 50 in designated the subset of watchtowers 50,

[4145] Afier the threshold amount of time, the method 600 continues with a step of
aggregating the proofs of attention to generated an aggregated proof of attention (block
620, If a threshold amount of proofs of attention Guppensien @re received within the
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threshold amount of time, the processor 52 of the controlling watchtower 50 calculates an
aggregated proof of alention Ouggregaredartention based on the proofs of attention
Cuarrention determined by the controlling watchtower 50 and the other watchtowers 50 in
the designated subset of watchtowers 3(. In at least one embodiment, the processor 52
aggregates the proofs of attenfion Caprenrion according to the same signature aggregation
algorithm used above to determine the proof of ad targeting @rgy gering. However, in this
case, let messages M; € {0,1]" be the set of distinct proof of attention messages
Myrrention hat were signed 1o provide the proofs of allention Tagenrion. e signatures
Tattention; € Gy be the set of the proofs of altention G4uensian that are to be aggregated.
Finally, let public keys v; € G, be the set of cryptographic identities vy under which the
proofs of atiention Ty peention Were signed.

{0146} The vprocessor 52  generates the aggregated proof of  attention
GAggregatecMttentian by Caicuiating:

i

Caggregaredatrention < ﬂ Tarrention;

i=1
where k is the number of individual proofs of attention Gupreniion that were received by
the controlling watchtower S0, It should be noted that the aggregate signature
Taggregatedartention 1as a length equal t© only one proof of attention Guerention-
Additionally, it will be appreciated that, given this aggrogate signature, a list of the
messages M; € {0,1}" (i.e., the proof of attention messages Myugenriont. and a list of
signer public keys v; € &, (i.e., the set of cryptographic identities vy, under which the
proofs of atiention Gypenrien wore signed) a verifier can be convinced that cach

watchtower signed their cotresponding message.
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{0147} Finally, the method 600 continues with a step of sending, with the controfling
watchtower, the aggregated proof of attention to the publisher device (block 622).
Particularly, the processor 52 of the controlling watchtower 50 operates the
communication module 36 10 transmit an advertisement impression proof message o the
publisher  device 80, which includes the aggregated proof of  attention
Oaggregatedattention- 1 ONC embodiment, the advertisement impression proof message
includes the ad campaign 1D for the advertisement that was served. In one embodiment,
the advertisement mmpression prootf message further includes imformation regarding
consumer interactions with the advertisement. In at least one embodiment, the controlling
watchtower 30 transmits the advertisement impression proof message at some later point
after a predetermined delay time period has elapsed. It will be appreciated that, this delay
acts as a means of anonymization on behalf of the consumer device 60,

{0148] Additionally, in one embodiment the processor 52 of the controlling
watchtower 50 operates the communication moduale 56 to transmit a further
advertisement impression proof message 1o the advertiser device 70. The further
advertisemment impression proof message includes the aggregated proot of attention
Taggregatedattention. I some embodiments, the further advertisement impression proof
message inchudes also mncludes, for the purpose of veritying the aggregated proof of
atention g gregatedatiention. 1he Hst of the messages M, € {0,1} (i.e., the proof of
attention Messages Musrension). and the list of signer public keys v; € G, (i.e., the set of
cryptographic identities vy under which the proofs of attention Oyprenrion were signed).

In one embodiment, the advertisement impression proof message includes the ad
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advertisement  1mpression proof message further includes  information regarding
consumer interactions with the advertisement. In at least one embodiment, the controlling
watchtower 50 transmits the further advertisement impression proof message at some
later point after a predetermined delay time period has elapsed. In one embodiment, the
controlling watchtower is reward in the form of an interest payment in response {o
sending the advertisement popression proot messages o the publisher and/or advertiser.
[0149] In response 0 receiving the advertisement impression proof message from the
controlling watchtower 50, the processor 82 of the publisher device 80 is configured to
forward at least the aggregated prool of atention @4,gregacedartention the advertiser
device 70 associated with the particular advertisement that was served. Forwarding the
aggregated proof of attention 0, gqregatedartention aCts as proof that payment is due w the
publisher for the advertisement impression.

{0156] In an alternatively embodiment, in response (o receiving the advertisement
impression proof message from the controlling watchtower 50, the processor 82 of the
publisher device 80 is configured to forward at least the aggregated proof of attention
TaggregatedAttention 10 SOMe smart contract on the advertising blockchain BC,,. The
smart contract contains logic for managing payment {o the publisher from the advertiser
in an automated manner. Alternatively, the smart contract obtains a signed release of
funds to the publisher, from the advertiser, which is negotiated in an external
comimunication channel.

{0151} In response to receiving the further advertisement impression proof message
from the controlling watchiower 30 and receiving the aggregated proof of atiention
Taggregatedattention 110 the publisher device 80, the processor 72 of the advertiser

iy
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device 70 verifies the 04y gregaredactention Particularly, in order to verify the aggregated
proof of aeniion T4y gregatedartention. (€ processor 72 calculates a hash by « H{M;) of
gach proof of attention message m in the st of the messages M; (le., for 1 i< k).

Next, the processor 72 checks if the following holds true:

&
e(gﬁgggrggatedAttsmtimqﬂ g"} = ; i e( hy,v;)
i=1

(6152} If so, then the aggregated proofl of altention Uaggregatedastention 15 validly
constructed. If the aggregated proot of atention O4g4regureqatrention 18 valid, then the
processor 72 initiates a payment process in which the publisher is paid for the
advertisement impression. In at least one embodiment, the processor 72 operates the
commuication module 76 to transmit a message to initiate the payment process in which
the publisher is paid for the advertisement impression. In one embodiment, the message
is sent to a smart contract on the advertising blockchain B, that has logic for managing
the payment process. In one embodiment, the message is sent to some other electronic
pavment and/or banking system.

[0153] The amount that must be paid may he based upon some pre-pegotiated value,
a randomly selected value between the minimum the publisher was willing (o accept and
the maximuom the advertiser was willing to pay. This random value may have some skew
in either direction, if so desired. In some embodiments, since a truly random vatue should
collapse to an expectation that is in the middle of the min and max price points, the
advertiser pays the publisher the value that is the midpoint between the two prices. In

some embodiments, a portion of this payment is provided o the designated set of
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watchtowers S0 that participaied in providing the aggregated proof of attention
GaggregaredAttention-

{3154] While the disclosure has been iHustrated and described in detail in the
drawings and foregoing description, the same should be considered as illustrative and not
restrictive in character. It is understood that only the preferred embodiments have been
presented and that all changes, modifications and further applications that come within

the spirit of the disclosure are desired o be protected.
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What 15 claimed is:

1. A method for presenting an advertisement in conjunction with media content, the
method comprising:

transmitting, with a transcetver of a first computing device, a first message to a
second computing device, the first message requesting media content from the second
computing device, the media content having a defined location at which an advertsement
can be presented in conjunction with the media content;

receiving, with the transceiver, a second message from the second computing
device, the second message including the media content;

selecting, with a processor of the first computing device, a first advertisement
from a set of advertisements based on a first targeting model for the first advertisement,
the first targeting model being stored on at least one blockchain and defining a target
andience for the first advertisement; and

presenting, with an output device of the first computing device, the first

advertisement in conjunciion with the media content at the defined location.

2. The method according to claim 1, wherein the second message includes a first content
mapping key from a set of content mapping keys associated with the second computing
device, associations between each content mapping key in the set of content mapping
keys and at least one media content classifier being stored on the at least one blockchain,

the method farther comprising:
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exchanging, with the transceiver, at least one message with the second computing
device to obtain a first proof of interest from the second computing device, the first proof
of interest being a signature signed under the first content mapping key and of first data at
fcast including (i) the first content mapping key and (ii) a first public key of the first
computing device; and

storing, in a memory of the first computing device, the first proof of interest with
a first plurality of proofs of interest, each proof of interest in the first plarality of proofs
of mterest being a signature signed under a respective content mapping key and of data at
least including (1) the respective content mapping key and (ii) the first public key of the
first computing device, associations between the respective content mapping key under
which each proof of interest in the first plurality of proofs of interest is signed and at least

one respective media content classifier being stored on the at least one blockchain.

3. The method according to claim 2, the exchanging the at least ong message with the
second computing device to obtain the first proof of interest further comprising:

generating, with the processor, a random private key and a corresponding random
public key:

calculating, with the processor, a blinded message as the random public key
multiplied with a hash of the first data;

transmitting, with the transceiver, the blinded message to the second computing

device;
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receiving, with the transcerver, a signature of the blinded message from the
second computing device, the signature of the blinded message being signed under the
first content mapping key; and

determining, with the processor, the first proof of interest based on the signature

of the blinded message and using the random private key.

4. The method according to claim 2 further comprising:

periodically replacing the first public key with a new public key by:

generating, with the processor, the new public key and a corresponding
private key:

transmitting, with the transceiver, the new public key to a third computing
device; and

receiving, with the transceiver, a certificate for the new public key from
the third computing device, the certificate being stored on the at least one

blockchain by the third computing device.

5. The method according to claim 2 further comprising, prior to transmitting the first
message to the second computing device:

receiving, with the transceiver, a respective targeting model for each respective
advertisement in the set of advertisements, each respective targeting model being stored
on the at least one blockchain and defining a respective target audience for the respective

advertisement;

-82 -



WO 2020/051598 PCT/US2019/056886

evaluating, with the processor, the respective targeting model for each respective
advertisement in the set of advertisements based on the first plurality of proofs of interest,
to determine whether a user associated with the first computing device fits within the
respective target audience for each respective advertisement in the set of adveriisements;
and

generating, with the processaor, a list of advertisements from the set of
advertisements for which the user fits within the vespective target audience,

wherein the selecting the first advertisement further comprises selecting the first

advertisement from the list of advertisements.

6. The method according to claim 5, the evaluating the respective targeting model for
each respective advertisement in the set of advertisements further comprising:

evaluating the respective targeting model based on the at least one respective
media content classifier associated with the content mapping key under which cach proof

of interest in the first plurality of proofs of interest was signed.

7. The method according to claim 5, the evaluating the respective targeting model for
gach respective advertisement in the set of advertisements further comprising:

in response 1o the first plurality of proofs of interest stored in the memory having
fess than a predetermined number of proofs of interest, evaluating the respective targeting
model for cach respective advertisement in the set of advertisements based on a second

pluratity of proofs of interest, to determine whether the user associated with the first
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computing device fits within the respective target audience for each respective
advertisement in the set of advertisements,

wherein the memory of the first computing device stores the second plurality of
proofs of interest, each proof of interest in the second plurality of proofs of interest being
a signature signed under a respective content mapping key and of data at least mncluding
(1} the respective content mapping key and (i1) a second public key of the first computing

device.

8. The method according to claim 2, wherein the second message includes a first set of
constraints defining allowable advertisements that can be presented in conjunction with
the media content at the defined location, the method further comprising:

receiving, with the transceiver, a respective second set of constraints for each of a
plurality of advertisements from the set of advertisements, each respective second set of
constraints being stored on the at least one blockchain and defining allowable media
content that the respective advertisement can be presented in conjunction with; and

selecting, with the processor, the first advertisement from the set of
advertisements based on the first targeting model for the first advertisement, the first set

of constraints, and the respective second set of constraints for the first advertisement.

9. The method according to claim 2, further comprising:
identifying a subset of proofs of interest from the first plurality of proofs of
interest, hbased on the first targeting model, the set of proofs of interest being signed under

content mapping keys associated with media content classifiers that indicate that a user
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associated with the first computing device fits within the target audience defined first
targeting model;

determining, with the processor, an aggregated signature as an aggregation of the
subset of proofs of interest; and

transmitting, with the transceiver, a third message to a third computing device
indicating that the first advertisement was presented in conjunction with the media

content, the third message ncluding the aggregated signature.

10. The method according 1o claim 9, the determining the aggregated signature further
comprising:
determining the aggregated signature as a product of all of the proofs of interest in

the subset of proofs of interest.

11. The method according to claim 9, wherein the second message includes a first set of
constraints defining allowable advertisements that can be presented in conjunction with
the media content at the defined location and includes a signature of the first set of
constraints under a public key of the second computing device, the method further
comprising:

transmitting, with the transceiver, the third message to the third computing device,
the third message including the aggregated signature, the first set of constraints, and the

signature of the first set of constraints.
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12. A method for providing an advertisement impression i which an advertisement is
presented in conjunction with media content, the method comprising:

receiving, with a transceiver of the second computing device, a first message from
a first computing device, the first message requesting media conient from the second
computing device, the media content having a defined location at which an advertisement
can be presented in conjunetion with the media content;

trapsmitting, with the transceiver, a second message to the first computing device,
the second message including the media content;

receiving, with the transceiver, a third message from a third computing device
indicating that an advertisement is presented in conjunction with media content to form a
valid advertisement impression, the third message including a signature under a public
key of the third computing device; and

transmutting, with the transcetver, a fourth message to at least one of a fourth
computing device and at least one first smart contract stored on at least one blockchain,
the fourth message including the signature under the public key of the third computing
device, the fourth message causing an entity associated with the second computing device

1o receive credit or payment for valid advertisement impression.

13. The method according to claim 12, wherein the second message includes a first
content mapping key from a set of content mapping keys associated with the second
computing device, associations between cach content mapping key in the set of content
mapping keys and at least one media content classifier being stored on the at least one

blockchain, the method further comprising:
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exchanging, with the transceiver, at least one message with the first computing
device to provide a first proof of interest to the first computing device, the first proof of
interest being a signature signed under the first content mapping key and of first data at
least including (1) the first content mapping key and (ii) a first public key of the first

computing device.

14, The method according to claim 13, the exchanging the at least one message with the
first computing device to provide the first proof of interest further comprising:

receiving, with the transceiver, a blinded message from the first computing
device, the blinded message being a random public key multiplied with a hash of the first
data;

determining, with the processor, a signature of the blinded message by signing the
blinded message under the {irst content mapping key:

transmitting, with the transceiver, the signature of the blinded message to the first
computing device, the first proof of interest being determined by the first computing

device based on the signature of the blinded message.

15. The method according to claim 13 further comprising:

gengerating, with the processor, set of content mapping keys and a corresponding
set of private keys; and

transmitting, with the transceiver, a fourth message to at least one second smart

contract stored on the at least one blockchain, the fourth message including the set of
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content mapping kevs and indicating the associations between ¢ach conient mapping key
in the set of content mapping keys and the at least one media content classifier,

wherein the fourth message causes publication, on the at least one blockchain, of
the set of content mapping keys and the associations between each content mapping key

in the set of content mapping keys and the at least one media content classtfier.

16. The method according to claim 15 further comprising:
periodically replacing the set of content mapping keys with a new set of content
mapping keys by:
generaiing, with the processor, the new set of content mapping keys and a
corresponding new set of private keys: and
transmitiing, with the ransceiver, a fifth message including the new set of
content mapping keys to the at least one second smart contract stored on the at
ieast one blockchain,
wherein receipt of the fifth message by the at least one second smart
contract caupses publication of the new set of content mapping keys on the at least

one blockchain.
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17. The method according to claim 16, wherein:

the at least one biockchain stores multiple sets of content mapping keys associated
with the second computing device;

receipt of the fifth message by the at fcast one second smart confract causes
publication of the new set of content mapping keys on the at least one blockchain as one
of the multiple sets of content mapping keys associated with the second computing
device; and

receipt of the fifth message by the at {east one second smart contract causes
revocation of an oldest of the multiple sets of content mapping keys associated with the

second computing device on the at least one blockchain.

18. The method according to claim 12, wherein the second message includes a first set of
constraints defining allowable advertisements that can be presented in conjunction with

the media content at the defined location.

19, The method according to c¢laim 18, wherein the second message includes a signature

of the first set of constraints under a public key of the second computing device.

20. The method according to claim 12, wherein the signature under the public key of the
third computing device is an aggregated signature, the aggregated signature being an
aggregation of a plurality of signatures, each under a respective public key of a respective

computing device in a plurality of computing devices that includes the third computing

device.
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