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The enormous expenditures being made to acquire the hardware and software being

deployed, coupled with increasing cost control pressures to demonstrate fiduciary
responsibility, have led to the need for increased accountability, which has given
systems management an even more critical role in the operation of enterprises.
Traditional systems management approaches utilizing a collection of different
tools have proven cost-ineffective, because the costs associated with the using these
separate management tools results in management costs that typically exceed the
initial investment made in the hardware and software that needs to be managed. Often
reducing the number of tools being is not feasible as each of the tools used has
different capabilities and several of them need to be used to accomplish management
objectives. Other traditional approaches to address this problem have been to
promote Interface Standard Definitions or Proposals, which are eventually endorsed
and implemented over time (e.g., typically in response to client pressure for standards

compliance) in new versions of existing products.

SUMMARY
The present disclosure describes a mechanism through which a standard
technique of interfacing to an existing technology can be realized. In one

embodiment, standards-based, consistent interfaces are provided to existing products
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units or maGhMGESspecific instrument that can fulfill the service request. The instrument sponsor

can return the service results to the requestor via the appropriate interface and the
instrument gateway in a message payload. In one example embodiment, the message

payload may comprise an XML message.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclosure, reference is now
made to the following descriptions, taken in conjunction with the accompanying
drawings, in which:

FIGURE 1 illustrates an example system that can be used to implement one
example embodiment; and

FIGURE 2 illustrates an example method that may be used to implement one

example embodiment.

DETAILED DESCRIPTION

FIGURE 1 illustrates an example system 10 that can be used to implement one

example embodiment. System 10 includes a plurality of system units or machines
12a-12n. Although four such system units 12a-12n are shown, this is for example
purposes only and any suitable number of system units 12 may be used. For this

example, the system units 12a-12n may be similarly configured. However, the system



12a-12n. Al though four such systemunits 12a-12n are shown, this is for
exanpl e purposes only and any suitable nunber of systemunits 12 may be
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configured. However, the system WD 03/090090 PCT/ US03/12104 3 products,
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be different products or solutions such-as, for exanple, a data storage
machi ne. Each systemunit 12a-12n can include an instrunent gateway 14.
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instrument sponsor 16a-16n can function as an executable instantiation of a
knowledge provider and can enable existing system products to interface with a client.
As such, each instrument sponsor can serve as an actual knowledge generator or
service provider.

A knowledge provider is an application that can be invoked from a portal
server to provide access to information and services required by certain system
manager portlets. A portlet is a portal window that enables the user of the portal to
access various system management-related tasks. A portal server can be a machine on
which a portal server application is being executed.

An elementary knowledge provider is a knowledge provider that provides
access to services by direct invocation of one or more suitable interfaces offered by a
single application in an instrumentation layer 18a-18n (e.g., an elementary knowledge
provider can call upon a single instrument sponsor 16a-16n). A compound
knowledge provider is a knowledge provider that provides access to services by direct
invocation of one or more suitable interfaces offered by a plurality of single
applications in an instrumentation layer 18a-18n (e.g., a compound knowledge

provider can call upon multiple instrument sponsors 16a-16n).
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and formatt ity desdribes ithe aagoe ofittled raguedt far service being placed with the product
involved. For example, application 20 can create an Extensible Markup Language
(XML) message to describe the request being made. This message may be referred to
generally as a message payload (or, for an XML message, as an "XML message
payload"). The contents of an XML message payload can include XML tags and
values that together constitute a query and formatting criteria associated with a
transaction with or request for services for the system product, software solution, or
instrument involved. The message payload, which can include a transaction or
service request for a product, can be transported to a system unit 12a-12n where the
product to be interfaced with is active. For example, the message payload can be
transported from application 20 via the Internet (e.g., network 19) to a port on system
unit (or machine) 12a-12n using a standard message transport protocol, such as, for
example, HTTP 1.1 for a standard type message, or HTTPS 1.1 for a message payload
that requires more secure handling than usual. The port on system unit 12a-12n that
receives the transported message payload from application 20 can be coupled to and
serviced by instrument gateway 14,
Network 19 may include any appropriate combination of public and/or private

networks that can couple a user (e.g., 20) to one or more system units or machines
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product-specific interface(s) required to performthe requested task(s). As
descri bed above, Asndesciibehtabgye.cisirument gatesayedd eand selgglolead ginvoke an
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sponsors 162016Gfor a8 ekRé@mple embodiment, each of the instrument sponsors 16a-16n can be
software executable and run as an out-of-process application or in-process application
with at least one of the following formats: Dynamic Link Library (DLL); Component
Object Model (COM) object (e.g., Visual Basic (VB), Object Linking and Embedding
(OLE), OLE Custom control (OCX), ActiveX, etc.); Java class; and VBScript.
Pertinent information about the capabilities and properties of each instrument sponsor
16a-16n may be stored in a centrally accessible registration authority (not shown).
The registration authority can serve as a contact point to provide registration
information regarding instrument sponsors 16a-16n to a Universal Description,
Discovery and Integration (UDDI) directory and other Web-based service directories.
The registration information can include a digital signature for each instrument
sponsor 16a-16n. The digital signature may be used (e.g., as an option) by the
instrument gateway 14 on a given platform or system unit 12a-12n, in order to ensure
that the particular instrument sponsor 16a-16n being loaded or invoked by instrument
gateway 14 has not been tampered with. As such, for one example embodiment, a
Microsoft sign code mechanism may be used for digitally signing DLLs, COM

objects, Java classes, etc. in support of instrument sponsors 16a-16n.
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However, if the selected instrument sponsor 16a-16n is to be used for an
in-process method with a Windows-based or UNIX-based platform, instrument
gateway 14 can load the selected instrument sponsor with the pertinent message
information by creating a thread including the information, and instantiating the
thread so that the selected instrument sponsor 16a-16n can be executed as the thread
(e.g., part of a program that can execute independently of other parts) under the
control of instrument gateway 14.

As described above, each instrument sponsor 16a-16n can accept an incoming
message payload (e.g., XML message payload) via instrument gateway 14 that
identifies the system or software function being requested by the user (e.g., client
application 20). Also, each instrument sponsor 16a-16n may output a message (e.g.,
XML message buffer) to the requester (e.g., application 20) via instrument gateway
14. Specifically, the mechanisms used to convey messages between instrument
gateway 14 and instrument sponsors 16a-16n may vary depending on the platform and
processing type of the instrument sponsor used. For example, if an instrument
sponsor 16a-16n is to be used for an out-of-process method on a Windows-based

platform, a COM Remote Procedure Call (RPC) mechanism may be used to send the
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instrument gateway 14 to invoke an instrument sponsor 16a-16n:
Loadlib( bebSubAjent.dll)
Beb.InvokeSub( “INIT”)
wait for inbound data
if for bebAgent
beb.InvokeSub(“INVOKE?”,ib, ob);
sendRply( ob );
beb.InvokeSub(“FREE”, ob);
continue;
The following is an example of code that may be used by an instrument sponsor
16a-16n to accept a message from instrument gateway 14 and respond:
fn: bebSubAject.dll
long _ declspec( dllexport) _ cdecl InvokeSub(
PCHAR szFunction,

)
{

va_list argptr;



i nvoked via a "Fork" or "Exec" command. As such, the instrunment sponsor can
read an incom ng nessage (e.g., XM nessage) froma "stdin" field, and

out put a weapom®eo nessage by witing to a "stdout” fiel dpcHaweyexip4if an

i nstrunment sponsor 16a-16n is to be used for an in-process nethod (e.g.,
on a Wndows-based or UNI X-based pl athén), at initiation, a handle or

poi nter may be passed to an inbound buff%®r (e.g., char *inbuff), and

anot her pointer nmay be passed to an outbound buffer (e.g., char *outbuff).

The fol Il owi ng i s ignsuesARNRZBuiioWNIKTPRSIAECPEe ohhat may be used by
i nstrunent gateway 14 to invoke an instrunment sponsor 16a-16n:

Loadl i b( bebSubAj eratum(Isp-IBB#lizZefhokeSub( "INIT") wait for inbound data if
for bebAgent beRl. |l nvokeSub("I NVOKE",ib, ob); sendRply( ob );
beb. I nvokeSub(" FREE", ob); continue; The following is an exanple of code
that may be used ehy iB(stiicinp(rseFRmdtiof POFERMINAGE 1A 000 accept a nessage from
i nstrunment gateway 14 and respond: fn: bebSubAject.dl | |ong _decl spec(
dl I export) _cdecl TotWodeESEBUNAO0ONIAR szFunction, { va list argptr; WO
03/ 090090 PCT/USQ3/12104 8 { if ( stricnp( szFunction, "IN TIALIZE") ==
return ( ss.lnitialize() );

else if ( stricmp( sxFunction, “INVOKE”) == 0 ){

char* ibXml,
char** obXml;
va_start( argptr, szFunction );
ibXml = va_arg( argptr, char® );
obXml = va_arg( argptr, char** );
va_end( argptr );
return ( ss.Invoke( ibXml, obXml ) );
}
else if ( stricmp( szFunction, “FREE”) == 0 ){
char* obj;
va_start( argptr, szFunction );
obj = va_arg( argptr, char* );
va_end( argptr );
return ( ss.Free( obj ) );

}

return 400;

}

Each instrument sponsor 16a-16n can perform a plurality of functions or
methods that can be invoked via one or more message payloads (e.g., XML message
payload) from instrument gateway 14. For example, an instrument sponsor 16a-16n
may perform at least the following methods:

A “Describe” method may be used to ask an agent to provide information
about itself. For example, if a “Describe” method is sent to an instrument gateway 14,

the instrument gateway can respond with a message that describes itself, all currently



} { elseif ( stricnp( szFunction, "TERM NATE") O return ( ss.Term nateO
); } else if ( stricnmp( sxFunction, "INVOKE') 0 ){ <char* ibXm; char**
obXm ; vawsetoante@r gptr, szFunction ); ibXm = va arg( argptusps/ches* );
obXm = va arg( argptr, char** ); wva_end( argptr ); return ( ss.Invoke(

I bXm , obXm) ); } { elseif ( stricmp( szFunction, "FREE") 0 char* obj;
va start( argptr, szFunction ); obj = va arg( argptr, char* ); va_end(
argptr ); return ( ss.Free( obj ); } return 400; } Each instrument

sponsor 16ad&4l1édanstRMidn®5pBrAom |abdodiatddyw it tHat! istruMBSt I\%%ewaryectmesndchafe can
be invoked via one or nore nessage payl oads (e.g

messa | oad)
f rom i nst r uresrstenyumiehaar 12m). onFghick deerpsteimens gaﬁﬁwyum@wpu@pg;mgpll Peaﬁlliﬁn may
performat | ?%gﬁwgre sofu?lolné) me 1gstrrh%elﬁpg§eway can detect on the machine on which the
instrument gateway is executing. If a “Describe” method is sent to an instrument
sponsor, the instrument sponsor can describe itself. The following is an example of
code for such a Describe method:
accepts
<Method=describe/>
returns:
<Version=string/>
<ProdInterfaceInfo=(ProdInterface Type*)
<PlatformInfo=string/>
<CanlssueAsyncNotify=string/> (y,n)
<RegDTDVersionID=(Version*) Version of Request
DTD this instrument sponsor supports
<RespDTDVersionID=(Version*) Version of

Response DTD this instrument sponsor supports

ProdInterfaceType(ProdName,Release,SubStat,

Active)
Name CDATA Required
Release CDATA Required
SubStat Number (1,0) (1=instrument

sponsor installed, O=instrument sponsor

not installed)

Active Number (1,0) (1=Active,

O=Inactive)

Version(VersionInfo)
Versionlnfo CDATA
An “AsyncNotifySetDestination” method may be used to tell an instrument

sponsor 16a-16n where it may send asynchronous notifications. The following is an
example of code that can be used for an AsyncNotifySetDestination method:

accepts <Method=AsyncNotifySetDestination>



A "Describe" nmethod may be used to ask an agent to provide information
about itself. For exanple, if a "Describe" nethod is sent to an instrunent
gat eway IWQ 03d®90 nst rument gat eway can respond wi th a nessagsos/imabd4
describes itself, all currently W 03/090090 PCT/US03/12104 9 installed

i nstrunment sponsors associated with thaﬁ i nstrunent gateway on the machine
(systemunit 12a-12n) on which the inst Brent gateway i s executing, and all
products or software solutions the instrunent gateway can detect on the

machi ne on which the <4msh SetDadtBBynT ypeextgapti ng. 1f a "Descri be”
method is sent to an instrunen sponsor, the instrunment sponsor can

describe itself. The following is an exanpl e oftraplt® for such a Descri be

nmet hod: accepts <Met h%fﬁ?ﬁ‘iét’ffgg@ﬁgﬁbﬁ’”@gﬁtg%ﬁ1§ on=string/>

<Pr odl nt erfacel nfo=(Pro orm nf o=string/ >

<Canl ssueAsyncNot i f y=st r i ngmacHie fgmelipReidE)pokle msachitleD=( Ver si on*) Versi on of
Request DTD this instrunment sponsaor supports <RespDTDVersionl D=(Version*)
Versi on of Response DTD t Hianslipaddy; peri ¢t¢ponsor supports

oL Tyoel oo g AR el AT Peaui o
i nstal |l ed, O0=i nstretumsrtAsypaiatfySetDestimt ol tht@etystring/>
(success, failure)
<AsyncNotifySetDestinationReason=string/>
(explanation for failure)
A “ShowGrammar’ method may be used to ask an agent to provide
information about how to interface to itself. The following is an example of code that
can be used for a ShowGrammar method:
accepts
<Method=ShowGrammar/>

returns:
<ResponseType=string/> (URL, DTD, SCHEMA)
<ResponseGrammar=string/>

An “Init” method may be used to instruct an agent to start. Typically, this
method can be sent by an instrument gateway to an instrument sponsor when it is
loading a message payload in that instrument sponsor. The following is an example
of code that can be used for an Init method:

accepts

<Method=Term/>
returns:
<InitStatus=string/>

A “Term” method may be used to instruct an agent to shutdown. Typically,
this message can be sent by an instrument gateway to an instrument sponsor when the
instrument gateway is instructed (e.g., by a client application or system administrator)
to shutdown an instrument sponsor. The following is an example of code that can be
used for a Term method:

accepts



Active Nunber (1,0) (1=Active, O=lnactive) V ersion(V ersionlnfo)

Ver si onl nfo CDATA An "AsyncNoti fySet Destination” nmethod nay be used to tell
an i nstruwens/omponsor 16a-16n where it nmay send asynchr oRQWAIS03/12104
notifications. The followng is an exanple of code that can be used for an
AsyncNot i f ySet Desti nati on net hod: accepgj

<Met hod=AsyncNot i f ySet Dest i nati on> WD 03/ 090090 PCT/ US03/ 12104 10
<AsyncNot i fySet Desti nati onType=string/> (trap,http) <AsyncNotifyS

et Desti nat i onTar get s=sqMdthgi=Tetsipchi ne nanel i p addr, port; machine nanelip
addr, port; etc. ) <AsyncNotifySetDestinationPort=string/> (port) returns
<AsyncNot i f ySet Degtindat i onSt at us=string/ > (success, failure) <AsyncNoti

fyS et Desti nati onReas explanation for failure) A "ShowG amar"
nmet hod may be used toggr}s}?t{ghg%mrﬁ/ﬁto provi de information about how to

interface to itse| f‘Coﬂﬂ'@ré”Oinleﬂwd N@ay be asedepoawpbe qaérycadimstrivaént spamsop’e used
for a ShowG ampar net hod: acgcepts, <Met ho ShowGr%mrar/ > returns:
<Res ponseTyﬁ@“ﬁgqfi‘lﬂﬁﬁg“(‘gﬂ%w@?@“%@ll uratiQns KNS e AT ERT =201 INSiEYPent aAn

"Init" met h%gom t8e YEREs 58 HoRSiel % sutRBq REEREtak?® oB HAK Instri¥RhiCPbhdor ochNi S

the platform involved. Notably, if multiple configuration settings are attempted in a
single message, the instrument sponsor involved is required to place these
configuration settings into effect all at once. If any of the attempts to set the new
configuration values fail, all values can be rolled back to the configuration values that
were in place before the Configure method was invoked. The following is an
example of code that can be used for a Configure method:
accepts
<Method=ConfigureSub/>
<ConfigurePolarity=(ConfigPolarity*)
<ConfigureSetting=(ConfigureVariable*)
returns:
<ConfigureStatus=string/> (success,
failure)
<ConfigureStatusReason=string/> (explanation
for failure)
ConfigurePolarity(Polarity)
Polarity Number (1,0) (0=Get, 1=Set)

Polarity CDATA (Valid values are get or set)
ConfigureVariable(VarName, VarValue)

VarName CDATA

VarValue CDATA

An “Invoke” method may be used to request a service (e.g., information
retrieval, policy administration, action invocation, etc.) that an instrument sponsor
16a-16n can perform on a user’s behalf. The following is an example of code that can
be used for an Invoke method:

accepts



met hod can be sent by an instrunent gateway to an instrunment sponsor when
it is loading a nessage payload in that instrunment sponsor. The follow ng
i s an exawplos/ovmbo code that can be used for an Init nethoedcTasogpiiss

<Met hod=Ternml > returns: <lnitStatus=string/> A "Terni nmethod rmay be used
to instruct an agent to shutdown. Typically, this nessage can be sent by
an instrunent gateway to an instrunent dponsor when the instrument gat eway
is instructed (e.g., by a client application or systemadmnistrator) to

shut down an i nstr unment\sRRREDvokESSD, TRitdIPM D Ddigstalpreganpl e of code that
can be used for a Term net hod: accigls WO 03/ 090090 PCT/ US03/12104 11

<Met hod=Ter mi > r et ur nsinitRrod; Tenzhrod£AllPredyy > A " Configure" method may be
used to set or query %n”(fi nosdtégru nt %{)ongor' s configurable settings. Wen

L. . 7 C grammatr. .
original configuration U Yor an instrunent sponsor, these

val ues are honor egluing: subsequent restarts of that instrunment sponsor on
the platforminvol ved. Notably, if nultiple configuration settings are
attenpted in a singl &lMokeStgeis=¢Hee/Tnst r unent sponsor invol ved is required

to place these ooniiGHLaldha® SGRA AGS Helo0d 56 CEEF cRldnills 16 Cnstimaly O

the attenpts to § e new configuration val ues ues can be
rol | ed back spansbhisas Do, mhichathe dnstrumbkntespohsdvaican wethenticateptb aleerafeorlethdre

Configure nmethod was inyoked. The followi ng is an exanpl e of .code at can
be used for Oén%tﬁfﬂré‘ﬁrsé‘b%f‘ﬂ&cf?“’é&ecréib‘feétséﬁgtt%Ell—lﬁﬁr{f?-igg igh gpplication 30)

to that instrument sponsor. Preferably, instead of authenticating an instrument
gateway 14, the Authenticate method can authenticate a service requestor whose
request is presented to the instrument sponsor via the instrument gateway. Once the
requestor is authenticated, the MAC Addr or IP Addr (or other token that can identify
the requestor) can be cached or stored locally by the instrument sponsor involved.
Subsequently, the instrument sponsor can retrieve the credentials from the local cache
and make an access decision based on the retrieved credential information. As such,
the instrument gateway 14 and all digitally signed agents have the ability to confirm
the signature of instrument sponsors 16a-16n. The following is an example of code
that can be used for an Authenticate method:
accepts
<Method=Authenticate/>
<UserID=userid string/>
<Password=password/>
returns:
<AuthenticateStatus=string/>
FIGURE 2 illustrates an example method 100 that may be used to implement
one example embodiment. At step 102, a client or user (e.g., 20) creates a message
payload (e.g., XML message payload) that includes a service request for a particular
system product or software solution. At step 104, the client or user sends the message
payload to an address associated with a portal for one or more system units or
machines 12a-12n. For example, this address may be specified by a user, or

determined based on the type of request being made.



<Confi gurePol arity=(ConfigPolarity*) <ConfigureS etting=(ConfigureV
ariable*) returns: <ConfigureStatus=string/> (success, failure)

<Conf i gurw6BtabumReason=stri ng/ > (expl anation for fail urePCT/US03/12104
ConfigurePol arity(Polarity) Polarity Nunber (1,0) (O=Cet, 1=Set) Polarity

CDATA (Valid values are get or set) glgurthriable(varhbne, Var Val ue)
Var Name CDATA Var Val ue CDATA An "1nvoké? nethod may be used to request a
service (e.g., information retrieval, policy admnistration, action

i nvocati on, etc. )Attsk@tw%nml ﬁ%dn@érﬁﬁecéippﬁstﬁé me%f%%‘e 1o§@mdl>wiﬁg>ﬁrsmrbea
user's behalf The follow ng is an exanple of code at can be used for an

| nvoke net hmmueaccmrsnmlmvmowewm 165(@3/ 1equoqne aspocintet ot speeitieSub,

or ammer = SYRAD 2y e el b MR R fed B8 T R PRAmSRET 1

used to sendpéisefierdal WnSastdtiaed wmtthatrmmume&wgm%ylﬁﬁfas@ﬂnsev\ﬂm mabkihga
i nstrument sponsor can authenticate to determ ne whether  or not tqQ grant

subsequent selcuniationtigbat aPRIeprale yyshem PERUCEOFORWFG BlptioR NS RMRINEH020)
to that instrumen. SRRESCE avElifiEVRPLY instriibfaPoRlordisalOR! ibf &kh N9 2Hhe

I nstrunent
instrument gateway 14 selects that instrument sponsor to service the request. At step

110, the selected instrument sponsor 12a-12n invokes the associated system product
or software solution (instrument) from the instrumenta'tion layer 18a-18n via a
product-specific interface for that system product or software solution. For example,
if an appropriate system product or software solution resides in the instrumentation
layer as instrument 18a, then instrument gateway 14 can select instrument sponsor
16a (e.g., associated directly with instrument 18a) to invoke that instrument via an
appropriate interface designed for that instrument to fulfill the service request made.
At step 112, the selected instrument sponsor 16a-16n can send a message payload to
the requestor (e.g., via instrument gateway 14) including the service results.

Although a preferred embodiment has been illustrated in the accompanying
Drawings and described in the foregoing Detailed Description, it will be understood
that the disclosure is not limited to the embodiment disclosed, but is capable of
numerous rearrangements, modifications and substitutions without departing from the

spirit of the invention as set forth and defined by the following claims.



gateway 14, the Authenticate nmethod can authenticate a service requestor
whose request is presented to the instrunent sponsor via the instrunent
gat eway. wWoag/otdeeo requestor is authenticated, the MAC Adectarsos/Riéddr (or
ot her token that can identify the requestor) can be cached or stored

| ocally by the instrunment sponsor invol :ignd Subsequently, the instrunent
sponsor can retrieve the credentials fr the | ocal cache and nmake an
access decision based on the retrieved credential information. As such,
the instrumpHAgRISOBRINEDAIS al | digitally signed agents have the ability
to confirm the signature of instrunent sponsors 16a-16n. The followng is
an exanpl e of code th“ats}@tém B pexiding @ SNSRI cinterage evitleteh pliraliy cdpt s
<Met hod=Aut P}I[? e/o> 5 Lgrl D=userid string!> <Password=password/>
returns: <Authen a?e"é? =string/> FIGURE 2 illustrates an exanple

met hod 100 t hat rm}eakteanasydemmnitnpl ement one exanpl e enbodi rrent At step
102, a client or user (t; creates a nessage Pegyl oad (e.qg.

message payl oad) apﬁa%trqn?f'a 8&‘@%’% the MyirEmCRigAEYaY qypled tgong of moxg of g’s‘Fstem
product or §?gtglsg%gssol ution. At step 104, the client or user sends the
nmessage payfo to an address associated with a portal for one or nore
systemunits or anduchiifest mmm&n spéipprse xanmphstrunénit spartsdr ef therpdyrabey of

speci fied by a user, or det ned. b sed on the type of request being
made. WO 03/'H¥0HEH fﬂ‘@?ﬁ?ﬁ%ﬁ%‘}pﬁ pne s W%‘f@ﬁe‘f{% a}éﬁn response to receipt

of the message p%l@@ﬂty SCIYRiNents a6H ¥f &R plirgAESt instAlifer coPI&! folsier UMENt
gat eways 14 % each one associated with a specific systemunit or
machi ne 12a-0 M)Plsl@hd'dlﬂmgmmt Brronseret hod request to the instrument
sponsors 1l6a-16n associated with that instrunment gateway. In response to
making a determ nation that an appropriate system product or software

solution (instrument) e system of Claim 1, wherein each instrument of the plurality of

instruments is coupled to one of the plurality of instrument sponsors by a respective

interface.

3. The system of Claim 1, wherein one of the system units comprises a

data storage machine.

4. The system of Claim 1, wherein the plurality of instruments comprises

a plurality of system products.

5. The system of Claim 1, wherein the plurality of instruments comprises

a plurality of software solutions.



service the request is available via an instrunent sponsor 12a-12n, at step
108, the instrunent gateway 14 selects that instrunent sponsor to service
t he reques0.03/M000%t ep 110, the selected instrument sponsoPCtAmedPno4 nvokes
t he associ ated system product or software solution (instrunent) fromthe
instrunentation | ayer 18a-18n via a prgguct-speci fic interface for that
system product or software solution. For-exanple, if an appropriate system
product or software solution resides in the instrunentation |ayer as
instrunent 18a, then iNSyEEAEN: SRVRNGY aldoreifent GhRffacd RAtH WTBRikalfP QTS OF
16a (e.g., associated difectly with instrunent 18a) to invoke that
i nstrunent vidrumentsappnppgt e i nterface designed for that instrument to
fulfill the service request. made, . A . the sel ected instrunent
sponsor 16a-16n N nssgogﬁreé‘i‘hﬂ%gg%réléceﬁé%se%tgrge%%g%’the requestor (e.g., via
i nstrunment gat ewayeahd foristiditigl theGefhice 12Giiest Bressagstol 4 gatehy hugibted vdttedter r ed
enbodi nent has been illustrated in the acconpanying Draw ngs and descri bed
in the foredeAShePeysEM Wt Description, it will be understood that the
di scl osure is no [, 1t he: ' i ¢ i: of
numer ous rearr anté%éﬁé‘ﬂgé?gtﬁo}’ﬁ}’#‘%‘af{%ﬁgﬁghgﬁﬁhggSztﬁisfﬁd‘?l?%tﬁgyéa’dtlﬁgﬁf}@?gggr ting
fromthe spiseiMiceatqidseinclundedin tha sasicse¢questmhdssaged defi ned by the foll owi ng
clains. WO 03/090090 PCT/US0Q3/12104 14 \WHAT | S CLAl MED I.%: 1. A system
for providing a COHSS QFSRIECNE Eonser dieqiated ity Fisirument ¥ fag insirune,
conpri si ng: j@hvhigRstafane systemunit; an instrument gateway, the instrunment
gateway coupled to one or nore of the systemunits; a plurality of
i nstrunment sponsaonens &aatvokingg the pemice spdrtbomstrimete plural ity of
i nstrunment sponsors coupled to one instrunent gateway; and a plurality of
instrunents, each of the plurality of instrunents coupled to one of the
plurality of instyunmentesiyoRa06s Clam SheurBis teRpAsing! médis Ifor \WBepIRigNtheach
i nstrunment of the plurality of

instrument of the plurality of instruments to the sponsor via an interface.

8. The system of Claim 6, wherein the plurality of instruments comprises

a plurality of system products.

9. The system of Claim 6, wherein the plurality of instruments comprises

a plurality of software solutions.



instrunents is coupled to one of the plurality of instrunment sponsors by a
respective interface. 3. The systemof Caim1l, wherein one of the system
units conpoicsmso0an data storage machine. 4. The system of pCiraises/i2iomher ei n
the plurality of instruments conprises a plurality of system products. 5.
The systemof Claim1, wherein the pl urgl ity of instruments conprises a
plurality of software solutions. WO 03/ 90090 PCT/ US03/ 12104 15 6. A
system for providing a consistent interface with a plurality of

instruments, conquoi Si NY:méBeNFof Providif@td DONsItGRT MiteficE OMite St piRARAGSE,
means for sending the service request rressgge to a gateway associated with
at | east onesteyuengsaihgrinethodeqmprisingthgsees i ning if one of a plurality of

I nstruments is ayald 9%9 st idetteliidst mefhaB®hi'h GfielAYUERLiAtACUNAGH 1S g
servi ce request nessage,; means ror Selecfing~a sponsor assoclated with the
i nstrunent isfsttmemitnstrunent is available; and neans for invoking the
service with the instrunent. 7. The systemof Claim®6, further conprising
means for coupl i S§FREING Hs PR, MASHHMSRE P‘L"Ié RIpalisy of ynshpuments; ’rsu%‘ulﬁgl%t@ t he

sponsor Vi a gl ANt @fGueBine ﬁ}’&%%@vﬁfe rg%%n{%?%é%géer ein the plurality

of instruments conprise alp ur(alt Ity of sy ts. 9. The system of
Cl ai m 6, wher ei n if $vg sglbatimgla sppnsir inahstingiaremter face aprocwtesl with thie umstituintent; of
sof tware sol uai ons. WD 03/090090 PCT/US03/12104 16 10. A nethod for
providing a?0nsistent interface with a plurality of

invoking the service with the instrument via the interface.

11.  The method of Claim 10, wherein creating the service request message

comprises creating an XML message.

12, The method of Claim 10, further comprising returning results of the

invoked service to a service requestor using an XML message.

13.  The method of Claim 10, wherein creating a service request message is

performed by a user.

14.  The method of Claim 10, wherein determining if the instrument of the
plurality of instruments is available to fulfill a service request included in the service
request message comprises sending a describe message to a plurality of instrument

sponsors associated with the gateway.

15.  The method of Claim 10, the interface comprising a product-specific

interface for the instrument.

16.  The method of Claim 10, wherein the selecting step is performed by
the gateway.

17. The method of Claim 10, wherein the invoking step is performed by

the sponsor.



instrunents, the nmethod conprising the steps of receiving a service request
nessage at a gateway associated wth at |east one systemunit; determning
i f one i mworogoeoebo of a plurality of instrunents is avail alice/tsesnfidfill a
service request included in the service request nessage; if so, selecting a
sponsor including an interface associat?g with the instrunent; and

i nvoking the service with the instrunent’via the interface. 11. The net hod
of Claim 10, wherein creating the service request nessage conprises
creating an XM n@ssag@e rhethod B¢ QMEENO0! dfledst 8hdNsylddem fuMit EMRprs@pPA idgiang
returning results of the invoked service to a service requestor using an
XM. nmessage.stordge maghinget hod of C ai m 10, wherein creating a service request
nessage is perforned by a user. 14. The nmethod of C aim 10, wherein
determining if the instrunent of the plurality of instrunents is available
to fulfill a servioce rrgugetholdnef @igith i10, the garvdly Compriifuesh NRBEAGEH
conpri ses sending a describe nessage to a plurality of instrunent sponsors
associ at ed WWa¥he gateway. 15. The nethod of Claim 10, the interface
conprising a product-specific interface for the instrument. 16. The net hod
of Claim 10, wherein the selecting step is performed by the gateway. 17.
The net hod of C &0m 1Thewhnethednof {HainnvOkithe spowsor i ongeising rmdinstyumette
sponsor. WD 03/090090 PCT/ US03/12104 17 18. The method of Caim 10, at

| east one syBP®Rf-unit conprising a data storage machine. 19. The net hod of
Claim 10, the gateway conprising an instrunent

21.  The method of Claim 10, the plurality of instruments comprising a

plurality of system products.

22.  The method of Claim 10, the plurality of instruments comprising a

plurality of software solutions.



gateway. 20. The nethod of C aim 10, the sponsor conprising an instrunent
sponsor. 21. The nethod of Claim10, the plurality of instrunments
conpri si ngoas/opioas al ity of system products. 22. The net hodcafusts/aiwa 10, the
plurality of instrunments conprising a plurality of software solutions. WO
03/ 090090 PCT/ US03/12104 18 23. Softvvarg for providing a consistent
interface with a plurality of i nst r unen s, the software being enbodied in
a conput er -readabl e medi um and when executed operable to: receive a
service request mBSsagRfdfard FAHENAYINSS Wohdibeft WitbiTagd Wit pRigity Syfst em
unit; determne if one instrunent of a plurality of mstrurren?s IS
avai | abl e t énstuhfents| the sofisvavd being eghedied itha (coniputer-neadnlele sagdiung aind eheast
nmessage; if so sdiel ecqtP a_sponsor including an interface associated with the
i nst rument ; EHFEMIEPL Phe service with the instrunent. 24. The sof tware
of Caim 23, furtiRiveop stk aeliest Mefdage ana @ievidiCassidistedwithy at0feast one
instrunments to the sponsor via the interface. 25. The software of C aim 23,
the plural i System UnHst runents conprising a plurality of system products.
26. The sof tvar e Qe (121 Mo ot'h Blukdity BF insHmEHTTBIGATRS hitkitd 2
plurality of software pro ucPs.

service request included in the service request message;

if so, select a sponsor including an interface associated with the instrument;
and

invoke the service with the instrument.

24.  The software of Claim 23, further operable to couple one of the

plurality of instruments to the sponsor via the interface.

25.  The software of Claim 23, the plurality of instruments comprising a

plurality of system products.

26.  The software of Claim 23, the plurality of instruments comprising a

plurality of software products.



