1 Secure License Key Method and System The present relates generally to
conputer software distribution and, nore particularly, to a secure |icense
key nethod and system 5 Software, particularly conmercial software, is
typically distributed fromone entity to another in accordance with a
software license. The license grants the user of the software particular
rights. One manner of controlling use of the software in accordance with
the ternms of a license is to 10 enploy a |icense key that, when
appropriately coupled with the |icensed software, enables installation,
execution and/or other aspects. For exanple, the licensed software to be
installed is bundled with an automated software installation program or
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software particular rights. One manner of controlling use of

the software in accordance with the terms of a license is to
10 employ a license key that, when appropriately coupled with
the licensed software, enables installation, execution
and/or other aspects. For example, the licensed software to
be installed is bundled with an automated software
installation program or wizard and a license key verifier.
15 During installation, the authenticity of the license key 1is
verified and the licensed software installed in response.
The license key may also be verified by the license key
verifier upon start-up or other attempts to use the licensed

software.

20 It is desirable that a license key solution be secure to
prevent others from generating or verifying unauthorized but
otherwise algorithmically valid license keys. Often, a same
algorithm is used in a license key generator and
corresponding verifier. Because normally the verifier is

25 bundled in the software installer, a malicious programmer or
hacker can easily determine such algorithm through reverse
engineering to make his/her own generator with such
algorithm to create as many keys as desired to lmpersonate

valid licensees.



2 Further, it is desired that a license key solution be flexible so that
a license key adm nistrator (a person associated with the |icensed
software distribution who is responsible for admnistering the |Iicensed
key solution) can 5 easily change required settings for |icense key
generation and verification algorithns to classify or group license keys
for different purposes. It is also desired that a |icense key sol ution be
easily managed and statistics and other details for sanme be 10 accessi bl e.
For exanple, a license key adm nistrator may require reports on |license
key related issues, such as how many |icense keys have been issued, how
many |icensees have been |icensed, when the |icense key was generat ed,
when the licensee was re |stered and so on. 15 Licensed software nmay
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asymetri c encriyptikofudeabpi deshad e 1MBSSAI®ey solution be easily

managed and statistics and other details for same be

10 accessible. For example, a license key administrator may
require reports on license key related issues, such as how
many license keys have been issued, how many licensees have
been licensed, when the license key was generated, when the

licensee was registered, and so on.

15 Licensed software may comprise development tools and
applications useful for defining and/or publishing other
software or output for use by others. Determining which
licensed software created a particular output is also

desirable.

20 Accordingly, there is a resulting need for a method and

apparatus that addresses one or more of these issues.

The present relates to a secure license key solution for
distributing and/or for tracing use of software in a

distributed computer system.

25 A secure license key solution preferably generates software
license keys for enabling and/or tracing use of software,
where a license key comprises a message part encrypted by a
private key and a public key part for verifying the message
according to asymmetric encryption techniques. The message

30 and public key may be used by a software enabler (e.g. an



30 and public key may be used by a software enabler (e.g. an 3
installation wizard) to enable the software and/or create a secure tag for
incorporating with an output of the software to identify the license for
the software that created the output. A |license key managenent system may
generate license 5 keys and conpri se a database to store an associ ation
between respective software |licensees and the |license keys to trace the
originto a particular |icense of the software which created the output

obtai ned. The software to be licensed nay conprise an integrated
devel opnment environnment for 10 programm ng and out putting other software
for exanple. The other software output may be bundled with the secure tag

and published for _use by lez"l%rd? éThl S, ,Qut put  may glge obt (l)rnecq:ea d_its
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other software output may be bundled with the secure tag and
published for use by others. This output may be obtained and
its origin traced (e.g. the associated license identified)

using the secure tag.

15 The license key management system may be adapted to generate
management reports etc. and to configure license key

generation in accordance with desired encryption techniques.

Persons of ordinary skill in the art will recognize computer
system, method, computer program product and other aspects

20 of the invention from the embodiment (s) shown and described.

In accordance with one aspect there is preferably provided a
method for providing a secure license key for controlling
software use comprising: generating a license key for a
license, said license key comprising a message signed by a
25 private key and verifiable with a public key, the private
and public keys conforming to asymmetric encryption
techniques; and providing the license key and the public key
to a software enabler adapted to receive the license key and
verify same to enable use of licensed software associated

30 with the software enabler.



verify same to enable use of |icensed software associated 30 with the
software enabler. 4 The nethod may conprise storing the public and private
key in association with licensee information for a licensee |icensed to
use the software. The nmethod may conprising providing the software enabl er,
5 said enabler conprising a software installer bundled wwth said |licensed
software. The software enabler nmay be adapted to generate a secure tag
using the public key and the |icense key, said secure tag to be
incorporated with an output of said |icensed software for 10 identifying a
license of the licensed software. As wellg4 the mnmethod nmay conprise
identifying the license associated with the output using the secure tag.

For exanple, t rLs t.ori th ubli,c and private key in
associ ation mﬁﬁﬁﬁﬁ%gggéggyi%%%%ﬁﬁ%i%ﬁﬁ?g Ei '3§%§é§nﬁi‘%ﬁ§%§ %%’use t he
15 |icensed soft'waFecardasiwght Recpriarat ef keyptagsoiratetiainshe t he

| i censee to decriyphsédacsassr@ct agrede .l i censed software may conprise an

i nt egrat ed devel opnent environnment (1DE) adapted for progranm ng component

applications. 20Q.The Q conpri receiving licensee information for
a licensee to b§ ena Ieg ?o(ﬁ'é.tﬁ%;5%??%%?? éh%qﬁg#r%f%éﬂ?hg?rhessage
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aspect, there issiipromdiedaasodtcense key managenent system for nmanagi ng use
of software 25 by licensees conprising: a license key generator adapted

to: generate |if%%”§£%dw%¥§ éﬁgblEEQnggﬁaggﬁﬂEQ&agg ég%%rate a secure tag

using the public key and the license key, said secure tag to
be incorporated with an output of said licensed software for
10 identifying a license of the licensed software. As well, the
method may comprise identifying the license associated with
the output using the secure tag. For example, the method may
comprise storing the public and private key in association
with licensee information for a licensee licensed to use the
15 licensed software and using the private key associated with

the licensee to decrypt the secure tag.

The licensed software may comprise an integrated development
environment (IDE) adapted for programming component

applications.

20 The method may comprise receiving licensee information for a
licensee to be enabled to use the software and defining the

message using at least some of the licensee information.

In accordance with another aspect, there is provided a
license key management system for managing use of software

25 by licensees comprising:
a license key generator adapted to:

generate license keys for licenses to manage use

of licensed software, a license key comprising a



of licensed software, a license key conprising a 5 nessage signed by a
private key and verifiable by a public key, the private and public keys
generated in conformance with asymmetric encryption techniques; and 5
provide the |license key and the public key together to a software enabl er
adapted to receive the license key and verify sanme to enable use of the
licensed software associated with the software enabler for a |icensee; and
10 a database for storing |icense keys and respective private/public key
pairs in association with respective |licensee information for licensed to
use the licensed software. In accordancesw th yet another aspect there is
provided a 15 conputer program product conprising a conputer readable
nedi um enbodyi ng i nstrugtions. and data gxecq;%glgeby g ,conputer to:
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private and public keys qconfordi ng ¢ rasyimmt 1k €, eNGryPEi QN techni ques;
and provide the |icense ke¥¥and the public key together to a software

enabl er adapted to recei®VE"¥YHe P EEHEe2% REY and verify sane to enable
use of |icensed software associated with the software enabler. 6 BRIEF
DESCRI PTI ONSOF THE DRAWPKNGESide the license key and the public key

together to a software enabler adapted to receive
the license key and verify same to enable use of
the licensed software associated with the software

enabler for a licensee; and

10 a database for storing license keys and respective
private/public key pairs in associaticn with
respective licensee information for licensed to use

the licensed software.

In accordance with yet another aspect there is provided a
15 computer program product comprising a computer readable
medium embodying instructions and data executable by a

computer to:

generate a license key for a license, said license

key comprising a message signed by a private key and
20 verifiable with a public key, the private and public

keys conforming to asymmetric encryption techniques;

and

provide the license key and the public key together
to a software enabler adapted to receive the license
25 key and verify same to enable use of licensed

software associated with the software enabler.



Enbodi ment (s) will now be described by way of exanple with reference to
attached figures, wherein: Fig. 1 is a block diagramwhich illustrates one
enbodiment 5 of a distributed conputer systemincluding wreless and

Wi re-line communication networks; Fig. 2 is a block diagram show ng

sel ected conponents of Fig. 1 in greater detail and conprising an

enbodi nent of an external license key useful in the distributed conputer
10 systemof Fig. 1; Figs. 3A and 3B are flowharts of operations in
accordance wth an enbodi nent for generating an external |icense key such
as the key of Fig. 2; Figs. 4 and 5 are féowharts of operations in
accordance 15 with an enbodi nent showi ng how an external |icense key can

be used for di i_hut i ter ftwa nd for tracing use thereof in
a distributed S’%F{IIEEM%I%W o ARE RN n in Fig. 1 DESCRI PTI ON O F
PREFERRED ENMBODIMWENTS: X s gilll npg ke sleeekifdicagr amskkéwrrgraedv sty i but ed

computer syst emark@0,£&OWpr kst NGea Pldiaki tyhofigonputing devices coupled
for communication via wireless and wre-line conmmunication netwrks 101

and 103. System.100, conpri wirel ess.npbil.e_devices 102 . 9. .smart
Shones. PhAs. and h. 9501 DRSS Al eSS ond M O et
appl i cati on ¥ epUsitt 8Fy-ri0Btedhicrabessr coapohamclappld vatslorws gateway system
108, a pluralityrefidat acseuicesiddzetddbys; 120, software devel opnent
stations 110, 114 and 118, and a |icense key generating and verifying

system 122 i nCIELigl. ng & 3391&%9‘(!1&?(;% @hgxgﬂ{ge s%%élctgd components of
Fig. 1 in greater detail and comprising an embodiment of an
external license key useful in the distributed computer

10 system of Fig. 1;

Figs. 3A and 3B are flowcharts of operations in accordance
with an embodiment for generating an external license key

such as the key of Fig. 2;

Figs. 4 and 5 are flowcharts of operations in accordance
15 with an embodiment showing how an external license key can

be used for distributing computer software and for tracing

use thereof in a distributed computer system such as is

shown in Fig. 1.

DESCRIPTION OIF PREFERRED EMBODIMENTS

20 Fig. 1 is a block diagram showing a distributed computer
system 100 comprising a plurality of computing devices
coupled for communication via wireless and wire-line
communication networks 101 and 103. System 100 comprises
wireless mobile devices 102 (e.g. smart phones, PDAs and the

25 like), wireless network equipment 104, a component
application repository 106, wireless component application
gateway system 108, a plurality of data sources 112, 116,
120, software development stations 110, 114 and 118, and a
license key generating and verifying system 122 including a

30 secure data store 124.



In brief and with additional reference to Fig. 2, conputer system 100 is
adapted to facilitate data conmuni cati ons between nobile devices 102 and
data sources 112, 116 and 120 wusing conponent applications (e.g. 218)
devel oped by 5 software devel opnent stations (e.g. 110, 114 and 118) and
published to the repository 106. Software devel opnent stations 110, 114
and 118 conprise software devel opnent tools such as an integrated

devel opnment environnent (IDE) (e.g. 216 of station 110) configured for
programmers to 10 produce conponent applications conprising a secure |DE
tag 218. The secure IDE tag is useful for identifying the |I|icense for
software used to create the conponent application. Instances of the |DE

(e-9. 216) are di st{ibubed, by an; on.behalf of 2 prayiding gntidy to others
(i.e. 15 "Iicensees"% esiring to develop component a%blﬁcatlons.
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keys (e.g. 206)rcgenss al-gd1byudvieensakeya genesatisag and vegi fyd ngosystem
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based on Code Division pre
particul ar 10w pPebdszy werpwrdktledpriisagions comprising a secure IDE tag

218. The secure IDE tag is useful for identifying the
license for software used to create the component
application. Instances of the IDE (e.g. 216) are distributed
by or on behalf of a providing entity to others (i.e.

15 ™“licensees”) desiring to develop component applications.
Enablement of the IDEs is under the control of respective
secure license keys (e.g. 206) generated by license key
generating and verifying system 122. The secure license keys
(e.g. 206) are generated in accordance with asymmetric

20  encryption techniques (e.g. RSA algorithms) from public and
private key pairs securely stored in association with
respective licensee information in a license key database
204 to enable secure license key generation and for
identifying a license associated with the component

25 applications as described further.

Mobile devices 102 communicate in and through wireless
network equipment 104. In the example embodiment of Fig. 1,
wireless network 104 is a Third Generation (3G) supported
network based on Code Division Multiple Access (CDMA)

30  technologies. In particular, wireless network 104 is a
CDMA2000 network which includes fixed network components

coupled as shown in Fig. 1. Wireless network 104 of the



CDVA2000 networ k whi ch includes fixed network conponents

coupl ed as shown

in Fig. 1. Wreless network 104 of the 8 CDVA2000-type may include a Radio
Network (RN), a Mobile Switching Center (MSC), a Signaling System 7 (SS7)

net wor k,

a Honme Location Regi ster/Authentication Center (HLR/ AC),

Packet Data Serving Node (PDSN), an |IP network, and a Renote 5
Aut hentication Dial-In User Service (RAD US) server (all not shown). SS7

network is conmunicatively coupled to a network

Tel ephone Network (PSTN) to enable voice comruni cations whereas

is communicatively

a

such as a Public Swi tched

| P net wor k

coupled to a network such as the Internet to enable 10

particul ar data communi cati ons. VVreIess network 104 is exenplary and

per sons of 0rd'&ﬂb&o§5H§Je'ﬂa}q W %gglat &Patbp%h?r Wi rel ess

network architectures a
i n communi cat i oft"i$yEiemCE00ebf MFLY:

channel s,

C &
standar s nay %e used-

t ypi caldofe Q:icfaftQB@rﬁeg’i@@éQ/Pju'i:ﬁgﬂﬁ%){l&ﬁﬁ)en%@gnnQJRs'zAcg

associ at ed prot ocol s used between wireless network 104 and

102. Those ski IT%&d°F P e "t Wi MPppPeti are thdatetyorhi raé1de§sR*Ff@3tt\ﬁor k in
actual practi cerumaynincltide mmmdnedsxmfséﬂmaelkEAmmmenﬁ¢mgnupenlde&lred

overal | expanse.solet Wbk, GANE! 202 oL ORELLIPTL OMPYNEN! 5o

connected by nultiple switches and routers (not

contro

rel' €55 Tink shown
a pagnakigmr é$%¢ﬁﬂs 7om5é9’6r nm*;werldl fferent

devi ce

é by

mul ti pl e net workcEont riolPFBEEC STRESE S KPP Enle e tdr ( P$HN)| tappradieat e t hat
25 HG&MBéKxﬁ@ﬁnﬂﬁ%nbﬂs&ﬂﬂﬂ%@%eﬂP&@t@&ﬁ@ﬁssM&hﬂﬁﬁﬂa@95§hbly

wi rel ess

i ncl udi ng ot her
O
wirel ess network

. o) su
IS escrlﬁed net wor
10 particular data communlcations. Wireless network 104 1is

exemplary and persons of ordinary skill in the art will
appreciate that other wireless network architectures and

standards may be used.
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The wireless link shown in communication system 100 of Fig.

15 1 represents one or more different channels, typically
different radio frequency (RF) channels, and associated

protocols used between wireless network 104 and mobile

device 102. Those skilled in the art will appreciate that a

wireless network in actual practice may include hundreds of

20 cells depending upon desired overall expanse of network
coverage. All pertinent components may be connected by
multiple switches and routers (not shown), controlled by

multiple network controllers.

Those skilled in the art will appreciate that wireless

25 network 104 may be connected to other systems, possibly

including other networks, not explicitly shown in Fig. 1.

Though a CDMA wireless network 104 is described, network 104

may conform to any of the wireless network technologies and

protocols including cellular, wide~area network, GSM, GPRS,

30 CDMA, 1DEN™, Mobitex™, etc.



may conformto any of the wireless network technol ogies and protocols
including cellular, w de-area network, GSM GPRS, 30 CDMVA, i DENT"',
MobitexTM etc. 9 Mobile devices 102 are typically multi-tasking wrel ess
comuni cati ons devi ces configured for sending and receiving data such as
el ectronic mail, instant nessages, SM5 nessages, and ot her data nessages
and, at |east sone, are 5 configured for naking and receiving voice calls.
To provide a user-friendly environnent to control the operation of nobile
devi ce 102, an operating system (not shown) resident on device 102

provi des a user interface such as a graphpcal wuser interface (GJ ) having
a main screen and a plurality of 10 sub-screens navigable fromthe main

screen. As well,in the prese enbodi men |Ie devices include a
runtine enV|ronnentefd??provp%zng sg VICg%ytO §ﬁdp 1679 Uhni 17§ component
appl i cati ons f ororewhemiicat ity iwet hcordatarsduicceseslicly asd datcaisour ces 112,

116 and 120. 15¢Dat 3uSOWLCEs-d@Ynk BGkdide appli-cationg . baving progranmatic
i nterfaces exposed for conmunication Wit h ot her applications in accordance

with service- orTeWPaE arehi P Etturas? (B5§29%R s et vileasprotsecofsy. Such
services aréitypnﬁabhyxbmbrnn&anecassaﬁbbyvﬁub$6[¢@kmomsbaﬁe@roaﬁm

0

facilitated by wire ess co onent app |cat|on Sys em 108. Though
not shown, gat ¥y 18y&véat 108 ébnﬁ%ﬂ@ésn@fﬁ@ﬁpmnéﬁﬂiab@Wﬁc&?ﬁ@#Hgatemay, a
conponent applmfamvgﬂapozwh&waabﬁga&@@yehnﬁﬁ&a@eQQﬁmoag&tg%QFhi&ﬁﬂion 25

di scovery server. The ¢ ngongg@ lication gateway is wuseful for proxying
e

inter
t he services of*eredp?) {if'@ed main” screem and a plurality o
10 sub-screens navigable from the main screen.

As well in the present embodiment, the mobile devices
include a runtime enviromment for providing services to and
for running component applications for communicating with

data sources such as data sources 112, 116 and 120.

15 Data sources may include applications having programmatic
interfaces exposed for communication with other applications
in accordance with service-oriented architectures (e.g. Web
service protocols). Such services are typically but not

necessarily subscription-based.

20 Communications between mobile devices 102 and the data
sources are facilitated by wireless component application
gateway system 108. Though not shown, gateway system 108
comprises a component application gateway, a component
application provisioning server and a component application

25 discovery server. The component application gateway is
useful for proxying the services offered by the data sources
to the mobile devices, mapping communications between

wireless and wire-line protocols for example.

The discovery server enables a mobile device to locate new

30 or updated services and obtain associated component



to the nobil e devices, mappi ng communi cati ons between wreless and
wire-line protocols for exanple. The discovery server enables a nobile
device.-to |l ocate new 30 or updated services and obtain associ ated
conponent 10 applications fromthe conponent repository 106 via the

provi sioning server. Applications may be are stored in conponent repository
106 as a collection of packages, or bundles. The packages are 5 typically
created by an application devel oper using a design tool provided by an
application devel opnent environment sonetines referred to as an IDE. The

| DE typically provides support for a drag-and-drop graphical approach for
visual design of application conponents including screens, data 10

el enents, nessa application workfl ow | ogi. furt r defined
bel ow. Appl|catlonlgggkagegkgﬁéjfrg?é?éﬁfg repﬁggr by” Egructured dat a

(XML) that can bevgehetridvedereut-omatically by the IDE t hrough an automatic
code generation process. The design tool further enables the 15
automatical ly gﬁnﬂﬂaaeﬁmeodeyuQabmelmﬂﬁearibexﬁ®bﬁ@wdSﬁpoaugﬁgniﬁd by an

industry standard sgri nggn(%p%gagﬁﬁésl Hﬁl %aScr#%}) ﬁéfpaﬁlff?y of

scri pting/ programi ng | anguages
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y
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118 adapt ed V“td&s1QE%ﬁa%pgﬁﬁgﬁhgﬁdax&QmQH@éQHPRQ&BEP Cré&%ﬁ data

10 elements, messages and application workflow logic, as
further defined below. Application packages are preferably
represented by structured data (XML) that can be generated
automatically by the IDE through an automatic code
generation process. The design tool further enables the

15 automatically generated code to include or be otherwise
augmented by an industry standard scripting language (e.g.
JavaScript) or other scripting/programming languages known
in the art. The availability of application packages in the
repository 106 is published in a registry via a discovery

20  service provided by the discovery server. It is recognized
that there can be more than one repository 106 and

associated registries used by the gateway server.

Programmers may extend services to mobile devices by
programming component applications via stations 110, 114 and

25 118 adapted with IDEs as described. In one embodiment, such
IDEs may be structured as a set of plug-ins to a generic
integrated design environment framework, such as, for
example, the Eclipse’ framework. FEclipse™ is a well-known
development environment, and these and other features are

30 thoroughly described at www.Eclipse.org. Alternately, the

tool can be configured as a complete design framework



| DEs may be structured as a set of plug-ins to a generic integrated design
envi ronnent franmework, such as, for exanple, the EclipseTM franmeworKk.
Eclipse TMis a well-known devel opnent environnment, and these and ot her
features are 30 thoroughly described at www. Eclipse.org. Alternately, the
tool can be configured as a conplete design framework 11 w thout using a
plug-in architecture. For exenplary purposes only, the tool wll now be
described as a plug-in design environnent using the EclipseTM framewor K.
Referring to Fig. 2, an IDE 216 for designing conponent 5 applications is
illustrated generally. In the present enhodi nent, the designer tool is

i npl enented using EclipseTM EclipseTMis designed to support the

construction of Qm.ﬁéﬂﬁ et f tools for Ilcatl n develo ment . Further,
Ecl i pseTM supports an unr str?épr Chlggg pr%ﬁiﬁé E%@ i ncl udi ng

i ndependent soﬂ%ﬂé@ée%eﬁddrsUF1$V§}Va§lmePWlascbﬁQﬂﬂb§df@$Eﬂahu@uhating

arbitrary cont eqdsib)Pes,ithakhe @XAARhE crdTHL) iplava s Guewd$R, EIB, XM, and
G F). EclipseTM supports both GJ and non-GUJl - based application

devel opnent en%lf%gggﬂ}%pngéfte( ?lsnﬁggﬁgdgraéeguggggg %ggcrlped bel ow 15

to include-a secure tag I I'nc ng a secl ih published
appl i cations. |3PrLheatpraseht dibodtamst genDR1216 i1 tbedtegerhabl e a

devel oper to deg‘maalﬁe&qnpg)@ec@ts@a@i |&@§'%1H@l&%mee@§1ngaﬁgiip%%tm on is an
application de%!qed nera co onents

x%ey a 20 structured set of

i ncl udi ng dat a €onpo nen‘ltfS EEh{8 TEHsohelts SOpF BEEt 8E i Yn 2conponent s and
wor kf | ow conp0ﬁ@mE5y<ﬁheoquphmeﬂmﬁlgaeldekkneﬁxM$mng &Fwtheact ur ed

I anguage and exgguped an, a.cti ent WevdG8 by an.d ot eldh9snlyiqers,

10 including independent software vendors (ISVs) as well as
tools for manipulating arbitrary content types (for example
HTML, Java, C, JSP, EJB, XML, and GIF). Eclipse“1supports
both GUI and non-GUI-based application development
environments. The IDE is adapted as further described below

15  to include a secure tag inserter for including a secure tag

in published applications.

In the present embodiment, IDE 216 is used to enable a
developer to define a component application. A component
application is an application defined generally by a

20  structured set of components, including data components,
message components, presentation components and workflow
components. The components are defined using a structured
language and executed on a client device by an intelligent

runtime container.

25 The data components define data entities that are used by
the component application program. Examples of data
entities include orders, users, and financial transactions.
Data components define what information 1s required to
describe the data entities, and in what format the

30 information is expressed. For example, the data component

may define an order comprising a unique identifier for the



runti me container. 25 The data conponents define data entities that are
used by the conponent application program Exanples of data entities

i nclude orders, users, and financial transactions. Data conponents define
what information is required to describe the data entities, and i n what
format the 30 information is expressed. For exanple, the data conponent
may define an order conprising a unique identifier for the 12 order which
is formatted as a nunber, a list of itenms which are formatted as strings,
the time the order was created which has a date-tinme format, the status of
the order which is formatted as a string, and a user who placed the order
5 which is formatted according to the definition of another one of the
dat a conponent s, i nce, ata Ienent are usually transferred %%tgpssage

there is often Parsi &re %ﬁ?ée FONPoREME i A B “dabhbHEES
conponents may de fdyrnatmedah#s ytgenes attéd oxmazlefnlen@diebywash@rappédl cation 10

desi gner. The nmssage.conpopents.define the. for SUi O HESsages,pegd by the

conponent application programto comunicate W external systems such as
the Wb servicels FoFmeXanpRe, 2 Gieinof arHe nEssaygee corpenertes s describe a
message for pl agiing 15 mAnetder acwhichg e@la@eaealwulqaeoﬂ deptidd er for the
order, a status of th % g and qgtesSaSSOC| mnth the ord The
presentation components dafi ne PReSAppear ahce “a BV SuF %ﬁwﬁhg
conponent appl i teanEdnr mcogy amsasae t u@redlsmf&yeobetr@latmr oyidata user

interface. The qy@sgatat AN, 20 +GONRONERL 8, CaLSRES S Yagraphi cal user

interface (GUI) screens and controls and actions to be executed when the
dynamically generated or defined by the application

10 designer.

The message components define the format of messages used by
the component application program to communicate with
external systems such as the Web service. For example, one
of the message components may describe a message for placing
15 ~an order, which includes a unique identifier for the order,

a status of the order, and notes associated with the order.

The presentation components define the appearance and
behaviour of the component application program as it is
displayed to a user via a user interface. The presentation
20 components can specify graphical user interface (GUI)
screens and controls and actions to be executed when the
user interacts with the component application. For example,
the presentation components may define screens, labels, edit
boxes, buttons and menus, and actions to be taken when the

25 user types in an edit box or pushes a button.

The workflow components of the component application program

define processing that occurs when an action is to be

performed, such as an action specified by a presentation

component as described above, or an action to be performed
30 when messages arrive. Presentation workflow and message

processing are defined by the workflow components. The



user interacts with the conponent application. For exanple, the
presentati on conponents nmay define screens, |abels, edit boxes, buttons
and nmenus, and actions to be taken when the 25 user types in an edit box or
pushes a button. The workfl ow conponents of the conponent application
program define processing that occurs when an action is to be perforned,
such as an action specified by a presentati on conponent as descri bed
above, or an action to be perforned 30 when nessages arrive. Presentation
wor kf | ow and nessage processing are defined by the workfl ow conponents.
The 13 workflow conponents are witten as a series of instructions in
either structured data, a progranm ng | anguage, or a scripting |anguage.
The wor kfl ow co gggnt suggorts a__correlation between_ message conponents
and defines 5 applcal i CHPPIOW ag a et "6F Fures®Tor 8peratrons 8h ot her
conmponents. Moria détlaet stregandidndaiconponeniraapphd dahbons:,can de found in

Pat ent Cooper atJ ty ., j catjon om 201976 entitl ed,
"System and Nbfﬁggpggﬁﬁéﬁiﬁgg%g 1%h§n§yE§§§L?io§g%%’P at%é?%}%butra

Generic Servi c&STEriEhon PpPrctaftdirge aptP Pebls sHedasinap2004059938;

PCT/ CA2003/ (01980 1eadt ftdnediow Syshemand MetdrodoofoBukt didig on WHRl-ess
Conmponent Applications" and published as W?2004059957; and
PCT/CA2003/001§§T98%??YTed, "System and 15 Method of Creating and

Conmuni cating with Conponent Based Wreless plications"” and published as
W02004059939, &RER oIt EFPAE1 RS STHREE o APRE Giirters ofart Re ésent
application. Asnseawdrgecobperdtedn prohogoisiacet s mmbdns defi ned for

PCT/CA2003/001976 entitled, “System and Method for Building

10  and Execution of Platform-Neutral Generic Services Client
Applications” and published as W02004059938;
PCT/CA2003/001980 entitled, “System and Method of Building
Wireless Component Applications” and published as
W02004059957; and PCT/CA2003/001981 entitled, “System and

15 Method of Creating and Communicating with Component Based
Wireless Applications” and published as W02004059939, each
of which is assigned to the owner of the present

application.

As service-oriented protocols are primarily defined for

20 wired network communications, a component application-based
architecture, in which a component application gateway
system proxies a data source on behalf of mobile devices,
provides numerous efficiencies. Services often handle
sensitive communications (commercial transactions, private

25 information, etc.). Thus a mechanism identify the license
for software used to create the component application
programming, which may further the identifying of a
particular licensee, enhancing trust within the system 100,

is highly desired.

30 Fig. 3A illustrates a flow of operations 300 for generating

an external license key 206 such as by using license key



20 wired network communi cations, a conponent application-based _
architecture, in which a conponent application gateway system proxies a
data source on behal f of nobile devices, provides nunerous efficiencies.
Servi ces often handle sensitive comunications (conmercial transactions,
private 25 infornmation, etc.). Thus a mechanismidentify the license for
software used to create the conponent application progranmm ng, which may
further the identifying of a particular |icensee, enhancing trust within
the system 100, is highly desired. 30 Fig. 3Aillustrates a fl ow of
operations 300 for generating an externaly Iicense key 206 such as by using
license key 14 generator/verifier 202 and dat abase ﬁ04. Li cense rey
enerator/verifier enploys.as ric encryption techni ques involving
gecret private Key an r%%??%%%%%@%nﬁ“b&ﬁf@%ﬂfb304péﬁf§“f%]%ﬁCrypt dat a.
Such encrypti ongarechhpgliesidie lenplwyss ak putdie iar ¢nanyg tcanmeronh adues
enbodi ment's ar e; Avai ki abl e LLomREA %%?ugﬂlé %o!rQQSp&@gﬂghpg{bggéske{ey pairs

are associated to a |icensee for creafing unique and f ore traceabl e
license keys a¥fdrthet*-destridped. AcpaPiiemtar” |iccensee smaye bgown

associ at ed vi t hinmore ihaﬁnﬂnﬁmkeycpﬂjbmb&ihﬂ@@Er£ﬂ%a$Qiﬁﬂﬂ§t@ﬂ?ﬁQ%Ai!Cen;ee
information is I e.g. by _inputting into the generator/verifier by
a |icense key % %’?#ﬁg rn(act' o%o.ngT%helIﬁSf o}ﬁ%%ac]iﬁst%/rpﬁ Sﬁg?illaitﬁgl bues the

| i censee name (lécgisevrfpanyreridnp ndiivivduald coatatie, tagdragss, Limamser of

licenses requi negs &f CeurfheStRRc304R A3 deter.nationmy, be,made as to
whet her there is an. encr¥g%|on key pair established for the |icensee.

Dat abase 204 &y °be*qijeri ey 1°6F PhfsYnBEion. I fetHére is no

10 At step 302 licensee information is received (e.g. by
inputting into the generator/verifier by a license key
administrator). The information typically includes the
licensee name (e.g. company and individual contact),
address, number of licenses required, etc. At step 304 a

15 determination may be made as to whether there is an
encryption key pair established for the licensee. Database
204 may be queried for such information. If there is no
pair, via branch to step 306, a key pair is generated. It
is understood that a pool of previously generated key pairs

20  may be available such that generation involves selecting a
pair from the pool. Otherwise, generation algorithms may be
performed to create a new key pair. The key pair is stored
in association with the licensee in database 204. At step
308 a key pair is selected from the secure store (database

25 204). The secure store or database may be used as a pool of
key pairs and an administrator can select one of the key
pairs to define a license key for a licensee. Different
licensees may be associated with the same key pair as

desired.

30  With the selected key palr at step 308, an internal license

key 212 (i.e. a data component) is created at step 310 and



pair, via branch to step 306, a key pair is generated. It is understood
that a pool of previously generated key pairs 20 may be avail abl e such that
generation involves selecting a pair fromthe pool. O herw se, generation
algorithnms may be perforned to create a new key pair. The key pair is
stored in association with the |licensee in database 204. At step 308 a
key pair is selected fromthe secure store (database 25 204). The secure
store or database may be used as a pool of key pairs and an adm ni strator
can select one of the key pairs to define a |icense key for a |icensee.
Different |icensees may be associ ated witsh the sanme key pair as desired.
30 VVth the selected key pair at step 308, an internal |icense key 212
(i.e. a data co creat$ﬁ%%§ step 310 and 15 an external |icense

nt
key 206 is creat ﬁxg?rg?lilﬁTfﬁ Exter i FicehséRey'4's rBRorded in
t he dat abase anﬁdkgnaﬁrbmﬁnbﬂﬂew to tchertiecensere fortabase ard mg an | DE

(e.g. 216) on jhe. ljcenses &90&995@@@ 20 S LAk plr(geag 11#100 an%f the 5

control of a license key verifier I n accor ance wi t h” one enbodi nent,
the external |i%¥erfse k@?n52®63éﬁﬁ%¥?§é§gtﬁ%ﬂﬁﬁﬁefﬁal ﬂﬂ&bng@ekevﬁ212 a
public key zonponest Xx1Q ofcdrhe kigemnseels: priuvate/ public key pair and a
public key length block 208 delimting the data conponent 10 206 (see Fig.

2). In aCCOfdanﬁﬁa@béﬁxQBQ @ﬂ@pghggﬁ%odgﬁéﬂgl@EQhﬂﬁ%rkgfeﬂ§%ng§%&gpnprISes
a unique identification data glta g ned by the |icense

gener at or / veri f1%r SO 5°8B8 19 Lot ktle l%?féseeﬂ%ﬁboﬁlr?enﬁ‘ %‘fbldﬁek%ﬁfl ons 310
and 312 for genepabémtgintefr nak anenextes nalivhicanseikeys, pAir dep 15

320, licensee inLap(aliQg 836! SA189.60 H810D8: 8 TRSSAYE, component
10 206 (see Fig. 2). In accordance with one embodiment, the
internal license key comprises a unique identification data

digitally signed by the license key generator/verifier.

Fig. 3B illustrates one embodiment of operations 310 and 312
for generating internal and external license keys. At step
15 320, licensee information is selected to define a message
for encoding using a hash function such as (MD5 or SHA-1) to
generate a data output unique (for all practical purposes)
to the message. The hash output is signed using the private
key of the key pair in accordance with techniques that are
20 well-known to persons of ordinary skill in the art. This
signed hash is thus unique to the message and the private

key used to create it.

The signed hash may define an internal license key 212 that
is combined (e.g. concatenated) with the public key 210

25 corresponding to the private key and the data length 208 of
the public key to generate the external license key 206. The
external license key 206 is preferably encoded for easy
electronic storage or distribution such as by encoding as a
string of characters using encoding methods such as Base64,

30 etc. well-known in the art.



for encoding using a hash function such as (MD5 or SHA-1) to generate a
data out put unique (for all practical purposes) to the nessage. The hash
output is signed using the private key of the key pair in accordance with

techni ques that are 20 well-known to persons of ordinary skill in the art.
This signed hash is thus unique to the nessage and the private key used
to create it. The signed hash may define an internal |icense key 212 that

is conbined (e.g. concatenated) with the public key 210 25 corresponding to
the private key and the data |l ength 208 of the public key to generate the
external |icense key 206. The external ljgcense key 206 is preferably

encoded for easy electronic storage or distribution such as by encodi ng as

a string of ch racters ysing enc din t hods such as Baseb64 30 etc.
wel | -known in the ar? E%"l$%%“m 8?ﬁ%ﬁpgﬁﬁéﬁéglﬁéﬁuﬁﬁﬁdnﬁVl W&di st ri but ed
together (i.e. (iate-t he Genmeane mejew titHt heel iicensed sofctvwes ecot bebe
installed or unj,0cked.§ %rguniaaealﬁg o 138Pa ! §EYsep gLy buti on

(represented by dashed |ines ectronlc such as by
transm ssion vﬂ&fﬁrh%¥Vb¥k(6W§%$eéé??ﬂéTdé?@%hﬂéne%rﬂbﬁlﬂlSWrmBnﬂﬁbn on
physi cal nedlaesu@hro@ﬁ:CEhaVBs byrﬂMﬂﬁ@isggﬁgkeaQ£IQ%DSEkpﬁ@@UCt It is

under st ood t hat |str|but| ed to. be 0|nt to- po ereby a
| i censee recelveg'l S aﬁﬁaon1y |% glq: AdRE °™1 6 I?%%ﬂ§§lﬂgvhaFF§nh
illustrates opéﬁaﬁpéﬁ§%4@@rm%ﬂmweﬂpﬁmegrt@@Kﬂ1Qemgeﬁ:keytamd generating a

secure | DE tag.urAbrstep 402« diherigxtiennal 1icensg key.isodgceded (e.g.

from Base64). The publi ¢ key and internal license key are respectively
oint whereby a”licensee receives its and only its intended

10 license key.

Fig 4. illustrétes operations 400 for verifying the license
key and generating a secure IDE tag. At step 402, the
external license key is decoded (e.g. from Base64). The
public key and internal license key are respectively

15 extracted (step 404). The authenticity of the internal
license key is verified at step 406 using the public key as
is well-known. For example, the public key is applied to the
internal license key to determine the message hash generated
by the license key provider (typically the software

20  licensor). The verifier 214 can alsoc hash the same licensee
information and compare the two hashes to determine any
tampering. The selected licensee information or message may
be bundled with the licensed software when sent to the
licensee or entered by the licensee during a registration

25 session which in turn forwards the licensee information
electronically to system 122 and key generator/verifier 202
which receives and uses the information to generate the
license key as described earlier with reference to Figs. 3A

and 3B.

30 Optionally, though not shown, a trusted third party may

verify a public key as is known in the art.



15 extracted (step 404). The authenticity of the internal |icense key is
verified at step 406 using the public key as is well-known. For exanple,
the public key is applied to the internal |icense key to determ ne the
message hash generated by the |icense key provider (typically the software
20 licensor). The verifier 214 can al so hash the sane |icensee information

and conpare the two hashes to determi ne any tanpering. The sel ected
Iicensee information or nmessage may be bundled with the |icensed software
when sent to the 1licensee or entered by the licensee during a registration
25 session which in turn forwards the |iaensee information electronically
to system 122 and key generator/verifier 202 which receives and uses the

information to z&e@%éﬁtﬁ)at h§ sédu(i@n§§5 kc%aﬁsf%%ﬁ qs%?% éﬁl%v\ﬁl\.{%lla

reference to Figs. and 3B. 30 Option a trusted
third party rra%eyveerfeymﬁsfﬁflﬂ héskelys §§CF.‘§°%§‘0W11491 tﬁlﬁepldfrltlc Ry At Step
408, a secure kﬁElhagawsggenﬁkakeg ﬂﬁuﬂge£Mﬁi@HQ&hﬁmpK@MﬂfPh@ message hash
is encrypted u ne a ta e tag is inserted
into out put of%fggn cfggggga %w&%&OFS?‘ﬁhfﬁ@%%%”&?t¥raceablI|ty 51n

t he enbodi nent of Figs. 1 and 2 the licensed software is an |IDE 216

useful for prodfahif mFrefieentdefi Ridhy anthd éxpkesdiltignatidFoasvame Wweiti ng
code and/or dataa) 1ot lrar usefimabe. pAdtcprbider ef I QreaRy 58S conponent
application artj, onent .definjtion ripts, u 10
etc,) which are E%%gln %#hﬁﬁb Y§%|%§n90 égr%%jS|tg g’é%% "The conponent
appllcatlon bur@fevaey t AuPUtnEherde ran @@Erﬂags<nm®nbe¢WRm915@UUDely and

privately the LBPE;that g@nﬁf@kﬁgonent definitions, data, scripts, UI
10 etc,) which are bundled for publishing to a repository 106.
The component application bundle may thus include an IDE tag
identifying securely and privately the IDE that generated
the bundle.

Fig. 5 illustrates operations 500 for tracing a published

15 application. At step 502, the published application is
obtained by license key generator/verifier 202 such as by
retrieving from repository 106. The secure IDE tag is
extracted at step 504 for verification. The
verification/identifying may be accomplished as follows. At

20  step 506, using licensee information (which information may
not correspond identically to licensee information used to
generate a messages as described above) included in the
published application or otherwise associated therewith
(e.g. at the repository), one or more private keys

25 assoclated with the licensee in database 204 is obtained.
For each candidate private key, the secure IDE tag is
decrypted using the private key to obtain the message hash.
This message hash may be compared to a hash, generated in
real-time for this purpose, of licensee information

30 retrieved from the database 204 or to a hash previously

generated and stored to the database 204 such as when the



the bundle. Fig. 5 illustrates operations 500 for tracing a published 15
application. At step 502, the published application is obtained by

key generator/verifier 202 such as by

secure IDE tag is extracted at step 504 for verification. The
verification/identifying may be acconplished as follows. At 20 step 506,
using licensee information (which information nmay not correspond

identically to licensee information used to generate a nessages as
descri bed above) included in the published application or otherws
associ ated therewith (e.g. at the reposilsory), one or nore private
associated wth the licensee in database 204 is obtained. For each

candi date privatieckey,kdhg.s
key to obtain the nessage ha _
hash, generat ed ifY redi 7 e PEGF2thike YpoF powe, cotnds
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taken. For example, published applications considered

malicious may be quarantined and reviewed.

License key management functions 203 may be provided via
software for managing database 204, generating various
reports of use and other statistics or retrieving specific
information stored therein. Such functions may also
configure license key generator/verifier 202 enabling a
license key administrator to modify license key generating

and verifying algorithms to classify or group license keys.

Though Fig. 2 illustrates only customer information and
private/public key pairs stored in association in database
204, other information may be stored. For example, a hash
algorithm reference indicating which algorithm was used for
a particular license key generation may be stored for each
customer key pair. The generated message hash or internal
license key and/or external license key may also be stored.
The private/public key generation/verification algorithms
may also be stored as can be time and date information for

keys and registration, etc.

Though illustrated as separate components with bright line
distinctions, persons of ordinary skill in the art will

appreciate that operations may be shared among various

dat a
out put
ially



Li cense key managenent functions 203 may be provided via software for
managi ng dat abase 204, generating various reports of use and ot her
statistics or retrieving specific information stored therein. Such
functions may al so 15 configure |icense key generator/verifier 202 enabling
a license key admnistrator to nodify |icense key generating and
verifying algorithnms to classify or group license keys. Though Fig. 2
illustrates only custoner information and private/public key pairs stored
in association in database 20 204, other information may be stored. For
exanpl e, a hash algorithmreference inditeati ng which algorithmwas used
for a particular license key generation nmay be stored for each custoner

key pair. The denelalrdoRESSALE BASNL M HILLLAA!sudd E6IaRLeY and/ or

external |icense key may al so be stored e private/public key
gener at i on/ ver iFE&tG 0 4l BT iPehastifigy2hl so be stored as can be time and
date information for keys and registration, etc. Though illustrated as

separ at e conporféntigh wiethr bréglati thi meferdnsd itactibonstipersopsnait or di nary
skill in the arbotidde;30; apr eglale fat, anerationgqiRy. pe,shargd among
various 19 software conponentS or overlapped and such conponent

di stinctions mayebeartiti Brdeciqtoudght desc tepeingst herederterte to
gener ati ng conpasesdlveapphdiaat konscHear 15y sdgmvd), tpersaens of ordinary
skill in S the art preciate that the tea [

a cat\ﬁ/io”s ?eio WO rocessgin gra %QLQQISADE/% ,I n lend
t hensel ves eaS|P§ }o_otﬁer DE Soft ware:°tosr s%% appl'ications (e.g. word
processing, gr apmwl_mo/w> whekdbvs heoigre ébas maghee etyneseted €otrags may be
generated for ;hacldshon,idtrethelc QULPYESRh sueh.softyare for
10 traceability. Secure license key generation and verification
features described herein and/or license key management

features may be employed in scenarios which do not require

secure tags for tracing as well.

A symmetric encryption approach has a serious disadvantage

15 because the same algorithm is used in both license key
generator and verifier code, which presents a security
threat. In the asymmetric approach, an asymmetric encryption
algorithm (e.g. RSA) is employed to generate a public and
private key pair. The private key is kept by the software

20 licensor in a secure place. This private key is used to
generate the license key for licensees, while the public key
is attached with the installer for the licensed software and
is used to validate licensee’s license key during
installation. So, even if a hacker knows how to generate

25 and verify the license key, because he/she doesn’t have the
private key, he/she still can’t break our software

protection.

Flexibility is also facilitated by the license key solution
described. If the public key is hard-coded in the installer
30 rather than supplied with the license key, it is difficult

to change the private and public key palr in the future, as



10 traceability. Secure |icense key generation and verification features
descri bed herein and/or license key managenent features may be enployed in
scenari os which do not require secure tags for tracing as well. A
symmetric encryption approach has a serious di sadvantage 15 because the
sane algorithmis used in both license key generator and verifier code,

whi ch presents a security threat. In the asymmetric approach, an
asynmetric encryption algorithm(e.g. RSA) is enployed to generate a public
and private key pair. The private key is kept by the software 20 |icensor
in a secure place. This private key is uged to generate the |icense key for
|icensees, while the public key 1is attached with the installer for the

licensed sof twale -andindSi14sedLaovald, date, ligcensag s Lé;fz'g%%ér £q during
installation. So, even if a hacker knows how to generate and verify the

license key, belc&lsd e Shevigeshyt HadeCoHEICHr Y iEt ankajPodherahe st il |
can't break ourtisofiiware kpyoiction. abnl exidiakity d8uval &0 fackhdtated by

the |icense key lution described. If the public key is hard-coded in the
tf?% (1em f% é?

instal ler 30 rathef than supplicd w th't he Treense "ReS ™ i 8 difficult to

change the privaréeami pabbize key”baisr chmbirvel Fitluries esr2@poamial d
instal l er canngiupvesifay, avhew kbeensgkeyp.aenerated sfrom asnew private
key. In accordance with an_enbodi ment of the |jcense key solution, an

i nnovat i ve sol BPEA A Sdlreds® this t0r bBIeAT THEIFPeknsécRay 15%f er enced
herein as an 5 ¢hcntied nal Bric@ngserkey." Lohseqgenblnedhw tdidtisnewry espondi ng
public key, whase.connl eLpafd il YAl §oley. 1,5 Ko 140.n ARNGLALE LR | cense
key, to forman "external [1cense key
10 in a database in a license key management system. The
external license key is then provided to the licensee.
During installation, the software installer extracts the
public key and internal license key from external license
key, and verifies the license key. This flexible approach
15 enables the licensor to select different public/private key

pairs to generate license keys for different end users or

different group of licensees.

In certain situations where the licensed software creates
outputs which may be obtained for review, traceability

20 provides the licensor an ability to trace the output back to
the licensed software (to one or a known group of software
copies) that created it. A straightforward approach is to
include an external license key in the output of the
licensed software. But this solution may be problematic.

25 Circulating an external key may enable a malicious developer
to generate output using another developer’s information
which could not be appropriately traced. It may provide an
exploit for an attacker, as the attacker can obtain a
licensee’s external license key from the published

30 application and guess the licensee’s user name and company

name etc. to pretend to be the licensee to install a copy of



encoded in Base64 format. Consequently, the relationship between a
public/private key pair and a licensee is recorded 10 in a database in a

i cense key managenent system The external |icense key is then provided
to the licensee. During installation, the software installer extracts the
public key and internal |license key fromexternal |icense key, and

verifies the license key. This flexible approach 15 enables the licensor to
select different public/private key pairs to generate |license keys for
different end users or different group of |licensees. In certain situations
where the licensed software creates outputs which may be obtained for
review, traceability 20 provides the |licensor an ability to trace the

out put back to tihe;licensedrsoftware (Lo;eng, k. Q%é%% LOrQuUp 9f software
copies) that created it. A straightforward approac I ncl ude an

external |icens®Heynite (RBPRABUEPRDF PhéO T i censed softmare But this
solution may be problematic. 25 Circulating an external key may enable a
mal i ci ous devel bper etgener atfe tbutputnasi iy andthien develpperds
information whiGh,gould-notc e apprepriately traced., | %hmt%%ade an

exploit for an attacker, as the attacker can obtain a |icensee's external
li cense key ¥rdMAHe BublFsheet 30 HPPIYPEatd '6h TAAE glfedste Yl Léetisde’ s user
name and conpansey,nane @kcrefud tphetiond geréﬁnthenhkcansgﬁnh@ nﬁ§tall a copy

Of 21 t he I I C%%Ed0§%0tr\éla' gfle%qgayfﬁ? al t Sécou Cer %apﬁg tOUt gg?ﬂe or USG
Nt "o

publ i shi ng conponent applications. 1n an e I"'Cense key
sol ution as proposed,ligurehgohsesd | ghponlisenthes |dreehseditpott war e, t he

extracted 5 pyblriteckeyiiySoused tor encryRy data fsomsthe, interpal |icense
10 such as by publishing a component application through an
IDE, the secure tag is embedded in the published application
output. By decrypting the secure tag with a corresponding
private key held by licensor, and comparing with message
data of an internal license key, the licensor may easily

15  know who created and published the application.

Through an integrated management function of the license key
management system, the licensor can easily create reports,
such as how many license keys have been issued, how many
licensees are in the database, when the license key was

20 generated, when the licensee was registered, and so on.

The above-described embodiments of the present application
are intended to be examples only. Those of skill in the art
may effect alterations, modifications and variations to the
particular embodiments without departing from the scope of
25 the application. The subject matter described herein in the
recited claims is intended to cover and embrace all suitable

changes in technology.



key, and the resulting byte stream terned a "secure |IDE tag" or nore
generically a "secure tag", is stored for use by the licensed software.
When |icensees create output, particularly output for sending to or for
use by others, 10 such as by publishing a conponent application through an
| DE, the secure tag is enbedded in the published application output. By
decrypting the secure tag with a corresponding private key held by
Iicensor, and conparing with nessage data of an internal |icense key, the
licensor may easily 15 know who created and published the application.
Through an integrated managenent functiorz2of the |icense key nanagenent
system the licensor can easily create reports, such as how nmany |icense
keys have been é¢sswed, how nmany |icensees are in the database, when the

| icense key was 20 generated, when the |icensee was regi stered, and so on.
The above-descr bed qﬁgggingngs of . the present leica%ion are intended to
be exanpl es only. Those of ski M*°V'h ?ﬁ%aa??cuﬁhg FHSc Al t%r &t i ons,
nmodi fi cati ons ahdevasianitonsl ing thétvapar tbe ulcaprénbadi nents wi t hout
departing fromthe scope of 25 the application. The subject matter
described herein in thenerechtyed 1ckahs® ey irb engdedi tancovesiaand enbrace
all suitable changes gg5§§§PQoh9 rigz Cains: 1. A QFEhOd far Eroviding
a secure |icense key ToF a° I'TRenaB contd 8l IPHig Sof t Wei%e Plise RGIBIT si ng:
generating a |license key dror vehifilabéensigh sapeb 5o kepnséekeyl warpeisi ng a
nessage signed by a ppivale kekeVArdrNald fibabl et he apublig key, the
private and public kggs conformng to asynmetric encryption

chniques;
providing the license key and the public key to a
10 software enabler adapted to receive the license key
and verify same to enable use of licensed software

associated with the software enabler.

2. The method according to claim 1 comprising storing the
public and private key in association with licensee

15 information for a licensee licensed to use the software.

3. The method according to claim 1 or claim 2 comprising
providing the software enabler, said enabler comprising a

software installer bundled with said licensed software.

4. The method according to claim 3 comprising providing
20  the software enabler separately from the private key and the

license key.

5. The method according any one of claims 1 to 4 wherein

the software enabler is adapted to generate a secure tag

using the public key and the license key, said secure tag to
25 be incorporated with an output of said licensed software for

identifying the license of the licensed software.



techni ques; providing the license key and the public key to a 10 software
enabl er adapted to receive the |icense key and verify sanme to enabl e use
of licensed software associated with the software enabler. 2. The net hod
according to claim1 conprising storing the public and private key in
association wth licensee 15 information for a licensee licensed to use the
software. 3. The nethod according to claiml or claim2 conprising

provi ding the software enabl er, said enabler conprising a software
installer bundled with said |licensed software. 4. The nethod according to
claim 3 conprising providing 20 the software enabl er separately fromthe

private key and the |icense key. b. The nmet hod accordi ng any one of clains
1 to 4 wherein theTgoftm? %Q%Q&f{ gagn dcgg %Qerate a, gecure t ag
using the public key and the 1icens $4i d SeWIre tagt8tos

i ncor por ated witte éhC@M¥pa§SQﬁl&§aﬁdﬂﬁmcehsedﬁwgtvwame $@niseden$|fy|ng t he
l'icense of the digcensed software. 23 6. The nethod according to claimb5
conprising identifying the license associated with the output using said

secure tag. 7., The neth ccordin 0 C a|n16 conprisin storln the 5
publ i ¢ and private Eg§n}%gd§séffa?1%hRMA% T CeREE SN oAt PO For a
| i censee |idensedlie askrrherts sensied assofiatdre arid whesrsien i denti fying

conpri ses USlngnEbemQEuN@Egre¥@¥c§§§QCh§&&Qx%#EQ1kﬁﬁthéQﬁQ§§§eé0 decrypt
t he secure tag. nmet hod .according. to claim5 wherein the |icensed 10

sof t war e conprls§§§w%%ef ta\ﬂﬁrvéh?rﬁﬁnpjr%edﬁrém% “CBRpifEntising the private

key associated with the licensee to decrypt the secure tag.

8. The method according to <¢laim 5 wherein the licensed
10 software comprises software for programming component

applications.

9. The method according to any one preceding claim
comprising receiving licensee information for a licensee to
be enabled to use the licensed software and defining the

15 message using at least some of the licensee information.



applications. 9. The nmethod according to any one preceding claim
conprising receiving licensee information for a licensee to be enabled to
use the licensed software and defining the 15 nmessage using at |east sone
of the licensee information. 24 10. A license key managenent system for
managi ng use of software by |licensees conprising: a |icense key generator
adapted to: generate license keys for |licenses to nanage use 5 of |icensed
software, a |icense key conprising a nessage signed by a private key and
verifiable by a public key, the private and public keys generated in
conformance with asymmetric encryption techni ques; and 10 provide the
license key and the public key together to a software enabl er adapted to

receive the |igensg kexnapd.enhiy,Same Lo.Snable dag,of, Lot censed
sof tware associated wth the sSoftware ena or a |censee and 15 a

dat abase for sﬁﬁﬁkﬁﬁr?ﬂﬁbﬁé%ﬂﬁ§§§ P riespEcti ve private/ public key pairs

in association with respective licensee information for |icensees

licensed to use the | kceirsedesbit waneratbl. adfyecesysbem according to claim 10
conprising a 20 nanagenent conponent adapted to generate nmanagenent reports
about the use of the sygbtemath21idhigeSysiemacecordisng tO ehabmQ or claim

11 conprisigg a Ilcense kf¥xgggéf§%;waq§pte tosgegelvqjout HE Lrom
software and to identify a 15°Cense USIAECa Sedlire s &gy comprising
message signed by a private key and verifiable by

a public key, the private and public keys
generated in conformance with asymmetric

encryption techniques; and

10 provide the license key and the public key
together to a software enabler adapted to receive
the license key and verify same to enable use of
the licensed software associated with the software

‘enabler for a licensee; and

15 a database for storing license keys and respective
private/public key pairs in association with
respective licensee information for licensees

licensed to use the licensed software.

11. The system according to claim 10 comprising a
20  management component adapted to generate management reports

about the use of the system.

12. The system according to claim 10 or claim 11 comprising
a license key verifier adapted to receive output from
software and to identify a license using a secure tag

25 incorporated with the output, the secure tag generated from
a license key and a public key provided for enabling

licensed software.



25 incorporated with the output, the secure tag generated from a |icense
key and a public key provided for enabling |licensed software. 25 13. The
system according to any one of clainms 10 to 12 wherein the |icense key
generator selects a private key and public key pair froma pool of such
key pairs to generate a |icense key for a particular license. 5 14. A
conput er program product for providing a secure |icense key for a |icense
controlling software use, the conputer program product conprising a
conput er readable nedi um enbodying instructions and data executable by a
conputer to inplenent the nethod of any ¢ome of clains 1 to 10 9. 15. The
conput er program product according to claim14 wherein said instructions

and data are e utabl e b t he uter to select a rlvate y and public
key pair fron1§ﬁ§pog? ol ssuch C8§ pal r's £ §eRePateothie c8n§% key for a

15 particul ar hﬂ@éﬁS@13@6ll&h@ec6ﬁpu$@®r9t®gmamwgmndugtraﬁsokdun@dto cl ai m

14 or clai m 1§ yhereidy gﬁﬁrlﬂ&ﬁw%oﬁot%\w& COIYLises. sQbhyarng Lfor
progranmm ng conponent applications, 17. The conputer progran1product

according to anyC6He® dFY 50F @ APAE AU ol 16 iRerei n sai d instructions and

data are executable by the conputer to provide license key admnistration
reports. 5 14. A computer program product for providing a secure

license key for a license controlling software use, the
computer program product comprising a computer readable
medium embodying instructions and data executable by a
computer to implement the method of any one of claims 1 to

10 9.

15. The computer program product according to claim 14
wherein said instructions and data are executable by the
computer to select a private key and public key pair from a
pool of such key pairs to generate the license key for a

15 ©particular license.

16. The computer program product according to claim 14 or
claim 15 wherein the licensed software comprises software

for programming component applications.

17. The computer program product according to any one of
20  claims 14 to 16 wherein said instructions and data are
executable by the computer to provide license key

administration reports.



