
1  Secure License Key Method and System The present relates generally to
computer software  distribution and, more particularly, to a secure license
key  method and system. 5 Software, particularly commercial software, is
typically  distributed from one entity to another in accordance with a
software license. The license grants the user of the  software particular
rights. One manner of controlling use of  the software in accordance with
the terms of a license is to 10 employ a license key that, when
appropriately coupled with  the licensed software, enables installation,
execution  and/or other aspects. For example, the licensed software to  be
installed is bundled with an automated software  installation program or
wizard and a license key verifier. 15 During installation, the authenticity
of the license key is  verified and the licensed software installed in
response.  The license key may also be verified by the license key
verifier upon start-up or other attempts to use the licensed  software. 20
It is desirable that a license key solution be secure to  prevent others
from generating or verifying unauthorized but  otherwise algorithmically
valid license keys. Often, a same  algorithm is used in a license key
generator and  corresponding verifier. Because normally the verifier is 25
bundled in the software installer, a malicious programmer or  hacker can
easily determine such algorithm through reverse  engineering to make
his/her own generator with such  algorithm to create as many keys as
desired to impersonate  valid licensees. 



2  Further, it is desired that a license key solution be  flexible so that
a license key administrator (a person  associated with the licensed
software distribution who is  responsible for administering the licensed
key solution) can 5 easily change required settings for license key
generation  and verification algorithms to classify or group license  keys
for different purposes. It is also desired that a license key solution be
easily  managed and statistics and other details for same be 10 accessible.
For example, a license key administrator may  require reports on license
key related issues, such as how  many license keys have been issued, how
many licensees have  been licensed, when the license key was generated,
when the  licensee was registered, and so on. 15 Licensed software may
comprise development tools and  applications useful for defining and/or
publishing other  software or output for use by others. Determining which
licensed software created a particular output is also  desirable. 20
Accordingly, there is a resulting need for a method and  apparatus that
addresses one or more of these issues.  The present relates to a secure
license key solution for  distributing and/or for tracing use of software
in a  distributed computer system. 25 A secure license key solution
preferably generates software  license keys for enabling and/or tracing use
of software,  where a license key comprises a message part encrypted by a
private key and a public key part for verifying the message  according to
asymmetric encryption techniques. The message 



30 and public key may be used by a software enabler (e.g. an 3
installation wizard) to enable the software and/or create a  secure tag for
incorporating with an output of the software  to identify the license for
the software that created the  output. A license key management system may
generate license 5 keys and comprise a database to store an association
between  respective software licensees and the license keys to trace  the
origin to a particular license of the software which  created the output
obtained. The software to be licensed may  comprise an integrated
development environment for 10 programming and outputting other software
for example. The  other software output may be bundled with the secure tag
and  published for use by others. This output may be obtained and  its
origin traced (e.g. the associated license identified)  using the secure
tag. 15 The license key management system may be adapted to generate
management reports etc. and to configure license key  generation in
accordance with desired encryption techniques.  Persons of ordinary skill
in the art will recognize computer  system, method, computer program
product and other aspects 20 of the invention from the embodiment(s) shown
and described.  In accordance with one aspect there is preferably provided
a  method for providing a secure license key for controlling  software use
comprising: generating a license key for a  license, said license key
comprising a message signed by a 25 private key and verifiable with a
public key, the private  and public keys conforming to asymmetric
encryption  techniques; and providing the license key and the public key
to a software enabler adapted to receive the license key and  



verify same to enable use of licensed software associated 30 with the
software enabler. 4  The method may comprise storing the public and private
key  in association with licensee information for a licensee  licensed to
use the software. The method may comprising providing the software enabler,
5 said enabler comprising a software installer bundled with  said licensed
software. The software enabler may be adapted to generate a secure tag
using the public key and the license key, said secure tag to  be
incorporated with an output of said licensed software for 10 identifying a
license of the licensed software. As well, the  method may comprise
identifying the license associated with  the output using the secure tag.
For example, the method may  comprise storing the public and private key in
association  with licensee information for a licensee licensed to use the
15 licensed software and using the private key associated with  the
licensee to decrypt the secure tag. The licensed software may comprise an
integrated development  environment (IDE) adapted for programming component
applications. 20 The method may comprise receiving licensee information for
a  licensee to be enabled to use the software and defining the  message
using at least some of the licensee information. In accordance with another
aspect, there is provided a  license key management system for managing use
of software  25 by licensees comprising: a license key generator adapted
to: generate license keys for licenses to manage use  



of licensed software, a license key comprising a 5  message signed by a
private key and verifiable by  a public key, the private and public keys
generated in conformance with asymmetric  encryption techniques; and 5
provide the license key and the public key  together to a software enabler
adapted to receive  the license key and verify same to enable use of  the
licensed software associated with the software  enabler for a licensee; and
10 a database for storing license keys and respective  private/public key
pairs in association with  respective licensee information for licensed to
use  the licensed software. In accordance with yet another aspect there is
provided a  15 computer program product comprising a computer readable
medium embodying instructions and data executable by a  computer to:
generate a license key for a license, said license  key comprising a
message signed by a private key and  20 verifiable with a public key, the
private and public keys conforming to asymmetric encryption techniques;
and provide the license key and the public key together  to a software
enabler adapted to receive the license  25 key and verify same to enable
use of licensed software associated with the software enabler. 6  BRIEF
DESCRIPTION OF THE DRAWINGS 



Embodiment(s) will now be described by way of example with  reference to
attached figures, wherein: Fig. 1 is a block diagram which illustrates one
embodiment  5 of a distributed computer system including wireless and
wire-line communication networks; Fig. 2 is a block diagram showing
selected components of  Fig. 1 in greater detail and comprising an
embodiment of an  external license key useful in the distributed computer
10 system of Fig. 1; Figs. 3A and 3B are flowcharts of operations in
accordance  with an embodiment for generating an external license key  such
as the key of Fig. 2; Figs. 4 and 5 are flowcharts of operations in
accordance  15 with an embodiment showing how an external license key can
be used for distributing computer software and for tracing  use thereof in
a distributed computer system such as is  shown in Fig. 1. DESCRIPTION OIF
PREFERRED EMBODIMENTS 20 Fig. 1 is a block diagram showing a distributed
computer  system 100 comprising a plurality of computing devices  coupled
for communication via wireless and wire-line  communication networks 101
and 103. System 100 comprises  wireless mobile devices 102 (e.g. smart
phones, PDAs and the 25 like), wireless network equipment 104, a component
application repository 106, wireless component application  gateway system
108, a plurality of data sources 112, 116,  120, software development
stations 110, 114 and 118, and a  license key generating and verifying
system 122 including a  30 secure data store 124. 7 



In brief and with additional reference to Fig. 2, computer  system 100 is
adapted to facilitate data communications  between mobile devices 102 and
data sources 112, 116 and 120  using component applications (e.g. 218)
developed by 5 software development stations (e.g. 110, 114 and 118) and
published to the repository 106. Software development  stations 110, 114
and 118 comprise software development  tools such as an integrated
development environment (IDE)  (e.g. 216 of station 110) configured for
programmers to 10 produce component applications comprising a secure IDE
tag  218. The secure IDE tag is useful for identifying the  license for
software used to create the component  application. Instances of the IDE
(e.g. 216) are distributed  by or on behalf of a providing entity to others
(i.e. 15 "licensees") desiring to develop component applications.
Enablement of the IDEs is under the control of respective  secure license
keys (e.g. 206) generated by license key  generating and verifying system
122. The secure license keys  (e.g. 206) are generated in accordance with
asymmetric 20 encryption techniques (e.g. RSA algorithms) from public and
private key pairs securely stored in association with  respective licensee
information in a license key database  204 to enable secure license key
generation and for  identifying a license associated with the component 25
applications as described further. Mobile devices 102 communicate in and
through wireless  network equipment 104. In the example embodiment of Fig.
1,  wireless network 104 is a Third Generation (3G) supported  network
based on Code Division Multiple Access (CDMA) 30 technologies. In
particular, wireless network 104 is a  



CDMA2000 network which includes fixed network components  coupled as shown
in Fig. 1. Wireless network 104 of the 8  CDMA2000-type may include a Radio
Network (RN), a Mobile  Switching Center (MSC), a Signaling System 7 (SS7)
network,  a Home Location Register/Authentication Center (HLR/AC), a
Packet Data Serving Node (PDSN), an IP network, and a Remote 5
Authentication Dial-In User Service (RADIUS) server (all not  shown). SS7
network is communicatively coupled to a network  such as a Public Switched
Telephone Network (PSTN) to enable  voice communications whereas IP network
is communicatively  coupled to a network such as the Internet to enable 10
particular data communications. Wireless network 104 is  exemplary and
persons of ordinary skill in the art will  appreciate that other wireless
network architectures and  standards may be used. The wireless link shown
in communication system 100 of Fig.  15 1 represents one or more different
channels, typically  different radio frequency (RF) channels, and
associated  protocols used between wireless network 104 and mobile  device
102. Those skilled in the art will appreciate that a  wireless network in
actual practice may include hundreds of 20 cells depending upon desired
overall expanse of network  coverage. All pertinent components may be
connected by  multiple switches and routers (not shown), controlled by
multiple network controllers. Those skilled in the art will appreciate that
wireless  25 network 104 may be connected to other systems, possibly
including other networks, not explicitly shown in Fig. 1.  Though a CDMA
wireless network 104 is described, network 104  



may conform to any of the wireless network technologies and  protocols
including cellular, wide-area network, GSM, GPRS,  30 CDMA, iDENT"',
MobitexTM, etc. 9  Mobile devices 102 are typically multi-tasking wireless
communications devices configured for sending and receiving  data such as
electronic mail, instant messages, SMS  messages, and other data messages
and, at least some, are 5 configured for making and receiving voice calls.
To provide  a user-friendly environment to control the operation of  mobile
device 102, an operating system (not shown) resident  on device 102
provides a user interface such as a graphical  user interface (GUI) having
a main screen and a plurality of 10 sub-screens navigable from the main
screen. As well in the present embodiment, the mobile devices  include a
runtime environment for providing services to and  for running component
applications for communicating with  data sources such as data sources 112,
116 and 120. 15 Data sources may include applications having programmatic
interfaces exposed for communication with other applications  in accordance
with service-oriented architectures (e.g. Web  service protocols). Such
services are typically but not necessarily subscription-based. 20
Communications between mobile devices 102 and the data  sources are
facilitated by wireless component application  gateway system 108. Though
not shown, gateway system 108  comprises a component application gateway, a
component  application provisioning server and a component application 25
discovery server. The component application gateway is  useful for proxying
the services offered by the data sources  



to the mobile devices, mapping communications between  wireless and
wire-line protocols for example. The discovery server enables a mobile
device to locate new  30 or updated services and obtain associated
component 10  applications from the component repository 106 via the
provisioning server. Applications may be are stored in component repository
106  as a collection of packages, or bundles. The packages are 5 typically
created by an application developer using a design  tool provided by an
application development environment  sometimes referred to as an IDE. The
IDE typically provides  support for a drag-and-drop graphical approach for
visual  design of application components including screens, data 10
elements, messages and application workflow logic, as  further defined
below. Application packages are preferably  represented by structured data
(XML) that can be generated  automatically by the IDE through an automatic
code  generation process. The design tool further enables the 15
automatically generated code to include or be otherwise  augmented by an
industry standard scripting language (e.g.  JavaScript) or other
scripting/programming languages known  in the art. The availability of
application packages in the  repository 106 is published in a registry via
a discovery 20 service provided by the discovery server. It is recognized
that there can be more than one repository 106 and  associated registries
used by the gateway server.  Programmers may extend services to mobile
devices by  programming component applications via stations 110, 114 and 25
118 adapted with IDEs as described. In one embodiment, such  



IDEs may be structured as a set of plug-ins to a generic  integrated design
environment framework, such as, for  example, the EclipseTM framework.
Eclipse TM is a well-known  development environment, and these and other
features are 30 thoroughly described at www.Eclipse.org. Alternately, the
tool can be configured as a complete design framework 11  without using a
plug-in architecture. For exemplary  purposes only, the tool will now be
described as a plug-in  design environment using the EclipseTM framework.
Referring to Fig. 2, an IDE 216 for designing component 5 applications is
illustrated generally. In the present  embodiment, the designer tool is
implemented using EclipseTM.  EclipseTM is designed to support the
construction of a  variety of tools for application development. Further,
EclipseTM supports an unrestricted set of tool providers, 10 including
independent software vendors (ISVs) as well as  tools for manipulating
arbitrary content types (for example  HTML, Java, C, JSP, EJB, XML, and
GIF). EclipseTM supports  both GUI and non-GUI-based application
development environments. The IDE is adapted as further described below  15
to include-a secure tag inserter for including a secure tag  in published
applications. In the present embodiment, IDE 216 is used to enable a
developer to define a component application. A component  application is an
application defined generally by a 20 structured set of components,
including data components,  message components, presentation components and
workflow  components. The components are defined using a structured
language and executed on a client device by an intelligent  



runtime container. 25 The data components define data entities that are
used by  the component application program. Examples of data  entities
include orders, users, and financial transactions.  Data components define
what information is required to  describe the data entities, and in what
format the 30 information is expressed. For example, the data component
may define an order comprising a unique identifier for the 12  order which
is formatted as a number, a list of items which  are formatted as strings,
the time the order was created  which has a date-time format, the status of
the order which  is formatted as a string, and a user who placed the order
5 which is formatted according to the definition of another  one of the
data components. Since data elements are usually  transferred by message,
there is often persistence of data  components in a database. Data
components may be  dynamically generated or defined by the application 10
designer. The message components define the format of messages used by  the
component application program to communicate with  external systems such as
the Web service. For example, one  of the message components may describe a
message for placing 15 an order, which includes a unique identifier for the
order,  a status of the order, and notes associated with the order.  The
presentation components define the appearance and  behaviour of the
component application program as it is  displayed to a user via a user
interface. The presentation 20 components can specify graphical user
interface (GUI)  screens and controls and actions to be executed when the  



user interacts with the component application. For example,  the
presentation components may define screens, labels, edit  boxes, buttons
and menus, and actions to be taken when the 25 user types in an edit box or
pushes a button. The workflow components of the component application
program  define processing that occurs when an action is to be  performed,
such as an action specified by a presentation  component as described
above, or an action to be performed 30 when messages arrive. Presentation
workflow and message  processing are defined by the workflow components.
The 13  workflow components are written as a series of instructions  in
either structured data, a programming language, or a  scripting language.
The workflow component supports a  correlation between message components
and defines 5 application flow as a set of rules for operations on other
components. More details regarding component applications can be found  in
Patent Cooperation Treaty Application Numbers  PCT/CA2003/001976 entitled,
"System and Method for Building 10 and Execution of Platform-Neutral
Generic Services Client  Applications" and published as W02004059938;
PCT/CA2003/001980 entitled, "System and Method of Building  Wireless
Component Applications" and published as  W02004059957; and
PCT/CA2003/001981 entitled, "System and 15 Method of Creating and
Communicating with Component Based  Wireless Applications" and published as
W02004059939, each  of which is assigned to the owner of the present
application. As service-oriented protocols are primarily defined for 



20 wired network communications, a component application-based
architecture, in which a component application gateway  system proxies a
data source on behalf of mobile devices,  provides numerous efficiencies.
Services often handle  sensitive communications (commercial transactions,
private 25 information, etc.). Thus a mechanism identify the license  for
software used to create the component application  programming, which may
further the identifying of a  particular licensee, enhancing trust within
the system 100,  is highly desired. 30 Fig. 3A illustrates a flow of
operations 300 for generating  an external license key 206 such as by using
license key 14  generator/verifier 202 and database 204. License key
generator/verifier employs asymmetric encryption techniques  involving
secret private key and corresponding public key  pairs to encrypt data.
Such encryption techniques are known 5 in the art and commercial
embodiments are available from RSA  Security Inc. among others. Key pairs
are associated to a  licensee for creating unique and therefore traceable
license  keys as further described. A particular licensee may be
associated with more than one key pair, if desired. 10 At step 302 licensee
information is received (e.g. by  inputting into the generator/verifier by
a license key  administrator). The information typically includes the
licensee name (e.g. company and individual contact), address, number of
licenses required, etc. At step 304 a  15 determination may be made as to
whether there is an  encryption key pair established for the licensee.
Database  204 may be queried for such information. If there is no  



pair, via branch to step 306, a key pair is generated. It  is understood
that a pool of previously generated key pairs 20 may be available such that
generation involves selecting a  pair from the pool. Otherwise, generation
algorithms may be  performed to create a new key pair. The key pair is
stored  in association with the licensee in database 204. At step  308 a
key pair is selected from the secure store (database 25 204). The secure
store or database may be used as a pool of  key pairs and an administrator
can select one of the key  pairs to define a license key for a licensee.
Different  licensees may be associated with the same key pair as  desired.
30 With the selected key pair at step 308, an internal license  key 212
(i.e. a data component) is created at step 310 and 15  an external license
key 206 is created at step 312. The  external license key is recorded in
the database and is  distributed to the licensee for installing an IDE
(e.g. 216)  on the licensee's programming station (e.g. 110) under the 5
control of a license key verifier 214. In accordance with one embodiment,
the external license key  206 comprises the internal license key 212, a
public key  component 210 of the licensee's private/public key pair and  a
public key length block 208 delimiting the data component 10 206 (see Fig.
2). In accordance with one embodiment, the  internal license key comprises
a unique identification data  digitally signed by the license key
generator/verifier. Fig. 3B illustrates one embodiment of operations 310
and 312  for generating internal and external license keys. At step  15
320, licensee information is selected to define a message 



for encoding using a hash function such as (MD5 or SHA-1) to  generate a
data output unique (for all practical purposes)  to the message. The hash
output is signed using the private  key of the key pair in accordance with
techniques that are 20 well-known to persons of ordinary skill in the art.
This  signed hash is thus unique to the message and the private  key used
to create it. The signed hash may define an internal license key 212 that
is combined (e.g. concatenated) with the public key 210 25 corresponding to
the private key and the data length 208 of  the public key to generate the
external license key 206. The  external license key 206 is preferably
encoded for easy  electronic storage or distribution such as by encoding as
a  string of characters using encoding methods such as Base64,  30 etc.
well-known in the art. 16  The external license key 206 may be distributed
together  (i.e. at the same time) with the licensed software to be
installed or unlocked (e.g. IDE 216) or separately.  Distribution
(represented by dashed lines in Fig. 1) may be 5 electronic, such as by
transmission via a network over  carrier signals, or by distribution on
physical media such  as CD/DVD, firmware, dongle or other product. It is
understood that distribution is intended to be point-to- point whereby a
licensee receives its and only its intended  10 license key. Fig 4.
illustrates operations 400 for verifying the license  key and generating a
secure IDE tag. At step 402, the  external license key is decoded (e.g.
from Base64). The  public key and internal license key are respectively 



15 extracted (step 404). The authenticity of the internal  license key is
verified at step 406 using the public key as  is well-known. For example,
the public key is applied to the  internal license key to determine the
message hash generated  by the license key provider (typically the software
20 licensor). The verifier 214 can also hash the same licensee  information
and compare the two hashes to determine any  tampering. The selected
licensee information or message may  be bundled with the licensed software
when sent to the  licensee or entered by the licensee during a registration
25 session which in turn forwards the licensee information  electronically
to system 122 and key generator/verifier 202  which receives and uses the
information to generate the  license key as described earlier with
reference to Figs. 3A  and 3B. 30 Optionally, though not shown, a trusted
third party may  verify a public key as is known in the art. 17  At step
408, a secure IDE tag is generated using the public  key. The message hash
is encrypted using the public key to  define a tag. The tag is inserted
into output of the  licensed software for purposes of traceability. 5 In
the embodiment of Figs. 1 and 2, the licensed software is  an IDE 216
useful for programming (i.e. defining and  expressing such as my writing
code and/or data) other  software. Output therefrom comprises component
application artifacts (e.g. component definitions, data, scripts, UI  10
etc,) which are bundled for publishing to a repository 106.  The component
application bundle may thus include an IDE tag  identifying securely and
privately the IDE that generated  



the bundle. Fig. 5 illustrates operations 500 for tracing a published  15
application. At step 502, the published application is  obtained by license
key generator/verifier 202 such as by  retrieving from repository 106. The
secure IDE tag is  extracted at step 504 for verification. The
verification/identifying may be accomplished as follows. At 20 step 506,
using licensee information (which information may  not correspond
identically to licensee information used to  generate a messages as
described above) included in the  published application or otherwise
associated therewith  (e.g. at the repository), one or more private keys 25
associated with the licensee in database 204 is obtained.  For each
candidate private key, the secure IDE tag is  decrypted using the private
key to obtain the message hash.  This message hash may be compared to a
hash, generated in  real-time for this purpose, of licensee information 30
retrieved from the database 204 or to a hash previously  generated and
stored to the database 204 such as when the 18  license key was generated.
Though not ideally efficient, if  likely candidate private key or keys
cannot be determined  from licensee or other information, steps 506-510 may
be  repeated with all possible known private keys in the secure  5 data
store. If a license cannot be determined from the secure tag of the  output
such as via operations 500, the output may be  considered as potentially
malicious and appropriate action  taken. For example, published
applications considered 10 malicious may be quarantined and reviewed. 



License key management functions 203 may be provided via  software for
managing database 204, generating various  reports of use and other
statistics or retrieving specific  information stored therein. Such
functions may also 15 configure license key generator/verifier 202 enabling
a  license key administrator to modify license key generating  and
verifying algorithms to classify or group license keys.  Though Fig. 2
illustrates only customer information and private/public key pairs stored
in association in database  20 204, other information may be stored. For
example, a hash  algorithm reference indicating which algorithm was used
for  a particular license key generation may be stored for each  customer
key pair. The generated message hash or internal  license key and/or
external license key may also be stored. 25 The private/public key
generation/verification algorithms  may also be stored as can be time and
date information for  keys and registration, etc. Though illustrated as
separate components with bright line  distinctions, persons of ordinary
skill in the art will 30 appreciate that operations may be shared among
various 19  software components or overlapped and such component
distinctions may be artificial. Though described with reference to
generating component  applications for system 100, persons of ordinary
skill in  S- the art will appreciate that the teachings herein lend
themselves easily to other IDE software, tools or  applications (e.g. word
processing, graphics CAD/CAM,  publishing, etc.) whereby secure tags may be
generated for  inclusion in other outputs of such software for 



10 traceability. Secure license key generation and verification  features
described herein and/or license key management  features may be employed in
scenarios which do not require  secure tags for tracing as well. A
symmetric encryption approach has a serious disadvantage  15 because the
same algorithm is used in both license key  generator and verifier code,
which presents a security  threat. In the asymmetric approach, an
asymmetric encryption algorithm (e.g. RSA) is employed to generate a public
and  private key pair. The private key is kept by the software  20 licensor
in a secure place. This private key is used to generate the license key for
licensees, while the public key  is attached with the installer for the
licensed software and  is used to validate licensee's license key during
installation. So, even if a hacker knows how to generate 25 and verify the
license key, because he/she doesn't have the  private key, he/she still
can't break our software  protection. Flexibility is also facilitated by
the license key solution  described. If the public key is hard-coded in the
installer  30 rather than supplied with the license key, it is difficult to
change the private and public key pair in the future, as 20  an old
installer cannot verify a new license key generated  from a new private
key. In accordance with an embodiment of  the license key solution, an
innovative solution can address  this problem. The license key (referenced
herein as an 5 "internal license key") is combined with its corresponding
public key, whose counterpart private key is used to  generate the license
key, to form an "external license key"  



encoded in Base64 format. Consequently, the relationship  between a
public/private key pair and a licensee is recorded 10 in a database in a
license key management system. The  external license key is then provided
to the licensee.  During installation, the software installer extracts the
public key and internal license key from external license  key, and
verifies the license key. This flexible approach 15 enables the licensor to
select different public/private key  pairs to generate license keys for
different end users or  different group of licensees. In certain situations
where the licensed software creates  outputs which may be obtained for
review, traceability 20 provides the licensor an ability to trace the
output back to  the licensed software (to one or a known group of software
copies) that created it. A straightforward approach is to  include an
external license key in the output of the  licensed software. But this
solution may be problematic. 25 Circulating an external key may enable a
malicious developer  to generate output using another developer's
information  which could not be appropriately traced. It may provide an
exploit for an attacker, as the attacker can obtain a  licensee's external
license key from the published 30 application and guess the licensee's user
name and company  name etc. to pretend to be the licensee to install a copy
of 21  the licensed software and use it to create output such as
publishing component applications. In an embodiment of the license key
solution as proposed,  during installation of the licensed software, the
extracted  5 public key is used to encrypt data from the internal license  



key, and the resulting byte stream, termed a "secure IDE tag" or more
generically a "secure tag", is stored for use  by the licensed software.
When licensees create output,  particularly output for sending to or for
use by others, 10 such as by publishing a component application through an
IDE, the secure tag is embedded in the published application  output. By
decrypting the secure tag with a corresponding  private key held by
licensor, and comparing with message  data of an internal license key, the
licensor may easily 15 know who created and published the application.
Through an integrated management function of the license key  management
system, the licensor can easily create reports,  such as how many license
keys have been issued, how many  licensees are in the database, when the
license key was 20 generated, when the licensee was registered, and so on.
The above-described embodiments of the present application  are intended to
be examples only. Those of skill in the art  may effect alterations,
modifications and variations to the  particular embodiments without
departing from the scope of 25 the application. The subject matter
described herein in the  recited claims is intended to cover and embrace
all suitable  changes in technology. 22  Claims: 1. A method for providing
a secure license key for a  license controlling software use comprising:
generating a license key for the license, said 5 license key comprising a
message signed by a private  key and verifiable with a public key, the
private and  public keys conforming to asymmetric encryption  



techniques; providing the license key and the public key to a  10 software
enabler adapted to receive the license key  and verify same to enable use
of licensed software  associated with the software enabler. 2. The method
according to claim-1 comprising storing the  public and private key in
association with licensee 15 information for a licensee licensed to use the
software.  3. The method according to claim 1 or claim 2 comprising
providing the software enabler, said enabler comprising a  software
installer bundled with said licensed software. 4. The method according to
claim 3 comprising providing  20 the software enabler separately from the
private key and the  license key. 5. The method according any one of claims
1 to 4 wherein  the software enabler is adapted to generate a secure tag
using the public key and the license key, said secure tag to 25 be
incorporated with an output of said licensed software for  identifying the
license of the licensed software. 23  6. The method according to claim 5
comprising identifying  the license associated with the output using said
secure  tag. 7. The method according to claim 6 comprising storing the  5
public and private key in association with licensee  information for a
licensee licensed to use the licensed  software and wherein identifying
comprises using the private  key associated with the licensee to decrypt
the secure tag.  8. The method according to claim 5 wherein the licensed 10
software comprises software for programming component  



applications. 9. The method according to any one preceding claim
comprising receiving licensee information for a licensee to  be enabled to
use the licensed software and defining the 15 message using at least some
of the licensee information. 24  10. A license key management system for
managing use of  software by licensees comprising: a license key generator
adapted to: generate license keys for licenses to manage use  5 of licensed
software, a license key comprising a  message signed by a private key and
verifiable by  a public key, the private and public keys  generated in
conformance with asymmetric  encryption techniques; and 10 provide the
license key and the public key  together to a software enabler adapted to
receive  the license key and verify same to enable use of  the licensed
software associated with the software  enabler for a licensee; and 15 a
database for storing license keys and respective  private/public key pairs
in association with  respective licensee information for licensees
licensed to use the licensed software. 11. The system according to claim 10
comprising a 20 management component adapted to generate management reports
about the use of the system. 12. The system according to claim 10 or claim
11 comprising  a license key verifier adapted to receive output from
software and to identify a license using a secure tag 



25 incorporated with the output, the secure tag generated from  a license
key and a public key provided for enabling  licensed software. 25  13. The
system according to any one of claims 10 to 12  wherein the license key
generator selects a private key and  public key pair from a pool of such
key pairs to generate a  license key for a particular license. 5 14. A
computer program product for providing a secure  license key for a license
controlling software use, the  computer program product comprising a
computer readable  medium embodying instructions and data executable by a
computer to implement the method of any one of claims 1 to 10 9. 15. The
computer program product according to claim 14  wherein said instructions
and data are executable by the  computer to select a private key and public
key pair from a  pool of such key pairs to generate the license key for a
15 particular license. 16. The computer program product according to claim
14 or  claim 15 wherein the licensed software comprises software  for
programming component applications. 17. The computer program product
according to any one of  20 claims 14 to 16 wherein said instructions and
data are  executable by the computer to provide license key  administration
reports. 


