
Claims: 

2 A method of compressing a digital signature of a message, said signature comprising a 

3 pair of signature components r, s, said method comprising obtaining a pair of values c, d 

4 rel 	ed mathematically to s and with one of said values being smaller than s, substituting 

5 said o e value for the signature component s, in said digital signature and forwarding said 

6 signature o a recipient. 

7 2. A method acc r., ding to claim 1 wherein both said values c, d meet predetermined criteria. 

8 

9 3. A method according to laim 2 wherein said value of d is required to fall within 

10 predefined bounds. 

11 
12 4. A method according to claim 3 	herein said value c is smaller than said component s. 

13 

14 5. A method according to claim 4 wherein said components r, s represent an ECDSA 

15 signature. 

16 

17 6. A method according to claim 1 wherein s, c, any. d are related such that s=c/d mod n. 

18 

19 7. A method according to claim 6 where said values c, • .. e obtained to meet predetermined 

20 criteria. 

21 

22 8. A method according to claim 7 wherein said values c, d are of`=fined by application of an 

23 extended Euclidean algorithm and iterations of said algorithm are 	rminated when said ti 
24 predetermined criteria are met. 

25 

26 9. A method according to claim 6 wherein said one value corresponds to c. 

27 

28 10. A method according to claim 6 wherein said one value corresponds to d. 

29 
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11. A method of verifying a signature generated in accordance with claim 1 by recovering 

2 from said signature a value equivalent to the other of said values and determining if it 

3 eets defined criteria. 

4 

5 12. A Met pd according to claim 11 wherein recovery of said other value is obtained from 

6 combinin 	said signature components. 

7 

8 13. A method acco filing to claim 12 wherein an intermediate value is obtained from said 

9 message and con ned with values obtained from said signature components to recover 

10 said other value. 

11 

12 14. A method according to c1a i 	11 wherein said other value is required to fall within 

13 defined bounds. 

14 

I S 15. A method according to claim 11 incluuding the step of rejecting said signature if said other 

16 value does not meet said predefined criteria. 

17 

18 16. A method according to claim 11 including th step of accepting said signature if said 

19 other value meets said predefined criteria. 

20 

21 17. A method according to claim 16 wherein a further v 	fication is performed on an original 

22 signature obtained from application of said one value an said other value recovered by 

23 said recipient to said signature received by said recipient. 

24 

25 18. A cryptographic system for generating a compressed signature f?om a pair of signature 

26 components r, s, said system having an arithmetic unit to provide a pair of values c, d 

27 mathematically related to said component s, and a signature generator to substitute one of 

28 said values for said signature s. 

29 

30 19. A cryptographic system for verifying a signature r, c received from a sender using a 

31 system as claimed in claim 18 comprising an arithmetic unit to recover the other o said 

32 values and compare said other value with predefined criteria. 
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The invention claimed is: 

1. A method of compressing a digital signature of a message, said signature comprising 
a pair of signature components r, s, said method being performed by a correspondent in a 
data communication system, the correspondent having a cryptographic module for 
performing cryptographic operations, said method comprising: 

said cryptographic module obtaining a pair of values c, d related mathematically to s, 
one of said values being smaller than s and said one of said values having a smaller number 
of bits than s, the other of said values being required to fall within predefined bounds; 

said cryptographic module generating a compressed signature by substituting said 
one of said values for the signature component s, in said digital signature; and 

said correspondent forwarding said compressed signature to a recipient. 

2. The method according to claim 1 wherein both said values c, d meet predetermined 
criteria. 

3. The method according to claim 1 wherein said value c is smaller than said 
component s. 

4. The method according to claim 3 wherein said components r, s represent an ECDSA 
signature. 

5. The method according to claim 1 wherein s, c, and d are related such that sEc/d mod 
n. 

6. The method according to claim 5 where said values c, d are obtained to meet 
predetermined criteria. 

7. The method according to claim 6 wherein said values c, d are obtained by application 
of an extended Euclidean algorithm and iterations of said algorithm are terminated when 
said predetermined criteria are met. 

8. The method according to claim 5 wherein said one of said values corresponds to c. 

9. The method according to claim 5 wherein said one of said values corresponds to d. 

10. The method according to claim 1, wherein said signature component r is obtained 
from an integer k and said signature component s binds said integer k, a long term private 
key a and said signature component r to said message. 

11. A method of verifying a compressed signature, said method of verifying said 
compressed signature being performed by a correspondent in a data communication system, 
the correspondent having a cryptographic module for performing cryptographic operations, 
said method of verifying said compressed signature comprising: 
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said cryptographic module obtaining said compressed signature, said compressed 
signature generated from a digital signature of a message, said digital signature having 
signature components r,s, said compressed signature having signature components r and 
one of a pair of values c,d, said values c,d related mathematically to s, one of said values 
being smaller than s and said one of said values having a smaller number of bits than s, the 
other of said values being required to fall within predefined bounds; 

said cryptographic module recovering from said compressed signature said other of 
said values; and 

said cryptographic module determining whether said recovered other of said values 
meets predefined criteria. 

12. The method of verifying a compressed signature according to claim 11 wherein 
recovery of said other of said values is obtained from combining said signature components 
of said compressed signature. 

13. The method of verifying a compressed signature according to claim 12 wherein an 
intermediate value is obtained from said message and combined with values obtained from 
said signature components of said compressed signature to recover said other of said 
values. 

14. The method of verifying a compressed signature according to claim 11 wherein said 
predefined criteria comprises said recovered other of said values being required to fall within 
the predefined bounds. 

15. The method of verifying a compressed signature according to claim 11 further 
comprising: 

said cryptographic module rejecting said compressed signature if said recovered 
other of said values does not meet said predefined criteria; and 

said cryptographic module accepting said compressed signature if said recovered 
other of said values meets said predefined criteria. 

16. The method of verifying a compressed signature according to claim 15 wherein a 
further verification is performed on an original signature obtained from application of said 
one of said values and said recovered other of said values to said compressed signature. 

17. A cryptographic system for generating a compressed signature from a digital 
signature, said digital signature comprising a pair of signature components r, s, said system 
comprising: 

an arithmetic unit to provide a pair of values c, d mathematically related to said 
component s, one of said values being smaller than s and said one of said values having a 
smaller number of bits than s, the other of said values being required to fall within predefined 
bounds; and 
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a signature generator to substitute said one of said values for said signature 
component s, in said digital signature. 

18. A cryptographic system for verifying a compressed signature sender generated using 
the system according to claim 17, said cryptographic system comprising an arithmetic unit to 
recover said other of said values and compare said other of said values with predefined 
criteria. 

19. The cryptographic system according to claim 17, wherein said signature component r 
is obtained from an integer k and said signature component s binds said integer k, a long 
term private key a and said signature component r to said message. 
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