F0455/ 3135 IﬁECI FI CATI ON DATA OBTAI NI NG METHOD AND TERM NALS 5 Techni cal
Fi el d ' The 1:present invention relates to a data obtai n! ng nmet h
obt ai ni ng F4rHH4% a network, and term nals for obtaining da ’ Hmm“wzf

this method. 10 Background Art Due to recent devel opnent of |
networ ks, obtaining data via networks such as the Internet (dowiFadti ng)

Is widely perforned. The data obtained via networks such as the Internet

is usually stored in fixed nenp ard di sk. Thg} Wﬂmﬂ in
fi xed nenory, even 15 after CPU i%@ﬁﬁﬁgﬁﬁl@gssi ng Unit) m ’ om
Access Menpry) are initialized by restarting the term nal by tggpRbng the
power of the termnal off once then turning it on again, or by resetting

the term nal, can ]j)ﬂgcggqmdﬁggjbmﬁym%m) TERMSYN)%?@ fromthe fixed

menory in which data is stored. so, when data alned via
networks such as the Internet, the obtained data nmay even be stored in
tenporary nenory such as RAM  An exanple of data in this nmanner is Java
appl et? Jdeshapaldicids a program which is produced by utilizing Java (Java
application). Ja appl et is ohtained via networks such as the I nternet

and is stored in p F ainyertiesr yelgtes He fedatnabtaming mmihed ot ai ned
' ' ' ' b . f I e e es witten in
ML (ypoPtaing S G Pefub HENERimR (on SRla okt R Fasnscel T beo
above, wheis thBghdgErmnal is restarted, the tenporary nenory of RAMIis

initialized, and the data stored in the tenporary nenory is elininated.
When data Irv F6455/3135

10 Background Art
Due to recent development of communication networks, obtaining
data via networks such as the Internet (downloading) is widely performed.
The data obtained via networks such as the Internet is usually stored in
fixed memory such as a hard disk. The data stored in fixed memory, even
15  after CPU (Central Processing Unit) and RAM (Random Access Memory)
are initialized by restarting the terminal by turning the power of the
terminal off once then turning it on again, or by resetting the terminal, can
be accessed again by reading out the data from the fixed memory in which
data is stored.
20 Also, when data is obtained via networks such as the Internet, the
obtained data may even be stored in temporary memory such as RAM.
An example of data in this manner is Java applet. Java applet is a
program which is produced by utilizing Java (Java application). Java
applet is obtained via networks such as the Internet and is stored in
25 temporary memory of the terminal. Java applet obtained in the terminal is
used via the browser for viewing Web pages written in HTML (Hyper Text
Markup Language) and Java Virtual Machine. As described above, when
the terminal is restarted, the temporary memory of RAM is initialized, and

the data stored in the temporary memory is eliminated. When data



2 obtained wa networks such as the Internet is stored in tenporary
menory, it can not be used again unless the data is obtained again via
networks S0&¥/388 the Internet after the terninal is restarted. There are a
nunber of Java applications, which, unlike Java applet, 5 are stored in
fixed menory after being obtained fromnetworks such as the Internet, and
do not need to be obtained again from getworks such as the Internet even
after the Eer.m' nal. is restarted. There are also Java applications which
are st or e@DfHNEd Yy netwerks such ms therlsteraet 1natored Indempasedy toemOIyht ai ned

froma ne rk. wever, for the rppse.of, 10 describing the present

i nvent i on?tvgajla{}g{_gﬁbltsfagélg@%“nyﬁsﬁﬁﬂﬁéﬁz@ ,l,,SdPPé}m?i]ﬁgﬁlq yla Hetﬁ@g(s rf1kcat i on
which is | toanr i ining data froma network is

t he pr esug%g%' pﬁ%ﬁﬁétﬁﬁ%stﬂ?ﬁ%g@%tlgg%tﬁgiﬁm_et her the data obtained from
networks such aFhéRealed auRfer 6f RV Ashlichtidnse WHTBAPHMIRE ThPa pRer, a1 ¥
menory, it is 15 usually received fro he network such as the tefngt as
afile Fare $t|®$cd1rinn(fixammrmr}aaﬁteabpiﬂg:ebtaineatcﬁrmhatemg)frkﬁ sgchlasgﬂfb) fil te
is obtained from b server by HITP (Hyper, Text Transfer Protocol), i

t akes pl atHCIReL, éﬁa ‘ﬁ@@éﬁ@@d ﬁ%qu{gam&?@g@mcﬁﬁﬁewtwgrnﬁum aﬁéﬁlf eser Vﬁl’,
requestin |.nf.ormatio recei ving the. response and_ di sconnec}in romthe
V\ég ser veP eIt SVER 3?‘? s ,eagerpﬁg‘aﬂs’ér rpgfaa@ts grhfé@aaﬁ%pﬁfsé’aﬁaéfﬁ by
operatin iyt N i pediat . t connecti on
bgt ween tg ?Peﬂﬂ i‘?/%E)&gerverh gg%)%lgaﬁ e rﬂnxggﬁh%@drrrgi%_t%en%_k}{ﬂﬂ?ﬂ%qdr:goa‘g%l oad

i s conpl eheed b RsVMIgined $iciAl ay aetwork.ne Hewelagl fd)ﬂ“ihéaPHEe’;%sté‘%f afile
is being downloaded. 25 In this nethod of obtaining data, term nal

user ¥an describiog thppopsentyinventonatJava application"heill heecisafter oéfarhte Java
appli catiqcc)ﬁabeforpj. begi nni.ng .to.downl oad it; hence, the term nal user can

not predi*t'A¥VASP whigh ds obtainedgliome @ lﬂ‘iWVQfs\knﬁm@QdefQiﬂiﬁg ?@aat .
licati ' ef ore, that en a Java application
consi sts Bpm A EEiorkds PEhBSuEPostdiH.

It is to be noted that whether the data obtained from networks such

as the Internet is stored in fixed memory or in temporary memory, it is

15 usually received from the network such as the Internet as a file. For
instance, when a Java application consisting of a single file is obtained
from a Web server by HTTP (Hyper Text Transfer Protocol), it takes place
in one sequence, in other words, connecting to the Web server, requesting
information, receiving the response and disconnecting from the Web server.

20 In this case, as the user requests a Java application by operating the
terminal, downloading starts immediately, and the connection between the
Web server and the terminal is maintained until the download is complete.
A message is displayed in the terminal indicating that a file is being
downloaded.

25 In this method of obtaining data, the terminal user can not know
property information such as the file size of the Java application before
beginning to download it; hence, the terminal user can not predict the
amount of the time required for downloading the Java application. There

is a problem, therefore, that when a Java application consists of a plurality



3 of files, use of the termnal may be restricted due to a |onger than
expected _downl oad time. This is extrenely serious, especially for

term nal s¥e4MfB1d8 cellul ar tel ephones in which a browser is installed
which have a linmted communication range or process capability. Necessary
property 5 information such as the file nane of the Java application ang
the file size can, of course, be dispgayed on the Wb page in the user's

term nal , there s the cqQncern that sone_incorrect property _
i nf ormat i %E%ﬁﬁsg ASE thﬁé?ﬂﬂ‘éﬁ may thecrastiaetedudue to arlosgenthaniespected ons or
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oper ati oninformation ssahi asgthisfilamanmeref the davadapplicitivl aad thedild size in a

separ ate operation. wever when a file is divided int’otwo.flles, ADF
ang JAR, fo)tb &6@!1@9; dléﬁba)fﬁdngnsté@WQty pageniat theakser’s nermimalolntt at

I'1. Di . f lLoventign. .20 The. object of the pregsent.inventiopn is to
Sr ovi desgéhgg%égotﬁ?a?%%n G C f‘éatrﬂme%ilﬁﬁ)r&%l%gm&*ﬁ_ be )
ffici | W = ' . chi eve the
Zgov:achgnmt(ig%frllg%gggﬁig#ﬂv&el,y W%HSP ggé?\;& gﬁl\c/l@ht% sz)rqgé‘g(\i}pggg"ﬁgggta obt ai ni ng
met hod conpri si fi® aafeidsttheehovienImeheidned %ro%?erh@,r NHR3din 'EhJﬁ@?,
comuni cate via a network, for receiving, fromthe networ ide, a first
dat a 10ni tapplicakionh iptooptava yfilest o ARFi QApnprhiod&bg iBescstpto§dFilg) dv.tlﬁgmbm ng
t in the term nal to determ ne her the data can_ _be obtai ned base
3pglr[1) ancﬁﬂ%ﬁ%%éd%rpaﬁrt W?@ﬁn\ﬁégn ﬁ&gd(-liaﬂatABdlﬂY@tWhﬂ@téontmgS shep and a

communi calsRY JPOfiRa PEAd FekiGthd ﬂ{esréel%esie\ﬁiu%%c% At AhR el s suggested.
JAR is a file type in which one or a plurality of files are organized into one.

JAR is able to download a plurality of files in one operation, thereby saving

15  the time required to download each file in a separate operation. However,
when a file is divided into two files, ADF and JAR, the problem of

ensuring security is not taken into account at all.

Disclosure of Invention
20 The object of the present invention is to provide a data obtaining
method and a terminal which can assure sufficiently high security when
divided data is obtained.
To achieve the above mentioned objective, the present invention
provides a data obtaining method comprising a first receiving step in a
25 terminal which can communicate via a network, for receiving, from the
network side, a first data unit in which property information on data is
stored; a determining step in the terminal to determine whether the data can
be obtained based upon a communication mode which was used in the first

receiving step and a communication mode being used for receiving a



second data unit in which an entity of the data is stored; and a second
recei Vi ng step in which the second data unit is received fromthe network
si de whenF&ta®é&t18pni ned outcome in the deternining step is "yes", and the
second data unit is not received fromthe network side when a determ ned 5
outcone in the determning step is "no." By this data obtaining nethod,
whet her the second data unit can be rgceived is determ ned by conparing

t he conmuni catj on node which was used when the first data unit was

recei ved $#qand Hata gmiuim delicbnanitywdfl dhejdatasisdstosedy andi & sagonde
communi etV iRg P whist ik séhand datipniSoreceti HOm the MNP
f t dat t:l

tecet ved 8 Wheh BERGNIRE bircdife b Thel fERrulihe HEB", S%ge, 4BUES when
di vi ded dgdcdridsdfal @hifgs noﬁ'ré@elvéﬂefr@ﬁﬁﬁfé“heﬂvlﬂ(\lﬂd“&fd%“w%ﬁvzi %ﬁﬁm Ha

obt ai ni ng nmethod 15 wherein acquisition of the data I's not a

securist y ofitcame anthovdetindmingostepibi‘nb.’i s used for receiving the second
data unit is |ower than security of comruni cati on node which was used in

the first receiByhbissdasp obtainirg methodi wiheghen the. seaopad, dataainit eaw be

I nvention_provi des . a data tai ni ng .method 20 wherein a ni.cati on node
for recei cgbvetcﬁg fl?tte?[m%‘%ff Ytﬁﬂmpggng tﬁﬁd‘e‘)mwmﬁa@ﬂ&@BaP%wh was
conmuni ¢ d S [

conmmuni cgl%élﬁwrrrgégl tlfegﬁyérte%%?\?lﬁllg g@e%?%@% v@é{ﬂhgf\%rﬂ% %ﬁ@ﬁ [%\?Hl ch does
hot use ewhiolPi$ @Bed Tof h@céﬁ‘%‘iﬁ’g f!hé“s'é@oﬁaecpata%rﬁt) THAE iPF SEQNISitidl Tt | On
provi des a data obtaining nethod 25 wherein acquisition of the data is not
al | owed wiata eamdnmﬁmnbwdcmnvlnmdehevdnmmumsammdnodetiselrfapéﬁbprlamslyw ng

step and a co |cathon node used _for receiving the second data unit
di saccor SWHC dheitime yvhanethe farst slata paityis aeeekvedriodhe; ttmepvbendes a

dat a obt 3y A0 HAUIN0 WPEI LBV ' Bured ol RHHSLiRISHiGH ey oo be

execut ed
can be assured when divided data is obtained.

Also, the present invention provides a data obtaining method
15 wherein acquisition of the data is not allowed when security of a
communication mode which is used for receiving the second data unit is
lower than security of communication mode which was used in the first
receiving step in the determining step.
Also, the present invention provides a data obtaining method
20  wherein a communication mode for receiving the first data unit is a mode
using encryption communication, and acquisition of the data is not allowed
when a communication mode for receiving the second data unit is a mode
which does not use encryption in the determining step.
Also, the present invention provides a data obtaining method
25  wherein acquisition of the data is not allowed when a communication mode
which was used in the first receiving step and a communication mode used
for receiving the second data unit disaccord in the determining step.
Also, the present invention provides a data obtaining method

wherein the data is a computer program which can be executed at the



termnal. Al so, the present invention, in any of the data obtaining

nmet hods descri bed above, provides a data obtaining nethod wherein the
conput er FY458GHEM i s a conputer program whi ch performs communication. 5

Al so, the present invention, in any of the data obtaining nethods

descri bed above, provides a data obtaining nethod wherein the termnal is
a cellular tel ephone. Al so, the preseng invention provides, in a termnal,
a first receiiving neans for receiving a first data unit in which property
i nfor mat i GFMAkata 1o is stored froma network side; a determ ning nmeans

communi cat | on TAASCAATETCNEY rSeativgy 1 adei o HS el OBEATIRIRCGS by ne
. ol ror ' LN

dat o un 1O RATROGRe, Binides 3R GBI TRERIE Shodin i CotbiBid < ce.

and a_secprpraficR|d/tomplienBRanliHick peFforass ¢ efdofata unit from

t he network si de when erm ned outcome by the determning nmeans is
"yes" 5 and does Also, theqresentt inveatioandn dayaofithe dato obtdiainemethiodsi de
when a determ ned outcone by the determning neans is "no." 20 Brief
Descri pt i €#fchibedy sy Previfdes a dlata ebtajning sishbd gvhereindbe depminalsis of
obt ai ni ng‘}]a%dava Ia;{o)gl ication in the termnal in the embodi ment of the
present i v 'tl]ia(gr]if.:e 98.62 is a diagram showi ng the comruni cation patterns

of this termn 2 | ' ' . ' ' ges in
this termnal. |88 ! ﬁ-l (%:Eﬂeas%gr Z%iexg#(ggpgérglg %w%%t%ﬁ@“ggﬁ“}oh%ﬁgf E}éﬁﬁgf t he
data delmegny foy sdcivisg adirshidatd @nitiiakhidh ?ro’i)drﬁy Fnforftitigh 8@ @dtashow ng
the configuration of the key F0455/3135 6 units of this term n.al_. _
10 1s stored from a network side; a determining means for determining if
acquisition of the data is feasible based upon a communication mode which
was used for receiving the first data unit by the first receiving means and a
communication mode used for receiving a second data unit in which an
entity of the data is stored from the network side; and a second receiving
15 means which receives the second data unit from the network side when a
determined outcome by the determining means is “yes”, and does not
receive the second data unit from the network side when a determined

outcome by the determining means is “no.”

20  Brief Description of Drawings
Fig.1 is a diagram showing the basic process of obtaining a Java
application in the terminal in the embodiment of the present invention.
Fig.2 is a diagram showing the communication patterns of this
terminal. |
25 Fig.3 is a diagram showing the displayed messages in this
terminal.
Fig.4 is a block diagram showing the configuration of the data
delivery system using this terminal.

Fig.5 is a block diagram showing the configuration of the key



Fig.6 is a conceptual diagram show ng the configuration of process tables
PT 1 dnd PF2 within this termnal. Fig.7 is a flowhart show ng the process
per f or med 8@55(%% 5 termnal during the acquisition of a Java application.
Best Mbde of Carrying out the Invention Hereinafter, the preferred

enbodi nents of the present invention to will be explained by referring to
the diagrans. The present invention isenot restricted to the foll ow ng
enbodi nent s, al%d vari ous changes are possible w thout departing fromthe
spirit anBDHROTLRSIErMNdlae i nvention. [Fundamental Idea] First, the

fund | id [{Ni h f th 15 t o [
w1l be expl ol ndded i 4 okl g, Shodindfhe uligiaon WE e
present s tsTes P Pid PT2) MEhiARRIY 2iAGL S shown in Fig-1, during

the acqulisition and the execution o va application, the process in
the terminal isFigeTf iy redlowchie she®ing the rockss |1§br%ﬂﬂéd%?fd?chist he 20

termnal first sends out an acquisition request to the network for the page
to obt aiterminalduripgithe acquisitiandfackessapplitatior| evant page (Step A). At
this state, the termnal user then inputs an order for obtaining the Java
application described in this page by operating the termnal, the term nal

sends out the a L SN est_in pesponse.to this order, obtains ADF of
25 the rel evant C@%%&%ﬁﬂggﬁgwgﬁﬂt ?E%f%%efﬁ%m?n fixed nmenory (Step B).
Then the term nal sends out to the network the acquisition request for JAR

whi ch corresponds to this ADF, obtains the relevant JAR and stores it in

fixed nenory (dereithftéhetheaprafbmetieenmboalimenes ofr ther préseat axeettioan of
the obtained Java application (the %g&r am contai ned 1n JAR) by operating
t he A455WBl 3w explasned b referring épcthendiagaamsapihe: presemt iinventiontisd at

the condi RoASLERethy B JOBONG B CHRROWERFRIN: U ATIpe CHaRESY cite
reaching SaGbRIWRhout departing from the spirit and the scope of the invention.
[Fundamental Idea]
First, the fundamental idea of the data obtaining method of the
15  present invention will be explained.

Fig.1 shows the basic process when the terminal in the present
embodiment obtains a Java application. As shown in Fig.1, during the
acquisition and the execution of a Java application, the process in the
terminal is performed in the order A, B, C, D. In other words, the

20  terminal first sends out an acquisition request to the network for the page to
obtain a Java application, and accesses the relevant page (Step A). At this
state, the terminal user then inputs an order for obtaining the Java
application described in this page by operating the terminal, the terminal
sends out the acquisition request in response to this order, obtains ADF of

25  the relevant Java application and stores it in fixed memory (Step B). Then
the terminal sends out to the network the acquisition request for JAR which
corresponds to this ADF, obtains the relevant JAR and stores it in fixed
memory (Step C). Then as the terminal user orders the execution of the

obtained Java application (the program contained in JAR) by operating the



For instance, an operation in which the sane comunication node is used 5
in Steéps @-to C..s different froman operation in which an ordinary
communi cat P&/ $H88e in which there is no encryption is used in Step A, but
thereafter, comunication by SSL (Secure Sockets Layer) which is the
protocol for sending and receiving information by encrypting is used till
Step C. The operation of the term nal which corresponds to such 1o

ditions is ollows. Fig.2 is a.diagramshow ng the conmuni cation
pat ter ne. GrIiREE thersiehant 54 Repledion s ermipqdne seiminad (SKRmA) n thi s
diagram the c | Lon patterns Pl .to B8 ar 0SSl conmmyni cati on
p:at '? erns of thmﬁﬁ%ﬂélﬁo%‘%@ @dﬂ?&ﬁ%%‘&h"%ﬁ@?’&?’ﬁsiﬁg ‘?‘%‘%@%I | the
ossi bl e hadd . Of ORIBH .

?or di nar y(/ggasl}/_ %?édlg?z%gé X\B?gogﬁﬂﬁlﬁlg&gm?lgﬁgm%i agr amég\%ﬂhlgg ﬁ%h 3 it%%l ayed
nessages For ifstates,meperation: iewhiels gié sgmeoghm@minichfiohthsdeiigagisa@ the
di spl ayed nessage of the time when shifting fromStep A to Step B begins
and t e dinsfitepedA2to resisagéffefent hfroni ran wperatibif in nghichoranStoediiryo St ep

C begins which .correspond.to co nication patterns Pl to P8, are
i ndi gat edCOTgRIRIRAtIoR JRede i whichthere isrpe gaETYMEIPDLE NeRchin Stepi A, ath t hese

ShiFt no VPG e ol iegich BV, st AR ok Toties) debituterhen 11 ng
f.rom St enordtdeol2forSkéiiifteCAtd G800 InfARLEAIBY LABN RS2 LRER. (iANd L he

di spl aye nmessages correspond to t comuni cati‘on p S an 0 each
connect i ngtepndde. Theevperation ssfehe asgminhhewticlp! @eespHfzades sach
determined without relying upon the connecting nodes, and "-" is indicated
in tHe cemditions lsa&rfoéownnecti ng node. The types of connecting nodes are

F6455/ 3135 8 k -4al.ive de i n which lurality of data can b orwar ded
by naintaini ngﬁﬁgefldﬁrﬂlégggw shpingn The sommuricator paitemns af ithe

connecti qRrintnH2BF thé Gtebbit E4BodtRRn! 2hAd S %S " n LR HiS i&Sram, the

communication patterns P1 to P8 are possible communication patterns of
the terminal. The communication patterns P1 to P8 are all the possible

15  variations of the order of each communication mode (ordinary/SSL) of
Steps A to C.

Fig.3 is a diagram showing the displayed messages in the terminal
of the present embodiment. In this diagram, the displayed message of the
time when shifting from Step A to Step B begins and the displayed

20  message of the time when shifting from Step B to Step C begins which
correspond to communication patterns P1 to P8, are indicated, and the
operation of the terminal can be identified from these displayed messages.
Also, in this diagram, the connecting modes used when shifting from Step
A to Step B and the connecting modes used when shifting from Step B to

25 Step C correspond to each communication pattern, and the displayed
messages correspond to the communication patterns and to each connecting
mode. However, in some cases, the displayed messages are determined
without relying upon the connecting modes, and "-" is indicated in the

column of such a connecting mode. The types of connecting modes are



Non- keep-alive node is the ordinary data exchange node of HTTP, and 5
keep-&live mpde is the ordinary data exchange node of HTTPS (Hyper Text
Transfer PPHYGHGP Security) which corresponds to SSL. In the present

enbodi ment, the operations shown in diagram 3 are achieved. These _
operations will be described in detail later. An exanple of one operation
wi || be explained now for the purpose 8f | o explaining the diagram For

i nstance, , accor.ding to comupjcation pattern 6 (the conmunication pattern
in which EP‘FP'@L‘éfechi’l‘gﬁmi H’atwg}&h@ddgurﬁ#fdm@t égta\ ¢ dar @rg&xﬂ,eckivwlny eI
shiftin St.ep Ato Step B when the onnecti on node .is non-keep-alive,
the di sgl é&gﬁaﬁé@%agtggatcopﬂgcggﬁi i gnOBTEeSR# Y‘?gmﬂ(%m@ e‘ﬁﬁlﬁhf ot eg B
s "SSL copmpky [ ' i ile | f Ll m o Step
C when thg conrﬁfedg{ [ % %ggg&?%d @lé%%}eavlje? v\g,%% hed?'l g‘i [ tgkggé%éés)plt%ﬁg?ﬁp%‘e

begi nni ngNofiRkeepativei miodectsi tee Peditary ruétﬁle%c&iaﬁgeambue ShMTTP) and
communi cation patterns P3 and P4, shifting fromStep Bto Step Cis not

al | owed. h@elkhﬁm inodei 15. the iondimamyuddtaaex chrangst neodes oPPHAMPPAHyper 20

comuni cation.node in Step, B is.SSL, and the conmunication node in Step C
i s ordina 9&&?@&5?%&%9@%;Seq:urlty)éwbwéls@nrewm edbLl.t he acquisition

ttern of obtaimi by ¢ UINni cat i on usi th encryptin
Egm'runi cation e&gr@%%%g@g’%‘{:ﬁo‘b?aqRﬁrﬁﬁgﬁmﬁwf n Hbﬁ%ﬁ{?giitgi Qfﬁh_usi ng
th di ' ' I Sy a0t wal | 28 T e or S
w1 be catieparTuTREl Sherfifnt Swif, b8! diiCiibed P WAICIAEP, | OTADY,
net wor k i exampleutofd oneangetdiforexwillit be deplaimidneat fen ther pafpdse of

comuni cation via a network, the node used when this Java application
per f dOns exiaining dhe dhagnam.a Foetnstahce saaponding/ta eemoaumigationtpaiternode

e o R G LA o e

commnt kbASieh REF gt 59T, Wi e 30 SH RNPLGB Rien e

connection mode is non-keep-alive, the displayed message at the beginning

of shifting from Step A to Step B is "SSL communication begins." Also,

15 while shifting from Step B to Step C when the connection mode is
keep-alive, there is no display at the beginning.

The most distinctive point in this diagram 1is that, in
communication patterns P3 and P4, shifting from Step B to Step C is not
allowed. As shown in Fig.2, in communication patterns P3 and P4, the

20 communication mode in Step B is SSL, and the communication mode in
Step C is ordinary. In other words, in the present embodiment, the
acquisition pattern of obtaining ADF by communication using the
encrypting communication mode then subsequently obtaining JAR by
communication using the ordinary communication mode is not allowed.

25 The reason for this will be explained hereafter.

When a Java application obtained from the network is executed,
and the executed Java application performs communication via a network,

the mode used when this Java application performs communication via a

network is usually the communication mode which was used when the



node will be limted to SSL. Therefore, at the termnal side, as long as 5
t he cdnmunircati on node was SSL when the Java application was obtained, it
can be det'@3%H8ad t hat personal information on the termnal user will not
be transmitted in the plain | anguage even when this Java application
transmts personal information on the term nal user using the network
thereafter. 10 It is to be noted that,gas in the present enbodi nent, when a
Java application is obtained froma network by using ADF and JAR, this
Java applerBERRboYaeg: he c davanapplicasion.n thHer sastanceymwhicnati cfavande as

when JAR was,. i ned.. | h ds, b i i cati
patterno MUk, Diliined, Rk SShmenmaM Bt dRGHIEG: 81 HBIndHYRS (i on
f ADF i : ication. ] i siti.on.of JAR i
o ait ra y ey R e R EB iR BT WMol chinBinigadh 1A% 'S
comuni cagnode will theeligtietid) 86 Y5 SIOMMUTHepSfGre N afrogte t%l‘gfsid?xail idPesd %Iﬁgtast e

conmmuni cation using a network. However, a user te to asSune’ t

conmursi cathectommuimiéation afodeowaisr8Slg wiiéh tise £ista applibgticwwasnolsainad node
for obtaining ADF is SSL. |If a difference between the communication node
for obt ailicag bepdetermined that parsenalanformation drotheoterminahyserAriilsiat! | owed,

there is the risk. that personal .infornation on the terymnal user |is
transm t t&d ??P%‘ﬂ’é‘eﬁfépn 9 é’ﬁ@’@aé@%‘&ﬁﬁq NP d"%% thiis I-{ET‘}Y\a apBligadpn Al so,

once per Mali on |.5: 11t . | ai-n_| ghguage contrary
Co the w TTEaplE BESBhal nformaid YHIht' fniiat ek Bifle' B ARABBR son

w th frautietreifterl ntent and so forth nmay surreptitiously gain access to
personal information on the termnal user. To avoid such problens,

shi ftlong from Steps B the Soied thatsanan thelpresent embodiment,cwheara Javaer ns P3

and P4 as shown in. Fig. 3. Fig. 2, the FO0455/3135 10 communi cati on node
of Step é‘&?ﬁkfaflﬁé‘ @oﬂ&?ﬂ%‘i&?ﬂ%ﬁ Hhgtverk HyepsiogaADF d@ind $AR,tthas davan
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when JAR was obtained. In other words, as can be seen in

communication patterns P3 and P4, when the communication mode during

15  the acquisition of ADF is SSL, and the communication mode during the

acquisition of JAR is ordinary, the Java application contained in this JAR

will perform communication in the ordinary communication mode when it
performs communication using a network.

However, a user tends to assume that the communication mode for

20  obtaining JAR is SSL if the communication mode for obtaining ADF is

SSL. If a difference between the communication mode for obtaining ADF

and the communication mode for obtaining JAR is allowed, there is the risk

that personal information on the terminal user is transmitted in the plain

language contrary to the will of the user. Also, once personal information

25  is transmitted in the plain language contrary to the will of the terminal user,

there is the risk that a third person with fraudulent intent and so forth may

surreptitiously gain access to personal information on the terminal user.

To avoid such problems, shifting from Step B to Step C is not allowed in

communication patterns P3 and P4 as shown in Fig.3. In Fig.2, the



data transmtted by a Java application executed at the termnal is a |ot
nore ‘5 secure than a user is likely to require. [Configuration] Next, the
dat a del i F8#3p/&\38t em by using terminal T in the present enbodinment will be
explained. Fig.4 is a block diagramshow ng the configuration of the data
to delivery systemby using termnal T, and as shown in this diagram this
data delivery systemis the system whicch allows termnal T to utilize WW
(Wrld Wde Web), In this diagram terminal Tis a termnal, in this case a
cel | ul ar coBIBphatonimede of Stop d3anddhe goremuaication mudeoof Stepy Coareof

bi | 15. packet communi cati on network NMPN, which is .t e connect ed
?gmlot §| y 5&‘?%9 | EVRHCKB: CORMIMIEAHNDR N RALERRS kH\lPNaaﬂdQRf»e bub; these
t el ephone

For - prove A BicanbR bk R¥ e TGy BT db, o BlsFRACRBESANRGY Sk "l i nal

T can red@ﬂavt?aﬁthh\f;tm_telﬁf‘b aSRive displicHirietetiuted af Wi tdraiihaf ida 4B @Y at i ons

a Iﬁﬁﬁl
of 20 termnal T e described later. I\g%lFe packet communi cation

net wortkk M¢urernhassuset islikplyt@atéduiraf base stations BS, a plurality of

packet subscriber processing devices PS, gateway server GAS and

comuni cat¢enfignrionlor connect i ng these. 25 Base stations BS are pl aced

at, for exanple,,,constant .infervals, and, each base stat|on covers an area
NS therdata dej

with a radius of deliygry systsmdy pamgoteraurahilc i the present
t erm nal %mwiotdlﬁin[@nf mllrt?ed%)?pléﬁfb%. Packet subscriber processing device PSis
er sys i

t he conpu em "whitc (mstalled in the packet subscriber swtching
station for serVFipo gs RO4I6¢18 IBagiain ﬁid%ﬁirg ke ‘B‘ontfg.g'aﬁbﬁt bf)'lﬁﬁa.%ataand X
recei ves packet exchange requests from termnal T relays the received
packetOs tdeliverysjsternddusiagrienainal T,iand a8 steownaakhis diggsami, leis gutacessi ng

devi ces PS and base stations BS. ) X .
c?ehvery system 1s the system which allows terminal T to utilize WWW

(World Wide Web).

In this diagram, terminal T is a terminal, in this case a cellular
telephone, for receiving the packet communication service of mobile

15  packet communication network MPN, which is to be connected remotely to
mobile packet communication network MPN and the mobile telephone
network (not shown). The mobile telephone network is the network for
providing a call service for standard mobile telephones, and terminal T can
receive this call service. The detailed functions and configurations of

20 terminal T will be described later.

Mobile packet communication network MPN consists of a
plurality of base stations BS, a plurality of packet subscriber processing
devices PS, gateway server GWS and communication lines for connecting
these.

25 Base stations BS are placed at, for example, constant intervals, and
each base station covers an area with a radius of 500 meters, and performs
radio communication with terminal T within its radio zone.

Packet subscriber processing device PS is the computer system

which is installed in the packet subscriber switching station for serving a



Gateway server GAB is the conmputer systemwhich is installed in 5 the

nobi | & packet gateway rel ayi ng exchange station for nmutually connecting

di fferent Fﬁéﬁ/{gﬁ%s such as nobil e packet comunication network MPN and

I nternet | NET, and which perfornms exchanges of conmuni cation protocols
which are different between the networks. The exchanges of comunication
protocols in this case specifically arel nutual to exchanges of transm ssion

t I th bil e pack co ni cation network which nobi|e packet
E Lmﬁ?cipilﬁhhmmé W&:‘b‘hﬁ%b éagvﬁj fecelypy pagketiexchanggirequestsgrombeol s
I nt t . | &S, Wt The transm,ssiqn protocol jch.ln net | NET
corpl i s (At dnebf tellnes e Rl RRUEs 10 BridaiFeise %cegppa&frémt |
Pr ot I t : : . tch is OS
Ret or onc NIkl SuBRCt: proStin Yedibss PRABEPOALe LBl MSGn ch are
achi eved on t hi sGaf&hy BerviereGW StioGhE d@ﬂhﬁﬂfteﬁ@?sﬂeﬁl RiFiEALis GASTAIIRGCA] | on
network MPN conplies With contains the protocol in which TCP/IP is
si npl i 7 i ethe (mobakef t packetf gatewlay orelayiig excharge pstationolfonhintuadlyt he

equi val ent of 20 HTTP.and HTTPS (hereafter referred to as AL). In other
words, tefPRpegting differenpynesvorks sueh assmebilenpacket vepmomsnicatisin, es

p on Ure TS PERNERE Sl TRET . Mitch | RSiGoRY| BRchiness %?NEE
i A . . rn ,
HTP (o T pRRicaBORBrobool Rt BifgienlBRRkEtn A ARIMoRKE [gne

I nternet é¢NHangesdof bemnespieationt preccolstiacthiy ead Sﬁl@iﬁ@hlly'\ﬁ% et GAL
corresponds to HITP (or HITPS) nessage which uses this GET nethod is sent
back b te¥ehanges efairamsmissiQRpro $ ier they mobite packeTTRRMENKAEOR135 12

o SR i S i 50 bR SRR Ech ey o
HTTPS)  megsd9hith!tfdhs i8S hrotGES sl &9 e iRET t8ndpildl With. T
The transmission protocol which Internet INET complies with
contains TCP/IP (Transmission Control Protocol/Internet Protocol) of the
15 network layer and the transport layer which is OSI Reference Model, and
the protocol of HTTP, HTTPS and so forth which are achieved on this
TCP/IP. The protocol which mobile packet communication network MPN
complies with contains the protocol in which TCP/IP is simplified
(hereafter referred to as TL) and the protocol which is the equivalent of
20 HTTP and HTTPS (hereafter referred to as AL). In other words, terminal
T uses WWW on AL.
Also, as gateway server GWS receives HTTP (or HTTPS)
message which uses GET method from terminal T, it checks up on URL
(Uniform Resource Locator) contained in HTTP (or HTTPS) which uses
26  this GET method. If this URL is the general URL on Internet INET,
HTTP (or HTTPS) message which uses this GET method is forwarded to
Internet INET, and the response transmitted from Internet INET which
corresponds to HTTP (or HTTPS) message which uses this GET method is
sent back to this terminal T. If URL contained in HTTP (or HTTPS)



| P server Wis the server which is connected to Internet INET and 5

provi des us services to clients who use WWV Specifically, as IP
server VV¥§ %%@ a request for HTTP (or HTTPS) nessage which uses GET
method via Internet INET, it sends back the resource (the file of works in
t he present enbodi nent) mhich Is identified by URL contained in HITP (or
HTTPS) nessage which uses this GET netizod. In the present 10 enbodi nent,

Conmunt Cabii tiseacaR T, mtbpdels ope R iRdigRics (6 Tasores ﬁeaa@«?r‘fﬁfﬁr{and
t

exchango. IRa6 B, SEhEs YR S60s R esdifce bt tuch SRR B TR S, o

HTTPS.  15HeRpS) Me@s&ge;tnvfrﬁewse@mlef EY" efiby Balkth 1BSnfigtel ned. _Povever,

in this section, the | guration of key uni i'ch y relate to

the present invEhsérver Wiik the sexvdrawhich iftanfedted dodIneethet INE R Anghow ng
the configuration of key units of termnal T, and as shown in this

di agr @m p@\ﬁdﬂ&lvanwéssezmmcts ion cligntst mdres mise t WiY-Wec Specaficalby,t ag IP( f or
d h di o transmtter, a receiver
ona o r ovEpE F8 Tedtivds A riestitor HBRE: !‘ri’f‘gles&nf MRS Hice WHigh 655ES,
of a soungd,so
spoaker aai Lanelild i dhtetnsfIREL® it sERES ek b rp olBe iR HIE W i ppea

W th key WES Iy tH@pﬁé‘SehﬂB%bdtHﬁ{e@ﬁ) W}ﬁcﬂﬁs §H€ﬁhﬂ d'ﬂ#@ém B Pﬁﬂqal etter

I nput are perfornmed, liquid crystal” displa ontai ns I spl ay
domai n ofHﬁ"Hbeéor HT:TES)enmdgeomhrothl usey th1sl£GEWhmth@cht Ivlthe presemf these
units. unit 15 has built-in CPU_151 which performs each control
oper a0 onemi)ﬁ “BﬁBDystbﬁ Rwpese iof 18k seryeeWhis oPtransmit ankavacipplécasidmr

ft h
control e eris At S Spekisati o r etk EE s Wr o feRmMEC R, i o
?gt evay f;%ff@fméﬂ\%y HrPPeaad! BTTPSTAnd A LD VAldo Mot ELRRYE Wahfl: ROV

termmal T support the data exchange mode of keep-alive/non-keep-alive of
HTTP (and HTTPS) and SSL of HTTPS.

15 Next, the configuration of terminal T will be explained. However,
in this section, the configuration of key units which directly relate to the
present invention will be explained.

Fig.5 is a block diagram showing the configuration of key units of
terminal T, and as shown in this diagram, terminal T has built-in

20  transmitting-receiving unit 11 (for instance, equipped with an antenna, a
radio unit, a transmitter, a receiver and so forth) for performing radio
communication with base station BS, sound producing unit 12 (for example,
consisting of a sound source, a speaker and so forth) for producing sound,
input unit 13 which is equipped with key pads by which input operations

25 such as number input and letter input are performed, liquid crystal display
14 which contains the display domain of a specific size and control unit 15
which controls each of these units.

Control unit 15 has built-in CPU 151 which performs each control

operation, the browser which is executed by CPU 151, the software for



Menory) 152 in which PT2 and so forth are stored, flash nenory 153 in 5

whi ch receir'ved data, the set-up content of the user (for exanple, the

capabi lit 0815/ A $Pomat i ¢ acquisition of JAR) and so forth are stored to

allow themto be used again even after the termnal is restarted, and RAM

154 which is stored to prohibit received data from being used again after

the termnal is restarted and whi ch |53to be used as the working menory of
turned on, CPU 151 reads out

As t he t h
o onec F a1 OBL RV ViRl Mantdoe, SHEh pofkeere 88 th ¢ ential progranFaty 152
h h f ts 11 to 1 quid cry

Ij: 2Z| a;re 1 }(‘H}‘gg%mﬁﬁw i USJQY%PI‘PH%“E% p gaﬂBW@b’F%effVPBrﬁs’#‘zé 15h

I t n | t he
commnd | b %%?Sd?t'ﬂolnpﬁﬁputﬂtﬁ L b Cdedobel harers) ROM '(RAGE, WOARY, 0P,
of perf or Mergoegyhs2nirc sthioh mztdﬁcssbrwﬁfare @tcﬁ@apttagnclﬁem }SBemcomnd
fromi nput unrt 13. Furthernore, CPU 151 is capable controlling the

comurii cawhaeh ptre@csml tﬁhﬂ;aa,dthq)csretmpomm;entabfeﬁlePﬁsér e(ﬁdr Hxanipke, (tfhef er to

Fig.6) store 152. .Specifi.c operations by this function will be
degcri) bedct%q’é lity E?gb}tm@mc BeHuittipRAlebA B vad \ﬁOr meh akesHored tghaliom

hi
Tave anpiheml e @ﬁl:? R Ry En ARG e el T Bt anﬁ?ﬁ ﬁ@@’ﬁvl -
Sopl | oat | e 1Yt %%@‘??%ﬁ@ﬁﬁﬁ%?‘ﬁhm B2 bled 9BaRT At di
appl i cat i tenmmnall év aestarted adndvadticheisargd behgsdd ayaBe . wéﬁl@tﬂgstﬁerﬁﬂry’fofdat a by

t erm nal T is perforned first, by obtaining HIM. data fromthe Hone URL
(t he esok Bécatlon on gat evvay GW6 w F0455/3135 14 which it should

access first) st in ROM 15 1 .which . accesses .t he browser
stored in RO)\/I 15’8 iﬁ?j pé’k’\‘-ﬁﬂﬁ‘?é’stét r(ﬁ@ ds tauped, on, CPU 151 reads out

and executes the control program stored in ROM 152, then controls ROM
152, flash memory 153, RAM 154, each of units 11 to 13 and liquid crystal
display 14 in compliance with commands of the user inputted from the
15 control program and input unit 13. Also, CPU 151, in compliance with
the command inputted from input unit 13, activates the browser and is
capable of performing communication on this browser in compliance with
the command from input unit 13. Furthermore, CPU 151 is capable of
controlling the communication process based upon process tables PT 1 and
20 PT 2 (refer to Fig.6) stored in ROM 152. Specific operations by this
function will be described later.
Also, CPU 151 activates Java Virtual Machine when it executes a
Java application stored in flash memory 153 and executes this Java
application on this Java Virtual Machine. Furthermore, CPU 151
25 activates Java Virtual Machine and the browser when it accesses a Java
application (Java applet) stored in RAM 154, and executes this Java
application on Java Virtual Machine and the browser.
Acquisition of data by terminal T is performed first, by obtaining
HTML data from the home URL (the resource location on gateway GWS



based upon this data, liquid crystal display 15 pronpts the display of the
di al ogue screen, and data is obtai ned when the user operates input unit 13
5 after tR@4%¥phay of this dial ogue screen. [Java Application Obtaining
Qperation] Fig.7 is a flowhart showi ng the flow of the process which
termnal T perforns when a Java application is obtained, and hereafter, by
referring mainly to Fig.2, Fig.3, Fig.f4 and Fig.7, the operations of
termnal 10 T for obtaining a Java application fromIP server Wwi || be

expl ai nedWw elt gt shewld paecess Eisstnusipeed iion REAM k32 bowelbr 15iln winich
bobstbre. abesstotta budwier ftorek i KONEASE e ereud, IS Bromsen - Thep. boen
Sopl 1 cat 1 DL Bfion dhis" dAERA AR AR AFIRHIAY, | 5B FHER W dsafly P30 e i &

ei t her fidﬁ@ogﬁ@ﬁ&f%n%nﬁfdﬁtﬁgé‘rdbtﬂﬁﬁﬂr?(/he'ﬁ%eoﬁﬁéf dlﬁbga&gslﬁphﬂﬂ‘ﬂ?{)g@ a Java

application is stored’ in fixed nenory arter 1ts acq Itron™w

expl aimedafteothevdisplayoopthic alialogueeresspl anation. (1) Case of Conmunication
Pattern P1 20 As shown in Fig.2, the comuni cati on nodes of communication

pattern PaypdpplicativmQbtainiog @pestion]A and Step B, and in SSL in Step C.
bage) o obt ai By the 33 SIRMGIAT: LWl VHEGHON oF dhenpeetesssvapchs. Si)
Cranom ¢ ciongunal £ eetfoths ScH 83avd Atk talted S Bitatier, PYput 1 e
{5 The borcarTute ABinBNCh FRR08 FIES TIgD il IED, The Spsbain BF RGN 10t or
to Filg. 4)T for obtywimgea FIM. applizatibnt frend difhkendrpWewilhibeh ekpldifidd5/ 3135

15 the object,is sent back from|P server W _This HIM. data is received by
transni t t345@TdMgI cagh rommunisaiion patieansf dlowaver icrbelexplanations

below, the operations which overlap are omitted as much as possible. At

terminal T, it is assumed that the browser has already been activated.
Also, with regard to the acquisition embodiment of the Java application
15 which is the object of the acquisition, it can be stored in either fixed
memory or temporary memory, but only the case in which a Java
application is stored in fixed memory after its acquisition will be explained
to avoid complicating the explanation.
(1) Case of Communication Pattern P1
20 As shown in Fig.2, the communication modes of communication
pattern P1 are in ordinary mode in Step A and Step B, and in SSL in Step
C.
First, terminal T obtains the page (hereafter, referred to as
download page) for obtaining the Java application which is its object (Step
25 S1). Specifically, CPU 151 of terminal T (refer to Fig.5) controls
transmitting-receiving unit 11 based upon the command of the user inputted
from input unit 13, and sends IP server W HTTP message by GET method
which is the compliance of transmitting-receiving unit 11 to this command

(refer to Fig.4). In response, HTML data of the download page which is



transmtting-receiving unit 11. CPU 151 stores this HTM. data in RAM 154
and provides the user interface by further interpreting and executi ng 5
this datal0A®/8l¥Pesult, the di splay by this user interface appears in
liquid crystal display 14. Then terminal T waits for an input of a command
by the user (Step S2), and the acquisition process ternmnates if the
command inputted is not the conmand fry obtaini n]g the obj FCEI' T]Svat.f.
applicatign tep.S3). 1o Specifically, CPU 151 of term na identifies
tﬁg cont eﬁ?eé JQOrF‘)iéS é)éﬁ&éa(ék wmilResaryer WasddisfdhMhalatoasrsectivadhy ed

i it...13 d.th t . int and ui sition
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e, o SATROAAPA, el ISR B, o mppeni 80 QPSR |1
shiftilg pustdata. f AsmaSespltAtheodBpépy Byathds tuser intenrfiret apjsearoda lageid

identified (Step S4). Then the process which 20 corresponds to the
i dentifiefl i6play Becuted, and ADF which is the object is obtained

S S5). In th .t co | cat.i on des of bpth Step A and B are
f)r Ej?ﬁar y? t hgr e?tﬁ%ﬁ%'srwgi PVaHs OWHHBPnggsCQIgHT@dO&ﬂh% I‘ﬂéﬁ?(gwpgi g. 6,
th f by 136k ri i i i r,f or :

Dur i g ¢ hy 2 B8 SRR prhtes3 ko SETRUROATRARE inpybEd B10% -
di spl ay lthe Asorahewd i forprobigiiing athe BEﬁedtn,JaFaga?RhwﬁoﬂrQS 'BQ?.Content

i s determ ned whatever the connecting node is in I's case. Al'so, the
comuifi cabpecifieally, Pl of termmionl deidemtifiesdthebgontent 0§ ¢he domimiandSt ep

S4, it is_reveal ed, by referring to the URL which is.  contained in HTM. data
obt ai ned ‘?)ﬁ%?é’p%éi) 66 WL the sgmupend nputied ifzgrm snputperit 1§ andythe: he

De9! I W55 RO 2 AN IR bF I RS Fink s SRR
which are different from the content of obtaining the Java application, such
as obtaining a different page, is inputted, or the power switch (not shown)

15  1is shut off.

On the other hand, if the command inputted in Step S2 is the
request for obtaining the object Java application (Step S3), by HTML data
obtained in Step S1, the shifting pattern from Step A to Step B and the
connecting mode are identified (Step S4). Then the process which

20  corresponds to the identified result is executed, and ADF which is the
object is obtained (Step S5). In this case, the communication modes of
both Step A and B are ordinary; therefore, in compliance with process table
PT1 shown in Fig.6, the process for obtaining ADF by ordinary
communication is performed. During this process, "Being Obtained" is

25  displayed in liquid crystal display 14. As shown in process table PT1 in
Fig.6, the processing content is determined whatever the connecting mode
is in this case. Also, the communication mode in Step B is not determined
by the user, but in Step S4, it is revealed by referring to the URL which is
contained in HTML data obtained in Step S1 for obtaining ADF.



communi cation node wll be "ordinary" since HITP is displayed. If the URL
begi ns' wi E,h -https”, the communication nmode will be "SSL" since 5 HITPS is
di spl ayed. 045/411 acquisition of ADF is conpleted, and if the automatic
acquisition of JARis not allowed (Step S6), termnal T proceeds to ask the
user whet her JAR should be obtained (Step S7). Wen the conmand for
continuing the acquisition of JARIis irgputted as the response to this
inquiry t St.e 8), it proceed to(ﬁq]g rocess of Step S9. However, when
t he conTrSHéC’ffHT%HS’b éla%rhqgﬁmwg ehthg ﬁs‘&ltSPfﬁ)’SoﬁleJ%NnmumﬁBUpnemodﬂwe

di scont i ngl i erfor 12 and the proc, gogs back
to orep S¥ AoPESR IR SEETTd h Inf URISPesie v Bt % op
S6),  thecorpR@SicatiBREM OG5S haal i

equi pped W th the BT 11l B0t ngaé/?ls?hv\;%i}ggl’rpﬁv Jﬁé@#@e e i ¢
acqui si ti BiRlofbelAfRs WRb Hiipsietthérasahturdibatioeshodat will B t'SSL ' kasde menmory
153 which is the bit for setting allow disallow of the automatic

acqui g t i BT PS Jndisplayedponse to the command inputted from input unit 13.
Therefore, by referring to, this bit, CPU 151 can identify the 20

al | ow di sal | ow s‘%ﬁt'ih?g%%\“si%na&ﬁ oxafi s sogupleted,oandfifJkr antematicn t he
di scont i nyi C S 12 U | scont hkhues t he process for
obt ai ni ngyéﬂgsgig\?lﬁggéﬁésabﬁgﬂﬁomegcgfﬁg %QWBHI ;Igpﬁ%éeaﬁjtgﬁf(a&?@ is
stored i nuddraghefRITAR Khbuldbt bBkESedesi dv / y
volunme of flash menory 153. 25 Next, tdgg Séﬁgﬁng@ggﬁ?gl}%cpﬁ%a tgprrB to
Step C ancbntimuingaheexquigjtiondsf PAR isdaptittd es, thendsphsseamntiis ihg@itypr ocess
of JARis  perfornmed based upon the identified result (Step S 10, S 11). In
t hi s Wase(Stepha8hotnbrraegdsote theiprorest of Btaps S8 di Hamevesnavhere the

conmmuni cat i on de of,.Step. C.is §SSL; therefore, haown . in process table
PT2, the (FOIEH%.'E SFP§5 disco ’rIBEBgsaN/?I pegsin o%%af‘%ﬁw\‘ﬁchng‘mf@ s 8Bt ai ned
by newly gis@bhtifding brocess is performed (Step S12), and the process goes back

to Step S1.  Also, if the automatic acquisition of JAR is allowed (Step S6),

the process immediately proceeds to Step S9.

15 Terminal T is equipped with the function for setting allow/disallow
for the automatic acquisition of JAR. CPU 151 sets/resets the designated
bit of flash memory 153 which is the bit for setting allow/disallow of the
automatic acquisition of JAR in response to the command inputted from
input unit 13.  Therefore, by referring to this bit, CPU 151 can identify the

20  allow/disallow setting for the automatic acquisition of JAR. Also, in the
discontinuing process in Step S12, CPU 151 discontinues the process for
obtaining the Java application, discards ADF which is the object and is
stored in flash memory 153, and takes maximum advantage of the memory
volume of flash memory 153.

25 Next, the shifting pattern from Step B to Step C and the
connecting mode are identified, and the acquisition process of JAR is
performed based upon the identified result (Step S10, S11). In this case,
the communication mode of Step B is ordinary, and the communication

mode of Step C is SSL; therefore, as shown in process table PT2, the



comuni cation. During this process, "SSL Communication Begins (Being
Aut henti c gg J.s displayed in liquid crystal display 14 as the display
nessage. %m ,/B]tar?e process which corresponds to shifting pattern 5 P1 in
Fig.3 is properly perforned. As shown in process table PT2 in Fig.6, the
process content is determ ned whatever the connecting node is in this
case. Also, the communication node of Btep Cwll be r;aveal eg I n S'Ejep S9
by referring to t URL which is.caontained in the ADF fi]e obtained in
Styep s5 f8F %%[Sawﬂﬁ’ ONGGMAMBICE JOHR o ritaingd bHenak: segting wSlh 10
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Steps 1 tdisplay heessage. pflinsssh@processowhicti eairespondatd shifting %@ttern
performed., However, since the communication node in Step A isS SSL, HITPS

of GE® nmePida Fig.3 iupropertyeperformeds erAs showiminPprawess tablalPks in Fég.6,
comuni ca&i on node is SSL.in St ep]a& nd the comrunication npde is

ordi nary HH BIRSESE CARERgis: determy yenateyer &l}e?p@gng@:%m%da s (i;@ t?'ﬁc)cess
tabl e PTI wWnu k), Fig. -comuni cat i e oppe n e
p?ocess f8?$§E.Sbté;%ntb‘gA%f"ﬁ@TH?M&S@%ﬁﬁ%ab gﬁlljﬁq Fg‘ﬁéﬂe‘gépf %?eﬁ’ed
During thso By seRefing (5he TR, WHich 18 tehiainiddh RN il obtéiled i vs! @
display 14 as the display message. Also, after Step , the communi Cation
node i n SBtgp BSi forowhtandng JARS ahsi ADF iscobeaimehitif ehe MPRE. begifsewitg 1 s
SSL; thergfore, the same process as conmunication pattern Pl_wll be

per f _()]t%d_.ht’ﬁl?nust,het remsnericationhmeide vialrbepondinary "cobinthe &RLoheghust ern P2
shown; n P H0 Yad RR R UBatio ibode Gif beaml-cat | on Fo4s5/ 3135 18
pattern PArgsObf CdthunicatisiPPafteAfP2C: and SSL in Step B.
As shown in Fig.2, the communication modes of communication
pattern P2 are ordinary in Step B, and SSL in Step A and C.
15 First, in Steps 1 to 5, the same process as in communication
pattern P1 is performed. However, since the communication mode in Step
A is SSL, HTTPS of GET method is transmitted to IP server W in Step S1.
Also, the communication mode is SSL in Step A, and the communication
mode is ordinary in Step B during this process; therefore, as shown in
20  process table PT1 shown in Fig.6, SSL communication will be stopped, and
the process for obtaining ADF by ordinary communication will be
performed. During this process, "SSL Page Terminates" is displayed in
liquid crystal display 14 as the display message.
Also, after Step S9, the communication mode in Step B is ordinary,
25  and the communication mode in Step C is SSL; therefore, the same process
as communication pattern P1 will be performed. Thus, the process which
corresponds to communication pattern P2 in Fig.3 is properly performed.
(3) Case of Communication Pattern P3

As shown in Fig.2, the communication modes of communication



First, in Steps S1 to S5, the same process as conmunication pattern Pl is
per f or hed 'ﬁ% gr,' during this process, the comunication node of Step A
is ordi na]rrgl, ﬁé t he conmuni cation node 5 of Step Bis SSL; therefore, as
shown in process table PT1 shown in Fig.6, the process will be the one for
obtaining ADF by newly starting SSL comunication. During this process,
"SSL Communi cation Begins (Being Auth@nticated)"” is displayed in liquid

crystal djsplay,d4 as the display,.mes e. I f_the_connecting node is
kegp- al i VB?IQ%%{P%@%(‘? rxdpﬁﬁpgiémmézgm@gﬂ 1:ﬂh&é‘i«?pl?'gce;css de;sﬁi te the
connecti ng node gsiNc ' | t comuuni cation node fromthe

ordi nary gcommnllq@gt?i @n%ﬁé%ﬁ?@oﬁﬁ@ﬁﬂ%ﬁ rPéo?fFFg Bfkgﬁ%’gmil%quﬁlﬁ&si 3I e.
Next, th hint | pag t St ep t e . cti node
are identell)ﬁt!%elirlll (g?ep%89$&%¢% thig%aéé(}lcegés?h{;h@ fb co CfBQié%étl‘g% node
in Step BcomnBfiication mbdeafhSiep Aaisi ordindee and HeegofnnenieatibRafiode
therefore, the determned result in Step S 10 will be "yes", and the

proceds celestambyist®Sk; dpersforg, asshewdi s precessitablepPdd esbowm in Higed,S 12.

I th d t he ofj ect  Java application i ot obtained, and _the
ppogesgr 'e(r:R%E‘EﬁSrsgg" Jn ¢ thg QB?mE’Ei elaﬁlmgp&ﬁr EYPBGWJIY Fytarteng sSSko

roper | . (4) f 4G Lcati o attern P4 sh in Fig. 2,
Phe commivntiiERtghe) FRfue- tHRCIRAS. na8sCr CRhmbticafighndroeit s op
C, and SSBdifigS i 8 | ; ; cess as
conmuni 031? ec}ir}g ?gﬁggﬁlgétgdgl liEsdlgglraP’g?rrgga%\ﬁe\ére)ﬁsﬁaggﬁsé}gg?th@g%Srrﬂuhn| cation
mode in SlisplayA msssage. HERMRA rnfstrgecineCliighanbde is kdepralive} esiSLo | P
server Win Step S 1. Also, in this process, the comunication node in
St epslOA RMmpunigatyen . ngwky stagtsein this pragess despiteoths cannecting rmode

the connatefhg Sl 16 18SLn cepnRiisniBenareydrorhe ths opedtpary;
obt ai ni o c&iéh théde Without terminating the process is impossible.
Next, the shifting pattern from Step B to Step C and the
connecting mode are identified (Step S9). During this process, the
15 communication mode in Step B is SSL, and the communication mode in
Step C is ordinary; therefore, the determined result in Step S10 will be
"yes", and the process goes back to Step S1 via the discontinuing process in
Step S12. In other words, the object Java application is not obtained, and
the process which corresponds to communication pattern P3 in Fig.3 is
20 properly performed.
(4) Case of Communication Pattern P4
As shown in Fig.2, the communication modes of communication
pattern P4 are ordinary in Step C, and SSL in Steps A and B.
First, in Steps S1 to S5, the same process as communication
25  pattern Pl is performed. However, since the communication mode in Step
A is SSL, HTTPS message of GET method is transmitted to IP server W in
Step S1.  Also, in this process, the communication mode in Steps A and B
is SSL; therefore, the process in compliance with the connecting mode

from Steps A to Step B is performed. In other words, if the connecting



comuni cation is perforned. If the connecting node is keep-alive, the
process for* obtai ning ADF by continuing SSL communication is performed. In
the fornmefO8&L35 SSI Communi cati on Begi ns" is displayed in liquid 5
crystal display 14, and in the latter case, no nmessage is displayed in
liquid crystal display 14. A nmessage is not displayed when the connecting
node is keep-alive because a new procgss of SSL conmuni cati on does not
start. Al so,,the co ni cati on node of Is SSL, and the

tep B .
conmuni cafiE ibdonskeeR-afive, ithe Dracass §9r ﬂ?@@@%\e‘}ﬂﬁ@}’saﬁwupgﬁsgk as
1 ' L ON: ern P3 is perfar . Thu t he process L C
cor ponc DR et ot B T PO S5088 it
5 Ca. . . " . .
odes of Brsaiaranepeithifl KK HyLomidtiss 08 cipiéiGuidd' & ARTEHH 7o,
B and C. 1 therformerrcaSeeS S, LémniichtienSBERimr 08eaR Py e THUR G | On
pattern P3 is perfornmed. Then, in the process after .Stt.a:B 9, since t he
commurh caérystalndigplays 14sand in ShedaBencdse, nd mecssage ds displagediihiliqeid Wit h

t he connectin fromStep B to,Step Cis perfornmed based upon the
process i ftYS I‘gg&%? L‘f?ro mﬁsmg@esnong%yedm,thpmma@gsnmdezo

bt ai ni ng; J | S1: f d by startin conmuni cat i on ,when t he

connect | o R iEE RsRATEE Rt pROCIS T oL SRR LD TGl ddrn G ST by
tinui SSL Nt ¢ i r ahsn e ng .S

Eggpl- QF: \r/]g In tcﬁclagaf;loFlfrfgré case@leﬁ{zﬂwﬁﬁﬁ%ni catsltgﬁ :?égil@ngstsll“’s zﬂglfjgt eayed I n
liquid crystaunicafibaymdde dfrtepnCtibeordadrs] tliérefore) th&BaARIFrdcess As
displayed in liquid crystal display 14. Thus, the process which
cor r eboneRMIRHEAHON; Patteom B3t tier peHdrmedri g. Thuss ﬂlza)pprhdopspewm!che?:

6) Ca f _Commupication Pattern P6 As own.ipn.Fig.2, .the ¢comunication
gm?:le ofS ec‘g‘?ﬁFﬁSrR S OrCOTRIRYIILALIRR Haéteégll’s‘P Hlmglgegés Rgoﬂﬁrzbﬁ@ forppeb5/ 3135 20

First, | nsjene of Cofuianiddtfors PHiehl s as communi cation

As shown in Fig.2, the communication modes of communication

et

pattern P5 are ordinary in Step A, and SSL in Step B and C.

15 First, in Steps S1 to S5, the same process as communication
pattern P3 is performed. Then, in the process after Step S9, since the
communication mode is SSL in Step B and C, the process in compliance
with the connecting mode from Step B to Step C is performed based upon
the process in table PT2 shown in Fig.6. In other words, the process of

20  obtaining JAR is performed by starting SSL communication when the
connecting mode is non-keep-alive, and the process of obtaining JAR by
continuing SSL. communication is performed when the connecting mode is
keep-alive. In the former case, "SSL Communication Begins" is
displayed in liquid crystal display 14, and in the latter case, no message is

25 displayed in liquid crystal display 14. Thus, the process which
corresponds to communication pattern P5 in Fig.3 is properly performed.
(6) Case of Communication Pattern P6

As shown in Fig.2, the communication mode of communication
pattern P6 is SSL in Steps A, B and C.



pattern P4 is perforned. Then in the process after Step S9, the sane _
procest as ‘communi cation pattern PS5 is performed. Thus, the process which
cor r espon¥943%3188mmuni cat i on pattern P6 in Fig.3 is properly 5 perforned.
(7) Case of Communication Pattern P7 As shown in Fig.2, the communication
node of communication pattern P7 is ordinary in Step A, B and C. First, in
Step S1to S5, the sane process as cgupruni cation pattern 1o Pl is
performed. Then,__jn thetﬁorocess of Step S9 and thereafter, the process of
obt ai ni ng JAR byFi8fat ihditeps oY HiteaSP, ¢ AMEPIroAessn as acemmunisation h

h in Fjg.6,i f d si t ni cati on node
bt Stens. BRUFH B4 & QeBdined S kR ofit khe mogest Hiter: Sam SYmg AR 7
di spl (o I L OAM .spl .t ' a 5 S . us,
the pr poeBtStess 4 Eomihafde Balird P os PEOLIRIZY Mhif; R BRGCess s
I NP | apg e i S 1 g. 2,
AR e e e S e o SR L e TN

ordi ndry perfermpd. B and C. 20 First, in Steps S 1 to S5, the same

comuni caj .o at nas P2 js _perfornmed. Then, in the process of Step S9
and there‘tta#)t‘gﬁge m&g%wym%mﬁaﬁgm Bd pattern as P7 is perforned. Thus,

i S ' ' P8 in Fig.,.3 i
L?gpgifge;i:r:‘molrc §.5 %{'gr heéglﬁlrge?'ﬂds tﬁ’eggwmﬂgnlléﬁg?}agf%nb%?%‘ﬁibt e\?zr ,C%{BBB-FI 4 IH:CgE}Oﬂl)St he
j : ' onds to every conmuni cation
present eg&;&@kmg? g?cgﬁarfng?gﬁﬁfémm QRgqer r esponds

pattern s I n ’i's properly perfornmed, and ADF is

obt ai ned by conTEinéts i Seep 51 tot $5, @rROJARE 'gagc@s@raw&xﬁﬁmrﬁaaﬁaﬂ atfeRfn the
pattern of acquiring a Java application Dy obtaining JAR by conmunication

i n orldi naPy wopsdosmed. 2 Themmumithat procepsit afeStep a9 banck | therewfterd . the

process of obtaining JAR by continuing ordinary communication in

accordance with process table PT2 shown in Fig.6 is performed since the
communication mode of Steps B and C is ordinary. During this process,
"Being Obtained" is displayed in liquid crystal display 14 as the displayed

15 message. Thus, the process which corresponds to communication pattern

P7 in Fig.3 is properly performed.
(8) Case of Communication Pattern P8

As shown in Fig.2, the communication modes of communication
pattern P8 are SSL in Step A and ordinary in Steps B and C.

20 First, in Steps S1 to S5, the same communication pattern as P2 is
performed. Then, in the process of Step S9 and thereafter, the same
communication pattern as P7 is performed. Thus, the process which
corresponds to communication pattern P8 in Fig.3 is properly performed.
[Supplement]

25 As explained above, according to the present embodiment, the
process which corresponds to every communication pattern shown in Fig.2
and Fig.3 is properly performed, and ADF is obtained by communication in
the encrypting communication mode. Then the pattern of acquiring a Java

application by obtaining JAR by communication in ordinary



Hence, when the term nal user executes the obtained Java application and,
t he obtai Y. application perfornms conmuni cation by wusing the network,
transm ssi 5%? %%rsonal information in the plain 5 | anguage by Java
application, contrary to the will of the termnal user, can be prevented.
Al so, as in the above nentioned enbodi ment, a cellular telephone is
effective as a termnal. The data proc2ssing ability of a cellular

t el ephone | wer .co red to term nal ,such as a not ebook conputer, 10
and Fhe b&ﬁ@#ﬁphc%%oqnﬁ%t%msé WYRALH-n i s narrow when conpared to

cabl e communi cat iyt h or. SSihLLi the operation,of the
termnal to be rgg}”trciebtgfé}%%ortﬁg }tgﬁaempgﬂ%d&%ﬁ&{%ﬁnﬁa ttaﬁ%e(ﬁsg?v%xp?pts
i s highempblicRfibAr t in ' : riction
s avor achTbs LR the offhired MR SARaorF BORCHR ComMNENGRIbERY [\
into 15 ADBimdhéARetwork,byranishdysiog bme?mﬁhamfbﬂhﬁﬁbﬂd ith OtHY gslafn ¥
information on ADF to determ ne whether to obtain JAR In the above

ment i ohed [angingenbyitJava pplicatione contrary tmithe will ofithe sgqmhinahtisen, ¢an be
used wi t hgut obt a%' j ng the Java application again even after the ternmnal
was restagf"é?f?vﬁgiegrori ng the obtained Java 20 application into fixed

_ Lo g . . : ¢ h
Corm val s turnaleore B the 3568 MG PRLDaRER:, SSHIRb R
tenpor ary igvesffgotivd Sasf aasédhihads VERd -da‘t\hsgrodd%sfdge a%?ﬁ?e ﬁ%!&mﬁ‘ﬂar

enbodi nent, a Java application is just one exanple o ata I ch can be
obt ai ned, tddaphonéids lpweyraompareddts a te2minahsatls asbe mieboolecorhputsrher

words, the present invention can be applied when a kind of data whi chis
di vi dbY i ﬁ’ﬂa tﬁﬁgamw@th of the spAYBURICaROnnRath istnarmew. whes somparnedetoabove

[ | . ' | . d,P2 in Fjg.?2
e oneo, R 5 SO ERUAEE R GRBEH B L bt A
forbi ddi ngeraingF 8/ be!rebR{tted thf aNohBer'BLrABd TeH RTIAR' FRNIS? expects is

higher in prior arts. Yet in the present embodiment, such a restriction is

avoided by allowing a Java application to be obtained by dividing it into
15 ADF and JAR, and by allowing the user who referred to property
information on ADF to determine whether to obtain JAR.
In the above mentioned embodiment, the example of allowing a
Java application to be used without obtaining the Java application again
even after the terminal was restarted, by storing the obtained Java
20  application into fixed memory, was shown; however, obtaining the Java
application again after the terminal is turned on, by storing the obtained
Java application into temporary memory, is feasible as well.
Also, in the above mentioned embodiment, a Java application is
just one example of data which can be obtained, but other programs or data
25  can also be obtained. In other words, the present invention can be applied
when a kind of data which is divided into two units is obtained from the
Internet.
Also, in the above mentioned embodiment, communication

patterns P1 and P2 in Fig.2 are allowed, but these can be forbidden. In



system of Step B and the communication system of Step C disaccord is _
possi ble. FN 13i n the above mentioned embodinment, a cellular telephone is
5 an exanpl%%? 2 terni nal, but in the present invention other termnals
whi ch can perform communication via a network by cable or air can be used.
Al'so, in the above nentioned enbodi ment, conmmunication patterns P3 and P4
in Fig.2 are, wthout exception, not a4 owed, but such Ilimtations do not
ntion. For .i.nstance, | o the user whether

' : b '
acaut i 1 DS RECIonB i 3B arbin g, Bt tera rerhichh e cpaaataaion

2l Powi ng. S5, O SEECR" S E QAR R0, JPutiirir MR G Mooyl °° ™

recei ved pogsibledred even if the comunication patterns are P3 and P4 in
Fig.2 if Phe Java application is of the type which does not perform 15

communi cati on. AA&w), inrthersbazonentivnicdoset oditesdt, e oellukx asldptfor® is
forwarding data by using HTTP (and HTTPS) and AL are shown, but in the
presem i AREXAMENE Od myiepmanals but wntht presens ¢hventéore othergeiminals oviiohi cat i on

can be adgpted..lt can, of. course, be an 0 nj cati.on 2Q protocol which
corresponf:‘ign PS@&%G%‘PW&H&%OMA@MM% .C?I?lec‘%fnalﬁl%a bEZéS%{i o
conmuni cati on pr ol . ch : S .0 these, SO, i.n e
above nenti oned ‘§I ddilrrlrevwri:};‘(? gﬁ8§§a%%%&g@i&cgﬁ&%‘ﬁﬁ}?&t’aﬁm‘m]@ﬁ\o&r .
rotocol pattedisePBIAnIEPY Eih BS) | fresShd ok i3 Alowed"d %gﬁfm e. For
Pnst ance,p%yggll | ow ng HTTP I((:J1aé§d aIeirl'el:"l'PS\)ﬂ'ﬂ%uS an%eﬁStSL ’t%&be prgc’esge at the
ter m nal , linbtatioriscdo noh apply be the presdnt inventioad ddr ietamen byhaskiepm nal
and | P server, or it can be carrjed oyt after going through a plurality of
convetlsi othie usasswhether_apgquisitionasnpossibledsthenoeemimimgation patterosmresi ng:  a

first recgyvuiiop2ieRik D, FARCTh R rellival S50 sEaTTHhERtHe: ss: approves.
Otherwise by allowing a type of Java application to be stored in ADF, JAR
can be received and stored even if the communication pattéms are P3 and
P4 in Fig.2 if the Java application is of the type which does not perform
15 communication.

Also, in the above mentioned embodiment, examples of
forwarding data by using HTTP (and HTTPS) and AL are shown, but in the
present invention, any protocol which can achieve encryption
communication can be adopted. It can, of course, be any communication

20  protocol which corresponds to keep-alive and non-keep-alive. It can also
be a communication protocol which does not correspond to these.

Also, in the above mentioned embodiment, an example of
converting a communication protocol at gateway server GWS is shown, but
this is only one example. For instance, by allowing HTTP (and HTTPS)

25 and SSL to be processed at the terminal, communication can be directly
carried out between the terminal and IP server, or it can be carried out after

going through a plurality of conversions.



5 network for receiving via said network a first data unit in which

property .’ ption on data is stored; a determning step in said
t erm nal ngégégﬁm ne whet her said data can be obtai ned based upon a

conmuni cati on node which was used in said first receiving step and a
comuni cati on node used for receiving a second 10 data unit in which an
entity of said data is stored; and a sgxond receiving step in which said
second data unit is received fron1§ﬁigggﬁgwnrk si de when a determ ned
outcone in said determning step is" "D and said second data unit is
not received fromsaid network side when it is "no." 15 2. A data
obt ai ni ng net hod according to Claiml wherein acquisition of said data is

det er m ned. asA"difa obRARISE MHthbY coth ﬁsiﬁgmmni cation node which is used for
receiving said second data unit is Ifowe “than security of conmunication

node which was asfirstirecepiig fstestin 2aermieilvivhicls cap tomemigicdt §iaiai ng
step. 3. A data gbtaining nethod according to daiml wherein a

commun? calEBHOHbder reseivigevia sajdsaetavarkr 8 tfirshidataininit irs wehichgstepesiyng
encrypti onré,[co nication,.and acquisition of said data is 25 determ ned as
"no" when!4% e dathisf@dior recei ving said second data unit is a
node whi ch does . -1 QN | J termnin tep. 4.. A.data

obt ai ni ng met ho%rHayé%or @ﬂﬁg%:‘%(fg’ §Ia}# ?e@ﬁ‘&%éﬁﬁ ‘gf'éawfrg?"a}?%ﬁ?f §%‘|{€da@t ais
det erm nedanbe’ atitaindibasedl uih ot dntcari G FRUL WHiLAWADAEAH Ehid"as
used in said first receiving step and a communi cation node use or

recei vi ngfissti eceningdtemand uncomaisricatiof mode 3mied fdetretdivinga scoRd 55- A

data obtaini ng net hod according to Claim1 wherein said data is a conputer
pr ogr Hin wHR@nlIRi4 An yehishen ertdtysef said data is stored; and

a second receiving step in which said second data unit is received
from said network side when a determined outcome in said determining
step is “yes”, and said second data unit is not received from said network

- side when it is “no.”
15
2. A data obtaining method according to Claim 1
wherein acquisition of said data is determined as “no” when security
of a communication mode which is used for receiving said second data unit
is lower than security of communication mode which was used in said first

20  receiving step in said determining step.

3. A data obtaining method according to Claim 1
wherein a communication mode for receiving said first data unit is a
mode using encryption communication, and acquisition of said data is
25  determined as “no” when a communication mode for receiving said second

data unit is a mode which does not use encryption in said determining step.

4. A data obtaining method according to Claim 1

wherein acquisition of said data is determined as “no” when a



said termnal. 6.A data obtaining nethod acc\%di Eg tofCI aimb5 10v\her$i n

said co i ramis a conputer program which performs comunication.

7. A dag%gg%ﬁﬁ%gg met hod acggrdi ng to daiml wherein said termnal is a

cellular telephone. 15 8. A terminal conprising: a first receiving means

for receiving a first data unit in which property information on data is

stored froma network side; a determ ngng neans for determning if

acqui sitign of sai ? dat aQF':[s 20, f easi bl e, based upon a comuni cati on node
gV

whi ch was “QEEYURHKANOL: 87 high; wasi ysad dsa1didinst pgceiiag fstept andci vi ng

nmeans and Lcat i sed far receivin econd,.dat a it in
whi ch an gﬁplﬁﬁy o?'ltl(sbgli @%@ggﬁﬁsf&s@(%gdng ﬁéﬁ§5§%‘%@?€%l‘%ﬂs¢§@?0% 215113 y
second r eg&idvd R ich receives said second data unit from - fal )
net wor k sigﬁlg/%tgﬂ a glit%?]?ﬁ ned outcone by said determ ning means is "yes",
and does not receive said second data unit fromsaid network side when it
is "no."

5 5. A dataobtaining method according to Claim 1

wherein said data is a computer program which can be executed at

said terminal.

6. A data obtaining method according to Claim 5
10 wherein said computer program is a computer program which

performs communication.

7. A data obtaining method according to Claim 1
wherein said terminal is a cellular telephone.
15
8. A terminal comprising:
a first receiving means for receiving a first data unit in which
property information on data is stored from a network side;
a determining means for determining if acquisition of said data is
20 feasible based upon a communication mode which was used for receiving
said first data unit by said first receiving means and a communication mode
used for receiving a second data unit in which an entity of said data is
stored from said network side; and
a second receiving means which receives said second data unit from
25  said network side when a determined outcome by said determining means
is “yes”, and does not receive said second data unit from said network side

when it is “no.”



