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(54) Title:
(57) Abstract

METHOD AND SYSTEM FOR CONDUCTING ELECTRONIC COMMERCE TRANSACTIONS

A system and method for conducting electronic payment transactions accepts and stores information describing an item sold by a
merchant on a commerce server. The merchant also defines payment processing rules that define the payment methods accepted by the
merchant, The merchant, in tum, is provided with a reference identifying the commerce server and the item. The merchant preferably
publishes this reference at the merchant's web site on a web page offering the item for sale. A customer viewing the merchant’s web site
indicates a desire to purchase the item by selecting the reference. As a result, the customer is put in contact with the commerce server and
is provided with information from the commerce server about the item and is given a list of payment options. The customer preferably
sclects a payment option and provides the commerce server with payment information, such as a credit card number. In response, the
commerce server contacts a selected payment system and completes the electronic commerce transaction. The commerce server then notifies
the customer and the merchant of the results of the electronic commerce transaction and delivers the item to the customer.

*(Referred to in PCT Gazette No. 17/1999, Section 1I}
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(“FTP"), providing the customer with an access key, establishing a telnet session, or through

20  some other form of electronic delivery.

Typically, these goods and services are displayed on the merchant’s web site and a
prospective customer views, selects, and purchases the goods using web browsing software
such as NETSCAPE NAVIGATOR®. The customer usually pays for a product by establishing
a secure connection with the merchant’s web server and transmitting payment information,

25  such as a credit card number, to the merchant. The merchant then uses back-end processing to
verify the payment information and receive payment. For example, the merchant may usea
secure telephone line or network link to contact the credit card issuer before accepting the
customer’s order. Eventually, the merchant and credit card issuer settle payment and the
merchant delivers the product or service to the customer.

30 A difficulty with the above-described scenario is that each merchant must implement an
inventory and payment database and a payment acceptance and verification system. For
example, the merchant must establish and maintain a database tracking sales, delivery, and
payment information and product inventories in order to support the electronic commerce
system. There is significant cost and complexity in maintaining this database, including the

35  difficulty of integrating it with legacy accounting and fulfillment systems and aggravated by
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15  and verifiably perform inventory, sales, and delivery tracking and transparently support

different types of payments and currencies.

SUMMARY OF THE INVENTION
The above needs are met by a method and system for conducting electronic commerce

20  transactions that allows a merchant to easily sell a mix of physical and intangible items and

supports sales, inventory, and delivery tracking and a variety of payment systems by having the

merchant establish an account on a commerce server. The commerce server provides the

merchant with inventory, accounting, and order management systems. Furthermore, the

commerce server allows merchants to conduct electronic commerce with other merchants and
25 vendors.

The commerce server includes a web server providing web pages to the merchant. By
usixfg these web pages, the merchant establishes an account on the commerce server. Then, the
merchant provides the commerce server with information about an item sold by the merchant,

* such as a plane ticket, clothing, a book, a software product, or playing time with an online
30 game. The merchant also provides the commerce server with other attributes of the item from
which the customer may select, for example, the quantity or duration of an item. In addition,
the merchant supplies payment processing rules defining the payment options that are
acceptable to the merchant, such as which currencies and payment systems are allowed and

when or how often to bill the customer.
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A method of conducting electronic commerce between a remote customer and a remote

merchant in accordance with the present invention includes receiving information identifying
25  anitem to be purchased by the customer, receiving payment information specifying a payment
method to be used by the customer to purchase the item, conducting a payment transaction
. with a remote payment system specified by the payment information, and providing the
customer and the merchant with the result of the payment transaction.
Similarly, computer program instructions for conducting electronic commerce
30 transactions in accordance with the present invention include instructions for storing item
information received from the merchant, instructions for issuing the merchant a reference to
the stored item information, instructions for receiving an electronic commerce transaction

identifier from the customer containing the reference to the stored item information issued to
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according to an enbodi nent of the present invention; FI GURE 3

Is a high-level block diagramof an entry in a dat abase associated with the

10 commerce server accor dggRgr hesciipROPOF THEDRAWINGSNE Present invention;
FIGURE 4 is a flow diagramillustrating the interactions between the

cust ome# E@K@Mah&m}‘é@k@@ﬁm of 3 FpCHRRIH RIMM Gy SlA APROFing

conpl et i ngtoaanmgg;memtgfgﬁ%?&gﬂtgﬁenmn accor di ng to an embodi ment of the
present invention; IGURE 5 illustrates an exenpl ary

screen displ ay Hﬁ%abwéevgﬂémkr@mﬁwws functigngl semppReRtsIafam a

custoner; @&ﬁimerceserveraccordmg'f& S &Rlpolinieht MiShd bR iRnBAB TPl ary screen displ ay
of an order confirmation we DETAI LED

page.
DESCRI PTI ON OF FiGERE =g hmmhﬁmmw of an entry in a databasg agsogigtediththe ¢ he

"Interggt” cih&tSsekver s&&d&gwﬁi en{b%amhkoﬁﬁe ;sresfeﬁtrxﬁ&aﬁ&pt ed conputer 20
systens and the "Wrld " refers to thé gl obal hypertext

syst em usi ng th@GURE415PﬁP‘éfrdF'?éi “ﬁqﬂgn&ﬂﬁﬁﬁﬁwnﬁmﬁ stgmery nj ver sal

resource | geahsit cofnnidile sérvirSand pafth&i &R W&n@om{)lenn%@? @Qfantdofigy mation or
a softvvare functlon on a conputer connected to ernet. A "web

server" i saggoplinggp anrmbpsiment eidhe preseatjnventioniapd i nf or mati on framed according
to the Hyper TeXFIGURE § illéRRS BOElemplaf)f é&&%ﬁ displall 32 web pa¥ecRAgpSmeA © the

I nformati on supplied by the webh server
5 information from acustomer; and

FIGURE 6 illustrates an exemplary screen display of an order confirmation web page.

DETAILED DESCRIPTION OF THE fREFERRED EMBODIMENT
As used herein, the “Internet” refers to the global network of interconnected computer
20  systems and the “World Wide Web” (“WWW™) refers to the global hypertext system using the
Internet as its transport mechanism. A “universal resource locator” (“URL") is a reference to a
piece of information or a software function on a computer connected to the Internet. A “web
server” is a program that accepts requests for information framed according to the HyperText
Transport Protocol (“HTTP”). “Web pages” are the information supplied by the web server in
25  response to the requests. The Common Gateway Interface (“CGI”) is the standard that
describes how the web server accesses external programs, usually called “CGI programs” or
“CGI scripts,” called by a'web page. Of course, the present invention is not limited to the
Intemnet and may be used with any digital network supporting electronic commerce. In a non-
Internet-based system, the terms defined above also include the non-Internet-based equivalents
30 for communicating between the various entities described herein. |
FIG. 1 is a high-level block diagram of an electronic commerce system 100 according
to an embodiment of the present invention. Illustrated are a customer computer (sometimes
referred to as “the customer™) 110, a merchant web server (sometimes referred to as “the

merchant™) 112, and a commerce server (“CS”) 114, all coupled to the Internet 116. In a

4
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standard t hat descri bes how the web server accesses external
programnms, usu@idenerk! ed "CA prograns” or "CA scriptgaruddidsgf bY a
web page. O course, the present invention is not limted to tﬁu
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corrrrer ce SWE&E&:% Qhoﬁsliﬂcdlﬁhl WeB BRiwRfhglsBRwite, shsﬁémsc% In a

i cal enbodi ment, thé customer r@uter 110 is a
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storage deyiginteAfid BRIk bhant Wi sevel 98R4a ﬁ@ﬂ&i&&&fco&&&dnsus and Infepiep! €d 1O
the Internet 116 via a network connection 118. The network connection may

be, for 116 Jaangther emmbodisarammthecuppmer compater bids s palmelpp gevineor perprnal o
di gi taloSUhfGfal agfeni do un&aﬁ@gwlfmﬁm waBSGR e inlcbrRbi96 B%Q%Pél&u@ﬁ!ca cabl e

teIeV|S|on coaxial cable, a high speed digital line, or any t her
conmruni cat icommeredyiem. \W\eb br owsi ng sof tware, such as NETSCAPE

NAVI GATOR[ err] , 1 ﬁfeﬁam hith SARGYI SR p%rertam sinki a%tth&&eaamwm@mr PRGAeeptat @

fromthe client omputer 110 to the herc server 112 via the
networ k corthidtis bes thmowsww@tcomunwﬂws lﬂﬁb@dmdﬁeﬁo hepdlompltiplet, t he

cust onmer COogmtAEout J:Qstélﬁcr"t‘raﬂs%étm Ophedgarkict P2 sgﬁsrlﬁﬁﬁaéucﬂ-& mertHagitit@! system

communi catin la radio waves wth the | nternet 116 anot her el éctronic
conmmrer c® Sylg%mtmn intellectual property, and/as servigas viga ek @Fﬂl@ﬁtﬂl?}lthp sephatavehp| y

simlar to dRRr £145 TP RerchMIRY 1 £ived difk RS B example, display a catalog of software

available for purchase, allow the customer 110 to view flight schedules and purchase a plane

ticket, or allow the customer 110 to play an online game, download a book or music, or access
a database of information.

20 As used herein, the terms “customer” and “merchant” depend upon the specific
transaction being conducted. In a chain of commerce transactions, the “customer” in a first
transaction may be a “merchant” in a second transaction. For example, the customer 110 may
buy components of a product from several different vendors or merchants 112 using the
electronic commerce system described herein and then, in turn, sell the combined product via

25 the customer’s own web site and the CS 114. _

The merchant’s web site displays at least one “payment button.” A payment buttonis a
graphlc button, a region of a larger graphic, a text string, or another form of URL link which
the customer 110 may “press” by selecting it with a mouse, physical button, or other input
device. In another embodiment, the payment button may be utilized on a non-Internet-based

30 electronic commerce system. In such an embodiment, the payment button is considered to be
“pressed” whenever a customer 110 expresses a desire to purchase an item. As described
below, the payment button is pressed by the customer 110 when the customer 110 wishes to
purchase and pay for an item displayed for sale on the merchant’s web site. In a preferred

embodiment, every type of item for sale on the merchant’s web site has a separate payment

5
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an enbodi f&eédedmmt Whidh Hﬁ@nét&n&qmé pRSsefile b%lﬁk%t button, the Hfsﬁﬁﬁ?d
whenever a1 (6US'[ 110 expresses, a desire to purchase an ite

descri bed 1101sre ‘Beé’FeS\R?afvﬁ‘épigﬁWéWFd bYithe &5 114 apg weeifigitoghe mhféh@ﬂé’c?orrer 110
when the canglopft®h. 110 wi shes to purchase and pay for an item
di spl a ed for ale on the nmerchant's weh site. In preferred

enbodi dighent, the G5r 134 querics tl{;ﬁuqtprgerrf@rrtbmmg opdwatiqnof theas a
separate H&hﬂmﬁttthe customer 110 wishes to purchase and payment information. The CS 114 receives

button. Wien a custoner 110 wi shes to purchase the product, the 110
cust oner eeglggagxef f EFsponses and conducts the electronic commerce transaction accordmg to
payment processing rules and delivery options specified by the merchant 112. The CS 114
records the transaction in its database and notifies the customer and merchant whether the.
20  transaction was successful. Accordingly, the merchant 112 is relieved of the responsibility of
conducting the electronic commerce transaction with the customer 110.
FIG. 2 is a high-level block diagram illustrating functional components of the CS 114
and also illustrating a remote payment system 222 and a remote merchant 223 according to a
preferred embodiment of the present invention. The CS 114 is preferably similar to the
25  customer 110 and merchant 112 computers, except that the CS 114 has enough processing
power and Internet 116 bandwidth to support many simultaneous payment button transactions
as described herein. The ﬁmctionality of the CS 114 described herein may be performed by
hardware or software modules within the CS 114. In one embodiment of the present invention,
the functionality of the CS 114 is provided by software applications executing on INTEL x86-
30 or SUN MICROSYSTEMS SPARC-compatible hardware under control of MICROSOFT
WINDOWS NT or a derivative of the UNIX operating system, such as SOLARIS 2.5.1. In
another embodiment of the present invention, the functionality of the CS 114 is provided by a

distributed compﬁting system as described below.




product's associ ated paynment button. Then, the custonmer 110 is preferably
presented with a menu al | owi ng the custoner 110 to specify

attri butes, fquantity or duratlon of the itens
cust oner 110 W s({fgs t o purchase. I n anot her err%oéél?g ﬂ%’;la?t he

mer chant web site has only one pa rrent button or has only one paymnent
button for eachhelemets payment gyficrt 2 ispreferablyp thisd-parbrasymenksateway prSysemt oner

110 is  The gitewd rawtanerpeaemlﬁdoﬂfutataamm&a@aamwm Shich[i8SSi ng the
paynment button. For exanp he nmenu of choi ces may ask the customer

110 to i d&HPy W@H‘&&PW@P‘WSGWQW%§WF%UP®“6¥°HafOT approvabamdduct , | i ke
col or, thaéléhént 6EQERAIBIE cdnimerth FRBACHbRS. W&?&Q?g%?ewa $9or systems ma %maﬁﬂ’er y paynent
s

button has_an associ ated URL t hat poi nt o inforhatidn int CS 114.
Pr ef er dbl Y RFRASD £-ANEMONREX. o Hife| Whileiniy ere raymentsystam 3%t 112 and/ or

item for $iisRatedin FIG, 2, (R IR %%&Mﬁnéﬁbnvﬁ%%nﬂ el 110

presses the payment butt on, the cust oner I rect ed to a web

page pr ovPASEETH§ysteRS 225 either thyppshasequr link Qndhﬁmﬂ%@!‘mdeilﬂwd secure and/ or
Item 15 Jink. Eachpayrhéht Qﬁeenﬂqu hﬁﬂﬂeémn% gegr%rﬁﬂglmgﬁ%e @&pﬁ'ﬁes}ﬁdég&%@f for

t he quantiﬁtﬁ% or duration of the m that™ t he custoner W shes to
pur chase b%&%émcqmww%sweththemm@smmwo@ﬂ@eﬁomssecuretqné customer's

responges vafkhbidagmeitirahddidak ect roni c commerce transaction according to
paynent processing rules and delivery options SH‘ECIerd by the nerchant

112. The CS 11%he remote mesehanti?3 igpreferably amearchant seling itemsjvin atwsb siteasd notifi es
the cust ORBdcriBhbBRL. Cie MmO RER Rint ﬁﬁemZ}plaavE ?\?ﬂ%@tﬁ{t bf? ﬁle\@lblﬁ'ﬁ?ﬁl%SSf ul .

Accordingly, the nerchant 112 is reliev e responsibility of
conduct i ngarthant23 smay bayecandgerfce &s sellingisomssimitar g thi rennse paymentreisstent 10.

FIG 2 isa2a, hlngéénérﬁvﬁla ré&lo%%ﬁerghﬁgi'@rﬁ 1nHul'1§f ﬁxﬁd} o fittRehie BR3Rte Q&Wnt s of

the CS 114 also illustrating a renpte paynent system and a
r enot €3meddh alﬁeﬂwstommedﬁ%cw pgrformed by ﬂme&%mﬂemyeqmt@en arrezmte piyment

present i Rysedd P and/oR 8 rdmotelhérehant Bi3ef erably simlar to the 25  customer
110 and rrerchant 112 conputers, except that the CS 114 has enough

processi ng The G ht4 ’n’élH@FS RPEVIRGRE buttondransaidon qagine 210 ‘yhlpb isrcpupled iy a
si mul t ane QgAY BAHd atthlseerd 218N AdGdw A 6 greferablgﬁbtsqﬁ&%e %@%ﬁéﬁle The

functionalit of the CS 114 described heréin may be perftorne

har dwar e @pd thsragsastion epgine 210. \Whijsi these fractinmalicomponentsare illustrtediinEKG. 2@ t he

presenp i filiéef&d eAfities, the CS 11 Pfhaf ué\e&hﬁ&ﬁéﬂéaismut&h@onﬂ;ﬁte}%tﬁhﬁ{ yi ded by
sof t war e aﬁ%j cations executi on | NTEL YSTEMS

SPARC- co RgingsHAntabasssd Web servers werking togetisofhe perform theoyfimelong NT or a
derivati vee@hbéd}eréﬁ\" Por eRarpld, bﬂaen%bain%m oﬁH&bs fm é%ﬁﬁin%le%mﬁsainod n

anot her enbodi nent of the present invention, functionality of the CS

114 is pr &o8ipesE1fgndweb servers(%lg #rd sgledisthped dwas%ﬂeﬂwraby previding bed bel ow.
" scalability to the CS 114. The number of web servers 214 and transaction engines 210 depends

25  onthe actual system load and the desire to achieve better performance through balancing the
transaction load across the system.

" The payment button transaction engine 210 includes a rules module 218 that controls
the interactions and flows of information necessary to complete a payment transaction. In
addition, the transaction engine 210 preferably includes a Payment Application Programming

30 Interface (“PAPI”) module 220 ena‘bli_ng communication between the CS 114 and the remote
payment systems 222 and merchants 223. The PAPI module 220 abstracts the different APIs
of each payment system 222 and merchant 223 into a single, higher level, PAPI that can .
interface with each of the payment systems 222 and merchants 223. The transaction engine
21'0 performs payment transactions with a payment system 222 or merchant 223 by making

7



6 The renote paynment system 222 is preferably a
t hi rd- party payrrent gateway or system The gat eway or system i's
preferably CQ[&D& to a financial transaction network, W:}

turn, typical Inks to corrput ers at banks and other fina 5%5'189&&884

I nstitutions for ex‘{‘glr oval and settl ement of electronic conmerce

transacti ¢Adsto i ThaPARkabstrastionspadula 20 impslatesthesg ealls into thewmeifcdl
e- CASH, MJiiieha Y__:ﬁént §ﬁEm m drﬁle%ahm z@:leelwwm tHY $4n8dttid? 2rHe P API

illustrated in CS 114 may be in comunication with many

di f f er ent PHFAGHED modils zzﬁé"lﬁﬁﬂﬁ%ﬂ%?#@ﬁ%wlﬂm@ itherpaymen systesh222 of é@mhentl i nk on

the | nter ngs jrd hePmat GRGLER) ﬁ@uﬁﬁsdﬁaﬁengmezlol A@é%rdxfgi? hhmﬁaémémt em has
an applicatio rogramm ng I nterface ("API' By using APl , the

CS 1145 comﬁwe(?&Bégow Stuap%fer o PRYRELSyseas 322 apd mh@&mrtwee asdedfodheand 10
verifiabl B Hherdly efeatizla RWRAPI to payment system ¢ ¥RertIBPAL ARpHRANINe223 IS
preferably a nerchant selling itens via a Wweb site as descrl bed
above. Th&@AHAbwactamqdule22923 may have an account on the CS 114 or the

merchant 223 maye ﬁ@\sﬁnasmbmtsxrefmmef(@ra &&k"’)'zﬂﬂ, ih &&ﬁmna%bﬁfthﬁﬁhetv&ébts@ﬁef enot e
paynent system q%enera he renmote nmerchant 223 1 s included

in FIG 236 %"PWE@W&’E‘G‘HI h%&o H@%ﬂ%ﬁéﬂlﬁ@n Ehe wcng"@ﬂé%tsmf?rebMMrer ce
transagy i Qﬂd\ﬁﬁf mm&weﬁ%u@&skﬁémycmtﬁ%mamm@vm

system 222 and/or a renote nerchant 223. 114 i ncl udes a
payment bARAHE eh sevari The wehperrer Zifprowides secues ce@mﬁmeﬁmdwa the customgnit abase

212 and a m%&g&r&wﬁé& indhsfr seavatd te&%@oﬁ&%&ﬁﬁﬁ%ﬁyﬁf?&h igggm?mx ge WEb

server 216, " he transaction engine 210 unctional
conponent § BFMLY), P‘E}’s@m toefiypr mfesmationyte tharustomershdPe Ircaddition s theweb f’teﬁ@f CS 114

may be exqgmay%smﬁk@tgwﬁmaﬂcrmﬁm@cﬁﬁlq@eé%aﬁmmﬂem “s-HTPPYral ity

of en |nes at abases, and web servers working together the performthe

funct i and °S°‘a’é“s%>F1F°b%‘ayqﬁérS§FrD topeppure that ROmEIisHIons Wih dherpsiemer 1 10Re CS 114

uses rrul t ipvete! TROSRFAI 215 allows onl§ BEthéHEEd Sorn@fichidRbefREN Ble web I4vands a

single dlstrlbuted dat abase 212, thereby praoviding scalability to the

CS 114. Trmd thesasactiqn gige 21} aadieasuses that & malicialsPAer CAINT SRR ﬁ@@nmvhﬂepends
transaction engine 210.

The PB store 224 allows the merchant to purchase payment buttons and add product
20  descriptions, merchant configurations, and other information to the database 212. Ina -
preferred embodiment of the present invention, the merchant 112 accesses the PB store through
a web site on the web server 214. The PB store module 224 captures the merchant 112 actions
on the web server 214 and creates the appropriate entries in the database 212.
In one embodiment of the present invention, the PB store web site describés the
25 payment button méchanism, the services offered by the payment button vendor, and the costs
of the services. In addition, the web site preferably has a merchant registration form 226 for
registering new merchants; a merchant renewal form 228 for renewing merchant registrations,
and a payment button generation form 230 for issuing payment buttons to registered
merchants. The forms preferably include CGI programs for performing the functionality
30  described herein.

The merchant registration form 226 allows the merchant 112 to input information
identifying the merchant 112 and includes a payment button with which the merchant 112 can
pay aregistration fee. After the fee payment is verified, the merchant 112 is preferably issued
a login/password pair and an account with the CS 114 through which the merchant 112 can

8



25 on the actual system|oad and the desire to achieve better perfornmance

t hr ough bal anci ng the transaction | oad across the system
The paynment Rybbegniy ansaction engine 210 includes a rul es ppgisesddsd t hat
control s the interactions and flows of information necessary to

conplete a pa nt trapsaction., | addi tion, the transagti.on engi ne
210 pref er4BFS teRayme BOGPRBgIRision orpiAne ATSR S TRSSTEARES GO SIWRRR! ace

(" PAPI.") nihé Hefchant Qenewallfbin1 228G péTerdbly frtluidesa bimsfebuttbh @itk Yhich4heanietchahie
renote eyayrent ?s?%/a? ens 222 and nerchants 223. The PAPI nodul e 220
abstracts 2Pt R 1's - of each payment system 222 and nerchant
2ﬁ3 into a si ngl‘te,paﬁh@hﬁitto’g%&ﬁaﬁﬁﬁ’ﬁ?in nbanowsﬁme merchant i1 (2 ®rch®€fensd t h each of
t he paynment syste 222 and nerchants 223. The transaction engine 210
Dert or i pSRPHRAN (Pt T0ch 45 G AR 70 A NS PGS PO S90S e ap i A 223 by
rnalk: ng ]?]ayment processri]ng rules, such bas supported credit cgrdls, payment systemsl, ind curre%cies. In .
calls to the.PAPL. The PAPI abstraction ule 220 transl ates these calls
"t o the. sPition (v pbfient brocessis tuled iy s Ak REYRetd AYS4 10 PR PRS2 bei ng
used }‘or td&éﬁﬁermﬁ@megﬂi? réﬁhﬁecﬁél@l, the merchaﬁbﬁh}iﬁqﬁzifzeﬂﬁllz liﬁi)ﬁmlr@(r)] azm),al so 293
transl at es tg received f.romthe paynent sy ar ner ghant

ot he. { B oSSRy S BBty OF HeroNorL 48 A SRRk 5 3 Co20n PREE. P APl y. 1 ho
PAPI  appt r efithddtfient of the pastut ifivehtion, ke ras¥Bhaut PYXnterd the itéhe despaptivadhtaaybt ens 222
and nerchants 223 to.be dﬁ}gd to.the CS. 114 @K gerel,g/ Creating a new
PAPI to paBAYEITR! RIpeSSSing tples Wepnleading aAf tosxeh s having the information ip Ap,

abstract i ostaridafilided fotmat. .The paynent button store nodule ("PB
store") 224, i onbi natLon w.th t b serve 214, al l.aws

e Chant - 11h t CVBGH SR oL Agthit Sortpihiech e BRBST Eyon geyission forth LS er abl ¢
an 10 i ndthedaty tethe aalaadionelpitecd 10 whichistbres the inforndEdbinARddENaeRIRGE SERVER
or the APACH b servyer. The.web se r 21 rovi des  sequre

comun? T at 1o57H9R SP"?’I“E*}%)’ 33@9 o’ﬁﬁ ransaction epgige éX@P’ﬁ% ﬁ@ﬁ'ﬁ% ¥§Fﬁ6%@§$ﬁrf&%§ try
standard t wehsiel @lick rovided thiélmeghddy with 2 aymd bitton dodhRRdPEEe displaying tHelTM." ) |,

AN TP 1 e el b T B0 WSS GPRL rbion Baf Sl et e V0

payment button download page includes the payment button issued to the merchant 112. The
payment button has an associated URL that specifies the key. Accordingly, little or no
20  engineering effort is required to maintain each merchant configuration on'the CS 114.

In one embodiment of the present invention, there are multiple PB store web sites
communicating with the database 212 through the transaction engine 210. When a payment
button is created. the transaction engine 210 creates a field in the database 212 entry specifying
the PB store that generated the payment button. Accordingly, payment buttons may be

25 “branded” among different payment button vendors. |
The database 212 is preferably a robust relational database. A preferred embodiment of
the ptesent invention uses the ORACLE 7 database to implement the functionality described |
" herein. The database 212 stores item descriptions, payment processing rules, and other
information necessary to complete a payment transaction on behalf of a merchant 112. This
30  merchant information is preferably accessed in the database by using a key assigned to each
merchant 112 and/or item for sale. The database 212 is also used as a repository of transaction
information including authorization logs, payment status and completion records, and other
information required by the merchant 112 and the CS 114.



preferably uses industry standard encryption techniques, including secure
HTTP ("S-HTTP') 15 and the secure sockets layer ("SSL"), to ensure that

communi cat i ORgp g3t he custoner 110 are private. Thedpissyisss 216

al l ows only authorized conmuni cati ons between the web server 214

the transaction engine 210 and ensures_that a malicious user gﬁ access
or corrupt theFIG.31s ahighrlevgbhlpekfiagmm pifupctignal components within thg ga Bre 224

al | ows th llﬂg%rra&h%ﬂ:}elﬁ fe Q'dﬁtﬁlk@é@m@@bﬁﬁmudﬂ!gtatpﬁﬁﬁryadﬂ é@lnﬂd’e&%ﬂea%ne

descriptions, nerchant conf rations

ot her inf.or rratloljl;\ %‘?ége
dat abase Xfshreq fypes of item entiipsF1Ry 31463 oniTba PREAY eBEy $10ds SIHHFERY i on, the

mer chant 12y 3G#63@R%0 &ﬁ%e?&aﬁtIQﬁeAE&&ﬁﬂglﬁ thepnma.r;aedﬁ?lmsistt?pxéullyt he web
server 214. The PB store nodul e 224 captures 112 ﬁctlons

on t he Swelrcesssedsither vhen the merchantdd 2 proxides,iie key ‘V‘é%eéls’é‘ﬁ lﬂff’la@ss"‘?’ﬁ Pt abase

212. when the custofheP® @EQIH&’UREB&ovﬂedWE Bnesetitoh Mfikdtadithe tdde PB st or e
web site describes the 25 rrent button nechanism the services offered

by the paymﬁeémthhﬁat%@?ﬁﬂﬂ'}’:” d the costs of the services. In

addition, the weR,3ink& aa&ﬁﬁm&mamsfmmaalmoﬁﬂgmepaﬁ@nsﬁrwsslﬂgmeemwes f or
regi stering new rrerchants a hant renewal faqrm 228 for éﬁnﬁii?r
m 230 for

ner chant riésgt axspegifiefhy the mmha“&h’c? thropeh the BB siots: {10 PHOAR SBEY

| ssui ngy PayyRRits a@éﬁ%@xofdﬁxgﬁéﬂi t?ﬁﬁhféﬁnanonassﬂEEES@WﬂxémeEEhﬁnﬁm MEhefitestf er abl y
i ncl ude CAd praograns

ﬁlgrformngthe unctj onal ﬂ@s rlbed
herein.  type mf°“na“°npf?f§fa seahes thedtpmsatiribptes ppy %“’%?I“T % he nerchant

112 to i npydidonf @ ff&h'tﬁ:@mformatmﬁ fa8820d prefefhblyltentais ﬁth&@tonﬂ;ﬂk @wothec| udes a
payment button wth e nmerchant 112 c pay a registration
fee. Afterd Q‘W@Sef@gyéb%fﬁé‘?}t31§§es€'é‘?li‘$iieé’éle'YPH‘émﬁg‘?‘élFde“ 112 is preferably

i ssued a THRAVA{BRISNREFortidhe foriifiteMIdeperinipoh thaitype of hem CRIG. 34 t hr ough
whi ch the nerchant 112 can

8 15 illustrates tixee dadabase fatrics 3 e Al4: Bi6 deseribing detivery opHons farhardefofud™t ai n t he

mer chant ' sofifne Qemb.. HSWéVet, @h kxibodiment of the frefeat mR@itibn Al Bavelmang differsn

referably inclydes a bytfon w.th t he hant
--p ytypes of items and co esponémg 3ehvery options. A lem‘cﬂtem is tyr;ra?c y a manufactured -

physical product such as clothing, a book, or a machine part. Accordingly, the entry 312

holding delivery options 322 may list various shipping methods and companies available for
20 delivering the hard item to the customer 110.
A soft item, in contrast, is typically intangible intellectual property such as music,
electronic books, or software. For example, the soft item may be a streaming music file that
can be played by the customer 110. Accordingly, the entry 314 holding delivery options 324
may list a URL or electronic key that can be provided to the customer to effectuate the
25 purchase. For example, the options 324 may provide instructions for initiating an FTP session
to download the purchased soft item to the customer’s 110 computer system.

" Anonline item is typically access to an online service or other software executing
remotely from the customer 110. For example, the online item may be access to an electronic
database of information or an online game. Accordingly, the entry 316 holding delivery

30  options 326 preferably includes instructions for allowing the customer 110 to access the online
item. For example, the options 326 may provide instructions for initiating a telnet session with
an electronic database for a limited duration of time.

FIG. 4 is a flow diagram illustrating the interactions between the customer 110,
merchant 112, C.S 114, database 212 and a payment system 222 when completing a payment
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112 can pay a renewal fee. The payment button generation form
230 allows the nerchant 112 to enter item 5 description data, such as

i tem nanes an |,ptions, prices, types, and delivery options, and
payment pr ocegggﬁgz&?iull es, such as supported credit cards, paffEHF%Es%¥dens,
and currencies. In addition, the paynment processing rules may rank

t he paynent trasadtisfracdording td @preférred embeadimatef the present dheventidnb én thle €lowiagraent i S
required (e, g. . th r chang . requjr i1l after. 90 days),

and/ or des &&85‘9%@“&3‘%‘?&’ eﬁ,th%ﬁxga?g? P‘Sﬁo&m P@?ﬁtag\}lgﬁr f%“% or a certain
price. |n otenth@hicatiendtetivern tite vafiousleatities.cEEh# illusurated ondyymajohintedmtionzant 112
enters the jtemdescr.i.pti dat a_and . pa nt essal Jul es by

upl oadi g aPTPPR B RS A dacshelreRmsonr evep fpis kAT dn Siditiop FIC ipratgsaly i /e
format. S5 simple case of th&peesemriiivention wlichdis thel ajeschingt’sdd 2 payhentiprotdssinpajese nt
button generati '

op form 230 send t he dat 0.1 he, transagt ngi ne
210, which SeBHLEa; PRt Faiachsn shavid he piparesostat e sy s cutomer's } fargery
speci fied bisrecelse.. The transaction engi ne 210 passes the key back to the
PB store weh. sit i ch, .pr.ovi des the r chan it h aynent . button
downl oad page di % 1a§¥fid§dg°“\t4\(§@°“ﬁ“br?‘g§lﬁ$ msFe @“beéf&ﬁ‘fd%ﬁiﬁf%tﬂp&r@haéfation
t ransact i onan itém by gressirg v 6 chici associated psynsneBigfon] In fedpense to the ppay,Ment butt on
downl oaqd,page_inc) udes th ayrent ton issued to.the,nercha The
payment 1By LA ek 3okl 1P OB 142 the Bone Ebrh o fhE 1OFRm e P M
little or nepeified by thgiURIcassaripterdivithrthe paymenstchuttoe dTHeustameart shrowsea fdichee4 ldhant
configurati I n one enbodi nent of the present

n the CS 114
i nventi on, ﬁﬁé?ofgre% egpﬁ%ﬁ‘%%fhé Cﬁélg‘t ore web sites comuni cating with
the database 21ZTHetCDlighpatseetht URLseretvied fromithi custoritO] 10Vibethe datgtaydddtkey
dat abase 2L ERPYnE e TG T e WPty et FoRhEE Dome it PhES payment
_but t on. 18ccdt4lacoesses, 410 thenlatabask 012 adsiynanyicdlly gaherates'owetnphgel indivainpgheli f f er ent
PaYTEN DU LU S oo et e B A Bt BeREEL Y 2
i nvent i on usddtidnthe OSATH preferahly ddierminet theilanghagemtilizediby theoustbmenkiOiahy
descri bed ' 1 res item cri.pti ops, paynent
bt ocessi ng FiRger el inc A BMA Ao BBl e el Bieh FECRRRY Tl .
payment tr agewcatédovebqragdis et #1%to the custombwiiD. FIG.S iliistrates Bn exemplacyhserden
I nf or mat,,on 4 X ' dat abase usin key assi gned
to each 20" dsPleg 58 SE b AGE BBEE pu e BRI TR BY sl 070 TS e

used as a reposi Theroustomer sekects detdesired item attributéscandpiynmt samdte, chiterg any

o2 gk BN i QUL ) e S5 el
9 these data to the CS 114. The CS 114 stores 422 the received data in the database 212 and
contacts the selected payment system 222. As described above, the CS 114 preferably uses the
25 PAPI module 220 to translate transaction calls made by the transaction engine 210 into the API
of :(he selected payment system 222, The CS 114 preferably stores 426 records of all

communications with the payment system 222, customer 110, and merchant 112 in the

—

database 212. Therefore, the database 212 can be used to reconstruct transaction histories in
order to provide error tracking and accounting services. If the payment system 222 rejects the
30 transaction, the CS 114 publishes a web page to the customer indicating this result and |
presenting alternative payment methods, if any (this interaction is not shown in FIG. 4).
If the payment system 222 approves the transaction, the CS dynamically generates a
web page containing payment status information and publishes 428 this infonnatiorl to the

customer 110. This page preferably contains a receipt or confirmation number generated by
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FIG 3 is a high-level block diagram of functional conponents within the

dat abase 212. Illustrated therein are a database entry 300 including a
primary entrywlddehipked to at | east one of three type ' !
entries_312, 314, 316. The primary entry 310 is the entry ia’eér%{qskgllﬁg“by

the key provided to the nerchant 112. Accordjngly, the 5r| mary entry 310 is
typical |y $eCSiddeisaprefered@rbagimmt phige mfeehlammlmzhﬁﬁoa TRAien Ayabek B2 whi | e

using the GHq ﬁﬁtﬁ:ei"ﬁféocﬁh% @ari@4ction, swsm,%dtrﬁ%?ch&kﬁ&dﬁﬁﬁéau&ﬂ&nﬂ%@’xﬁletah&‘dml—
provi ded by a paynent_ button to purch ase the item dentified in the

dat abase eftemp. Thigconfirmation number is pgferably adgy o éﬁ%‘?@fs%%m&‘ew{n&ﬂi‘f’s a field 318

storing th%m&aaﬁmriﬁfoﬁia%@&ﬁdagbéweem&%tﬁmmhm11zlah@msa>mespmbfcbzﬁﬂmby the
merchant 112 through the PB store. The primary_entry 310 also 10 contains

a fiel dSszwamne.tm@uerxféﬁpﬁﬁféfqrﬂﬂm%if?tﬁﬁmsgmet&@cmteasw EPdl4teaueEnt 112
The item the payhetR Systdtd fb{'H&bﬁrﬁ Brati ﬁif&ﬁﬁtabﬁ/ TR SHFeb ipResaldoPRefbrhi) eatitdifid MYt €S

i nput by the rrerchant 112 ition, the itemtype |nforrrat|on

field 320 [ther @%P@Wﬁ?%mafnmtu%?@%IFW°PB°WP%P38¢ onthe 4at abase
entry 312, p3ldhant3biebdRe ¢12, IG5 Maktiares aY etpl @Y SerdeR disblaf 600 & order

The avail abl e del | very options for an item depend upon the type of item
FIG 3 15 cpnfirmauonwdPaghr ee dat abase entries 312, 314, 316 descri bing

del i verpg opti onghd ©$ meduanoﬁﬁésmzsmmham 112"t a@m&% ackiPVR \Ufd proides
enbodi nent of the present_inventign may have m':l(ba{l ferent types of

i tems and élefrsa@sffsﬁaw{gorermmrpm&ﬁﬁsmmlq?af ?wmmslwﬁnem ly a

manuf act ur @ghpodiment, ﬂa&yﬁhﬁ&hoﬁ)rs?da&hea Viah sBeurS41800hid thailaniQigk . AQbordin chl ne
part. Accordi ﬁl y, the entr hol dll;g delivery opt i ons 32

list vari o8 ngrw@taﬁﬁa@mml&%ﬁaﬂ#@t Hieiputshase g mads. dellverlng

the hard item t pinhiRE tHeéB$tOH® 118 Iddohes 430 the conﬁrmauon/wes gage dntmerbmnﬁent rast,
Is typically |ntang|ble intell ectual, property such

el ect r di ¢ WrBskts  Preferablys thigayed pagegrovides iy "é‘*"'mi’“l'?l”e1 lgé‘flih qdf"é‘Pr'l‘W‘B’é“%P
"stream ng Ry&it Q'xefp'ul'cﬁas*e Rkny other inféraiatiGEwhicR IR thebtharit 182 GebirePiIRFovidE0 .

Accordingly, the entry 314 hol di ng,  del i very opti gns 324 may |ist a
URL or el ect r onimcSUaRATY: theipressnt iysmtinn s p sstem, giethqd, aud, CRTBRHLT PFASTa f ect uat e
t he instructions for conducting electromc commerce transactions via the Internet or any electronic

communication system. The merchant 112 opens an account on the CS 114 and supplies .
20  information about items sold by the merchant 112, The CS 114 stores this information ina
database 212 entry and issues the merchant 112 a URL containing the key to database entry.
The merchant 112 supplies this URL to customers wishing to purchase an item, causing a
customer 110 to be connected to the CS 114. The CS 114 collects payment information from
the customer 110, conducts the electronic commerce transaction with a remote payment system
25 222, and notifies the customer 110 and merchant 112 of the result.

12



25 purchase. For exanple, thé options 324 may provide instructions for
initiating an FTP session to downl oad the purchased soft itemto the
custoner's 1Mogmmmiter system An online it epai/Gsdadibisgal | Y
access to an online service or other software executing renotely from
the custoner 110. For exanple, the O’H:xi,ﬂﬁsi tem may be access to an

el ectronic dat abase of information or an online ganme. Accordingly,

t he entry IZldmhol di ng delivery 30 options 326 preferably includes
instructions for allow ng the custoner 110 to access the online

item For exanple, the options 326 may_ provide instructions for initiating
a tel net sessidn wi f\fpomputer system for sapnorting electronie pamspergesrangactipns beteeniar at i on
of time. customerand a remotéisichéht,ithe &n’f{:‘u&i“’sﬂ{eﬁ%ﬁ'{ﬁgkih .ustrating the
interactions between the custonmer 110, herchant 112, CS 114,

dat abade 212 and aHaphgssdaring neninyinchulingrasrchaphinformation identifyngeantitem

10 t r aRgfered kP Bald6¥ Mk tinite mBrcRark/aff €7  ed enbodi nent of the
present invention. In the f|ow diagram, . time flows fromthe top of the
di agram t o t he bdtFaBRACHPRENgEE Y enmmpynicatip with the database and a remetgpARYMENE at | ons
bet ween the various eRfsdn %?perfénﬁngin'eiekﬁkﬁﬁé&hﬁxﬁr&'ﬂaﬁsa@ffhe'tﬁfiﬁ@&t | OnsS
between the entities and does not represent every interaction. In addition,
FIG 4 illustrates a ¢BBinccompypm@Eicase of the present invention wherein the
merchapyt' s 112 paynment, fdt ¢odsis | r3Sn : | d;alﬂﬁaE' ﬂ%pent
transaction should be proces?gg&g?&ﬁ\e tie#\gtr(t’ _i&gﬁé{%ﬁer sm!:;frl‘gﬂgr er

i's recei ved. from thecustgmen; the eleptraninromme1es ttansaption idéntifier he

me ' and deged tRe BityGR ARQatabase; aN i tem by pressing 410
thﬂmmuﬁmﬁmﬂmﬁent butﬁtﬂﬂgnﬁrllgtn response 1?0 ?ﬁ’e press, the 10

mer Ehaht ''s Web Sser ver 25e9n¢ magdyle for accanting:mayment informationsfrom thesustomer, thae

| ocation on the CS 114 aymeRSfofrh&idn Renlify g Uil refS1e YairAdn il Bnd D€
paynent button. The cust,on%r' S brovvser.nf et cﬁ@sg 414 L t‘?%’s}/gg{:erenced
page % m t he CS 114, athird module for performing the electronic commerce transaction with the -

remote payment system using the payment information received

from the customer.

2 The computer system of claim 1, wherein the transaction engine further
comprises:
20 a fourth module for notifying the remote merchant and the customer of a result of

the electronic commerce transaction.

3. The computer system of claim 1, further comprising:
a web server in communication with the transaction engine for communicating with
the remote merchant and customer; and
25 a firewall between the web server and the transaction engine for securing

communications between the web server and the transaction engine.

4. The computer system of claim 3, wherein the transaction engine further
comprises:
a fifth module for dynamically generating a web page from the entry in the database
30 and providing the web page to the customer via the web server, the web

page providing information about the item offered for sale by the remote
13



The CS 114 parses the URL received fromthe custonmer 110 for the database
212 key corresponding to the itemthat the custoner 110 w shes to
purchase. Usiwgosorizs key, the CS 15 114 accesses 416 the ptrodvessss®12 and
dynami cal |y generates a web page indicating the attributes and

paynent options avai l 1€ : ' C 112. In
addition, the CS 114 %trg%ac %nfrtgéﬂ 1;agge. € %‘%@é&?ﬁ’@ﬁg’ﬁgué&e&ﬁqﬁﬁ%hﬁy t he

custorer 110 and custmer.enci es supported by the nmerchant 112 and

nodi fies the web page accordingly. This generated web page is sent
418 to the custoner_110. FIG 5 illustrates an exenplary screen 20

di spl ay 500 of 3t he WRsSOpRYEr system; of glaiz J-dhsrein the sompHtsr sHstem Sithehe cust oner
110. comprises: 1he customer selects the desired itemattributes and

paynent service, enters an . necessgn%/. paynent i nformation, such as a
credit Tard or acththmodiletaspccepting the merchant inforpgtion identifyipg:the item offered t he CS

+14—The (S 114_Stor egorddle b 1R rérfidie méRHar Hadhd Welf Rfvef] dlcail@SRe dalabaitd

c sel ect ed paynent system 222. As described above, the CS 114
gﬂmmwm ﬁwmwe 250ty fopmlding themerchan infrmstignamnd providing theemobh cal | s

| ! s ctl%r&mma?réﬁmhw@tﬁm:ae&en? of the selected
paynment system 222. The CS 114 preferably stores 426 records of all

comuni cations with the paynent system 222, custoner 110, and merchant 112
in the d&t abatke dinputed fetetf ofichim 1 ) vehedéh die @Retrchlconmiferdearansaetior 0

reconstruct transaciian histories in order .to provide error tracking
fnd ackburiErHRR A (L cRentising e Smprler syoter e arloind’s Byl o e
transacti ofatabhgee CS 114 publishes a web page to the custoner indicating
this result and presenting alternative paynment nethods, if any (this
I nteraction is not shown in FIG Qéjl) . | f the paynent system 222
approves the trfansaéhs eomputensyses of ghimil cuhdrsin ghedatabase Surther comprisegeh page
cont ai ni ng payne s el | g | L S .4 riation to
he clst oo S0P bt S A L OEDy e Burlcll Bl iR
.confirmation nunbreventeprepifiegideliyery options for the item offered for sale by the remote

11 15 merchant.

=
-

8. The computer system of claim 1, wherein there are a plurality of available
remote payment systems and wherein the second module for accepting payment information
from the customer accepts payment information identifying one of the available remote

payment systems.

20 ' 9. The computer system of claim 1, wherein the transaction engine is executed by

a plurality of distributed computer systems.

" 10. A method 6f conducting electronic commerce between a remote customer and a
remote merchant, the method comprising the steps of:
receiving information identifying an item to be purchased by the remote customer;
25 receiving payment information specifying a payment method to be used by the
remote customer to purchase the item;
conducting a payment transaction with a remote payment system specified by the
payment information; and

14



the CS 114. In a preferred enbodi nent of the present invention, the
confirmati on nunber is a uni que nunber encodi ng transaction, session,
and nmerchant wmebeaaor2i cations and a tinme and date st anp.pchios®snsssq
confirmation nunber is preferably a key to a database entry hol ding the
transaction informati o d can be used. | ater t he merchant 112 and
custoner 110 to coﬁ’fqvf%’ © PP mf‘c?‘“&&lﬁ‘?’"?tﬁ\é‘e&mffﬂthfadﬁuﬁﬁﬂ’ént st at us
i nformation, and to usepayhenﬁﬁnaal:ﬁodo query t he paynent system for
account status information. The web page al so preferably contains any

other information required by the nerchant 112 and a link to a confirmation

page on the lherc meﬂpdwéblatﬁl(bﬁl.ﬂ.ﬂtwﬁipﬁsinéthelstepmﬁ ates an exenpl ary
screen di splay 600.Qf; 26 The
CS 114 aI so notifies vmglt hlgﬂrtrlgrrlé omﬁgg}%q{ﬁéaé paymen atggfe“égc%gf%aﬂt *and
provi des3 t he stonpg themlptatlm abkoutth¢ itemtd rpurchaded at aspecifiad Ipcativh;dad t 0

the customer 110. Fovittirg emo?erm%aﬂﬁgfth fe &c?%tthéépggh%@?ﬁ gy performed

via a secure el ect on|c nal nmessage Ceor he cust oner
110 and nmerchant 112 are notified that the purchase was nade.

Finally, the cusinnerrhthtioaiofbiesn ﬂﬁ@h&@ﬁﬁ&%&b{efm&éh‘aﬁwﬂ&g Ad3 MGefofinld 15
merchant's bh.site. Preferably, this web ovi des the custoner
R SPEEER p4atich todk

110 with ad G IgTote C“ﬂOm%‘ém?nse‘ﬁéo %rmg@wwmeaﬁgsmgh@r

i nf or mat i onpidhabthHelemier chant 112 desires to provide. In
summary, the present invention is a system nethod, and conputer program
I nstructions for conducting electronic commerce transactions via the

| nt er netlOor any H. ectTPthiemodofclaincmymmhmtﬂpﬁﬁngﬂﬁ&emfThe nerchant 112

010 byt he. mor chafio i SR uRpl s oo PP ApRONh

dat abase 212 entry and ¢ustomescaniselecter chant 112 a URL containing the key to
dat abase entry. The nerchant 112 supplies this URL to customers

wi shing to purchase an item_ causing custoner 110 to be connected
to the CS 114. THe CghIMﬂE’SPf @emslopaymmthq st eeeiving infowmmtion identifying

cust oner 1l¢he icPREYE b fﬁ,ltﬁ@;eﬁfa{ycgst & Cugﬁsémgﬁ%& on with a renote

paynent system 25 notifies t oner and nerchant 112 of
fhe res ? rccelvmg payment processing rules specifying payment options available for

purchasing the item; and

receiving delivery options for the item.

15. A computer-readable medium having computer instructions encoded thereon for
conducting electronic commerce transactions between a remote merchant and a remote
20  customer, the computer instructions comprising;
instructions for storing item information received from the remote merchant;
instructions for issuing the remote merchant a reference to the stored item
information;
instructions for receiving an electronic commerce transaction identifier from the
25 remote customer containing the reference to the stored item information
issued to the remote merchant;
instructions for accepting payment information from the remote customer, the

payment information identifying a remote payment system' and

T HIIH IIIH Hlll I
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12 CLAI VB

| claim 1. A conputer system for supporting
el ectroni ¢ cogyedgrest r ansacti ons between a cust omepcidospsisanot e
merchant, the conputer system conpri sing: 5 a dat abase

e T
transaction engi ne i n pagiientlystan iy the pdynteheinfbanhativnseceived framrtbewstuetepay ment
system for performng el ectronic comerce transaction, the transaction
engi ne conpri si ng: mer. a first nodule for receiving
an el ectronic commerce transaction identifier from
the custoner, the el 1651 ERTE R R YR 15 WheloHAERL biions frts

speci fying the gﬁtrﬁ?%&?ﬂg&(%ta asg';gi a second ‘nodul e for acgléspti neé paynent
i nf or mafi oporprise t he cust oner, the

payment i nformati g, M6 fof ¥d € rénfiPnBroR Y Bl the RYdIEHsoRBEOS 2 resuktd

a third nodul e for per?%grfrﬁ ngd?gﬂ%&efect roﬁtlcc_ comer ce transacti oan wth the
renote payment system efshagiectragic pempmerag transdchionat i on recei ved

a
Clli

17.  The computer-readable medium of claim iS, wherein the instructions for storing
item information received from the remote merchant comprise:
10 instructions for receiving payment processing rules from the remote merchant
specifying payment options for the electronic commerce transaction; and
instructions for receiving delivery rules from the remote merchant specifying

delivery options for the electronic commerce transaction.

A

16



fromthe custoner. 2. The conputer system of claiml1,

wherei n the twaeweeiri on engi ne further conpri ses: pCTRIS98/15884

a fourth nodule for notifying the renote nerchant and the custoner of a
result of - the el ectronic comrerce transacti on.

3. The conputer systemof claim1l, further conprising:

a web server in communication with theiygansacti on engine for conmmuni cating
with - the renote nmerchant and custoner, and 25

a firewall between the web server and the transaction engine for securing
conmmuni cati ons between the web server and the transaction engine.

4, The conputer systemof claim3, wherein the transaction engine
further conpri ses: a fifth nodule for
dynami cal | y generating a web page fromthe entry in the database 30

and providing the web page to the custoner via the web server, the web
page providing information about the itemoffered for sale by the renote
13 merchant and facilitating collection

of the paynent information fromthe 805 cust oner.
b $“~>"v
3] =
ra 3%
(S
g
[=]
-
o
1-\
|
Z
<
= |
e e/
m - [——1 ]
L | |==
= Ll ==
-\

110

CUSTOMER

SUBSTITUTE SHEET (RULE 26)



5. The conRut er systemof claim 3, wherein the conputer systemfurther
ses

conpri 0 99/87121 a sixth nodule for accepti ng,,élt)ﬁsm%?ant
information identifying the item offered

sale by the renpote nerchant via the web server, creatl ng the database entry
for holding the nmerchant information, and providing the renote mer chant
with a.reference to the database entry., 2/6 6. The
computer systemof claiml, wherein theé"electronic conrerce transaction

10 identifjer is a URL i entlfyl ng the conputer system and including a key
to the entrly inghe dat abase. 7. The
conputer sy tenﬁ)ﬁ claim], wherein the database further conprises:

an entry spke C|fygw§)ayne processing rul es defined by the renote

mer chant; and an entry specifyrmeg~del i very options for
theltemof ere&f"’br sal e[ by the™gnote

mer chant . 8. Qe - copputer system of chNaim 1l, wherein
there are alp al i nf _avail abl e renot e paynment systens and
wherein the second nodul e for accepting paynment i ngornmation from
. the custoner accepts paynent informationfidentifyi %3 one of the\avail able

r enot e paynment systens. 20 3. The qonputer
system of claim1l, wherein the transactilon engi ne I‘.‘# executed b

a plurality of distributed conputer systgems. £ 10. A

met hod of cpaducting.electroni c commerce\between a renote custogher and a
renote nerchant, the nmethe¢d conprisi ngAN& steps of:

receiving ipformation identifying aa”item NQ be purchased by/the renote
cust omer, Zg gcei ving payhept informatieh specifying a
paynent nethod to Qe usedib he :

™~

t
=
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renote custonmer to purchase the item conducting a
paynent transwgﬁg W th a renote paynent system specified by the
mation;  a

payn‘ent i nf or nd PCT/US98/15884
14 - provi ding the renote custoner and the renote
merchant with a result of the paynment transaction.

11. The nmethod of claim 10, further conprising the steps of:
recei vi-ng i nformati on about the iten1tC)#y% purchased fromthe renote

merchant; 5 storing the intformati on about the itemto be
purchased at a specified |ocation; and provi ding the
renote nmerchant with a reference to the specified | ocation.
12. The nmethod of claim 11, wherein the renote nerchant provides the
reference to the specified |Qcation to the renote custoner responsive
to the renote custoner desiring to™N \\ purchase the item 10
13. The net hog—ef—et+atmto—Fur-ther—conprrstno—tie—step—of-
providing the rgnote customer with a list of itemattributes fromwhich the
custoner can sellect. o
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14. The met hod of claim 10, wherein the step of receiving information

i dentifying the itemto be purchased by the renote custorner conprises
the steps of Wo;%/07121 recei vi ng paynent processing? 5884

speci fyi ng paynent options avail able for pur chasi ng
the item and receiving delivery options for the item

15. A conput er-readabl e nedi um havi ng conputer instructions encoded

t hereon for conduycting el ectronic,gommerce transactions between a
renote nerchant and a Renote 20 custoner, the conputer instructions
conpri si ng: ('J i nstructions for storing iteminformation
received fromthe remjn.e nmer chant ; instructions for

i Ssui ng the..rgrrote merchant a reference to the stored item

informati onu,m instructions for receiving an el ectronic
comer ce trg‘l rom—tcentt+frer—fromrtire—25

cust oner Q ning the reference to the stored i
i ssued to tfe renote merchant; [
paynent information fromthe r enot e custoner, theks
paynment information identifying a renote paynent
instructions for conducting the el ectronic comer transaction with the
renot e paynent system usi nﬁ he paynent information
received fromthe renote chsjteprer .

16. The c@mputer-readabl e medi um of cl ai m 15, /i n the instructions

ICIIUtE'
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5 " conpri se: I nstructions for notifying the renote

mer chant and _t renote custonmer of a result of the
electronic c Y@Lt r ansact i on. 17.  The cSfPpHE¥ 188 dabl e
medi um of claim 15, wherein the instructions for storing item

I nformati on received fromthe renote nerchant conprise: 10
instructions for receiving paynent preggessing rules fromthe renote
mer chant speci fyi ng paynent options for the
el ectronic Cpﬁﬁ%ﬁ@@—%ﬁﬁﬁ&ﬁ@%ﬁOﬁF-&ﬁd—f TStTUCtT oS
recei ving deji o t he_rennte gerchant specifying
del i very opt}jors

PLEASE REVIEW THIS PAGE AND ENSURE IT IS CORRECT,
BEFORE COMPLETING YOUR PAYMENT DETAILS.

PRODUCTS ORDERED
SKU QTY ITEMS UNIT PRICE EXTENDED PRICE
2121 2  SPROCKET $8.99 $17.98

SUBTOTAL: $17.98
SHIPPING: $ 3.95
TAX: $ 1.72
TOTAL: $23.65

BILLING ADDRESS SHIPPING ADDRESS

FIRST NAME: JOE
LAST NAME: BLOGGS

COMPANY: GLOBAL BAKING COMPANY
ADDRESS 1: 2252 N. PETERS RD.
ADDRESS2:

CITY: SAN JOSE

STATE: CA

ZIP: 96025-5123

PAYMENT INFORMATION

PAYMENT TYPE: MASTERCARD

NAMEAS IT APPEARS ON CARD # [ ]
NUMBER - » | 1
EXPIRATION DATE * | /1

MAKE CORRECTIONS | | PROCESS ORDER

FIGS 500
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RECEIPT

netadvantage

SRR SIQOIRS

- THANK YOU FOR YOUR ORDER - -
RECEIPT NUMBER: 1587-8029-5

CrenCI Y

GLOBAL SPROKETS COMPANY INC.
2243 E. WISTENA WAY, BOSTON, MA 24248, USA
EMAIL: INFO@SPROKETS.COM. WEB: HTTP/WWW.SPROKETS.COM

PRODUCTS ORDERED
SKU QTY ITEMS UNIT PRICE TOTAL PRICE
2121 2  SPROCKET $8.99 $17.98

SUBTOTAL: $17.98
SHIPPING: §$ 3.85

TAX: $ 1.72
TOTAL:  $23.65
BILLING ADDRESS SHIPPING ADDRESS
FIRSTNAME:  JOE
LASTNAME:  BLOGGS
COMPANY: GLOBAL BAKING COMPANY
ADDRESS 1: 2252 N. PETERS RD.
ADDRESS2:
CITY: SAN JOSE
STATE: CA
ZIP: 96025-5123
PAYMENT INFORMATION
PAYMENT TYPE: MASTERCARD

YOUR CARD HAS BEEN CHARGED: $23.65

CUSTOMER INFORMATION

WE AIM TO SHIP ITEMS WITHIN 10 DAYS
THANK YOU FOR YOUR ORDERI

RETURN TO SITE

FIG.6 - &0
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