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Intermet (304). A wireless network (302) can also be established using browser encapsulated communication programs to transmit

data packets which comply with any standard wireless local area network protocol (306). Communications
between a web server (420) embedded in a centrally Jocated host monitoring station (202) and a separate

can thereby be established
security panel (206).



network protocols (IP) froma renote site to a nonitoring gamhi2004i n
real ;time over, preexisting communi cation networks, such as the |Internet
(304) A wirel ess network..(302) can al so be established using browser
encapsul ated communi cation progranms to transmt data packets which conply
with any standard wirel ess_| ocal area network ﬁmmmmmﬁ@m
Comunications can thereb 01/1H6912heA 1 bet mm N O AR R T

enbedded in a centrally | ocate ost noni orlng starron

separate gagur) n 208) . OBy Ch. 1 METHOD AND APPARATUS FOR
REMOTELY %}ﬁwyﬁ :

3ACKECL ﬁggﬁfj?ﬁd¢?¥ﬂ%FEﬁ”mﬁ%ﬁﬁﬁbn
The presemtendnitent i ON rel ates gener a %ﬁ@“@pﬁg’f"ﬁé"’h"bﬁﬁr

particularly, the present invention is dlrected to nDnltorlng a renote
site by providing real tinme transm ssion of outputs froma plurality of
digital and/or analog nultistate sensors which detect intrusion and/or
fire, and comunicate this information in an efficient, and effective
format. Background Information: Existing intrusion detection systens and
their respective nonitoring- stations typically provide binary off/on alert
information to the user. - Known security systens enploy binary status
detection devices due to the availability and | ow cost of these sensors,
and report only active (versus inactive) alarmstatus information. For
exanpl e, an indicator, such as a lanp or audible output, is on when a
particular sensor is tripped, and is off when the sensor is reset. Sone
known net hods capture dynanic point state transitions using, for-exanple,
| at chi ng sensors that hold a transition. state for a limited period of
tiyme, then reset automatically. Systens that offer nore detail ed
information resort to specialized '




communi cati on protocols and proprietary interconnection 1gqliafch@ns4 For
exanpl e, nonitoring systens for property protection and surveillance are
known which transmt |ive audio and/or video data. However, because a

| arge number of video surveillance caneras is not only cost prohibitive,
but generates large quantities of data that cannot be easily transnmitted to
renote nonitoring sites in real tinme, these systens have not achieved the
wi de spread use associated with b|nary of f/on systens. 16 March 2004 -2
Systems- that supply binary offlon al et i nformation, even sophisticated
systenms that enploy nmultiple sensors in a nonitored space, only resolve
alert information to a particular sector, or zone, of the building under
surveillance. Thus, infornmation such as the precise location of a
potential intruder, is not provided for responding police officers. Mre
inportantly, even whenMETHORANDARPARATHSEOR REMOTELY i ncrease the
resol ution of alert informati on MONITORING HOSIEEY on/of f indicators
prohibits any ability to track an intruder s movenent through the building

and yet :still be able to reseREROVND qﬁl% f the intruder. In
addi tion, knovvn bi nary off/on systems can no 'sh whether an alarm
Is real (| i enxfie Waen police arrl ve on the scene of a

bui | di ng vvheren all:rgr m was tr| pbed t hey do not- know whether the alarmis
real or false and t Pﬁ‘%ﬂ?ﬁ&%ﬂ%@ﬁﬂgﬂlﬁ@ menithring airembtegite.

Substantial ti g, gn_{mw hay ng ,pol.i ce respond to-1arge
numbers of false a%arm; g mﬁ&t%g'ﬁ% ‘%‘T aﬂ) g aemate ¢ he
police do not kitoby phividif® et GiderteihsmAthrCely Gla Bﬁ“ﬁ%m' se. They

enter the building not knowi ng where the subj ect(s The sane
dr anwbacks exi s€igitaband/er analagmulsis tatﬁgsmmtssmhmkedétbranmmsmysﬁcﬂﬁﬁﬁrd\l t hough

tire al a‘r m Sysaff&rgﬁgm%%ﬂistmtegmgﬁéneﬁtany thglggt tagg elffgc(::t?\le format.
Bacl;g;om;d Information; _
Existing intrusion detection Systems and their respective monitoring
~ stations -typically provide binary off/on alert information to the user.
Known security systems employ binary status detection devices due to the
availability and low cost of these sens'ors,. and report only active (versus

inactive) alarm status information. For example, an indicator, such as a
lamp or audible output, is on when a particular sensor is tripped, and is off
when the sensor is reset. Some known methods capture dynamic poiiat

, |  State transitions using, for gxample,‘ latching sensors that hold 2 transition
state for a limited period of time, then reset automatically.

Systems that offer more detailed information resort to specialized
commumication protocols and proprietary interconnection sr_jlutions. For
example, monitorigg systems for property protection and surveillance are
known which transmit live audio and/or video data. However, because a ,

' large number of video surveillance cameras is not oniy cdst prohibitive,
but generates largé quantities of data that canmot be easily transmitted to
remote monitoring sites in real time, these systems have not achieved the

wide spread use associated with binary off/on systems.



fire conpany, the false/real alarmdiscrimnation, exactig@gahioangof the
fire, and the novenent of the fire are unknown to the fire conpany which.
receives and responds to the alarm Accordingly, it would be desirable
to provide a systemand nethod for nonitoring a renote site, whereby the
fal se/real alarms can be accurately distinguished, and whereby novenent of
intruders or fire can be reliably tracked while still pinpointing the
preci se |l ocation of the intruder 16 March 2004 -3 or fire. It would al so be
desirable to provide this information to nonitoring sites, for use by
respondi ng personnel, in real time. SUWARY Of' THE | NVENTI ON-The present
I nvention is direct ed to providing syst%\; and nethods for renotely
nonitoring sites to provide real tine imMormation which can readily permt
false alarns to be gI%&Ig‘F JIShrﬂy and |ch can identify and track the
precise | ocation of AU phaiop alers infprraation, everoni tor i ng

capabilities SS(?hls@iéaM tracking .capabilities,
can be inplemented through the use 09 IPI SW%EPP&FB qpﬁced novel

i nterface whi mﬂpeesdtesalenﬁnﬁnnmammtot OpdrticiliP& ! besbrdS bPfhe St andard

net wor k proto ol. roma renpte site to a rmnltorlng statton in real -tine
over preexi st W%“’E‘Bﬁt Survedianget by dnformetiomsuchias theprecize focatibn Wi 1 el ess

orograms. (1or el ES IR dif bR EhenGrtRE plicesilioesso Tor t by (o

transmt data MerkibsortdutlyheveaWhen Makde ARNbSHF SN gﬁgﬁd'sﬁég) | ocal area
I'S

net wor k- prot ocol . Conmuni cati ons can thereby be esta en a web

server enbedddhe Fﬁoﬁlwfraéﬁngﬂfbnmmadtﬂme of biriatp 6i/off indieh@kd On and a
Separ e SeCUbiuSe) oHR) Bt n SR S b i g

_ and yet still be able to resolve the current location of the intruder.

In addition, known binary off/on systems can not distingwish
* whether an alarm is real (ie., gcnumc) or false, When police arrive on the. '
scene of a buﬂdmg where an alarm was tripped, they do not know whether
the alarm is real or false and they are blind to what is inside the building,
Substantial time and money is expended in having police respond to'large
numbers of false alarms. In situations where the alarms are valid, the
police do not know this for certain, and can be taken by surprise.  They
enter the building not knowing where the subject(s) might be.
The same drawbacks exists for fire monitoring and surveillance
systers.  Although fire alarm systems are often tied directly jato the local "
| fire company, the false/real alarm dlscnmmauon exact location of the fire, |
and the movement of the fire are unknown to the fire company which
receives and responds to the alarm.
Accqrdingly, it would be desirable to prbvide a system and met'hod-
for monitoring a rem_ote' site, wherebj the false/real alérms can be
‘accurately distinguished, and whereby movement of intruders or fire can be
reliably tracked while still pinpointing the precise location of the intruder



renotely nmonitored. In exenplary enbodi nents, comuni catlieinsrck20ode handed

off fromthe centrally |ocated host nonitoring station to a nobile
nonitoring station (for exanple, to a |laptop conputer in a responding
vehicle, such as a police or fire vehicle). The handoff can be such that

di rect communi cations -are established between a security panel |ocated at a
site being nonitored and the laptop (for exanple, over a cellular network),
or indirect conmunications can be established via the host nonitoring
station.-16 March 2004 -4 The network can be used to provide the primary
visual alarmstatus reporting that gives the nonitoring authority (user)
the ability to identity the precise location of an intrusion/fire, and to
di stinguish false alarms. Miltiple stat®- or multistate, indications are
provided to represent._a sensor. For_ exanple, each sensor can be identified
as being: (1) '&Irﬁ@nt#?’oﬂﬁlﬂﬁ%bwe%@hd@mféﬂﬂﬁhm informationded acknow edged

by a nonitor; ( -Ecﬁﬁﬁ'g;- ' not.in,alarm.(5) disabled; or
(6) a non-repor’ﬁ%l#g a rir?]y’ ’tﬂ?ﬁ‘ﬁ‘%ﬁﬁggg&%ﬁﬂ’f’?f’%& ! §-ons, the
nmoverments of an intruder or SUMMARY OF THE ' yet the precise
location of the intruder/fire can still be identified. This additional
tracking ability gi vERe prebéns avientiemisndirectesctoi pravidingdystems gmdamethbds scene as
t hey know the lgocation of the.subject/fire and can  track any subsequent
novenents as tr@V‘?}%@H'PBmHEP& ﬁlJﬁémaP e realitinge infprmationywhich cag

Ceneral Iy speakiiifit Ne(= oIy N tign are
directed to-a net hcy and app?rlﬁ"%g&?)or oAl %%%Eﬁ%;%&l&&#ﬁg aggpar at us
conprising: a deckrthe prezisedocationaf an akirm! e efdinslery enibodimegeuri ty panel
having a plurali t%ﬁ)f sensqor.s, and a nonitoring systemfor receiving in
real tine, sel fme ring @gabjltes Bchap impsien/ ction and gackingr nat i on

capabilities, can be implemented through the vse of multistate indicators in
a novel interface which permits information to be transmitted using

standard network protocols from a remote site to émonitofing station in

 real-time over preexisting communication networks, such as the Internet.
A wireless network can also be established using browser encapsulated
communication programs (for example, active X @ntrol, Java appléts, and

- so forth) to transmit data packets which comply with any standard wireless
local area network ﬁrotocol. Communications can thereby be established
‘between a web server embedded in a centraily located host monitoring
station and a separate security panel deployed in each of the buildings to be

. remotely monitored. In exemplary embodiments, communications can be

handed off from the centrally tocated host monitoring station to a mobile
monitoring station (for example, toa laptop computer in a responding
vehicle, such as a police or fire vehicle). The handoff can be such that

- direct cbmmunicaﬁbns a‘r_ercst.ablished between a security panel located at a
site being monitored and the laptop (for example, over a cellular nethork),
or indirect communications can be established via the host monitoring
station. . | '



regardi ng the space fromthe security panel over a netwaekisghrgofa net wor k
protocol, said nonitoring systemincluding a graphic interface to display
said information in real time as nultistate outputs associated with each
of said plurality of sensors. 16 March 2004 -5 Exenpl ary enbodi nents
provi de updated information, in real time, regarding the status of sensors
associ ated with point alarns included in the space being nonitored. The
graphi cal display of information can be-provided as a hierarchi cal
representation of network-to-site-to-point status wusing, a plurality of
tiered screen displays. The supervisory nonitoring system can be
configured as a central or distributed nonitoring systemincluding, but not
limted to, the usemnm@ksmbe%ﬂmprbﬁdéﬂﬁ@ﬁmatﬁnswﬁlmﬁm optionally

direct information t he er vja.a cellular | ephone . network and/or via
pagi ng servi ce’ P‘ﬁmP%& he mopioringay cﬁ tﬁ?ébﬂ"é’é?lld&%téf i ncl ude

security neasume§rec§@matﬁﬁldfaﬁn&iﬁféﬁﬁﬂré AH4 RS Ridin sﬂf’als%%@%‘n access to the
network to secure command and control conmuni catl ons EF DESCRI PTI ON COF

THE DRAW NGS OMisliplesitjteer sulisthte indicatiansose priovided topeprseent a senvent i on Wi | |

becone nore hose. skilled . 0y t he. ar on reading the detail ed
descri ption o?lpc?-he pr’lgf%arc}trlé%w%rr%gé’ r"r‘ﬁe 1§ B}ge{lﬁ MFEYdR enent s have been
desi gnat ed by 4linke (Z)wiRER]ySin and aﬂ@%@bmedgewaemémﬁaqwreeéht@iﬁml ary
graphics screen viewed through a security panel web page, wherein the

gr aphi cs di spl &gy &Hngt ﬁ]sal%l‘ﬂf (Datiggbled; on(@)oan-reppting slomsi Withi cons over | ai d
on a bitmap t%b&%pﬁﬁgtﬁeﬁimﬁénsp@f ﬂﬁo%el%g&s LRS! i Sdedbl f cal hJUT € 2 Shows a

general overview of comuni ca 1ONS TTans
tracked, and yet the precise location of the intruder/fire can still be

identified. This additional tracking ability gives police/firemen a tactical
advantage at the scene as they know the location of the subject/fire and can
track any subsequent movements as they close to make the arrest and or fight
the fire.
Generally speaking, exemplary embodiments of the present
invention are directed to a method and apparatus for monitoring a space,
the apparatus comprising: a security panel located at the space, said
security panel having a plurality of sensors; and a monitoring system for
receiving in real time, self initiated updates in point sensor status information
regarding the space from the security panel over a network using a network
. protocol, said monitoring system including a graphic interface to display said
information in real time as multistate outputs associated with each of said

plurality of sensors.



bet ween four basic subsystens; Figure 3 show basic conpotfektasshd004n
exenpl ary system bl ock diagram Figure 4 shows a detailed diagram of an
exenpl ary host conputer in a supervisory nonitoring system 16 March 2004
-6 Figure 5 shows a detailed diagramof an exenplary renote conputer;
Figure 6 shows a detailed diagramof an exenplary security panel; Figure 7
shows a detailed diagram of an.exenplary nobile conputer; Figure 8 shows
an exenpl ary display screen; Figure 9 shows exenplary conmuni cations
bet ween the security panel and the host conputer; Figure 10 shows exenpl ary
comuni cati ons between the host conputer and the, renote conputer; Figure
11 shows exenpl ary conmuni cati ons between the security panel and the
renot e' conputer;. and Figure 12 shows exempl ary communi cati ons between the
security panel and the nobile conputer. DETAILED DESCRI PTI ON OF THE

PREFERREI") EIVBCDI NEl\iﬁsemp_lar;Fmchhmngm povdde updatdeinformationcin feahgmeet ai | s of
a system for | e odj men,t of the invention, an
overvi ew of the cgﬁ{;ﬁqg*hg%m%q ‘I’feseﬂéaj P‘??é?’&@ dlarms nehidedyin ghespl ay of

oraphi cal user A aﬁbﬁh@?@ﬁ“&ﬁo@aﬂﬁw gt pref%anhﬁg%é?ﬁf?‘oﬁ.

graphi cal user interfa
Referring to Fi provided as titdergrchjdal represemtation of network-to-site-to-point status

" using a plurality of tiered screen displays. The supervisory monitoring
- system can be configured as a central or distributed mbnitoring system

' mcludmg, but not limited to, the use of a base station bost computer which
 can optionally dn'ect mformatlon to the user via a cellular telephone
network and/or via paging service in real-time. Alternate embodiments
can also include security measures, such as the pseudo-randomizing of port
 access to the network to secure command and control commumcatmns. :
BRIEF DESCRIPTION OF THE DRAWINGS
Other ob__]ects and advantages of the present invention will become
more apparent to those skilled in the art upon reading the detailed
description of the preferred embodiments,. wherein like elements have been
design_atéd by like numerals, and wherein:
Figure 1 shows an exemplary graphics screen viewed through a
. . security panel web page, wherein the graphics display contains a floorplan
layout, with special icons overlaid on a bumap to identify sensor points and
their status;
Fl'gure 2 shows a general overview of communications transpired
between four basic subsystems; _
Flgure 3 show basic components of an exemplary system block -
diagram;
Flgm-e 4 shows a detailed diagram of an exemplary host computer
ina supervxsory momtormg system;



I nterface provides a screen display 100 of a. particul aridgen 2o0an 102 in
a building being nonitored for intrusion and/or fire detection. In the
Figure 1 exanple, a web browser included in the supervisory nonitoring
system is displaying a building floor plan 102 for an el enentary school
with its alarmpoints, and illustrates a two-person intrusion in progress.
In this - black/white rendition, points not in alarmare white circles 104.
Two 16 March 2004 -7 black circles 106, 108 indicate two points that are in
simul taneous alarm The gray filled circles 110, 112, 114 and 116 show
alarms in a latched condition; that is, they were recently in alarm but,
are not now in alarm Thus, at |east three different states (for exanple,
not in alarm recently in alarm and imfalarnm) are associated with the ;
sensor | ocated at ach aI armpoint in the Figure 1 floorplan to provide a
nul tistate indicati ¢hSHED @Q&ﬁﬂﬁmlﬂdphagmmaﬁMen@mrywahefef ace. O
course, those Sgin? é& in the art wll appreciate that any nunber of states
can be provide addi tional states to represent inoperable or

di sabl ed al ar m poi nigj @'sh "Rl eés%ﬂnl Qg %m_’t) d wth respect to
an exenpl ary enbodi megnl{rE spﬁ%?uch s?tdgga can "ri%g?n‘g’an apply
pattern di-scrim nat Fwﬂcﬁrmw adetaileld disgrahefantex Em? Rry afob@ikar m poi nt

condi ti ons pro#ded by the display at a nonment in tine, referenced herein
as an "event s Tit o precisely understand and convey the nature of the

i ntrusion. By noni tﬁaglﬂgsts%ws%% é‘ﬁé*a??ﬁ Bi ?r m st at es, false alarns can be

readily distinguishedfrom genuin actual intrusions

and/or fires). For Fmb@hoﬁseﬂwpﬁrfwmﬁmqﬁw& v&%ge&@@ysupervi sory
nmoni toring syst aphi.cal user interface .can be positioned next to a

particul ar al aP"i‘HebBW'nB‘e Basbeomputaticess additi onal al arm point information.
Thi's alarm pel Nt Figure 10 shows exemplary communications between the host

computer and the remote computer;

Figure 11 shows exemplary communications betweeﬁ the security
- panel and the remote computer; and
| Figure 12 shows exemplary communications between the security
panel and the mobile computer.
DE'I‘AILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
1. Functional Overview
Before describing details of a system for implementing an
- _ exemplary embodiment of the mventlon, an overview of the invention will
be provided usmg one exemplary display of information that is provided at
~ a supervisory Wm accordance
with the present invention. Referring to Figure 1, the graphical user
' interface provides a screen display 100 of a.parﬁcular floor plan 102 in a
. building being monitored for intrusion and/or fire detection. In the Figure
1 example a web browser included in the supervisory monitoring system
is dlsplaymg a bmldmg floor plan 102 for an elementary school with its
) alarm points, and illustrates a two-person intrusion in progress. In this
black!wlute rendlnon points not in alarm are white circles 104. Two



i nformation can identify the type of sensor situated at 16idareh 2004 poi nt
(for exanple, glass breakage detector, snoke detector, and so forth) and.
the room nunber or area can be identified. The Figure 1 event slice
associated with activity in the space being nonitored (that is, a snapshot
in time of a condition nonitored at the graphical user interface), can be
interpreted. in the followi ng manner:” 16 March 2004 -8- The latch condition
110 represents a door sensor .that has recently been in alarmand is now
out of alarm b) The latch condition 112 represents a notion detector that
was recently in alarmand is now out of alarm c) The latch conditions 114
and 116 represent notion detectors in the same state as |latch condition
112; these conditions informthe user of-two separate tracks (i.e.,,

pat hs) of an intruder (or spréad of a fire); -. The two points 106, 108
are in simltakbiasksingles 106, B8 inditaite fwanpointstthat ane isdmultiseons alar@ach of

t hese points, e us an de ne_that these points_are, for exanple,
not i on-det ect oﬁgleigﬁaﬁﬁhﬁ‘ic‘gdﬁﬁhﬁi’gfﬁf 114 and L}, show alagmp inca fagehed:  An

anal ysi s suma S Yede LRdb t._an intrusi.on - occurred
at the front dc%?&ggﬁp%ﬁgits' %gre a&e a@g H;%é@lti’ggaf%f‘?w&?dﬁ% goi ng
left up the North hélhuspsdedshehres Gifferenisnges fixadpl) bhd fagh; hal . The

display indicates that the intruders are currently in Roonms 3 and 19.  An
ACTI VI TY icon Te®ndyn plargpaatinalany are assoviatediwith theokensur|lotatedeatevent  dat a

breaic.i n and 1 Fict e BOIkIR B wiglre CHGHBIeR ofpefvi & ygtiacle Sodiitiama) or 1 aw
- for each alarm point at the user interface. Of course, those skilled in the
' ; art will appreciate that any number of states @h'be provided, such as
additional states to represent inoperable or disabled alarm points. Fdr
| example, as will be described with respect to an exemplary embodiﬁ:eﬁt,
' six such statf:s can be used. , | |
~* The user can apply pattern discrimination through visual
representation of alarm point conditions provided by the display at a
- moment in time, referenced herein as an “event slice™, to precisely
understand and convey the nature of the intrusion. By monitoring the
. display of alarm states, fal&e alarms can be readily. distinguished from
' genuine alarms (that is, actual intrusions and/or fires). Fo£ example, a
. - mouse cursor associated with the supervisory meonitoring system's |
graphical user interface can be positioned next to a pafti_'culaf alarm point
icon to access additional alarm point information. This alarm point
.infprmation can identify thé type of sensor sitmated at the alarm point (for
éxample, glass breakage detector, smoke detector, and so forth) and the
room number or area can be idexitified. 3
 The Figure 1 event sli.ce. associated with activity in the space being
monitored (that is, a snapshot in time of a condition monitored at thé

' graphical user interface), can be interpreted in the following manner: =



enforcenent. Real -tine updates to the Figure 1 display ci@véeheoo4i nuously
recei ved by the supervisory nonitoring systemover a comrunication

networ k, such as an |Internet/Ethernet conmunication network, for the -

pur pose of subsequent tracking. The supervisory nonitoring system can

I nclude a host conmputer, configured with an enbedded web server, that acts
as the principal nonitoring station for any nunber of secur|ty/f|re 16
March 2004 -9- al arm panel s equi pped with enbedded web servers and | ocat ed
in one or nore distinct spaces being-nonitored. Renote browsers, fixed and
mobil e, can also be linked into the systemfrom authorized police fire,
and private security departnents. Intrusion detection, tracking and

subj ect location. are acconplished in acdordance with exenplary enbodi nent s

of the present invention usin known sensor technol ogi es in conjunction
with a novel notificki on%B %ondmrz;nrllémmcsws 4 Heormdennon that lis St ate

conditions can be cat egor anment aII different states: (1)
A point currently in an a arml}s{}ée?' ar %&gﬂ%Pﬂ‘f’oé‘ﬁ @HFPS/ in an al arm

state,” and acknow edgged b'yhalatm)éuddﬁ{on l(la.)re@- §H{REBE an al arm

state, but unacknowl edged as a current ala poi n n an alarm
state: (5) ‘A point that hﬂgsmeﬁlsdmmmdmmdwmﬁ)ofﬂdﬂﬂﬁ report| ng point.

rperant oot ot coitt Kb A0eDRarA T8k kv o s ons
: : in the same state as latch condition 112; these condmons
inform the user of two separate tracks (. €., paths) of an
" intruder (or spread ofa ﬁre)
~d)  The two points 106, 108 are in smultaneous alarm. By
positioning the mouse cursor at each of these points, the
user can determine that these points are, for example,
. motion detectors in Rooms 3 and 19 of the school,
respectively. |
An analysis summary can be displayed to indicate that an iiltrusion
occurred at the front door and that there are at least two .inﬁ'uders, one
going left up the North hall and the other going right down the East hall.
The display indicates that the intruders are currently in Rooms 3 and 19,
~ An ACTIVITY icon 118 can be selected to review details of all time event
data for each alarm pomt including, for example, the €xact times for the
break-in and the time frame of the intrusion for use by the user andlor law |
enforcement _ :
' Real-time updates to the Figure 1 display can be continuously
- received by the supervisory monitoring system over a communicatioﬁ
. network, such as an Internet/Ethernet commumcauon network, for the -
. ~ purpose of subsequent trackmg The supervisory monitoring system can
include a host computer, configured with an embedded web server, that

acts as the principal monitoring station for any number of security/fire



provide the nonitoring operator a clear indication of wifédflaghi2008 are
actively set into alarm their sinultaneity (nultiple points of intrusion),
and which alarnms have been recently in a state of alarm but which are not
currently in alarm Each of the point conditions is represented on the
screen di splay by a unique icon, conbining shape and col or for easy

recogni tion. |naperable point conditions appear unobtrusive. They do not
distract the operator fromreal-tine alarns, but send a clear notification
16 March 2004 -10 that these points are not contributing to the security
moni tori ng process. Wen a point alarmis acknow edged by the supervisory
nmonitoring station, the icon for that .alarm point can be changed to appear
| ess - alerting (for exanple, , change frofha first color (such as, red) to a

second color (such as, yellow)), allow ng the operator to focus on new
activity rat heraiirﬁ‘ai’ﬁnﬁmw tititentheddesbweb serversameriocatétbinn@ie- g ar m ng

poi nt i-con app diﬁi 2 Lsible.. bu ot disturbing in color and shape.
An icon that i gﬁ&gl arm néial)ﬁ%svﬂceg_%wo%%e@h °F°e€‘i%§ﬁﬁ- edhand| ar ni ng poi nt
(unacknow edgedhobiM)iaealke'b6 HARII B HE sy QYR b S QU spl ayed on
the screen, -the icons act as easily distcerrﬁ g@‘?ﬁ%%ﬁé"% $G‘Erta"%l uttering

the screen andPW@Gﬂrﬁfgdepxmq:ms.ator. The increased | evel of information
di spl ayed. provi des tI. rator tools to recogni ze the presence of multiple
I

he aQpe
intruders, the abi Wl&bfmﬁq@é‘e%‘ﬂﬂng apds gybject locgtion ark accemplighegiol at ed
al arm ng sensofin acdof®Rca v HUBE %f .M. Aan he visyal "tracking" of
their activi ty.lﬂ%%fgi rmni“{l%%xng a ﬁ%@@?ﬁs‘&é&gﬁ?ﬁ HRYFOROBIUSINEAt t er n
anal ysi s to renowhsensor kxhgelegienipdomjuicEbR with 4 fovd ﬁﬁﬁﬁéﬂ&&ﬁ&)‘é‘o&%g ween
Jaer o

fal se and, gemlt_j ne alarng, and to track novenment of. am-intr r spread
of a fire. ~or examp e, the alarmrpomt state condltions can be categorized into six
fundamentally different states:

' (1) A point currently in an alarm stéte;
(2) A point currently in an alarm state, and acknowledged by 2
monitor; '
3) | A point recently man alarm state, but unacknowledged as a
current alarm;
(9 - Apoint not in an alarm state;
Gy A point that has been disabled; and
6) A non-reporting point.
The last two states; disabled and non-reporting (or fail), -reprcsent-
 inoperable point conditions. The remaining four active point conditions
- provide the monitoring operétoij a clear indication of which points are
- actively set into alarm, their simultaneity (multiple points of intrusion), and
g wﬁich alarms have been recently in a state of alarm b.ut, which arenot
currently in alarm. Each of the point conditions is represented on the
- screen display by a unique icon, combining shape and color for easy |
recognition. |
Iqo;nerable point conditions appear unobtrusive. They do not
distract the operator from r¢al-time alarms, but send a clear notification



General |y speaking, a hierarchical approach can be used t®Mara®Riiodt al arm
condi tions anong plural spaces (for exanple, different buildings) being
nonitored. For exanple, a high |evel display can include a |arge
geographi cal area, and can include indications of all facilities being
nonitored,. Where any alarmin a given facility is tripped, the user can be
notified in the high level display. By noving the cursor to that facility
and clicking, a detailed floorplan such as that shown in Figure I can 'be
provided to the user. 16.March 2004 -11 The supervisory nonitoring system
can display an indication at the nonitoring site's web browser within, for
exanpl e, 1-4 seconds fromthe tinme a sensor |ocated at the space. being
nonitored is tripped into-an alarm condi@® on. A nouse click on.the icon
representing the facility in alarm directs the systemto retrieve, for
browser di spl aythatthkseopoints aremetcontriifutiog t¢ thecsecwedtyt aiitdting probsg. 1) from
the actual faciljty's security panel conputer that. displays all alarm

‘poi nts i ncl udedWben apemtalarm fsypckpowledged by the suparviseryamenitodug s equent :
changes in al ar ' Gt Lypi.call displayed. in 1-4 seconds
fromthe tinme'an a a?@ﬁ@ﬁ‘?‘f%@@%‘%‘ﬁﬂw%&cﬁ%@#ﬁé Hf%ﬂ‘!?éﬁ FUR& i on of

activity, the nigoi éxamiphs] chuh@Ofrbinya SRAPCSIBPLAER as, rREPo 2 S8oRE baloTeMeNt

I
agencies that then direct an energency. response by ~ hyperlinking to this
same bui | di ng visuchs, ystow)), allowing the operator tofecusien ngw activity eathepl e, a

FToLe, Oroneer R Bt ind: g Bokn BB reh 2o dbdialarriag payst roncomperre 0
condi 1 0ns by | et i, Bl hol AGbih iPedlGEHId DS schBiygD 3 vi r el ess

LAN hub protocol arid encapsul ated:browser conmrunLtati on st

i nstructions. 'Falanninglilpbdorbldas]ﬂperqﬂeﬁnﬁuhahhdmmggﬂlﬂ cations prograns
(e.g., active X control, Java applets, -and so forth) can be used. By -
cli cki ng (unacknowledged). . |

W]nle increasing the level of information displayed on the ‘screén,
the icons act as easily discernible s’ymbols‘ without cluttering the screen and
confusing the operator. The increased level of information displayed
provides the operator tools to récognize the presence of.multiplc intruoders,
the ability to discern a falsely-triggered alarm (isolated alarming sensor)
froma legitimate alarm, and the visual “tracking” of their activity. The
monitoring authority (user) can then apply pattern analysis to real-time

| changes in alarm states to disqriininaie between false and genuine alarms,
‘ and to track movement of an intruder or spread of a fire. _-
Generally speaking, a hierarchical appr_o'acli-_can be used to pinpoint
'_ alarm conditions among plural spaces (fdr exémple, different buildings)
~ being monitored. For éxample, a high level displéy can includé a large
geograpﬁiqﬂ area, and can include mdxcatmns of all facilities being
monitored: Where any alarm in a given facility is nipped; the user can be
- notified in the high level display. ‘B-y moving 'the cursor to that facility and
clicking, a detailed floorplan such as that shown in Figure 1 can be |

provided to the user.



on a MAP icon 120, maps showing directions to the facil iteMaeh 290§ ot her
maps (such as conplete floor plans of the facility) can be displayed. In
its fire nonitoring role, the systemcan use the sane encapsul ated browser
comuni cation protocols to spawn real -time updates of changes in fire
alarm points that are displayed visually on a nonitoring site's web
browser. Again, the visual display can be a building floor plan overlaid
with icons detailing all fire alarm point sensors. Pattern analysis can be
used to discrimnate a genuine alarmfroma fal se one and to track the
spread of a real. fire. Like police, firefighters at the scene can access
the 16 March 2004 -12 vi-sual display of alarmconditions through a | ocal
wirel ess LAN hub utilizing conventionatllsirel ess conmunicati on protocols,
such as protocols conformng with the | EEE 802.11 protocol standard, and
browser encapsul at ddie supsrvisoramonitormpsystems canidisplay andhdicsrion #anérol , Java
appl ets and so_fotth. Thus Iectronip,seggrity and fire alarm protection

can be provi deJCRRHRE fith § Myrb Rrowsen withia, for example, d-4 seconds framuhehed, and
which brovi dess . ST ro o
herscene. | SRSHSROOEANE B td Yaceitefng Sl Wiriobel SBo i dlim ¢,

on-the-scene information for arr

fighting. EncapenditioredAbmouseeslick onctheiooni repicséiting the 3hQlaHed so that
real -time condifions of security and/or fire alarmpoints in a renote
protected faci HIESHs thgrSysemlosrstraguss fasrbrawseredisplay, asfipen plas schemmini t or i ng
station's web , horized browser,s. On-the-scene
wirel ess conneghl Vi %%gﬁ%@ﬁ%é—%ﬁg@g Mﬁﬁ%aisﬁﬂm%mﬁlmfr esponse

Sy ooy e duple alaneaspoinsmihd b e gl Lil” |61 (e
enbedded nmaps #8tss Subseguent chengsAs alarmrpaifCconitions aretypically ’
displayed in 1-4 seconds from the time an alarm is triggered in the facility.
Upon confirmation of activity, the monitoring authority can contact
local Taw enforcement agem;ics that then direct an emergency. response by
- hyperlinking to this same building visualization of alarm conditions usiﬁg,
for example, a remote browser located at the police/fire dispatch center.
Responding ofﬁpers at the scene can also access this visual display of alarm
conditions by linking to that facility's security panel thiough a wireless
LAN hub protocol and encapsulated browser communication broadcast
~ instructions. For example, browser encapsulated communications programs
o ' (e.g., active X control, Jav_a applets, and so forth) can be used. By. clicking |
| on a MAP icon 120, maps showing directions to the facility, or any other
maps (such as complete floor plans of the fécilitg)' can be displayed.
" In its fire monitoring role, the system can use the same eﬁcapsulatcd
browser communication protocols to spawn real-time updates of changes in
- fire alarm points tha_t are displayed visuélly on a monitoring Site's web |
browser. Again, the v1sual display can be a building floor plan overlaid
with icons detailing all fire alarm point sensors: Pattern analysis can be
‘used to discriminate a genuine alarm from a false one and to track the

| spread of a real fire. Like police, firefighters at the scene can access the



getting response units quickly to the scene. Once on theismans 2q0al i ce
officers or firefighters can access the visualization of alarmactivity
through a wireless interface of a renote browser residing on a | aptop
conputer and the building's security panel containing an enbedded web
server. In accordance with exenplary embodinents, a unique comrunication
protocol conbines a conventional wreless prot ocol, such as the 802.11
wireless protocol, with encapsul ated browser communications. Exenplary
enbodi ments can provide interactive reporting of facility security

I nformati on between four basic subsystens over an |nternet/Ethernet
comuni cations link. The four subsystens are: 16 March 2004 -13 (1)
Security Panel- This subsystemdirectly mbitors the status of individual
sensors and reports their state to the requesting host, renote and nobile
conputer subsydStiswhdispiayef dmmdmﬁlroaghahn:ahwﬁdleb@mmpﬂﬁlﬂe host,
renote and mbldgﬁéusers det Pﬁt . information on the sitée. (2) Host
Conput er This s CATERREanprotacols e sudbraseprotocels

provi des a realmﬁfom,ﬂg With %% RfEE &qum the | ocation of
all the sites within a securelty ngdtjfv\g!rl%gan Eagﬁﬁ% 3‘?‘2?’& WS¢ her renote
subsyst ens usedncapsulatedtcemmunicitionprograhe ﬁtﬁ%acﬁﬂem%ﬁh(gcms to the

security panel at eac SIC}:IB t hrough t he host conputer web page. A |ocal
browser. i nt er ABRIEHS Bh¢ he host conput er operator access to the sane

operat ng Wt { poieL AEARime EARE At AL b BARS B ROl
. which permits real emergencies to be dzstmgulshed ‘and which provides

law enforcemcnt and fire ﬁghters with real-tnne on-the—scene information |

| for arrest—m—progress andfor effective fire fighting. Encapsulated browser

- communication programs are used so that real-time conditions of security
and/or fire alarm points in a remote protected facility can be displayed on a
‘central sppervisory monitoring station’s web browser and/or on remote,

- authorized browsers.

. On-the-scene wireless connectivity can also be used by reSpoﬁding
police/fire response units where these units connect into the live
visualization to tract the inu'uder(s) or ﬁght the fire. In both securify and

o ‘ﬁr_e monitoring, embedded maps accessed via the MAPS icon 120 assist ig

o getting response units quickly to the scene. Once on the scene, police
officers or firefighters can access the visualization of alarm activity through
a wireless interface of a remotc browser residing on a laptop computer and
the building’s security panel contammg an embedded web server. In
accordance with exemplary embodiments, a umque communication protocol
combmes a conventional wireless protocol, such as the 802.11 wireless
| protocol, wlth encapsulatcd ‘browser communications.
| Exempla;y embodiments can provide interactive reporting of facility

security information between four basic subsystems over an

 Internet/Ethernet communications link. The four subsystems are:



real -tinme status of the sites/alarm points and conti nualiémMaieHa0e4t he

di splay screen. (3) Renote Conputer This subsystem accesses the enbedded
web server within the host conputer through, for exanple, an Internet
browser program which displays a map of the area sites and their current
status. Using the nouse, a site can be selected to view the details of its
status. Upon selection, the renmbte subsystem can be directly connected via
a hyperlink to an embedded web server within the security panel. Simlar
to the host conputer, the screen updates of site and point status 16 March
2004 -14 is maintained through a browser-encapsul ated comunications
program (4) Mbile Conmputer The nobile nputer can gain connectivity to
the ethernet network Iocal to the secur y panel through a wirel ess LAN,

once it is withint ati.n "Broadcast packets" (for exanple,
encrypt ed packetS'V\R' gfﬁ“%@g%’é‘aj]pt ed by ‘the nobile conmputer) can be
sent by the security: pan he £10 |l conput er
how to directly access t sec r|ty pari oéﬂ%t}ﬁggﬁaé’é HPFE‘BE’S‘HI an | nternet

browser program Once corsamtsemdfepbftgtlﬁﬁcsﬁtbwm Ehoﬁagége&he mobi | e
conputer interface can operate |ike the renote conputer

Conmuni cati ons Over vi ew @Bémehilesompriter isubsystemst Embesided webpageyedrens ar e
represented in be 'u_sed to provide host, remote and mobile users detailed .
information on the site.‘ |
" () Host Computer _ .
o This subsystem, through an embedded web server interface,
prowdes a real-time display of a reglonal map deplctlng the
localmn of all the sites within a security network and their
status. Other remote subsystems used to remotely monitor
the sites can gain access to the security panel at each site
through the host computer web page. A local browser
interface provides the host computer operator access to the
same detailed infqrmation. l?rowser—encapsulatcd
 communications programs operating within the host maintain
real-time status of the sites/alarm pointé and contimially
update the display screen. , |
3 RémMCCmmm&n _
_ This subsystem accesses the embedded web server“within the
host computer through, for example, an Internet browser |
- program, which displays a map of the area sites and their
' current status. Using the mouse, a site can be selected to
view the details of its status. Upon selectioﬁ, the remote
‘subsystem can be directly connected via a hyperlink to an' -
embedded web server within the security panel. Similar to
thie host computer, the screen updates of site and point status



Figure 2. Standard browser and web server tools are conbigwdrehizoba uni que
graphi cs and comruni cation prograns to effect real-tine performance hrough
m ni mal bandwi dth. Figure 2 provides a general overview of the

comuni cations that transpire between the four basic subsystens; that is,
(1) a host computer 202; (2) a renote conputer 204; (3) security panel (s)
206; and (4) nobile conputer 208. Conmuni cations between the host conputer
202 and the security panel (s) are represented as comuni cations 210, with
arrows indicating the direction of information flow For exanple,
following a powerup indication fromthe security panel and a connection
by the host's -local browser to the security panel's enbedded web page,
files regarding site information (such = %‘floorplan) and al arm st at us

i nformation can be-16 March 2004 -15 sent to the host. Simlar protocols
can be followed with respd 6?“?@“”€6WWH a Browses-epeapaulated: he r enmi ni ng

subsystens. Comuni cati ong, 'mﬁ mt?u st conputer 202 and the renote
conputer 204 are represented as CcoO cations 212. Direct communi cations

between the renote @pnpuMebileCénpatert he security panel (s) 206 are
represented as communi. cat I ons 214 Finally, direct conmunications between

the security panel and t Fie mabil ¢€0I§Bl¥tmmgameonmm\a@emmdegﬁmet
comuni cati ons 216. Thos ed.in the art will appreciate that the
information flow represen Ja‘lﬂd\?catlﬁ %ﬁ RagahiFQughia wirelesnLAN,

illustrated in Figure 2 ajme ity wifhin &

comuni cations fromany one (l)r nor e ofe‘ﬁféﬁdm#oﬁ&yb ?@%‘&8@%"6& shown in

Figure 2 can be provided (fartdxamplmencryptedmwewﬁvhibhdﬂﬁ%eqedyl%%él‘%' basi c
| SC

groups shown, in any nmann i red the user. More detal ussi ons
of the speci fic communi c S\FP@P T) @e@gmmmmswmm@mm| ary

embodi ment illustrat ed ' 'beﬁisg&'fc?mgtﬂ%tltﬁe BSbite computer how to directly

access the security panel's web server through an Internet
browser program. Once connected to the secunty panel web

page, the mobile computcr mterface can operate like the
remote computer.

2.‘ General Communications Overview |
Communications between the variops subsystems are represented in
Figure 2. Standard browser and web server tools are éombined ﬁnth
umque graphics and communication programs to effect real-ume
performance’ through minimal bandwidth.

H

Flgure 2 provides a general overview of the communications that
transpire between the four basic subsystems; that is, (I)a hbst computer
202; (2) a reniote computer 204; (3) security panel(s) 206; and (4) mobile
computer 208, Commﬁnications between tbé ﬁbst compﬁter 202 and the
security panel(s) are representeﬁ as communications 210 with arrows

- Indicating the derCtIOR of mformauon flow. For cxample followmg a
powerup indication from the security panel, and a connection by the host s
-local browser to the secunty panel's embedded web page, files regardmg
site information (suck as floorplan) and alarm status information can be



described with respect to Figures 9-12. However, for a gth®aalh 2004
under st andi ng of the basic comrunications, a brief overview wl| be
provided with respect to Figure 2. As illustrated in Figure 2, nost

I nt er subsyst em communi cations are initiated by executing a conventional

I nternet browser program (such as Mcrosoft's Internet Explorer, or

Net scape) in accordance with an exenplary enbodinment that is represented
in Figure 2 as an "Internet Browser". Wen the browser is directed to a
specific site address (both the host conmputer and the security panel are
assigned Internet protocol (IP) addresses), the browser software attenpts
to connect to the port at the IP address,. The enbedded web server at the
addressed site recogni zes the connect rbﬁq’uest at the port as a request to

transfer the wehb $a%ﬁ 'hnf'or_ t{ion (contained, for exanple, in a HTM
file). Once tranBFiopagost; rﬁ%@@wb@w&e@ummmmmwre begins to
process’ the i nsdofdiidis L) etIM. file Wthin the file are
references to a grap}n csn%%@e?%h%e‘ .Q'?%?@ayﬁmsacmwmi ons program
to be execut ed.betweenthe odticopputer 202 ahd tHaGRho éﬁ?&g the browser

o eocrﬁﬁﬁe 088 e server,:

sof tware requests the transfer of the files fr ‘
usi ng a hyper t &sRresengtkasonpnunientions I T Pirect canamnicationy Madedisd | ocal |y

saved), the br , war-e ,di ays gnd executes the files as directed:
by the HTM fi ?@8%%%5%@8@3%%@%!@9@%% represdmtechast map
Vi Sual Status T et e oot B06, RRRlY, R Lomki BBk octvett B semiga:  one

visual status indicators to the

progr am per f or psn¢l@nd the mebﬂee_dmpﬁwﬁaree%mﬁx@ai A mMEhIEGThs 21§ SUDSYSt ens
and the painting of cons, en-the conmuni cations teveal a

t he lé{]a. us i .
change in point or siioge skilieq mothe aravill appeasiate thas trer inforeptiontfiesk t 0 r ef | ect
the new condit i_féiﬁéseny&%%e various communications paths illustrated in Figure 2 are

: by way of example only, and that communications from any one or more of

the four basic subsystems shown in Figure 2 can be provided with respect

to any gther one of the four basic groups shown, in any manner desired by
the user. More detailed discussions of the specific communication paths in

-‘ accordance with the exemplary embodiment illustrated in Figure 2 will be
described with respect to Figﬁres 9-12. However, for a general -
understanding of the basic communiwﬁons, a brief overview will be
provided with respect to Figure 2.

L ' .As illustrated in Figure 2, most intersubsystem communications are
| initiated by cxecuting a conventional Internet browser program (sﬁch as
'-Microsoft"s Internet Explorer, or Netscape) in accordance with an

exemplary embodiment that is represented in Figure 2 as an “Internet
Browser”. When the Bmwser is directed to a specific site address (both
the host computer and thg security panel are assigned Internet protocol (IP)
addresses), the browser s;iftwarc attempts to connect to the port at the IP
address.. The embedded web server at the addressed site recognizés the
connect request at the port as a request to transfcr the web page information
(contained, for example, ina HTML file). Once transferred, the browser

§
3



br owser - encapsul at ed comruni cati on prograns enabl e real -18 MarchE@Ohor mance
over conventional conmmuni cations networks such as the Internet. 3. System
Overview Figure 3 depicts a general system bl ock di agram of an exenpl ary
security system conprised of the security panel 206, the host conputer

202, the renote conputer 204, the nobile conputer 208, and an optional

wi rel ess. LAN hub 302. The security panel is installed within the space
(that is, the physical facility) being nonitored, and is permanently
connected to an Internet or Ethernet network 304. The wireless hub 302 can
be installed at the facility site to provide connectivity for the nobile
computer 208 via a wreless LAN 306. The host conputer 202 can be

i nstal led anywhere so long as it is conndted to. the same Internet or

Et hernet network 308 to which the security panel is attached. The renote 16
Mar ch 2004 - 17 SOBMWaIa keginsto prasess thei instradtions withjn dhe FETME, filed Wadhidi t  can

access, the sa rnet or Et herngt twork 310 to which the host
conputer and th eﬁieg%gﬁﬁﬁnﬁﬁsn amﬁ'&f%}cﬁ’e@‘%‘ﬂg#ﬂﬂtq di al -up, and so
forth). The mokichfnubieidHS fropd tiHe exfudl. Thin s V&l 398 Ry ea of the
wi reless LAN hub to accesg. he secu}rtl ty pane %@@?g?%'gortMess LAN 306.

The security paneilablgahebrawser sofiware yequeses th transfer oft the FRASHEH B4
i nstall ed within thgbm)ni tored facility via-data |links 312. \Wen an enabl ed

sensor changes DOFLYVED SCIVesouSIng GThiyPeRtedttsansfes prefosdd (HTIP)t IQndeost  conput er
202. "The host %gémn lb?:Hﬁir KO n.opgrator, . repaints the.
I cons shown onqi ts. ispcllay S %%\geﬁﬂggérﬁgﬁ?see%oﬁ ef@?izfyéd’hdfﬁ S on of the

security panel the'filesnms dirketed bynkd HTMI filghot e conputer currently connected

to the security panel reporting the changed point
o _ The graphics files displayed serve as the bitmap background that the

site and point status icons are written on, serving as visual status indicators

to the monitoring operatof. The communications program performs both

- the real-time cc}mmunications' between the sub_sjstems and the painting of
the status icons. When the communications reveal a change in point or site

| status, me screen icons are repainted to reﬂéct the new conditions. These

. brbw‘ser—éncapsu!att}d commuinication programs enable real-time
performance over conventional communications networks such as the
~ Internet. -

3. System Overview ‘

Figufe 3 depicts a general system block diagram of an exemplary
secuﬁty system, comprised of the security panel 206, the host computer
202, the remote computer 204, the mobile computer 208, and an optional
wir'elgss LAN hub 302. The security panel is installed within the space -
(that is, the physical facility) being mdnitored, and is permanently _
connected to an Internet or _Ethemet' network 304. The wireless hub 302

- canbe installed at the facility site to provide connectivity for the mﬁbile -
computer 208 via a wireless LAN 306. The host computer 202 can be
Ailistalled anywhere so long as it is connected to the same Internet or

Ethernet network 308 to which the security panel is attached. The remote



condition can also repaint the icons on their own displ ai6 Katcarzobhe next
status query response. a. Host Conputer Figure 4 details hardware and

sof tware conmponents of an exenplary host conmputer 202. The CPU not her board
402 for exanple, (e.g., based on Intel processor, such as 80486, Pentium
Ul/1lll, or any other processor) is a conventional personal conputer that
wi Il support any desired network operating system 414, such.as any 32-bit
operating systemincluding, but not limted to the Mcrosoft NI Operating
System 20. An exenplary notherboard will feature, or accommpdate, Ethernet
communi cations port 404 for interfacing with an Internet or Ethernet
network. -A hard disk 406 can be installed to support information storage.
A keyboard and nobuse 408 can be ttachedl¥or operator interface. A display,
such as an SVGA nonitor can be attached via an analog or digital video
graphi cs appl i compitey 20dcan be ifstilind aywhstesdo 10hg B #ycatiRickess BRSahie Oper at i ng
System 414 canrfé ch 2004 -18 jnstalled in a standard manner, al ong
with the Inter e%é’?’&é@"@?ﬁ‘l%?@ 310-fobjeh thechost emnputer ant thenet Expl or er

Corp. A’ enbeddeeey el 56 e Gernbiedt ARLED) ot bR Thirmndeot |
personal web s esousit @Q%hﬁs@ﬁéhﬂﬁﬂn%&o&@faﬁé&wo‘hh@%el&@%ﬂhl%‘ﬁftOry 418

is installed with web page support tools: "supporting grap
regi onal maps) %%W@aﬂcbmﬁhtmelmswaﬂ&ns | ocal data fi I es and
any ot her desired formation. ter Figure'5 details

har dwar e and softvvar SIS BRDE ’Pﬂ%‘“?ré n@“‘“ﬁ&ﬁ'ﬂiﬁ-‘é‘l‘)’ sapgorsBld cPu |
mot her boar d- 50%&&1@ mtﬁﬁ&ﬁ@'nibﬁnbfbﬁ%mﬂﬁpﬁﬁmrhnks 312. When an enabled

sensor changes state, a POINT STATUS message is sent to the host

computer 2Q2. _The host computer, usually monitored by an operator,
repaims the icons shown on its display screen to reflect the updated
condition of the security panel. Any mobile coﬁaputer or remote computer
currently connected to the security panel reporting the changed point
condition can a]so fepaint the icons on their ov&n display after the next
status query r&poﬁse
a, Host Computer
F1gure 4 details hardware and sofiware components of an exemplary
host con_lputer 202. The CPU motherboard 402 for example, (e.g., based
on Intel i:rocdssor',‘ such as 80486, Pentium I/II/IXY, or any other processo;')
is a conventional personal computer that will support any desired network
operatinig system 414, such as any 32-bit operating system including, but
'not_ limited to the Mic;osoft NT Operating System 20. An eXemplary
motherboard will feature, or accommodate, Ethernet communications port
404 for interfacing ‘with an Internet or Ethernet network. A hard disk 406
can be installed to support mformanon storage. A keyboard and mouse 408
can be attached for operator interface. A display, such as an SVGA
" monitor can be attached via an analog or digital video graphics apphcatioﬁs
port 410 for a visual dlsplay unit. The NT Operating System 414 can be

'
|



such as 80486, Pentium|I/IVIIIl, or any other processor) fiesMarch@og£nt i onal
personal conputer that will support the desired network operating system
504, such as any 32 bit operating system including but not limted to the
M crosoft NT Operating System 20. The notherboard will feature, or
accommodat e Et hernet communications 506 wth an Internet or Ethernet
network via Ethernet port 506.. A hard disk 508 will support information
storage. A keyboard and nouse 510 will provide operator interface. An SVGA
monitor can be attached via port 512 for a visual display unit. The
operating system504 is installed in a standard manner, along wth an

I nternet Browser software package, such as "Internet Explorer"” package
514. A local cache directory 516 is instled with web page support tools:
supporting graphic files (for exanple, individual roomlayouts, floorplans,
si de view of nifstalledtin astandard manner saldng withahé hjterneOBRiwseREG rhirees

encapsul at ed. ni,cations prograpns, and 1ocal data.files.”c. Security

Panel 16 Marc hﬁ%e 4 i@ %CBGF g“tgg’%égplp?f KaRxversionaingluging versiencolponent s

of the Securityy 28) avid4bl %Qﬂ# 0 gﬁgZ o, based on Intel

processor, such gl;ég 8j03186, Igent_l um %ﬁﬁrﬁ%ﬁ %ﬁ@%bpﬁe{)&é&@r) is a .

conventi onal pisripstatied (Suclpmﬁle,Mimhsoﬂﬂdrscﬁlﬂpﬁ@B%eﬁleﬁoﬁﬂEiGcﬁﬁlﬁiﬂ k
cluding, but

operating system ?04 uch as any 32-bit operating systemin
not |imited toSETKED- MMWC sircetpny 418 is dnsyliadewitl2 o7eb Page smpoer boar d wi | |

feature,. or mﬂﬁrﬁn et communi.cations. with ap Internet or

Et her net -net V\oafrbl% Vi a egg&%h%o @o%.fe%’ﬂ%hfaam?-s%%&m | support -
informati on stomm@hicatidis proSrasis) Mtabdss GEsCAR A6 ol : i'n a standard
manner. A W ndows conpat ipgl-e. enbedded web ser ve?og%gtd%&%stal | ed (such as
those  avail abP@WGoAhead software). A main application program®612 is .

b. Remote Computer

Figure 5 details hardware and software components of the remote
computer 204. The CPU motherboard 502 (e.g., based on Intel p:oceésor,
" ‘such as 80l486,' Pentium I/II/HI, or any other processor) is a éonventional
| personal compute;' that will sﬂpport the desifed network. _olicratiﬁg systém
504, such as any 32-bit operating system, including but not hm1ted to the
Microsoft NT Operating System 20. The motherboard Wﬂl feamrc,'.or
accommodate Ethernet communications 506 with an Internet or Ethernet
network via Ethernet port 506. A hard disk 508 will support informatioﬁ
c - storage. A keyboard and mouse 510 will provide operator interface. An
| SVGA monitor can be attached via port 512 for a visual display unit. The
operating system 504 is installed in a standard manner, along with an
Internet Browser software _package, such as “Internet Exi)loref” package
514. A local cache directory 516 is installed with web page support tools: |
. supporting graphic files (for example, individual room layoﬁts, floorpians,
- side view of multi-story facility; and so forth), loéaj data files, encapsulated
communications programs, and local data files. | |
c. Security Panel



also installed, including |local data files. Conmuni cati of&Mprcht2004! s, such

as RS485 conmmuni cations protocols. 614, are supported to facilitate

conmmruni cations with the sensors, sensor controller and other. access
devices. As supporting inputs, video capture boards 616 and direct digital

| / O boards 618 can be added to the |ocal bus 620. d. Mobile Conputer Figure
7 details the hardware and software conponents of the Mobile conputer 208.
The CPU not herboard 702 (e.g., based on Intel 80486, PentiumlI/11/111, or
any other processor) is a conventional laptop conputer that will support

t he desired network operating system 704, such as any 32-bit operating
systemincluding,. but not limted to the Mcrosoft NI Operating System 20.
Add-on boards can be installed to intereferate wth, for exanple, |EEE
802. 11 Et hernet. communi cations 706, conpatible wth the installed wreless
hub 302 (shown in FiFjgure 6etails lnirdwlaréianll sd@Waresconipdsibrts b thel SechpRPOr ¢

I nformati-on st intg@ral keyboard and nouse 710 are attdched for .

rage. _An
operator i nter&'&@ 204 chihs GBI motherhoasd 692 (sgGhapahon Mtelproteseor) sudo-
monitor 712 is 0L sual display unit.. The operating system can
be install ed ir?gtgb‘g%gn ar rrlglrll)rﬁelr gﬁéﬁl}gﬁg&ﬁ%ﬁmﬁﬁé"?ﬁf@?@?oﬂ?lomgerysoftvvare
package 714, suefsonsl doRiparérahatanl saggdr,t tHeUlesREPABWAK o%&aﬁ%g stert] ©F
we

greater). A local cache directory 7 is installed wt %ége support
t ool s: suppor t 684 suelahany 32-bis opérating systetit inicludihg, bud aot limjted te thef | oor pl ans,

si de vi ew of lfi.s acilit and.sg, fort | gcal. data files,
encapsul at ed %ﬁﬁ?fﬁhﬁi%ﬁgﬁﬁm%aﬂﬁeRﬂ?ﬁ‘%"b%fld"mif%f.esélf Scr een
Di spl ay Fi gur e a8cdifiBitdte Eferf tofintRiG¥ic i J hese
conponents are comon to the screens %gﬁgﬁﬁgﬁtlgﬁﬁeg%%%?%o%ut er,
-7~ mnetwork via Ethernet port 606. A hard disk 608 will suppart information -

storage. The operating system can be installed in a standard manner. A

Windows oompatible embedded web server 610 is installed (such-aé those |
available from GoAhead software). A main application program 612 is
also installed, including local data files. Communications protocols, such
~ as RS485 communications protocols 614, are suppdrted to facilitate
communications with the sensors, sensor controllér and other access
devices. As supporting inputs, video capture boards 616 and direct dfgital
- 1/0 boards 618 can be added to the local bus 620.
| d.  Mobile Computer :
Figute 7 details the hardware and software components of the
AMobile computer 208. The CPU motherboard 702 (e.g., based on Intel
' 80486, Pentium I/II/]]], or any other processor) is a conventional laptop -
computer that will support the desired network operating system 704, Such
“as any 32-bit operating system including, but not limited to the Microsoft
* NT Operating System 20. Add-on boards can be installed to interopi:rate
with, for example, IEEE 802.11 Ethernet communications 706, compatible
with the installed wireless hub 302 (shown in Figure 3). A hard disk 708 is
installed to support information storage. An integral keyboard and mouse '.
710 are attached for operator interface. A display, such as an SVGA LCD



renote conputer and nobile conputer users. These displ ayleMapshrZ00ds are
made avail abl e through, for exanple, the use of standard browser

t echnol ogy, encapsul at ed graphics data and real -ti ne comruni cati ons
prograns. Wen the browser software initializes, it generates the w ndow
frame 802 on the display 800. Wen the browser addresses an enbedded web
page within the host conputer or security panel, an HTM. file is
transferred. Wthin the HTM. file is a reference to an encapsul at ed
graphic image file 804 to be displayed. This file represents, for exanple,
a regional map, the facility floorplan, or an individual roomlayout.. Al so
referenced in the HTML file is the execution of an encapsul ated
communi cati ons program 806. This communihti ons programis spawned and
operates. in tanden1mnth t'he browser software, naintaining-real-tine

communi cat i ons ST (/2 isgitached;for i visualdisplay emite dTiesio terd B4n |

communi cat i ons g and nonitors_ the condition of the

panel / poi nt st at %ﬁ%}f&ﬁg%‘ﬁ% él ORg, Fiith; any; Internet browser sefivans new

status. is receipucichge 74, ﬁ@éﬁ%%&%ﬁét%@ld}épﬁﬁ Qk%@'g”{,%ﬁpa?"g' cons 806 16
|

Mar ch 2004 -21 atop the graphics di ay, ffng the
| ocation and sm)dloqaheacﬂeﬂuectew %16 is/ipstaliéd Witﬁ‘ﬂl'&l%@ #chﬁ’
ALARM

embodi ment ; are si.x states_represented by the ico

Ep0| anu Ee m%ﬂzsa E‘HE” Sgé’g‘&%f’é‘d fyi “@-IZIJOOEIAMW\LHWACEE([;)EI\#LARM
point/site ingg ri nitor

ALARM ( poi nt/ Slst eﬁﬂggnﬂts | ﬁof%c%e&d%)faﬁggh}ﬂﬁﬁ(‘%%%

alarm, (5) D exBtBBicatignsi progmidseatt kbl &4 fiildd (6) FAIL (poi nt/5|te not
respondi ng). These different states allow the nonitoring user to determne

the current and refent PEFEERIMPIYF an intrusion, provide the vi sual i zation
of nmultiple points Eiere 8 details screen display graphic components. These
- Components are common to the screens available to the host computer,
r@ote computer and mobile computer users. - These display components
are made available through, for example, the use of standard browser
technology, encapsulated graphics data and real-time communicationﬁ
programs. When the browser software initializes, it generates the window
frame 802 on the display 800. When the browser addresses an embedded B
- web page within the host computer or security panel, an HTML file is
transterred. Within the HTML file isa reference to an encapsﬁlatcd
graphlc image file 804 to be dlsplayed This file represents, for example,
a regtonal map, the facﬂxty floorplan, or an individual room layout. Also
referenced in the HTML file is the execution of an encapsulated
communications program 80e. This commumcatlons program is spawned
and operat&e in tandem with the browser software, maintaining real-time
comntunications with the site containing the embedded web page.
The commumcanons software queries and monitors the condition of
the panellpomt status of the remote sites. Upon initialization, and as npew -

status is received, the communications program “paints” new icons 806 |



of intrusion, and the ability to visually discrimnate bMeehd004iti mate

and falsely-triggered alarnms. Al comuni cati ons anong the networked

conponents are transferred using standardi zed data packets of any known

network protocol. 4. System Communi cations a. Security Panel - Host

Conmuni cations Figure 9 details the comunicati ons between the security

panel 206 and the host conputer 202. Upon the application of power, the

security panel sends a PowerUp Message 902 to its designated host conputer

|P address. On regular-intervals, the host conputer sends a HEALTH STATUS

REQUEST 904 datagramto each security panel. A repeated failure to receive

a response packet 906 indicates to the hg t conputer that the panel

comuni cations link has failed and its i'ton is updated. Wen received by

t he host conputer, .this nmessage is l.ogged intqQq a |ocal data file. \Wen
Sipileythe |

initially engadftPRHerARIHES S representing the logation and; stgus of ¢
conput er sends tﬂeﬁ%i%@d%ﬁ@l}bﬁt.%wlzgr 908 to the security panel. Until an
initial status has been defermned, all icons are represented with an 16

Mar ch 2004 - 22 UNKNGdni exemplasy etbedingene, therecarsisixstites deprésenfell by taguUest
repeatedly goes unanswered, the site is determ ned torege I noperative and
i s represent ed IORs; (13 AEARM, (pent/site in 2laum butnof ackeewledged) ()i ne PO NT

Ccons o r opr e ARNGHLEIGEDATI ol SRAL Peadel sl A on enabicd
52t o1 15 des b A, O e T T (AT 5 Mohe o
host conput er risperthtis alavm), (43 NORMAL gmirtésitetnot fiealarm),o(5) DISABLED
- (point/site disabled) and (6) FAIL (point/site not responding). These
different states allow the monitoring user to determine the current and
~ recent location of an intrusion; provide the visualization of mulﬁple points
of intrusion, and the ability to visually discriminate between legitimate and
falsely-triggered alarms.' All communications among the networked

‘components are transferred using standardized data packets of any known

network protocol.
4. System Communications )
a. Security Panel-Host Communications

Figure 9 details the communications between the security panel 206
, and the host computer 202. Upon the application of power, the security
- panel sends a PowerUp Message 902 to its designated host computer 1P
address. On regular intervals, the host computer sends a HEALTH
'STATUS REQUEST 904 datagram to each security panel. A repeated
failure to receive a responée packet 906 indicates to the host éomputer that
the panel communications link has faﬂed and its icon is hpdai_ed. When
-~ received by the host computer, this message is logged into a local data file.
When initially engaging communications with the security paﬁel, the host
computer sends a POINT STATUS REQUEST 908 to thie security panel.,
Until an initial status has been determined, all icons are rrepresente-d withan



When a nonitoring operator at the host conputer wants tol6 BMekch@®®ioddge an
annunci ated al arm condi ti on, an ALARM ACK packet 50 is sent to the
security panel, along with a reference to the alarm being acknow edged.
When received by the security panel, the condition of the point is updated
and a new PO NT STATUS nessage 916 is sent back to the host conputer.
Again, the receipt of this packet causes the host conputer to repaint the
i cons on the screen. I'f the nonitoring operator wants to disable a point, -
group of points, or an entire site, an ALARM DI SABLE nessage 918 is sent
(containing a mask reference for the point array). Wen. received by the
security panel, the point condition(s) iﬁar e) nodified and a new PO NT
STATUS nessage 920 is sent in response. f4s receipt by the host -conputer

S
repaints the im&l reen display, b, Renpote Conputer-Host-Conputer
Communi cat i ons Fi gure %ﬂégﬂﬁcﬁyé %’Eﬁt ¥ Ohsifiibe vesmest repeatediypt e conput er
204 and the hests sptbweRd, tHekite\W8ée conput er . usef W shes to
attach'to the ;ggc.uri_ty system it execu 8‘%@%8&&85&%&%@%%&5%@%%e
package and confitdca EAlbicdme | nternet or Ethernet network (e.g., |nternet

Service Provider (I di al -up, local hardwire, and so forth). Wen 16
March 2004 -23 acti V&Fyu Seipt phthe ROINTISTATUS telsporise paciet 910 t he | P

addr ess of -t he cadas theGRJP Lo o connect to the host conputer's
web server 1002. %er? accesséud, gﬁjé%‘é' %@Eﬁgﬁeﬂé‘f?%é?WWMre downl oads
the HTM. fil ectrteut determintef dondRichh Wikadn GRABQ" i el _web
page(s). The HTM. file includes the referencgag?ﬁg%?lgp%ls%gg%epe. I f the
current = ver si B ssFusitypapel sendea POINT SEATUS messade 9120 ifsed¥igAate@ Ut er

browser nakes ey 06.for e HTTP transfer of the.- graphics file
fromthe _hostﬁ?:% pu@%;_r%%qg%r c@?’%gsfmttﬂ@h%%w&msnhﬂansfer

1008, the icons to represent the current status.

When a monitoring operator at the host computer wants to
acknowledge an annunciated alarm condition, an ALARM ACK packet 50
is sent to the security panel, along with a reference to the alarm being
acknowledged. When-received by the security panel, the condition of ihe
point is updated and a new POINT STATUS message 916 is sent back o

. the host computer. Again, the receipt of this packet causes the host
- computer to repaint the icons on the screen. If the monitoring' operator
' wants to disable a point, group of points, or an entire site, an ALARM
. | - DISABLE messagé 918 is sent (contaiiﬁng a mask referénce for the poiﬁt
~ array). 7_When. rn_:ceived by thé sec_urity' panel, the point condition(s) is(are) -
- modified and 2 new POINT STATUS message 920 is sent in response. Its
receipt by the host computer repaints the icons dxi the screen display. _

b.  Remote Computer-Host-Computer Communications

| .Figqre- 10 details communications between the remote coinputcr 204
and the host comptiter 202. Whien the remote computer user wishes to
artach to the security system, it executes a compatible browser software

- - package and connects to the Iiltemet'or Ethernet network (e.g., Internet
Service Provider (ISP) dial-up, local hardwire, and so forth). When |



graphics file is locally stored (in cache directory) andl@Mah280dyed on
the Dbrowser screen.. The HTM. file then instructs the execution of a
comuni cations program _ Again, if the current version of the file does
not locally exist, the renpte conputer browser requests the HTTP transfer
of the file fromthe host conmputer via request 1010. Once received from
the host conputer in transfer 1012, the comunications programfile is
locally stored and i nmedi ately executed at step 1014. This programruns in
tandemwith the existing browser software and does not prevent or hinder
any normal browser activity. Once started, the communicati ons program
begi ns a continuous pol ling sequence, requesting the status of the various
panel sites via requests 1016. \Wen thé -23onmmuni cati ons program recei ves
the response status nessages 1018, all the icons overlaying the graphics
screen are repd@cHvely conndctad, ¢z uset Hirects ther bmotvsat ttthes IPhddress ofithes. Wen t he
renote conputer,_ user selectg.the icon of a site for nore detail, the
browser sof t vvarhé’sé%mnl?“ﬁ?fea 10 ¢angest to the host computers sebrseser d002.he

sel ected security p Cd &Evﬁ%y? server within the
panel in step 1020).@3‘%\%%&%oFtrHe(%%%dggfﬁg%Sgpgm %gwﬁ'iﬂ?é‘fﬂ}en a manner

simlar to thatHTvEcfileli04uhatiefiestehobaidisr 206ty fRABPNES . Figure 9.
16 March 2004 -§4 ¢ Renot e- Security Panel Communications Figure 11 details
t he comuni cat i Mmﬂ&@?ﬁé@@ﬁdﬁ@@@ﬁpﬁﬂ@@h@ﬂ&nﬂtﬁwmﬂri ty panel

200, The 1 o SERGRY e 881005 ARGGSR i e G bbabS ey Our, 12
LAty |, R oot G uomITE duganpin sREEE B RofOSTL L0,
web server sof thaseommigr dAues Teneived fiom the host computer in transfer 1008, the
graphics file is locally stored (in cache directory) and is displayed on tﬁe
browser screen. The HTML file then instructs the execation of a
communications program.. Again, if the current version of the file does not
locally exist, the remote computer browser requests the HTTP transfer of
the file from the host computer via reciuest 1010. '
" Once received from the host computer in transfer 1012, the
communications program file is locally stored and immediately executed at
step 1014. This program ruas in tandém with the existing browsef
software and does not prevent or hinder any normal browser activity. Once
started, the communications program begisis a continuous polling sequence,
X requesting the status of the various panel sites via requests 1016. When the
comﬂ1unicaﬁon5 program receives the résponse statas messages 1018, all ‘
the icons overlaying the graphics screen are fepainted fo indicate the
' current status of thé sites. When the remote computer user selects the icon |
of a site for more detail, the browser software can immediately hyperhnk to -
the IP address of the selected sccurity panel (connecting to the embedded
web server within the panel in step 1020), and perform communications
with the panel in 2 manner similar to that described with respect to ihe host
computer and Figure 9.



file 1104 that defines the security panel's web page. Th¥ Mamh 2004e

I ncl udes the reference of a graphics file. If the current version of the
file does not locally exist, the renote conputer browser requests the HITTP
transfer of the graphics file 1106 fromthe security panel.. Once received
fromthe security panel in response 1108, the, graphics file is locally
stored (in cache directory) and is displayed on the browser screen. The
HTML Me- .then instructs the-execution of a conmuni cations program Again,
if the current version of the file does not locally exist; the renote
conputer browser makes a request 1110 for the HITP transfer of the file
fromthe security panel. Once received fromthe security' panel in response
1112, the comunications programfile is2focally stored and i medi ately
executed at 1114. Thiis programruns in tandemw th the existing browser
software and does not prevent or hinder any normal browser activity. Once
started, the comruni cations pro ram begi ns .a continuous pol I'i ng sequence,
requesting the statu® of Remo WmﬂhCemmmmansnsat us request 1116.

When t he comuni cat| eceives,the response status nmessages
1118, all the icons © eﬁ%@?ﬁ%ﬁ‘hﬁ f@&osscb%wmh the remepsacomputer o

i ndi cate the cul04eiid thé sécusi aﬂel‘QO@O ‘
Mobi‘l e- Security. Panel Com‘rurti‘f)%at | ons EPSE?%&[%ZCMSI& Iégg]g&ﬁ%‘ffﬁq%mq ons
bet ween t he notﬁecmtvmapdttbro@hshemmﬂnpumvwa hypepmﬂ@émﬁ%m{hmbl l e

conmput er 208 gali S tot Security panel through a wireless |ocal
area net work, %ﬁicad TOWECT ‘&ﬁFé‘Ftﬁé Kﬁﬂi’dﬁl‘emgfﬂmébumtmppnehval | abl e
W rel ess netvvorsge Iup et st | ar tel ephone
net works. The- m)blfﬂlfi cgérrpute@q%romsep}ééﬂpi 3&?‘@3‘% b@g%%lﬂﬁl’gferenci ng a
:j oca: ly Pe: d \ivéﬁgmgmcsseazthe ehttediBiMeb b vERidTRAE ASwRRh theJTPRAY. CS

'spray tite ztﬁ 1?04 that defines the security panel's web page. The HTML file

" includes the reference of a graphics file. If the current version of the file
does not locally exist, the remote computer browser rcquests the HTTP
- transfer of the grabhics file 1106 from the sesurity panel. .Once received -
from the securiiy panel in response 1108, the,.graphics file is locally stored -
(in cache directory) and is displayed on the browser screen. The HTML
file' then instructs the-execution of a communications program. Again, if
the current version of the file does not locally exist; the remote computer
‘browser makes a request 1110 for the HTTP transfer of the file from the
 security panel. Once received from the secarity ‘panel in response 1112,
the communications program file is locslly stoi'ed and immediately exccuteﬁ
at 1114. This program runs in tandem with the existing browser software
and does not prevent or hinder any normal browser actlv:lty
' ‘Once started the communications program begins a continuous -

' polling sequence requcstmg the status of the various pomts via a status
request 1116. When the communications program receives the response
status messages 1118 all the icons overlaying the graplucs screen are
repamted to mdlcate the current status of the pomxs



encapsul at ed communi cations program 1206 (which is al reat§Mamit2004ed in
the nobile conputer). After the screen is painted with the graphics imge,
t he conmuni cations programis executed at 1208. This program continues to
search via the wireless interface. card for a broadcast packet containing
an address, such as an encrypted | P address, of the |ocal security panel.
Once the BROADCAST ADDRESS nessage 1210 is recelved by the nobile conputer
comuni-cations program the address is decrypted and the browser is
directed (hyperlinked.1212) to the I P address of the security panel.
Execution after this point is identical to the renote-security panel
communi cations, and reference is nade to the description of Figure 9
regardi ng the connection activities. It %11 be appreciated by those
skilled in the art t at the present _invention can be enbodied in other
specific fornms with geurity RanelCoraminications essenti a

be-§
characteristics ther isclosed -enbodinents are therefore
consi dered in all resg{’%== [?(gﬁ!) %ﬁéﬁ&?ﬁ"ﬁ\?@%& the,mobile emputes 308 The

f oregoi ng description an changes that ¢ ®ng and
range and equi FEFEHY @aneldheaygh arwirelatsdockdréandomoris RRABIeE By ey ei n. 16

Mar ch 2004 - 26 - 1. Apparatus for m)nltorl ng -a space,
conprising: a s‘y’%%% t@ﬁa‘?’l’b%d’@@%ﬂtﬂvﬂ@%m&” setwork including, anel
having a "pl ur b fiiel & eRSAlS i ectft iRl ARG YT R cretelvi 1. T

real tinme, self initiated updates In
regardi ng the bp@lwscrfsnﬂwardm&xemmd tr&feﬁémﬁig@lb‘éﬁﬂyﬁelﬁ%éﬁ%ﬁelﬁbfg a network

protocol, | sai d 'I%Dr}-![‘h%_, ﬁ?e Ie e?élﬁ:rer:]s i)tr)]t(lil augllagl%cgdlgs;)g)pr f;lf:C 1204 and an
o encapsulated commmunications program 1206 (which is already installed in

the mobile computer). Aftt;-r the screen is painted with the graphics image,

g the communications program is executed at 1208. This program continues

. to search via the wireless interface card for a broadcast packet containing
an address, such as an encrypted IP address, of the local security panel.
Once the BROADCAST ADDRESS message 1210 is recelved by the
mobﬂe computer commumcat:lons program, the address is decrypted and
the browser is directed (hyperlinked 1212) to the IP address of the security

| panel. Execution after this point is identical to the remote-security panel
commumcatlons and reference is made to the descnpnon of Figure 9
regardmg the comnection activities. |

scope of the i randrthe seturi grpzmé[gm .ThE¥n mﬁﬁw%?ﬁ%ﬁ%&&er t han the

It will be appreciated by those skilled in the art that the present
invention can be embodied i in other specific forms without departmg from
't_he spirit or essential charactensttcs_ thereof. The presently disclosed
.. embodiments are therefore considéred in all respeéts to be illustrati\fe and
-not restricted. The scope of the invention is indicated by the ‘appenﬁed'
claims rather than the foregoing description and all changes that come

- within the meaning and range and eqmvalcnce thereof are mtended to be | |
embraced therein. '



interface to display said information in real time as milGMachi280éut put s
associated wth each of said plurality of sensors. 2. Apparatus according
to claim1, wherein the network is an Ethernet network. 3. Apparatus
according to claim1l, wherein the nonitoring system includes encapsul at ed
communi cations prograns. 4. Apparatus according to claim1, wherein said
information is received using a standgéd I nternet browser. 5. Apparatus
according to claim1, wherein said inf6rmation is displayed using a bitmp
representation of said space, with icons overlaid on said bitmap to
identify said sensors and their status. 6. Apparatus according to claim]1,
wherein said information is displayed using an icon on a display to
represent a condYhat yfClaimeddsh sensor. 16 March 2004 -27 7. Appar at us
according to cl aim6, V@Iﬁ{ i i d . ngition can . be any of said nultistate
outputs, at least a fir ag sfgﬁz‘gnrrluq?{n &8i% SIS being an i ndication
that a sensor. is i naaecugitppanetbosbct kOMhe spaceSRANEATitySARE haMitlgt St at e

out puts bei ng an i ndi cia\ti on that said sensor was recently in an alarm

condition, and BIYHity 8t $a0sas; @dnyl tistate outputs being an indication that
ol dance with

said sensor is not ignﬁﬁit&l}-g% SRANELE F-QY; a |-
claim7, wherein said condi él%nm;%h}e‘fﬁ??lﬁ’gpr eﬂgl%’ Ie}t}fﬁﬁt;ge?%ﬁ att??d? said
sensor has beenpeintsebsediat infAppationtregarding the spicd fosethebdchriglpatdover wher ei n

said condition cal?v f.urt her B}? gn inc‘cyi‘)} ca&i on that said sensor has been
failed. 10. AppAPSOE YSiPEARSEYYR RELOSR)SHA BIoRtoRng syRe@rBs WinG#H eEphicng

mterface to display said information in real time as multistate outputs associated

with each of said plurality of sensors.

2. Apparatus according to claim 1, wherein the network is an

Ethernet network.

3. Apparatus according to claim 1, wherein the monitoring system

includes encapsulated communications programs.

4. Apparatus according to claim 1, wherein said information is

received using a standard Internet browser.

5. Apparatus according to claim 1, wherein said information is
displayed using a bitmap representation of said space, with icons overlaid on

said bitmap to identify said sensors and their status.

6.  Apparatus according to claim 1, wherein said information is

displayed using an icon on a display to represent a condition of each

S€NSOT.
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of said display can distinguish false alarns from genui & March260411.
Appar atus according to claiml, wherein nonitoring of said display can be
used to track sequential activation of said sensors, yet provide

i nformati on regarding the nost recent sensor placed into an al arm
condition. 12. Apparatus according to claim1, conprising: a renote

noni toring systemwhich can access said information. 13. Apparatus
according to claim1, conprising: a nobile conputer which ecan access said
information. 16 March 2004 28 14. Apparatus according to claim1, wherein
said information can be displayed as a hierarchy of display screens, with
at | east -one level of said hierarchy of _gcreen displays show ng nultiple
facilities being nonitored, and with at'ﬂgast one additional |evel of said
hi erarchy providing ,accegs to floor plans for any of said facilities. 15.

Appar at us according vo cl APRATHES aGg0zding fo claim 6yvibierain sajd epudition care | udes:
nmeans for accegs b ' [ ' ' j ,d curit anel via
o Aty of i sl AP, At Al bR B ol g o

use of -an encrypted address nessag roa sai d
mobi | e conput erbemgilarsinditation drat &ysemson 4 in dbalarp BetdddiS adecsHadifidid © ¢l aim
15, wherein said nobile conputer accesses said information via a wreless

network. 17. Afpaiisieteouputs beinggniadieation thatsaidwensar wassetehtlyi inelne s s

Space, -compri s gt rudtgEiand & BRERE Sl BBl oiriuaranian wdisation) ural 1 vy

of sensors 1 ocahstdhaii¥ schit is a6EHAin A condition,

. 8.  Apparatus in accordance with claim 7, wherein said
condition can further be an indication that said sensor has been disabled.

9. Apparats in accordance with claim 7, wherein said
condition can further be an indication that said sensor has been failed.

'10.  Apparatus in accordance with claim 1, wherein monitoring
of said display can distingnish false alarmg from genuine alarms.

11, Apparatus according to claim 1, wherein monitoring of said
d_isplay can be used to track sequential activation of said sensors, yet
provide information regarding the most recent seasor placed-into' an alarm

condition.

12 Apparatus aci_cqrding to claim 1, comprising;

a remote monitoring system which can access said information.

13, Apparatlis according to claim 1, comprising:

a mobile computer which can access said information.



transmtting informati on associated with a status of saith Maiba084 in real
time, over a network using a network protocol, to a supervisory nonitoring
system said information graphically representing nultistate outputs
associated wth each of said plurality of sensors wherein a first of the
graphically represented nultistate outputs indicates a sensor is in an
alarmcondition, and a second, differeng.nultistate output, indicates that
the sensor was recently in an alarmcondition. 16 March 2004 -29 19.

Met hod according to claim 18, wherein said information is transmtted
usi ng encapsul ated conmuni cati ons prograns and a standard | nternet

browser. 20. Method Hecdimparagustaocardiag tn d8m Wivdresimsasdintbrimafier mat i on

transmtted to i uper Vi sqr. nitoring systemis, displayed at the
supervi sory nDH%?%?Fﬁgﬁgy§Féﬁ¥%@¥ﬁboéﬁﬂﬂﬁﬂﬁﬁ%P%B&%@%h?%PP%KW@ﬂfSaid space,
wi th icons overdaiderahp of sdredh BiRBRyd BowdRHulfide sRIIHicsEAROT S and their
status. 21. Method accofdi ng toﬁglgbz)ai moggl;% Wne%qeei n a third of said

mul tistate out pufwiored, anfd witkatdeast ene additional dve! efeaddiierarshyyrovidingan al ar m

condition. 22. %ésgfbgﬂd%ggﬁﬁgfopgn}}&sgih?criﬂti]eg’ wherein said informati on can
sal S orimn

be displayed at upervi sory noni I'Ng system as a hierarchy of

di splay screens, with at | east one | evel of said hierarchy of screen

di splays showing nultiple facilities being nonitored, and with at | east
one additional I evel ofAPPaRES hawprdinghyo slami d3,ngvhersoe ssidt moblloor pl ans for
any of said f%l’r#)httexlﬁélud%& Met hod according to claim 18, wherein said
supervi sory nonitoring systemis a nobile conputer which accesses

i nformation means for accessing information contained within said security panel
via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.

16. Apparatus according to claim 15, wherein said mobile

computer accesses said information via a wireless network.

17.  Apparatus according to claim 16, wherein said wireless

network includes a cellular telephone network.

18. Method for monitoring a space, comprising the steps:

locally monitoring outputs from a plurality of sensors located at the

space; and } -
transmitting information associated with a status of said sensors, in

real time, over a network using a network protocol, to a supervisory

monitoring system, said information graphically representing multistate

outputs associated with each of said plurality of sensors wherein a first of

the graphibally represented multistate outputs indicates a sensor is in an

alarm condition, and a second, different multistate output, indicates that

the sensor was recently in an alarm condition.



contained within a security panel at said space via use BﬁMaWhéﬁeéypted_
address nmessage broadcast by at |east one of said nobile conputer and said
security panel. 24. Apparatus according to claim1, wherein said nmonitoring
systemis a nobile conputer which includes: means for accessing information
contained within said security panel via use of an encrypted address
nmessage broadcast by at | east one of s#’d nobile conputer and said

security panel.
19.  Method according to claim 18, wherein said information is

transmitted using encapsulated communications programs and a standard Internet

browser.

20. Method according to claim 18, wherein said information
transmitted to said supervisory monitoring system is displayed at the
supervisory monitoring system using a bitmap representation of said space,
with icons overlaid on said bitmap to identify said sensors and their status.

2]. Method according to claim 20, wherein a third of said
fnultistate outputs is an indication that said sensor is not in an alarm

condition.

22. Method according to claim 18, wherein said information can be
displayed at said supervisory monitoring system as a hierarchy of
display screens, with at least one level of said hierarchy of screen displays
showing multiple facilities being monitored, and with at least one additional
level of said hierarchy providing access to floor plans for any of said

facilities,

’ 23.  Method according to claim 18, wherein said supervisory
monitoring system is a mobile computer which accesses information
contained within a security panel at said space via use of an encrypted
address message broadcast by at least one of said mobile computer and said
security panel.

24, Apparatus according to claim 1, wherein said monitoring

system is a mobile computer which includes:

means for accessing information contained within said security panel )

via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.



