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First 
device

Second 
device

S1: Send a third signal, where the third signal is 
used to generate a first ranging signal

S2: Receive a first signal

S3: Preprocess the first signal to obtain a second signal, 
where the preprocessing includes channel estimation or 

power normalization

S5: Send at least a part of the first ranging 
signal, where at least the part of the first ranging 
signal supports an integrity protection function 

and a ranging function

S6: Receive a signal used for ranging, where the signal used 
for ranging is obtained after at least the part of the first 
ranging signal is transmitted through a radio channel

S7: Input the original ranging signal and the signal used for 
ranging into a correlator to perform a correlation operation, 
to obtain a first moment at which a maximum value output 

by the correlator is located

S8: Perform integrity check on the signal used for ranging, 
to obtain a check result

S9: If the check result is that the integrity check on the 
signal used for ranging succeeds, determine the first 
moment as a moment of arrival of the signal used for 

ranging

S4: Generate the first ranging signal based on at least the 
second signal, where the first ranging signal meets a signal 
obtained after convolution processing is performed on the 

second signal and the original ranging signal after time 
reversal is or time reversal and conjugation processing are 
performed on the second signal, or the first ranging signal 

meets a signal obtained after time reversal is or time reversal 
and conjugation processing are performed on the second 

signal

FIG. 3 
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First 
device

Second 
device

S101: Send a channel measurement signal, 
where the channel measurement signal includes 

pilot information

S102: Perform channel estimation by using the channel 
measurement signal, to obtain a first channel impulse 

response from the second device to the first device

S103: Perform first processing on the first channel impulse 
response to obtain a second channel impulse response, where 
the first processing includes time reversal processing or time 

reversal processing and conjugation processing

S104: Generate a first ranging signal based on the second 
channel impulse response and an original ranging signal, 

where the first ranging signal is obtained after convolution 
processing is performed on the second channel impulse 

response and the original ranging signal

S105: Send at least a part of the first ranging 
signal, where at least the part of the first ranging 
signal supports an integrity protection function 

and a ranging function

S106: Receive a signal used for ranging, where the signal 
used for ranging is obtained after at least the part of the first 

ranging signal is transmitted through a radio channel

S107: Input the original ranging signal and the signal used 
for ranging into a correlator to perform a correlation 

operation, to obtain a first moment at which a maximum 
value output by the correlator is located

S108: Perform integrity check on the signal used for ranging, 
to obtain a check result

S109: If the check result is that the integrity check on the 
signal used for ranging succeeds, determine the first moment 

as a moment of arrival of the signal used for ranging

FIG. 4 
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Preamble attack with integrity protection
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First 
device

Second 
device

S201: Send an original ranging signal, where the 
original ranging signal is generated based on a 

first sequence

S202: Receive a first signal, where the first signal is 
obtained after the original ranging signal is transmitted 

through a radio channel

S203: Obtain a first ranging signal after performing time 
reversal or time reversal and conjugation processing on the 

first signal

S204: Send at least a part of the first ranging 
signal, where at least the part of the first ranging 
signal supports an integrity protection function 

and a ranging function

S205: Receive a signal used for ranging, where the signal 
used for ranging is obtained after at least the part of the first 

ranging signal is transmitted through a radio channel

S206: Input the original ranging signal and the signal used 
for ranging into a correlator to perform a correlation 

operation, to obtain a first moment at which a maximum 
value output by the correlator is located

S207: Perform integrity check on the signal used for 
ranging, to obtain a check result

S208: If the check result is that the integrity check on the 
signal used for ranging succeeds, determine the first 
moment as a moment of arrival of the signal used for 

ranging

FIG. 6 
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First 
device

Second 
device

S301: Generate a ranging radio frame, where the 
ranging radio frame carries a signal supporting an 

integrity protection function and a ranging function

S302: Send the ranging radio frame

S303: Receive the ranging radio frame

S304: Parse the ranging radio frame

FIG. 7 
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Communication 
apparatus

Another 
communication 

apparatus

S401: Send ranging configuration information, 
where the ranging configuration information 

includes a type of a ranging radio frame, and the 
type of the ranging radio frame is a radio frame type 
supporting a ranging function, or a radio frame type 

supporting both the ranging function and an 
integrity protection function

FIG. 10 
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