3 0 JAN 2003 CRYPTOGRAPHI C COVMUNI CATI ON PROCESS AND APPARATUS | nventors:
Edward M Scheidt and C. Jay Wack 5 Field of the Invention The present
invention relates to cryptographic systems. ¥In particular, the present

i nvention relates to a systemfor encrypting plaintext nmessages( JW‘Z{IU}
decrypting ci phertext communications. | o Background of the Invention In the
nodern worl d, comruni cations are passed between parties in a variety of

di fferent ways CRYPTOGRARHIY COMMMNIGATIONTRROCESSOANDARBPARATRISCE roni c
comuni cation is becom ng increasingly popular as an efficient manner of
transferring information, and electronic mail in particular is 15

proliferatipgefttRs Edwird MNBehéidY aRél C. Ry Weekm Unfortunately, drawbacks
acconpany the benefits provided by electfonic communication, particularly

in the area of privacy. €l ectronic comrunications may be intercepted by
uni nt ended Ei 81’ Blifveiok! €ss transm ssions, such as voice communication
by cel |l Ul ar—tg-g—e-p@m're,ﬁmé- 20 electronic mail are especially susceptible

t o such i nt er cepfheqpresédtdnysmntioheeatates telceyritognaphiceystens, datpanticuar] vacy has
been addressed, and sohutiqn ;o t he rfobl em have lbe n.,put in place. One
form of sollEPTPTAENIPY [RieEe 1AV Pl PRdg bR extanessatel oni c
comruni Catiéﬁﬂdec@ppt@?@%ﬁ@ﬁktb&fﬁﬁidﬁﬁfatibh@. encrypting or encoding of a
transmtted or stored 25 nmessage, followed by the decryption or decodi ng of

a received or retrieved nessage. The nessage usually takes the formof a
di gi tal, i g85dkqrond ofthg!lhi&fbnal 0g signal. 1f the communication is

I nt er cept e?‘dﬂfq'rrg'—rrmm#mn'or is extracted from storage by an

unaut hori zed entlhthe madern wodd agpmmunigstians arspassed betweenardrtgeein,a who does
not possess, th : t r : LN a system
utilizing C\ﬁ;l& oéf‘ﬁ@%&?t"?i’“ﬁiggﬁ@ﬁ%@%% gf%@o%%ﬁ%'@%ﬁﬁ&ﬁ?@ tion

i ncor por at eBleetnoio codirmgnicktionde becoreimgriygreasigglgpgpualer aslaa efficienidi ng devi ce
accepts the_pl ai nt.ext (unencrypted) ness and a .*166166* . *ACTION* 3 0
TAN 2003 | FRBEGH Saetetieg HRieeh. i S8e AR el m PRSI S age it h < he
ka_ accqy di pralifetaty Wo%ﬁéérhﬁiﬁdtap@ftﬂﬁﬂ]mwﬁmpreﬂeterm ned for the I q
pl ai nt ext communi cation and the key. at |s, t ness i s mani pul ate
with the key in "_é”mﬁ\‘%ﬁ@fye Fﬁ%kﬁﬁﬁ?@pw thFcﬂef’ﬁF'tﬁfr?‘H@g‘(i?QXt/ key rel ation
to produce @ebtréii®BSihfuticdtiRACHarBt @y MEtheadéa of privacy. Electronic

communications may be intercepted by unintended recipients. Wireless
transmissions, such as voice communication by cellular telephone, and
20 electronic mail are especially susceptible to such interception.

The problem of electronic communication privacy has been addressed,
and solutions to the problem have been put in place. One form of solution
uses cryptography to provide privacy for electronic communication.
Cryptography involves the encrypting or encoding of a transmitted or stored

25 message, followed by the decryption or decoding of a received or retrieved
message. The message usually takes the form of a digital signal, or a
digitized analog signal. If the communication is intercepted during
transmission or is extracted from storage by an unauthorized entity, the
message is worthless to the interloper, who does not possess the means to

30 decrypt the encrypted message.

In a system utilizing cryptography, the encrypting side of the
communication incorporates an encoding device or encrypting engine. The
encoding device accepts the plaintext (unencrypted) message and a
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Li kew se, the decrypting side of the comuni cation incorporates a decoding
devi ce or decrypting engi ne. The decodi ng devi ce accepts the ciphertext
nmessage and a cryptographic key, and decrypts the ciphertext nmessage with
the key according to a decrypt relation that is predetermned f3dy JANO0t3he

ci phertext message and the key. That is, the nessage is manipulated wth
the key in a predeterm ned manner set forth by the text/key relation to

produce a FaptpgEPHickay. Apd sagPisHAE PlalieXsHeRsrIaWiththeteysdcgrding
| ai nt oxt . ; : D

ol ed i n 'TRE GRS RIS RR bablenminclTer HERISREA SomiEhBRER Kevs are

nmanaged, dendrtbekeycTypt isgthephessagetie maniptiated vdthethewey ircanvent i onal

t hi h aF I bably th t I
of These | reeSRBRrEnuyther Aok oGP ok rBaton BURARHEE o = schemo of
this tyge, digterdexyfertpgiedBessigieual |y conbinations of a public key

conmponent that is available to anyone or 20 to a | arge group of entities,
and a private kédykevdsedheAectypting fide phthe seramupicghien insamarales &

comuni cat i ' [ ti | ) 0 er a
particul ar O%%P 9@?’0"9%‘?@3500 e'rﬁé e?@@dﬁ%a@@ %@eﬁ?é a%tgiep%:thgon Is the
degre;a 011: ol?ﬁfﬁérganmssag?je?darogymogmhisdieﬁt ard dgwptsghaptw\p{jtektat itsi ht he
anmount of effort requjr or an unaut hori ze r.son ecr e
encrypt ed r@gisf@_@W&hk\ﬁgegraeccams'%{h)%ag%wpﬁﬁiléogﬁr?%ﬁﬁaf FIUEDISY son may
oSt panul o A oy AT e e ST Lon att acke
nmos ) ]

(Er1 al A it e Kevan rRepareaed dhaes st ey R deaiaubealien i t acks.
Choosi ng ”%r@d@éé@'n’e%l@iﬂtéx@ﬁésﬁ@ﬁe arlfét E:Shéééc??ﬂ% vﬂﬂfihb@ﬁ@ﬂal KR¥iedr € two

ways to make a cryptographic schene |less vulnerable to attack, but result
in a nore dRPeSROEeye system that operates at a slower speed. Thus, unless a

clever cryptagrag{y ﬁaﬁﬁ%ﬁ%&é‘ %%\ggne%?eﬁgftg? ﬁ%’%‘ﬁ"eg%\}ﬁfﬁggf‘“ fheoi d successful

attack, tradeoffs nust privacy to be
provi dad. @umemanicatiemprocess,efnidgbe inmanpner ypwbighXely arsmanaged defing@i t t he

constraints_o e, par t.i | ] .0 t ' | s usually
the 5 deteéef tﬁ%’%gp h?ca%: hgﬁ%.ﬁf%%%%sr%gﬁateng S ulvgl'?]“:oen agé%p%?%h%g&%vﬁqﬁ?é be in
def eati ng intusadéday. Thorsexampleyrprobatily thesmobtpapuidri of dnese is lpublibdkeparties to

Surmary of - HECRIANG FET, Rodrdpiio ARREHRIeCH i Rt g MRUBaRe ' ©
i nvention tactpaliyvéahebinationsosfsspubdio ke gpmpanest thet is sxbiahietalamgpnee pri vacy
of an ezloeCttroOan .a(t;gec S%r]oif%%{i{.ieosr,] ‘and a private key component that is specific to the
particular communication.
An important consideration in determining whether a particular
cryptographic scheme is adequate for the application is the degree of difficulty
necessary to defeat the cryptography, that is, the amount of effort required for
25 an unauthorized person to decrypt the encrypted message. There are a
number of ways an unauthorized person may go about attempting to defeat
the cryptography of a system. Three of the most popular attacks on
cryptographic systems are key exhaustion attacks (trial and error), differential
cryptanalysis, and algebraic attacks. Choosing more complicated text/key
30 relations and longer keys are two ways to make a cryptographic scheme less
vulnerable to attack, but result in a more expensive system that operates at a

slower speed. Thus, unless a clever cryptographic scheme is devised to



It is a further object of the present invention to provide a process and
apparatus for encoding and decoding digital data. One enbodi nent of the
present invention includes a conmunication 15 system which 3cludes an
origination space, a conmunications channel, and a destinati

associated wth the origination space via the conmunications channel The
origination space includes an encryption engine for generating an out put

synbol O tmm&iiswnceasful atatk, sradbofts hmustemade amenfdeciding tHevievd ofn encr ypt
key, an encr t ke | ation, and the input 20 synbol. The destination
space i ncl LRJ C\écbl %P{&}%[Q’ engine for generating a decrypted symbol |t

based on the Oumﬁnel el’f@(@{eggﬁg E,ygfggt-m, gbgbggﬂoosrmlgﬁgace via the

conmuni cati ons nmeans ce|V| a decr and a decrypt
t ext/ key r efoastraints qtibemactrqqtar ap@kctatloeytheéeathewebbnn nS)thuailhdhe encryption

250+ m, B¢ uetdlipifacBhi] oulsiddes i Biecrydlodigind Wibe n defbanng, 7 LT (Y
addi tive tateaeR$.OMhistihus aﬂe‘c'tsrtaé &Mﬂd%eanaxrtmtpah@s towhere 7tN, 7TN. 1, ...
, N2, no are N perputatijons 8 ned by the encrﬁ/ and where W
represents ‘t"rﬁ‘é’nHﬁ'ﬁB@?" wilkhaygdaats Pi’FP Ynigatign o B’é??t'ﬂtpé't"ﬁt?n defined by the
encrypt key. The decrypt text/key relation controls the decryption engine
such that 1't =7T,-"'[712-"[713" ' 30 [7tN-1-"[7IN[OQ-a N(t)]-a Ni(t)]-

- a' 3(t§_‘.}_MU_tQﬁLtL€.éﬂ!§D_QQ,L1a o(t), nmod W where n, is defined by t he

decr ypt, k t .
CoCTYPhKeY 35, SIS RGPt B Skt ieflon BRI Moncf ™, s ) 3
2003 key, anddamtmatas\fvbtrsqfegmdhg thé privasylof rancdfleqinssic Cornmunieatibrar each

I nver se per nut at

the decrypt ke Accarding to one aspect of
thi s onbodi ment t BRUEREF SHERLS 1B giERent Ruetbto RER R e PRt oup. ¢ abl oo
for stori ngappacﬁtugffortémoamgsaﬁd @dd&ﬁ'@tcﬂglcél data.pernut at i ons. According to a
di fferent aspect_of thi '

enmbo e encrypti on engi ne further includes
VKW ook un LS IQUE SERORIETGE 1 HE s IBaRIoR MU § A BUEPEPE W St s of
per mut | or@stﬁ@w@h rm:utdzesaardbrf n@étmtsp@%ee@borﬁfnunt&anan@eh%@%ﬁ the

encryptlon en‘%%x further inclu ook- up l'es for storing N sets
of per mut at? F¥INGHeR spacs éﬁscfcl'%?ﬁ‘ Wl'ta\ﬂ%f’r P%\%F%"%‘E%acﬁfv'? 8'& he possible Wsets

of per mut atdgiunibaseHEREhnE? TIObIGRatiHSdce McllidtsSa nt, a(t) is a
step function. l,i?:cordl a%lptg a urtﬁ%raaspecteofcthl S néﬁaggtfdr]rt\nt ax(t),

X={0, 1, 2, engine forgeneratipg anrmﬁretﬁéryﬂ@ot er%wmfhe@lrwmt symbeldrandeach val ue
that t |
oL oo it Ao BRI, R oSG el Tralhl

According to a di
, N1, 205 Nymhdécibersiestinative spage dnviugesfa creoryptmn engiie fonlgeeeratiag at equal s

an i nt eger decrypted symbol I', based on the output symbol received from the origination

space via the communications channel and means for receiving a decrypt key
and a decrypt text/key relation. The encrypt text/key relation controls the
encryption engine such that O;= an(t) + an[on-1(t) + an.1lan-2(t) +. . . + mfou(t)

25  +mfly + ao)]] . . .J), mod W, where an, an-1, . . ., a1, ag are N+1 additive
transformations defined by the encrypt key, where ny, 7Ny, . . ., 12, g are N
permutations defined by the encrypt key, and where W represents the number
of possibilities for each permutation defined by the encrypt key. The decrypt
text/key relation controls the decryption engine such that I'y =, " [n; ' [r3™" . . .

30 [nnt N[Ok NN ()] - . . - o'a(t)}-a2(t)]- a'y()}-c'o(t), mod W, where '
is defined by the decrypt key as the inverse of the permutation =;, where a'y,

a'n, - .., @1, 0'g are N+1 additive transformations defined by the decrypt



multiple of R where Ris a prinme nunber. According to a different aspect
of this enbodinent, ax(t), X={0, 1, 2, . . . , N1, N), increnents the
sequence of Trx for each value of t except when t equals an i ng@qy 2003
multiple of R where R is a prinme nunber. According to a different aspect
of this enbodi ment, ax(t), 20 X={0, 1, 2, ... , N1, N, decrenents the
sequence of Trx for each value of t except when t equals an integer

mul ti pl e ofkey, antaher®W sepiepentsrthenturhieer. of paseibilitiehtprieach imversener aspect of

this enbodi | rr . Anot her enbodi nent of the present

I nvention i‘g%ﬁlﬁ'&%"é“f%&ﬁfpﬁ{ﬁﬁgg%@% ié‘%rySt em which includes an origination
space, a 25 conmAdtiotdihg enene aepertiof tragdmbodiesdritnite emcremtreemgiseci ated with
the originatjon, SEJ ce via thea$ nmuni cati ons CE nnel . The origination
space inclﬁﬁbgr InC g@éiv\vféqo"r‘éﬂt PRGN KarhBLIERPsEbIE VY setarf encr ypt
key, ang anperﬁ’i}ﬁéttm% tREbrdify td Ehﬁﬁe'ré}ﬂ’asﬁé&cﬁ%i BRDGRIhER fHed! ne,

control | abl'e . ér)crypt text/key relation for gener at i ng an out put
synbol O berasyption angine fysiher gClusesidhbtVV leoictp tatdes for storimig(M)availabig aN. 1(t) +

7EN. 1 (a42( *e proar b o bidh t) + , + .ee . nmod wher e
AN ANt ek Bt pobgliE P reth ot piithuens Avsefdhad petiterbhrashERt o) (i
encrypt keythisvérabedifrieht, tR&Bnaryption engine $urthen iraleddy N oW loakiuns de;i ned by
possi bi || ¢ 1'8bieb T S30R0 Rlrata LRI BUATE SR Goan bl SIaRE ot

desti naig onthgRRESibid $Kl8 of Pernaaaiiony. Actordif§® dhdtBeradiit ¥Pfhjkey and a
decrypt text/key relation, and a decryption engine, controllable for
gener at i ng embedimepptadt) is ariten functiomaleeprdingith @ futdheraspeghbicthisr ecei ved from

e 5107 9t by AMePRASE, 2t b <Y 5 2P SARIRE gl N

a' 3(t)]-a' 2édchl valuelfiat } equalé h integer MlltiplesR, where Rlisi Spatakim@tbepy t he
decrypt key,as the inverse of the foe_rrrut ation 7LI, where a' N, a"' N1, ... ,
al, a o arAcqqrdingdeadiferent aspecheithis eBodiment ealth XHBel.dbcr ypN-1,key, and
wh SR : o

per it 2 o Boprremare ulSlenel o A3 Rir Yagh ot haf | SRER STHEEER o i
enbodi ment , MeielecgfdR WhereR isyPiime nuitteie Ackerdingde s differsoik aspeatabl es f or

storing each: | W\hsets of Nper ' rding to a

di fferent 3@52%’?%@"’?@??"%?%@3 't h'éJ EeN c?“%%“ﬁ%ﬁs é’ﬁ%%ﬁ%&%ﬁt er

i ncl udes My fooehchupalualdf ¢ exdapt whieortieggalyl aviatdgabmultife sERswhéretRe possi bl e
Wsets of pernutatio Agcor iIfereEtaf spect this

. ' to,.a d )f
embodi nent ,'SFFFE'”%%BF{'}%?('O °%9{§1"53°ﬁfﬁ‘€?{8P #3R&C I Imesk-ax@). t abl es

for staid ngxosers o, per N ?N%,%%rdhﬁ@ﬁ@'lr%%&ﬂ:eﬁé@m M PordidcARafiexft S Of
the possible Wsets of pernutations. According to _another aspect of this
enbodi nent ,t &XCERt Whent equals 0 ﬁ@@g@’ﬂnum@ﬁfcﬁ,w&% Reisfaprimenumbgact of this
According to a further aspect of this embodiment, I, corresponds to .
Another embodiment of the present invention includes a
communication system, which includes an origination space, a
25 communications channel, and a destination space associated with the
origination space via the communications channel. The origination space
includes a receiver for receiving an input symbol |, an encrypt key, and an
encrypt text/key relation, and an encryption engine, controllable by the encrypt
text’/key relation for generating an output symbol O based on the input
30 symbol, such that O, = an(t) + nn[an-1(t) + Tnaafona(t) + . . . + mofon(t) + ma[h +
ao(t)]] . . .1, mod W, where an, an.1, . . . , a1, 0p are N+1 additive
transformations defined by the encrypt key, where ny, nin.1, . . ., 2, o are N

permutations defined by the encrypt key, and where W represents the number
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20 enmbodi nent, ax(t), X={0, 1, 2, ... , N1, N}, increnents the sequence of
rrxfor each value that t equals an integer multiple of R, where Ris a
prime nunber. According to a different aspect of this enbodi nent, ax(t),
X={0, 1, 2, ... , N1, N}, decrenents the sequence of rrx fornggcﬂwgd}ue
that t equals an integer multiple of R where Ris a prinme nunber
According to a different aspect of 25 this enbodinent, ax(t), X={0, 1, 2,
e N-1, d‘&&:oséibtﬁtiwmﬂe&chllperralemier}ndefinﬁ\fh by the drrypt&ep. Theue (r)rI) t except
en t equal s,.an,integer, tiple of R ere R |is rime nunber.
Accor di ng (5SHnaaN SREERINCURRS. B reReNe & TERBIMAR RARCYRLKRY PN B=(0, 1, 2,

. N1, Ny k&xKBY Yel UL BEGyonTéngided copfsibbE hgéXxcept
when t equadlescﬁgﬁ I nt eygeerhhnﬁ?ti pl e of %,onmhﬁegrleéjlgoi s a Prfd#geﬁ%%é? 30
T

Accor di ng taodecrypitedisymbet hdmsedfontthe suthwbsrnhelieceived fregrthesponds to |t.
Anot h nbodi f th [, ' ' , i cati

Syt om Swniiaen spact e SRy GHERS Benndl sttt 8 B diee: | Cand a
second CO”PQKEJ_,"‘[WHQF_&\‘!?}];&'?_};M,f.i.r-%'fg(tO;]O&TR_tﬂ-&H(t LefO(gh?orarb Vgl th/él\l 2003

conmuni cat i ons chann rst conputer inclu i nput port for
recei ving am' isrgrfinedyhyitbe decryphkewas thepnvaree of thauperputationomn, wkerei vi ng an

encrypt key, g first penpr qr ori,n n_encrypt.text/key rel ation, and
a first m%'r"db?"d)’cessﬁ‘r"f’@rg%é{@r%qsqﬁw& t&ﬁ"sgﬂfrﬁﬁ'f’”égﬁ%ﬁ&ﬁ Z&%’ n the
i nput 5 SY"(@:RI':an&thFé)W%r@é@rﬁ@ﬂwe&ﬂﬁﬁb@tofbéééibiﬁﬁé’s fopeath fiverdech that O =
aN(t) + nNa 1(t) + 7rN-1[aN2(t) + ... + 7t2(al(t) + t1[lt + Mo(t)]]

...11, 18od permutatioa dalined kythe decryatkeyap are N+1 additive transfornations

defined by the %@@ﬁ%k‘fﬁ”e &Qﬁé&o{‘%@gﬁf nt, the encryp?ib%’eggﬂmeare N

pernut ati ons de e encryp . where WTrepresents the nunber
of possi bi Ifutthesintiudes ¥ lokermtablesifonstaang aach ofithepessible Wreetypt key. The

d i.ncl : ' : b\ d t
Koy, = seodtihatby: AREpruEH! o it abBli or B prBbiridfidhé n® 2.0%2 "
second mi (r:ﬂr)mrml m_se]'rg(ijrf:ﬁ)furlgenﬁnchtdbeg/Ie/Vdemk-mp)t&tﬂbsfprrbmlring'M avaitsbbel on t he
out put synbol received., tr the_ origination, space via the .co ni.cati ons

nannein’ cots o Fecasyioid & sete B Bemiudfoneo ARy 52 dlbfentiapesion |
bt o bl bt et MO L P - 2 (1))
he. i nver saobles stopty Niets PhpeTPLtatons reselSnes fof  svaiacle sgRier By o5
N+1 addi ti Aelpossibleonn®dts enpermii@btioned Aucotdisy flegiothér depect eitliswhere W

represents the nunber of possibilities for each inverse tperrmt ation

defined by emeodisentstieg sterfunstiat aherpreigd dna Tudhrraspeet afthis enbodi nent
the podd bl Haent bl etey fogi Gh N B8 P e RS S sodlentl & ot g
enbodi nent ,egdhevalie tat t equais aarintegert maltiplenaf| R deteeréR/is | sopricne putrdier.es f or
storing Mayal &R0 3Hiferht aspect of this embodiment, ax(t), X={0, 1, 2, . .., N-1,
N}, decrement's the sequence of x for each value that t equals an integer
multiple of R, where R is a prime number. According to a different aspect of
25 this embodiment, ax(t), X={0, 1, 2, ..., N-1, N}, increments the sequence of
1% for each value of t except when t equals an integer multiple of R, where R
is a prime number. According to a different aspect of this embodiment, ax(t),
X={0, 1, 2, ..., N-1, N}, decrements the sequence of Trx for each value of
t except when t equals an integer multiple of R, where R is a prime number.
30 According to a further aspect of this embodiment, 'y corresponds to .
Another embodiment of the present invention includes a
communication system, which includes a first computer, a communications
channel, and a second computer coupled with the first computer via the
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the possible Wsets of pernutations. According to another aspect of this 25

enbodi ment, the first computer further includes N<M<W I ook-up tables for

storing N sets of permutations presel ected from M avail abl e se@9 ¢y nfie

possi ble Wsets of pernutations. According to a further aspect of this

enbodi ment, a(t) is a step functlon Accord| ng to anot her aspect of this

enbodi ment, ax(t), X={0, 1 l\&' I ncrenents the sequence of
gege

Trx for 3GoEMBENICaians shaanek Bm%rstsccwqtﬁ&'e | SYTHckinget pert {iiere Ris a
f t X={0,
bri 7 NUMhELeivipg %%%ﬁ,fm,gg@rl fngt t@@éqﬁﬁ@g% Ripdit¥ob rEHRATY R BRana (1) X

e ue ce o r each”val ue t hat
t equal s &eyj afiesienerfo3)farAtori@Cs emanyptitext&keyfreRfiompandea kst s a pri ne

nber. Accordi h f, thi di X={0, 1, 2,
o ,erNfrﬁn%odré‘%%q%%a&;?g%n{%@aé%éféﬁﬁ@ sytip) OTPased Elke B of E “except
when t seaLy o USkiboRedrfofé® by e Ehdty® tekt/kBy réase stich ﬁwa@OtBrd%(T?&H

- Accor to anot her aspect of ‘this enbodi ment, ax( e,
N1, N, dégrenmidsa(t)he. seiqnmewmiﬁ- ro(t)ir. eb,(moqueheré olN, EW.Cept vvhen t

equal s an integer nultiple of R ere er. According to a
further aspéotOopre N %a‘gﬁ%alﬂﬁﬁﬁ rmghqns&gﬁ,sngglg&{hg epsry KeYrMbem esent

i nvention al provi_de e canngt ri gi nation
space and @ gaé'tl n(;it"ldb’?l0 %Sgiggﬁ@ﬂgﬁﬁsocess [erqﬁég F?%@guvﬁéﬁg an i nput
symbol 1t Wtrepl'useotstylerramb:an of passibilifias fgeam?apemgitahpmdmfmﬂ bywtheol O based
ontheln ut s such that e + )+ 7 1aN—2t +
N e B KA, e ol BbmBlfer Hibddes s ABE I Heihok pbiYor 12N 21D+

are N+1 predeiviiga deerypoiktiyt b\secbnd surefor mlngWnyp’ll\éxtﬁkblyl ce., 1C2,
no are N predeterm ned pernutations, .and where Wre ent %}Oﬁ]g nunber of

15 possi bifefatioesanda %Eﬂd BUSTRRIOLES SR fORgRNSSANG @ d?(} n recei ved
at the degldaaid ¢ &H?&tee ni’dlﬁre%e%@rfbﬁ?ﬁ% §|5{gmé’don| sﬁaces”agm@er ated, based

on the recel ved out pu such t hat

[NN-, ' [ NN cqromanidatipns ahamnell (qomrolled by theaﬁé&{xet]feﬂkaQ'ﬂ?'Pﬂ&' ?l(qh)trab o(t), nod

W where N, '_ a ||nver mned mut a (t Wwhere a' N,
a N-1,18 T=m 1$I§ Ft @P‘éﬂ%ﬂ @Oa'g(ﬁigl i hed ggj(]ltlvtgt ansf)g)rmatlons
and where M(,(tt)emcmswwmeréa. nsldbémed by theodaxiryptikeyiasshe inversecef thever se
pernut ati on. Acco

rdin further aspect_ of,, t.h ssible W
sets of pfé?'mi—t é?qrbﬁ‘sg’aﬁ@ * ¥t F Naved P ofORE b %?)&?{&bf%%mrﬁl‘%ﬁgto
gener at i nggqd Mmgy arfCWREI Wde ﬂesénfslihé Inambaspect of the
process, aval I abl e sets 25 of the possi é\éset of ermJt ations are

retrieved ﬁomlmwﬂobéacmwvﬁéﬁﬁlQ%’mUtﬁSPP&eﬁﬂﬁd e¢ My q¥e out put symbol .
Accordifg to a AKdhiG BBl diftfis hiRiaRfient, Messecamhpuer furhad | ons

preseletted fr ets of ossi bl e Wsets of pernutations
are retri emdxdbsdﬂv‘lloedwwabieﬂ(fquptqf@mmh of the possible W sets of

permutations. According to another aspect of this embodiment, the first
computer further includes M<W look-up tables for storing M available sets of
the possible W sets of permutations. According to another aspect of this

25  embodiment, the first computer further includes N<M<W look-up tables for
storing N sets of permutations preselected from M available sets of the
possible W sets of permutations. According to a further aspect of this
embodiment, a(t) is a step function. According to another aspect of this
embodiment, ax(t), X={0, 1, 2, .. ., N-1, N}, increments the sequence of mx for

30 each value that t equals an integer muitiple of R, where R is a prime number.
According to another aspect of this embodiment, ax(t), X={0,1,2,...,N-1,
N}, decrements the sequence of Trx for each value that t equals an integer



prior to generating the output synbol. According to a further aspect of the
30 process, a(t) is a step function. According to a further aspect of the
process, ax(t), X={0, 1, 2, . . . , N1, N}, is used to increnent the
sequence of Trx for each value that t equals an integer nmultiple fo JAN 7003
where Ris a prine nunber 7 3 0 JAN 2003 Accordr ng to a further aspect of
t he process, ax(t ., 1S used to decrenent the
sequence dRUMipIRFGSR, é’d’tﬁﬁe \Parsl?eprtrnamtnbéauép%ofawg|tﬂt~=@emer agpeqtiopthés of R,

where R is - rd| n €¢..process,
ax(t), edﬁb‘%mnggt M)e)( {RFAiG? ﬂ {CNJé nfctgrﬁé}ﬁ%r}zesrre tn%é oggr tfjoernce of 5

Trx for eaé‘dﬂ:h%hdtﬁoﬂfeicept(wmtwlmh bn(ﬁqagérsnalnpllemfég@vhewlﬂrsml e of R
where R is a prinme nunber, According to a _furth r as ect of t@e process,

ax(t), X={mime numper. ACCOfd'ngl\ﬁOP”ONF’ aFBeCﬁ%H“SES nx(Prd=@equence of
Tr x for e val u fi il e of R
wher e a‘F;ﬁ "prl h@ ﬁlﬁq g?&)éﬁ]%ﬂ mgrs%abto a fﬁ‘r ﬂgééﬂagﬁgépﬁgfid[eﬁg process,

| "t cor r eapmtdseqtmaw &n integémmultiple afortiere i isa prire npmbsenActardioagt | on

i ncludes a na t|c st o ich incl an interface, and a

control | ertof%g‘ EhEFRES! oﬁgﬁ%er%ﬁpgp%\lgnggg%?po?\qgggfhe interface, to produce

an out put synbofhepreseHCiRvéntin alﬁ previmiéta)prbcgisl\fbabbri:ﬁ'tuhlcatraﬁN 1 [aN— 2(t) +
+ 712[al(t) + nl(lt + ao(t)

synbol , aNbetwren an origination, Spése éﬂe No%'ﬁﬁ%ﬁ't %RP&el\éh‘terPJHE?ﬁ 'H&'ﬁa%%s def i ned
by awkt recBhvin @Eé\'?]ﬂ'vput mb&lsl at'Re 8fi n&r&?éﬁﬂt’eaéddog@terﬂlﬂfg aedutyt t he key,

and epresen e nu er o possibilities for each pernutation defined
by the keysyriioa @ diasgdton the input Bpmbals pe@t thet O hics(tetrizotina@thtt ™8a(t) is a

step function, Accordr ng,to fur S of |s enbodi ment, ax(t),
x={0, 1, 2ilana®)zh. ..+ mlopfth*n m‘ k@fen’@ B"S%t\ﬂ héqu%'ftgé“ of " TrX' for each
val ue that tBns\WvBeR &}, in i nunber .
Accordi ng ??)a%ﬂ'gﬂtgré&e{gﬁﬁg@%\?wb? tsrﬁgﬁn‘to)gﬁ? mgrstt ax(7ta ﬁﬂa\{ TtF‘mtOZ ,

N1, N}, dawl’drmedeietmreedmqn@taﬁ@n%faﬂdrvkherérw é%ﬁswﬁy@ FW&Pethequal s an

i nt eger rrultr R h anot her
aspegt 1of Pﬂ? 8( ﬁ@vﬁ]ge@'ﬁ? '6'§Zgh€<6?tgﬁt% g 'S t%ﬁ%engﬁﬁgel ncrenment s
thle seﬁuen]geséofatlonﬁpa;eeanmadad:ruptedfsymboéktd%p?n%m&qfr’ .bagediandhen i nt eger f
nultiple o ere 1 c:cor gt et ect o
thi s Emodr%me o S Sy ik Traf W IR v (AR 7' BIAE [P RED

crenents the

sequence of yrx fo &, msae\mmmmt lsaqmlatvsrseamfthert eger
mul tiple of S ?@p 3 )qJ Stl)]?r&tal)(?t)urrb er. 30 Anot her en&)ﬁ i ment of the

present i npmﬁatmnlna@pade@tahomm@%'?r%a Ne® Brage P POATEWRT ch i ncl udes an
i nterface, I e(msegﬁgq-r hera t he
cdeaé ﬁﬁ D4 aghth% téﬂ%foﬁ‘ﬂé‘@érﬁ Fh&‘grh’@re W Py, umber

| nterféee generate such t hat
of possibilities for each inverse permutation.

According to a further aspect of the process, the possible W sets of
permutations are retrieved from W look-up tables, prior to generating the
output symbol. According to a further aspect of the process, M available sets

25  of the possible W sets of permutations are retrieved from M<W look-up tables,
prior to generating the output symbol. According to a further aspect of the
process, N sets of permutations preselected from M available sets of the
possible W sets of permutations are retrieved from N<M<W look-up tables,
prior to generating the output symbol. According to a further aspect of the

30 process, a(t) is a step function. According to a further aspect of the process,
ax(t), X={0, 1, 2, ..., N-1, N}, is used to increment the sequence of x for

each value that t equals an integer multiple of R, where R is a prime number.



3 0 JAN 2003 It =7t1.2[7r21[7i3 1 ... [7[N1.1[7IN 1[OraN(t)]-aN2(t)]-
. - a3(t)j-a2(t)l-al(t)1-a0(t) nod W where & is a received synbol, aN,
aN.1, ... , a,, ao are N+1 additive ... , 7EN-1'1, nN 1 are glymgp e
transformations defined by a key, nl-1, n2-1, 7C3'1 pernutati |q ned by
the key, and Wrepresents the nunber of possibilities 5 for each inverse
permutati on defined by the key. According to a further aspect of this
enmbodi mentAccerding iosa furthiee pspdat ot tHegurocdss; axd), #F{0,01,2, f ur t Ner, Ndsipect of this
enbodi mrent, ax(t), X={Q, 1, 2, . . N1, ’\EH‘G | ncrements the sequence of
rrx for exSRdi@feeemest the saqvgnce ghmxfaigaghyva It%‘i‘tﬁle&ué\sﬁ'”wgﬁ'e Ris a
prime nu ; ' S i [ ' tima aX(t),
’Tgﬁtiltlplé‘b? WNW{\,%EIBNWS g: Wcr e@ﬁuﬁ'ﬁﬁe@ REDrdif td B f@nﬁ?%ﬂb?@dﬁ the

X={0, 1, nments the sequence of rrXx each val ue
that t equabcesanak(tit Xg€d, @) ti.pINe10N}, B usedteeinfreniant thepsequenceamber .

N1, imdetre eid 8 CeteeBhubehf eS8 B Rhen Allbleot E Were R opt when
equal s an id BoRRd ndfbéY. m&ogiin&o W&r@sb?{ctébéméiﬁﬁzcéwtb&(t), )dl\ﬁg,Accordi ng to

anot her aspect of this enbodiment, ax(t), X={O0, Cee , ,
decr enent ¢, 2he. sddeM.ds abed taxdecement hesgauenes ot mefos epeh wAlkie of tequal s an

I nteger mul tipl ' o' WHQ? < Brl [ ption of the
Dr awi ngs piua e@%géhgl%%gﬁﬁgg?%ﬁ@h&% edg:hmes,ggn'agfdvaen ag‘gy'of t he
present iAvcerdingto afurthed aspegtart ¢he plogesm ' obrredpenéiold bwi ng det ai | ed
description, whi cgée [ nclq%jdes ﬁrgﬁerred {)ut non- | ilm' {ing enbqedi nents. The
descrilBtion i s Angther eFRqoipertofdng Bresent MYetRENASY AN IChgs, wherei n:
FIG | shaygrage Phéfiimdivihantiodesar Miaruver ahd arcontroftattiof esttollingga 25
cryptography. "FIG 2 is a block diagram show %gtlt he i npl ementation of the

text/key misreRreessser isthejpiesiane. toredHceRD oyRrb ke 's%f‘ihﬁg?ton of the

I nvention 3Q erri \0;. El lgy@ coO | ' N, 9 WAL i on space
2 and a dé's_t‘?ﬁit{ éﬂ%‘b@c‘gﬁﬂ'ﬁafﬁ@ ori gi na i@fﬁ?gggg@ogmgef iC}'];]ke'rSSBc{l.ﬂJe pl ace and
time at  Woherd IfiB@andmpatisyimbal, ok agh i .gi.nat eso arEie+ tadditiveat i on space 4
defines the place and tine at which the comuni cagﬂ on i@ gecoded or

i nt endéd tteansEoratiops dafinehbya k¥ cBu By The ™BrTofRat PITERYYE 2 and the

destinati Oﬂbbfﬁl%(kﬁ' the 'KBY, 4R Weidkesents the b of pbssisiltisi foekych t hey may be
col |l ocated but di'splaced in tinme. The space and time correspondence

bet ween t heeronitafianedsfiprd Hydbe k8Y.and the destination space 4 depends on the
nature of a parflephiag 162 TRHErGRbeEbf this embodiment, a(t) is a step

function. According to a further aspect of this embediment, ax(t), X={0,1,2,.

20 .., N-1, N}, increments the sequence of T for each value that t equals an
integer multiple of R, where R is a prime number. According to another
aspect of this embodiment, ax(t), X={0, 1,2, ..., N-1, N}, decrements the
sequence of Trx for each value that t equals an integer multiple of R, where R
is a prime number. According to another aspect of this embodiment, ax(t),

25 X={0, 1,2,...,N-1, N}, increments the sequence of Ty for each value of t
except when t equals an integer muitiple of R, where R is a prime number.
According to another aspect of this embodiment, ax(t), X={0, 1, 2, ..., N-1,
N}, decrements the sequence of rx for each value of t except when t equals
an integer multiple of R, where R is a prime number.

30 Another embodiment of the present invention includes a magnetic
storage medium, which includes an interface, and a controller for controlling a

microprocessor, via the interface, to produce a generated symbol ', such that



5 The origination space 2 and destination space 4 are associated with a
common conmmuni cations channel 6. This communi cati ons channel 6 may bridge
a physical space, such as enpty air in the case of a cellular voice

tel ephone call. Alternatively, the comrunications channel 6 n@§y JAN 2003
tenporary storage for the conmunication while tine passes between the |lo
origination space 2,and the dgstination space 4, such . as sage left in
menory on Fa=eo el et -by[m-ﬁ iné‘{owét)]-arﬁ-dﬁ) 'a-sé@@“ﬁ'%gg'rmftg'q’r{’ggd at a later
time on the conputer. The nj cations chagn + also be a
conbi nat i &O%Wt e G 'S & {R9pived {Vgﬁ‘%h%hg”‘é'am 'égd]agﬁgllset'gr ggédlarrlé%ory in the

cage of anRLRFHA6NEdEREd by aReyiHS] &, 735, AL, e, oyl gieltinvensespace 2, the
original plalntext rress%ge is received and encr%/rg ed accor d,i_ng to the
encrypt t eerhitationsdafinethby the kayi, agd XV prrseseds then §ﬁ°fms'btb',ﬂe o create a

Ci phertexgﬂlfrg%a%%‘:a‘gsﬁégipg]’&ﬁg%ioﬂQﬁ%gd(wm%sl&%ge 16 is received at the

desti ndt i conmmuni cati ons ‘channel 6. An authorized entity"

havi ng a propeadieingto & Qyth2d aspecttohithis pmbodideerthe(t)36 acstep ypt key 20 to
t he destination Z‘ggce 4, where it is apgrll.i ed to. the ci@h%r_@exlt nmessage 16
accor di ng functiond deoppding ¢ 8 furdheraspasti Qb thio embodipent; ex@. A& TpPai nt ext

nessage 24 [ ¢h t Ha]| j 8. The
originati on\?ﬂiicgﬁg’qéc(ﬁ%'%ﬁ%gtﬁgesgﬁpgﬁﬁél)%ﬂrﬂggﬁéaeﬁjégg%ﬂ?ett gfagflgggxanpl e,
conput er s, in@igeEHRitigldef RawhemoRyisia erime/unebesnAcsoidied ifprRdhens may have a
certain anount of stora space . in the, fprmo ing the
text/ K&y ragpect ehthisemb 'B'\&?‘gééé‘i':}?'@rts#m'ra&' c' oiﬁt g%?ng{e,nga@%ng with a
control st AECREEt dqvaRy an fntegestnoulitiplg ob R, giheed Rpl ai nt ext
and keys %%ﬁﬁ%&ﬁﬁgfi{%ﬁg?a can be I ncl udedgin eacbh ﬁwﬁ)%ﬁegﬁﬁd can perform
u

the functisangsriné nurbesnAcopdingto@aeties aspectah s em evice 26, 28,
such as 3o0,a qugoardaq_ I@Pﬁ% gh’%htsdﬁ"?\é% u&%ﬂMg’oW&Eh paigeetf i cs reader,
t he ! 1o d. ﬁs 0

or device 510, adi'n unctio a visible light signal
source, CagydtptWwhen t equalei ateidtdger mattipipol Rgwhere Rés/a RAMeENRRText nessage

fromthe origination wuser, and_ the key fromt egd ianagtionser. At the
dest i nt& i oAceprding ta angthef @speet Ojiﬁ\'ﬁf d'"b‘?ﬁmpﬁ’qudgvﬁiél' 20 's'uNé?f as a

oni t or dNﬁﬁé&éM@ntsQﬁe%Eéb&w@Rﬁaﬁﬁbn eavhyvaiee af sexcept whewt geekls o present
t he new pl ar'ntext nessage to the destination,user. The text/key relation

can be st opadntegenmitiplepsl RiwnergR RIMBAMNTENt or  tenporary portabl e
storage, rather than in hard storage in the conputer, to 5 allow different

text/key relations to be applied by different users or in different
si tuati ons Brigi®esexiptionyofithe Diawings t he present invention is based upon
E he ¢ |hg$t)er! ? ﬁedTﬁgjs@Ehé’ BEUrRofcts féfttres| arvd AeeIRageN efftheeresentt i ons
oge W a . AN '
’ invention will be apparent by way of the following detailed description, which
includes preferred but non-limiting embodiments. The description is made
with reference to the accompanying drawings, wherein:
FIG. 1 shows a block diagram of a communications event featuring

25  cryptography.
FIG. 2 is a block diagram showing the implementation of the text/key

relation of the present invention.

Detailed Description of the invention

30 Referring to FIG. 1, a communication has an origination space 2 and a
destination space 4. The origination space 2 defines the place and time at
which the communication originates. The destination space 4 defines the
place and time at which the communication is decoded or intended to be

9



nunber N+1 of additive transformations. In cases when an input |o

communi cation is encrypted in blocks, the input plaintext nessage /t,
conposed of t blocks, is encrypted according to the relation to :ﬂj?&’gﬁﬁ t he
out put ci phertext nmessage . The pernutations, initial values 0 :
additive transformations, and other parameters of the text/key relation
are determned by the key. 15 As shown in Fig. 2, mapping according to the
t ext / key deteodednl ommeathrhs,mem?oand:ﬁ@edeéﬂn@twrbmq@st B2ABE| remotd r om an

[anv 2(t) I locsbar ahhafiy. iy mapie oy bl JidiaibBit ik, TG an

aN-1r ... s a@éand@n@rcbrtéaﬁohaéncacbhweamtnererrgsdamnmplaoeQ anddNe nN. 1,

, 7C2, no aretheN permut ati,ons .and Wrepres t he nunber of
possi bi | i Gestinatign s@ééﬂ %Wgéppéhe Ngtisg © gpaﬁl Isair s BNt is

modul oW ﬁ{%ﬁogrﬁérgﬂloﬁ% bie f'zad“rféj dé%ﬂnétﬂﬁﬂéﬁacb% Areais8ecidfed With Be permutation

tabl e ?11 out romthe nl | ook-up is nodul o-Wadded to al (t),
and so on coﬂﬁmsn cmapmnmnoms thannehfutThiseapamunicatignssehannel 6 eHaysed to

t t L F
oo oe lG08 A icaY Shdte, sty o BrofPal @%R?%%:jrgjei?%@ bifé?né*{ he ot put
nmbol O B Iy, sheed ications ¢ frod It = F-1 (00
gy o[ S ltel'éghéne-&'fl mmnamy SEM OYthl\rlgmrM lgﬁ (0% %%é%%%%(o)]_ N (
(0)] ao(O)temﬁeEPrv\P Oﬁg% nicRtian Whjle imepasses f the

pe:mrmlt 1Bt Wil g“’hatnoﬁ@?bcé 9 an‘a%ghebﬁnmﬂ@pﬁcwsmr&:é mbsfségmléfhm out put
synbo

he result is | ooked up é g ngg .on table.
The resul tmemonhen peorAer byafirst oger. fag arﬁ?&ef‘ UW@GHF? e this
result and higbiens n1 nzi ... ,
7CN_1, nN Jr@%ﬁ%eélng%dgﬁma I\iﬁeemﬁ%n%tl\evﬁgc?aeﬂsﬁl ??ﬁégwu n W possibilities
for it. Foconpiruaaﬂnomeﬂth&pmcp.c&;@b asdebnhomeaﬁabimad storagememanidn the possi bl e

be sel ect ST HHECHRTES Bal A B SISEer i od. wi ih the  partioul ar N tabl o
det er jgned basett the origihatiomspace 2,the Ioagllnayplamtﬁ;@ meissage 8jerergivedi ons are
bt ovi ded B33 FROYHERBRCTING g Sy oL AR SR ERCES. BB %, .
, aN_legnc)ptekey 10atalcreateha cfphedextemessageri@/v Theeciplertaxt message wi | | be
stepped be];g {seretcgl(\a/ecri] gﬁ deestlnaf’:l on space 4 via the communications channel 6.
An authorized entity having a proper decrypt key 20 can then provide the
20 decrypt key 20 to the destination space 4, where it is applied to the ciphertext
message 16 according to a decrypt text/key relation 22 to create a new
plaintext message 24 which corresponds to the original plaintext message 8.
The origination space 2 and the destination space 4 can be, for
example, computers, or even the same computer. An exemplary computer
25 may have a certain amount of storage space in the form of memory for storing
the text/key relation. A microprocessor or similar controller, along with a
control structure and random access memory for storing original plaintext and
keys provided by a user, can be included in each space and can perform the
functions of the encryption/decryption engine. An input device 26, 28, such as
30  a keyboard, floppy disk drive, CD-ROM drive, biometrics reader, or device for
reading the modal functions of a visible light signal source, can also be
provided for accepting the key and plaintext message from the origination
user, and the key from the destination user. Atthe destination space 4, an

10



value is | ooked up. The increnenting function provided by the additive
transformati ons can be count dependent or val ue dependent. For exanple, a
count dependent additive transformation could provide for inc\r/ﬂygm [y the
20 sequence of the follow ng pernutation table by one place every R tines
t hrough the encryption process, where Ris preferably a | arge prine nunber.
Anot her count dependent additive transformation could provide for

i ncr enent iowlputidevise@le Sueh 8% atrenitos JisATive. 9& BHEICAPEaket: ARYPHYSBne pl ace

every J tines thr C i r LNy - rably a
di fferent %’P&'QS@@B@%‘EB%’@W{’@W‘?’? ng%%t%ﬁgrt couﬁets:hggg%rﬁggﬁfe addi tive
t r ansf or matrea@xt/kUlethtionwands storedeorhae Sopmt disk or other pesnanerdioement i ng t he
sequence of the follow ng@ggrrg{h;tﬁa i on. tabl e
5

b | i

Chrough t RETeREY FertaRie 3 AT i SO P GORTEL | nes

””0“95’ V!Tlggﬁiﬁeﬂeﬁt {férx%?i AN to %fafpgn@@by fegentUse o EftdrentA val ue
nt a I1t1ve transfor

depend mati on can 30 increnment the sequence of the
fol | owi ng giteationsati on table according to the value of a previous output,

for exanple, t ou r t i i or a previous
synbol . rr?’hi S vgﬁ?eteggﬁé%%]agi?gad? ?1}5 'B%Yﬁ{a@“ﬁ \C/)er{ilg:rngy B%%ﬁ%%‘gg{eedet er mpne

whet her t hatehiake® vélatorshipeia setvaflal numebérd obpermusationsipgetheowith@ extent to
which it is increnen

ed...As a non-ljmting. ex e rticular text/key
rel ati on hamMpRS 'é‘i"bﬁ% ag‘?f&Y‘?ﬁﬁ?ﬁﬁr}Pmm&ﬁd |r|;]§ﬁ%esg\ﬁ"%q ?'\}g‘p@?ansf ormations wii l
be_desqf i besinmiiRaBb9M endryied ibiatksMSe inplt plalrtext Pelsages, 714, 7t5, 7t6,
717, ne, are perforned, for exanple, on.the ?%snb |.s q 1, .2, tB 255 of a
256 synbol carhpesedodt tithecksy isgnsaiPted asgprding to @i.)?é'é’.” PRTOIHSE BGanpl e, the
ei ght per ' bRl inigaitvahiessf the aduitiaé i ons and
are deter 2?‘;@9{ @E:ﬁer?%)g "i%ﬁgn%{’gﬂ Irﬁglﬂeiﬁpggagei ht synbols in the
cr ypt ogr aptransfaeyatiofiseand othes parameters ofdhe ﬁ@ﬁ%ﬂfﬁf{ redation e Jetedmined at step t
of the rel tlon are designated A(t) = ao(t), al(t), a2(t), a3(t), aa(t),
ab5(t), a6(6¥,hea"ﬁyt‘), a8(t). The initial value at t = 0, A(O), is determ ned
by, foys exanplas sRowe isFihal mappingrescording ogha tentiey eglation ofe end of each

application of the text/key relati [ ' v LOE IRl tive
t r ansf or matMVEALCN AEECS 3} 8‘3‘4%@?*'?%%%&{2@ %“ﬁ?@?@’?y‘ %ut the sel ected
ei ght 15 pernutations remain in place until the key is changed. The process
for changing A(t) varies for different no of t %t E,e_y reh@ation. An
exenpl ary proce&s = Tiom i"ﬁ@'fi%f‘t(t?'*i@“é%’gﬁ?b'éd +b€2 Of)\%\ﬁas?{1 ar taO(g)p] a block
ci pher node. dﬁg‘adw Sa(t), S3(t), S2(t), Si(t) represents a 4-synbol

T »

pl ai ntext in at time t, which is to be encrypted. The initial val ue of
the 202¢pl aintext at tinme i=0, S(0), is the 4 synbol input word 1(0)=

14(0), 13 (0). Iefddy, ditl0):, by, GoartHePNFl iaiditive krahsformations, nin, mn.
1 ..., 2 mgare the N permutations and W represents the number of
possibilities for each permutation. That is, the input symbol k is modulo-W
added to ao(t), and the result is looked up in the permutation table ny. The
25  output from the nq look-up is modulo-W added to a4(t), and so on. This
mapping of the input symbol k at step t is used to generate the output symbol
0.
The corresponding decrypt operation, Fi, requires that the input
symbol k at step t be derived from the output symbol O¢. This is

30 accomplished according to the following:

Jo= F'(0Y = 1y [z [ma! . . o™ fn " [Oan(0)-ona(0)]- - - . - o3(0)]-a2(0)]-
a1(0)}-0(0), mod W,

11



25 For i=0,15.,15, (16 rounds of encryption are perfornmed on each bl ock of
data in this exanple) S(t+1) may be conputed, for exanple, fraq ate S(t)
as follows: Sa(t+1)=Ft(S1(t)), 30 S3(t+1)=S41t+1), S2(t+1)= jﬁtﬁl S1
(t+1)=Ft (S1(t))+S2(t) 13 3 0 JAN 2003 where Ft, is the t-th F function
defined by 11. A(t) = ao(t), c i (t), a2(t), a3(t), a4(t), a5(t), a6(t),
ap(t), a8(t) and is generated as follows: Gven 11, A(O, and X(4), X(3),
X(2), X(1), which are used to generate A(t), t=1, 2, 3, .. ,-16, fromthe
key, 36 4-synbol, output words, of th | ock 5 ci pher are conputed. During
this enti rWéh%?6t1e'§§r,“~£)t’}¥@r%ee9ftsthﬁ@ef&’€‘§fg‘?r}E‘m the key is used in the text/key
rel ati on and does not change. This creates a total of 144 synbols which are
then partitioned into 16 9-synbol sequences A(1l), 0, A( 12, as foll ows:
10 A(1) =t he fi Mékat isi og(Q) is poduyWisubiractad fjor ke edpuireymiiahwoanput synbol s

O A(16) =the last .nine output, synbols 15.Thjis,c ut at j. op,, of 1),

A 2§ o) }&( 1dhe i@%‘é#@i&ﬁﬂ{ﬁp@&%ﬁw P%rHEJg!a‘é‘%” {a?’FFeQWWSHhQPM°@g'U?’oaded. Thi s
is done tq e ' i ' dn mnimze
st or age re"dh%)e#f’g@@g%'ihe cb?%ﬁteegﬁgwméﬁgggﬁ%iﬁqty%df‘?pzﬁfg{ms( g%(; ,goi s the
output 0(®n. the block 20 cipher transformation of the input word 1(0);

that is, S(16)=S4(16), S3(16), S2(16), S1(.16)=Q0)=04 02(0),
01(0) The SequImSRSTLIFIONg(R o . W By o5 IERENELRE (0t SBAGH TA¥es Used to
def i ne thergigﬁj{‘gﬁr?vﬂﬁ?ggﬁ:ﬂﬁibﬂﬁﬁ Gt BracRbl uipblss Bl et hafger ppde. To

decrypt th Inverse pernutations and the additives are used in
25 T ey Seofahe |y pdseitiie tablesNot G)canheiBade availablellp.a Tbas, ardthei ty of the

bl ock ci pher node is based on th ecurity.of t 2 | ation and
the crypt m&ﬂﬁriwmt@éi%Fﬁ'ﬁPeW%C%Q%B?@B@%'Cé‘garo‘?&%tﬁbgﬁ%ﬁ%etégnon-I i near
feedback fH&ﬁ&&lﬁPN 1Ihies X friieeH BRledidndRfarmatios jmibelkey p Ometthe Non

of t

consi sting e product of N random%sgl eﬁpt?dwﬁer nut ati ons 30 which are
sel ect ed fpermuatiens afe oopen.the StangPARBIAT ISt RRIMANGFAC el ect ed  from the

full set O{;%rwgutgchWrte%rBQi’aéd%i%ﬁﬁﬁ@nmhﬂ{ > N pernutations change

accordi ng ermnistic, "but unknown, rule with each application of
the fupction. Tk additiem trahsfolmeationsmosgnhol , ken NAENSESIVRIBN t he t ext / key

determine how the permutations will be stepped before the next permutation
value is looked up. The incrementing function provided by the additive
transformations can be count dependent or value dependent. For example, a
count dependent additive transformation could provide for incrementing the
20 sequence of the following permutation table by one place every R times
through the encryption process, where R is preferably a large prime number.
Ancther count dependent additive transformation could provide for
incrementing the sequence of the following permutation table by one place
every J times through the encryption process, where J is preferably a different
25 large prime number. Still another count dependent additive transformation
could provide for a hesitation, that is, incrementing the sequence of the
following permutation table by one place every time through the encryption
process with the exception of every L times through, where L is preferably a
different large prime number. A value dependent additive transformation can
a0 increment the sequence of the following permutation table according to the
value of a previous output, for example, the output from the previous
permutation table or a previous symbol. This value can be used not only to
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14 3 0 JAN 2003 relation at two different rounds within the processing of
a single block, the pernutation applied to that synbol would be the sane
only with a probability of 11W This nmaxim zes the uncertainty gr@ﬁag@he
total nunber of rounds of the block cipher. _ 5 The use of the

relation in this systemis particularly difficult to attack. The inputs
have random conponents and are limted in length. The outputs are limted
to a subseleteymine whetheothd fuﬂowmlslequegcefMtldlbihenamentemtmmalso thdus, one wil |

not have mafch nput - qut which are normally necessary to
anal yze a f‘?}ﬁ’hcgég'é B g%the ci pher block of the present Io

I nvention. Fur ey norﬁlﬁﬁﬂﬂ'@eeﬁamnlé(%’pmuulbﬁte&ﬂﬁéyg@btmrhmwbhty for

exanpl e, every 30 mnutes or so, unber i nputs processed by using a
single keypermsuiations éad nmmadd'tlmtramﬁf@mf@ﬂé Wb@%ﬂésgfb%ihéf hegighty abl e

functi gnal hip cou er of

functi 8nalP& @ﬁt@éhgﬁk@’gb?‘ﬁp 3 4al‘"f/s 7b’?' a?}@b%ﬁbﬁ’rﬁé%f%r@a‘nﬂé’t e present

i nvention tN@Eymﬁbe]l;Gl qUE’E 0, 25?{5#'3 2156rdymbobblocbﬁﬁtﬂm drigival ﬁl@ﬂltﬁhe ?1.6) of
rocessing in the blac e can, he chos e the

Pon | | neaimeASaOg 1BAE REEGIR LI SOMGRSTTIEARESIACE SPECRATERASIVEY that the

data in eas%*ﬂof’isbgﬁnn%t%ﬂbﬁi 8hd a?é@eteﬁﬁﬂé@%?%réﬁ%ﬁ@ ﬂﬁaﬁr@t &ifee t ext/ key

relation a | arge nunmpber of tines. For  exa |n|t|aIIy|n
stage 1 |§ym1qom|tae@wm@@r@pbicd@yt d h?H‘é”eZGd‘i“B‘!&VWOWtWP&QWW every one

f the 16 t t 4 of
the ragi st rdmiotthe P REST 3 fesidied AR ST 810 LA RD DR ey Tar at i on
i's nmani pul@h?cm@ &;(ma&e t)Thlh% initilNevahanatent 8, A0) dadbtestirge of, fort he bl ock
ci pher register i's a rlggpbnnneSted non- Ilneaé%tbunctl nrelating output to

i nput. 25 exagleniingsy &he envetogerpiimkey Pteé‘d €3tN| east two
 beneficial pp‘ﬁ%&%ﬁ éfthg'téﬁ@e&elgpén In tﬂ%ﬁfxa%pﬁérﬂﬁé adamivyees any non-randommess

whi ch m gh? e present ocation of the feedback quickly
i nt r oducestrardifdrimeations eA(t), mre modéi edcsieierrmwm%lm byt t'ﬁ%@? lgeted &i9f keeps them

there %nce tﬁgﬁatéog'%ﬁ%%‘@ %Mégcgum ngéc}{ fsthmaﬁgé’@l TH® yg&gs%}e expects at

random® AsP¥ erent sy entell Tor processing in
stage 1, tdmriging Altpvarias far differenymasies oA ths W’é‘ﬁ%@éﬁtioﬁ stage 4 of the

register at th?@gg&ﬁ%‘f?? ctegs?l ;% &Eéﬁﬁg{z% d@éc?lBeBerRﬁ\péé paftfdl |y puts a

difference in single difference in stage
1 of the r@l@bm@hehmdbhesmf#sc(t) 8f()nBie(t)i Hi sb|rngre|seet§|a‘4-§5m9°b JAN 2003

wi th high probablllty the next, ste l,0 sing. Wth
addi tion, P ﬁé\“’e"tl‘@‘gl ttWE CE' 39 by Ep?r&ptté %ﬁﬁ@ﬁ??\hl%} E in the
sel ectgfl piaintext at time i=0, S(O) is the 4 symbol input word

1(0)=14(0), I5(0), 12 (0), h(0); i.e., Si(0)=K(0),j=1.0.4.

25  Fori=0,0.,15, (16 rounds of encryption are performed on each block of data in
this example) S(t+1) may be computed, for example, from state S(t) as

follows:

Sa(t+1)=F(S1(1)),

30  Sa(t+1)=S4(1+1),
Sa(t+1)=Sa(t+1),
Si(t+1)=F(S1(1)+S2(t)
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bl ock ci pher configuration, the probability of this happening is no better
than random Consider-an initial configuration of the register of the form
DSSS, 5 that is, two different times in which the initial stateggojéN%U?ge 4
of the register contains synbols which are different while the other three
stages of the register contain the same contents. This configuration has

the maxi mum delay before the text/key relation is applied. Then, since
each st epwbera heis thextith IEefunetiinadefioadiby [d. péh Mmookl icoft), caft).st:8p 6 of the

bl ock ci ph ing,,..the.l t ent f egi st is DDDD with
pr ggabici Pﬁb%&ggﬂ?ép‘gﬁt)i‘fﬁ%ﬁgg(I‘:l‘%ge%}aﬁegg%s, fo 'ﬁvésr‘gglnfeﬁ{ sI gf t he \rMegi st er
I's SSSS wi th peghabil Ate), 84d R(Hg%l)i(ﬁ}/%@z?y?xm),‘Wﬁi@haiéué@ﬁb gratul d expect

at random However, there are 6 StepsS to go at that point before an
out put i s At dedc2d3, .Any 16t fhem thenkey, &6 4-apnbol asgpiitivrdaiof the biddd i nt r oduce

di ff i in the. i i i bust
agai nt dcPhet Bk salnp B, B R ERRERced e 14ttty AROIIEERARA hor e are a.
total of Y2R& inRRs faxtiel eelatic amboeshetahangef rom which the M=25 basic

permut ations of the systemare, sel ected,  .the nunber of set 25 basic
per nut ati ons i $higgpes r?a@@??fW%NW?OWWB‘W pre tH%th? gee ﬂi‘?/\géer, even i f

we consi dey ﬁﬁ@ol%@fa#@@cé@%qm@t Agfg; 10idnews0 known, the nunber of keys is

still veryﬁarge. per ations are selected fromthe 25 pernutations
with replacenent, the nunber of possible sets of pernutations is

approximately 258=1Q",\_ 16 LI 0e; ditives necessary for the block
io (o R Ofag B EREeES

ci pher¥are generate operating on an unknown 32-bit

initial state of tha(2ethesseondinite cutpuiksenbolknown additive 25 defined by a
72-bit sequence. Thi,s provides an additional 2104=1031 possibilities. The
total key space foroa known set of 25 permutations is on the order of 1042

This is a key spapgié)adie last finé butpuesyrhbolbar ge to preclude exhaustive
key search well into the next century and also to resist other shortcut

cryptanal ytic attacks should they exist. 30 In addition to the sel ection of

the b t of ki 2 it i i abl
° 2352, °€1, OmAECIHbAERSY AL )0 aoFR phelribl it ey var | abl

is chosen, there are a f lants 0O e bl ock ci pher which
provi de f dhe tinetherkeyds fasdeduThisris Peae foMakE RFYRESEES Each of these variants

has both ﬁ]ogﬁﬁﬂﬂﬁgﬁd}%cem?g@f’a%ieraﬁh? t8 mifindz® sthfdhefdPBirementy i ty inpact. For

exanpl e, eng non-1l1near register can be changed to
accommodat e | onger or shorter chall enges. The non-linear feedback to the

o Sher Can bR b R Sis 0y R lunhmiog et o (ne
gener atg ngciptier tepisfafmatiddiof theeispatuvdrdd(®1 bekisci pher processing can be
changed sos1Bis. 16 s3(18) B f6) 56 /0000, Bl BRES, OREF ' sel T
The sequences A(1), A(2), O , A(16) are the set of additives used to
define the sixteen permutations to encrypt in the block cipher mode. To
decrypt the output, the inverse permutations and the additives are used in
25 reverse order, that is, A(16), A(15), O , A(1).
The security of the block cipher mode is based on the security of the
text/key relation and the cryptanalytic resistant mixing properties of an
iterated non-linear feedback function. The text/key relation is a symbol
permutation consisting of the preduct of N randomly selected permutations
30  which are selected from a set of M permutations which in turn are selected
from the full set of W! permutations on W elements. The N permutations
change according to a deterministic, but unknown, rule with each application

of the function. Thus, even if the same symbol were presented to the text’key

14



To give an idea of the strength of the bl ock cipher node of the text/key
relation of the present invention, three of the nost popul ar attack nethods
found in the worldis cryptanalytic literature will be discussed. gpe@ﬁ 2003
met hods | o are: key exhaustion or trial and error attack, differehfi
cryptanal ysis, and al gebraic attack. A key exhaustion attack is a brute
force nethod in which every possible conbination of bits is generated as a
pot enti al rRietiomatitwasdifgiant eapnds W'Wféth%f’ﬁ?ﬁsﬂﬂg & singleryleck, ¢he or t ui t ousl y

produce t T X 19 x 18 =
43, 609, 1023%6%3{&'9?%%" %%ggl Q%ml%gg?ﬁ? %arra%ﬁélyg\ﬁ'tm?%%%sr%ﬁbﬁ&t ions n,,
/T2, n3, 7cE4NVnSr hus?ﬂ:ﬁxlrﬁniés thea.lnaendlmy]amresaﬂm &b dumbet 0RAtindpossi bl e

choi ces faor E}E} synbols A(O) for the initial additive transformation.
Finally, tthe = 10963 possi ble choices for the initial key fill,

X(1), %(2), X %e L?é(e@f th@@dﬂ(@y FRNRIroR thibydte is particulatly difficultto ., 16, 20
Thus, the key diversity, or the cardinality of the key space, is 1010 64

21 67 + 9 @@ck. TbainmAs have gndoReeeMPenenty agd arq)wﬁﬁ%rrbleraaghs .fw some ki nd
of trial~ e@ﬂ&ggla?é) mﬂé{i ?&Esuﬁ&ft% bﬁ?ﬁoﬁﬂ‘ﬁ%@e?@wﬁﬁxe&%n@ﬂ% to find the

correct k he process er abolt 1 a1 64 trials.
Such an atTraskonevmul nbtb‘mverrpambed crmlut-auubut wordsg whighraratnarmeiynol ogy, coul d

t b t ed 25 t d f |
Rt i xed anbRReESy 1 aay2eg etk b con s, by Bed e Bhl o Prck ' 4
very ury i kiglantion. Fupmestbecallsd iabkay mby berhangappérodisdiigr for cut

cryptanal ytic attack today is differenti al tanal ys The basic idea
behi nd t heexanmplexevesy 88 neipries I SPh@e&W%toéH‘@g? %'°8ﬁ§5%fb¥ WIN¢ 8r nore)

| nput "‘Drds?m@@% *@Nrﬁutéc?frhu@%éﬂwéhfpﬁeﬁé%ﬁﬁé oﬂﬂﬁ%bgelmbaéanmna)n that the

di fferences e out depend on sone subset of the key or perhaps
arelated temtlcmshlp Qoua|eldewlth t!nevr@}e@vely smaluner Shfunstieealivaluese scenari o can

be envi o1 onefl LMl LARKoo dhet f tfBieB8iinyehticAetp kireair o of (he

32-bit |npﬁ'F ve on a single bit difference. 5 2. For each
of theygl6 st epsThendrbebbfooknds ﬁbeexamrdapw)ebftprmcetsémllm&e bleeler each step.

for the 21CBRBPLS e pReEs TS BEE U AR RE EARLBR porthar - chol ces
determ ni spf medeélﬁwreﬁbmemreéomabtb@eiat@m eache0f the FRAISIBES Al at ed to key
et be. SRR B8 e AL g pod g5 oot e
example, the symbol initially in stage 1 is manipulated according to the
20 textkey relation in every one of the 16 rounds of processing, while the symbol
initially in stage 4 of the register and last to be processed according to the
text/key relation is manipulated 12 times. Thus, the contents of each stage of
the block cipher register is a highly nested, non-linear function relating output
to input.
25 The configuration of the feedback results in at least two beneficial
effects. Firstly, the linear element reduces any non-randomness which might
be present. Secondly, the location of the feedback quickly introduces
differences into the non-linear shift register and keeps them there once they
appear, with a probability equal to what one expects at random. As soon as a
30 different symbol is presented for processing in stage 1, the text’key relation
places a difference in stage 4 of the register at the next step with certainty and
also probabilistically puts a difference in stage 1 of the register. Thus, a
single difference in stage 1 of the register has the effect of multiplying itself
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possi ble difference patterns. After this ninth step, the algorithm has
seven 15 nore steps before the output is generated so that a cf yggimsyst
can use the results in any testing. Those seven steps further 3

the difference patterns. It is therefore very unlikely that this type of
attack woul d succeed. The result would not be any better for an algebraic -
attack. If the pernutations are witten in the formof pernutation a
mat ri ces, wiltehighgubhability et e nexdstepradbiack siphar prpcesaipg! YWithe val ue in each

d | th | | at f
he. pr eserAddre e aiys iebhdesttdlt S EMeRlRp, Bl e SEEHREE™, 15V ar i ous”
Cfnblbnat ' %lﬁCWIbhert(ftﬁ}]led@tlbh Mee ﬁrﬁ@ﬁlftjbbmhts hmf[pen'ﬂges medeltter tl’ﬁgt [Iﬂ.t dt he
al gebrai ¢ expression_for ut,, mepRi N egree
polgynom al ranﬁgr,n RS AR 'E‘F'ﬁ'h%r"(ﬁg%raﬂg t?’FHEg'é 98&15 @”@j?)g"g@& on fogJ t he
out put ¢ n dhef @B dlrngéTJ'}It ﬂfh‘é& n*ﬂmcﬁ thE'lﬂM%téﬂ@QéﬁﬁaQ@d of Sheeglsteror e conpl ex.

Even i f sonmeone cou to solve systens of high degree
pol ynoni al santaihe spmbalsivirich atﬁrdlffh@anbd&thecm ﬁ'ethfﬁﬁ)ﬂég%gf enot be sol vabl e

in practice. ractic ti m%‘?:,E tem of the
pr esent SO%H%rﬁcf t"% %{ﬂ?%@heﬁ& ?g‘?\)ﬁ |en ma%qbge E%ﬁssystem

such a sysg&gy baforé &iedieikt/key rettiohiis applleialnd'hent sncmgat:?edtemdﬂﬂwean encrypt ed
interrogation signal. If the target ui pped with

atr anspon@é‘ﬂkqwﬁ'atl%‘ 'EEIF@WHtat'BBc‘?'ﬁS‘Fp Pt?é h%@?‘?‘aﬁé‘?ﬁ Qfﬂce§52 e%ehf or nat i on
| ncl Ud&f | BortBfts! RIS FeRiéd I9DDBD HiithlstoBAbilbAb=20 3 stépat®df the the

f t ted repl t
Nt er f 0gat procass, tha6onients alapR g TP LG SES Wih ST REY BhPOY 407G a pr oper
response glﬂ"%’%m@w'%?oﬁ&%% d ézg%%@é%hé&na%do@vbﬂ tR&Ye dretill 8'sisds tos

|dent|f|ed val i1 d ly is not received, the
target is 'goeathml pamtbefdﬁe enewiput Bepradueec: Any eihetintiah v are transnitted

bet ween t he terr nd alid key,
or a val i dcSdt 9"’6"1“'95&‘/6@ tfo‘f“'r?g &%zeéé%@?%{eréfangeﬁgpen odi ¢al éI/y In the
fol | owyhg Eéﬁgﬁh@roﬁ‘(@i Aghikst\iifferential ceptanabistechniq@es.m nut es for security
reasons. Thus, each inte ator a | oaded, or
filled, with 48'fkf€y§x?'8f’{e g%ﬁ aéﬁfggﬁé ogsvlb?)n %Emﬁ{at' hf 9%68 keys that are
ent er ed daigleménts from Which el MeSriasicspetthutations lof the w_stermre pgeciedn1 and

th din thj =
nlesst gr e?%éenvflzvge??fg‘%fﬁe Eéﬁ?ggﬁgsp?%“tfgmﬁg's %E'&%@' W%M @CH(%M K151
K16, K17 %%Fr)mu@' Kbwevér2élan if ad(donsidef (He) set abpermutatid(sitp,bea7(t), a8(t)

5, 152 e ra e s i i Sl 120

from the 25 permutations with replacement, the number of possible sets of
permutations is approximately 25°=10"". Now the 16 linear additives
necessary for the block cipher are generated by the block cipher operating on
an unknown 32-bit initial state of the register with a fixed unknown additive

25 defined by a 72-bit sequence. This provides an additional 21%4=10%
possibilities. The total key space for a known set of 25 permutations is on the
order of 10*2. This is a key space that is sufficiently large to preclude
exhaustive key search well into the next century and also to resist other
shortcut cryptanalytic attacks should they exist.

30 In addition to the selection of the base set of permutations on 256
elements from which the key variable is chosen, there are a number of
variants of the block cipher which provide for uniqueness for authentication

purposes. Each of these variants has both a performance impact and a
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20 synbols A(1l), A(2), ... , A(1l6) are conputed to nake the processing of
| FF chal l enges/replies nuch faster and these are appended to the 21 key
synmbol's for a total of 165 synbols, K1, K2, K310 K165. The st grad0ll
requi renent for the 48 keys per day is thus 48 x 165 = 7920 synbols, or
about 8K synbols. As described above, a preferred key for use in

conjunction with the 25 crypto raloeg ﬁb tem f the {nvention has three
parts: 1. SECYHY ®paslbl Rongxariplaee leag ‘Pﬁtseé’ép IPERLIEOISHRR GBRAD8g t he

integers 1Q. %gerren?utﬁrtn ﬁtgq?hiéflgpghgner c?ﬁn%nqé:soufhéﬁ&g asynbol s. Except

for the requi t elght sy S are ran nunbers in the
range | tde@dhadidtertiee mg;staocarebe chandedry the aumbenaf rt0|ued&9f 30 JAN 2003

generatlon of t rrust be
careful Iy %fﬁelﬁ@agt tréenrgg dr;iagtbrla H%E'éggﬁé;&% r{/%}oa%”' Ffaults or

non- rarsdognleemteﬁéé L&@eném ng@l@lséttrw\gadntlawldmwgehslocls cmdeqpmbe?sirfg this

pur pose ce the keys are generate encr or

transm ssi & be Shq'ﬂquss%hﬁ @lﬁmf%uwkte@ f%&hngﬁm%j&%'b%fdxgéﬁ ? $#ifeach group
containing a onf, pi g@@fah |d§é‘8f3t|h¥ s‘?f“enél% of tHSblock ¢phek Mtde dfadteRPEy| Y group

of keys may be enCrypted by the bl ock cipher as described above using a
Key Encr yplelatigniadyhe presepnt mnamtnqnsthmhg&thpynosilwplaﬁaﬁe% BKthedseri odi ¢ basi s

having a f@gﬁ&@p%@&g&lskw Jegﬁ.crhte/ra Lﬁe;lwmea@ewew Tresedansde to

support a for the KEK. O her

gui del {ghesamt &e&mxhepsum@tflalrandeera:glattgckeirﬁerentlaimeymamdym aEF  equi pnent .
For exanpl e, onlg éﬁv%ddays worth of keys, nanely, today is and tonorrowis
keys, shouplgeB@is? in this equi pment, assum ng that the |FF 15

equi pnent r et ur R%ke} @xPalidioh dYask isa b*utélfcﬂuemethmbmdmncfpevergd If that is
not the case, thls gwdell e could be,rel ax t ys with the
maxi mum t | fessibie cogtnAHoRof ggs We@tg%aﬁgsgo% @fai\k% ng ﬁﬁ*ﬁ"\%q‘?

consi der at r&@s%mm gn BRemgtiteRAabUsy probiace mp)auda@yor‘rs\em‘ aret®s wsyst em of
the invent

. 20 The in ent on_has been d ng, e | ary and
pref er n&d 2@#@&%%%@*2&%&9& t'i‘ftsé3 @%ﬂ% @5 hge%;(lfpgéﬂgle %’\9?& o% i s not
limted toforﬂn?eagﬁppé&ﬁ&ubaﬁs Al s k@38 %: SDedkBAY herbare pBgtent r ary, the

present inve s cont enpl at ed t 0 enconpass t}s %wdlflcatlons and
sinilar arlf)ﬂﬁbpombls Chbmeséwdbeﬁfnet&y@”'bﬂ‘%f\ for Eﬂré'?' Whoul d be

accorded the 2o RLAAMICET I LBTRE 25500 RS Aodsibié BAbiKESTGRhe Mt
key fill, X(1), X(2), X(3), X(4) used to develop the A®),t=1,2,3,...,16.

20 Thus, the key diversity, or the cardinality of the key space, is 10’°6“.
2167+983 - 40419 |f one were to try all possible keys in some kind of trial-
and-error attack, he or she would expect, on average, to find the correct key
half-way through the process, or after about 1041%trials. Such an attack
would be impractical and, using current technology, could not be comp!_eted in

25 one century. If the key is defined as valid for only a fixed amount of time, 30
minutes for example, a key exhaustion attack is very unlikely to succeed.

Probably the most popular short-cut cryptanalytic attack today is
differential cryptanalysis. The basic idea behind the attack is to compare the
encrypted versions of two (or more) input words that have very few

10 differences under the assumption that the differences in the output may
depend on some subset of the key or perhaps a related key with smaller
diversity. '

The following best case scenario can be envisioned for the attacker:
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arrangenments. For exanple, an exenplary block ci pher node of the present

I nvention has been described in detail. However, it is apparent to those of
ordinary skill in the art that the method and apparatus descB0bdN 188 ei n
may easily be applied to a plaintext nmessage received and processed as a
stream 3o rather than in blocks, w thout departing fromthe spirit and
scope of the present invention. 20 3 0 JAN 2002 What is clained is: 1. A
comuni cation system conprising: a) an origination space; b) a

communi cat i ons1chan§§,~lgéE ?ﬂg &)th@3§f5§tiﬁﬁ@w£ﬁ%a®ﬂ%ﬁ%a@é%h @Eﬁﬁlew th the

origination space via conmuni cations channel; d) erein the

ori gi nati oit diffexemce. ncl udes: 1) an encryption engine for generating an

out put sym bol 0, based on an input synbol 1,; and 2) means for receiving
an encrypt key, an encrypt text/key relation, and the input synbol; e)
wherei g the degti nafposadhnsiabe i1Bctepdds thelbioek dieher cbmpareethei rasulfsor
generating a decrypted synbol 1', based on the output synbol received from
the ori gi BH€r 8ACP8Be vi a t he communi cations chan- nel; and 2) neans for
receiving a decrypt key and a decrypt text/key relation; f) wherein the
encrypt text/key relation controls the encryption engine such that

O, =aN(t ) +nN[ aN3l ( t ) kook for relatipnshipsibetween thesgdifferengesand parigidar )11 ... 1],

nmod W where a Nau, 1e,d0 are N+l additive transformations
def i ned bf%f’ﬁésg?réf‘?&” ﬁyg’fo\;\%gfrtggr‘fﬁﬁ" nNI, .., , n_, noareN

per muiat i ons defined by the encrypt key, and where Wrepresents the nunber

of possibilities for, e r,mut at i Iy y: Q)
wherein the deﬁWQ%WW e‘{;)ger?tgﬁ!ﬂ 5 8%@@%%}@%?@%@5&?@5&%@?%@gi ne such
that 1", , ”ti'wat[rﬁiggrbé%mﬁtethHHquhb[thNH;?[A@lzlagN@i')i]’ea?'fme‘,‘(3 stepithe-a’
(1))-aof tc?iﬁerrergce \é\a{ltternecré%ngf be dis{iggquhédr}?om Vrah#Sm selection of the 2%

possible difference patterns. After this ninth step, the algorithm has seven

15 more steps before the output is generated so that a cryptanalyst can use the
results in any testing. Those seven steps further randomize the difference
patterns. It is therefore very uniikely that this type of attack would succeed.

The result would not be any better for an algebraic attack. If the
permutations are written in the form of permutation matrices, the results are 0,

20 1 matrices with exactly one value in each row and column. In the algebraic
representation of the text/key relation of the present invention, these matrices
are multiplied together in various combinations with the additive
transformations. The result is that the algebraic expression for a single
input/output mapping is an 8-th degree polynomial. For the block cipher

25 mode, the algebraic expression for the output in terms of the input has a
higher degree and is much more complex. Even if someone could find a way
to solve systems of high degree polynomials, the equations for the block
cipher mode would not be solvable in practice.

One practical application for a cryptographic system of the present

a0 invention is an Identification Friend or Foe (IFF) system. In such a system, a
target is identified and interrogated with an encrypted interrogation signal. If
the target is friendly, it will be equipped with a transponder that is able to
decrypt the interrogation, read information included in the interrogation, and,
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decrypt key as the inverse of the pernmutation n,, where U N (X

a',, a'o are N+1 additive transforma- tions defined by the decrypt key; Eand
where Wrepre- sents the nunber of possibilities for each i§fveiNsilioer -
nmut ati on defined by the decrypt key; and h) wherein |I', corresponds to I,.

2. The conmuni cation systemof claim1l, wherein the encryption engine .
further includes WI|ook-up tables for storing each of the possible Wsets"
of per nut ®asehon the informalian, gerEratezan anasyRisaReRly (tiansmissaniatbe claim 1,

wherein th n t] ' ' - - tabl es for -
storing M"ﬁeﬁf’gé%ﬁelfg& @ﬂ%’f F\cgerq%%@g%%% @F SZ?%‘V?W"’B@??B A tions. 4. The
conmmuni catrégporegsyigdowfthe lrapimislevaiatedian valic ane tive fapget inidentifietcad ur t her

i ncl udes N<NKW | gok-up . tabl.es for stori.n sets .of , pernutations '
presel ect @J"PP@'WﬂﬁgeSv'&?I"éh&ée@%{ss”‘gfe?q% y%%ﬁﬁg%t IWrEgtle &t per mut at i ons.
5. A cgmnétp,'bﬁ@;_i on system conprising: a) an origination space; b) a -
communi cations channel ;. and c) a destination space associated with the
origination sjRecause aneriptedsignals argtranssnidedhetweendhe ipterregator he
originatian i es. i ' I | ng an

out put Syand?ﬁ??&ns@é@déeg, %anchéﬁulﬁnmpa&@ qs%ﬂ@o‘fg}l Sﬁﬂgﬁﬁj %‘ Orfrggifﬁ oér recei ving
an encr yptke§réito bachanged pericdicedy. Incthatfollowingéxample walis keygrasel ; e)

wh in the destinati I 1 i '

Gener at i ndeRlages eyRYED mEpTER T TecBR Aol THAS SDIRRLSRAET ErdCei ved from
the oniydi NAlspBnadanastticiohBed, B illed)iwith 4® keyscloraachddily misdicd) means for
receiving a decrxpt key and a decrypt _ text/ rel ation; ng\#n rein the
encrypt t sxaghkefithe 484eEys that @e PBﬂeée‘fﬁ%"Y iB e bﬁ/ eRiPBRE: A& 0%ﬁat
%gawtﬂﬂk\'ﬂ Lk { BWRNINind the8d arsded’in this exBrripfe &$ JotBwk! . +ao(t)]] . . T,

K1 l- KZ: K3t K41 K51 K6| K71 Ks = 14, M2, M3, T4, W5, Tie, 7, T8
15 Ko, Kio, Ki1, Kiz, K3, Kia, K1s, K1e, K17 = au(t), our(t), az(t), aa(t), ou(t), as(t),

aﬁ(t)' G.?(t), aa(t)
Kis, K1g, Kz, K21 = X(1), X(2), X(3), X(4)

When each of the keys is loaded into the equipment, 144 additional
20 symbols A(1), A(2), ..., A(16) are computed to make the processing of IFF
challenges/replies much faster and these are appended to the 21 key symbols
for a total of 165 symbols, Ky, Kz, Ks,0 Kigs. The storage requirement for the
48 keys per day is thus 48 x 165 = 7920 symbols, or about 8K symbols.
As described above, a preferred key for use in conjunction with the

25  cryptographic system of the invention has three parts:

1. Eight symbols which are randomly selected from among the
integers 10.25.
2. Nine random symbols.
30 3. Four random symbols.

Except for the requirement that the first eight symbols are random

numbers in the range 1 to 25, there are no restrictions placed on the
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where aN, a.N a,, ao are N+l additi [ [
\ L, A, tive transfornations define
by the encrypt key, where it,.,, nN_1 , , .. , n,, no are N pernutati ogs

defined by the encrypt key, and where Wre
ned by , presents the nunb
possibilities for each pernutation defined by the encrypt k(e%")r}], ‘%ﬁm%er ein

t he gecrpr text/key relation controls the decryption engine such that

n,-" | n3-' . . . NN _,"" [nN"' [to,-a' n,(t)%-a' N, (t)]-,-al 3(t))-a"
EL )e )i-ﬁvégtsge)n?am%rtq,thﬁikey. t_CW%!ETe e key gengialiQmegCass F@H‘%f bgjerieily key as

r . . : . .
Nl addi ek PARE BRI AL AR iterBRBES anprdbisritonrpndom. - Bt P
(r]I Z]pir ﬁ-edsggprt%ﬁshi?snwﬁiytegoﬂfkmbdbmmes ddequetecfor this purpeseer - nut ati on
ecr ; ' [

function, and (R0€§ th%é‘%— yg?/érgggggr%_%e_d?: tr?ey‘lif\?y %?e%cm?agﬁgﬁ%%%g@eaﬁeﬁczt glE)
n, x forg eaghy pr%?éfi@lgtothﬁfthéy%%@pe@,‘vﬂitﬁte%@ﬁrgrmﬂ ¢oraiaingfa Bhe mogtte R is a

prime nunber. nmuni cation system conpri sing: I gi '
_ ! g: a) an origination
space; b) suppymnfidl x#8 A48& ke¥snel ; and c) a destination space gssoci at ed

with the origi ngéétfﬁwanﬁrggéfou%cﬁ EPE nERBE NG LB tREBRERLiphe) ayther el n t he

origination spa an”encryption ‘engi he for generatin
out put syndedmibed, abowecdsing adkey BpatyptingriSeyt (KEK) anat i@)namga%s for ?e?gi Vi ng

an encrypt key, i : ; :
aner ot n” L e et ForerBplie besin it i & Hefhbath sufnet e elielbal T ©
gener aj b Ngsgciftg iy ebateidpott a sdtasgpoperiodhene yeaior eyarbple, foecei ved from

the origination space via the conmuni cations chan- nel;
ori - nel; and 2) neans fo
recei ving thed€EKypt key and a decrypt text/key relation; f) \)/vherei n thre

encrypt text/keyw&l slidQines ané bEdropkiate for managing keys in operational IFF
equipment. For example, only two-days worth of keys, namely, todayls and
tomorrowis keys, should be stored in this equipment, assuming that the IFF

15  equipment returns to a main base within every two-day period. If that is not
the case, this guideline could be relaxed to replace two days with the
maximum time the equipment is away from base. Similar security
considerations should be addressed in other applications of the system of the
invention.

50 The invention has been described using exemplary and preferred
embodiments. However, the scope of the present invention is not limited to
these particular disclosed embodiments. To the contrary, the present
invention is contemplated to encompass various modifications and similar
arrangements The scope of the claims, therefore, should be accorded the

25 broadest interpretation so as to include all such modifications and similar
arrangements. For example, an exemplary biock cipher mode of the present
invention has been described in detail. However, it is apparent to those of
ordinary skill in the art that the method and apparatus described herein may
easily be applied to a plaintext message received and processed as a stream,

30 rather than in blocks, without departing from the spirit and scope of the

present invention,
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encryption engine such that 0,=aN(t)+nN aN_, (t)+nN_, [aN_ (t)+...
+n,[a, (t)+n,[Il,+ao(t)]) ... ]], md W where aN, aN,, . . . , a,, ao are
N+l additive transfornmations defined by the encrypt key, whergQnMn20@N_, 1
... , h=, no are N pernutations defined by the encrypt key, and where W
represents the nunber of possibilities for each permutation defined by the
encrypt key; g) wherein the decrypt text/key relation controls the
decryption engine such that ' [ny ' (n. 1 [nN1I-1[nN 1[0,
a' ~ar]gt)]aagl\#l\$]/hhbis claimed(#s) ] -a'* (t))-(x', (t]z)'ﬁ' o(t), mod W W_herﬁhn,
I's defined by t R g&e of the pernutation ni, ere
a'N, a"'N .1, .. '1,’9\gﬂ@ﬁf%atxlgﬁesy?@al{,ggg?r{?mct ransforma- tions defined by
the decrypt keyd) MhailgiRayen Wz}cggre- sents the number of possibilities for
each inverse per)-a omatungratidas chaehyandhe decrypt key; and 23 30 JAN 2002
2) where;n gg}t )e)i § desBh@fod Upsdel Mociand Mtt(tthet: hdﬁfgﬁtﬁatidn I2 ..._,tl\H, N},
ecrenents es . e tha equal s an integer
B R

multiple of R X ; , X A conmmruni cati on system

conpri si ng: a)d)a\th)rreingmfanbWaHB%éééceb‘PCh’d@&mmni cations channel; and c) a
destination spacd)amsencirpgtesh engihe foregemeiaingaan outpusilate via the

conmmuni cati ons chaplapb' YasedVBR @ Mpuhgymhaldl natd on space includes: 1) an
encr ypti on engi no, T g dens dkhdigingnaP rBHpIoKER, didkndypbased on an i nput
synbol 1,; and 2)"'nedns fokﬁrecgl i@ﬁ@glgy YRt key, “an encrypt text/key
rel ation, and the i Yo HARR, 4B |

'destination space includes:
1) a decryption @ngheeir the destization space ideldgpt ed sym bol |1', based on the
out put synbol reqgi yegedrypiion hengim ifof gahéraring peaecryipeed he conmuni cat i ons
channel; and 2) 1gappol Prbdse8 ¥nthe BusbutlSpnBel rekélyedfrdnn decrypt
the origination space via the communications chan-
nel; and
2) means for receiving a decrypt key and a decrypt
text/key relation;
f) wherein the encrypt text’key relation controls the
encryption engine such that O=0(t)+7pl Ot ()+Tn-
[anoa(DF . +n.[a, O+, [T4+a601] .. . 1) moc'l W
where Quy, Opy_yy + « « » Oy O are N+! additive
ransformations defined by the encrypt key where 7,
Ta—ps + - « 1 T T are N permutations defined by the
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key;
g) wherein the decrypt text’key relation contrc:ls the
decryption engine such that I'=n,”'[m'[n;”" . X
GV ¢ ol (O XA (9) S AV (V) s F00) s
(1)]—0! ,(1)}=0'o(t), mod W, where x,”' is defined by the
decrypt key as the inverse of the permutation ;, where
O' s O gy » o+ v Oy Qg are N+l additive transforma-
tions defined by the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key; and

h) wherein I', corresponds to 1.

2. The communication system of claim 1, wherein the
encryption engine further includes W look-up' tables for
storing each of the possible W sets of permutations.
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text/key relation; f) wherein the encrypt text/key relation controls the
encryption engine such that O =aN(t)+nNJaN | (t)+nN-I [aN_,(t)+ ...
+n,[al(t)+n,[1,+ao(t)]] . . ]], md W where aN, aN_1I, . . . ,_a,, ao are
N+1 additive transformtions defined by the encrypt key where B, JAN 2002
7c/l, ... , n,, no are N pernutations defined by the _ encrypt key, and
where Wrepresents the nunber of possihilities for each pernutation
defined by the 3endeyfempamcaion systess of tqlainyde rwhareinetbe/ key rel ation
control s the edecypgiomi angina further dndhdashdc W Ilodk-bp taljlgs for [ Or

a'N(t)]-a' N_, (stording M availad séts(Of the poisitile W, sets) of- germity-, nod W where n!

I s defined by tfd?ﬁ, decrypt key as the inverse of the pernutat ijo][] n;Ej \anerﬁ
a'N a N,, ... L, .a : | fei Me: L ra ahions efi ne y the
decrypt key, anf\mgr%%qruéﬁézﬁwg;%ysaﬁé}f a&ﬁ%}e] r\%ie%@a{hﬁebi lities for each

i nverse per nutSACRRYONR AR ur@;‘sﬂt‘ﬂé“g@cw§§}# e(p,o "Hgmﬁfesv\,herei na(t) is a
step function fandstenipg )N seif oof permutations” presglectednirom ddr enent s t he
sequence of 7ravaflableesatshof/ tteupossibie W eats exftpenhetationequal s an i nt eger

multiple of R 5"")?{:Smﬁudrﬁcﬁicﬁrg?ﬁnﬂmﬁs_i@ﬁ 30 JAN 280z 8. A

comruni cati on system ,C,Onﬁl’l sing: a) an origination space; b) a
communi cati ons cHARN@REINZHEN PA%: dest i nati on space associated with the
origination spapea yvomnitgcstiomehawalj s channel ; d) wherein the

origination spacg jnegl : [ IR id@ionpener ati ng an
out gut sym bgl Cg,‘{lr)gﬁgggﬁ%n ;Ska%zasi&{sﬂ%éﬁﬂ ?lgiwgg%"{zd)%r?gans for ?ecei vi ng
an encrypt key, aﬁp%?fc?’?p&'e C(OMV’@E,V“?%I ‘and the input synbol; e)
wherei n the destd)nabemin gpacmginndonspase ingludesiecr ypti on engi ne for
generating a decrypia@cencsyptiny erigine forsgedeating e aup@uynsynbol received from
the origination spagg) U,%a&é@oﬁ%ﬂhmtcﬁnhmsl,;dman-
2) means for receiving an encrypt key an encrypt
text/key relation and the input symbol;
e) wherein the destination space includes:

1) a decryption engine for generating a decrypted
symbol I', based on the output symbol received from

the origination space via the communications chan-
nel; and

2) means for receiving a decrypt key and a decrypt
text/key relation;

f) wherein the encrypt text/key relation controls the
encryption engine such that O, =D+ {0t (1T
[Otpat)+ . o +1. [0, (O [T eI .. Tk moq W,
where G, Oy_y - - « o Oy, Op are N+] additive
transformations defined by the encrypt key, where 1,

Moy o+ -+ o T Tig are N permutations defined by the

encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key;

g) wherein the decrypt text/key relation controls the
decryption engine such that I'=m,~'[n,~'[r,™" . .
C P atl (O () P oUW () TR o 1LY e 4
()]0, (1)}-a'o(t), mod W, where 7;”" is defined by the
decrypt key as the inverse of the permutation ,, where
Qe O ypy o v vy O O are N+ additive transforma-
tions defined by the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key; and
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nel; and 2) neans for receiving a decrypt key and a decrypt text/key
relation; f) wherein the encrypt text/key relation controls the encryption
engi ne such that O ,=0 , (t)+7tNJON_I(t)+7tN_ I [aN_:t(t)+

+n_[a, (t)+n,[1,+ao(t)]] ... 1), mod W where aN, aN_,, . . . ,3BJANZ2 are
N+1 additive transformations defined by the encrypt key, where nN, 1tN-I
n.., no are N pernutations defined by the encrypt key, and where W

}eb;ésénts t he nunber of possibilities for each pernutation defined by the

encrypt key; L e. d t / aty ontrols the
decriigt i onyengi) hm%ﬁgtrt(%lslif?[:%bffuncﬁfbcgﬁa ixﬁg’ f)d:.f{(),. q’. [nN-i-"[itN'[OL
a N(t)l-a N, (t)] - N=ky}dngrements th ?L‘i%”? 6‘-}@5'3&%}}), mod W wher e
n,-' is defined byalbphat§egualpan kuggersmukiple alBy 8deBiRie permutation n;,
where a'N, a' N_|aprime nuraber, a'o are N+1 additive transforma- tions
def | ngdl _b%'_ t hef GeAr dahmbigiatiom Sy stérar CoMprispige- sents | het Runger oft ’
ossibilities for _each. r er- mutation define e decr ey;
gnd h) wherein 5{ P?aq?@léﬁﬁésggﬁgnct ion, and ax(t), X:{>C/), 1, 2, ?/p, , KI-I ,
N), decrenents bhe epmubricatiass ohanpe)i andach val ue of t except when t equal s
an integer nultiple de@inalion pace asdciated pwithetheuohigimatieb 3 0 JAN 2002 9. A
communi cation sySgeiRe PR ¢sthMdnictiond) cRirrgl;nat i on space; b) a
communi cati ons gg r}‘r;?el.i1 ﬁnd .C) dest | nat il\@CRt space associated with the
origination sp4édRTEM iR OBBMMIAR SRAMYHHE CHannel - g%yv\her ein the
origi nation spacell AEEUE¥BHOM $NEHRG HQT g%‘FerFté'%&ai“%/AoHE“ Phput symbol 1,, an
encrypt key, and aboldchaspd onesn inpay symbal ,omdd and 2) an encryption
engi ne, control | aB) enénpstiioe receivingt antenaryelkey. edmeEP&YPt or generating an
out put synbol 0, brxekejreldtion, anguhe sypdiclymbolich t hat 0, =cLN(t) +l t N
[a,v_, ()N, of 3hefbibife destinatidd space folddes: [I, +ao
1) a decryption engine for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications chan-
nel; and
2) means for receiving a decrypt key and a decrypt
text/key relation;
f) wherein the encrypt text/key relation controls the
encryption engine such that O =0 tHy[Cy_ (DTN
[Oyoa(thF « o o FWafo (7T, [T (D]] . . . T, moq W
where Oy, Op_jy « + s O, Op are N+] additive
transformations defined by the encrypt key, where 7y,
Ty_ir + + « » Tay T are N permutations defined by the
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key;
g) wherein the decrypt textkey relation clontro'ls the
decryption engine such that 1'=r,”'(n;” (n;{ Co
[my ' [y 1m0 M) 00y (D)= Vo —0'y()}-0"
(H]-a',(1)])-a'o(1), mod W, where ;7" 18 d.eﬁned by the
decrypt key as the inverse of the permutation =, where
gy Oyes o+ oy Oy, @' are N+1 additive transforma-
tions defined by the decrypt key, and whe're W repre-
sents the number of possibilities for each inverse per-

mutation defined by the decrypt key; and
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(t)]1---11,md Wwhere (X,aN_,,...,a,,acare N+l additive transformations
defined by the encrypt key, where nN, 7, N, , ... , n_, no, are N
pernmutations defined by the encrypt key, and where Wrepresent ?
nunber of possibilities for each pernutation defined by the engpy%ﬁ %@y;
e) wherein the destination space includes: 1) nmeans for receiving a decrypt
key and a decrypt text/key relation; and 2) a decryption engine,
controllable for generating a decrypted synbol |', based on the out put

synbol received. - rd. g i ce Viva h he_ - nications
channel , such t th%@}eﬁ_{]%((? 13 ﬂg}gfﬁﬂcﬁi@%ﬁﬂ/hﬁ% KP’?mIFJa. N(t)]-a N~(t)]-
CLo-a3(t)]-a 2 t))-d HONy . decspments ﬂf\ﬁ}i (¥ B IOT ' Gefined by the
decrypt key as theeachvalueshastt eguals painseer moHinle of R, wheree a' N, (X N_, |

, a,, a o are N+IRdgdipgrinkenumbemsf or mati ons defined by the decrypt key,

and where W epy esehimimientionrsslendf caapasingl ities for each inverse
permutation defined b eé:%pt key; "and f) wherein |I',corresponds to

. the d
1,. 10. The co n"i“l‘:gﬁg@ﬁn%’% of claim9, wherein the encryption engine
further includesbWélcovimunicatiobt ebarinl; asd ori ng each of the possible Wsets
of pernutations.cyl}. ddsfifatidH ”§E£He0§§sio%ihtéd'&ki¢hntﬁé oigihaidh wherein the
encryption engine {%é Qﬁxrthle% H@&ﬁc%&(sj a%hgp tables for storing M
gl sets of, '

avai |l abl e sets of € possible W permita- tions. 26 3 0 JAN 2002
12. The communi c@t WHRTedly heeRR HRAUAMFPACE, INGAKIESI n t he encryption engi ne
further includes NOMaverooyRionengee By generatingomn APy 88Bs of pernut ati ons
presel ected from M @, babddeos ah Snpit symbelolgsanid e Wsets of pernutations.
13. A communi cat | 0@ 5*%@@@9 iggl&g:encg) t3keyOrdrdefi@ypon space; b) a
gg{ﬂ;g;gﬁghons cha quﬂke?@‘e]a% n,aan a%el ﬁ$5&§%11§ ﬁce assoOciated with the
e) wherein the destination space includes:
1)a decryption engine for generating a decrypted sym-
bol I', based on the output symbol received from the
origination space via the communications channel;
and
2) means for receiving a decrypt key and a decrypt
text/key relation;
f) wherein the encrypt texvkey relation controls the
encryption engine such that O =0, {t)}+nal O (7
[Oyoa(t+ . v +1, [0, (7, [L4+a(D]] - g moc} W,
where Oy, Cp_py « « » » Oy Og are N+1 additive
transformations defined by the encrypt key where my,
Tacss « + + Tiay T are N permutations defined by the _
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key;
g) wherein the decrypt textkey relation conml)ls the
decryption engine such that I',”'[n.~'[my™ . . .
CIPILE £ ) (O R VL)) S VIR (9) I F IO e B
(D], (1)}-0'o(), mod W, where ;™" is defined by the
decrypt key as the inverse of the permutation 7, wl;ere
Q' pr O py - - - @, O are N+1 additive transformations
defined by the decrypt key, and where W represents .the
number of possibilities for each inverse permutation
defined by the decrypt key; and
h) wherein o(t) is a step function and a,(t), X={0, 1, 2, ..,
N-1, N}, increments the sequence of 7ty for each value
of t except when t equals an integer multiple of R,
where R is a prime number.
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space via the conmmuni cati ons channel; d) wherein the origination space

I ncl udes: 1) neans for receiving an input synbol |I,, an encrypt key and an
encrypt text/key relation; and 2) an encryption engi ne, controllable by the
encrypt text/key relation for generating an output synbol 0, 3ddhslfn the
I nput synbol, such that 0,=a,,,(t)+nN (aN_, (t)+nN-1[ctN-"(t)+.

+nda, (t)+n,[I,+a0 (t)]] ... ]j, md W where (xN, (xN.II ... , a,, ao are
N+1 additive transformati ons defi ned by the encrypt key, where nN, nN_1,

... Nn, no are N pernutat,jons defined ¥ t he encrypt key, and where W
represents thd /HGOREPUBICAGRISSYSIAM. GOMIAISRE each permutation defined by

t he encrypt ken/) arepriginatien spadee desti nati on space includes: 1) neans for
receiving a deg)ry%n{?ﬁym@mbn@ Hasfey:pind text/key relation; and 2) a

decryption engine, gers?ﬂ;’;%@i s@%}e fags%cm?eﬁln% g dlig ﬁ’ﬁ&wpt ed synbol |' based

on the out put %)yﬂb 9 natlon space via the coi nnnu-

ni cati ons channePac Yt )(el.f;(ggmmmcmonfﬁ:gmnn AN, -1 (TEN' (t)]

(t)J-a', (t)-a @) whereindharprigination space ingludes i ned by the decrypt key as the
inverse of the peraniesdriypion ¢ésgine fdnegepeatiNg aoloytputsym- . . |, a',, a'0 are
N+l addi tive —trangf @ Bist@Bs sahpiagmbol thandecrypt key, and where W

represents the L,l keSaGh eftgpse per mut ation
defi ned by the de nhf@ge fopfnf M EEC E eg a step unction and ax(t),

X={0, 1, 2, rerre equence of nX for each value
that t equals ehwhareigdhe ﬁiﬂ“ﬁi’ ‘P'éslb"lcelﬂ‘c \“ﬁ%ﬁ“e Ris a ri me nunber. 27 30
JAN 2002 14. A b)omrdmrwatwrbrengwt & g@wm&mqie ori gi nati on space;
b) a conmuni cat i onynsheddnbised andhe putpusswbalaetemed @@é associated with the
origination spacehyiofigif@ios @pateviaaké oomnaironens chan-
nel; and
2) means for receiving a decrypt key and a decrypt

text/key relation,

f) wherein the encrypt text/key relation controls the
encryption engine such that O,=o,(t)+n [0 ()47,
[OtyoalF « oo a0t (47 [ (D]] - - 1) mod W,
where o, 0.,,,_,. L .., Oy, Of are N+] additive

transformations defined by the encrypt key, where 7.,
Tnys « - -+ Ty T are N permutations defined by the
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key;

g) wherein the decrypt textkey relation controls the
decryption engine such that 1',—n,"[1t-."'[7t3 LR
(e |-'[7‘N—’[0_a MU0 (D)= L =)0,
(1)~ (t)]—a'o(t), mod W, where n," is defined by the
decrypt key as the inverse of the permutation 7, where
Q' O'pcqs + o0y Oy, Ofg are N+1 additive transforma-
tions defined by the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key, and

h) wherein o(t) is a step function, and o,(1), X={G, 1,
2, ..., N=1, N}, decrements the sequence of n, for

each value of t except when t equals an integer multiple
of R, where R is a prime number.
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d) wherein the origination space includes: 2) neans for receiving an input
synbol 1,, an encrypt key and an encrypt text/key relation; and 2) an
encryption engine controllable by the encrypt text/key relati or&d}g&
generating an out put synbol O, based on the input synbol, such N 2002

O=a,,,(t)+7cN [aN_r(t)+n,N1[aN _(t)+ . . . +nja (t)+7t1[1,+0OL0
(t)]]...1]1,md Wwhere aN,aN J, ..., al,c are N+1 additive transfornations
def i ned by the encrypt key, “where nN EN,, n_, no are N

permut ations d&f An@unmynxqaaomwstym, CI@@EP@H?:E ‘where Wr epresents the nunber

of possibilitie ForRAEdi e tati lon defined by the encrypt key; e)
wherein the dests‘? rﬁlgtol &n sl ac;émiI cl ud? 1) neans for receiving a decrypt

key and a decry@ @ QO@WPR@QUP@ 2) a decryption engine
control | abl e for)gedestaiatiog 9pacéea:srsw”ramil symbdbe forighasied on the out put

channel . such t hatP e Vid e bﬂ?ﬂﬁ‘t‘?%"%mﬁijﬁ o hfnﬁom“fo' AN
(t)]- ... -a3(tfwd aegem(tbg )Oﬂ(")kn'“’(ot")-‘)ll"‘&ed@‘i)’ €%md W where n,.-' is defined

by the decrypt ké)/mgnslﬁ@'reﬁemr@anﬂnpwm&?qm»'ém YHRTVRL, where anN a',,
a'o are N+l additi viey, andnsfencepiti texskelefdlatexh;mndt he decrypt key, and
where Wrepresent 9y hieeRWiRin ehgiReSsbMrolldbledyf the ermmpht i nverse

permut ati on defi ned Mﬂ?ﬂit bf‘ yHibol 0S a step function
and ax(t), X=(0, 1, te? é)hf'elﬂ Yatgg% s }_Séquence of 7tx for

each value that t e ‘lfﬁij aﬂ]e W@%{iﬁb&%tl ({-'2 ﬁ' Ris a prime
nunber. 15. A commu ) corrprl '§ ?1 ;) %}z 0t9r| gi nati on space;
b) a conmuni cati ons(Q‘JhannHl» mQSan WHETE 0 FAN 12002 Y¥Cdestinati on space

associ ated with t heNed iagiditime wansforasasions defined éuﬁh&:ﬁmwt. ons channel ;
Key, Where 7ty n_q+ - + » » Tas g » are N permutations
defined by the encrypt key, and where W represents
the number of possibilities for each permutation
defined by the encrypt key;
e) wherein the destination space includes:

1) means for receiving a decrypt key and a decrypt
text/key relation; and

2) a decryption engine, controllable for generating a
decrypted symbol I', based on the output symbol
received from the onom'mon space via the commu-
nications channel, such that I‘—n,"'[u:'[n, e
A Pl (O XETvA (3] le VIR (9) Pt '3(D)-ay
(t)-o', (1) ]-o' (1), mod W, where 1, -1 is defined by
the decrypt key as the inverse of the permutation T,
where o'y, Q'y_ps -« « o O, O are N+1 additive
transformations deﬁned by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key;
and

f) wherein I'corresponds to 1,.

10. The communication system of claim 9, wherein the
encrypuon engine further includes W look-up tables for
storing each of the possxb]e W sets of permutations.

11. The communication system of claim 9, wherein the
encryption engine further includes M<W look-up tables for
storing M avmlable sets of the possible W sets of permuta-
tions.
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d) wherein the origination space includes: 1) neans for receiving an input
and an encrypt text/key relation; and 2) an

synbol 1,,

encryption engi ne,

an

encrypt key,

generating an out put synbol

0,=a,,,(t)+nN

(t)1]1...1], m)dWWnere a.,,,,
defi ned by the epgsrymt coMeiiniddidnes

tions defi
p055|b|I|t

"wherein the d

ned
i es

controllable by the encrypt text/key relati O?EQ?" 200

O based on the input synbol, such

aN_,, ..

gﬁ of Qféé%@ tfuJ‘(Pé(r i

key and a decr?lﬁ@ﬂal}l%ﬁf‘ﬁ I@é)’her BP%&WIS

W Setg0

[aN_, (t)+nN_J [aN 2(t)+ . . . +n2[a,(t)+n,[], +ao
.,a,,ao0are N+1 additive transfornmations

Nm W claim 9, whereifiahgr0 are N per nut a-

forreceiving a decrypt

 PEERABPYYt i on engi ne,

Wg E]@k\w 1bSRuBSERES the nunber of

,Zr%ﬁ@xa SEEACHYPL key: o)

controll able for 1geAeqommgc:womexmgmt é@!’@?ﬁ*ﬁ@l ', based on the output
|sgh&at|on space via the comu- nications

synbol received, {ﬁﬁ"Ehkﬁﬁu@ﬁ

channel , such t h

a'N(t)]-a' N 1(t)P)’lC°HUD‘a“§f(‘t<3’]S

i s defined

the decrypt key
each inverse per

by

[

7t3-1 [nN-1_~[nN ' [O-~

%ba?mel(t da1(t))-a o(t), md W where n/ 1

t oe addem&mtlorkespaae dsbecinledewsth the ohgingéemut ation it,,
where a'N, a'N_,, p Re via eCoMMubidaiedsichiel; transformations defined by

step function and &
sequence of nX for e]e&yhandvai emcrypt texéékc}é;!ﬁlﬂﬂﬁénﬂﬂ equal s an integer

multiple o
conpri si ng:

communi cati ons chann

f

a) an O{ekg](

mepns m{rgcewm g anp 1nput synygo

e re resents th unber of possibilities for
“giemh%b"e?”" % d‘? ke fn) wherein a(t) is a
APt ements t he

R, whgy an Qnt@p@ohmmnaummro]hb& by theremgryiptat i on syst em
nsﬂ?fr‘fb%neﬁ)mg 29U s§AIBodD; channel ; and c) a

destination space as }cgga qﬂ EG‘ gﬁbe{lsgw%m% #qu.g via the
)

for receiving an inp ll N-

rel ation;

and

e oOri
enCrygirp-ﬁ%e@
. 1], mod'W, where G.y; Gtyys - - -
N+l addmve transformations defined by the enc'rypt
key, where T, Ty 1, . . . 4 oy Mg are N permutations
defined by the encrypt key, and where W represents
the number of possibilities for each permutation

defined by the encrypt key;

e) wherein the destination space includes:

1) means for receiving a decrypt key and a decrypt

text/key relation; and

2) a decryption engine, controllable for generating a

decrypted symbol I‘ based on the output symbol
received from the onomanon space via the comnu-
nications channel, such that I'=n,~'[m.~'[m™" . .
RV € P (O e AV (3) e UVIRT () '3(D]-0's
()~a'; (1)-0'o(1), mod W, where n; - is defined by
the decrypt key as the inverse of the permutation 7,
where 'y, Glyoys « + 0 s O}, Qg are N+l additive
transformations deﬁned by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key

| f) wherein (1) is a step function and Gx(b), X={0, 1,

I ncl udes: 1) neans
PQ&H encrypt text/key

2....,N-1, N}, increments the sequence of 7, for each
value that t equals an integer multiple of R, where R is
a prime number.
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29 3 0 JAN 2002 2) an encryption engine, controllable by the encrypt
text/key relation for generating an output synbol 0, based on the input
synbol, such that O =aN(t)+nN [aN-i(t)+nN-1 [aN—2(t)+ oo nq\Br? ﬁz@?
[I,+a0 (t)]] ... 1], nod W where aN, aN_,, , a,, ao are tive
transformations defined by the encrypt key, where n,,,, EN_,, .
no are N pernutations defined by the encrypt key, and where Wrepresents
the nunber of possibilities for each pernutation defined by the encrypt
key; e) wherein tH4. AeSMARDICAHOR pRUE™M; ReMBHERE 1) neans for recei vi ng a
decrypt key and aogQﬁrMp&maﬁ@p(g;{atg@y reI ation; and 2) a decryption engine,
controll able for gbsnerat ng c‘{%wlégg §ynbol ', based on the output
synbol received f dhfTREM qaﬁ?rﬁaﬁf e via the commu- nications
-channel, such that) § rdestingtied- Spaphrﬂssom'll[edl\ml[lolhﬁagmzltﬂ)’-l)loa N, (t)]-

;ja 3(t)- il = (t)% aspaide)%‘uah?écbmnlthl‘v&hs\nhameln vx/lns defi &ed by the
ecrypt ey as t | e r ereanN ..., a,,
a'0 are N+l addi t|ed \W«fréﬁ\ngx %ﬁ |u§§,s§$3&faidcq)§8 t he decrypt key, and
where W r epr esent $2)tReang %’@Fe%’f"" 0Pt fxnﬂ% Jr' £ne ’é’é?ﬁ‘ ynver se

permut ati on def i ned apg INHRICENRE LGXHREN & IngipnipRd ei n a(t) is a step function
and aY(t), X={0, 1, 2)2mn encryptign enging candiolleblentys thh&nseiience of nx for
each val ue of t exceptexmeylrdlatmmgeaeratmgcag@mtpunlsymbbéO of R, where Ris
a prinme nunber. 17. ApgRanemieanponspyibdksucke dmordsong)+ng) a first

conputer; b) a comrun at igig, Chann + and cindo 1¢.@ uter coupled
with the first conput & (9 I[@ %) at ong iﬁmq wherein the

i ]
first conputer includ n BH? Q?isﬂjetd the 'R i ng an input
synbol |,; 2) an encf dt @' ﬁ"g@f rBdEE ."80 Qimmgm%rfﬁencr ypt key;
deﬁned by the encrypt key and whexe W represents
the number of possibilities for each permutation
defined by the encrypt key;
e) wherein the destination space includes:
1) means for receiving a decrypt key and a decrypt
text/key relation; and
2) a decryption engine controllable for generating a
decrypted symbol I', based on the output symbol
received from the ongm'mon space via the commu-
nications channel, such that I'—n,"[nq"[m oL
VI ¢ Pl (P IV (3} S VI (9) R U () el
(1))—-a', (1)]-0'o(t), mod W, where m”' is defined by
the decrypt key as the inverse of the permutation 7,
where O'y gt + + -0 Q) Og are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key
f) wherein o(t) is a step function and a(t), X={0, 1,
2,. .., N=1, N}, decrements the sequence of 7, for
each value that t equals an integer multiple of R, where
R is a prime number,
15, A communication system, comprising:

a) an origination space;
b) a communications channel; and
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3) afirst nmenory, for storing an encrypt text/key relation; and 30 30i
4) a first mcroprocessor for generating an output synbol O, based on the
i nput synbol, controlled by the encrypt text/key relation suc tjlmt

fLgto (IQU}”

O =aN(t)+nw [aN_, (t)+nN_, [aN 2(t)+ . . . +ft,[a, (t)+n, [1,
. 11, nmod W where a,,,, aNIIl ... , a,, ao are N+l additive
transformati ons defined by the encrypt key, where nN, iN,, ... , 7t,, no

are N pernutations defined by the encrypt key, and where Wrepresents the
nunber of possi bid)i bidestihmioreapicepessociatedi path thef Png@abont he encrypt key;
e) wherein the secqpgcComPHERbnimelitdRs chinwldecrypt key input port for
recei ving a decrypt E%y; Ze) a .second mem)r% for storing a decrypt
text/key relatiofVW 8“‘35]‘ aO%%%‘hQi‘ ?ﬂf‘&%’b ?{%Z or for generating a
decrypted synbol 1) mensder GeceiHeg 01PNt SYPHHE, ABEBFUP from the

ori gination space vi &ey,hendcameneryptatexdhey retttiomianhd controlled by the
decrypt text/key rejfyaij eficryption ehbidk, tontFollabie 'b;[lhéif'ncry.pt [nvij[7,v" [G

aN (D]-a N, ()75 xUked rolatibh 16 odnkrdiing an(duipmdyfivol D, md W where
s oot nes by BT SEINE TR permta T T

defined by the decrypi, key+ngndowhger Wrepaesen(s+nifigogumber of
possibilities for eagyl VAL pfodW, Witerd all a1, et 1 nad, dyakhe decrypt key;
and f) wherein 1', C?;-I%B il Sﬁfﬁ&éﬁi‘e‘fﬁ?ﬁﬁﬁe BYEREE @ppton system of claim

17, wherein the fir o ute - tabl es for
storing each of the %é@lrgg? Empfaeps ‘of T ‘e’?‘m.lljJ §fe| lﬁﬁ’&ﬂ%pme conmuni cati on
system of claim 17, Viey SeAnededy fthe gme _ye‘eranldur"f%}?é ncl udes MKW
| ook-up tables for sipoesenty thieawenbextifepassibilitigs foreagbPer-bl e Wsets of
permuta- tions. 20. Heatioendefivedaby e aysypinkeyf claim 17, wherein the
e) wherein the destination space includes:
1) means for receiving a decrypt key and a decrypt
text/key relation; and
2) a decryption engine, controllable for generating a
decrypted symbol I', based on the output symbol

received from the origination space via the commu-
nications channel, such that I'=r,”'[n. "' [y~ . ..
L C A (SR (3) L VIR (Y) i 1Y) L
(O]=0' ()]—ao(1), mod W, where 7, is defined by
the decrypt key as the inverse of the permutation 7,
where Oy, Q'p_qs + + + o @), @ are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key
f) wherein ou(t) is a step function and ou(t), X={0, 1,
2,...,N-1,N}, increments the sequence of iy for each
value of t except when t equals an integer multiple of
R, where R is a prime number.
16. A communication system, comprising:
a) an origination space;
b) a communications channel; and
¢c) a destination space associated with the origination
space via the communications channel;
d) wherein the origination space includes:
1) means for receiving an input symbol 1, an encrypt
key, and an encrypt text’key relation; and
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first conputer further includes N<McW I ook-up tables for storing N sets of
permutati ons preselected fromM available sets of the possible Wsets of

pernutations. 21. A communi cation system conprising: a) a fianﬁtJAﬁqﬂ]zuter;
b) a conmuni cati ons channel; and c) a second conputer coupl ed

first conputer via the communications channel; 31 3 0 JAN;; d) wherein
the first conputer includes: 1) a synbol input port for receiving an input
symbol I,; 2) an ejchyeicr rhremnep@bmrélwble ©9ellh\el egergpt encrypt  key; 3)
a first memory, for” ?éx%g){ ei‘ﬁoﬁ"?&r d%r'xttﬁ%t puﬁ@;’rﬁbél@ and 4) a first

m cr opr ocessor for ‘on the input
synbol , controlled b%"s@h@ Sgy t0 e‘}‘ E) na%D that Or aN(t)+>tN
[aN, (t)+ttN ,[a. N_ (& -=H(t)+¢n—[ cefPh 1, +§5 5)? SPow where (xN,

aN_,, . . . . a, ao(afle..Nrmed whese Otwaﬁs/f-or mat Pon%o d¥f i ned by the
encrypt key, where INN, addee transformationis ,defined by ¢he\epesyptut at i ons  def i ned
by the encrypt key, q(@ vymeé@c \Nmrepresemsn dro® permiperatiofs possibilities for

each t)errmt a]tlgn def|e F%y .ulf@m,e@\wpgjr@gémg he segond .
conput er i ncl udes: eqr ng a decr ey;
2)ma)1 second nenory, ftl(?ﬁ' g F?[Eg %g %é\l § ﬂ?ebgﬁﬁﬁmﬁﬁﬁ cglltlgn and )?:I)O a d
second m cropr ocessordefipgd B ARE SPFIYE! %\’ydecrypt ed synbol 1', based on the
out put synbol rece) whekefrrthmdetstnmbom g}bmatlhdlﬂ &ace via the conmunications
channel controll edl)bmemefdiewctbhn%wdddxﬁm kel and an destyph t hat
Fo=rt HLrt " [ 763 ey I}*ehﬁ[dﬁ!;\lm 0~ N, (t)]- ... -a"3(t)]-a' _(t)]a',
(D& o{1], e "3‘*2:% fi, &Eﬁ'ombfehﬁl dRtiYRingkgy as The inverse
of the pernutation )td J ; 8. A apaie M1 additive
transfor mati ons ecrypte symboi I %ased 'on the Butput By
received from the ongm'mon space via the commu-
nications -channel, such that I' —n,"[nq g™t oL
IV v [O 0 DO o (D) L =05 (1) -0
()}-a', (1)]-a'o(t), mod W, where ! is defined by
the decrypt key as the inverse of the permutation 7,
where @'py QU pyy + + o2 O, Qg are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key
f) wherein oft) is a step function and o (t), X={0, 1,
2, ..., N=1, N}, decrements the sequence of m, for
each va]ue of t except when t equals an integer multiple
of R, where R is a prime number.
17. A communication System, comprising:
a) a first computer;
b) a communications channel; and
c) a second computer coupled with the first compulex via
the communications channel,
d) wherein the first computer includes:
1) a symbol input port for receiving an mput symbol 1;
2) an encrypt key input port for receiving an encrypt
key
3) abﬁrst memory, for storing an encrypt text/key
relation; and
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defined by the decrypt key, and where Wrepresents the nunmber of

possibilities for each inverse permu- tation defined by the decrypt key;

and f) wherein a(t) is a step function, and ct, (.(t), X={0, 1, 2,

N1, N, increments the sequence of nx for each val ue that t ec@@mm

integer multiple of R where Ris a prinme number. 22. A conmunication

system conprising: a) a first conputer; b) a communi cations channel; and

c) a second conputeM)cmuﬁﬂsemWWQmoﬁh@Of|f@§tg@tﬁﬁﬁm%r3W|0&tPLﬁhe

communi cati ons channelsym@pl Ghbiseidron te inpussymboheorrolledbydes: 1) a synbol

i nput port for recei V'ﬁbge %t”l@%i/kgyrr'&%orh,suchzﬁat@'ﬁrﬂg}?w% key input port
[

for receiving an encr
storing an encrypt tei& ké L e ooy 1t

2002 18) (v
c{) hand 4) ‘II Pg dro@rocessor for
generating an out put (9 nbol] @0 SUhgf G & N—nput ! controll ed by
the encrypt text/key Methaddwvesusnsforaatiopsgafney eencryp
[ctN_, (t)+n, v-, [ aN_2( key, where myfmila-.(t) ®a, fth areal pefmpyations. )), nod W

\é\ﬂferﬁeélxgy tché ’enérg/p’deﬁned by ti#s en ﬁk . avet| wisetdiWireprelsemssf or mat i ons

; e B :for eachl pérmufadioar € N
pernutati ons defi ned b (Fg g gg V\/neré Wrepresents the
nunber of possi bil |t| é ﬁé a¥1 on defined by the encrypt key;

e) wherein the secﬁ))n‘dhe)‘@ﬂfplhedew ICQEPIHErTinC d&écrypt key input port for
receiving a decrypt Kaydecr@t kaysnpuatrpbriforoegeiving a geayphke)a decr ypt

text/key relati on Ang s%},orm areend, for rstpring @sderrypotexgdegr at i nga
decrypted symbol ph% . G the output symbol received from '?he

origination space v oﬁé? ?ééé BiSfor GRaBARIng £8CLypleied by the
decrypt text/key reI rf)ol 'lse '25% thf@ﬂtﬂufwﬁbol receiVddfrohnN [0 -

the ongmanon space via the communications

channel, controlled by the decrypt text/key relation

such that I'=n,~' [, [~ . . . [‘acy [0y [0~y

(§9 ) * FURT(9) L —oc3(t)]-a:(t)]-oc ()] (1),

mod W, where nt,”' is defined by the decrypt key as

the inverse of the permutation 7, where o'y,

Oy + - 0 O O are N+1 additive transformations

defined by the decrypt key, and where W represents

the number of possibilities for each inverse permu-

tation defined by the decrypt key; and

f) wherein I', corresponds to I,

18. The commumcmon system of claim 17, wherein the
first computer further includes W look-up tables for storing
each of the possible W sets of permutations.

19. The communication system of claim 17, wherein the
first computer further includes M<W Jook-up tables for
storing M available sets of the possible W sets of permuta-
tions.

20. The communication system of claim 17, wherein the
first computer further includes N<M<W look-up tables for
storing N sets of permutations preselected from M available
sets of the posmble W sets of permutat:ons

21. A communication system, comprising:

a) a first computer;
b) a communications channel; and

c) a second computer coupled with the first computer via
the communications channel,
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ot"N(t)]-a" N, (t))- . , . -a 3(t))-a ~ (t))-a 1(t))-a o(t), nmd W where

n,-' is defined by the decrypt key as the inverse of the pernutation it,,
where a'N, a'N,, ... , a,, a o are N1 additivetransfornatigrhs Jgefined
by the decrypt key, and where Wrepresents the nunber of possili M @@- for

each inverse pernu- tation defined by the decrypt key, and f) wherein a(t)
is a step function, dneherainthe fixst{computer Ng?u',de ,. decrements the sequence
of nx for each val ue Ihatyntbobippal poraforinateymg aruinpHpyyanksl IR where Ris a
prime nunber, 23. A c%néwljtq(@ysmpmtepmncfo;rrmciebwimg:an eacryptfi rst conputer;
b) a conmuni cati ons char‘yg l; and c) a second conputer coupl eg with the
first conputer via t 'W’,o tb}n]%ehn &eryotOted O 002 d) wherein
the first conputer inc uag 'n'ﬂda s'y'r’grofé I nput portrﬁi‘or rec)gi ving an input
synbol 1,; 2) an encr fﬁ oy ang ut port for receivin %crypt key; 3)
a first menory, for stOrfngs ﬁ‘“&&’@??f%fsqreﬁ‘?r/ Igévmj”ég ﬁ'@@ﬁm nd 4) a first
mi croprocessor for genespmbagOabasediopuhe IRputispMbel, cRRE bRY t he i nput

symbol , controlled by theesmyptypit/keyxelkion such dbatdd=eukh+Ehat 0, =a,, (t)+nN

[aN-, (t)+nN-, [aN-2(t) o, (trglfofa (06 ). +7t, +iblosayen 3ty . . . 1), nod
W where aN, aN_| ... of(t-) ). .29, #od wl-lvh@%jak,l ¥§_ 0 ransdQfogedre ons defined by
the encrypt key, where . a/v : F tions defined
by the encrypt key, and]\5 1e?dd \N'tilennrsgosrg}]x{hsensf[aﬁféﬁ{]deb ﬁeernm

r pessibilities for
each pernmutation defi né‘&yb?/g‘irﬁgge’ﬁh'ypt'k ;“0‘%6 e.éllu?laf“[ g second
conputer includes: 1) adsfepdpY MeSPCTAIdEYpid WHERE WIERTSFNY a decrypt key;
2) a second menory, for the onimhgr of dpessiplitiesefer each PEBNBYUSA: and 3) a
second mi croprocessor fqlefigeddy aie evcrapukey;ypt ed

e) wherein the second computer includes:

1) a decrypt key input port for receiving a decrypt key;

2) a second memory, for storing, a decrypt text/key
relation; and

3) a second microprocessor for generating, a decrypted -
symbol I', based on the output symbol re_ceiv'ed from
the origination space via the communications
channel, controlled by the decrypt textkey relation
such that I'=n,~'[r. "' [15~" . .. (e~ [ [O-
O MO pmy (D] 1 =030 ()], (D] t),
mod W, where &,”' is defined by the decrypt key as
the inverse of the permutation 7, Wwhere fl'm
&'yopy + . . @) O are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and

f) wherein of(t) is a step function, and o), X={0, 1,

2,...,N=I, N}, increments the sequence of 7ty for eac'h

value that t equals an integer multiple of R, where R is

a prime number, B

22. A communication system, comprising:

a) a first computer;
b) a communications channel; and

¢) a second computer coupled with the first computer via
the communications channel;
d) wherein the first computer includes:
[} a symbol input port for receiving an input symbol I;
2) an encrypt key input port for receiving an encrypt
key;

32



synbol 1', based on the output synmbol received from the origination space
via the comuni cations channel, controlled by the decrypt text/key

relation such that |',t1-1[7t -~[rt~~ [nN-1-~[nN ~[O, 30 JAN 200

a ' N(t)]-aNI(t))- ... -a 3(t)]-c'2(t)]-a ,(t))-a o(t), nod W where nT '

is defined by the decrypt key as the inverse of the pernutation n,, where
(x"N. a N1, . . a',, a'o are N+1 additive transformations defined by

the decrypt key, gnd fivoe hseMbrye plog seotisg anhenorypbaextdeypossi bilities for
each inverse perrru Hﬁ‘é og,dde i ned by t he decrypt key; and f) wherein a(t)

Is a step functig %%s{spr fbr oe%ctr%\‘ﬁ anl\bu]t utN), increments the

sequence of nX fo o?]%% S an integer

multiple of R vvhéVE%Pg ps 35 ‘h@edﬂﬂ%‘?&' ! | cation system
conprising: a) a fth¢ RCrERInsH ?Y rejpuion suhnthAs aT?‘ dhannel and c) a
second conput er colphedtwtih, iohe -+ st - corfﬁm[tqar(t \1?‘ %e comuni cations
channel ; 34 3 0 JANt)Z0Q1 1], dhodWénehere the ohyList . cOypdp 85€ i ncl udes: 1) a
synbol i nput port NOF| AREEVY bassfarmhgnstdesiyedby the encrgdt an encrypt key
input port for recgig |ml@% el,}crypt }ggyn a3¢ Nepéimhgthtiomory, for storing an

encrypt text/ key r &or for generating an
out put synbol O, gg%)d %ggcrgg KI t\vh@fﬁgﬁ’ig@%} t he encrypt
text/key relation PORY %‘l}gﬁ aeﬁ (% dN (t)y+ . . .

+n, [a, (t)+n, [, +aode(ﬁm?q}3)’thf]enﬁﬁ’d’t fhere a~.,,aNi,...,a, ,(Yoare N+l
addi tive transf ey %@ié?rﬁ‘ﬁledﬁédoﬁéct uidteinelndesypt  key, where it,,, nN_,, ...

7c.,, no are N pe ?1 Eg) fg})/reéaﬁne@cdecpypm@y, and where W
de

represents t he n 0 pekiréat i on  defined by
t he encrypt key; e non and 8%)8 cm%u({%gr tncl udey;1

3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the ongmanon space via the communications
channel, controlled by the decrypt text/key relation
such that I',—w,"[m I LN ¢ Sl £ Ju (e X5
o MO0 (D)= L G 1(t)]—oc ()]0 (1)]—p (1),
mod W, where n,~' is defined by the decrypt key as
the inverse of the permutation %, where 'y,
O poyr+ o - Oy, Op are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and

f) wherein o(t) is a step function, and O 1), X={0, 1,
2, ..., N=1, N}, decrements the sequence of my for
each value that t equals an integer multiple of R, where
R is a prime number.

23. A communication system, comprising:

a) a first computer,

b) a communications channel; and

¢) a second computer coupled with the first computer via
the communications channel;
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1) a decrypt key input port for receiving a decrypt key; 2) a second
menory, for storing a decrypt text/key relation; and 3) a second

m croprocessor for generating a decrypted synbol 1', , based ?@ éﬁ'?ﬂﬂ?m put

synbol received fromthe origination space via the conmunicat¥ r'}

channel , control |l ed by the decrypt text/key relation such drat (n,-' (n3-'
[nN— i-" (nN" [0,- a N(t)]-a"N,(t)]-

_a é(t)] a' (t) t t vvher'e”n-' i's defined bythe
decrypt key as’d t"fﬂéa(’ H)Qv‘BFééS(‘é)PngDf Stion nl, where a'N, a' Ni, ... ,
a',, a' 0 are N+]lhagymbokinpylapest fﬁrrfﬁ@mbm aﬂd@:lPWWé’B“b&} the decrypt key, and
where W represent} antdnerypuikbprinpdt pars $obiedceivires afl encrgeh i nverse per mu-

tation defined by g é}e decr ypt key and f) vvhereln a(t) is a step function,

and ax(t), X={0, tSte equence of nX for
each val ue of t %iq ﬂ?stv\ﬂwemo{ye uaI S aﬁ’ |nt eger ?(tl p? of R where Ris
a prinme nunber. 35 AIQIn 001 25, A process of comnunicating between an

origi nation spacé) dh(ﬁfét HEGOPFSESIN K a8enerdliti ¥Ns PRPUL r ecei vi ng an i nput
synmbol |, at the osyrgboldd, tasedpadke inpyesembol agntasilesubput syrrbol 0, based
on the input synbmle en% :téxhﬂttey(}emvsﬁts)mmMﬁa/Q,—ow)mM e (t)+ -

+n_[a, (t)+n, mod , ao.
are Ngr] pgezjet er dg gd‘) HH. Oi’gﬁ?"l oe(rtﬁ- +0° oy 7t N vy e
I

it, noare N pre ﬁrepresents t he
nunber of possi bi d’f‘WF [‘g‘ﬂéﬁu t’ﬂm yvﬁggﬁ t he out put symbol
at the destinati onkéypadhere End"r«-gener&tw 7|"ng“r§ 4 PEFPRE 8“ ymbol 1', based on
the received out pigfiredriyahe escrypt kbutand where Wifepresgmg=~ . . 171N-1-1
[AN I [0j-a' N(t)]-eNnumber of poasiBilities] far' @(ah) permivtation) ] -a' o(t), mod W
where n, ' is an '&é’fﬁ{e%leo ihete*he ry@resget erm ned permutation n,, where a'N,

a' , a'o,are N+I %%Eiecro'px;ﬂﬁgr ﬂﬂﬂjafewe transformati ons, and where

W epr esents ﬁé ) a decrypt fey input port for receiving a decrypt key;,
”) a second memory, for storing a decrypt text/key

relation; and
3) a second microprocessor for generating a decrypted

symbol I', based on the output symbol received from

the orlgmauon space via the communications

channel, controlled by the decrypt text/key relation

such that I'=r,~' 17" [my™" . L [;asy ' [0 (O~

N(t)]—a,v_.(t)l— —aa(t)]—a ,(t)]—a 1 (H)]-a'o(t),

mod W, where &, is defined by the decrypt key as

the inverse of the permutation ®, where 'y o

N-1,..., 0, o'y are N+ additive transformations

deﬁned by the decrypt key, and where W represents

the number of possibilities for each inverse permu-
tation defined by the decrypt key; and

f) wherein oft) is a step function, and Q1) X={0, 1,

2....,N—=1, N}, increments the sequence of mt, for each

value of t except when t equals an integer multiple of

R, where R is a prime number.

24, A communication system, comprising:

a) a first computer;
b) a communications channel; and

c) a second computer coupled with the first computer via
the communications channel,

34



possibilities for each inverse pernutation; wherein |', corresponds to I,
26. The process of claim25, further including retrieving the possible W
sets of permutations from W] ook-up tables, prior to generating the out put
synbol . 27. The process of claim 25, further including retrievi ggﬂ JANI7002
avail abl e sets of the possible Wsets of permutations from MW)ook-up
tables, prior to generating the output synbol. 28. The process of claim 25,
further includi retrievi rmutati ons preselected fromM
avai |l abl e sets dg%"] 1R 85@"% qo&umﬁéxspgc 4%? er nut at i or] from N<MKW | ook- up
tabl es, prior tolyarsyreel ingut H@T(f)@ﬁrﬁﬁﬁlvﬂgr%b]lnpu gr'ocess of

comuni cati ng beﬂyvaerermnymrhem input port fopaeseidng aa e@éS}tHInatl on space,
conprising: receivkgg an input symbol I,, at the origination space;
generating an oug méhy. ,s%qiorg{b taheehd?? texpkehol , such that

0, =av(t)+7t Nl a/ _ Fuilr z[" Ay TP F‘t (t)%n, [I,+a0(t)]]

11, nod W where a, , ao are N+] predet er m ned additive

t ransf or mat i ons, 4),\mrfgsrrmcr@processor for gemaung) 18 @Uﬂ)utpr edet er m ned

per nut ati ons, and wymbel OYbaspd esdhe énputsgmbohizentrolepbysi bilities for each
permutation; 36 30he é&ﬁﬁﬂt%etyhemwnpmchamm@;—ow(t)&gg destination space;

generating a decry ‘? e hased omn“gl@p(t ql ¥ out put synbol ,
such that F,=it, ? t)]-o." N, (t)}-

St 3(t)]-a 2(t)]% ﬁétngléﬁ(::‘ax %logg% y (':"th&e encrypt's an inverse of the

predeterm ned per ,, a0 are N+l

predet er ni ned addi keYavhere Zns Tor mat i- Sres o A quépresent s the nunber
of possibilities defineddahthieransryps koyr and whexenW EReseBisng a,, (t), X={0, 1,
2, .+, N1, N thet aumber efepossitilities dquencle peimnotatiohor each val ue that t

equal S an integer démggd q;eoénclflypvmqre Ris a prime nunber and a(t) is a

step function. r [ g between an origination space
and a desti nat i€ gﬁ”@% @ fhe §§ %&B Pififthdeas

I)a ecrYpl ey npu port for receiving a decrypt key;

2) a second memory, for storing a decrypt text/key

relation; and
3) a second microprocessor for generating a decrypted

symbol I, , based on the output symbol received
from the origination space via the communications
channel, controlled by the decrypt text/Ley relation
such that I'=n,” [n.~'(m,™" . . [ey ™ [y (O~

o' M) }-o N_,(t)]-— . = 3(t)]——a L], (1) -05(1),
mod W, where ;" 19 deﬁned by the decrypt key as
the inverse of the permutation 7, where o',
O/ yops « -y O, O'g are N+] additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and
f) wherem o(t) is a step function, and (1), X={0, 1,
. N-1, N1, decrements the sequence of my for
each value of t except when t equals an integer multiple
of R, where R is a prime number.
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receiving an input synbol 1, at the origination space; generating an
out put synbol 0, based on the input synbol, such that

O =aN(t)+iNfaN_,(t)+nN_, [aN.2 (t)+ ... +n:[a., (t)+n, (I, +az(@t ..
]]mod W where aN, o:N_,, . . . , a5, ao are N+1 pzedet(errri nét(g %Ay]cgpﬁtzive
transformations, where nN, 7tN,, ... , n.,, Ito are N predeterm ned
pernutations, and where Wrepresents the nunber of possibilities for each
pernutation; receiving the output synmbol at the destjnation space;
generating a dec2§pAeutosssstsdcommynipaténgibeIweehdly @38IERN out put synbol ,
s;lcg(t)h?t a'-l (Hs ace mﬁma-de]st.inqtio[nrd}sme,'con{p!rfding[:O, -a'N(t)]-a" NI(t)]- .
- -a'. o N «= A0 : hackS an in
predet er m ned pefgn%ef\ggétéh lpll,g?t %%?°éqgw,wﬁﬁfd}f Spaac'l-e' a'o \ell(raresﬁif the
pr edet er m ned ad GEDERPHNE 137 SR YTRA S O sed, Py M8 esents the number
of possibilities spnbekctuchnikits® Fevibdfat ¥enUafe-udimy ax(t), X={0, 1,
2, ..., N1, N}, (+decregien(t)+hdl +agaiencellomakW,ovhesdch val ue that t
equal s an integer gubdipl.e, ob,Re, wheaNel Bridetanpinedredditivber and a(t) is a
step function. 31..A %%ﬁﬁs?&lﬁ?@mnﬁt&at i.ng, bet.wegnararN ori gi nati on space
and a destination %E@éﬁegm %'apééﬁéﬂﬂ'ioﬁ?mwme NECRpMsets an | nput synbol 1,
at the origination -&nral'l{i] a&(]#}pé lrm . 0, based on the input
symbol , such that 5‘%‘[\’1{‘?34 ¢ Rpsgi t?e[s) E ‘garﬁﬁg gﬁt&)+ .
+7t [af (1) +n, [ |, *ecrivipp]the outpp] symel anhegtimatigspagg and 5 40 are
N+1 predet er m negepedting \wedccrypted fsgpmivat i'pbased vire the CRIVEAN . , .. ., n,, no
are N predeter ni neginesyrbas s@cglﬁuhaﬁ]f]dwywmcﬁ'[‘wtéfbpr.dmnfé t he nunber of
possibilities for epchi@eiyMihalon;(njLcei ving',ithp-aktgud, synbol at the
desti nati on space; I‘mt)?' eit)a W, geyp(}-edisswerlsé,ofbmged on the received
oup, S R Ll f T SO
permutation n,, whéte a®ny aren N+l pr'e%@%%%i%%cf ddPrigdet ermi ned
transformations, and where W represents the number of
possibilities for each inverse permutation;

wherein I', corresponds to 1.
26. The process of claim 25, further including retrieving

the possible W sets of permutations from W look-up tables,

prior to generating the output symbol. o
27. The process of claim 25, further including retrieving

M available sets of the possible W sets of permutations from
 M<W Jook-up tables, prior to generating the output symbol.
. 28, The process of claim 25, further including retrieving
} N sets of permutations preselected from M available sets of

the possible W sets of permutations from N<M<W look-up
| tables, prior to generating the output symbol.

29. A process of communicating between an origination

space and a destination space, comprising;

receiving an input symbol 1, at the origination space;,

generating an output symbol O, based on the input
symbol, such that O=0,(t)+7y[0y_)(D)+7y_[Opn
(O+ . .« oo [0 (O, [1+06(0]] . . . 1), mod W, where
Oy Cycyo -+ - » Oy, O are N+ predetermined additive
transformations, where fy, Ty y, « « « y Ty Ty are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;
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a',, a o are Nt1 predeterm ned additive transformations, and where W
represents the nunber of possibilities for each inverse pernutation; and
using ax(t), X={0, 1, 2, . . . , N1, N), to increnment the isl of nX
for each value of t except when t equals an integer nultiplg duﬁgﬁﬁmhere R
Is a prime nunber and a(t) is a step function. 32. A process of

comuni cating between an origination space and a destination space,

compr i $1ng: T eociXkihel ARH: S8 atjth%ﬁistﬁm'ﬂﬁo{?%bgéé”'at'0“ space;

gener ating an outpu oﬁnl E such t hat
=aN(t) +7r N[ aN sf(rte)ral degramleﬂ sym based of 1 %uf ﬁ)w ,+ao(t)]]

]] nod W where eytpat synto), such that I'em,” d@ﬁalhéa N+1. ;edeterm ned additive

transf or mati ons, Ve O AN (D) ... n—e'y(Dd—aké) o' pr edet er ni ned

permutati ons, a“d (L6 @% BVWSGWBé?e ﬁhé iaRbipverle pPaisd bilities for each

pernut ati on; rece'yf/feﬂ%eH nggtbtewhmggl wﬂ&mt&ne’ gLestl nat | | on space;

generating a decr d out put synbol ,
such that ', ,-' %n-'Gpndre€ NH[RF\F cerm at ? f';\N- (t)]-

-a' 3(t)]-a’ ~(t)] arransfq?rmmong’tmd\’dwcw rm@pem%@p@ fﬂ is an inverse of
the predeterm neobossmlhmﬂsaﬂomnc}nmvemqnmmmona and, ..., a,, a' o are

N+l predet er i negyagddj i)y ébrﬁnﬁformwrﬁ mﬂcwrmw(rjepr?sems the
L P R O R e L

X={0, 1, 2, ...
val ue oft except whsHiRle® Bal“é ergg B2 PRRPCHYD eﬂ?’f"?ﬁ‘f@ ®r multiple of R

where Ris a prlrrealsmwtf@nCMd a( t) is a step function. 33. A storage
medi um conpri si B A protess fenurenisatirgnbetweansinf anigipetien ol | i ng a

Cuch hat o1 SR o o D Py =t [, (1)em,
[Ir+aa(t)]] ... T9ceiviBa awmput s>§m%ol I, at—ihe onglm(tlc?n space, (t)

generating an output symbol O, based on the input
symbol, such that O, aN(t)+nN[aN_ (7 [Oy_a
(t)+.. .+n:[a,(t)+n,[1,+cxo(t)]] ... JJmod W, where o,
Olyepr + + + » O, Og are N+1 predetermined additive
transformations, where Ty, o)y« « 4 Ty, Tp e N
predetermined permutations, and where \ represents
the number of possibilities for each permutation;

receiving the output symbol at the destination space;

generating a decrypted symbol I',, based on the received
output symbol, such that I -n,"[n:'[n3 SR ¢
[ OO D ]=0 sy (D)= o —03(D]- oA
(t)]-0'o(t), mod W, where n, - is an inverse of the °
predetermmed permutation m,, where 0.y, &'y s+ v+
a',, o'y, are N+l predetermined additive

transformations, and where W represents the number of

possibilities for each inverse permutation; and

using o, (t), X={0, 1, 2,..., N=1, N}, 1o decrement the
sequence of nt, for each va]ue that t equals an integer
multiple of R, where R is & prime number and a(t) is
a step function,

31. A process of communicating between an origination

space and a destination space, comprising:

37



where 1, is an input synbol, aN, aN,, ... a,, ao are N+l additive
transformati ons defined by a key, 7t N, nN 1, ., . , rtn, no are N

pernut ati ons defined by the key, and Wrepresents the nunber 03 J
possibilities for each pernutation defined by the key, and whe g é@mmis a
step function, and a,(t), X={0, 1, 2, . , . , N1, N, increnents the
sequence of nX for each value that t equals an integer multiple of R

e Fond Tt e MED Sl AL PRl s e e

neans, sor |a the interface
means, to producegemerolinHuan SPrdl symbolstiehb &3 ton the input
O, aN(t)+7t N[ a, V., (¢y)mm\}limm tl('m)@-ocN M G (D3R [Opls +a0(t)]] ... 11,

md W where 1, is @ﬂ. | NPy, [s;y(’dpp,t {18 (D3AN, . . 1], mod W, whage are N+1 additive

transformati ons def 61 bly a &y al AL N+ edetemuneldtqdd,]uVéO are N
per nut ati ons defi ned™b N «g whe Wnr eprese wyrber of

possibilities for R é nqu where a(t) is a

step function, and BEEEEMIRELP 1uh 1onL.¢ éh'\é;% [T &dEht s t he sequence
of nX for each val udetHapber @leéF@ﬂ&’r?s far eaelt 1”(“?‘6?'19 of R where Ris a

prime nunber. 35. re%eﬁ\tmgageompdt aymboicrrmhesiem@anonrsp@q:e:,ace means, and means
for controlling agm&hQ %Cd’éc xﬂbé]hP bé&b@rofnatﬁele@a&m to IOrOOIljce an
out put synbol 0, &l ﬁ mb&)r ’t l)I Jﬁ u[ﬁt P+7t I[«J,tl [aN— () + L
+n2[a, (t)+rt, [1,+ " g ):]J_ &z [yl nput synbol ,
a,,aN-,,...,a,,c ar nsf rmar‘% %)QE by a key, rcv,
nN,, .. . rt.,, n ) Bfﬁs“defﬁsn‘gh"ﬁlﬁrﬁehg §, and w
represents t he nurrbpredofelxmlmh mﬂmnmt@@ ®oWheECH mpBrams: -t ati on defined by
the key, and 39 30.d' whete et )Nitd @rstd@pemlnotdorﬁd@ﬁéiva (t), X=(0, 1, 2,
.. 5 N1, N}, incr efﬁﬂiﬁxﬁh@o@ﬁmbeedﬁ/ repeesémy theasmbealofie  of t except
when t equal s an | NHeagbilited ForéaRh Qhvese permutation; and
using 0, (1), X={0, 1, 2, ..., N=I, N}, 1o increment the
sequence of m, for each value of t except when t equals
an integer multiple of R, where R is a prime number
and o(t) is a step function.
32. A process of communicating between an origination
space and a destination space, comprising:
receiving an input symbol ], at the origination space;
generaling an output symbol O, based on the input
symbol, such that O—aN(t)+nN[aN_,(t)+nN_,[OLN_
(O . . . Lo (EHT [1+0(D]] . 1], mod W, where
Oy or.N_,, .+ vy Oy O are N+ predetermmed additive
txansform'mons, where Ty, Ty_ys o« o 4 Tay Ty are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;
receiving the output symbol at the destination space;
generating a decrypted symbol T, bascd on the I‘CCC]VCC}
output symbol, such thal I'—n it A [ -, [y
(t) ]—ao(t) mod W, where n7! s an inverse of the
predetenmned permutation ©;, where o'y, o'y yy . o
o'y, &'c are N+l predetermined addmve
transformations, and where W represents the numbery of
possibilities for each inverse permutation; and
nsing 0,{t), X={0, 1,2, ..., N-1, N }, to decrement the
sequence of 7y for each value of t except when t equals
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where Ris a prinme nunber. 36. A storage medium conprising: interface
nmeans, and neans for controlling a m croprocessor, via the interface
nmeans, to produce an output symbol 0,, such that

0,=a, 4t)+nN[aN_, (t)+7tN_, [aN_2(t)+ . . +n, [a(t)+n [+ao(t ) B)0 JAN20AL 17,
nmd W where |, is an |nput symbol , a,,,, a 1, ao are N+1

addltlvetransformatlons y n , r are N
pernutations def i He er?f tncﬁj@ le gfﬁ P@e%g?aeﬁr'{e H‘t’rﬁé hunber of

possi bilities fordea@h) ispeeisatt PF‘(‘)W -defi ned by the key, and where a(t) is a
step function, 3AhdAatordge medifo, camprdsing. . . "N-1, N), decrenments the

sequence of na I of t except Wnen t equal s an integer
mul tiple of R n\?\%ﬁ&@?ﬁeé’rﬂ Hﬁd ri me nunber. storpé;?e medi um

conprising: i ngARBins c@@aﬁbhncawwr@mcesw 36‘(%t ¢ METRE a mi croprocessor,
via the int erfaceme:msane produgr aducetpat ggndoht@d sughtibht 1, , such that
1"t ~L~"[n,-"[i t)+nN% VAR tt)-iln,v ,[o?,& Nt O . el [nety 1 (t)]-

-a3(t))-al (t af 0, d symbol, aN,
R OR N HANER eyt

n,-r, n 1 7C13‘V11€f'~‘I 18 andnput symbol,Pa, By gr-e - Nl it ermut ati ons defi ned
by the key, and Wdchpwesemnsf_oﬁh'é\tmnbdﬁﬁmd Mossi AN Bves for each inverse
pernut ation defingg by, ., thetjey N parchuntions daingd by the keyep function, and
ax(t), x={0, 1, zandW repréehts ik, nunitseresfepuissibiliviessfereetice of nx for each
value that t eq“ﬁérﬁm?:{hdnnﬁﬁﬂﬁﬂww geaﬂ)a R, where Ris a prine number.

38. A storage nedium conprising:, int ns,, and nmeans for
control ling a nmwhespedsisa 8iep fW%{Jocnhé“ Z‘S*?’énza nﬁu’to produce a

generated synbol N-J), N3uimeremments the: Se&?‘iwﬁg
"[Q-aN(t)]-aN-1 that } Jequals. an- {meeger) paltipdy a&(
prime number.
34. A storage medium, comprising:
interface means, and
means for controlling a microprocessor, via the interface
means, to produce an output symbol O, such that
O—aN(t)+nN[aN_ SO+ [Cyca(tH oo FT [0 (DT,
[140,1]] . . . J), mod W,
where ], is an mput Symbol, Oy, Cacys + o+« s Ope O aTE NI

addmve transformations defined by a key, my,
Tpoys « -+ » Toas T are N permutations defined by the key,

and W represents the number of possibilities for each
permutation defined by the key, and

where o(t) is a step function, and a,(t), X={0, 1, 2, .
N-1, N}, increments the sequence of 7, for each value
that t equals an integer multiple of R, where R is a

prime number.

35. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O, such that

-aN(t)+nN[aN_,(t)+nN_,[aN_:,_(t)+ +7tﬂ[ o,(t+m,

140,111 . . . 1], mod W,

where |, is an mput symbol, Oy, Op gy« » + » Oy O 278 N+1
addxuve transformations defined by a key. Tovs T s« v o
M., Ty are N permutations defined by the key, and W
represents the number of possibilities for each permu-
tation defined by the key, and

[AN-1-"[IN
}:reaB(tS)a nmod W 40
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30. where O, is a received synbol, aN, ON3' .. a,, ao are N+1 additive
transformati ons defined by a key, 7t,'', 7t2'1, 7t3'1 ... , nN,"", T7t,,
are N inverse pernmutations defined by the key, and Wrepresentzs t he nunber
of possibilities for each inverse pernutation defined by the M Bl d
where a(t) is a step function, and ax(t), X={0, 1, 2, ... , N-I, N,
decrenents the sequence of 1tx for each val ue that t equal s an |nt eger
multiple of R whekere()ds a stgp funcdonunisbpx(tBHK= =0:sk g age nedi um

conprising: interfjc fesemand e efi@rofcyrfior enth mYud ni cropr ocessor,
via the interface ?‘P] {?&JENE %h@ 1€ agqﬁ@rgg,t gshigplebof R,',, such that
t)

[iCNFI-1[nN 1[O aN (t))-a (t)]-a., (t))-oto(t),
nod W where 0,'is %h%Be}S\Peaﬂ bérelN aN_ y oe._, @, a0 are N+

addi tive transfori@tA slnmf’den‘xcdwm pmpriétng: 7C, ', 7t_ 1, 7t3-1, .. , TCN_
11, it,, " ar‘%ﬂg&ﬁa@é’%éﬁﬁs pgigrut ati ons defined by the key, and W
Gerined by the K ansaﬁacaﬁmg&a@t”ﬁr§5§°&f aﬁ*““ﬂ”"‘ﬁmeﬁﬁrg“aﬁ 0, %10, 1,
2 ... N1, N, irfoeadieil Prodicesaf eyt Hmhy ﬁh‘aal ue of t except

when t equal s an |@Egef!)m[ﬂwpl(®+ﬂw_ﬁ%-3(ﬁére R"nﬁ% Y¥ime nunber. 40. A
storage medi um corfpuisilhg: . ],nnmwdce nmeans, and nmeans for controlling a

mcroprocessor Vv to prd@ aréNgener at ed synbol it
e P har eoror L Y Rete 155 uft t@?ﬁ’x o aN ld)ﬁ})\e NTE- nerat ed symel |

(t)]- ... -a3(t))- at"d(dt"ﬂét a recei ved
synbol , aN, aN 1, o= ay ] vv n@@ﬂ? ? Ei}‘o ‘mat i ons defined by
a key, 7t,-', 7cl-md Wipresents the m@mber of ppesibi mg,sgorNeq ver se permut ations
defi ned by t he key,pamitaﬁbn&ia:rﬁasér’utysmbﬁeynmﬂoer of possibilities for each
inverse pernutatigefedined f¥p rifeiokeind 8@, X={0, 1,2,.. .,
N-1, N}, decrements the sequence of m,, for each value
of t except when t equals an integer multiple of R,
where R is a prime number.
37. A storage medium, comprising:
interface means, and
means for controlling a microprocessor, via the interface
means, to produce a generated symbol I',, such that
I'—n,"[m L E P P VL | Waly (0 oo € 3) BT 70
(1]-. —a3<t>] az(O] a, (h]}-ap(t), mod W,
where O, is a received symbol, Gy, Gly_yy . .., O, O arE
N+1 additive transformations defined by a key, n,”",
=t w7t ! ! are Ninverse permutations
deﬁned by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and
where a(t) is a step function, and o,(t), X={0, 1, 2, ...,
N-1, N}, increments the sequence of x, for each value
that t equals an integer multiple of R, where R is a
prime number.
38. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I', such that
I'-m"[na"lns S VIR | Foul (€ OW C9) el PVl
(0}-. —m(t)]a—,(t)]—a (1)}-a(t), mod W,
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where a(t) is a step function, and ax(t), X={0, 1, 2, ... N 1, N,
decrenents the sequence of 7cx for each value of t except when t equals an
integer multiple of R, where Ris a prine nunber. 41 3 0 JA Qgﬂﬁﬂhgl A
comuni cation system conprising: a)- an origination space; b

communi cations channel; and c) a destination space associ ated mnth t he
origination space via the communications channel; d) wherein the

origination SpaC%/HeP&U“iiﬁﬁreche@nsy@r%M@ w,p,,e.nw rt@, fcporm@eneratl ng an

out put sym bol 0,y ﬁ{,\e %nkf&ﬁx%tx&% nel by§ reans for receiving
an encrypt key, an e.ncry.p text mQrer 3}@ RJ@ Oqut synbol ; e)
wherein the desting? pace . Aric (gi 51 't 'bh ngi ne for
generating a decry r?B%Iker ang, As 4eP 8§F"tt§1 nbol received from

the origination spa@félb/lﬂlé!e& her eahrinversst pesmaitationnde d b¥nd 2) neans for
receiving a decrypthek]eqy amd a decrypt text/key rel atlon f) wherein the

encrypt text/ key“y 2 u rh%nd%ﬂ‘%f))’ﬁt-' nj. efigi ne such that
deer[%@ e %f

O =aN(t N[ aN C I t
=l it S R S

defined by the enc btt W]s %é.ptggﬁ,\fnukﬂlﬁq wgerenR hé are N

permut ati ons def i nRANSy nymber. encrypt key, and wher e Wrepresents the nunber
of  possi bil |t|e§9f6rstemh rp@dxmapm@ﬁsméfu ned by the encrypt key; and Q)
wherein the decry,g&rfh@e(h{éﬁgy dnd ation controls the decryption engine such

that I, --7t, ns f$ ro[l;ﬂ\‘r' a mictdphbcesbél, virietihferfabe ~ (1)) -

-a' 3(t 1 a' 2 n | f d by th

decrglpz key as 'Ehe ’ieﬁ (tg 1883%3)%‘3%?%},8#%63 sugh ﬁngea: n% ayN ,fa o
a',, a' o are NHTaC cfﬁ‘:tl[\ﬁa t ransfit8mvm 7EN0 "Ge'f -by the decrypt key,

and wher e W repre- (1))~ . . . =0,()]=0(1))=0., (1)]-Cy(1), mod

where O, is a received symbol, 0.y, Oy - a,. Oy are
N+J additive transformauons defined by a key, n,”',
i, w7 Tt ! are N inverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and

where o(t) is a step function, and o(t), X={0, 1, 2,.
N-1, N}, increments the sequence of , for each va]ue
of t except when t equals an integer multiple of R,
where R is a prime number.

40. A storage medium, comprising:
interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I',such that

l‘ﬂl"[n:‘[nq SN | VI Pl (OB IV () e PV
OF- . . . =0(D)1-0a(t)]=0t (D)]-0n(t), mod W,
where O, is a received symbol, 0y, Qpys» « oy Oy O ATE

N+l additive transformatlons defined by a key, n,”",

o Ly ! are N inverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and
where o(t) is a step function, and a,(t), X={0, 1, 2, .

N-1, N}, decrements the sequence of =, for each value
of t except when t equals an integer multiple of R,
where R is a prime number.
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sents the nunber of possibilities for each inverse per- nutation defined by
the decrypt key. 42. The comruni cation systemof claim4l, wherein the

encryption engine further includes WIlook-up tables for stori BWUZM
the possible Wsets of pernmutations. 43. The conmuni cati on sys

claimdl, wherein the encryption engine further includes MKW ook-up tables
for storing Mavailable sets of the possible Wsets of pernuta- tions. 42

30 JAN 2002 44. The communi cation system of. claimil, wherein the
encryption engi nél{ @WUMéﬁl%éﬁth’BﬁRvup tables for storing N sets

of permutations pgegebgetrdiohrspardyl avail able sets of the possible Wsets
of per mutations.,6 45. The conmmuni %atiegny?%stem of claimdl, wherein a(t) is
a step function. sd CRNUBHMGARS: GPARANEy m _conprising; a) an origination
space; b) a comug) aatiéstimatiohaspaet ;assoothted veitkidbe joriginalionspace associ at ed
with the originati ofhacéRAF theVtdninbficEdoiRicianat); ons channel ; d) wherein the
origination space i ncludes; 1). neans for .receiying an input synmbol I,, an
encrypt key, anddhw?‘é%?)%? 9}‘55&“}??’& P?%H&Pf‘%gﬁ%/' and 2) an encryption

engi ne, control | abl B ayendxpeor engine IQrasanerating ady PR SYr generating an
out put symbol 0, baded @rbaskeé onraaunpstysiinobol Iied t hat 0, =a,,, (t) +nN

[aN_I (t)+nN_, [aN_, (2)) means for recéigingt an- Encryfpt, keyo(an) eperypt 1], nod W where

a,,, aN,, ... , a,, £14¥dn, tHe iput Epmboler mat i ons defined by the
encrypt key, where nteﬁ?k@r e ﬁ? are N pernutations defined

b ENGL L n .
by the encrypt ke$) Whgkeinas destigapion, s §ntf’§]“pﬁ§é nunper of, possibilities for
each pernutation dbfiandecryptioncengiie: {Qf BRBSFAULG L & CWRgerdei n the
destination space i nclynuhes 1’ basedearthe putput syabeliregeiedifemypt key and a
decrypt text/key reltBeiopiginmivh Spceavidethe wptinunieatiinisharont rol | abl e for
generating a nel; and
2) means for receiving a decrypt key and a decrypt
text/key relation;
f) wherein the encrypt text/key relation controls the
encryption engine such that O=a,(t)+m, [0y,
(O[O (D« +Tglo (O [T+ag()]] .« . . 10
mod W, where Oy, Oy_y, - « « » Oy, O are N-+1 additive
transformations defined by the encrypt key, where 7,
Tiwey» » » - Ty T are N permutations defined by the
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key; and
g) wherein the decrypt text’key relation controls the
decryption engine such that I'=m,™'[n,7"[m3™" . . .
[Tre s [ (O DI=Cp s (D)= . . . —0'5(D)]-0l,
(1)]=0 4 ()]~0'o(t), mod W, where 7, is defined by the
decrypt key as the inverse of the permutation 7, where
O'ps Clncys + + -+ @Yy, @' are N+1 additive transforma-
tions defined by the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key.
42. The communication system of claim41, wherein the
encryption engine further includes W look-up tables for
storing each of the possible W sets of permutations.
43. The communication system of claim41, wherein the
encryption engine further includes M<W look-up tables for
storing M available sets of the possible W sets of permuta-

tions.
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decrypted synbol 1', based on the output synbol received fromthe
origination space via the commu- nications channel, such that ' [n3-'

ITCH i-[IiN'[O a Nt)]-a'N,(t)]- ... -a' 3(t)]-a'= (t_)]-as'g(])mmzi'o(t),
nod W where n,-' is defined by the decrypt key as the inverse of the
pernutation it,, where a'N, a',, a o are N+1 additive transformations

defined by the decrypt key, .and .where Wrepresents the nunber of
possibilities for44-e'§}é‘h CoRyRYRIgal '%f%‘ﬁi‘gnaa@ hethegin We decrypt key. 47.
The conmmuni cat i oencsyptiesrengine|fartherassludee NsM<Whiookeviz taplesi on engi ne
further includesfop siogingull sefsl of ptfutadony ipnesetsatdd dfomt M possi bl e Wsets
3;1 pe.rmJE ﬁt i ons. 5 A3 aB10 sl 21O Bossible W @étlsC&TW#ﬂiLﬂﬁidr@ﬂ syszegwl of ]g:I ai m 46,
erein the encrypgi : abl es for
Storing M availabrs %@%ﬁﬁh@%&?ﬁ‘%’h&*ﬁ@@?‘é’““ﬁ“‘%ﬁ%ﬁfﬁ tions. 49. The
comuni cati on sy3SERIMCEPRi m 46, wherein the encryption engine further
i ncl udes N<MKW | 0dB-AigOMBRRISatQL, FyStand ¢BPMEIBEL s of per nut ati ons
presel ected from M) ﬁygﬁlgamignsgpb&;of t he possible Wsets of pernutations.
50. The communi catJ,on Syst mﬁ%ﬂglc@l' 81.6 erein a(t) is a step function.
51. A conmuni catiol?‘J %§9¥Eﬂ‘$’j‘5 ising:’ ~a) a first ¢onputer; b) a
conmmuni cat i ons chagnel desimatied Spack @s50§1at e the RMpgIBIoR t h the first
conputer via the ¢ e ivimtheocommupioatidns chamnbkrein the first conputer

includes: 1) a Sy”@%;i?ﬁg#%@@ﬁ?iﬁaﬂﬁn Eé‘:;fc@ii‘ﬁicﬂﬁleﬁ” i nput synbol 1,; 2) an
cel

encrypt key input ec . : r ey. first nenory,
for storing an encrslatn’%&s[z/q{e@ gb@%a@l ﬁﬂ?%@b% hax? Fﬁ‘)éqa‘m Croprocessor
for generating an out gi§d, 38YABSNCHP !fé‘égﬁydﬁ ARy AMhut symbol , control | ed
by the encrypt text2)key enghyptiosnengingn confiollablecbythe encrypt

text/key relation for generating an output symbol O,

based on the input symbol, such that O=a.,\(t)+7,

[ono D+ oy a(+ o o +rafo (t)+m,
(1, +0oM1) . . . 1], mod W, where oy, Gpy_yy .0y Oy
0,, are N+1 additive transformations defined by the
encrypt key, where Ty, y_py « ¢ - oy T are N
permutations defined by the encrypt key, and where
W represents the number of possibilities for each
permutation defined by the encrypt key; and

e) wherein the destination space includes:

1) means for receiving a decrypt key and a decrypt
text/key relation; and '

2) a decryption engine, controllable for generating 2
decrypted symbol I', based on the output symbol
received from the origination space via the commu-
nications channel, such that I'=r,'[n,~'[n;™" . .
[n‘.N_,"l[TtN"l[O,—OL'M(t)]—O.'N_](t)]—- st —0'5(D))-0's
(}-a',(1)}-a'o(t), mod W, where 7, 18 deﬁqed by
the decrypt key as the inverse of the permutation 7,
where Oy O'poys + + + o O}y O are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key.

47.The communication system of claim 46, wherein the
encryption engine further includes W Jook-up tables for
storing each of the possible W sets of permutations.
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[aN_ 1(t)+7[N_1 [aN 2(t)+ . . . +n2[al (t)+n, [I,+a0 (t)]J ... 1], nod W
where amCLN ), ... , a,, (1. are Nt+1 additive transformations defined by
the encrypt key, where nN, nN_,, ... it,, no are N pernutat E@raN 108f i ned
by the encrypt key, and where Wrepresents the nunber of possibilities for
each pernmutation defined by the encrypt key; and e) wherein the second

conputer includes: 1) a decrypt key inp port fop receiving a decrypt key,;
2) a second marrﬁ&y',ﬂ?ﬁ@WW’FW'&W@%‘W‘%&@HQf‘?k@be’ef’bﬁéﬁion; and 3) a
second i cr opr enayption eogingduehertinakpdas WcWylookaip t@hlesder | based on the
out put synbol gegRisVieidavailable setreofothe giossiblecW sapsmof permautahe communi cati ons
E:hannel[, contrﬁbtg by the decrypt text/key rel ?ti))in suc? ;?at I(): tl 1
n,-' [n3-" ... In o th D= TNC id 46 (Whéregn the (t))-a' O(t), nod
W where n;-' i84 d?ﬁ?ncec’c'i“'bnﬁigﬁ"g%ﬁs?’g%gﬂ%;loék%gqab]gg\l 2002 the inverse
of the pernut aFPWPF’P?,eﬁ%r Ee ' gf‘% T 1 are N+1 additive
t ransf or mat i onfor QtTNge tst AL REEBRIAIPK ese&?ﬁﬁ"%&?@ represents the
nunber of possiabailatle setstafrthe popsible W s6ts pePERNVIBURRSon defi ned by the
decrypt key. 52. sghThe commminiedtionrsysiest efrckdmoleavharsin, Okkher ein the first
conput er furth@gaiswﬁ fiReioV | ook-up tables for storing each of the

possi ble Wsets g{ - RehahicRen systém; coirisiggmuni cation system of claim

S

51, wherein the “rirst conputer further includes MKWI ook-up tables for
storing M avai | aB) 8 &t COrgPUeHe possible Wsets of pernuta- tions. 54.. The
conmuni cati on sy$) ancorimahizatiofsichannek@hd the first conputer further

i ncl udes N<M<W I ok tbPEoupl PWithahd\fisst iconputqreviarut at i ons
presel ect ed frome éc'\ggi a%r?\ciuﬁ Est?hngﬁcne'he possi ble Wsets of permnutations.
clal

55. The communi cat Fon"¢Ys 0 m, wherein a(t) is a step function.
56. A process fo‘s5 of ﬁ?ﬁi‘%g}s&ﬁ%‘@f’%@éﬂé%ﬂér | gi nat |( )n P
1) a symbol input port for receiving an u?put symbol 1

2) an encrypt key input port for receiving an encrypt
key,

3) a first memory, for storing an encrypt textkey
relation; and

4) a first microprocessor for generating an output
symbol O, based on the input symbol, controlled by
the encrypt texvkey relation such that O=0,(t}+7my
oy (OF T (O (DF o o o F7a[og (D47, [T 40,
(07) ... 1), mod W, where Oy, Cyys -« o s @), Op are
N+1 additive transformations defined by the encrypt
key, where %, Ty_y, . . - Tip, T are N permutations
defined by the encrypt key, and where W represents
the number of possibilities for each permutation
defined by the encrypt key; and

e) wherein the second computer includes:

1) a decrypt key input port for receiving a decrypt key;

2) a second memory, for storing a decrypt texvkey
relation; and

3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text’key relation
such that I'=n,”'[n,"'[r,™" . . . [”p.y "' [ny ' (O
oI (D)= =03 (0)]—a'5 (D] (H)=-0ro (D),
mod W, where m,”" is defined by the decrypt key as

-
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space and a destination space, conprising: a) receiving an input synbol I,
at the origination space; b) generating an output synbol O based on the
i nput symbol, such that 0, a.N(t)+nN[ctN_, (t)+nN1[av-2 (t)30 JAN 2001
+n,[a, (t)+n, [I,+ao(t)]] ... ]], nmod W where aN, aN,, ... , a,, ao are
N+1 predeterm ned additive transformations, where nN, nN,, ... , n?, |Ito
are N predeterm ned pernutations, and where Wrepresents the nunber of
possibilities for each ]tj)erlnut atig)?;. c) receivjng the output synbol at the
destination space; andhe)inysnsr &fi ¢ é’eﬂééi%}]@f’eénsWﬂ %'» based on the
recei ved output synbolg',sych. ftatofare N+1 qddiive tfansfammtions-a' N, (t)]-
-ai3(t))-a'2 (t)]-a', (defhe@by(the demypt Wey,vdirdrehete W .répreseran | nverse of
the predeterm ned: per mit abi,Gbe lof poblBfifticd th cadk flvbrse pepmue @, @70 are

N+l predeterm ned additl ansfo n ere represents the

rBLlons
number of possibiljti égnqxbpeég&qi yﬁ%pgmg[f:}\ tatjon. 57..The process of
claimb56, further i%%ciTiel AeMPRINGIIPNNTYYSIETRET S5a; BY WNRFQB B of permutati ons
from W1 ook- up t aftsesomputérdiurther i estWnigok hip toblep fior $orBSI . 45 3 0 JAN
200_2I g|8 Thte pf]?&itﬁb%sopihecﬂ)@dsmléw,sefsumt} iﬂmnﬂtm&dntsgi.ng efrret ri e\l\//L\r;\?l M )
avail able sets o : ook- U
tables, prior to gér;grg?ﬁsébﬁb %ﬁ%ﬁﬁé&%ﬁ?&&nﬁgggﬁess of cl a!om
56, further incl ugﬁ'sﬁgc TEPW%G NS B‘S 0 r te\w S selected fromM
avai | abl e sets of StofIRE Hod'd bge W%gf eo?osﬁgﬁﬁwgf F@ﬁ? 1”% "N<MKW | ook-up -
tables, prior to gemsrating the output synbol, 60. The process of claimb56,
wherein a(t) is a gueplhé nommiumcatimn. systern of sdpmntivharei®oRpr i si ng:
interface neans, gpd copa@sfer Aurtiepinclotiés NxM<W loodpupo tabdssofar vi a t he
interface neans, b0 BrQdEGSrHerRUiaRidhs pyeseRictdd fromMavatlable O,
a, ., (1) +7tNLct NT {TTEEGNe JoalYotd W dets of pePinalaibhi) +7t1 [1, +ao(t)])
1, mod W 55. The communication system of claim 51, wherein o(t)
is a step function. o
56. A process for communication between an origination
space and a destination space, comprising:
a) receiving an input symbol I, at the origination space;
b) generating an output symbol O, based on the input
symbol, such that Q=0+l Gy  (DFT N[Oz
O+ . . . +r[0, (tHm, [T4+0G(]] . . . 1}, mod W, wh;re
Olys Cnpy » » + o Oy Op 7€ N+ predetermined additive
transformations, where M, Ty s - + « + T2y T are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;
¢) receiving the output symbol at the destination space;
and
d) generating a decrypted symbol I', based on the rclsceived
output symbol, such that I'=m,”'[n,"'[m3™" . . .
[Tpy [ IO M0 ey (D)= . -a'5(t)}-0';
())=a, (D)]-0'o(t), mod W, where m,™' is an inverse of
the predetermined permutation m;, Wwhere oc"M
QU pepy + + s Oy O'g are N+1 predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation, .
57. The process of claim 56. further including retrieving
the possible W sets of permutations from W look-up tables,
prior to generating the output symbol.
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where |, is an input synmbol, a,,, as- 1, ... , a,, ao are N+l additive
transformations defined by a key, 7t N, nn+1+ ... +it, no are N
pernutations defined by the key, and Wrepresents the nunber
possibilities for each pernutation defined by the key. 62. T@éﬂm%e
medi um of claim 61, wherein a(t) is a step function. 63. A storage medi um
conprising: interface neans, and nmeans for controlling a m croprocessor,
Y! a ;Fi |lnt graf ajg;sa_ Thalrmocetspof)e[cmﬁucfe,_eﬁu;gberémahmi&hgya‘rtioving' ,, such that

A S M. l?o]es of thed gfsiple W {e1dbflpdridut@ién 1 (t)]- ...
-a3(t)]-a. (t)] 'ﬁl g\lz\io-@pflts)] WDIZ#%D \A?Yeree. O,lpi S recsg'r% synbo} , aN,
aN-1, ... , a, Ms Qk-Upabl&seg BNET \Pegqﬁe%@ﬁdbﬁaff%ﬁéy_@@f?ﬁned by a key,

3, f , n,,-', n3sb, The proceEChf thaim 56, furheraneludingiredme@nger nut at i ons
defined by the ieye AMnfiERAEHRRLECDTAaNuDbIcRESTIDI [ ties for each
erse pernutation |@e b%;f t he key. 64, Nl'tﬁa}“%&g% medi um of claim
63, wherein a(tthe pessible; Wisets nmﬁqu% from N< “up

tables, prior to generating the output symbol,

60. The process of claim &6, wherein a(t) is a step
function.

61. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O, such that
O, =0 A+ Oy (DHT o (O (D . Frola, (4,
[I+oe(]}. . . 1], mod W,

where [, is an input symbol, Oy, Gy - - - &;, O are N+
additive transformations defined by a key, m,,
Tinoys - - »» Ty g are N permutations defined by the key,
and W represents the number of possibilities for each
permutation defined by the key.

62. The storage medium of claim 61, wherein o(t) is a step

function.

63. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I', such that
I'=n,'[n"'[n, " . .. [y ™ [T (OOt }-0ips
Ok . . . ~05(1)]-0a()]-0 (]-0(t), mod W,

where O, is a received symbol, Oy, Oy_ys .« . + 5 Oy, Op ATE
N+1 additive transformations defined by a key, ™",
ot L Ry m,y ! are N inverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key.

64. The storage medium of claim 63, wherein a(t) is a step

function.
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