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values
302

v

Traverse an event log associated with the user to determine access
credential value(s) associated with the respective access credential
identifier(s) based on the parameter value(s).
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402

Traverse an event log associated with the user to determine
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of requirements, transmits, to the authorisation server, a
response denying the request
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610




WO 2023/027595 PCT/NZ2021/050150

7/8

700 3,

V%
o
e

e

Receive a subscription from an event logging engine to
receive event notifications associated with access credential
requests for a user
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value(s) and modified access credential values(s)
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comprising access credential identifier(s)
706

Receive the stored access credential value(s)
708

Responsive to determining that the stored access credential
value(s) correspond with the current access credential
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Responsive to determining that the stored access credential
value(s) do not correspond with the current access credential
value(s), transmit, to the event logging engine , an event
notification indicative of an occurrence of a failed attempt to
modify access credentials
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For each event notification received, create a respective event
object for the event notification and append the respective
event object to the event log associated with the user
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Replay an event stream of the event log to generate an
ordered list of information associated with access credential
requests for the user
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