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-1- Software activation and copy protection method TECHNICAL FIELD 5
[001] The present invention relates to controlling the operation of a
software application on a Client Machine, particularly at the installation
and activation stage in the executiongf the application. Our method
provides for authentication and activation to be carried out between a
Client Machine and a remote Server io Machine via telecommunication

SACRETRNTS AESNAIT A Eo profeto tegsa

illegal copying, production and use, it is typical for an application's
installation to require some form of authentication by the publisher before
it may be activated for continued or uninterrupted use. With the
prevalence of Internet and cellular phone services, 20 such authentication
and activation are often controlled centrally by a remote server via
TE(rENetdr EERblAr network connections. There exists a number of prior art
on such piracy protection and the following are representative patents on
such methods. -2- [003] Examples of patents concerning method and

s1ystem for protecting a _ .
[001] The present invention relates to controlling the operation of a software

application on a Client Machine, particularly at the installation and activation stage
in the execution of the application. Our method provides for authentication and
activation to be carried out between a Client Machine and a remote Server
Machine via telecommunication means which may involve different categories of

communication devices.

BACKGROUND ART

[002] In protecting software applications from illegal copying, production and
use, it is typical for an application’s installation to require some form of
authentication by the publisher before it may be activated for continued or
uninterrupted use. With the prevalence of Internet and cellular phone services,
such authentication and activation are often controlled centrally by a remote server
via Internet or cellular network connections. There exists a number of prior art on
such piracy protection and the following are representative patents on such

methods.
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software application from piracy may be found in PCT publication No.
W02007088384 and European Patent No. EP 1825449. Anti-piracy
software protection system and method are also disclosed in PCT
published application No. 5 WO 2004329952 and U.S. Patent No.
5,754,864. Other methods for controlling protecting software against
unauthorized use may be found in U.S. Patent No. 5,933,497 and PCT

[ooBybligatianiies WP p2ests 1d8lcraftiyaradewatraian apfeartivatipfotecting a
method is specifically disclosed in PCT publication no. WO 2006006017.

sofivEted] Mpiranesifigrorathpragyvatadle ipghgauhincindePCT publication No.
self-authentication software or digital content disclosed in U.S. publication

WORD ZIBEEEA GtHard ipe stV Pdibrb Ao A BRbISIsetDasethnpthasy isoftware
disclosed in Korean patent no. KR 20020016160 while U.S. publication

prolectZdlP44&h Jaanaetns duikreakeadivrliobspfRCGTasgBESIREV b plication No.
secondary devices. Methods implemented via a is communications

W00k 999 Restading 8) PdieMuURICa8 5MN863006k78A ke tReds for controlling
published application No. WO 2006048149 and U.S. publication no.

prol@6iiy Idthiadisspsasioimauthappidaties srayribe afeaess magagePerint No.
in mobile communication devices. Other specific aspects of such software

5,93®#gTiandnetigsuibiidiatie e Ney pa 2B0D f00BegiStsftwarde efgikeration and
software as disclosed 20 in Chinese Patent No. CN 1369809. A method

activetibing stolvir s pBcisichtigldiadoset) ib AT mabiisatitn A60¥0692EF006017.
[005] Generally, the prior art may be categorized into one or more of the
following methods: -3-
[004] More specific methods available in the art include self-authentication
software or digital content disclosed in U.S. publication No. 20040225894 and No.
2004117644. A web server-based method is disclosed in Korean patent no. KR
20020016160 while U.S. publication no. 2004117663 concerns authentication of
software accessed via secondary devices. Methods implemented via a
communications network may be found in U.S. Publication No. 2006179486. PCT
published application No. WO 2006048149 and U.S. publication no. 20070238450
disclose software application security access management in mobile
communication devices. Other specific aspects of such software protection
methods include encryption method for register code of the software as disclosed

in Chinese Patent No. CN 1369809. A method involving hardware ID is disclosed

in U.S. publication No. 2004059938.

[005] Generally, the prior art may be categorized into one or more of the

following methods:
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[006] A unique serial key is required to perform the software installation.
This is the cheapest and most common method but this protection is also
the most easily circumvented by using the same serial number for
multiple installations. The serial s numgers can also be generated by the
use of customizable serial key generator programs available on the
Internet once the algorithm or formulation is known. [007] Online
activation - this requires handling of registration data and serial number
verification and sending it to an activation server to obtain in return a io

[0oBT eclive hyaetivaifaPkjoekrtrufetiviarpeMigntie sisalsvasHbRillation. This is
software for the first time, he is prompted for registration data. A key file

theuth@isglgd0antlyig BcosRNBIEONMGY D ENSBtetaichseralkotiite most easily

Activation Server which in response would generate a license file to

cir@gtivetedacosolisiageins suitehJdesial ianbedesronmpsle iadtdlAteetionaliy serial

depending on the protection mode chosen by the is developer. [008]

nuibers estivaiontallgeacativation wwihese tbe aetdifnzdblersetiac&kessg@nerator
do not want the application to be connected to the activation server. In this

progeiheda i sistvear ehivstadationopereaiaies gorithan e clamination isknéavn.
relay to 20 the activation center together with his serial number. The

activation code is generated on the basis of user-provided data to enable

the user to activate the software. [009] Hardware dongles or locks have
[00FTpO Ieelingsadticadivihenticriada@irds Sedimdiiegand prglstritidegdata and serial

copying or installation. However, similar cracks are
number verification and sending it to an activation server to obtain in return a
directive to activate or block the software. When the user runs the software for the
first time, he is prompted for registration data. A key file uniquely identifying a
user’'s computer is generated and sent to the Activation Server which in response
would generate a license file to activate the software or switch from trial or demo

mode to full functionality depending on the protection mode chosen by the

developer.

[008] Phone activation allows activation without the need for Internet access or
do not want the application to be connected to the activation server. In this
method, the software installation generates a unique code for the user to relay to
the activation center together with his serial number. The activation code is
generated on the basis of user-provided data to enable the user to activate the

software.

[009] Hardware dongles or locks have also been used to authenticate the



10

15

20

available for such hardware locks. [010] Biometric authentication is the
verification of a user's identity by means of 5 a physical trait or behavioral
characteristic such as fingerprint. This method is most reliable and would
undoubtedly identify the user if he maldes multiple installations of the
program but would nevertheless unable to prevent such rogue user from
using his registered fingerprint to install the software in multiple

sofflafeingfd prévsighilidgnassyyasgt et dtiometrpdevisessinillathgdeks are

incorporation of fingerprint scanner in many models of laptop computers

avandbs tBe saerthas waneewhias been defrayed by the users themselves.
SUMMARY OF DISCLOSURE 15 [011] As an alternative to the

afore-discussed method, we have now proposed a method for controlling
the operation of a software application to be installed and executed on a

[01C}ienB\daskine autresatitatith Gdiene Maghogith csfupladavBhdetRy by means of
communication device enabled to communicate with a Server Machine

a pryisicas gaicampiashuiibralseharsteamstiBigetiasdfivirgprierehibemethod is
software application's installation procedure includes: (i) prompting a user

mdst inplidsRidarser'wealdicutraisubteggnedeittigya sryialdey ifmaskingikaid multiple
serial key and rendering it read-only]; (iii) encrypting said serial key and

instiRitiondicf gie ascyraryipted wéula alérrthelds aamsiing sajskenenyiech rogue

information via first communication device to said
user from using his registered fingerprint to install the software in multiple
machines. Although it is costly as it requires biometric devices, with the

incorporation of fingerprint scanner in many models of laptop computers today, the

cost has somewhat been defrayed by the users themselves.

SUMMARY OF DISCLOSURE

[011] As an alternative to the afore-discussed method, we have now proposed a
method for controlling the operation of a software application to be installed and
executed on a Client Machine, wherein said Client Machine is coupled with a first
communication device enabled to communicate with a Server Machine which is
coupled with a second communication device; wherein the software application’s
installation procedure includes:

(i) prompting a user to input said user’s particulars;

(i)  generating a serial key, [masking said serial key and rendering it read-only];

(iii)  encrypting said serial key and user particulars as encrypted information;
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Web Server; (v) receiving said encrypted information at said Server
Machine via second communication device; 5 (vi) decrypting and storing
said decrypted information on a Database Server; (vii) examining said
serial key for validity, including any ong-of comparing against serial keys
registered with said Database in respect of other genuine copies of said
software application, checking for algorithm compliance, checksum, and

(ivthe digding(\dbi s SR astagkoavigidee g irstessadadricataid Weke to said
Server Machine to said Client Machine via respective second and first
comyamngatit;devices if said serial keys have not been previously
registered with said Database; (ix) verifying said acknowledgement

(v)messagivirereiary dcsapidaliamolastivne 4t kdias Baneenmiiimae vedidsecond
source; and is (X) generating an activation code enabling activation of the
sofyeanenapitisadiondedee enabled for execution. [012] In a first aspect of
our method, the first and second communication devices include any one

(vior idesrystingtiando$ta mmgdsai arstigipiele phfone a2id e o e Yagaliied Server;

wireless telecommunication means. Preferably, the wired
(viitelesxanmininig st sedankdpdbidesiiany, anel edigcamyhinationcohapB Bridagainst
ISDN, DSL (ADSL, HDSL, etc.) and like services while the wireless
teles@mairkeyeatiistereanyithciie Danytere on irespethioabtmedig@nuine copies
SIM-based cellular radio network, including GSM, CDMA, UTMS and
datafsesuicesfavareasgphcaBion) GiedhblgAor algorithm compliance, checksum,
and the like;

(viii) sending an acknowledgement message from said Web Server Machine to
said Client Machine via respective second and first communication devices if
said serial keys have not been previously registered with said Database;

(ix) verifying said acknowledgement message received by said Client Machine if
it has been sent from a valid source; and

(x)  generating an activation code enabling activation of the software application

to be enabled for execution.

[012] In a first aspect of our method, the first and second communication
devices include any one or in combination of a modem and/or telephone
employing wired or wireless telecommunication means. Preferably, the wired
telecommunication means includes any one or in combination of a PSTN, ISDN,
DSL (ADSL, HDSL, etc.) and like services while the wireless telecommunication
means includes any one or in combination of a SIM-based cellular radio network,

including GSM, CDMA, UTMS and data services such as GPRS/EDGE, HSPA
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-6- (HSDPA/HSUPA). Preferably, the first and second communication
devices are able to transmit via the Internet. [013] In a second aspect of
our invention, the serial key generated is further s masked and/or its file
attribute is switched to read-only. The-@ncryption may further comprise
automatic encrypting at least one unique identifier from the Client
Machine and/or first communication devices, including any one of
(HPDRAZISURAR NPrahsrabnothesbnaid setidsdsmnd efofpivupitzIRAWBbRes are
IMSI number, IMEI number, product ID, UUID, Contact/Con tactless
ablematigaehiDsi RO ltaeraed the io like. [014] In a third aspect, the
transmission between the first and second communication devices
include intermediary gateways, proxy servers, routers and networks.
Moreover, the software application may comprise at least the following is
[019)bravtineseyolayess fecpofanringveatidspecdic sk Keg sstiratied is further
manner: (i) a user Interface layer for inputting of user details and other
maiskatechriaformasiain (Axtanote muaaiipe dayer iea¢salylishingedatacigtion may
between first communication device and Client Machine, and from said
furfiist chasiseantoRtiaticoevisgotneLac ehebBBUNMGteNddeNifie: fibnathe Client
authentication layer for checking if the serial key is valid; and (iv) an
Maztiivvatinrd/aydirsocoanalatiogtiaciidative soiteluginysaiegessubf processor serial
authentication.
number, motherboard serial number, SIM phone number, IMSI number, IMEI

number, product ID, UUID, Contact/Contactless Smart card ID, RFID tag and the

like.

[014] In a third aspect, the transmission between the first and second
communication devices include intermediary gateways, proxy servers, routers and
networks. Moreover, the software application may comprise at least the following

subroutines or layers for performing each specific task in a sequential manner:

(i) a user Interface layer for inputting of user details and other related
information;
(i) a communication layer for establishing data flow between first

communication device and Client Machine, and from said first
communication device to second communication device;

(iii) an authentication layer for checking if the serial key is valid; and

(iv) an activation layer for generating activation code upon successful

authentication.
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-7- [015] Preferably, the communication layer further includes encryption
subroutine and is capable of invoking modem query commands. The
layers, subroutines or modules are preferably distributed between the
Client Machine, Server Machine and.gptionally a remote database server.
5 [016] In a fourth aspect, the acknowledgement message generated by
the Server Machine is encoded with a Server Machine identifier enabling

[01% ChesferdBRhinRtedaantibicibraliaicithilesaitReSWeteAgsiBAEubroutine

message originates from a valid source. 10 [017] In a fifth aspect, our

andnrikeghaniy bE AT hagensWueytiseramiielctiieselygrsailibroutines or
software application's installation and activation module or procedure.

madd(8éey bty , pherdngtaladietriBekar hetivedinntmsogTiamt eMectiios ISsplériMachine
a 2-part procedure wherein the first part is resident upon the Client

andeshioraly antihetsenatadastgsriesident upon the first communication
device. More preferably, the parameters necessary for the installation

and/or activation program execution is retrievably stored in 2 parts

wherein the first part is stored in the Client Machine and the second part
[0i6]storedanfhriliy shspsvm Uttieatiaritiavied g8 hiNeerieelgsaetated by the

complete execution of the installation and/or activation program is
Seprefepdudyiperfisrmecbae dhaittienSdacingadgpiner etiéendicrf éhatdipgrthe Client

executable files and/or parameters each from said Client Machine and first
Machine to identify and validate that said acknowledgement message originates

from a valid source.

[017] In a fifth aspect, our method may be embodied as a subroutine or
instruction set in said software application’s installation and activation module or
procedure. Preferably, the installation and/or activation program execution is split
into a 2-part procedure wherein the first part is resident upon the Client Machine
and the second part is resident upon the first communication device. More
preferably, the parameters necessary for the installation and/or activation program
execution is retrievably stored in 2 parts wherein the first part is stored in the Client

Machine and the second part is stored in the first communication device.

[018] Nevertheless, the complete execution of the installation and/or activation
program is preferably performed on the Client Machine upon retrieval of the 2-part
executable files and/or parameters each from said Client Machine and first
communication device. As a preferred embodiment, the first communication

device is a cellular phone and the second part is stored in any one of the SIM card



10

15

20

communication device. As a preferred embodiment, the first
communication device is a cellular phone and the second part is stored in
any one of the SIM card -8- and cellular phone or modem's memory.
Another preferred embodiment of the 8- part execution procedure is to
adapt it to provide for encryption and decryption of digital contents
transferred between a Server Machine and a Client Machine, wherein a
an®@ Wit kg pisdres tandés Seneh dachii e ks dfstreareaisbaimenvatethe 2-
key is generated using the first communication device connected to the
pai€ ksidiashipeesdbresiecenddt i{Ad Priovaieixdr aspegbtitie astivééeyption of
code is generated or encoded as a sequence comprising text, image

digitar!deinemaransitsfsrsdd bestadeh aldbemieioMaonihéores aaddikent Machine,
machine-readable parameters, or encoded as an executable file essential

whisreorapiring tkeyngiatieswn [ORChk Sdatien kndehinséalationeofifee part and a
software application, the uniqueness of the serial key is maintained by

privaslikey & njevieusbaregirigratbufirit seekin ficisiopinféaicthecofueerl to the
application to uninstall said application and remove previously registered

ClisatiMashirandnigss erenls am the database before verifying
reinstallation-generated serial key. [021] In respect of the various
implementation of our method, one specific use 20 may be as a substitute
for secure system login by a user. Another use would be in the

[019pwninadingxth uasioées, théchrsinatbiixepabsid gofevatedpplieatitvted as a
-O-

sequence comprising text, image (including barcode or 2D barcode), audio or

sound tones and like machine-readable parameters, or encoded as an executable

file essential for completing the installation.

[020] In relation to reinstallation of the software application, the uniqueness of
the serial key is maintained by requiring a previously registered user seeking to
reinstall the software application to uninstall said application and remove
previously registered serial key and user records from the database before

verifying reinstallation-generated serial key.

[021] In respect of the various implementation of our method, one specific use
may be as a substitute for secure system login by a user. Another use would be in

the downloading of updates, patches and fixes of said software application.
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LIST OF ACCOMPANYING DRAWINGS [022] The following drawings
have been included for ease of understanding of our invention, by way of
reference to exemplary, non-limiting embodiments with 5 the detailed
description that follows, in which: [023pFIGURE 1 shows a general
scheme of our method in which our installation program'’s multi-layers or
subroutines are listed; io [024] FIGURE 2 illustrates the process of

LISEMINgGEGIFANY IRE $xRveVIMashine according to our invention in a
flowchart or logic diagram; [025] FIGURE 3 depicts the activation code

generation process according to our invention in a flowchart or logic
diagram; 15 [026] FIGURE 4 exemplifies in a flowchart or logic diagram

[020e peeTFolwied fnalinds ey \sssiom dAdd foUgdsS epirisrstanding of
flowchart or logic diagram the process of 20 uninstallation according to

ouPire/8aA6AT Byowaipsmiisrarépe8] fo EXERpfargpiesanisiting flawsbdiirehts with
logic diagram the splitting of executable files in another aspect of our

thdrieaation cvaeripOof0RRl FEWRE R peitiays in a flowchart or logic
diagram the execution of the split executable files of FIG. 6 in one
embodiment of our invention. 5 DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS [030] Whilst our invention endeavours to provide a
[023arB|GUREeCERolwageneral scheme of our method in which our installation

program’s multi-layers or subroutines are listed;

[024] FIGURE 2 illustrates the process of sending serial key to the Server

Machine according to our invention in a flowchart or logic diagram;

[025] FIGURE 3 depicts the activation code generation process according to our

invention in a flowchart or logic diagram;

[026] FIGURE 4 exemplifies in a flowchart or logic diagram the process of

verification in our invention;

[027] FIGURE 5 portrays in a flowchart or logic diagram the process of

uninstallation according to one aspect of our invention;

[028] FIGURE 6 represents in a flowchart or logic diagram the splitting of

executable files in another aspect of our invention; and
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(which covers all forms of software including computer applications,
downloadable digital content, games, etc., and to prevent piracy of the
software, it does not alter io the existing distribution channels, i.e. whether
they are distributed through secondamgstorage medium or multimedia
disk (e.g. CD or DVD) or downloaded through Internet, cellular network,
etc. The user may install the software application from the CD or DVD on
[02BCONMIGIERES PspisrlePendingowckat piblisiierdaagrane pryiestdewliolOof the
days or 30 days) may be provided for the user to is try the software
spividedtiabieatiies. of FaGtiwaie dhe spiaiprRet@DBG InvaitidAvention, we
shall describe specific embodiments in the following. [031] The crux of our
method for preventing software piracy, through controlled authentication
and activation of the software, lies in using hardware or firmware 20 that
are prevalent and pervasive as personal communication devices such that
a user or customer of the software application is very likely to be in
DETVSS$EBIDESCRIFT IoNIgar S REC | FEEMBOMIRI BN g ware
(Subscriber Identity Module or SIM card) without limiting to these
examples. Accordingly, our invention takes advantage of the unique and
secure encoding based on these personal hardware -11- or devices
[030]thow st raadifaciniestigdedusiner feafshovitekayséinauthenbtatiosoftware
It is to be noted that our proposed activation procedure may or may not
(whily coveasing foremseifaufoestiintuehmpeimpteacipplioatién)3ddwnloadable
invention thus makes use of such personal communication devices and
digitsticoatietay gameyitatians netprenkete. 9irBEMIGEY sRRRBE- R AbeSGot alter
and
the existing distribution channels, i.e. whether they are distributed through

secondary storage medium or multimedia disk (e.g. CD or DVD) or downloaded
through Internet, cellular network, etc. The user may install the software
application from the CD or DVD on a computer as usual. Depending on the
publisher, a grace period (e.g. 10 days or 30 days) may be provided for the user to
try the software without activation. To activate the software according to our

invention, we shall describe specific embodiments in the following.

[031] The crux of our method for preventing software piracy, through controlled
authentication and activation of the software, lies in using hardware or firmware
that are prevalent and pervasive as personal communication devices such that a
user or customer of the software application is very likely to be in possession of
such hardware (e.g. cellular phone) or firmware (Subscriber Identity Module or
SIM card) without limiting to these examples. Accordingly, our invention takes

advantage of the unique and secure encoding based on these personal hardware
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3.5G networks) in order to establish transmission between a Client
Machine (i.e. where the software is to be installed and executed or
operated on) and a Server machine (i.e. which undertakes the
authentication and activation decision$).-By io employing existing unique
identity or data from such personal communication devices, user input
and conventional use of the software's serial number, which is also
or kaewibers "Wipdutet iey" mesdberetimimnaetnduring ngtakatiotardware keys for
authentication and activation process. is [033] The general embodiment

auPleptichtieNtion BHay e sebrivateallyghpropdsed GutRtibrBpaeatiureUmay or
invention provides for a method for controlling the operation of a software

magRRICASIoLIPHA NG tRitefrand srvestiiod @b cofliRele MrchiR atimerein the
Client Machine is coupled with a first communication device enabled to
communicate with a Server Machine which is coupled with a second 20
communication device. The term "Client Machine" is employed in this

[03Necilnatipivéentiveathasyraakes ingudinguarcgoidealcapaimeunidios devices
installed with a software application which is the subject of protection of

andhgéivestionr eimuaicativapaieie orkexegurRCMIGEMIGPRE ARFB34IG and
The term "Server Machine" is employed in this specification as to mean

3.5BerraweeREpiralcsasiet iastiblisly amsaavigiorobappdeatianChient Machine (i.e.
performs services for connected clients as part of a client-server

wharehiteckstwdriehs cornpedhistaliednnkcsienagdomayearatdit basaddm Server
the Internet. Hence, the term 5 "Web Server" may be used
macitetieh@rgeahlghwiihd&eakesMaehingtientibistion and activation decisions). By
employing existing unique identity or data from such personal communication
devices, user input and conventional use of the software’s serial number, which is

also known as “Product Key” may be eliminated during installation, authentication

and activation process.

[033] The general embodiment of our invention may be schematically shown in
FIGURE 1. Basically, our invention provides for a method for controlling the
operation of a software application to be installed and executed on a Client
Machine wherein the Client Machine is coupled with a first communication device
enabled to communicate with a Server Machine which is coupled with a second
communication device. The term “Client Machine” is employed in this
specification to mean any device including a computer capable of being installed
with a software application which is the subject of protection of the invention

herein, and to operate or execute that application.
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specification to also cover a server that is not Web-based. [035]
Specifically, our software application's installation procedure includes the
following steps: 10 (i) prompting a user to input said user's particulars; (ii)
generating a serial key; (iii) encrypting 2aid serial key and user particulars
as encrypted information; (iv) sending said encrypted information via first
communication device to said Web Server; is (v) receiving said encrypted
[03gforMTaiofeahsagéM/eP Masiihblarhiunepliey s Ganeisospasifitealii as to mean
device; (vi) decrypting and storing said decrypted information on a
theDatahasridivd) exrudningsaid seialdeysfodaatiditoringipiicgtiony e @erforms
comparing against serial keys registered with said Database in respect of
ser9ibes Z08rgeaminedctediesieharidsopwareapplientanseieskingdpitecture which
algorithm compliance, checksum, and the like; (viii) sending an
comtésvied greRBhHensgas freip Aatthd/phsearvartvanitine . $aghédiehe term
Machine via respective second and first communication devices if said
“Werig &pyerhanapobeerspevitesthapgstengd with s@dris RDadshare; in this
(ix) verifying said acknowledgement message received by said Client
spédHiitien ifdtd1es beeer sesefi@mthatayctheoWed-based.

[035] Specifically, our software application’s installation procedure includes the

following steps:

(i) prompting a user to input said user’s particulars;
(i) generating a serial key;
(iii) encrypting said serial key and user particulars as encrypted information;

(iv) sending said encrypted information via first communication device to said
Web Server;

(V) receiving said encrypted information at said Web Server Machine via
second communication device;

(vi) decrypting and storing said decrypted information on a Database;

(vii) examining said serial key for validity, including any one of comparing
against serial keys registered with said Database in respect of other
genuine copies of said software application, checking for algorithm
compliance, checksum, and the like;

(viii)  sending an acknowledgement message from said Web Server Machine to
said Client Machine via respective second and first communication

devices if said serial keys have not been previously registered with said
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(x) generating an activation code enabling activation of the software 5
application to be enabled for execution. [036] FIGURE 2 shows a
flowchart of the installation up to registration of the user at the Web
Server. Based on the scenario that a-uSer is installing the software
application on his computer and is seeking to activate it, the user may be
io prompted to input his particulars in the course of the installation. A user
interfagamaebe used such as a dialog box display on a computer screen
during the execution of the installation routine or subroutine of the

(ix softwaeeippnliefioadRiowsaginiesiaocvsaglsedbsradby etlarduentachine
prompting such as a audio sounds or voice commands for the user to

followfthneagbagdeatifpH. &-oslisl @sampleatite user may have to input
user details such as Name, Email, Mobile number, and other related

(x)inforrgatiena®g7] 4m gentikaiitg a sedel keyalligthacsierion meskine theoftware
serial key and/or rendering it read-only may be made for additional

securiysiestahthe bisenisoned 1P ekeitdenodify or change it. The
resultant serial key, whether it is further masked and/or rendered
read-only, is then transmitted to the Web Server. As additional security,
the resultant serial key may be encrypted together with the user's

[03@articBl Y REf@esheing tiahowdtiadt of4hi383tahstivanamissicsyisteaen of the
via a first communication device which may be a modem coupled to the

us@omputey. Weboddrbercl@iititat iththesegaatithahdntarngieactivatistaiing the
not chosen and the user instead opt for telephone activation,
software application on his computer and is seeking to activate it, the user may be
prompted to input his particulars in the course of the installation. A user interface
may be used such as a dialog box display on a computer screen during the
execution of the installation routine or subroutine of the software application. By
“‘user interface” we also mean any other form of prompting such as a audio
sounds or voice commands for the user to follow through with the input. For

example, the user may have to input user details such as Name, Email, Mobile

number, and other related information.

[037] In generating a serial key, a further step in masking the serial key and/or
rendering it read-only may be made for additional security so that the user is not
able to modify or change it. The resultant serial key, whether it is further masked
and/or rendered read-only, is then transmitted to the Web Server. As additional
security, the resultant serial key may be encrypted together with the user’s

particulars before being transmitted.
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then the user's hand phone is considered as the equivalent of the "first s

communication device" and the proximity and use of the hand phone in

contacting the Web Server by the user is to be considered as being

coupled to the computer as the Client#4achine. [039] If the first

communication device is not, for example, a modem coupled to io the

computer such as in the case of a hand phone, then it should be
[038)dermteogatizabidaloriiengonesin Atas o amiamMiRaedviaduicarathich may be a

Bluetooth, data cable or other conventional data transmission means.

md@éR boapied thatthe bsaipatas! biréeaetiwis SwrmBineneCiniaad event that

details that is is required to generate a unique code as part of identifying

Intéheaisaitaatdisishast \waos heatidetieepeah stdaandption el eshomaadsvation,
may be built-in to the user interface to automatically retrieve such

thenfatpatigeasd haelddeionghesintaimsalisedo fe tlaeseitedtertheoVahe “first
Server. For example, the computer's processor serial number may be

cogleanashtromdbei epesaiing s ysiexinsilywtenusefomiadiomadl pRdne in contacting
transmitted along with user particulars. As another example, the

thelasbasionalr Mpbile BspripsnenbédentitydéMidasurabey oty lesl abtéieesomputer

by dialing "*#06#" which sequence may be included in the activation
as imgiroitand/tactiaaiser or in the user interface. The resultant combined

identity may thus be included in a text message (Short Messaging

Service, SMS) sent to the Web Server. -15- [041] The encryption step

may thus further comprise automatic encrypting at least one unique
[03@Entifieh& dirstie Mhem ivEtRiingeaitl ds fitst, domexamgatpa modem coupled to
the computer such as in the case of a hand phone, then it should be understood
that data transmission may be established via infrared, Bluetooth, data cable or

other conventional data transmission means.

[040] In order that the user is not burdened with submitting technical details that
is required to generate a unique code as part of identifying the user and his
hardware (i.e. the computer or hand phone), commands may be built-in to the user
interface to automatically retrieve such information and include it in the information
to be transmitted to the Web Server. For example, the computer’s processor
serial number may be gleaned from the operating system’s System Information
and transmitted along with user particulars. As another example, the International
Mobile Equipment Identity (IMEI) number may be obtained by dialing “*#06#’
which sequence may be included in the activation instructions to the user or in the
user interface. The resultant combined identity may thus be included in a text

message (Short Messaging Service, SMS) sent to the Web Server.
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devices, including any one of the computer processor serial number,
motherboard 5 serial number, SIM phone number, International Mobile
Subscriber ID (IMSI) number, the aforesaid IMEI number, product ID
(also known as Product Key), Univergally Unique Identifier (UUID) and
the like. Although we have used the example of the communication
device as being a cellular or GSM phone, it is obvious that transmission
over other related services such as GPRS/EDGE io (2.5G), CDMA/UTMS
(3G) and HSPA (HSDPA/HSUPA or 3.5G) networks is also possible, and

[04HTat ap@ét ERbRBEoHSetebMAlietRboesiHBE toe pfisenactamagnesncrypting at
Smart phones, PDA phones, etc. are also possible. Moreover, if the Client

leabtashgeuisidusiaitRehofieonRiat wigh Sneatt Kathins Rinddagdirsademthenication
use of contact or contactless Smart card, RFID tag, etc. are also possible.

devibd94rIdhaditiieaive e brethto dishidllestopieerivedhedrirmatiberframttboard

user sending it via his hand phone, the Web Server will have a second

selG@immoniteatioBl M epieeneounlathisr it Biemasiehepnstiie Babdsitled B (IMSI)
Web Server, upon receiving the information from the user, will be able to

nurigisegnige thivfesaiat (Ve Abhsvéng picalpbanDarealiddamral iPi®duct Key),
encrypted, will be able to decrypt it and parse the decrypted information

UnicgeelindinidaeredeisisrnetUidmani trddike. idemtidutie weicdieve used the
hardware or firmware code, user particulars, software application's

exaleiglds oftthelbofdBinidatidacognied andissingrseddhalinf@maB8m mphagne, it is
then be stored in a

obvious that transmission over other related services such as GPRS/EDGE

(2.5G), CDMA/UTMS (3G) and HSPA (HSDPA/HSUPA or 3.5G) networks is also

possible, and that apart from the use of mobile phones, the use of camera phones,

Smart phones, PDA phones, etc. are also possible. Moreover, if the Client

Machine is installed or coupled with Smart Card, or RFID tag reader, the use of

contact or contactless Smart card, RFID tag, etc. are also possible.

[042] For the Web Server to be able to receive the information from the user
sending it via his hand phone, the Web Server will have a second communication
device coupled to it such as a compatible hand set. The Web Server, upon
receiving the information from the user, will be able to recognize the format of the
string of alphanumerical data or, if it is encrypted, will be able to decrypt it and
parse the decrypted information according to its predetermined format in order to
identify the unique hardware or firmware code, user particulars, software

application’s details, etc.
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database which may be hosted by the Web Server. The database may be
provided in the form of a text-based file such as DAT or XML file. The
database may also be hosted remote from the Web Server in which case
a third s communication device may btstequired for the Web Server to
store and retrieve information on the users from the remote Database
Server if the Web Server's second communication device is to be

[04dgdicird fichsstcautheibeaarsendirrcinfsinnatiofOAM Referense wibred in a

now be made in respect of FIGURE 3 which illustrates the procedure

dafaeasehegkisty thaypesial keste @UIEiisityVep tSepreratimasndfeibeiéomay be
code. One embodiment of our method for checking if the serial key that is

prdvedied $enhBY@risef attertpiingetpfastvada e siware XRE [MeVionsd/ database
been used is to check it against the database table in which previous

maguthrRiaticsée thisstserserhaen uirsnsothwarg/eaveseeasr ragisigiRthasdse a third
stored or tabulated in the database. If the serial key that is being

coshunitad drasieviceeeapieyipeghirsadistetias Witn Swevelicot daehimedwvidtrieve

send an acknowledgement message via the second communication

inféleiigibio dhethdensdiadhine tie thenfissé CutabasiEBoveleiapdWeb Server's
may be, for example, the user's hand phone or the 20 Client Machine's

secondesynfonmivalicrf raintainisgttheenigpiivatsiofsheuseriabutbgngitation and

require a previously registered user seeking to reinstall the software
actapplmation to uninstall the application and thus remove previously

registered serial key and user records from the database before verifying

the reinstalled software and the reinstallation-generated serial key.
[044] Reference will now be made in respect of FIGURE 3 which illustrates the
procedure from checking the serial key’s authenticity up to generating an
activation code. One embodiment of our method for checking if the serial key that
is being sent by a user attempting to activate the software has previously been
used is to check it against the database table in which previous authenticated
users of genuine software have been registered and stored or tabulated in the
database. If the serial key that is being submitted has not been previously
registered, then the Client Machine will send an acknowledgement message via
the second communication device to the Client Machine via the first
communication device (which may be, for example, the user’s hand phone or the
Client Machine’s modem). One way of maintaining the uniqueness of the serial
key is to require a previously registered user seeking to reinstall the software
application to uninstall the application and thus remove previously registered serial

key and user records from the database before verifying the reinstalled software

and the reinstallation-generated serial key.
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-17- [045] The installation procedure at the Client Machine has been
preprogrammed to recognize if an acknowledgement message received
originates from a valid source, i.e. the Web Server. One way enabling the
Client Machine to discriminate if the agknowledgement message is valid
or comes from the Web Server is to s encode the message with a Server
Machine identifier. If the acknowledgement message is valid, the

[04i5ptaliEtie mBtaretbhesBdd the ataBaCHEhaNachiad o scoeer\briéprogrammed
would enable the software application to be activated for continuous or

to vedyghiZeted arseadrribnid daenmsatered Sigeoiamnbdherigminaiipirentles valid

may be generated or encoded as a sequence comprising text, image

solieelUdingHmivedeSyrie ba@eedehy aidiblpigseiendlienenasHiiketo discriminate

machine-readable parameters, or encoded as an executable file essential

if thy eeKmRliBgdbminstatiaiésageoiserandpls; Eemiserfhan tndicatssl Beher is to

user information sent to the Web Server that the hand phone is model

entsed ihe prstsaliy odthesaddeee Madrintheéirfierervertnandriiomedgement
send the acknowledgement message to include a 2D barcode (also

mes3aye & Vampdrixheoitesiandtion theosegiumaywpiind abeangerrptitee Aithactivation
his camera phone. Examples of such 2D codes include: 20 [047] -

codCWhIEh(denatbprddiy the dofsivaliamsphcatioy, tbasslachrm)iedhichdsnganbus or
as an SMS message to hand phones and displayed on the phone's
unisteeriptedhsseead electronically such as that used presently in mobile
ticketing systems, mobile vouchers, security passes, etc.
[046] In a preferred embodiment, the activation code may be generated or
encoded as a sequence comprising text, image (including barcode or 2D barcode),
audio or sound tones and like machine-readable parameters, or encoded as an
executable file essential for completing the installation. For example, if a user has
indicated in the user information sent to the Web Server that the hand phone
model used is a particular camera phone model, the Web Server may in turn send
the acknowledgement message to include a 2D barcode (also known as “matrix

code”) which the user may print out and capture with his camera phone.

Examples of such 2D codes include:

[047] - bCODE (developed by the Australian company, bcode.com) which is
sent as an SMS message to hand phones and displayed on the phone’s screen to
be read electronically such as that used presently in mobile ticketing systems,

mobile vouchers, security passes, etc.
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-18- [048] - InterCode (by IconLab, Inc.) which is the standard 2D barcode
in Korea. All 3 Korean mobile carriers put the scanner program of this
code into their handsets to access mobile internet, as a default
embedded program. 5 [049] - mCode{geveloped by Nextcode
Corporation) specifically for camera phone scanning applications. It is
Designed to enable advanced cell mobile applications with standard

[0489Mmera pheresd0gs] Icavnide alse brappasanbisairpaEingarashe in Korea.

capability of the cameral io phone model, 2D, graphical or other matrix

All cCROEB @AY aifsbhe seibats punutignedianmessagrddMa) ehiexisdtiednto their
message service (EMS). For smartphones or PDA phones, the options

haindsetdrotiancdisy afelglieathernetcases ddbhil & sbadedipfd§ram.the

software's installation or setup file may have an is architecture comprising
multiple layers. Each layer is a subsystem that performs a specific task or
provides a specific set of services (including communication procedure

[04€Alls)- AsrrCuideh edeservipel! By INBecsris iCdeportient lipaoiMiaainéor camera

may comprise of at least the following subroutines or layers for performing

pheaehsspenifig tagipiivatiseguentinl rMeRimicd0to) ansislelniavanedayeell mobile
(previously described) for inputting of user details and other related

appiationsowitti standemangaigaitarplyesdor establishing data flow between
first communication device and Client Machine, and from said first
communication device to second communication device;
[050] It would also be apparent that depending on the capability of the cameral
phone model, 2D, graphical or other matrix codes may also be send as a

multimedia message (MMS) or extended message service (EMS). For

smartphones or PDA phones, the options and functionality are greatly increased.

[051] As shown in FIG. 1, the software’s installation or setup file may have an

architecture comprising multiple layers. Each layer is a subsystem that performs a

specific task or provides a specific set of services (including communication

procedure calls). As could be seen in FIG. 1, the setup file for the Client Machine

may comprise of at least the following subroutines or layers for performing each

specific task in a sequential manner:

(i) a user Interface layer (previously described) for inputting of user details
and other related information;

(i) a communication layer for establishing data flow between first
communication device and Client Machine, and from said first

communication device to second communication device;
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-19- (iii) an authentication layer for checking if the serial key is valid; and
(iv) an activation layer for generating activation code upon successful
authentication. 5 [052] The communication layer comprises program
codes for establishing connection bettgeen the communication device and
the Client Machine. Preferably, the communication layer further includes
subroutines for encryption, modem querying and commands. Program
(iii)codegarguaiehicaYisie thireretiiesite cliflg- iptdatesdaita RBDES stglleddndhe
memory of the communication device (e.g. io phone memory) or on the
(iv)SIM card.JebAtidie ayeenticatiganaysting MaERRRIBFOIEBTECAARSHIO successful
check if the serial key sent by the user is valid or not. Authentication will
be pestarvatcatieast once during the installation of the software. The
activation layer comprises program is codes that generate and check the
acknowledgement code received from the Web Server. In a successful
activation, an activation code is generated using the serial key and/or

[0523er deiailsoiimilihidadtionVeyeercemprsastyndiganaycoaatairoih@stablishing
following layers or 20 subroutines as shown in FIG. 1: [055] The

comeseivicBEtndaserthempases pragaaon cagiedorhicingrethble Glient  Machine.
establish connection between the communication device and the Web

Preersbly, The pmgraohicedies awaisfuatbler tintitidese sulshoyiitaie dataencryption,
either stored in the -20-

modem querying and commands. Program codes are also provided to retrieve

and update data either stored in the memory of the communication device (e.g.

phone memory) or on the SIM card.

[053] The authentication layer comprises program codes to check if the serial
key sent by the user is valid or not. Authentication will be performed at least once
during the installation of the software. The activation layer comprises program
codes that generate and check the acknowledgement code received from the Web
Server. In a successful activation, an activation code is generated using the serial

key and/or user details.

[054] For the Web Server, the setup file may contain the following layers or

subroutines as shown in FIG. 1:

[055] The communication layer comprises program codes which are able to
establish connection between the communication device and the Web Server. The

program codes are also able to retrieve and update data either stored in the
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memory of the communication device or on the SIM card, and to send and
receive data to and from other communication device. The
communication layer contains program codes that may use AT
commands if the Web Server is couplgd-with a modem and also contains
methods to encrypt and decrypt data. It should be s noted that where the
user chooses online activation and the Web Server provides a secure

mefAPWnBavVesiraURERS 3N, dBeice ol PHaR QI eRidtignftn b aHd receive
the communication layer above would be redundant. As such, our

daengsymieirant ottlesr \iiamsetapatiio devisssineigrespshaceiistioal Yayedaiontains

such secured computing domains. 10 [056] The authentication layer

prozftaarcesdy WsME9dasetATheskihteaseiiah&ay ds \Ble ef icoupled with a
Authentication will be performed at least once during the installation of

modéensodiicarsiskV berade usestitsyenieads thgptnsiad adeorpeftaate. franshould be

Website, i.e. the Client Machine is connected to Internet, most of the steps

notesl ithdesanidedtnecuisisthate epplitaactivetipferritiehe Web Server provides
encryption/decryption steps, particularly where the publisher provides the

a séairSenmpitiagancteiroioysig), dbmandiyipsn)afd tiystientienctions of
functions of communication layer, authentication layer and activation

thdaysnhmayicdsioheperifamosed thoaldbéedeliabervas S0ck)Salirméecryption and
activation layer comprises program codes that generate the activation

decg@tionhstessishidandcbdentegeresated csidin dghe wediad kayrasdiredatomputing

domains.

[056] The authentication layer comprises program codes to check if the serial
key is valid or not. Authentication will be performed at least once during the
installation of the software. Where the user downloads the installation software
from Website, i.e. the Client Machine is connected to Internet, most of the steps as
described previously are applicable, except for the encryption/decryption steps,
particularly where the publisher provides the Web Server in a secure computing
domain (https://). Furthermore, the functions of communication layer,
authentication layer and activation layer may also be performed through the Web

Server.

[057] The activation layer comprises program codes that generate the
activation code. The activation code is generated using the serial key and/or user

details.
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details. -21- [058] A re-activation layer may also be provided for the setup
file on the Web Server. Subsequent activation can be performed on
regular intervals, or if there is an update for the software, or whenever
there is a crack found for the softwareqn the Internet (a set of program
codes can determine if a crack is found for the s software based on
querying Web search engines and if it returns relevant results, the results

[058uldedaramieeid IR FesRECHIL ASP PRIVRISIVRY 688 Skemfikesisigne Web

if re-activation should be done), or depending on the publisher's policy.

Sel0BR] SineseafiRtirminivelidieasim heisseraliavingrfoetriaetivesionls, or if there is
procedure is io illustrated in FIGURE 4. It can be noted here that any

an tRIAR forube Kistoaine celiddrvtr thelall ithe sefakaisund fa tae ¥eftware on

Web Server will block the generation of activation code. Moreover it will

thehehiecioédegatiyehehispsgrsinceogdevanhinfetsraiing is stasestrnishdUebfor the
Server. The steps involved in the uninstallation of the software application

sofaginee hsdibonig adoyieg Wepisstaitis eisgimingddnfii GeinSréaRrsesults,
a preferred embodiment, as shown in FIGURE 6, our installation and/or

theactvalionduidrare dsewatidsdniay e spiispaictiae-pappioesduehyhedairtake a
the first part is resident upon the Client Machine and the second part is

decRsieitropmiiatiad Ssutd bendomestion depésrlihy istRgpuhikieadplicy .
the parameters necessary for the installation and/or activation program
execution is retrievably stored in 2 parts wherein the first part is stored or
resident in the Client Machine or computer for

[059] The variation in verification before allowing for re-activation procedure is

illustrated in FIGURE 4. It can be noted here that any attempt to use the same

serial key to install the software will fail as the Web Server will block the
generation of activation code. Moreover it will help to identify the pirate since
relevant information is stored on the Web Server. The steps involved in the

uninstallation of the software application before the user is allowed to reinstall is

outlined in FIGURE 5.

[060] As a preferred embodiment, as shown in FIGURE 6, our installation and/or
activation program execution may be split into a 2-part procedure wherein the first
part is resident upon the Client Machine and the second part is resident upon the
first communication device. In this 2-part procedure, the parameters necessary for
the installation and/or activation program execution is retrievably stored in 2 parts
wherein the first part is stored or resident in the Client Machine or computer for
execution at the computer, while the second part is stored in the first

communication device (i.e. the modem coupled to the computer, or phone memory
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execution at the computer, while the second part is stored in the first
communication device (i.e. the modem coupled to the computer, or phone
memory 22 or SIM card storage of the cellular phone used for the
activation process). [061] In this arrang@ment, as shown in FIGURE 7, the
complete execution of the installation and/or activation program is
preferably performed on the Client s Machine upon retrieval of the 2-part

or SKACthRbIeHlagQoripenammeteropaciskafopait Glanhitarprae sy first

communication device. Admittedly, an ordinary phone and SIM card
would have limited memory for effectively loading an executable or library
(e.g. DLL) file; hence, we have used the term "parameter” to cover any

[06aqde |or talg WBngErabMaESee\asia RIGURESD|atedcephy fdk&éeution of the
parameter to enable a subroutine to complete its execution when called at

instdingios. EXlbh aosvatdiodimirarihei@ngrefstabpy bensayided &s ahe Client
parameter to be saved on the SIM card or device's memory storage, i.e.

Maohigid eipoieretlevalesierraprpemayeditene teslavig meyragidiers each from
adapted to execute a program, is the 2nd part may be provided as a

saifaGineateMawiseganghfing keekreotizatisn tdesidethe Aapatiddyofaheordinary
second device. AT commands may be used to write the contents to the

ph&il eqid @livtesasad meouddy bavke lievied. harastyrfal negfaotyelihadciding an
part may be written directly thereunto. 20 [063] As an alternative, the

execparbexeclbearpiecgdDic kg atrm be, adapiadetasew tidetéoretsayatinster” to
and decryption of digital contents transferred between a Server Machine
cowsdan ¢ leyddViachirgumiaerehna miilickpyenay ddduested otaed copy of the

parameter to enable a subroutine to complete its execution when called at runtime.

[062] In one embodiment, the 2" part may be provided as a parameter to be
saved on the SIM card or device’s memory storage, i.e. whether internal or
external memory. Where the device may not be adapted to execute a program,
the 2" part may be provided as a parameter, message, phone book entry, etc. to
suit the capability of the second device. AT commands may be used to write the
contents to the SIM card or internal memory of the device. For external memory,

the 2" part may be written directly thereunto.

[063] As an alternative, the 2-part execution procedure may also be adapted to
provide for encryption and decryption of digital contents transferred between a
Server Machine and a Client Machine, wherein a public key may be hosted on the
Server Machine on the first part and a private key is generated using the first

communication device connected to the Client Machine on the second part. This
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Server Machine on the first part and a private key is generated using the

first communication device connected to the Client Machine on the

second part. This -23- arrangement will enable digital content

downloading such as audio files, mulfigiedia files, games, etc. to be

downloaded directly to the Client Machine and activated. As such, the

use of our invention for purchase of licensing of software or digital content
arr@RgeAmshpewiisedprEireMalghel seeneliti MAMRIEEIHHY Yiah ofs sending files,

an SMS to the paying phone number. [064] It will be appreciated by a

muiiiiedigeTre) Hahddhndindasstandinb e danekingsdeneiiciibat Machine and
variations, modifications and adaptations of the various components or

acthaitef Ay suentine disslesendherednhiidvryfoe puRIBSRNtEdiBRIBIMGIYf software
ways. For example, the activation code can be stored on the client

or tigeinniéel SeeeaBpdraisspasiseagve Meceorkr implenihd ayway of
be embodied as subroutines or instruction sets in existing software

seripbicati GraSinstiapayiagpacteatiompeedule or procedure since none
of our components or procedure is hardware-specific or limited to a
particular type of ID. Hence, it is is possible to adopt a "mix-and-match"
approach in implementing our invention. [065] For example, a Near Field
[062pmmuniitaienspyrediskirniby haskildwerswmy teat)segdon awrdemstatiding the
whereby the 2nd part parameter may be written to the NFC hand phone's

teactigl ey tbattitg(RidPs, tagsiifivatided iaride aduptatidsA\sftiothearious
example, instead of using a GSM mobile phones described above as the
corfiisdicontsnonigatits) oevae iavelition \disel pbet eherthirdineay coaneagiiemiented in

mat:; ways. For example, the activation code can be stored on the client
machine, Web Server, SIM or phone memory. Moreover, our method may be
embodied as subroutines or instruction sets in existing software application’s
installation and activation module or procedure since none of our components or

procedure is hardware-specific or limited to a particular type of ID. Hence, it is

possible to adopt a “mix-and-match” approach in implementing our invention.

[065] For example, a Near Field Communication (NFC) capable hand phone
may be used in our invention whereby the 2" part parameter may be written to the
NFC hand phone’s radio-frequency identity (RFID) tag embedded in the phone.
As another example, instead of using a GSM mobile phones described above as
the first communication device, an IP or VolP phone with direct connection to the
Internet may be used instead. Furthermore, stand-alone card readers (such as
RFID tag readers) connected to the Client Machine can also be used. In such

cases, information could be sent by Internet to the server machine directly.
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Internet may be used instead. Furthermore, stand-alone card readers
(such as RFID tag readers) connected to the Client Machine can also be
used. In such cases, information could be sent by Internet to the server
machine directly. -24- [066] In terms ¢gfapplications, our method may also
be used in substitution of a security clearing system instead of the
conventional secure system login by a user. It is also possible for a
software publisher to extend our invention to cover s software support
whereby the downloading of future updates, patches and software fixes to

[06&UiTg ssehsuiiiraitihandwrativtion ahderaitharessaatesustitution of a
patches. This category of application in software support may also

sedieiydelbepridcasistenh tihatnrurdette toleasstiohapdaiesdaiphiemansyin by a

fixes using the transmission mode established between the user or Client

usédadhirezssl poséible $6resdAdrinpiasisteprseaiding ol foentits to cover
client machine with the help of communication device (E.g. sending of

sofearemesppoes wigrebinothey thiewspaditie spftuauis). Tbeates, patches and
communication device attached to Web Server could forward is the

softeessadixés the Teppok depertragit shiiuigio theapdmactinisiionolewes, software
hence enabling quicker response time in time critical applications.

upddtether assisiés. iINEMeatedory istheppiesipa statstivrhtood(pgorvhicty also
country, state or district has the highest number of a particular software

incdicatierigzsitited| highkesionnodehefeidisenset apdatdiéplpatches and fixes
installations, etc.). 20

using the transmission mode established between the user or Client Machine and

Web Server.

[067] Instant error reporting tool from the client machine with the help of
communication device (E.g. sending of error messages originating for the use of
the software). The communication device attached to Web Server could forward
the message to the support department through the communication device, hence
enabling quicker response time in time critical applications. Another possible
implementation is the use as a statistical tool (e.g. which country, state or district
has the highest number of a particular software application installed, highest

number of unlicensed or multiple installations, etc.).

[068] It will also be obvious to a skilled person that, although the foregoing
description is simplified in terms of transmission between the first communication
device and the second communication device in that it is to be understood that

over a distributed wide area network such as the Internet, such transmission is
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[068] It will also be obvious to a skilled person that, although the foregoing
description is simplified in terms of transmission between the first
communication device and the second communication device in that it is
to be understood that over a distribuig-wide area network such as the
Internet, such transmission is -25- likely to involve intermediary gateways,
proxy servers, routers and sub-networks although they are not specifically

likenemsianesiv AL mesaeEiitdeagshirstyrecvdinedahere d08 sub-networks

example, the aforesaid 5 software layers, subroutines, modules or

altisoliyratBcsoare R s bR A1 ditdrboiri . between the Client Machine and
Web Server, and optionally a remote database server. It is therefore to be

noted that these components need not be hosted within a single territory
covered by a patent but may be configured with innumerable

[069Mbinaiéepeandfpgendtatinestrsdoisiiedtas dae ansk wiggnasiéhen® aforesaid
present global Internet connection would allow. [070] In the same vein, as

softheie pgerentalion ofites, invedtiR: vaysftrdreemingiamaisdistiissibuted
or cross-boundaries, it is to be understood that some of our claims

bethaseinafierCiiayitop doieieie c i sPasific spranoastts sticieNiges suglvis dbeabase
is Client Machine and Web Server, with or without their respective

ses@mmitnisatienefireidesballibese thigt tthescasitivindris egealitdEo hosted
our invention, or corresponding equivalent parts thereof which are to be

withiterpregatgis failingmyithiovéredcbpe angdedietr eihenfaljoviseag abaifiggiredd with

innumerable combinations and permutations, and distributed far and wide as the

present global Internet connection would allow.

[070] In the same vein, as the implementation of our invention may occur over
territorial jurisdictions or cross-boundaries, it is to be understood that some of our
claims hereinafter may be directed to specific components or devices such as the
Client Machine and Web Server, with or without their respective communication
devices. All these are to be considered as equivalents to our invention, or
corresponding equivalent parts thereof which are to be interpreted as falling within

the scope and letter of the following claims.

*kk
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-26- CLAIMS 1. A method for controlling the operation of a software
application to be installed and executed on a Client Machine, wherein said
Client Machine is 5 coupled with a first communication device enabled to
communicate with a Server Machine-3@hich is coupled with a second
communication device; wherein the software application's installation
procedure includes: (i) prompting a user to input said user's particulars; (ii)
generating a serial key, masking s@gdgpng! key and rendering it read-only;
io (iii) encrypting said serial key and user particulars as encrypted
information; (iv) sending said encrypted information via first
communication device to said Web Server; (v) receiving said encrypted
1. infoAmatiincd said SefveliMackiee yjseregondof aNBBfieAEOONiERion to be
(vi) decrypting and storing said decrypted information on a Database; (vii)
insEXRYining sajdeetéd kery far gabdityMachidieg @hgene ebrpni@imoMachine is
against serial keys registered with said Database in respect of other
cogsiedingtaapifst Josaid wataige dpplikpteablbeckicgionalgodtbwith a Server
compliance, checksum, and the like; 20 (viii) sending an
Maztkne wigrge merndguprangeitiioa saicoharsimvaghiostionsaigvicéenwherein the
Machine via respective second and first communication devices if said
softwtied keysitaienwireanapmyioueydeaisierededth said Database;

(viii)

prompting a user to input said user’s particulars;

generating a serial key, masking said serial key and rendering it read-only;
encrypting said serial key and user particulars as encrypted information;
sending said encrypted information via first communication device to said
Web Server;

receiving said encrypted information at said Server Machine via second
communication device;

decrypting and storing said decrypted information on a Database;

examining said serial key for validity, including any one of comparing against
serial keys registered with said Database in respect of other genuine copies
of said software application, checking for algorithm compliance, checksum,
and the like;

sending an acknowledgement message from said Server Machine to said
Client Machine via respective second and first communication devices if said
serial keys have not been previously registered with said Database;

verifying said acknowledgement message received by said Client Machine if

it has been sent from a valid source; and
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(ix) verifying said acknowledgement message received by said Client
Machine if it has been sent from a valid source; and -27- (X) generating
an activation code enabling activation of the software application to be
enabled for execution. 2. A method fepzontrolling the operation of a
software application according to s Claim 1 wherein the first and second
communication devices include any one or in combination of a modem

(x)andgentaisiny ae eplayny s eieastilel gearammeicifavdmreapplication
3. A method for controlling the operation of a software application

accy e @t br & faaxasligsain the wired telecommunication means
includes any one or in combination of a PSTN, ISDN, DSL (ADSL, HDSL,

etc.) and like services. 4. A method for controlling the operation of a
software application according to Claim 2 wherein the wireless

2. teleaamstndcRiibRAsINGd bk A AtioaNss @F $ofiwSRTHPPATENoR according to
SIM-based cellular radio network, including GSM, CDMA, UTMS and

Clalaial senéesia shishigs SRRSEING tohbimiddGePAdiSeePALIddeéAany one or in
method for controlling the operation of a software application according to

corfalaiatidwhereia aineakirat enelairsaidlépsiored saepislypynMiridaten wireless
devices 20 are able to transmit via the Internet. 6. A method for

telccoviatingcittonpataiin) of a software application according to Claim 1
wherein the serial key generated is further masked and/or its file attribute
Is switched to read-only.
3. A method for controlling the operation of a software application according to

Claim 2 wherein the wired telecommunication means includes any one or in

combination of a PSTN, ISDN, DSL (ADSL, HDSL, etc.) and like services.

4. A method for controlling the operation of a software application according to
Claim 2 wherein the wireless telecommunication means includes any one or in
combination of a SIM-based cellular radio network, including GSM, CDMA, UTMS

and data services such as GPRS/EDGE, HSPA (HSDPA/HSUPA).

5. A method for controlling the operation of a software application according to
Claim 2 wherein at least at one of said first and second communication devices

are able to transmit via the Internet.

0. A method for controlling the operation of a software application according to
Claim 1 wherein the serial key generated is further masked and/or its file attribute

is switched to read-only.
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-28- 7. A method for controlling the operation of a software application
according to Claim 1 wherein the encryption step further comprising
automatic encrypting at least one unique identifier from the Client
Machine and/or first communication sagvices, including any one of
processor serial number, motherboard serial number, SIM phone number,
IMSI number, IMEI number, product ID, UUID, RFID tag and the like. 8. A
method for controlling the operation of a software application according to
io Claim 1 wherein the transmission between the first and second

7. conMMyBibadofordneesing e dpermediaty-0sirays, MpkafiMeiscording to
routers and networks. 9. A method for controlling the operation of a

Clapftwarhapsihcaioreaeepsding teflRirthdmbsiginisial satovastic encrypting at
application comprises at least the following is subroutines or layers for

leaBerEpianing Gae N eeGike thskintiaesedl entiRlaoameeraftl/arusestiienfacenication
layer for inputting of user details and other related information; (ii) a

deviesynunicaianylager fosestafligrivgedata flovribetweemErst motherboard serial
communication device and Client Machine, and from said first 20

nuehBmSNidaiimndevisaterserSicheontatn @i arudedéee ptdidast 1D, UUID, RFID
authentication layer for checking if the serial key is valid; and (iv) an
tacpatidatiertilayer for generating activation code upon successful
authentication. -29-
8. A method for controlling the operation of a software application according to

Claim 1 wherein the transmission between the first and second communication

devices include intermediary gateways, proxy servers, routers and networks.

9. A method for controlling the operation of a software application according to
Claim 1 wherein said software application comprises at least the following
subroutines or layers for performing each specific task in a sequential manner:

() a user Interface layer for inputting of user details and other related
information;

(i) a communication layer for establishing data flow between first
communication device and Client Machine, and from said first
communication device to second communication device;

(iii)  an authentication layer for checking if the serial key is valid; and

(iv) an activation layer for generating activation code upon successful

authentication.
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10. A method for controlling the operation of a software application
according to Claim 9 wherein the communication layer further includes
encryption subroutine. 12. A method for controlling the operation of a
software application according to s Clagn 9 wherein the layers,
subroutines or modules are distributed between the Client Machine,
Server Machine and optionally a remote database server. 13. A method
10 for pontedt g fhecopriaiting €ia Sodtasm ATl cdfere cgination@aiddrding to
wherein the acknowledgement message generated by the Server Machine
Cldiienpetsitl wighcdhaivaiddiashing ddeatiier anabtes tirfylitiohNMashbigine.
to identify and validate that said acknowledgement message originates
from a valid source. 14. A method for controlling the operation of a
software application according to any one of the preceding claims

12 empogliethad fosWabINe@thastpetitibaedlia Sofadrsoivmication according to
application's installation and activation module or procedure. 15. A

Clametbodiersiantralling dhs, cpeidiinmes deofivdikapnicalisiacee degreen the
any one of Claims 1, 9, and 12 wherein the installation and/or activation

Clipre@nachiaseSdiosris/Rdiindaadapaidmitgediymotbelataibeditsirpart is
resident upon the 20 Client Machine and the second part is resident upon
the first communication device. 16. A method for controlling the operation
of a software application according to any one of Claims 1, 9, and 12

13 whexeinethepfvarsiaisnerassapdatite ohatalddticarangplctivmimtording to
program execution is retrievably stored in 2 parts -30- wherein the first

Claartiisvsioreih ithéhadkhienl direienanttiizage gunt madsosttiedSéntbeMachine
first communication device.
is encoded with a Server Machine identifier enabling the Client Machine to identify

and validate that said acknowledgement message originates from a valid source.

14. A method for controlling the operation of a software application according to
any one of the preceding claims embodied as a subroutine or instruction set in

said software application’s installation and activation module or procedure.

15. A method for controlling the operation of a software application according to
any one of Claims 1, 9, and 12 wherein the installation and/or activation program
execution is split into a 2-part procedure wherein the first part is resident upon the

Client Machine and the second part is resident upon the first communication device.

16. A method for controlling the operation of a software application according to
any one of Claims 1, 9, and 12 wherein the parameters necessary for the

installation and/or activation program execution is retrievably stored in 2 parts
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17. A method for controlling the operation of a software application
according to 5 any one of Claims 15 - 16 wherein the complete execution
of the installation and/or activation program is performed on the Client
Machine upon retrieval of the 2-part &gecutable files and/or parameters
each from said Client Machine and first communication device. io 18. A
method for controlling the operation of a software application according to

whareipeeofilstaimns kdstdréaviretri dnehir MseRINRUAIALNS SxtrRIipart is stored
cellular phone and the second part is stored in any one of the SIM card,

in teRififat pboneunieatdemgaviesory, RFID tag and the like. is 19. A method
for controlling the operation of a software application according to any

one of Claims 15 - 18 wherein the 2-part execution procedure is adapted
to provide for encryption and decryption of digital contents transferred

17 betwanatho8gorasdviaeling el spetigisrivisichiseitwheseipplicatidie key¥deding to
hosted on the Server Machine on the first part and a private key is

angenesagf dGlaing the first @ Omrsiunivatisshifsieiec asnaRiaddsp the installation
Client Machine on the second part. 20. A method for controlling the

an@peratiovatiba pediyrara rRppcaiiaTeda9tiaCliertiRistiingeppin eerieval of the
activation code is generated or encoded as a sequence comprising text,

2-garagednditsin dilesrandiopplrbhastadegagidionr saidndlienestadniaadand first
like machine-readable parameters, or encoded as an executable file

coressenidaltiéor deviygeting the installation. 21. A method for controlling the
operation of a software application according to

18. A method for controlling the operation of a software application according to

any one of Claims 15 — 17 wherein the first communication device is a cellular

phone and the second part is stored in any one of the SIM card, cellular phone,

modem’s memory, RFID tag and the like.

19. A method for controlling the operation of a software application according to
any one of Claims 15 - 18 wherein the 2-part execution procedure is adapted to
provide for encryption and decryption of digital contents transferred between a
Server Machine and a Client Machine, wherein a public key is hosted on the
Server Machine on the first part and a private key is generated using the first

communication device connected to the Client Machine on the second part.

20. A method for controlling the operation of a software application according to
Claim 1 wherein the activation code is generated or encoded as a sequence

comprising text, image (including barcode or 2D barcode), audio or sound tones
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5 Claim 1 wherein the uniqueness of the serial key is maintained by
requiring a previously registered user seeking to reinstall the software
application to uninstall said application and remove previously registered
serial key and user records from the.@atabase before verifying
reinstallation-generated serial key. io 22. A method for controlling the
operation of a software application according to Claim 1 used in

anguirelititenife-cesiHBlsséraetinshy rdirrid 88 o8 aewrstinaprninellngential
the operation of a software application according to Claim 1 implemented

foriodhp Rawg frsinstalatsiates, patches and fixes of said is software
application. 24. A Client Machine implementing or having implemented a

method according to any one of Claims 1 - 23. 20 25. A Server Machine
implementing or having implemented a method according to any one of

21 Clapnsaéth@d for controlling the operation of a software application according to
Claim 1 wherein the uniqueness of the serial key is maintained by requiring a
previously registered user seeking to reinstall the software application to uninstall
said application and remove previously registered serial key and user records from

the database before verifying reinstallation-generated serial key.

22. A method for controlling the operation of a software application according to

Claim 1 used in substitution for secure system login by a user.

23. A method for controlling the operation of a software application according to
Claim 1 implemented in the downloading of updates, patches and fixes of said

software application.

24. A Client Machine implementing or having implemented a method according

to any one of Claims 1 — 23.

25. A Server Machine implementing or having implemented a method according

to any one of Claims 1 — 23.
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