47079501 A2 VAT DO Y OO R A

=
—

=
=

Title: ADAPTI VE JUNK MESSACE FI LTERI NG SYSTEM
[err] Abstract: The invention relates to a system
for filtering nmessages- the systemincludes a seed
a%b iNTtEBNATIQNAIn@PWMHMI&HE@ﬂEJ\RER WHE BATENIT SOOPBRATION EREATY (PCT)

%ésyandafals ative rate. Anewfilter is also
d mfe](!)‘?‘t“ﬂ rf’%ef ng t hgededsages, the newfllter is
evaluI ordlngtot gt L,

rnalon

the fafse negaflve rate oftiiteste
R

u%eid tO de f g g)eff?:']z 3' H Y?l()g&terna (1) a)[P l?hc ti nNumber
é"’m ‘J%SL as posi e rate a

Ve Tare_of mew it Ter asarunCIlon f
(1) RGP CRRSHENG 111 t er G908 efffl g Y &t "B St gl amin & Turocy
a1 In§emaﬂm al'hzl er.if a threshol d existsufghntdignlon IF/Fetner ST
THEE YRS R nevycfr,@-gz%&,@gg.d ti ve rat e and new fal se
negative rate are together con$Ddesrigngteghiptesgparionpiy dlit/KpAL AM, AT, AU,

(22) Ifi@lS@apomigtiawe and the fal se neg CA, CH, €N, €O, CR,
seed filter. 3MB<ROOANOFOBAWIPCT/ @g@%ﬁfﬁﬁ%ﬁ }{ﬁﬁggg oy
ADAPTI VE JUNK NMESSAGE FI LTERI NG SYSIEM CROSST RERERENGE, MG, MK, MN.

(25) Fﬂl*@ IRE.%?ED APPLI CATI ONS TH#8" appl ¥eati, Biw, NLSOMed, at1ed, HIOPL, PT, RO, RU,

ow ng patent(s) jpat entC. Appi. B¢ ak.SbRTS) TM TN, TR, TT, TZ, UA,

26 P'tlbf]wlcatm Cltangrmégtey of which ar }nqncor polf%%g’d’%‘él?‘ SV p M

a0y phighebence: U.S. Patent No. 6, 184, Jedbhate®Biated dr@ibha): ARIPO patent (BW, GH,

10FEZChddl QUE 2WWdb(Glrl 4003 (ks 0Z Bxf53)A TRROBABKNL IKETILSCMBLAGESPHILER. TOUG, ZM, ZW),
DETECT JUNK E- MAI L BY AUTOVATI CALElliidSi@P@ﬁfl'(PN@ZABY KG, KZ, MD, RU, TJ, TM),

(71) ATRARN WCRARY T CERPPRATIINNGSTHE CLAS g{i s o e
OE?@B%“FPN@WWW‘{H WG9SO§E15S) U S. Pat r‘]; BJ CE. CG, CL CM. GA.

ff
(72) Inven | alRO 4 Dkt . GPN@ 44£ SN D, TG).
Clt éﬁ EM TRAI NER EI\/PLOYI NG

wzthoutl te P ! Lrl Sr;r rt and to be republished
(L@UHEUKﬂiMﬁmlmdd E\ICMEEWi‘aemakeZSm 1999 ’Cj}, o rfi et

pon
mAy | liagalthi. GrileSerWabsopjoUS)L BL.AA8, 591 S
John, C.; 4963 166th Ct NE, Redmond, WA 98008 (US).  For two-letter codes and other abbreviations, refer to the "Guid-

KADIE, Carl, M.; 15937 NE I1st Street, Bellevue, WA  ance Notes on Codes and Abbreviations" appearing at the begin-
98008 (US). ning of each regular issue of the PCT Gazette.

(54) Title: ADAPTIVE JUNK MESSAGE FILTERING SYSTEM

114
)
100
(
User
Correction
1 A
102 p First
v Filter
Y —
Incoming Filter N 106 User » Outgoing
Messages | Control r1)08 Inbox Messages
( Second /
Filter Algorithm

(57) Abstract: The invention relates to a system for filtering messages - the system includes a seed filter having associated therewith
a false positive rate and a false negative rate. A new filter is also provided for filtering the messages, the new filter is evaluated
according to the false positive rate and the false negative rate of the seed filter, the data used to determine the false positive rate and
the false negative rate of the seed filter are utilized to determine a new false positive rate and a new false negative rate of the new
filter as a function of threshold. The new filter is employed in lieu of the seed filter if a threshold exists for the new filter such that
the new false positive rate and new false negative rate are together considered better than the false positive and the false negative rate
of the seed filter.



No. 1150749.1) entitled "METHOD AND SYSTEM FOR
| DENTI FYI NG JUNK E- MAIL" filed Cctober 23, 2002.
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and nmethods for identifying undesired information
(e.g., junk mail), and nore particularly to an
adaptive filter that facilitates such identification.
BACKGROUND OF THE | NVENTI ON The advent of gl oba
comuni cati ons networks such as the Internet has
presented comrercial opportunities for reaching vast
nunbers of potential custoners. Electronic nessaging,
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BACKGROUND OF THE INVENTION

The advent of global communications networks such as the Internet has
presented commercial opportunities for reaching vast numbers of potential customers.
Electronic messaging, and particularly electronic mail (“e-mail®), is becoming

| increasingly pervasive as a means for disseminating unwanted advertisements and
promotions (also denoted as “spam™) to network users.

The Radicati Group, Inc., a consulting and market research firm, estimates that
as of August 2002, two billion junk e-mail messages are sent each day - this number is

expected to triple every two years. Individuals and entities (e.g., businesses,



Accordingly, by enploying a filter that can be trained
inmplicitly (e.g., via observing user behavior) the
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a user's particular nessage identification needs. One
approach for filtering adaptation is to request a
user(s) to |l abel nmessages as junk and non junk.
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el enent s of I'nvention or to delineate the scope of
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concepts of the inyention in a sinplified formas a
prRsfify rtf%?sﬁgé“il%‘?;‘écatﬂ%’t‘?ﬁl%d description that is

presentgl delpﬁecﬁlg d(;lr{}ﬂ ?Jaﬁi‘&ftaﬁc{hvﬁ RS fe%ﬁesﬁ? LN¥EES o fa‘%l Iﬁessages

system an Itates enploynment of
avasijhkodre ontjtuel. U&fogtunatskyesilchlmatrmallyomtmweftrahmeg )echmques are

best suited to |dent|f}/ unk/r;gam nmessaqges. Thg .
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S€ positive rate rrectly
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J urggherﬁé Ior %o?\?/grrdg i%}gés)s/age the approach assumes the message to be non-junk.
However, using only message cues of this sort introduces statistical biases into the
training process, resulting in filters of lower respective accuracy.

Still another approach is to utilize all user(s) e-mail for training, where initial
labels are assigned by an existing filter and the user(s) sometimes overrides those
assignments with explicit cues (e.g., a “user-correction” method)—for example,
selecting options such as “delete as junk” and “not junk”—and/or implicit cues.

Although such an approach is better than the techniques discussed prior thereto, it is

still deficient as compared to the subject invention described and claimed below.
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for filtering the nessages - the new filter is
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by the seed filter when the user receives the message. The threshold can be a single

threshold value, or selected from a plurality of generated threshold values. If a
plurality of values is employed, the selected threshold value can be determined by
selecting, for example, a midpoint threshold value of the range of eligible threshold
values (e.g., the threshold value with the lowest false positive rate, or the threshold
value that maximizes the user’s expected utility based upon a p* utility function).

Alternatively, the threshold value can be selected only if the false positive and false
3



To the acconplishnment of the foregoing and rel ated

ends, certain illustrative aspects of the invention
waem4deser i bed herein in connection with the fedT/U8i0n8041526

description and the annexed draw ngs. These aspects

are indicative, however, of but a few of the various

ways in which the principles of the invention may be

enpl oyed and the present invention is intended to
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The present invention is now described with reference

to the drawi ngs, wherein |ike reference nunerals are
wasedotwsor efer to |ike el ements throughout. | nPE@hES2003/041526

foll ow ng description, for purposes of explanation,

numer ous specific details are set forth in order to

provi de a thorough understandi ng of the present

invention. It may be evident, however, that the

present inventi EBER Wi 68se
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gﬂ%@&hhﬂﬁnﬁmth junk nmessage filtering. As used

rein, the term "inference" refers generally to the
pr oces$IGf 7 ilbmgotes ngysido sthenr initial ﬁhcmm@lsspteﬁoenedxﬁn 4 message

system environ and/ qr user froma set

bRy G G Ellring S e Do i ST b Sheriuingiccordance with
| pfLL B ?ﬁ?uﬁ@ﬂmgﬁ enpl oyed to identify a specific

context or action, or can generate a probability
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can also refer to tec ues enpl o or conposli ng
hidigersed enchitec@vents from a set of events and/or data.

Such inference results in the construction of new

events or actions froma set of observed events

and/or st or ednea pB3 BscIBR OR THIPINYIRTRYQN S

are correl at

whet heIThehgeseneinventivnds daw desoitved tvithrefersicoto thedeandhgs,

event and data sources.
wherein like reference numerals are used to refer to like elements throughout. In the

following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the present invention. It may be
evident, however, that the present invention may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing the present invention.

As used in this application, the terms “component” and “system” are intended
to refer to a computer-related entity, either hardware, a combination of hardware and

software, software, or software in execution. For example, a component may be, but
5



It is to be appreciated that although the term nessage
is enpl oyed extensively throughout the specification,
WG amh/0tEsom i s not limted to electronic mail pEET/BE82003/041526

but can be suitably adapted to include electronic
messagi ng of any formthat can be distributed over
any suitable communication architecture. For exanple,
conferencing applications that facilitate a conference
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seed filter -shipped with a particul ar productf
applications that facilitate a conference between two or more people (e.g., interactive
chat programs, and instant messaging programs) can also utilize the filtering benefits
disclosed herein, since unwanted text can be electronically interspersed into normal
chat messages as users exchange messages and/or inserted as a lead-off message, a
closing message, or all of the above. In this particular application, a filter could be
configured to automatically filter particular message content (text and images) in

order to capture and tag as junk the undesirable content (e.g., commercials,

promotions, or advertisements).
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pop-up advertising. The junk data can be determined based at least in part upon
predetermined as well as dynamically determined junk criteria. The message is also
interrogated for “good” data, such as words like “weather” and “team” that do no
typically appear in junk mail, or mail that is from a sender or sender IP who is known
for sending only good mail. It is appreciated that if the product were shipped without
a seed filter, initially, without any established filtering criteria, all messages pass

untagged through the first filter 106 into a user’s inbox 112 (also denoted the first
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Sergvoier:]\gs and performs actions on the messages, the system 100 can begin developing
the false positive rate and false negative rate data for the first filter 106. Substantially
any user action (or message process) not preconfigured into the user correction block
114 will automatically allow the “unknown” message through to the filter output 112
untagged until the system 100 adapts to address such message types. Itis to be
understood that the term “user” as employed herein is intended to include: a human, a

group of humans, a component as well as a combination of human(s) and

component(s).



filter 108 such that the fal se positive and fal se

negative rates thereof are lower (e.g., wthin an
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non-junk labels determined via a user-correction method. Using this data, false
positive (e.g., non-junk messages erroneously labeled junk) rate and false negative
(e.g-, junk messages erroneously labeled non- junk) rate are determined for the first
(e.g., existing or seed) filter 106. The same data is employed to learn (or “train”) the
new (e.g., second) filter 108 — the data is also employed in connection with
determining the second filter’s false positive and false negative rates as a function of

threshold. Since the evaluation data is the same as that used to train the second filter,
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depends on two facts: filters are not perfect, and may not be calibrated. Both of these
facts are discussed in turn, and then we will return to the issue of determining whether
the second filter 108 is better.

Referring now to FIG. 2, there is illustrated a graph of performance tradeoffs
with respect to catch rate (percentage of spam correctly labeled, equal to one minus
the false negative rate) and false positive rate (percentage of non-junk labeled junk).

As indicated herein and as would be appreciated by one skilled in the art, no filter is
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P*:Z%NH)

wherein N is the number of messages, and N can vary among users per class.
Thus users in this class are said to have a “p* utility function.” With this
understanding, if a user has a p* utility function, and if the second filter is calibrated,

then an optimal threshold can be chosen automatically—namely, the threshold should
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The basic approach relies on two assumptions. One assumption is that the
user corrections contain no errors (an example error would be when the user deletes as
junk a message that is not junk.) Under such assumption, the labels on the data, while
not always correct, are “at least as correct” as the labels assigned by-a first/seed filter.
Thus, if a second filter has no less utility than the first filter according to these labels,

the true expected utility of the second filter is no worse than that of the first filter. The

second assumption is that all users prefer lower false positive and false negative rates.
12
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the associated false positive and false negative
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accuracy rate o first ['ter (AccuracyFF).
YE&a df e fappﬁmqﬁrllOét G‘ ht kame baﬂads ibsn stlizdttedetandine h@ second
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caietins pid fake PSEISaaEs BietPBRr W Moso s St Bif rscliligy (within
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t
déact upon the thre

detairmdynate cithe BecaliSiert(hecwuedsHiat bewer dl&tnah@ﬁcmhﬁy rate of the
first filter is the sane as that used to train

s dugritlter (Aeargesyr). H Yedpdhe mnropate dyieshpidrs aféFthFdsand the second
4 d%p]oyeé)’ foWPﬂgepgg4h%71%§(9%1n§q(43ya§%9%?i41%31§3 8 316. 1f NO, the

process proceeds to 318 wherein the first filter is retained to perform incoming
message filtering. The process dynamically cycles through the aforementioned acts as
necessary.

The accuracy analysis process can occur each time the user-correction function
occurs such that the second filter(s) can be employed or deactivated at anytime based
upon the threshold determination. Because the evaluation data of the first filter is the

same as that used to train the second filter(s), a cross validation approach is employed.
13



Nanmely, data is segnented into k buckets (k being an

i nteger) for each user-correction process, and for
weamhotmicket, the second filter is trai ned usiPOI/US®03/041526

data in the other k-1 buckets. The performance (or
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adj] ust nent Is C to 100, the certainty
mMusbedivehi. gh eimple atatistival m@mmdndmhlteﬁ(asl)f is better
than the first filter before deploying the second
filter(s). This certainty (or uncertainty)

conput ati on i ncl udes themlon that the errors
R,

between the firs 1ter(s) are
i ndependent. One approach to avoid this assunption is
to estimate the nunber of errors in conmon, that is,
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should be used in the square root (sqrt) term. Note that x is a conservatism adjustment
- when x is close to 100, the certainty must be higher that the second filter(s) is better
than the first filter before deploying the second filtex(s). This certainty (or
uncertainty) computation includes the assumption that the errors between the first and
second filter(s) are independent. One approach to avoid this assumption is to estimate
the number of errors in common, that is, the number of errors that there should be
under the assumption of independence. If k more errors than this number are found,

replace kI and k2 with (kI-k) and (k2-k) in the above computation. Additionally, as

14



t he nunber of nmessages in the training data increases,

it becones nore likely that the second filter(s) wll
wheoomorasonccurate (at any threshol d) than the PCT/B$2003/041526

filter. The uncertainty estimtes above ignore such
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A third approach is that the system can use probabilities generated by a

calibrated filter (e.g., the first filter) to generate a better estimate of the false positive
rates for the second filter. Namely, rather than simply counting the number of
messages with a non-junk label in the data and a junk label from the first filter, the
system can sum the probability (according to a calibrated filter) that each such
message is normal (non-junk). This sum will be less than the count, and will be a

better estimate of the count had the user thoroughly corrected all of the messages.
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better estimate of the count had the user thoroughly

corrected all of the nessages. 15 WD 2004/ 079501
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approach, the expected nunber of tinmes that the user

will correct |abels using the "not junk" and "junk"
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I'ter 1s as good as or better than the first filter.
Tbnmsuah endthed clifacigitating thie lapproach. tihpeishparameiar ¢pdled, for example,

¢ Sl Flatrn e Sl g Bt et e s Ry cocn
atﬁ??stlﬂid\%hgéq HedAhHR if HWhewlics iy ds%go@@ 96 bl B&ebr @fan the first filter.

, s greater than or equal to zero. Initially,
T@hal il théturrerlly selectedalmestvddivaue.r BEnwevdrr esitai il the new filter is
setting: \\ As each wei ght bs on|t
fp%tpﬁrttlp.pél the, fiF ﬁ?e(ﬂglltquqqgtﬁe hr%si g %gjng(a[ otﬁlﬁ}?ﬁ?@ht value
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ent ett I ng I ndex of Max Setting
| mdexskWefghiro. Jedrtehetgnonacurren( thiSHbld seftinghe new filter
does better at this setting, then add its weight to

Tot al V\é{\ %Etlgn eac}'J g%vre\llgh?bedseds on 1¥ rd?sgnccj: }r§m\{\l?ei o%ﬂ%ntfsétﬂﬂg

Tot al Wi
d = abs (IS -1ICS)
(IMAX — IMIN)

d = distance

IS = Index of Setting

ICS = Index of Current Setting
IMAX = Index of Max Setting
IMIN = Index of Min Setting

W= .5W/SHL

If the new filter does better at this setting, then add its weight to TotalWeight;
otherwise, subtract its weight from TotalWeight.
Note that this algorithm only determines whether or not the new filter is better

at each threshold setting. It does not take into account how much better or worse the
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Referring now to FIG. 4b, there is illustrated a user mailbox window 420 of
the user interface 400 that presents the user Mailbox features. The mailbox window
420 includes the menu bar 402 that includes, but is not limited to, the following drop-
down menu headings: File, Edit, View, Sign Out, and Help & Settings. The mailbox
window 420 also includes the link bar 404 that facilitates navigation Forward and
Back to allow the user to navigate to other pages, tools, and capabilities of the
interface 400, including Home, Favorites, Search, Mail & More, Messenger,

Entertainment, Money, Shopping, People & Chat, Learning, and Photos. The window
17
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mail filter.

Referring now to FIG. 5, there is illustrated a general block diagram of an
architecture that utilizes the disclosed filtering technique. A network 500 is provided
to facilitate communication of e-mail to and from one or more clients 502, 504 and
506 (also denoted as Client,, Clienty,..., Clienty). The network 500 can be a global
communication network (GCN) such as the Internet, or a WAN (Wide Area
Network), LAN (Local Area Network), or any other network architecture. In this
particular implementation, an SMTP (Simple Mail Transport Protocol) gateway server

508 interfaces to the network 500 to pfovide SMTP services to a LAN 510. An e-mail
18
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t I§heOsss £ Hpreithgrping dlthopgh gus may also be a trash folder. As indicated above,

the inbox folder 524 can include e-mail that was filtered by either the first filter 520 or
the second filter 522 depending on whether the second filter 522 was employed over
the first filter 520 to provide equal or better filtering of incoming e-mail.

Once the user has received e-mail from the e-mail server 512, the user will
then peruse the e-mails of the inbox folder 524 to read and determine the actual status
of the filtered inbox e-mails messages. If a junk e-mail got through the first filter 520,
the user will then perform an explicit or implicit user-correction function that

indicates to the system that the message was actually junk e-mail. The first and
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screen 612 of the user interface 608 by entering
aeeeesses it Bishuaser Her Brpieeaces nfamatian Fosriligmeghe frst filter 604 and

the second filter 606 for then filtering incoming messages that may be downloaded to

the client computer 602. The filter preferences information of all users (User;, Users,
., Usery) allowed to log in to the computer may be stored locally in a filter
preferences table. The filter preferences information is accessible by the CPU 514
when the first user logs in to the computer 602 or engages the associated first user
profile. Thus the false negative and false positive rate data of the first user 610 for
both of the first and second filters (604 and 606) is processed to engage either the first

filter 604 or the second filter 606 for filtering messages to be downloaded. As
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and thus is allowed access only to the Usery Inbox 626 and Usery Junk Messages
location 628, and no other inboxes (614 and 620) and junk message locations (616
and 622) when utilizing the messaging application.

The computer 602 is suitably configured to communicate with other clients on
the LAN 510 and to access network services disposed thereon by utilizing a client
network interface 630. Thus there is provided the message server 512 for receiving

messages from the SMTP (or message) gateway 508 to control and process incoming
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it %Pﬁn%nic;altel %gsr%lggegiv‘?a {.hlelLlKl(J 538 %jth@ n§e¥§atg@ Q{070 ef 1R clients (704,
706, and 708) (e.g., wired or wireless devices) are disposed in operable
communication with the LAN 510 to access at least the message services provided
thereon.

According to one aspect of the present invention, the message server 702
performs initial filtering by employing a first filter 710 (similar to first filter 106), and
the client perform secondary filtering using a second filter 712 (similar to the second
filter 108). Thus incoming messages are received from the gateway 508 into an
incoming message buffer 714 of the message server 702 for temporary storage as the
first filter 710 processes the messages to determine whether they are junk or non-junk

messages. The buffer 714 can be a simple FIFO (First-In-First-Out) architecture such
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nessages (e.g., e-mail) to and fromone or nore
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MessRdgilkRaI 1 DaRuld Be elplobed. f Eehehtdlisef che comparison are such that

the second filter rate data is now worse than the rate data of the first filter 710, the
second filter 712 is employed, and the CPU 514 communicates to the message server
702 to allow messages destined to the first client 704 to pass through the server 702
unfiltered.

When the user of the first client 704 reviews the received messages and
performs user-correction, the new false positive and negative rate data of the second
filter 712 is updated. If the new rate data becomes worse than the first rate data, the
first filter 710 will then be re-employed to provide filtering for the first client 704.

The CPU 514 continues to make rate-data comparisons in order to determine when to
23



In order to develop the false positive and fal se

negative rate data of the first filter 710, an
w@ehwinisor at or can sanpl e the out put of the fiP&L/US2003/041526

filter 710 to determ ne how many nornal nessages are

m sl abel ed as junk and how many junk nessages are

m sl abel ed as normal . - As indi cated herei nabove in

accordance with one aspect of the present invention,

t fogglerfiteeing htaveeh thenfersf andssecdnd filgars (710 and 74 P)efior tise fartisular

a basis for determining the new fal se positive and

fﬁ}eély%gative rate data of the second filter 712. In

any ca t ' ik A r:

roesagie CPUR4AE LY FatbhbRlonlHRICRSoilg @A Gns for

spiovilind@iyveirtke bwd @rtharedilififg fiorctess ddserieeithopsii. Fhoalgorithm

the appropriate client (e.qg., the first client 704) )

biasbdey pyhistieelipnied i, ﬂéf’e%ficpg%{i PglRuquens %’&H‘F%?ﬁe afrfggst the basic

firs ld.en '

o geh R S BRI ERerbodl B, Ao R} oE RN L Bpproaches

t (hat FRSeaged §efotehinattbh theredlith dbnaddrssihg fsiRirg oftht nve to make

and negative rate data of the first filter 710, and

pesef opmections vpeerraRty sleisrminaron, Hareshold deferspiantion, acqayqsy rate

negat.i ve rate da of the d filter 7 . ..
G S GG Yo R P FRR A e B osr iy
egnl @R Thd udePdtérerylsts i@l?ro(rfd@d €OnPAtAtS 6mAfRicaie I with the
that the second filter rate data is now worse than

t BRUr Sitdeandatiantafpetatiogfsystem sh¢h that thy ueer cpmintergeidp senfigure the
fjglter 712 i errgﬁl’oged and the CPU 514 conmmuni cat es
t BUpRstRes Sag A SR WEPAE%02 to al | ow messages dest i ned

to therhi £8ini b GRE if@cs At RAKIhd LOMDAIdNTR 2PEMBe abB&ding to
unfiltered. When the user of the first client 704

r thei fdws dedveiptienseproeidedrbssgbsveankhe ghientf W2raso includes the message
user-correction, th se positive and negative
SRSl (RS 59 SR BT S fest e
tnﬁigfh%?frﬁ il Qﬂ@gﬁ@m@%eé’&lﬁﬁﬁteﬁb@ thdi€adel fidt a&%gﬁcig%é to be

Irst filter 710 w then be re-enpl oyed t
pppete tfogtd arbsaged GFhetseeorfdi medsagd st@nge Io0ation (ThplERLS26 can

t5 ég Hﬁ%nfgggﬁ@%gﬁ%_%ﬁpt&gg@%idgt%prfc’liniey iSQJ{'H.l errnail and
ngéogggosgérg. 248, alf(h%gglk fhid b §§Sb ;39 aRGEYRARrt N8 ihdiksLd above,
an i

secon ters and 712 or that particular
c klieginbox/ fider Th4 cGPldchilld neesenpas dmt warediigoed byheitheptedbbtdilter
according to instructions for providi

f th
o &0 gF theseeondifilics / {1 hgencadingiop et the %gg%“%#‘g i7r%.5 W%%émployed

alogé)lr h dBIEQrt] Sf’“litltglc’y tw{%ﬁysrm?ﬁé eélucal BPbetlel Rit 6ﬂnccﬁ£ﬁ%g messages.

encoate ructi o at "execute at [east t asi c

appr oae¥y ihdiksted harginabéd Ve dadeaty uske hias dded oaded vegssages from the

| east any or all of the approaches .
message server 702, the user will then peruse the messages of the inbox folder 524 to
read and determine the actual status of the filtered inbox messages. If a junk message
got through the first filter 710, the user will then perform an explicit or implicit
user-correction function that indicates to the system that the message was actually a
junk message. The first and second filters (710 and 712) are then trained based upon
this user-correction data. If the second filter 712 is determined to have a better
accuracy rate than the first filter 710, it will be employed in lieu of the first filter 710
to provide equal or better filtering. And if the second filter 712 has a substantially

equal accuracy rate to the first filter 710, it may or may not be employed. Filter
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that can be used in conbination theremth for
addressing failure of the user to nake user

W@ reTdstpns, uncertainty determ nation, threskolr/ts2003/041526
determ nation, accuracy rate calculations using the
fal se positive and fal se negative rate data, and user
interactivity selections. The user interface 518 is
provided to facilitate comrunication with the CPU 514
amaininigicenbe oparsatected ts pedue arcudihg thanumhber afpegdetcamined criteria,
interact to configure the filter settings and access
nss8digasd ahp¥e. ¢l i ent 502 al so includes at |east the
secondyti - i fd
descr st GEALS BE g Bt R LT Ig BB s Mg

| evdrde3 fohiltearRgaageages thabnest teatpta dfthatdspectiverclients (706 and
folderb 524 for_receiving filtered gessages from at

| eftvipéiecighe filfgring praratiqn afdhe fppTidp/ ioh el s dhsigspective
f IIlet ?sr(|76% %md %%)Saﬁls%ec%lﬁlﬁﬂic#% ﬁlit"ﬂ%é eRd gger@é} ’}69 to enable or
pFoperi’y” fagged nessages. &"'Second ssage storage

| @caiié e fof filk@! 7doacdibg ¢arespdrtivp howirgte dafaf the second filters of
acconnndating junk mail that the user deternmines is

j Unoke ehigints ARG and ABDs ddetmessagsserveh dd%emay inglyds sk Priference

B e b B e el DL R FRUPP R gombitE o
f Lldr@b8GeRY nRisidd lis fb@rdohied Forfthé B&MtinatddIPOIdddRE, e pentdssed
filter 712 dependi ng on whether the second filter 712

wasoatipg tytbd filtowprefar¢rees passeiated widrthgtidpstinption @diiges stored in

bbbl eb Sag SO SP EREe b gen 10
2 %9 ‘?é%dcilreg R bOBrocBRES B eSBERITiIED 212 bt UREIclivhd 704,
thenh peruse the messages” of the inbox folder 524 to

r ecodbrdingl tadidt eateridae cotmpaassnuagults od thesfinsf clieh 704, theesvam junk
i nbox ness

es. |f j unk SS t through. the
f egtagt plsp g?“flfé for ‘ReSsread clii 106 H@g’%ﬁé?%‘ieﬁg%he processed by
eXR! #:Sl £1:27710 WP kHeGhissadbS@Fvef 967 8 hi@RddneOGhith R Leb@ts of the rate

indicates to the systemthat the nessage was actually
adath ¢okparsmagbtainTtherefiithst and second filters (710 and

dat &, s PR apmRe b e a8 [ualaRverl fRsuof e pa g e
RSB 08 B M kg iy o
prroY tdléctanind theravlapt eierdof.| This iangragsaiud Eoutldhthes de apetl to
el o T eSO 05 P
4L AR SBOG SEAMECHCPAS o i

P EME 766,Mnd A8 dull&bé dsterndified ndihe aéiedr Z0Mued uded tb oggle
appreci ated that since other clients (706 and 708)
ugpqweg@ theférsikiera/d @ and the client filters 712, individually or as a group.

Referring now to FIG. 8, there is illustrated an alternative embodiment of a
large-scale filtering system 800 utilizing the filtering aspects of the present invention.
In more robust implementations where message filtering is performed on a mass scale
by system-wide mail systems, e.g., an Internet service provider, multiple filtering
systems can be employed to process a large number of incoming messages. A large
number of incoming messages 802 are received and addressed to many different user
destinations. The messages 802 enter the provider system via, for example, an SMTP

gateway 804 and are then transmitted to a System message routing component 806 for
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server 702 for filtering nmessages, that new rate data
of the respective clients (706 and 708) will affect

w0 bw4h7dsoeri ng operation of the first filter 7A0r/UIi0%041526
the respective clients (706 and 708) al so conmuni cate
with the nessage server 702 to enable or disable the
first filter 710 according to respective new rate data
of the second filters of those clients (706 and 708).
Thenting $¢ ageous diliee systas 808y Sihanddé2 falfa denetedomegfeetivnly as Filter
table of client preferences related to the respective
c Py filiarysteglyi - BYERP B ™Hus  every buffered
nessage. iS¢ or. i i i
adr oo S S S EBAROE B0 ind ) B KleP B b eregpurol component, a
prigd €ilier) asscarisileir pdndchnwiutgut bhier. deisis ithreafi itarrsysteid 8368 sncludes a

stored in the filter table. Thus while a broadcast
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mele Thessageg beingdransmistediip 6 seergBRPXpputing eompenent $32. ¢ Hie user
19 Rl MRSSAdE SHIMELoLI% R (ASCRLIANGR Wl i Mrput

arr sons cob

t BEFEVRA0NLf thd filtsr Jystetd BB fOPME @6éralcendibatadless, and routes the
i ndi vidual new rate data of the individual clients

( Ti4sag? 06 theappropdigle wouinbovef 7 ploelivedf wetinhoreseiddalso denoted
concurrently the server 702 to determ ne the
aglg’roégéng%reg%}?o*rﬁi s average value could then be used

to  dehge W Q&mWhatIRrolithd %oﬁeﬁ%@@iﬁ@ucﬂésrﬁbaé bdlhRing

710 or the second filters of the clients, )
i Rdpabilityabd toptomessages typtwesp. thefittersysteins €898, 8 feandd ) according

L G oAb E0hE b yod b
¥ %?&Jﬁno%éﬂﬁ?%&% @FOJE%F B Truk §€4n iAdGnRBIndsBeGub®inot shown,

ters or as a group. Referting now
t dufpds oBthe tdraing dosmpohém St 4 pdfable first &lteesysn §@8 is backed up and

enbodi nent of _a large-scale filtering s m 800, .
UtCRINOS prpTITRedats thedpionghpis perded fojrihg tfaﬁ 34§ atus information of
i nyv.ent | r t ' :
HEBRLLs o eSS o S oh ) Qb 083 cping concol

S yoinpohatt 824 BaiHat Mesintmmsmesages, 80anrd thee raedd ©ahe diher filter
I d [tiple fil ' b I d

{ SYPF 56 5 AP0t B 0TS B Hge SEYSRGAE S Rpble of

| ‘ . s :

et i HOBET ol MRy RIS AR sl e fAUEA 512)

TheclaRS 3R @scoBlRg gk feddbackprapubitier susk stia thevystent ronting
exanpl e, an SMIP gateway 804 and are then transmtted
t compenent SR vew BrRgessTptstagsdoaddipdien betgigen plbpvapigblpdyiter

2 Osg)lsﬁér%z 19*’5%% S?s(%-erlgltlf%ggr?gygé%lszgﬁfﬂter Systemy.

The adaptive filter capability of the first system filter 808 will now be
described in detail. In this particular system implementation, the system administrator
would be tasked with determining what constitutes junk mail for the system 800 by
providing feedback as to accuracy of the filters to provide tagged/untagged messages.
That is, the administrator performs user-correction in order to generate the FN and FP
information for each of the respective systems (808, 810, and 812). Due to the large

number of incoming messages, this could be performed according to a statistical
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routing to various filter systens 808, 810, and 812
(al so denoted respectively as Filter Systens, Filter

weymuen@oL .., Filter SystenmN). Each filter syspenu§B08041526

810, and 812) includes a routing control conponent, a
first filter, a second filter, and an output buffer.

Thus the filter system 808 includes a routing control
conmponent 814 for routing nmessages between a first
syshgingfhéthed thdd MmathendtiealyguovidessyBigh mieick L€ proda@lityTthet the

outputs of the first and seco q@&ilters &816 d 818).
apample hrias (aan reflests B piracy of e Ll ems OffB?FEl‘ghl %F‘?SPV-)“W
tsilﬁéll & 9&6{%2@6?,%%, 2id §12) tri]]g detbEn{FBSHRY &S Rk rﬁ%s%afg Iandl_ a non-

ansHi 0 ‘a’ user 'nboX routi’ng conponent
Ufilk mdsBdpeXx routing conponent 822 interrogates each
nmessage received fromthe output buffer 820 of the
filter Isfpstherneoterest. thhadmigisirae $1oukhiake A sampledd giessages

d . . .
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conmponent 806 i ncludes a | oad bal ancing capability to
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oSt a1t o 87 o] Broaifr piGsRt BhbEbh iy Bes RPAREHELY tagged
AGLATRARLE (IBISALR (R ARE S Me (FNVEnd falsdHobifie @ (FF)Gate data for
nessage gueue (not shown, ut part of theée routing

c trepfimefilter14) Tofs K¥EPratestatafis Hes used/en taseggidifgter 818. If the

neua et ohedie SR AT BBGREY ARHE ol R OrrEgRd iU can
]9 He léﬁaﬂgecd {03530\*39@ Kt 1R b gocﬁﬁ’ﬁﬁé?mgra@ Wd M9t SRETAIBE WhEOBe

romthe ting controf conponent 814 so that
i admidisitoregaagesiodN user-eotrbaivnrsenipBog fromt the boffied20, if the
filter systens (810 and_812) until_ the _.incon. eye .
off \/HR daspof 8imsgaopd @ltf‘égééﬂﬂ WOSF %apé%aéiog g R0, (he routing
. | | .
RS e G ST RGr A AT
Cc dpebilnke tiyat S kage haiitirtg vhosiidteamitched bael to denfrsniitdr 8866

can process nessage | oad handling between all .
avai | afihe Sf’fit@”t’lépmr%])ﬁ‘é)?m"?ﬁef}figﬁé é‘%te@%”? e Spfipmpessage routing

OL3AR oo Bl AR TR Loy ot

descidnanttrator.dEh@bystenh Borthil Soppsienc 82 Gualss yséréaes the output buffer
I mpl enentation, the systemadmnistrator would be

t @ Keedremainingiesers Il er YilsE: - c SHEI JYSCRY P PRRVIdRiamRige

t he st em.,800 b r-avi di ng. C .
oS S VER0 Pl B S5 A PR (2GS B rouin

Thatpbient BhE vatAE Bystdrh abfol REMbOdIE SRS &Y ovepdet @ptration ofthereof.
order to generate the FN and FP information for each

of t he Thegpauadywef afjliaresrsles@ivd hgmmabayriwgh zspeghie FG 1. can

t f%% elx?eﬁlgeed to the accuracy of a plurality of filtering systems. The FN/FP rate data of
the first system 808 can then be used to train the filters of the second system 810 and
third system 812 to further enhance the filtering capabilities of the overall system 300.
Similarly, load control can be performed according to the FN/FP data of a particular
system. That is, if the overall FN/FP data of the first system 808 is worse than the
FN/FP data of the second system 810, more messages can be routed to the second

system 810 than the first system 808.
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nunber of incom ng nmessages, this could be perforned
according to a statistical 26 WO 2004/ 079501
WEDDHABRO03/ 041526 sanpling nmethod t hat mat hemex/Usabl/g41526
provi des a high degree of probability that the sanple
bei ng taken reflects the accuracy of the filtering
performed by a respective filter system (808, 810,
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t pegsys hedulee asdgeay ouimbigatiaorfherbyire 80bsdaftvas.c Gangeally,
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mai ni hg systens er tent, ..., Filter stemN to
pelaUed & haaplwil appeapatthht thy invkntiveasetheysmeybe piheced with
adm ni strator can al so access_the user inbox routin
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according to the FNNFP data of a particular .
remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local
and remote memory storage devices.
With reference again to Fig. 9, the exemplary environment 900 for
implementing various aspects of the invention includes a computer 902, the computer
902 including a processing unit 904, a system memory 906 and a system bus 908. The

system bus 908 couples system components including, but not limited to the system

memory 906 to the processing unit 904. The processing unit 904 may be any of
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system That is, if the overall FN FP data of the
first system808 is worse than the FN FP data of the

waamenssyst em 810, nore nessages can be rout eRlCT/US10h&041526

second system 810 than the first system 808. 27 WD
2004/ 079501 PCTI US2003/ 041526 It is appreciated that
the filter systens (808, 810, and 812) can be separate
filter algorithns each running on dedi cated conputers,
oVarkeFbbmakically ohilshiapricessers. Dl enerapiogedsyrs andeileer multi-
the hardware capability exists, the al gor.ithrrs 2” be
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G, 9 d th I i ' ' ' .
3B RSSO B0 A3 oh 0SS, M

CFRHOMPE s§E¥in(BIOBN coni3ng the Whasic Foutines shat hap$o transfer
aspects of the present invention may be inpl emented. .
Whifbrenatioh deiween slenemtshwithip demcaierien Ydesush 35 UTIRg ptAG-UP, 1S

general c f conputer-executable instructions
tﬁtﬁfedrfﬁ)'rherolgh%%mgne or nore conputers, those skilled

i Nt hefg boblibr 902CRAABI HEIuHEAE hirBQisk VB9 agktidask drive
be i nplemented in conbination with other program

modiell (eg., ancthd froasomwusrtbianampvablodish At Sveadanpptical disk drive

sof t war e. ner al | Y m nodul es_i ncl ud .

" Sathas gt QRO ISE SRAPL st S8l df il Fo gtheroptical

t : rdd r ; el daul@ifve 920
BT A R ULT hpRSe L AR oA

achn ¥é tdnnagpd ecthatgstérhdis PORby abhendtdiskednivstihsogca@didd, panagnetic

practiced with other co ter systemconfiguratio .

ek dahva dpiSiT46GI980 3P0 8 SBBR B il T 5T SRS HTCU Ll L b prives

SYR4 %R astHc &R u%r%eac?}%le&%@@ rRIPAERE bBitileBRorBe bf data, data
al” conp and-

as person ers, hel d conputi ng devi ces,
MsGhi@pieocoafater kasadatde irptrogicasywaid]se fortlonEarrtbe computer 902, the
el ectronics, and the_ like, eacqﬁgf thch na

Fadg

be .
oaives nepsdie atsemuerda bR storae AL BroEEuging in a suitable
devi.ces. - . - ) i
ALl A b S S ARIES Syl D SRR et o

emgid AR Magedticaligk dndskSDait shqdd beapprecilyd by those
renote processing devices that are |inked through a
c skiediie teiagbathandynes of megia wiigh prerEadafle Ry ARATRRYGer, such as

SRR P AL ap i, Aok oblbiges,
the like, may also be used in the exemplary operating environment, and further that
any such media may contain computer-executable instructions for performing the
methods of the present invention.

A number of program modules can be stored in the drives and RAM 912,
including an operating system 930, one or more application programs 932, other
program modules 934 and program data 936. It is appreciated that the present
invention can be implemented with various commercially available operating systems
or combinations of operating systems.

A user can enter commands and information into the computer 902 through a

keyboard 938 and a pointing device, such as a mouse 940. Other input devices (not
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Wth reference again to Fig. 9, the exenplary
envi ronnent 900 for inplenenting various aspects of

w0 bm4fomesent i on i ncl udes a conputer 902, the coP@EUUSI03/041526
902 including a processing unit 904, a system nmenory
906 and a system bus 908. The system bus 908 coupl es
system conponents including, but not [imted to the
system nenory 906 to the processing unit 904. The
pPERGesIhaginuiuide aHdrophynd) en dd yenodte 28ntwd, 2[Y4iidk7 9 56he pad, a
PCTI US2003/ 041526 varjous_conmmeycially avail abl e
pryjekitasdily a spner AT the BkG c&f-‘é%?%f{ %lhaf laigweq\évm e often connected

PrOGES hi BeerBepbey ag ered th
IR s i it B, Gt SOaCAR PR BEELEY Bk BechfiRd o the
seygémbut 90K Duoinah s cotifaset byethenditeidacey, sach aeapaglldysrt, a
or menory controller, a Qeripher al bus and a | ocal ggior

ughmg pariya piiversahsgriplding (G SBOnfkHE insfare i PdBPios

hi t ect The. 906 . .
oSSRt USRI A8 sk e tos g
913ch A PAGES addpiP W6 OUt iditicys imnOBI@S)4, & odinpiter ygically

the basic routines that help to transfer information
bétakedss oties pempheralioukiuh deHeesdppisliown), 5uch assgpepkess printers etc.

during start-u ' stored .in the 910. The . .
conput SR N sBrarL SRR ar DR Euag oo
MRgR&ttisndiodhe O in¥fe Qe chifpdlers, lRhMsadehbRMofipuitk(sy @48. The
to a renovabl e disk 918) and an optical disk drive
926moleeomputer@ntd hmag bEBD-WROKtatiosk a g Peiprommirentputar ofrpersonal
or wite to gt her ogqtri cal nedi a)b. Hwe hr{ar.d ditsk drive

O TAMPHiEHROFABIEFORPULE | PIETRPIBCCSIE DB LT UL gppavce. a peer
9 %%Vicg AP ofdEr @&Hﬂ?ﬁ H8& e nbRE aSY §HRANP U1 nhivy dr AiRbelihe
disk drive Interface 924, a magnetic disk drive

i rllandmcéest@bedaathtiag ot icomputdr @2 althoughf fargugRBes of brevity,
respectively. The driv .apd their_assaciated . )

ST EleTOBAHAIEE IFEAT 0 (bis T TG ICHIF! CoBpesfiggetepicted

i ﬁé@lr]%eg?lhg‘nl\]s%%ﬁ SO $0|r9 tg ﬁ'@?ﬁ%ﬁ{ethﬁé con%ﬁthlg?mgr(l)%,amt he
drdovigsorildte ik dificen cnanprixdatide th@psteonatgeris intraoets ead the
programming in a suitable digital format. Although

t Hatege§cri pti on of conputer-readabl e nedi a above

refers ' : ' '

A e e

t he thd locilhrtwakosp thippgsa aétwoedingerfdoe ohadeperP6adaiiien used in a
by a conputer, such as zip drives, magnetic

c ay4eY p@tgﬁorlﬂpaghwwy t]aeagcaggutqfi Qé)pttmlcq}}ydgglué¢ssq<@9dem 958, or
cartrid , e |.i '

esprr o rrhi Rl P b MEEART oL RGP shts or,

S UshbEeh 2 csMhua RAtiGhsbve pe W AN @5de suhads|tke Internet. The modem

instructions for performng the i
958, which may be internal or external, is connected to the system bus 908 via the

serial port interface 942. In a networked environment, program modules depicted
relative to the computer 902, or portions thereof, may be stored in the remote memory
storage device 950. It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications link between the
computers may be used.

In accordance with one aspect of the present invention, the filter architecture
adapts to the degree of filtering desired by the particular user of the system on which

the filtering is employed. It can be appreciated, however, that this “adaptive” aspect
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met hods of the present invention. A nunber of program
nodul es can be stored in the drives and RAM 912,

wo pkdisog an operati ng system 930, one or norBECT/US2003/041526
appl i cation prograns 932, other program nodul es 934
and programdata 936. It is appreciated that the
present invention can be inplenented with various
commercially avail abl e operating systens or
c ombbaatternied fofm drdoed usgy sgsten ensironney dack wrthe ntagnfacturing
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may be a workstation, a server conputer, a router, a
per sonav hatdxasrbeﬁnaie,scrpjmﬂtahb%emckudpﬂﬁ@mples of the present invention. It
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aéy OB EORie BONRAS LR HOF PR SHBERY A gppsh Fiomponents
Y 1 s B Ot v

ofskib]ne\thd ¥t ma@ meqogmzerﬁmb mang fiotieg eombiniatensdsd pCHDUtathnS of the

illustrated, The | o a %E el ons depicted .inclyde

a PIE%RP@B?G%WH aEe EM Pe ﬁ&%ﬁ?ﬂdn@‘?\)ﬂ‘ b*nlﬁffé’ﬁbJ

&%m%&l) Ar&atihsO gﬂﬁ%g‘moﬁ RhELRSiARSs hA ?alF@ngﬁttﬁé spirit and

I ntranets an Internet. Wien used 1 n a
L/sbbpeeif\/km pprgdehalaihen Fartherntone te drrxtant to Phei term “includes” is

connected to the |qcal network 952 through a net\/\é) kb
| eest Regdenthe datied AesgEpionfdhe plairas. SHCTLeTpANntended to be

n %%’M {% ﬂlga ‘ﬁ‘%}é‘lée% gglgga’ﬁ] tt% trh% I?@rn?%ﬁfn g9 Q¢ “Eéﬂ?ﬂ)r?s?lll é”}{s interpreted

when employed as a transitional word in a claim.
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IS connected to a communi cations server on the LAN, or
has ot her neans for establishing comunications over

wo 4R O54, such as the Internet. The nodem pOBEB$2003/041526
whi ch may be internal or external, is connected to the
system bus 908 via the serial port interface 942. In
a networ ked environnent, program nodul es depicted
relative to the conputer 902, or portions thereof, nay
be stored in the renote nmenory storage device 950. It
wi ||l be appreciated that the network connections shown
are exenplary and other me@pap@gl establishing a
conmuni cations |ink between the conputers may be
uBAdt islcirimed t: dance with one aspect of the present
invention, the filter architecture adapts to the
degree of filtering desired by the particular user of
the sygtem : s enpl oyed It can
be appr ‘eci a?‘%éﬂ]aﬁaln\%[%%e&hk&ﬁ ﬂﬁ{igg ‘adapti ve" aspect
30 WO 2004/ 9 Ti9s GiltePLOT fIUBARE RleQeg &2 the ftmnfile haxingrdediated
fromthe | ocal user system environment back to the

neeTemadY ?Ufaisﬁg?OSlﬁ‘W@ E8e anp faliganegylivedaicy @Mtor where t he
degree of f] 5 éc Iil? ?ﬁ’tet fUr el %mecﬂfés@ﬁ egl tfe §ec%§1d fitteLévaluated
can be sel e¢te [ Ienen ation A systens prod uceé

f dcofBhEtorhe Fhg ﬁ@ﬁl\féfr}ﬁe anff@ife fakamnpgaive Irﬁte af mstrfﬁhta‘slear the data
decides that a first batch of purchased systens_are

besedge detetipige flas falpsositivegate dl WA dYpLnGeative Bfupltee furst fter

255820, PR VAT s LB L s s

WOSh 8RS scRomE fiREhsRafufftionddf tESHRAENHedéin &hé@@@ﬂtﬂﬁlﬁéra§ émployed
of users can be configured for a | ower setting to all

nor keeu Gfuhkfirsaiilter ifia threshoddhexiptn feii thiysgcong difiar sush thgi ghe new false

adaptive nature the present Jinvention

ARG ey Blse AR RE Aaby ran g R Belf gyt fale
F?ﬁﬁvé’zﬁnd‘%ﬁ@ Falsd R ohfieratdbruBd first igedegr ee of

filtering, or if C%I sabl ed prevented fromaltering the

default setting at all. is also appreciated that a

p,ez:’m); 5 t gdc' % gg{ﬁé}tg%rs ﬁ]\é’ﬁg ﬂeﬁgﬁégéﬁét&?&p % n? é@e[ %fse negatlve rate
CADELGUES Qcaefiralﬁéwﬁegg tﬁﬁeasie fablib@hs judk GRE b LMKBYia

can also 1nple such class configurations |ocally.

Viaipldyagnbefnustesonediod pabese i ncl udes exanpl es of the
present invention. It is, of course, not possible to
descri be every concei vabl e conbi nation of conponents

or met Bodol ggj.¢ st&ﬁrof PR Qsﬁﬁ u@ér—&f&@ﬁbrpbﬁgesﬁs h&cludes overriding
present inventi but one’ of dinary skill in the

akh iniayl dlzseﬁgmlmeoﬁ damtssagd) yhe mrtialh elasssherion @trfonsedaamematlcally
pernutati ons of the, present invention are possible.

A@&é@ﬁ@%bﬁvm“ﬁﬁﬁnﬁﬁé§@ﬁfeﬂﬁ@%ﬁ?ﬁon is intended to

4. The system of claim 1, the false positive rate and the false negative rate

derived from content of at least one of the messages.

3. The system of claim 1, the false positive rate and the false negative rate

derived from content of other user’s e-mail messages.
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enbrace all such alterations, nodifications and
variations that fall within the spirit and scope of

wo bmsappended cl aims. Furthernore, to the extertT/Ub®b3/041526
the term"includes” is wused in either the detailed
description or the clains, such termis intended to be
inclusive in a manner simlar to the term"conprising"
as "conprising"” is interpreted when enployed as a
transig.i onalhewysdni of Aaial Bithe se8dndNIItATS Edploytd when Bkelew
PCTI US211113 /1141 5 2 6 CLB?!;'NE Mhat is clained is:
Tralspparitive Fatg werqrpgythay dhaspf hediidiling: a first filter
for filtering messages, the first filter having
associated therewith a false positive rate and a
f al se negatThesyseneof Afich B thefdsedobitive eate bod faldel Hegativegrate
the nmessages, the second filter evaluated according
t detarmencidatics aplsastiong ef p aredetgHained aumheef Ipdgard Ren-juk e
of the fir filter, the data.. term ne the
fAFERES58LT f’aﬁglgdpg?gpgerqag{ gle & sfﬁggga r?e\%/‘lé rate of the
first filter wutilized to determ ne a new fal se
positive rate and a new fal se negative rate associ at ed
with the seTlmsysfent obelaias!.dhé thaeshplsselsctedi{rams ppluality of

wher ei he cond fjilter is,enplqye i.n lieu.pf fhe.
e hrapOnaipep et oA B Fles bl fiydoing a
fie%ﬁt he SHEMatdie thR8hAEWalulo$E: eliR@sit Hirv@ol P ucaNlii@mold
false negative Tate are together considered better

t Yedue witk 16vadss Ealsepmsitiviewate pand a theesheldseluedhgitmaxemizgs user’s
of the first fi4ter. 2* The systemof claim1, the

f aypeeiet yality Rased Wpen R GUYIHY fPIGU0R- negative rate

determ ned according to nessages that are | abel ed as
junk and non-junk via enploynent of a user-correction
process. 3. Théeyssyns beemd 1 chailmedhold sedectesidirom aplwaelity @f

process includes overridin an initial classification
ofreghpldsalitgs, the reeopd iflieppme oxekpRly é’é‘k‘? BAv 5%?? RSy rate and the
aut i . [ ' ' .
SHLOTRL AR, R O Lo T SRR e e

r at @e @ingl flifeeaf thhisBradpg@dt i ve rate derived from content
of at |east one of the nessages. 5. The system of
claim1, the false positive rate and the fal se

negatiyg ra | Ring HEFalilP6f sefond

e- i | Yﬁessgggg%?%ﬁ%?glaﬂﬁ ?f@u&ﬂ@xtc%ﬁlipr ngoatl_lﬁ ality®&ff seondary
filters, the plurality comprising the second filter, the system employing at least one of
the secondary filters in lieu of the first filter if a threshold exists for the at least one
secondary filter such that the new false positive rate and new false negative rate are

together considered better than the false positive and the false negative rate of the first

filter.

11.  The system of claim 10, the secondary filters comprising M filters (M
being an integer), the system selecting filter M; in lieu of the first filter for a particular

message, and selecting filter M, in lieu of the first filter for another message.

12. A computer-readable medium having computer-executable

components stored thereon to effect the system of claim 1.
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WD 2004/ 079501 PCT/ US2003/ 041526 6. The system of
claiml1l, the second filter is enployed when the new

wo 2003879305i ti ve rate is worse than that of thepdT/usi003/041526
filter. 7. The systemof claim1l, the fal se positive
rate and fal se negative rate determ ned after at
| east one of a predeterm ned nunber of junk and
non-junk rmnessages are | abel ed and a predeterm ned
tinme hgs ocsubhipdier Somphens imtsgsremiofclamm.1, the
threshold selected froma plurality of generated
t hreshol d val ues, the selected threshold val ues

det ernmj ned hoosi . e 0 n aver age

thr es% d v‘gﬁﬁgwcgve??[% %p?ﬁég lgljfee%?%fneé}ﬁ%@%j 1’\J/I'al ues, a
threshold value with |owest false positive rate, and
a threshold value that maxi m zes user's_ expected .

uti i t15.basédgonpble campuimg devise qanpuisingrihe systerpof ghign dm
of claiml1, the threshold selected froma plurality of
t hreshol d val ues, the second filter enployed only if
the neyg fal 5. 8854 dr\RaifdlFoeditodd\6E: a PeMbhAlda® assistant, a
negative rate are better than the fal se positive rate
anitphtve drad lsptopegaipiitee rate of the first filter at
that threshold. 10. The systemof claim1, further
conprising a plurality of secondary filters, the
plural {4y c | &g : ond filter, the system
enpl oylﬁn'g a?&rqégda@tt&b%%rﬁ]%%ﬁ?gfc'he secondary filters in

i eu of t heafirstSiltef fortfidtering mesdalgess shdhavieg fist scdupacytdat
at | east one secondary filter such that the new fal se
passpaintgd theagwitlyi@dnew f al se negative rate are

t oget her copsi : I Iotode MR
the fal se nggécﬁﬁ@zﬁ? gfotétf%% rl{l%gﬁfr%l%g%gegﬁtﬁtﬂe%?@gldiﬁlrﬁﬁgﬂ
sthsfemnadec6ddacruhly dithghs esond iltyr évaliasedswth therfirsi avguikty
filters (M being an_ integer), the system.selectin

f date.cthe atauped foedgtesmineribe Pirst aecupraqydata 41 PtigzeﬁéP@FEgrP%lP the
;r?el%%z? gc%cg?arcl:g rﬁ%?’lhag ?atﬂjﬂaiofn' clf ttl%‘ring(k' wheldif lt'heogecéiﬁ;ﬁglftt)élrreisc‘ &mployed

r nmessage. conputer-re

NEQ (HhEY ieRBtsCoid lsedone fBey twddl that the sqeoné atcairay daiads
thereon to effect the systemof claim1l. 33 WO

200%iGGrebEttephnn UsioBigunespdatal3. A conput er
conprising the systemof claiml. 14. A network
conprising the systemof claim1l. 15. A portable

conput {89 dayk ¢@eENMEINS] T ghd feeomy/Bli&@rengflogdait teadt. one of in

combination with the first filter and in lieu of the first filter.

19.  The filter of claim 17, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

20.  The filter of claim 17, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.

21. The filter of claim 17, the first accuracy data and the second accuracy

data determined based at least upon one of message text and message content.
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16. The device of claim 15 being one of: a persona
data assistant, a telephone or a | aptop conputer. 17.
w@eaahsoi | ter, conprising: a first filter forpCcT/us2003/041526
filtering nessages, and having first accuracy data
associ ated therewith; and a second filter for
filtering the nessages, and havi ng associ at ed
therewith second accuracy data, the second filter
eval uaged wrhéfilteeoffdlaist 1 7adeufimciilterdsing a {cké fiftat derived drom
to determne the first accuracy data are utilized to
dBoEssingothgidisersemgidaccur acy data as a function of
t hreshol d, wherein the second filter is enployed if a
threshol d exists for the second filter such that the
second2accuIrae Yiltdadfeclaim 17 onsfigescdrdgdhrrdetedp@meti Aecording to a
first accuracy data. 18. The filter of claim17, the
SBEHRATECaNaOeayh MBS BEse ExdeVHRe data. Whichdgigh Aargseage, and
jth.the first filter and in |] h ' filter.
e e g ot e e LA bR bR el oy e
when the second accuracy rate is at |east the sane as
the first accuracy rate. 20. The filter of claim 17, )
at | eag24. ondhofiltehef dlains?3, dlecupeacyrreritoa paprgss ineludes overriding

second ,accuracy d conprises. a.false.pgsitive rate

oo SR e Farges 28 iy YRR RpolRandl 17
t BtofdafiS{IyAGCHE BFY R Ahantheti@sSRGOREAEGUr acy data
det erm ne ased at | east upon one of nessage text and

nmessage content. 34 WD 2004/ 079501 PCT/ US2003/ 041526

22. The filter of claim 17, the first filter hein

seed fPPter Tg“% ﬂ%\?’éﬁtl ‘fé}?lﬂhﬁ ﬂi’eoi?’ég’%‘# ﬁger&?%?y‘iﬁls‘g?enetg?‘r&r?smld
dalide g‘é% is USR8 t(%éﬂl%lgg rﬂg{ seEb fiktdris af 188t hab EficicRE SkhaFist filter

data determ ned a ng to a user-correction
pbazdsponaerdinctmnugere Nav aelasst thentgat a, which data is
a message, and tags the nessage as one of a junk
nmessage and a non junk nessage. 24. The filter of

claim é%’ t he YSEF bfa?iﬁf‘\ ,'tﬂ@?l% 9&%§a%y'd?&l q%g%%ined according to a
overriding "an inifial cldssification of the nessage,

t heedereihingl sed d@siatalinoati with péighategrd of aeitdnwytto bakdiyedny

the first filter when the nessage is received. 25. The
filter of claim17, the second filter enployed when

the thogshold, afal iealiipse! i dh@ S AEHRE S least
filter 5?'5 at él\g\lg chs]gle %?’éﬁ%ﬁlt%agtgﬁ{hﬁg@%t%t ?‘? ter £t leas
one of a message that is tagged by the user as a non-junk message, a message that is
read and deleted by the user, a message that is forwarded by the user, and a message

that is replied to by the user.

28.  The filter of claim 17, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.

29.  The filter of claim 17, the first accuracy data utilized to generate an

expectation value.

30.  The filter of claim 29, the second filter employed only if the actual

number of user corrections is at least the same as the expectation value.
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based upon ap* function where Nis at |east twenty.

26. The filter of claim 17, the first accuracy data
waletoenmisned according to a predeternm ned set pET/USA083/041526

known with a high degree of certainty to be correct.

27. The filter of claim 26, the predeterm ned set of

data including at | east one of a nessage that is

tagged by the user as a non-junk nessage, a nessage

that is read and del eted by the user, a nessage that

is forwarded by the user [

r epliedlto Byeiiler ofcdpm bt eﬁl‘?éesge ]Idtsglgce@fitf%%gaf‘ IFHS“I‘?@W of
T

pﬁﬁb@lﬁ& fitst yecuplcyi@atasit tHas gflesholdesti mate a fal se

positive rate of the first accuracy data. 29. The-
filter of claim17, the first accuracy data utilized

to gengrate lter of
claim % tﬁe stggéﬁgfafcmt%&& Ha% ﬁg%%go ﬁ-lg SSI&‘% t he

actual  nungeerinintSelalsePoki@iRt kA8 and & fAle Nepasie fafeassociated
same as the expectation value. 35 WO 2004/ 079501
PETthUszed 8lte41526 31. The filter of claim 17, the
thresholds | ected fr ural i

val ues, the ﬁgwg???%?wgﬁ%@b?%segﬁl%tal afssqcha?edg\é/gg fhy seed filter,
A eAF Hard Ak 1h%eté%hhﬁﬁg a hb@TalkdBoditiveSthtemau RGy fathd tndgative
at that threshold. 32. A nmethod of faC|I|tat|ng dat a

f idi¢ of thegewddtepai sifungtionef 8resholdignd f al se positive

rate and a fal e ne atlvefflrat.e as jiotg‘l at

filter; trafP eyt i e v4 f R gﬂ?ﬂ l%aaEhﬁeSB&% exists
a?&rgﬁé ﬂé\? G108t HEhttHzﬁ tl§ee€éiv Edided REsitivelah@ n8 @ R EHREALVS Bffes are

etermning a new fal se positive rate and a new
f adgethenegaideval batat thaofthdt o€ theesaed filterer as a function
of threshold; and enploying the new filter in |lieu of
the seed filter if a threshold exists for the new

filter sguchhAated fFomew n{]ﬁ $End P 1'n ridfdsd2@\Wafa¥aS&d upon

negatlve rates are together “consi d better than

t hebleling nicb@gseaduhk hidenon-Bak vﬂ&]ﬁnmayment affa wskmemme8Bpn process.
generating in part the seed data based upon | abeling
messages as junk and non-junk via enploynent of a

USEr-cajrec tTh% %Qﬁ&f&sﬁaim §Z/]§ the IR Q88n %&oc‘égﬂnmuﬁgs
t he usér-correction process I nc udes
overriding an initial classification of the message(s), the initial classification

performed automatically by the seed filter receiving the message(s).

35. The method of claim 32, further comprising deriving the seed data

from content of an e-mail message.

36.  The method of claim 32, further comprising deriving the seed data

from content of other user’s e-mail messages.

37. The method of claim 32, further comprising employing the new filter

when the new false positive rate is worse than that of the seed filter.
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overriding an initial classification of the

nmessage(s), the initial classification perforned
wadoenaisocal |y by the seed filter receiving thecT/US2003/041526

message(s). 35. The nethod of claim 32, further

conprising deriving the seed data fromcontent of an

e-mai | nessage. 36. The nethod of claim 32, further

conprising deriving the seed data from content of

ot her 3&er' Thempatholl offelain§esfurthér coninerismes duvanofiingltizd false

32, further conprising e H oying the new filter whe

tRRsitheviaieand éalbfb%fiaaFIV%faF%}i) riag leggjong 0? R&FEAetaRINgA “ﬂiﬁg?er of

SRRF ahd 2 5uni0e V02904 0AS8 0o BTHAIRRANRQRISRE ocdfhed

The Aet Rod Y e ai , turther conprising determning

the false positive rate and fal se negative rate after

at | east one of a predeterm ned nunber of _junk and

non j udtk metkapethod oé claip SLeemplanidedhg, ey Bitey iithorpw false

tine.has .occ ed. : . '

TG MERARE Re R el e TR o Bhoidrd Tt phapgagof he

Newq Fidkes & I\erhi heeshaldasitidtant agalifieed 6408 st N&st zero.
better than that of the seed filter at a current

threshol d setting and a weighted value is at |east

zero. 40. The nefhad_of .cl.aim 39,. increasing the

wer gt 40 vat e TR o Slai oBeieasine L EARAGH g apren
khaite $MBe A4 FRE istHeliesh ehdoRint itRehblRIBRtAHg tBar &N non-

current threshold setting, which non-current threshold
setrtannghresholl sektings wbiadh ronkerrenhtresholdeseidimg igathreshold other than
threshol d nd  decreasi ng the wej ghted val ue en

e B e oo e dengqnts fheare puefibe Vet BrtoSimre af the
tALeEnel § wiihd dke %\Hﬁ:‘ﬂt fHrednBf1 dAMeCHAS Sithe hoH-88RH Ghreshold
setting. 41. A nethod of filtering data, conprising:

recgngi ng at least a first filter and a second filter
determining a first accuracy data of the first filter;
training the second filter utilizing the first

accuragy da%ﬁrdﬂgﬁgfﬂh&*ﬂ%%ﬁ?gﬁﬁ%?gn?ccuracy dat a of

t he second ter as a hreshol d; and
enpl oyi ng t keespandedsi 4 fisst fillheanden Eredefikern ned
threshold value is reached. 42. The nmet hod of cl aim
41, the secedgrpnnge fghycyipey dafe of digsirsoitiéeras i n

training the second filter utilizing the first accuracy data;

determining a second accuracy data of the second filter as a function of

threshold; and

employing the second filter when a predetermined threshold value is

reached.

42.  The method of claim 41, the second filter employed at least one of in

combination with the first filter and in lieu of the first filter.

43, The method of claim 41, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

44. The method of claim 41, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.
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conbination with the first filter and in |lieu of the
first filter. 43. The nethod of claim4l, the second

wo 2dower9senpl oyed when the second accuracy ratBCT/BESAD3/041526

| east the sanme as the first accuracy rate. 44. The

met hod of claim41l, at |east one of the first accuracy
data and the second accuracy data conprises a false
positive rate and a fal se negative rate. 37 WD

2004/ 079501 PCT/ US2003/ 041526 45. The nethod of claim

41, the first accuracy. data and t he second accurac
data défer mlhemehoddad claim 4athe Hﬁtoel‘?%rﬁ%y gﬁ‘taén%else%/%

a”d L RGrRim Fb”dl _nfafl®ontent.
Ml AR v s SR RS P hlionicn
proceSS| ng ot her user e-mail data. 47. The rret hod of
claim4l, the first accuracy data determ ned accordi ng

to a udér - cahe sethediplslametls theasilerdeingesr SeF%@ﬂt%V\geflVed from

dat a 5, an e- mai | nmessage, and tags
tﬂ%ocgssmg?tﬁmu ereg’tagsd gne of a junk nmessage and a

non-junk nessage. 48. The nethod of claim47, the

user-correction process includes overriding an
i ni tiak7cl adbe methad dislaim 41hshedingpiaqcurpey, dalgdeteprpimed according

R e S e R T

e I's recel

T k
%% g%{éon e 9%5 the @Jn'iﬁll‘]r;aessfaﬁée A GHe FQTRAK ﬁieﬁ‘ﬁg@ﬁﬁﬂ )b hn

ilter when t threshol d value that is
usxmsisetge generate the second filter is at |east as
efficient as the first filter based upon a p* function
where Nis at |least twenty. 50. The nmethod of claim

41, thegfir PEC18AE 47, B0 REFLHRE1RA PRE @b clubies @
predet 2rm nggle?ge@%f dcata known with a lh| gh degrgg of

c evtidirigyant mltiabclamﬁ@ut)n of Btk.e-Mhi nmsa‘godthoﬁmualaalmﬁmatlon\
the predeterm ned cg%r@ ta i ncI g}g glg | east one d
ofPCHO %th?é{ly th twlmé AHLCH RO TTTHhE

nmessage, a nessage that is read and deleted by the
user, a nmessage that is forwarded by the user, and a
messageiot hatThiesnatieql ofedaitd hyfurtites cusprising 2mpldyengrbt secbnd
of claim4l, the first accurac data d term

pridisamihen the thigphpld valge thal ISr‘éS@é %%Perfﬂ% eRCeAN; ngeé%‘/Se%} east as

; [aelff i&lnt a%ecﬁ}stpfrﬂ {}%Qééfd Jlﬁevafaﬂ%n&ﬁon We&d N% a?%kt%%ﬁty

Se positive ra rst accuracy data.

50.  The method of claim 41, the first accuracy data determined according

to a predetermined set of data known with a high degree of certainty to be correct.

51.  The method of claim 50, the predetermined set of data including at
least one of a message that is tagged by the user as a non-junk message, a message
that is read and deleted by the user, a message that is forwarded by the user, and a

message that is replied to by the user.

52.  The method of claim 41, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.
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WD 2004/ 079501 PCT/ US2003/ 041526 53. The nethod of
claim4l, further conprising generating an expectation

wo alowe79sased upon the first accuracy data. 54.PdhES2003/041526
nmet hod of claim53, enploying the second filter only
if the actual nunber of user corrections is at |east
the sane as the expectation value. 55. A graphical
user interface for facilitating data filtering,
conpri 53.ng: The fuethodot icratmrfl agethademprebnHeaerammgiap gxpectaton
with a configuration systgm for configuring a filter;
avalpebased R the Siist a6FWRRRddR| ter interface for
receiving filter configuration information for
configuring the filter; and at |east one output of the
filtersint erhaaetfodrof chuimi 3t emplolying the $ecend filter only if the actual
configuration information to the configuration system
t purgbeTe A% cogectiopads ateast thesamers e FXRFYRIGLE YD e t o
commit the filter configuration information for
processing to generate an updated nessage filter. 57.
The i nser f apesphhiedl aken iblriageforlbdcdlithingodany fitterimg, comprising:
plurality of user- selectable filter Ievels including
at | east one fibier oidréagt edapserthi@rrostmumagiic Wb aonfiguraggn system
The interface.of claim55, further conprising a user

B g‘i‘rH’tgearff‘]gfife for facilitating tagging of a

nessage as kst oA inpl6f e ilef ATt f6 ratdiving filteheonfiguration
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58. The interface of claim 55, further comprising a user mailbox interface

for facilitating tagging of a message as junk.

59.  The interface of claim 58, the user mailbox interface facilitating access

to at least one of a junk mail folder and an old junk mail folder.
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62.  The computer-readable medium of claim 60, the second filter

employed when the second accuracy rate is at least the same as the first accuracy rate.
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63. A data filtering system, comprising:

means for receiving messages;

first means for filtering the messages, the first means for filtering
having associated therewith a false positive rate and a false negative rate; and

new means for filtering the messages, the new means for filtering being
trained according to the false positive rate and the false negative rate of the first means
for filtering, the data used to determine the false positive rate and the false negative
rate of the first filter are utilized to determine a new false positive rate and a new false
negative rate associated with the new filtering means as a function of threshold,
wherein the new filtering means is employed in lieu of the first filtering means if a
threshold exists for the new filtering means such that the new false positive rate and
new false negative rate are together considered better than the false positive and the

false negative rate of the first filtering means.
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