- 1 PERSONAL | DENTI FI CATI ON DEVI CE AND METHOD BACKGROUND OF
THE | NVENTI ON The present invention relates to a personal
identification device and nmethod for identifying individuals
by using patterns of human bl ood vessels, 5 and particularly to
bi ol ogi cal aut hentication using blood vessels of finger.

Peopl e have attached a high vatue to the technology of
security for personal belongings and information, while the

bi ometrics authentication using 10 human body i nformation has
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People have attached a high value to the
technology of security for personal belongings and
information, while the biometrics authentication using

10 human body information has attracted peopile's attention
as a personal identification technology excellent in
convenience and confidentiality. The conventional
biometrics authentication techniques have so far been
devised that employ fingerprints, iris, voice, faces,

15 veins of the palm and back of the hand, and veins of
fingers. Particularly in the authentication technique
using veins of finger, the user simply holds his or her
finger forth in order to be authenticated, and thus the
authentication act almost does not make things

20 psychologically uncomfortable. 1In addition, because of
using organic interior information, this technique is
strong against the falsification.

The authentication using veins of finger can

be implemented as follows. When infrared light is

25 irradiated on a finger, it is scattered within the



because the henogl obin within the bl ood nore absorbs the
infrared light than the nearby tissue, the imge of |ight
passi ng through the finger cushion is picked up. 5 Thus, the
vessels distributed under the skin of the finger cushion, or
the veins of finger can be visualized as a pattern of dark
shadow. The characteristics datZa of the vein pattern of finger
is previously read fromthis imge and registered. Wen a 10
fi ngerfinggdr edtchtidd 90kt s nspelh® LI HE chahtacteiPstiBe: data
of the vein pattern can be obtained fromjthe inmage of the
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data of the vein pattern can be obtained from the image
of the finger and compared with the registered one.
Thus, the personal authentication can be made by the
judgment of whether the examined finger is just the
15 registrant's one. The biometrics has so far been
employed for the entrance and exit management, clock-in
clock-out management, PC login, ATM and so on. In most
of these applications, the authentication terminal was
separately provided at around the facility necessary
20 for the authentication or embedded as a separate
module. Thus, it was necessary to complete the
authentication process before the essentially desired
operations. Particularly in the entrance and exit
management, the authentication process as another
25 separate operation is also included in addition to such
an intuitive operation as to open a door unlike the

application field such as ATM and PC in which constant

input operations are required. Thus, in this aspect,



proposed a nmethod to authenticate under the condition that the

user grasps the knob of a door at which a finger vein

aut henti cati on device is provided (for 5 exanple, see

JP- A- 2001- 184507). In addition, there is another nethod to

aut henti cate under the condition that the user grasps the grip

having an infrared LED provide® t-0 pick up the i mage of the

vein pattern on the back side of the hand (for exanple, see
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conventi onal techzggye that provides the authentication device
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SUMMARY OF THE INVENTION
In the conventional technique that provides

the authentication device on the handgrip, the skin on
the palm side of the fingers sags when gripping the

15 doorknob, thus distorting the finger's veins on the
palm side to make it difficult to authenticate with
stability. In addition, since the fingers are bent,
the finger's veins at the joints cannot be properly
photographed. Therefore, the amount of information

20 enough to identify individuals is decreased, causing
the recognition rate to be reduced. Moreover, in the
conventional technique to pick up the image of the vein
pattern on the backside of the hand, it was necessary
to provide a camera on the top of the doorknob.

25 Consequently, the door needs another raised structure
than the doorknob, thus making it difficult to reduce

the size of the device. It is an objective of the



up the image of the finger's vein pattern during the natural
operation to grasp the grip such as doorknob. 5 The sumary of
the typical exanple of the invention disclosed in this
application is as follows. That is, there is provided a
personal identification device that includes a grip having a
curvature suited to fully grasp4by hand, a |ight source 10 for
irradiating light fromthe pal mside onto the fingers that is
hel d aneendibhe tgr aphieveambea pkaisonedeiivieng itfieadiiqhtwigdssed
through the fingers fromthe |light source, and a processor for
ext r aekiced lehe vesvenipaictermd rooureley piyclkddan v rrsigek g
maki ng the process for the 15 personal identification.
Parti apl ahky imaige cdnehe ifsngends dednt padpsade durelng dghie
source with the fingers interposed between the canera and the
| i ght netured apenadlopi dlo grasive theagd ief SUIed e I UKL ¢ he
fingers. Thus, the present invention is able to_ 20 inplenent
thé personal i ddis fSugmaiton ofi tthenity®icade @¥ampldurdihg-Rich
natural operation as to snmoothly grasp the grip when the user
opens iWendden dasrdrosss) dat $hifeaRRldSafiPmdiamigedl 11T he
invention will beconme apparent fromthe follow ng 25
description of (& terifodithehs it RIYIdRER RFFIA&h in

conjunction with the acconpanying draw ngs. BRI EFE DESCRI PTI ON
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10 for irradiating light from the palm side onto the fingers
that is held around the grip, a camera for receiving the
light passed through the fingers from the light source,
and a processor for extracting the vessel pattern from
the picked-up image and making the process for the
15 personal identification. Particularly, the camera is
provided to oppose the light source with the fingers
interposed between the camera and the light source and to
pick up the image of the backside of the fingers.
Thus, the present invention is able to
20 implement the personal identification with high
security during such natural operation as to smoothly
grasp the grip when the user opens the door.
Other objects, features and advantages of the
invention will become apparent from the following
25 description of the embodiments of the invention taken

in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS



Fig. 2 is a diagramshow ng an exanple of the 5 construction a
grip-type finger-vein identification device. Figs. 3A - 3D are
di agrams showi ng an exanple of using the grip-type finger-vein
identification device. 10 Fig. 4 is a diagramshow ng an
exanpl e of the construction of another grip-type finger-vein
identification device having a §reove for alignnment of a
finger. Figs. 5A and 5B are diagrans showi ng an 15 exanpl e of
the constructi offigf. andsher dgeigpamypbowiinggan w&ample of the
identification device having a plurality of grooves for

al i gnsgatenf chnsgenstipngef 6A adgnéB ficea tdicagd@ys cshdithg an
exanpl e of the construction of another grip-type 20

f i ngeexbedyingethief ioaeNGAcdevi ce having a bar for alignnent

of fingers. Figs. 7A and 7B are di agrans showi ng an . ex | e of
the constructi ofif &ndthér dgrigFamy sEOWLNy &L \Rajgyple of the

i dentification device having |ight sources 25 arranged in the
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of using the grip-type finger-vein identification
device.

10 Fig. 4 is a diagram showing an example of the
construction of another grip-type finger-vein
identification device having a groove for alignment of
a finger.

Figs. 5A and 5B are diagrams showing an

15 example of the construction of another grip-type
finger-vein identification device having a plurality of
grooves for alignment of fingers.

Figs. 6A and 6B are diagrams showing an
example of the construction of another grip-type

20 finger-vein identification device having a bar for
alignment of fingers.

Figs. 7A and 7B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device having light sources

25 arranged in the longitudinal direction of fingers.

Fig. 8 1is a diagram showing an example of the
construction of another grip-type finger-vein

identification device having a recess for alignment of



identification device having a camera provided below 5 the
grip. Figs. 10A and 10B are diagrans showi ng an exanple of the
construction of another grip-type finger-vein identification
device that is actuated to start authentication by pulling the
grip. 10 Fig. 11 is a diagramshow ng an exanple of the
construction of another grip-type-finger-vein identification
device that is incorporated in the door of an autonobile. Fig.
12 i sfanfkowmtpart showi ng an exanple of 15 the flow of the
regi stration processes in the finger- vein identification

devi ce provi dedFag.t Be isukondbigirem Bhgwing3Anagkargsdearad the

di agranms showi ng an exanple of the construction of another

gri p- cppetrfichgen- oéi anogbeti PirdRtitoPedévinge V1N s provi ded
on a 20 lever-handle type door. Fig. 14 is a diagram show ng
an exagphéidtcathenceeyticechiaga nef afeieer? LY. below
finger-vein identification device that is provided on a knob
gribp thgperdeer. 25 Figs. 15A and 15B are di agrams show ng an
exanpl e of the construction of another grip-t pﬁ E:n er-vein
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type door. 7 Fig. 16 is a diagram showi ng an exanple of the
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start authentication by pulling the grip.

10 Fig. 11 is a diagram showing an example of
the construction of another grip-type finger-vein
identification device that is incorporated in the door
of an automobile.

Fig. 12 is a flowchart showing an example of

15 the flow of the registration processes in the finger-
vein identification device provided on the automobile.

Figs. 13A and 13B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device that is provided on a

20 lever-handle type door.

Fig. 14 is a diagram showing an example of
the construction of another grip-type finger-vein
identification device that is provided on a knob grip
type door.

25 Figs. 15A and 15B are diagrams showing an
example of the construction of another grip-type

finger-vein identification device that is provided on a

thumb latch grip type door.



conbined to be built in a single piece. 5 Figs. 17A and 17B are
di agrans showi ng an exanple of the construction of a
finger-vein identification device that picks up the finger
veins of the hand' s backside when a card is inserted. Figs.
18A - 18F are diagrans showing an 10 exanple of the process
that a grip-type finger-vein -identification device makes when
the user registers the images successively picked up in the
course of grippgileg. 16 ¢S BO disagradi SHrathnshdll miaiP el e of
15 the construction of another grip-type finger-vein .
i dent ithiec &Nt rslice 1ofyianpta el GraohyRe s Es’e M g. 20 is
a di agram showi ng an exanple of, the construction of another
gri p- satdifigatingt fevyifenthiaiing i(%he AR Sh#t2MeI dr ovi ded
on a safe. 20 Figs. 21A and 21B are diagrans show ng an
exanplCOTHR ek t@orslfée( Aidtitot o adt e F%Telcp?-'t ype finger-vein
i dentification vice that i ovided,on the grip of a
motor bi ke. Fig. 285 Iad\ﬁiﬁg{r% %\&W%{nsex%}ﬁﬁ:en%fan% t he
flow of the aut ticatign process in t(%e ri p-type
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Figs. 18A - 18F are diagrams showing an

10 example of the process that a grip-type finger-vein
identification device makes when the user registers the
images successively picked up in the course of
gripping.

Fig. 19 is a diagram showing an example of

15 the construction of another grip-type finger-vein

identification device having a plurality of cameras.
Fig. 20 is a diagram showing an example of

the construction of another grip-type finger-vein

identification device that is provided on a safe.

20 Figs. 21A and 21B are diagrams showing an
example of the construction of another grip-type
finger-vein identification device that is provided on
the grip of a motorbike.

Fig. 22 is a flowchart showing an example of

25 the flow of the authentication process in the grip-type

finger~vein identification device.

DESCRIPTION OF THE EMBODIMENTS



5 authentication tinme, the user puts out a finger 1 into an
input unit 2 for finger vein pattern. At this tinme, a |ight
source 3 irradiates light on the finger 1. The light is
scattered within the finger 1, and passed through the finger
1. A canera 4 picks up the light 10 exiting fromthe pal mside,
and converts it into an electti8& signal. The signal is
supplied through an image capture device 18 and received as an
i mge by a conpfiRtdiEntEhek ddd Ve s el i Wi bhce stored in a
menory 12. Then, a previously registered finger vein 15 i nmage

i s suptRseEdFabristdtajel 14 through an interface 13 to the
menory 12, where jt is stored. A CPU 11 executes a program
stored in the nendy 1213 & QR SLaHeh 's@é?e%ly‘f’ e and
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electric signal. The signal is supplied through an
image capture device 18 and received as an image by a
computer 10. The received image is once stored in a
memory 12. Then, a previously registered finger vein

15 image is supplied from storage 14 through an interface
13 to the memory 12, where it is stored. A CPU 11
executes a program stored in the memory 12 to compare
the registered image and the inputted image. This
comparing process may also be made by using another

20 CPU, memory and storage device incorporated in a device
such as IC card. In this case, the computer 10 has an
interface provided for the IC card reader. The
inputted image is read in the IC card and processed to
compare within the IC card. At this time, the user may

25 enter personal identification information such as ID
number or password on an information input unit 16. 1In
this case, only the registered image associated with

this information is supplied to and processed by the



5 image coincides with the registered i mage according to the
correl ation value. The personal identification can be nade
based on this result. If the user is successfully

aut henticated, the authentication system perfornms the process
on the object to be controlled at 10 the certification tine. At
this time, display 15 or a |oeufl speaker 17 may be acted to
indicate the authentication result. Wile the |light source 3
and camsmpay4lare Thuistedtadst Resisapde G £egduce s system
construction, 15 the conputer 10 and image capture device 18
may beCEBPALAfelyMBr SRAdSHPPISHSt FES FFFOENYS FSAAFYUt: Pei ng
conbined with the input unit 2. Fromthe securit Vi e i.nt,
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prevent fromthe interception 20 through co ni catian |ines
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10 the certification time. At this time, display 15 or a

loud speaker 17 may be acted to indicate the
authentication result.
While the light source 3 and camera 4 are
united as the input unit 2 in this system construction,
15 the computer 10 and image capture device 18 may be
separately provided from the input unit 2 without being
combined with the input unit 2. From the security
viewpoint, it is desired to integrate all the
components in order to prevent from the interception
20 through communication lines. In addition, the display
15, input means 16 and loudspeaker 17 may be
arbitrarily provided. When the memory 12 is
nonvolatile and has enough capacity, it can also be
used in place of the storage 14, and thus the storage
25 14 can be omitted.
Fig. 2 shows an example of the construction
of a grip-type finger vein authentication device that

can implement personal identification by grasping a



5 that can allow infrared |light to be passed through and
protect the light source 3. The grip 22 is nounted to a grip
support 24. The grip support 24 has the camera 4 provided
therein to oppose the |light source 3. The grip support 24 is
normal |y enbedded within a knob 10 provi ded object such as a
door. The light radiated fromite-1ight source 3 passes
through an infrared |ight penetrating filter 26 and arrives at
the cgmépa 4. gfhe Ri2ghiassbores 3hedy ibe aamolED,28hdflagydmd dhdnp,
| aser or the like to emt infrared |ight. The canera 4 15 may
be a €0DrcaménaWhdwbs téemddghdr sl dei IBe Caatoeh &y ovtiged .
sensitivity to infrared light. The infrared |light penetrating
filteFheehkas RiSe Loff daIdtt GOMHGWIGHY Pet B OWAGRSS YBfth ¥ r ar ed
light to be passed through but tg _block the other unnecessary
ext er Agmbeirglet. treERas sl Ied ofilels SHEh Re AMGSTXleih &%rn
when the user grips the hand| e, and conpares it w.th the
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from the light source 3 passes through an infrared

light penetrating filter 26 and arrives at the camera

4. The light source 3 may be an LED, halogen lamp,

laser or the like to emit infrared light. The camera 4

15 may be a CCD camera, CMOS camera or the like that has
the sensitivity to infrared light. The infrared light
penetrating filter 26 has the effects to allow only the
waves of infrared light to be passed through but to
block the other unnecessary external light.

20 This device picks up the finger vein pattern
when the user grips the handle, and compares it with
the registered pattern so that the personal
identification can be made. Particularly this
invention is applied to the location where the grip ?2

25 1is naturally grasped, for example, to the doorknob that
needs the entrance and exit management. Therefore, no
special manipulation is necessary for the

authentication, and thus the convenience for the user



5 device to use in a gripped state |like a pistol or power saw,
the light source 3 is provided within the grip to actuate the
identification device, and the canera 4 wthin the device body
so that the user can operate this tool just when the user is
identified. This 10 identification device can al so be provided
as a single wunit and used in-vatieus situations necessary for
personal identification such as entrance and exit nanagenent,
PC | ogiam, ben@rAEvicddy t Hirs Wurstaass,i dhe tdwein d4 akedweiyked 15
source 3 and the canera 4 are nounted to oppose so that the
caner @4 acaoqi e Uthe oqrsier at iBe i ofouree 3ihyers
inserted in the space between the grip 22 and the grip support
24. Thefiidgsh sigre mdrhmldgprkixdrt ed gdtaeaame fe §riptBo and
the grip support 24. Thus, the 20 construction of this
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user's snoot her operation as conpared with the, conventi onal
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10 identification device can also be provided as a single
unit and used in various situations necessary for
personal identification such as entrance and exit
management, PC login, and ATM.
In this construction, the infrared light
15 source 3 and the camera 4 are mounted to oppose so that
the camera 4 can pick up the penetration image of the
fingers inserted in the space between the grip 22 and
the grip support 24. The fingers are normally inserted
between the grip 22 and the grip support 24. Thus, the
20 construction of this application using the finger vein
can make authentication by user's smoother operation as
compared with the conventional identification device
using the backside of the hand. Accordingly, the
identification device of the invention can be
25 constructed without changing from the conventional
interface of the doorknob. In this aspect, the

structure using the penetrated light needs to provide

the light source in such a location that the



5 order to provide the canera, and thus this structure wll
need to i nprove the conventional interface. In addition, the
canmera 4 exists on the grip support 24 not on the grip 22.

When the camera 4 and |ight source 4 are provided on the grip
22 side and 10 grip support 24 side, respectively, user's
grasping the grip 22 will resul?2 +n the canmera's picking up of

the pal mside vein pattern. However, since the fingers are
bent dFansaigdiad dliiddh twifarrt Hhqsdr] efitasis Reldpnpl Dbed ¢
finger veins of the joints are hidden inside the 15 fingers.

Al so, behédaked yReYyrtdspcantrayri prieede ihrpershare
pressed against the grip, and thus the vein pattern m ght
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10 grip support 24 side, respectively, user's grasping the
grip 22 will result in the camera's picking up of the
palm-side vein pattern. However, since the fingers are
bent on the palm side when the user grasps the grip 22,
the finger veins of the joints are hidden inside the
15 fingers. Also, when the user grasps the grip 22, the
fingers are pressed against the grip, and thus the vein
pattern might disappear due to the application of the
pressure on the palm-side finger surfaces. For these
reasons, the information for the personal
20 1identification is decreased, resulting in low
recognition rate. On the other hand, when the camera 4
is provided on the grip support 24 as in this
embodiment, the finger vein pattern of the backside of
the hand is imaged. When the user grasps the doorknob
25 22, the wrinkle of the finger's backside skin is
extended forcing the vessels to relatively appear near

the surface. 1In addition, because the vessels are not

putted under stress at the gripping time, the vein



5 but just extends the fingers, the finger's backside skin
remai ns thick. Therefore, even if the canera receives the
transmtted light fromthe light source 3, the penetration
rate is reduced because of the flap of the skin, and thus the
finger vein pattern of the 10 backside of the hand is reflected
dark as a whole. This fact resul3s-in the reduction of the
accuracy with which the vessel pattern is extracted.

Ther ebetéernt cains beesilleed ltyo ipiagiedugnichd husagdrenwiner a4k i mi ng
that the user has fully grasped the grip 22. In addition, 15
it isidensdfdoptiiioat aame by iiprdzneake demdddh Nilihe KRERIN PN
curvature for the fingers to bend to a certain extent when it

i s fulteyegrasped. Moreover, if the grip 22 is shaped to easily
grasp, the operationality can be enhanced. 20 Figs. 3A through
3D show t he condit&rofdg msemhidaes H@tu%a%stff%lqg‘ipﬁ?% %t he

grip of the .identifjcation device illustrated in Fig..2. Fig.
3A5 skdWis JasSi & tANEs e He fisiee,thS élr%%%%éacdgﬁb%e vi ew

of the device, and Fig. 3C_is a diagram vi ew 25 fromthe
caner & %47t deied th it %?e'Aﬁveékd%lr%l%fcalrﬁeera

procedire o e LT oat on rocsss. s e pigar,
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10 backside of the hand is reflected dark as a whole.

This fact results in the reduction of the accuracy with
which the vessel pattern is extracted. Therefore, it
is desired to pick up the image with the timing that
the user has fully grasped the grip 22. 1In addition,

15 it is necessary that the grip 22 have enough thickness
and curvature for the fingers to bend to a certain
extent when it is fully grasped. Moreover, if the grip
22 is shaped to easily grasp, the operationality can be
enhanced.

20 Figs. 3A through 3D show the conditions in
which the user has fully grasped the grip of the
identification device illustrated in Fig. 2. Fig. 3A
shows a side view of the device, Fig. 3B shows a top
view of the device, and Fig. 3C is a diagram viewing

25 from the camera 4 toward the light source 3. An
example of the procedure for the identification process
will be explained with reference to the flowchart of

Fig. 22. First, the component devices such as memory



5 image on the canera 4 at all tinmes, and then detecting that
the image is blocked. Alternatively, a switch for detecting

t he grasping operation nmay be separately provided. The forner
met hod can reduce the nunber of conponents, while the latter
met hod can suppress the 10 consunption power. \Wen the finger 1
is detected, the amount of |+ght fromthe |ight source is
adjusted to nake the inage clearest (S426). Then, the vein

i mage aoid tlhgrhtharmdicdaviesiidel tis ldopd r €l 19428)Thet g. 3D shows
an 15 infrared image 44 of the finger 1 thus obtained. The

i nf r adedidnieght iiss nadeadifatbtdien Ha & idigiar 22 flrambern pal by
side, and passed throu the finger 1. The light exits from
the figrgemesir R4 Jof gﬂ{emﬁ@@wsﬁm b%m%lefaif'?(ﬁv}é‘é at t he
canera 4. At this tinme, since the 20 veins of finger | yi ng
under feHa ek ©X%FL IS HeiRl' Sl oaciai ke rb|%klft%ln%f?la%%d
light, the vein pattern 46 clearly appears. The f|n er vein
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When the finger 1 is detected, the amount of
light from the light source is adjusted to make the
image clearest (S426). Then, the vein image of the
hand's backside is acquired (S428). Fig. 3D shows an

15 infrared image 44 of the finger 1 thus obtained. The
infrared light is irradiated on the finger 1 from the
palm side, and passed through the finger 1. The light
exits from the finger surface of the hand's backside
and arrives at the camera 4. At this time, since the

20 veins of finger 1 lying under the skin of the hand's
backside block the infrared light, the vein pattern 46
clearly appears. The finger vein pattern of the hand's
backside can be divided into a region from the
fingertip to the top joint, a region from the top joint

25 to the second join, and a region from the second joint
to the third joint. In this embodiment, the regions to
be picked up are changed according to the angle at

which the user grasps the grip. Particularly the



5 Thus, it is desired to nount the canmera 4 so that when the
user naturally grasps the grip 22, that region can be chiefly
i mged. Then, the contour of the finger is detected (S430).
The possible nethods for detecting the contour 10 are a nethod
for enphasi zing the edge of the image, and another nethod for
tracking the edge area. The cortsow detection is followed by
the correction for the parallel direction or for the

ori enfahyen otihkeorfotati hral'di beckisadei beswgleand hes f(1g432) .
As an exanple of the correction nmethod, the sense, or angle of
t he fijnget' andosgicbndi falindi oécthen fingessireames tf sertese to
contour information, and the image is rotated so that this
angl epdak bp fade ideomsfying thdaviduelgebssavusa ttéyay ihave
extracted 20 (S434). To extract the vein pattern, various

net hodsmpdanalbedevpglsepdd patherasapada reseidd ey Uss sadaddge
enphasi zing filter or matched filter for enphasizin the line
segnefihys, aletisodesd redt tac mounte thet Cameisy ¢ tsadiiaty Whsd

| i ne conponents, and a nethod to_extract 25 the positions of

| ocal thephessi ordusk 1Em GHasesSs the FdP rosSSdcthishdn Gt il e
of the imge. Then, characterizing portions, or features are
ext r abe§hfiedhit HE2&8%-act ed or enphasi zed vessel 16 pattern

($436). To extract the features, it _can be consjdered to use a
method to enpl oy e ithsg&EantoM T o fadend FMEfTuriss teaFtr?eci hod

to detect branch points_and endpoints. .
(S430) . Thé)possiﬂie methééslgor detecting the contour

10 are a method for emphasizing the edge of the image, and
another method for tracking the edge area.

The contour detection is followed by the
correction for the parallel direction or for the
orientation of the rotational direction in a plane

15 (S432). As an example of the correction method, the
sense, or angle of the finger's longitudinal direction
is estimated from the contour information, and the
image is rotated so that this angle can be made
constant. Then, the vessel pattern is extracted

20 (S434). To extract the vein pattern, various methods
can be employed. There are a method to use an edge
emphasizing filter or matched filter for emphasizing
the line segments, a method to extract line patters by
tracking the line components, and a method to extract

25 the positions of local depressions of brightness in the
cross-sectional profile of the image.

Then, characterizing portions, or features

are extracted from the extracted or emphasized vessel



5 Finally, the inputted feature data is conpared with the
feature data registered in the device (S$S438). Wen the i mge
itself is used as the features, the inages thenselves are
over | apped on each other, and the pixels are conpared with
each other so that the 10 coincl®ence rate can be conputed.
When the branches and endpoints are used as features,

i nf or RAttERNof(S48Ri-r IT6C &5tdRs tatdendmFdrid e&nd ttheathdit®es and
rel ative  distances of branch |jnes are conR%%ed so that tﬁe
coi nciF@fderste tCan e & GiRFMEY L oTRERIGYh difde id®® It~ S8 & hus
obtained is used to judge whether the neasured inage is the
sane p&t t8fn 16ATATEEhET & RSt foatdedset P3ansh ts and
threshold Th can be previously calculated in a statistical
mannefRAPPINES -conput ed coi nci dence rate is higher than this

{eshol . he Gingsn | mge 3,20 ldted Lo berdly the
Lt RETBAEeEh iy GG B SRS PG S SHOe ot AT
Vel i ABE o J1oGh W HEDS TG B AT B VR s
02,1t 1980 AR e W aies: S, pPogeg | ide
POt ) B8 GG RSt D e g I
.S‘i%oo%%intc'l%terg%evﬁjésc%r ] o QG5 ddl% . TIipas! 40 Berddanid fied
i nthe groove en the user
and endpoints are used as features, information of
their locations and numbers and the angles and relative
distances of branch lines are compared so that the
coincidence rate can be computed. The coincidence rate
15 thus obtained is used to judge whether the measured
image 1s the same pattern or another different pattern
(S440). The threshold Th can be previously calculated
in a statistical manner. If the computed coincidence
rate is higher than this ﬁhreshold, the finger image is
20 judged to be of the registrant (S442). If it is lower
than the threshold, it is judged that the finger image
is not registered, and the authentication is rejected
(S444).
Fig. 4 shows an example of the construction
25 of another grip type finger vein-identification device.
The grip 64 has a groove or recess 62 for finger
alignment. The light source 3 is embedded in the grip

64 at the position corresponding to the central



5 grasps the grip 64. Particularly in the construction shown in
Fig. 4, the groove 62 is provided deviated to the left from
the center of the grip 64 so that when the user naturally
grasps the grip 64 by the right hand, the forefinger fits in

t he groove 62. Thus, this 10 position is suited for the canera
to pick up the finger vessel'pé?térn of the hand' s backsi de.

Thi Ve 62 h ff he fi f
hi {UHE TN 10 | SRer T 1 o P Ehh 17 dRovRESdoe
grips tcg'}ahce.li;lcgpcgaif’%itc hl.];eé ?%ger 591? a baergﬁr%)lélhgei%% egr Qf?r 15
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centra sition of the groove it°20 can be conpletely
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groove 62 to fit therein when the user stretches the finger

forth.ghat eforesgthe, emdtdeghvd 0b Lan bt aeacheat grédeto
finger. Thus, the light irradiation efficiency is increased,

and t he,251d eakegsnm ofhd | @bkt dhad s reseicesip hes copt trat phehhe
penetration image can be restrained to be small. Figs. 5A and

5B ar eckh ags wrsn $HQWE Ny afira §¥amphe @f i hes copstrectignt of
another grip type finger 18 vein identification device. As
il lustiaied the Ffgrebfnget hf st enbodiengrbese acpl urahiusy ohis
grooves 62 provided on a grip 82, or in this case, grooves for
four posigeten 19 aditédofiort tice | tghérsous cescB apetheodidedr
vessel pattern of the hand's backside. This groove 62
has the effect to suppress the finger from shifting in
the lateral direction. Thus, each time the user grips
the handle, the finger can be stably set in proper
15 position. Therefore, the identifying accuracy can be
increased. In addition, since the user can easily set
his or her fingers on the grip 64, the operationality
can be improved. Moreover, since the light source 3 is
mounted at the central position of the groove 62, it
20 can be completely covered by the finger if the finger
is pressed against the groove 62 to fit therein when
the user stretches the finger forth. Therefore, the
emitted light can all penetrate the finger. Thus, the
light irradiation efficiency is increased, and the
25 leakage of light that reduces the contrast of the
penetration image can be restrained to be small.

Figs. 5A and 5B are diagrams showing an

example of the construction of another grip type finger



5 at those grooves 62, respectively. In this enbodi nent, the
canera 4 is provided to locate so that it can pick up all the
grooves at a tinme. However, if all the grooves cannot be

pi cked up because of field angle, it is possible to provide a
plurality of canmeras. 10 If nuch vessel pattern information is
acquired at atinme by this strut8ure, the recognition rate can
be inproved. However, there is no need to use all the fingers
fittedaim tisengridovass oy dgieicd dets fiildatsom tetd i Weli Ui duabs:.

It is possible to 15 register. the fingers and finger nunber to
be usddifsorembosdimanternay @ RidHaloty Qe iR §4 nerviced
injured, the image of this finger may be renpved_fromthe

i mage®n & WP tfwg Purkl it HrCF g O P K etPTpt QO t hat t he
rest of, the imges can be used faor, the identifigcation. 20,
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i nconveni ent because the user feels difficult . to ras . by _the
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top g he thicknessy pfpych vessel pattern information is
acquired at a time by this structure, the recognition
rate can be improved. However, there is no need to use
all the fingers fitted in the grooves for the
identification of individuals. It is possible to
15 register the fingers and finger number to be used for
each user. 1In addition, even when a finger is injured,
the image of this finger may be removed from the images
of all the plurality of fingers picked up so that the
rest of the images can be used for the identification.
20 Although the structure having the single groove 62
might be inconvenient because the user feels difficult
to grasp by the left or right hand, putting out fingers
to fit in a plurality of grooves will make it possible
to similarly identify individuals by either one of both
25 hands. Thus, it is possible to provide an interface
that does not depend on dominant hand.
Fig. 5B shows an example of the finger vein

image obtained when the user grasps the grip in order



5 the fingers. The contour and feature of each finger 1 are

i ndependently extracted. Wen all the patterns of the
presented fingers 1 are coincident with those registered, the
user is considered as the registered person, thus the
identifying process being conpleted. 10 At this tinme, the user
can be identified even when onel9ftnger, two fingers or three
fingers of the four fingers coincide with those registered.
Thus, fidve ther donveodsi naasoyiq i it rigt £hg quroves ectTlom bight
|dent|cal person and accept ance of other person can be 15
regul &eFceind ther ildamd#3tdaty i d\g del s D2 T dper at ed
according to the security level of the .instal]ation |ocation.
Wi | e 1ePeadsonh ke rtotHao ¥ A Fg‘?o‘ﬁ%ﬁe% e O%ﬁf%u‘\}e%'&%‘imﬁb%t?%r n

i nfor tlon can be obtajned than the structure shown i
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10 At this time, the user can be identified even when one
finger, two fingers or three fingers of the four
fingers coincide with those registered. Thus, the
erroneous recognition rate of the rejection of
identical person and acceptance of other person can be
15 regulated, and the identification device can be
operated according to the security level of the
installation location.

While this embodiment has four grooves 62,
more vessel pattern information can be obtained than

20 the structure shown in Fig. 4 if the structure has a
plurality of, or two or more grooves 62.

Figs. 6A and 6B are diagrams showing an
example of the construction of another grip type finger
vein identification device. 1In this embodiment, a bar

25 102 for finger alignment is provided to divide the
space in which the fingers are inserted into two
regions as illustrated in Fig. 6A. Fig. 6B shows the

situation in which the user actually grasps the grip



5 bar 102 fixes the hand not to nove in the lateral direction.
In addition, when the user deeply grasps the grip 104 until
the bar 102 for finger alignnent can be nade in contact with
the roots of the forefinger and mddle finger, the hand can be
fixed not to nove in the 10 rotational direction in which the
hand grasps the grip 104 in +h20reund. Thus, the user can
tactilely conprehend the grasping position so that the

i dent il0idcat iThve darafd rsteablof pdvef oriredd. hand Hiss lgrasodientn t he
bar 102 for alignment 15 of finger is provided to the |left of
t he céheeredit tfhaceymaytidgnidnase Gy ghte o ddanPe a4 are
also provided to the left side. In this case, although this
st r ucRHiENMERds sh R s kare Gidey B hitkk RfFigrn the
forefinger of the right hand, the bar 102 for finger 20 .
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10 rotational direction in which the hand grasps the grip
104 in the round. Thus, the user can tactilely
comprehend the grasping position so that the
identification can be stably performed.
In this embodiment, the bar 102 for alignment
15 of finger is provided to the left of the center of the
grip, and the light source and camera 4 are also
provided to the left side. In this case, although this
structure takes an optical system suited to pick up the
forefinger of the right hand, the bar 102 for finger
20 alignment may be provided at around the center of the
grip. In this case, since the user can grasp the grip
so that the bar 102 for alignment of finger can be held
between arbitrary ones of the fingers, the convenience
can be improved. In addition, it is possible to
25 provide a plurality of the light sources 3 and a
plurality of cameras 4. 1In this case, since the number

of patterns obtained can be increased, the

identification accuracy can be improved.



5 fingers. Fig. 7A shows a cross-section of the grip, and Fig.
7B shows a picture viewwng fromthe canera 4 to the |ight
source 3. Since a grip 122 has a plurality of Iight sources
provided in the longitudinal direction of the fingers, the
finger 1 can be 10 illum nated all over. Thus, it is possible
to clearly pick up the finger ¥kin patterns of the hand's
backside that are distributed all over the finger. At this
time, if the holB@B fidgr antk 18 ghte sHATENSB SROWRErant han t he
width of the finger 1, part of the light rays 15 fromthe |ight
sour c&xamp e idedEhe MANSRUFEIGThPT AQTES - ot wRe b¥ng
finger or it is reflected fromthe surface of fhe fi£g§£ of
the hafehns isedish ideeatiplt 4V iRmtaF ¥ @ AR 1 hisCT etitiéihg
the contrast of the inmage. Therefore,.in order tp pic a
cl ear SNEGRYP TG ddsi ey Q{}J&lﬁt}f&f}% eéjz’ée%JrOIﬁ)h%%I ?Ig%t
soyr ces, be disposed to be narrower than the widith_of the
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the c grip. ore, since the registere
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10 illuminated all over. Thus, it is possible to clearly
pick up the finger vein patterns of the hand's backside
that are distributed all over the finger. At this
time, if the hole 28 for the light sources 3 is wider
than the width of the finger 1, part of the light rays
15 from the light sources is leaked, thus saturating
around the contour of the finger or it is reflected
from the surface of the finger of the hand's backside
that is wanted to pick up, thus reducing the contrast
of the image. Therefore, in order to pick up a clear
20 1image, it is desired that the hole 28 for the light
sources be disposed to be narrower than the width of
the finger 1.
Fig. 8 is a diagram showing an example of the
construction of another grip type finger vein
25 1identification device having a recess for finger
alignment. If the cross section of the grip is simply

circular, the depth to which the fingers grasp the grip

is changed, thus acting to deviate the region being



5 order to prevent the hand fromdeviating in the rotation
direction when the user fully grasps the grip, a recess 142
for alignnment of finger is provided on a grip 144. The recess
142 is shaped to have a gentle curve so that when the user
grasps the grip, the 10 fingertip can be naturally slipped into
the recess wuntil the finger tip2reaches the center of the
recess, and to have a steep curve so that the fingertip hits

t he walicksd tuie ieddss 1Qf atiopathehl 1ot Fogereunpd gble® Cemter
ahead away fromthe center of the recess. In other 15 words,
the dixtiehds e IHid ¢ i orhee e sFinre e thedigFepe®rom t he

center axis of the grip in the direction erpendicular to the
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Par | 950 cHiTer, et SPUCTL Chr TeF cEf e THE GephEB" whf ch
et 1HR SR I 111 P Tt (et he Range s hever
St abl o St S 1 BERT O A B | T oM oL eSS0 REoERE of e
i kbSO wtST et | Rger st SETREE TRt 108FT LERRST Y ohe v
vl | TR oyt SRS L0716 SRaBEE 08 ne R GTonrRs 1 s

G T er s (e T ot T e Py b o aed s sk
i y provided as such a
| ot i o ddat i § hea can®r ga €@Pa P $Ks Pt 88 886 0Phbelveess
until the finger tip reaches the center of the recess,
and to have a steep curve so that the fingertip hits
the wall of the recess to stop when the fingertip goes
on ahead away from the center of the recess. 1In other
15 words, the distances of a portion of the surface of the
grip from the center axis of the grip in the direction
perpendicular to the surface are extended to be longer
than those of the other portions. Thus, since the
curvature radius of the grip is partially changed, the
20 wuser can perceive the depth to which the fingers are
inserted. Since the user grasps the grip so that the
fingers are fitted in the recess, the hand is never
shifted in its position in the rotational direction and
thus stable authentication can be implemented. The
25 depth of the recess 142 is desired to be somewhat
smaller than the thickness of the fingers so that the

nails cannot hit the wall of the recess. Thus, since

the nails are not impinged on the wall surface that



5 the first and second joints of the finger where there are
conplicated vessel patterns that have a | arge anount of
information. In addition, in place of the recess, a projection
may be provided that is sonmewhat |ower than the thickness of
the fingers. In this case, 10 when the user grasps the grip to
the extent that the fingertip Z&n-be hit on the projection,
the hand can be fixed not to nove in the rotational direction.
Fi g. gormsa tdieagreamasshdvizng tdre exdmpiaofis avgt easighy p type
finger vein identification device 15 that has the canera

provi @ddesrred lahwvdrhssidandtarrht Hdegrlignatirerr & Hilke dead k- i sIn
used in the open air, the external |ight such as sunlight

ni ght ageijtdcnderfthe reqafs demsdesinally greitidehidecii®ly a he
aut henti cation _accuracy. Therefore, the canera 4 js used as in
a 20 Hagstiom dihfdd BhdianoR £&8haGhIwW Ghe (19 ivi ket veen

constructed as shown in Fjg. 3A external_Jight mght enter
i nto tHEe dpdSE FRWSREEXHE RiTP 22 hadd ¢ rfe“bé;?rp W %bepotr}%e%

where the hand 42 is.inserted. Thus, i this enbodi nent, the
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bl ocke romen erlngliron1 ove in a rection and

reﬁfhivﬂ‘%r{ %ecq{’g?éla'ggggse}cﬂ{@’grip to the extent that the

fingertip can be hit on the projection, the hand can be
fixed not to move in the rotational direction.
Fig. 9 is a diagram showing an example of

another grip type finger vein identification device

15 that has the camera provided on a lower side than the
grip. When this device is used in the open air, the
external light such as sunlight might be incident to
the camera, thus greatly affecting the authentication
accuracy. Therefore, the camera 4 is used as in a

20 light-shielded condition as possible. If the device is
constructed as shown in Fig. 3A, external light might
enter into the space between the grip 22 and the grip
support 24 where the hand 42 is inserted. Thus, in
this embodiment, the camera 4 can be covered by the

25 grip 144 or by the hand 42 that grasps the grip 144.
The camera 4 is mounted below the center axis of the
grip 144, and the grip 144 is tilted so that its center

direction, or the light emitting direction can be



5 this device can attenuate the effect of the external [|ight
that enters fromabove in an oblique direction. However,

al though there are still light paths through which the
external light repeats the reflection from the walls of the
inside of the device and finally 10 reaches the canmera 4, the
effect of the paths can be suppressed by attaching an infrared
light reflection preventing material 162 on the inside wall
sur f agesecthd dior etle @sheraal MWhght td@n hanso 42e i sprieveentted i f
the Iight source is nounted above the 15 center axis of the
grip sades taidi recididdwmjartte lextetdniad ddsdt lewever, it is
necessary to consider that the light reflected fromthe
backsicoepiktefie hdmd keidyfirorbenitregiidentt rnom Eevsanay &n Fi gs.
10A and 10B are diagranms showi ng an 20 exanpl e of another grip
type bibdgemeyaiirdaddmn fanchtiemtchidgyitde tdegte rst.ar therrfore,
aut henti cati on when the user pulls the grip toward the user's
si de. thdsi deystoeatced attemvpteldhe @fifpcomfedtha LxBme
provided at the joints between the grip 22 and the grip
supportight, ths tCendirtsoriromabave AduMtie PR Fufe qurp%c‘b]fO’% he
connectors 182, and el astic nmenbers 186 such as s

mount SPWEVSInd A& QsHh ediedies Al Stl%';laddllqm‘orpat ntir}é’”c?%ga}l%

serving as electric switches are provi j near t

connect 182 et infenthi¥Indatigitadevi |§§ st e ??Wthe
sLeepg cond dion i v chyd e Lighiac fram the Lighty gource 3
Its |na éﬁ% l%ﬂYnéé%gra 4, the effect of the paths can be
suppressed by attaching an infrared light reflection
preventing material 162 on the inside wall surfaces.
The direct external light can also be
prevented if the light source is mounted above the
15 center axis of the grip so as to direct downward. In
this case, however, it is necessary to consider that
the light reflected from the backside of the hand might
be incident to the camera.
Figs. 10A and 10B are diagrams showing an
20 example of another grip type finger vein identification
device that starts the authentication when the user
pulls the grip toward the user's side. As illustrated
in Fig. 10A, grip connectors 182 are provided at the
joints between the grip 22 and the grip support 24.
25 Conductors 184 are mounted on the tops of the
connectors 182, and elastic members 186 such as springs
are mounted around the connectors 182. 1In addition,

contacts 188 serving as electric switches are provided



5 As illustrated in Fig. 10B, when the user grasps the grip 22
and pulls the grip 22 toward his or her side to start opening
t he door, the conductors 184 are connected to the contacts
188, thus constituting electric circuits. The authentication
processor 10 10 detects this timng, causing the |ight source 3
to turn on in order to acquiredhe inmage for the extraction of
vessel patterns, and at the sane tinme the canmera 4 to pick up
the i Aege. tWberohhectises nekeas@hehiigear ifdratiamd candycd riem
the grip 22, the force of the elastic 15 nmenber 186 causes
conduabemnall§4iandheheleeptiagt sobh88tiba Sepahdtod akeey figdrh each
other to thereby open the <circuits, and thus the

i dent ifbmathen ldewitc@ouscagadi ns leoopdletetly teixd igigushag msde.
Thus, since the authentication process is 20 executed in

conj unbtitothei chmere dpesamniosn matkat ittise imagdm grees atd.ofopen
the door, it is possible to regulate the exciting time of the
| i ght Asouddes3ranec Ha Filge iL9B whiheR the fisfferddetctith
process and image process are performed. Therefore, the anount
of powed P23 2censumptlilen tden I pr dudewanch MdEdiay difr siiit&e the
finger 1 is supposed to be |ocated at a predeterm ned position
at t hétiadst QPENHReh thife dpsdr (e oo B4 &l e

aut henti cati on can be inplenmented. - 26 Mreover, as described
above CORRES tere ts dhpaantadte &8 p thus iSO d 4t t he user
grasps .the grip by the hand. Thus, since the winkled i n of
the fieAG&TL1I6H Cltl%/?é%'asnd' NS AN GISC AR dHSf 550 sfd(
eﬁﬂﬁcted to

detects this timing, causing the light source 3 to turn
on in order to acquire the image for the extraction of
vessel patterns, and at the same time the camera 4 to
pick up the image. When the user releases his or her
hand away from the grip 22, the force of the elastic

15 member 186 causes conductors 184 and the contacts 188
to separate away from each other to thereby open the
circuits, and thus the identification device is again
brought to the sleeping mode.

Thus, since the authentication process is

20 executed in conjunction with the operation that the
user makes to.open the door, it is possible to regulate
the exciting time of the light source 3 and the time in
which the finger detection process and image process
are performed. Therefore, the amount of power

25 consumption can be reduced. In addition, since the
finger 1 is supposed to be located at a predetermined
position at the instant when the user pulls the grip

22, stable authentication can be implemented.



5 provide a good condition for the detection of veins. |In

pl ace of the switches constituted by the conductors 184 and
contacts 188, the grip 22 itself may have a push button swtch
or a pressure sensor provided to detect the door pulling force
or grip strength. In 10 addition, simlarly a thunb |atch type
grip or knob type grip may be 26ed so that the authentication
processor 10 can detect the depression of the thunb [latch by

t hunb Mo efolve rt, wiast defs ckmidied tdinesrest arhtemd hteo ugeternu ks dthe hi s
timng. 15 Fig. 11 is a diagramshow ng an exanple of the
const igudipi,oni tofi sarsotieert hgyti fheypseay wyarspreithe ide iFY s on
devi ce provided at the doorknob of an autonpbile. Wen the
user @geashs tThaisgrisgdee dentadnkdied mkidostt 20w oFLiRIRE T £L
the aut hentication process 20 is executed, causing the door 204
of th&hsahans 'ise bagddeed 3 frane Piaked-tup-§ i?f&iﬁc%ﬁntcbat tern
coincides wth that registered in the authenticatjon system

At 5 t Brevidee 2 a9 o Fistidl iR dor Bvu 49 et t 5
| atch may be automatically rel eased qor the door, 204 5 be
aut omati cal |y ogéhdtdGe ohjuHetTwor ??1?9R§%&ﬁ%ﬁedg%%r€he

Ther ef t d h ' t hat d

ComparFIHE ToT e b Dbt VLG opihed W (HoUK 27 oae T bf B2y

Mo , It id f h - 27 ' t

or eooti A% G FETbrE e 4 X1 B9 (Hare s> G ARt REREhI i
dri h iti d I f ]

208 arktb SR (1107 A0t DHEN S v Ko ok Hent et R by  he

d%ﬂfkggﬁﬁn%inge%%ﬂdlarly a thumb latch type grip or knob

type grip may be used so that the authentication
processor 10 can detect the depression of the thumb
latch by thumb or the twist of knob, thus starting to
identify at this timing.

15 Fig. 11 is a diagram showing an example of
the construction of another grip type finger vein
identification device provided at the doorknob of an
automobile. When the user grasps the grip 22 mounted
on the door 204 of the car, the authentication process

20 1is executed, causing the door 204 of the car to be
unlocked if the picked-up finger vein pattern coincides
with that registered in the authentication system. At
this time, to support the door 204 to open, the door's
latch may be automatically released or the door 204 may

25 be automatically opened in conjunction with the power
door. Therefore, even the door such as slide door that
needs a comparative force to open can be opened without

less force. Moreover, it can be considered for each



5 conpleted, the settings such as the position and backrest
angl e of seat 206 and the angles of room mrror 208 and side
mrror 210 can be read out to autonmatically adjust the
fixtures. The other customzing itenms will be settings of car
navi gation 10 system tenperature of air conditioner, settings
of car audio and so on. As cenPared with the case when the
driver sits in the seat and then sets those fixtures, the user
can saegitterantoub? eondsemmniafosmatetan myf ahikt yreut Fyat cueed
the tine necessary for the adjustment, 15 thus convenience

bei ng adiprdieant Fepending en fdp\iceiay tSERh tae Pyl siPAtd#BA in
the grip type finger vein-identjfication device installe 5n a
car. Wl (Rf 383t s2 Qo cCRR@RINLERRY (4798 j and st hie mbprey 3K0-
unregi stered state (S222). The authentication system has no
regi sty ddten ofh¢ | Higehenet ¢ e eﬁ’%.th%‘g‘ﬁo’flﬁ‘goﬁa]?ﬁsi een

initially registered, it |s necessar to use, the bel gngi ng of

only tFIRkRTedoue? SethiRES PASH 675 KEYS RATLTIPR 28F be

ay  OASEE Sni S WPt | Teabnt i8St ThhoaPEes Pho ARt er ey
for gener e aed Fpd et e ot hr YR Emot r YRR G8LLEB )T s
oyl T bt G hE R DEEN e PRATRRLEL (Be BhBE L EY G en

nstal Lot ahi E&gh@@@gfgﬁﬂ a6e suithhdsthe €3k nkhegqensh
gistratiron state 4)° 1S
10 system, temperature of air conditioner, settings of car
audio and so on. As compared with the case when the
driver sits in the seat and then sets those fixtures,
the user can save the trouble of manually setting and
greatly reduce the time necessary for the adjustment,
15 thus convenience being improved.

Fig. 12 is a flowchart of the registration in
the grip type finger vein-identification device
installed in a car.

When the car is purchased, the initial state

20 1is an unregistered state (S222). The authentication
system has no registered data of finger vein pattern.
When the data is initially registered, it is necessary
to use the belonging of only the car's owner such as
master key. Thus, it can be prevented that any person

25 registers the data. The master key may be used only
when it can be confirmed that the master key is not a

fake key by using for example such validation means for

genuineness of device as in the immobilizer security



5 brought about. In this node, the user can register the
finger vein of the car's owner. If the user does not have the
master key, the user cannot register the owner's infornmation
and change or delete data. The registration can be conpl eted
when the user actually 10 grasps the doorknob of the car a few
times so that the vessel pattetdis-of his or her finger can be
imged as at the authentication tinme nentioned above. At this
time, syseemputvheut pite iustear flace mfs ttihe s teavikgt i on thystem
or the display within the car may be used to 15 display the

r egi stkeat ioyd iogermatvidisl raridhe egirst @l tusinuaar dAxe  When t he
owner's registration is conpleted, the registrant nmakes the
aut henteigdattirert 1 r codgshandatiedid ethett ran AR igrany the2et at e
(S226) in which the user can unlock the door. 20 Wen the user
who dmiivideina tdeer dasr /| ithie ewvner naed dwrrdrion Hetafser (32 Hrive

after only the above registration operations. Wen the sane
carb i Prgmmhthyabautyl urll 1 thi omastasdie bigev@ st perstfs
can additionally register as general users. \Wen one of 25 the
per sorfsi N tiegihIY Theyi @ %ers OWIRE £ | ndert Rei S ehldpefit#ehti on
process of, for exanple, the owner is erfornmed. Then, if the
But hemta Eattigh TATCRe S g BT (TR Ry R LTF oh SUF tch i s
gener VTS S0 TRGISLroR 1 ] oaie TATRs% Bhot nEPedr i ver
Can HSL IR o Skl el e poprohel o e pane -

10 grasps the doorknob of the car a few times so that the
vessel patterns of his or her finger can be imaged as
at the authentication time mentioned above. At this
time, the input/output interface of the car navigation
system or the display within the car may be used to

15 display the registration operations and registered
situations. When the owner's registration is
completed, the registrant makes the authentication
process and then the transition to the state (S226) in
which the user can unlock the door.

20 When the user who drives a car is limited to
the owner, the user can drive after only the above
registration operations. When the same car is used by
a plurality of persons, however, those persons can
additionally register as general users. When one of

25 the persons additionally registers, the finger vein
authentication process of, for example, the owner is

performed. Then, if the authentication process judges

OK, the registration switch is turned on, thus making



5 system and prevent the recognition rate from being reduced,
it i's necessary to previously determ ne the maxi num nunber of
possi bl e general user registrants. Wen the registration for

t he general user has been conpleted, the general user
conpletely registered state 10 (S230) is brought about. At this
time, the counter for registyang awunber is increnented by 1,
and the process automatically goes back to the authentication
process pgedébléhen deliechngd hber eginetradt s rdfs general users,
t he user executes the process of the personal 15 identification
usi ngrehe sawaeri'on fsitrger (BEI28,) .andhus,nenodmetrhe rigtfistdadt i on
delete switch that is provided at an arbitrary place within

t he caddiThionadpar ateigdrs t ey iumgke ralidwet atﬂpéﬁg@ier%ﬁp Hreeroi et i on
state (S232). In order to select one of the general users of
whi chHog@ velre regiostdeat iton ldatif ithe aeame el @rad i the opgdtat or
may use the input/output interface of the car _navigation

sy$t emysterhand ko egrentayt he pracpgnifd awirale ook infinber s
that is provided at an arbitrary place wthin the car. This
oper attiesicesusdd tife NAGESAT ¥ FRPLEH UL 1IR: Fehidral TRk er
conpletely deleted state (S234) in which the counter for

regi s MU AIERgS Ol RGEidhte PLTRL difk e Tt ettt at i on

i ¢ PR Vi T 1O SRt h 1S (RIS GunaioSs 1 TR ¢ he

st ke L 4 0 e e tation del e SESD Lo

r%_isﬂgﬁ§d¥]is brought about. At this time, the counter for
registrant number is incremented by 1, and the process
automatically goes back to the authentication process
mode. When deleting the registration of general users,
the user executes the process of the personal

15 identification using the owner's finger vein, and turns
on the registration delete switch that is provided at
an arbitrary place within the car. This operation
brings about the general user deletion state (S232).
In order to select one of the general users of which

20 the registration data is to be deleted, the operator
may use the input/output interface of the car
navigation system or the like or may depress the switch
of user numbers that is provided at an arbitrary place
within the car. This operation causes the process to

25 shift to the general user completely deleted state
(S234) in which the counter for registrant number is

decremented by 1, and the authentication process mode

is automatically brought about.



-

5 (S236) to bring about. In this node, the registered data of
the owner is deleted, and then the process goes back to the
unregi stered state. However, when this deletion of owner
registration is brought about, it is possible to performthe
personal identification of the 10 owner, and bring about the
del ete node only when the auth®Emt+cation is OK Therefore, the
registration can be deleted only in the presence of the owner,
and thus it isIpossidilteéong phewnertheotresr sewiatiamrad dthed
persons fromdeleting the registration. 15 After the

conpl ewnemr afs tded edleale theemasteyi Kevatiisomsed angd ddye that the
normal authentication node is automatically brought about.
Thus, reke stgert icraiede ter erdritcdd ifsr dmmedganti ndhid® switch from
the registration node to the authentication process node. 20
Thus, operieg ipos siavise s ¢her sledmt ion [0fufhe fWaRE HerDrist T34 dh
registerin% data. In addition,_ in the registration node, the
cab cd®R®)bé ostoaried . aborfer efldy &hlis Madeyoddia B3 it et

the car frombeing robbed during the registration operation.

25 Theadids o ) FEE Lratdeore (R O (GRS 40 EHITES 1O Car
may be perforned at the sane tine that the finger veih.£attern
dat a P GkedisttdteinrRE StqRaDMAANY | HARS Yo e et
position, mrror_angle, - 31 settings qf car_navigation .
syst ee gt flurdFr a‘?erglstmltqrb%‘esr %%Cé{qf?Eg‘asb(g‘?at’cath audi o
and so on descri bed abqve. These fixtures_ can be se

accor dﬁor?gsﬁf]de thfe Rﬁifdf‘?ﬁ“&i ¢ PR ridentification §t the

10 owner, and bring about the delete mode only when the
authentication is OK. Therefore, the registration can
be deleted only in the presence of the owner, and thus
it is possible to prevent other evil, unrelated persons
from deleting the registration.

15 After the completion of the above user
registration, it is sure that the normal authentication
mode is automatically brought about. Thus, the user
can be prevented from forgetting to switch from the
registration mode to the authentication process mode.

20 Thus, it is possible to prevent evil unrelated persons
from registering data. 1In addition, in the
registration mode, the car cannot be started.
Therefore, it is possible to protect the car from being
robbed during the registration operation.

25 The customized registration of the fixtures
within the car may be performed at the same time that
the finger vein pattern data is registered. The

customizing items include seat position, mirror angle,



5 The engine of car may be started by depressing the engine
start button installed within the car in addition. to the use
of the conventional key. In this case, sonething to take al ong
such as a key is not necessary, thus conveni ence being
i nproved. In order 10 for higher-order security to be
mai nt ai ned, the engine start-b3itten may have a body
authentication function such as finger vein authentication
provi ged.t inygst Wifs cavages vigedni arhe yaigithe tSRpar P tomrs sair
depressed, the registrant can nmake the body authentication,
but otdwerdits gresoree tthiarg s el reagi udm R et aFt the
engine. In addition, it is possible to start the engine only
when tdesamdisst radmvenho Bpeted Ha xfforcahi bR i el IFEArdthe
regi strant who depressed the engi ne start button. Mreover, if
the erfdt fdsstigrdividtah' harHeBBEe 20 aut henti cation functi on,
the engine start button may be disabled when thféadoor of the
car® keeps opened ForeRginerehi¢rE itRY Phtaitehetbmes usef ul
for anticrinme neasures,, even if the user, aft penjn t@g
door, J4RIREE The&reRi HH tHied HodtU Wept Jdbsz%?ﬂz%g#i’bﬁhg%A hd
13B are di agraps, show n n exa #e of the construction of
anot NG rith A TThGe? CWRiHo% dent 17 ot Br Evieh £apabl B of
personal, identification by grasping a |lever, hand| e pe.-
door knohtS ALT91 BIPRTE TR ?‘?gt?aﬁl)%Aa,ql?rh% ??%}htggo%r]ééy Ssi %g’@
incorporated within a laver_h %l a4 ﬂ n dgpge 242,
and t HE"Hoot® 242 Wé%st(ﬁ%mé%%%gg e%%lor\l/? gl(e)r%c‘)t%(? eeér?'ei n"fo oppose
thfbllﬁgg ﬁ%ﬁ“é?LgEdé§ ééé&§£{91€9 be maintained, the engine
start button may have a body authentication function
such as finger vein authentication provided. In this
case, when the engine start button is depressed, the
registrant can make the body authentication, but other
15 persons than the registrant cannot start the engine.
In addition, it is possible to start the engine only
when the registrant who opened the door coincides with
the registrant who depressed the engine start button.
Moreover, if the engine start button has no body
20 authentication function, the engine start button may be
disabled when the door of the car keeps opened for a
certain time. Thus, it becomes useful for anticrime
measures, even if the user, after opening the door,
leaves the car with the door kept open. -
25 Fig. 13A and 13B are diagrams showing an
example of the construction of another grip type finger

vein identification device capable of personal

identification by grasping a lever handle type



5in Fig. 13B, when the user grasps the lever handle 244, the
| ight source 3 irradiates light on the finger of the user, so
that it is started to pick up the finger vein pattern and nake
t he aut hentication process. The registered finger vein pattern
is conpared with the 10 picked up finger vein pattern. If the
user is identified as the regi 82rant, an electric | ock 246
mounted in the door 242 is unlocked. The registration of data
for thkocukimnt i i bhlesrdle per foigredl By, toe leghhppeurce
grasping the | ever handl e 244 under the 15 condition that a key
separ al el y Prepepemr el Wityirta ataoar i Ranaser 244 MAUATRAYABI e
248 provided in the door 242. Alternatively, an input

i nt er facdeelich 2 asad t e ke9Pad2 fayhde Fheinteacsd fheragefeds2
so that a password can be entered through the infft interface
20 to BREFRLAbBRUCRIRSE ehiet FA¥RbSPBHES The PPghtlBAFEEFEA and

dotectaT 1R THE: USBH1HES grathet TRF oF PP LEVOBSBRRBLE ABAve
244, 1H% HELRA0CoURErS hbtaRthBRET i PBh PR SP&r { SBOCTRER ¢ he
ever PRS2t o Al BB ub o B BURPRECS b e, Bangle 244
R A S O N T N
L PETAEAERATE PR JEEHPAELYR B UBableel! aveh: oFes- 14
10 picked up finger vein pattern. If the user is
identified as the registrant, an electric lock 246
mounted in the door 242 is unlocked. The registration
of data for the authentication can be performed by, for
example, grasping the lever handle 244 under the
15 condition that a key separately prepared for
registration is inserted in a keyhole 248 provided in
the door 242. Alternatively, an input interface such
as a ten keypad may be mounted on the door 242 so that
a password can be entered through the input interface
20 to bring about the registration mode.

The light emission and the imaging may be
started on the basis of whether a switch detects that
the user has grasped the grip as described above or by
detecting that the user has tilted the lever handle

25 244, In the case where the authentication is started
when the lever handle 244 is tilted, it is supposed

that the handle 244 is already somewhat tilted at the

actual image picking-up time. Therefore, if the camera



5 the construction of another grip type finger vein
identification device having the |Iight source enbedded in a
knob type doorknob. A knob 262 (spherical knob) has the groove
62 for finger alignment fornmed therein and the |light source 3
provided within the knob at 10 around the position of the
groove. The canera 4 is nounte@3ir the door at a |location to
oppose the groove 62 of the knob 262. \When the user grasps the
knob 262 s mpuinted autathecéthgerdeoidthed ggoovedblg thetbanera
4 picks up the finger vein pattern of the hand' s 15 backsi de,

t hus stilrt iangleecfiuthenti¢vatibandle 24is ienbadbeeaiblehto

| i ght em ssion and authentication are started when the

r ot at inPrefakdioha L6y i gidkt ept tle of ingden the knob 262 is
pul |l ed or pushed w thout rotation. Thus, the power consunption
can be reduced. PDIFi §$. 195A AhaousmB ah@wum@gaangxmgdwngfan
exanpl e of the construction of another grip type finger vein
|de%t|¢hQﬁﬁ@Qﬁ¢€%@Fb@nhQ§|ﬁ@oth@rlgghw %bB?célsgernHG#Borated
in a thunb | atch type doorknob. As illustrated in Fig. 15A, a
t hunb 1dgrhl et ioB4dewios h@téa%dtla%o%g%ttﬁaﬁﬁCPaﬁ@Heﬁaﬁal e
282. In addition, as _illustrated in Fi 15B, the light source
3is bﬁo%ﬂaéﬂbmFYﬁ?nd?ﬂékFﬁbnb $a¥%ﬁbhgﬁﬁléSEBerFﬁltﬁéo
enbodi nents shown in Fjg, and Fi 15A and 15B, the -
reglstn%ﬁlEmPpgﬁ%%§§ é%dfﬂﬁlgbﬂgﬁﬁ %%b%%@%nEagOBQeﬁaHBerﬁén

di scl ose |n 13A and n.additjon f
ctructain®, e PRROOPUE R AaRaPE 983 bt HavbRe pkBoPaal

thféelgkégﬁagtggVSOQEtPgﬁ ggrtﬂéngggogélgngge camera 4 is

mounted in the door at a location to oppose the groove
62 of the knob 262. When the user grasps the knob 262,
putting out the finger to the groove 62, the camera 4
picks up the finger vein pattern of the hand's

15 Dbackside, thus starting the authentication. 1In this
embodiment, the light emission and authentication are
started when the rotation of knob 262 is detected or
when the knob 262 is pulled or pushed without rotation.
Thus, the power consumption can be reduced.

20 Figs. 15A and 15B are diagrams showing an
example of the construction of another grip type finger
vein identification device having the light source 3
incorporated in a thumb latch type doorknob. As
illustrated in Fig. 15A, a thumb latch lever 284 is

25 located above a thumb latch handle 282. 1In addition,
as illustrated in Fig. 15B, the light source 3 is
provided within the thumb latch handle 282. 1In the

embodiments shown in Fig. 14 and Figs. 15A and 15B, the



5 shown in Figs. 4 and 6B. Thus, since the finger can be
stabilized, the recognition rate can be inproved. Mreover, in
this enbodi ment, the external |ight m ght be entered through
the gaps on the sides of the thunb |atch handle 282. In order
to prevent the 10 picture quality from being deteriorated due
to this external light, a lightyghielding hood 286 may be
further ‘added. This hood is made of a material not to allow

i nfrarned;ldght it RASR s T8ld 8fllodlthd Midddss C@h BboGkadde

external® I'ight fromthe outside and stop 15 the reflection of

the ins da dNfowedd imhs. 1Heraionss .t hamedorience tan be
prevented frombeing deteriorated by the external |ight from

the sidgss Bre dtAfde E Sssimn anghautdaN iraidlon 290 thag have
enbodi nent can be started to make as nentioned above 20 when a

sensofprsmidedh tifeddia litke giseshaleiedae tiwmt 1 iege nisel i gnhdnib
has depressed the thunb latch | ever 284 or when the user has

gr s peshdwie irhumiyd atchataing e 281s, Thiered orlee fihregpowean be
consunption can be reduced. Fig. 16 is a di agram show ng an
exanpls adil iZied hetloonsdcag i aipof rarmotder g | mpypeedi nger
vein identification device using a thunb |latch type doorknob
that has both cafereowend, |imghthsowezod imenrtportitedextarnahi s
enbodi nent, since the light source 3 and canera 4 - 35 are

al r eadyighiv onippraties ¢mteted nembewsh tthe oamston utlee $hdes hofb
| at ch handl e 282, the handl e can be just nounted as one nodul e
on t hetlgoarhunin tdeckexzapie 2hdwn I o¥dRr ekanpreverigthes, it
IS necessary to , . .

10 picture quality from being deteriorated due to this
external light, a light-shielding hood 286 may be
further added. This hood is made of a material not to
allow infrared light to pass or reflect, and thus it
can block the external light from the outside and stop

15 the reflection of the inside infrared light.

Therefore, the performance can be prevented from being
deteriorated by the external light from the sides.

The light emission and authentication in this
embodiment can be started to make as mentioned above

20 when a sensor, switch or the like used detects that the
user's thumb has depressed the thumb latch lever 284 or
when the user has grasped the thumb latch handle 282.
Therefore, the power consumption can be reduced.

Fig. 16 is a diagram showing an example of

25 the construction of another grip type finger vein

identification device using a thumb latch type doorknob

that has both camera and light source incorporated. 1In

this embodiment, since the light source 3 and camera 4



5 provide the canera 4 independently of the grip 22, and at
this time the alignnment is needed. Thus, according to the
structure shown in Fig. 16, the device can be easily nounted,
so that the installation cost can be reduced. This structure
can be simlarly applied to 10 the | ever handl e and knob type
handle as well as the thunb laggh-type doorknob. Figs. 17A and
17B are diagrams showi ng an exanple of the construction of an
i dent idfdecatlimradieviroe rgditer cks tpe tremife mgethatei opat i euhe of
the hand's 15 backside when a card is inserted. As illustrated
in Fithe Ihamkanld denthdndls i 92 deiec drdand g csaridee oniat wal |
surface 322 with the door 242 nmounted. A card insertion slot
324 i sttt alvve nedukamt e geE- 1B EevexenRltetail s
of the identification device. 20 The |jght sources 3 are

nmount hawn tie Ve rednke t Held cahdr al 4. 1 Seereheafy ghe
sources 3 irradiate light on the backside_of the finggr 1
hol Wi MFVids Epcaneid tariePFRRKEY W t e f9hiRr Zgei AR
pattern of the hand' s backside. However, when the infrared

i ght &% orhthet 88 | Rmta LHIRRIRE 3l it @77 adi AR dFFeef#48n
the surface of the finger desired to, pick up, the |ight
refleé?%th?r%ﬁﬁ??ﬁp??ng%?w%u+?a€%gcob$d é%%cﬂetheCE%%rge4,
and thus, the canera 4 mght, pick up the. skin of e finger -
36 not?d iW@ﬁ%ﬁ?@éiﬁoo ¢ et??rié#?af%a%+%%rc?%gpFégeﬁg
this, light-shielding plates 32 re p i e n_ Lt
canerd"%ﬂaﬁa§thg+?+%h?gg%%§%%§ %?gﬁﬁ% %ﬁé%ggggﬁiéﬁg?gadp gtes

32§3CQﬂgycfe&@§th§%diQea$&gfﬁoérgyﬁéhﬁandle as well as the
thumb latch type doorknob.

Figs. 17A and 17B are diagrams showing an
example of the construction of an identification device
that picks up the finger vein pattern of the hand's

15 backside when a card is inserted. As illustrated in
Fig. 17A, an identification device is provided on a
wall surface 322 with the door 242 mounted. A card
insertion slot 324 is located above the camera 4. Fig.
17B shows the details of the identification device.

20 The light sources 3 are mounted in the vicinity of the
camera 4. When the light sources 3 irradiate light on
the backside of the finger 1 holding a card 326, the
camera 4 picks up the finger vein pattern of the hand's
backside. However, when the infrared light from the

25 1light sources 3 were irradiated directly on the surface
of tﬁe finger desired to pick up, the light reflected
from the finger surface could reach the camera 4, and

thus the camera 4 might pick up the skin of the finger



5 canera 4 to the first and second joints of the finger not
directly to the region to be picked up. The light to the
joints is scattered within the finger and thus directed in
various directions within the finger. At this tine, the light
t hat passes through the backside 10 skin of the finger and
exiting to the outside is the- pénetrated |ight that passes
through the region to be picked up. The canera 4 picks up this
| i ght ,n&% Eheatinshdefvagerofethepbingen- of Inherfdandts BEEKSNde
can be acquired. 15 Wen the_user holds the card 326 as

i Il ustkied lhglngshmsdam PhaEPEs3?8 RARSt RECEAFABD PRE¥PEFON
sl ot 324 wi thout chan g this state, the baCFsiges of the
fingersh %r%a%%f%rél?9 dF gctedNtofRFHCOEha - wal eshiiPhle 322
When it etect

e AR R i
%Eg ch?nga ﬁetosgg? géﬁS%aGSEES?ﬁgngtﬁgég% v? ugrgoigpggﬁed.
[ﬁglig%?éd +E§%E$ﬁ §|nSBStF § e£A ﬁ SE6F oIS ugldgnplgﬁé

e CoLgeERandb DA LogLLERRL L 9001n 268 S3ndBkogkiepla

t ake- alopgplgece f9%r98ﬁ§°8§&gb@ﬁ€hgfhﬁ%k&ﬁ”theb?&ﬁg%@ls.At

aut henticatron o e card an e judgnent using the finger
vein CéﬂlbnEiﬁésetBQeHﬁﬁHr'th)ét bBsskBi $he888h tRePbacksqlethe

card, key may be

10 skin of the finger and exiting to the outside is the
penetrated light that passes through the region to be
picked up. The camera 4 picks up this light, so that
the finger vein pattern of the hand's backside can be
acquired.

15 When the user holds the card 326 as
illustrated in Fig. 17B and inserts it in the card
insertion slot 324 without changing this state, the
backsides of the fingers are naturally directed toward
the wall surface 322. When it is detected that this

20 card has fully inserted, the camera picks up the finger
vein pattern of the hand's backside. Thus, the
operation that the user makes to insert the card in the
slot 324 causes the fingers to be positioned. The
picked up image is compared with the previously

25 registered finger vein pattern. If the user is
identified as the corresponding registrant, the door

242 is unlocked.

In this embodiment, since the card itself is



5toinsert in a keyhole. In this case, the sane effect can be
achi eved. Moreover, the authentic finger vein pattern of the
user may be stored within the card so that judgnment is nmade of
whet her the finger vein pattern of the presented card
coincides with the 10 registered one. In addition, although the
identification device is nounted70r the wall surface 322 near
the side of door 242 in this enbodinent, it may be provided on
t he doeped4@siasepke-FlLgRy p8aAce fgF aeés@naéraﬁﬁn@géﬂaatﬂ@ﬁ,
15 expl ai ni ng the finger vein identification device
for ch%@khnehaspﬁugaﬁntycatlpnneértbéuﬁaﬁatﬁeﬂn§heoapéHW@6tun
the process of the operations that the user mnakes from

starti g 19 5?%SEFHQthEegP|BaFolPEFP?segF5§p?ﬁ§uFH§Ygr|Bn

th th 0 4 K

Fi nger EhbS APt - ah BOPCFoPRLERR CRERn. 2aKBY: ek PE| Fmanged up
th \ t b t t t d

Seconatrof AbCEL Thilsa ERYPTRger Snaf B pubcotr Fot FaRFoEItGaa

o ectbgn geosod Lheasen Soa B S B RS TR 1

hand gkeD.p3. bhecHseloaaRRy bhegbiBy WELesy 150, 19 3y 16F

show ttrme-Seri es vern pa i nger pi cke

as the, ﬁ%@raﬁﬁgkéaﬁtQS 38e SEa§ReEH8F9EhB %Eﬁger“%kl% f“"y

gr asps fle User rnitia |y ‘grasps the grip, the

f'ngerggeteeﬁ' koehbsgeegeq%aanbgﬁd aBdnthus st B8 tnIkhRPi Ng

angl e soneti nes changes at each authentlcatlon
10 registered one. 1In addition, although the

identification device is mounted on the wall surface
322 near the side of door 242 in this embodiment, it
may be provided on the door 242 itself.
Figs. 18A - 18F are diagrams useful for

15 explaining the grip type finger vein identification
device for checking a plurality of finger vein patterns
obtained in the process of the operations that the user
makes from starting to grasping the grip to fully
grasping the grip. As the user grasps the grip, the

20 camera 4 picks up the fingertip, nail and top joint in
turn, and it finally picks up the vessel patterns of
the backside between the top joint and second joint.
Thus, the fingers are put out in the rotational
direction around the center axis of the grip and in

25 time series manner. Figs. 18A, 18B and 18C show the
movement of the hand taken as the user grasps the grip.
Figs. 18D, 18E and 18F show time-series vein pattern

images of the finger picked up as the user starts to



5 tinme. Thus, when the vein patterns are registered, the
infrared i mages 44 of the finger are picked up and stored in
time series as the user makes the operations fromstarting to
grasp the grip 22 to finally conpletely grasping the grip.
Then, the amounts of 10 features of the vessel patterns are
extracted fromeach inmage, and3alt or part of those features
are registered. Wien the user receives the authentication,

t he f emtasreshar eymixt rared efii fa by thel sequmersres ofhé ngyes. taken
as the user nmakes operations fromstarting to 15 grasp the grip
22 to finally coHpiretdly @iespihigt ikl y @Fipspanthe heseP obt e ned
features are conpared with the plurality of registered ones.
Even ifingsx ¥imaosfigpiigy %m@uieflsmaﬁ#rr et tEeenthee

regi stered one, the features obtained during the process .,

coi nciHERRINY 2N Ut CRAgel At MYt ratkherheratbre,
when part of the registered plurali i eces of dat

o B AN o {FRS Qo Lo Tieorseferfed, ' fue

e Beiash, Tuidhe Chioe O oh S0tk Ped et okt d R ef T cat i on
P R O Sl S A A N mfhed [EnOTLBELDE, BRE! &
P eS| AP d MO A 8 Teh Bc ik I LD PRRLPIV SV C8 g

Lgﬁe?gégngﬁrloé\?el(éd%eoéréﬁ?in@rhpe JPE 9T I PhSHPPRRL 2AcNASST YR
10 features of the vessel patterns are extracted from each
image, and all or part of those features are
registered. When the user receives the authentication,
the features are extracted from the sequence of images
taken as the user makes operations from starting to
15 grasp the grip 22 to finally completely grasping the
grip, and those obtained features are compared with the
plurality of registered ones. Even if the final
gripping angle is different from the registered one,
the features obtained during the process coincide with
20 the registered one at a high rate. Therefore, when
part of the registered plurality of pieces of data is
coincident with one at the authentication time, the
user is judged to be the authentic registrant as the
final authentication result. Thus, highly reliable
25 authentication can be achieved against the fluctuation
of the gripping angle.
Fig. 19 is a diagram showing an example of

the construction of another grip type finger vein



5tocircularly arrange around the center axis of the grip 22.
In addition, a plurality of, or two light sources are nounted
in the handl e to oppose these caneras. At this tinme, the
plurality of cameras 4 pick up the vein patterns of the user's
finger 1 of the 10 hand's backsi de. The upper canera 4 picks up
the veins of the finger of thesqiand' s backsi de between the
second joint and root of the finger 1, while the | ower canera
4 pi ckgeHpitrheateions defritthe hbiviger aoblute lhayd'cs kaclesiade
between the top joint and second joint of the 15 finger 1.
Thus, pasvédepated cdirich 1airé ydevirceuhavithg deatesi rglis cansrte 4,

t he device having two caneras 4 can increase the anmount of
pattegispt,o be picked up, and hence enhance the recognition
rate. At the authentication tine, it is possible to 20 conpare
t he i nages obt aiTihed gfrigmstulpe anwo 2damersad wel (RMETRS YRS it d
ones, respectively and evaluate each degree of coincidence. In
addi t iton ciwiverl aly reagiamge aeatnd Kdeplagndlen yrofs s pi ck
up are partially overlapped on each other, it is possible to
conbi 8eirh@225 deqéiddd ifamger pldinalgdit &rfrs Gttt Pedhtern and
keep it. The former method has the advantage that the

al gor iSORFRCES e ssiveRd dialthe ﬁlj’é}d]\?eltrP %%tﬁ%ﬁ? on can
be used. In the |atter nethod, even - i f l e
f 1 uct GRMEL afhen pt%éth}s%rtlé“%arﬂ'le FLYRA J}Fygr “?en’é;% ‘Pgmf;g

t he ag&ﬁ fluctuatlon can e VMtrlékpthe pogétlona

corre SIS RRFt %ﬁﬂ%ﬂq It |?§e%n?t JStagesSt AHE t hus

r%RPS%and lﬂ?’;\ck31de The upper camera 4 picks up the veins
of the finger of the hand's backside between the second
joint and root of the finger 1, while the lower camera
4 picks up the veins of the finger of the hand's
backside between the top joint and second joint of the
15 finger 1. Thus, as compared with the device having the
single camera 4, the device having two cameras 4 can
increase the amount of patterns to be picked up, and
hence enhance the recognition rate.
At the authentication time, it is possible to
20 compare the images obtained from the two cameras with
the registered ones, respectively and evaluate each
degree of coincidence. In addition, when the regions
that the plurality of cameras pick up are partially
overlapped on each other, it is possible to combine the
25 acquired finger vein patterns into a pattern and keep
it. The former method has the advantage that the
algorithm of the conventional finger vein

authentication can be used. In the latter method, even



5 can be perforned against the gripping angle fluctuation.

Fig. 20 is a diagramshowi ng an exanple of a grip type finger
vein-identification device built in a safe. The identification
device is incorporated, as 10 descri bed above, in the grip 22
that is nounted on the door 242 of the safe. Thus, since any
person other than the regi straqg <annot open the safe, the
property can be defended. In order to register, the user nmay

i nser 4 fa thegigstipatiingn aoepl d rf v ueerplsowd 248 hgi were 'S dlrove to
switch to the registration node or a dial 382 nmay be spun to
mat ch4a Farltliyc wirars psurdber cgarigh 2@ ,t hédveelayn g ller i g ctbmitiarhecan
regi strati on node. Wien the safe is nornmally not carried, this
i dent blei catpiean wdénh dey ithenmestidd dna la deglnkart 1384 WHirheth®0 t op
of the safe. In this case, if the authentication is not
succegsfrallled |sdck 388! dthe Hengdatot iagd BétugedrPliist |Jwci886 and
t he safe cannot be unl ocked so that any A person other than the
autthemtainc bee giestiranme ¢ @gtnatakde (e BREfY ARILD5 Figs. 21A
and 21B are diagrans showi ng an exanple of the construction of
anot hdlluptivatthgde finger vein identification device capabl e of
person identification by grasping the handl e of a noforbjke.
41 As illustratiedi Gty 208iaH R Ghanitgh Ap4LXEP ‘?o‘?/}r ded
on a handle 402, and the |ight source 3 is  incorporated,in the
proj e@high e FANESH of Lt T e oA T Gt RO G &&‘fje tat® stich

as acrylic resin transparent, . C
nge. (¥%e 1Jentf¥acatlon device is incorporated, as

10 described above, in the grip 22 that is mounted on the
door 242 of the safe. Thus, since any person other
than the registrant cannot open the safe, the property
can be defended. 1In order to register, the user may
insert a registration key in the keyhole 248 given

15 above to switch to the registration mode or a dial 382
may be spun to match a particular number and to thereby
bring about the registration mode.

When the safe is normally not carried, this
identification device is mounted in a holder 384 on the

20 top of the safe. 1In this case, if the authentication
is not successful, a lock 388 at the junction between a
floor 386 and the safe cannot be unlocked so that any
person other than the authentic registrant cannot take
the safe out.

25 Figs. 21A and 21B are diagrams showing an
example of the construction of another grip type finger
vein identification device capable of person

identification by grasping the handle of a motorbike.



5 to infrared. The projection 404 serves to support not only
the light source 3 but also to position the hand when the user
grasps the handle 402. The camera 4 is provided within a

handl e support 406 that supports the handle 404 in order to
oppose the light source 3. 10 As illustrated in Fig. 21B, when
graspi ng the handle 402, the ugger-nmakes the inner side of the
thunmb 408 touch the projection 404. At this tinme, the |ight
source 3 irradi akes lliughtraerd he mdlgm ilde ef pirve ddiimn 408 of
the user, and the canera 4 picks up the finger 15 vein pattern
of thest puokided oh théahaid 9023cksiddéehe Themt tdmirce 3 1is
aut hentication process is perforned. If the obtained pattern
Coi nciites rpiotria tielle imedgitst gred eartd.ont H® 4 .us dhecarasteatiqmet 04
engi ne of the notorbike. This authentication process can al so
be usdd tadenlodcl tiagerdG lhandihe dsocicr YiHe aaatshiantt 103 S AT Sy
be started when a sensor or the like detects that the user has
gr &specd infearacddl e TAG2 ra Jdercidarbdd dalserae s ik QroEPet not
regi ster data, under the condition that the key for

regi stardtyl drhes dgaihdgt (o ZB pr dpdr ed 5% T hRIT I e ol e
248 provided in the handle 402, the user grasps the hand]e

402. whererthet WALy grafPuddre MBS & | ngtR GRS atetS i ke
a ten keypad nounted on the notorbike, to ma}%ch a - 42
passwEEP A herdBy o NaRd i SWPRME rif sttt | THPPIOHR. e
above enbadi nent can be applied not %nly . 1o the handle of the
mot or B3R 15utd U & 1F %tf%rﬂﬂ%ose the "light source 3.

10 As illustrated in Fig. 21B, when grasping the
handle 402, the user makes the inner side of the thumb
408 touch the projection 404. At this time, the light
source 3 irradiates light on the palm side of the thumb
408 of the user, and the camera 4 picks up the finger

15 vein pattern of the thumb 408 of the hand's backside.
Then, the authentication process is performed. If the
obtained pattern coincides with the registered one, the
user can start the engine of the motorbike. This
authentication process can also be used to unlock the

20 handle lock. The authentication may be started when a
sensor or the like detects that the user has grasped
the handle 402 as described above.

In order to register data, under the

condition that the key for registration separately

25 prepared is inserted in the keyhole 248 provided in the
handle 402, the user grasps the handle 402.
Alternatively, the user may spin an input interface

like a ten keypad mounted on the motorbike, to match a



5 of a bicycle or exercise bike. Particularly in the exercise
bi ke, such a function can be provided that, after the

aut hentication of the user, the exercise history information
of having utilized the machine in the past is read out and
offered to the user. 10 While the veins of the right-hand thunb
are used for the authenticat+of2ih the above enbodi nent, the
sanme device nmay al so be provided on the |l eft handle so that
the t basbwool boch thandbycdw Iseifsdd tico thgkaegitsdration

aut henti cation. Therefore, the authentication can 15 be

per f orwel@ -wi t h nuch hi gher precision. Even in any one of the
above enbodi nents, the flow of the authentication can make use

of the flow deS&d BE@YE EFRHERETCS3 be @PRAZeq P Additilon,

the shapes of the grips disclosed in Flgs 4 thr Fig. 20
10B c&® B&ephpsiddq [Of CabiMePLRING Ut %3@ dre

Mor eover, the other shapes of handl es d| sed i Fi g.

13R ard eh&1HNAGni qg%ﬁﬁ%ﬁﬁaﬁgﬁa % %ﬂ t he
enbodi nents de rlbed wi.t h eference to F| 8B can
be coftietsd Sk %qu3%2§nﬁﬁxﬁﬁqﬁﬁﬁ%?tqﬁﬂ 9%1 ?9W§Bé§

grips comnhbi nat.i o i ossi bl e tq nDre ove the
pr eci ﬁ%yr? r{ﬁ‘est‘?d{ﬁlf’%el%%% in S A55d By hosee]! © ski I | ed
in the art that althaqu for oi es r i

made Al QEpﬁ)f§Q“$ |qﬁXﬁ1 Jgﬁ% cfﬁ%%%fﬁ%ﬂpfien

|1t ag £ er gt Q angd , Al O ¢ AR AN gl 581 fons may be

made
10 While the veins of the right-hand thumb are

used for the authentication in the above embodiment,

the same device may also be provided on the left handle

so that the thumbs of both hands can be used to make

the authentication. Therefore, the authentication can
15 be performed with much higher precision.

Even in any one of the above embodiments, the
flow of the authentication can make use of the flow
described with reference to Fig. 22. 1In addition, the
shapes of the grips disclosed in Figs. 4 through Fig.

20 10B can be physically combined within a possible range.
Moreover, the other shapes of the handles disclosed in
Fig. 13A and the following drawings can also be
combined. Also, the embodiments described with
reference to Figs. 18A and 18B can be combined with the

25 embodiments that have other types of grips. By the
combination, it is possible to more improve the
precision.

It should be further understood by those



5 departing fromthe spirit of the invention and the scope of
the appended clains. -44 Cains 1. A person identification
device conprising: a gyip (22) having a curvature graspabl e by
a hand (42); a light source (3) provided within said grip so
as toirradiate infrared light fromthe palmside onto the
fingers (1) of said hand that-gAdsps said grip; a.canera (4)
for picking up the inmage of the in- fraredd Iight fromsaid

| i ght Sddrleg iandhe pocddwr Jltmudhorthstferegayna vessel
pattern fromsaid image picked up by said canera so as to

i dent iG8FGHAN YU Rerl Jeads i YeEerd Hegn i of chhera i s

provi ded opposite said light source for picking up |ight that
has padt&dtiffougl®ai VT ntorets H%ont 1 et Packee et 8f 484 d
fingers between the first joipnt and the second joint. thereof,
and s i1 AN HARS (1 s LIRAT (B T G EReYE FRRES

sow ce, wherein the width of said hgle (28) is nar- . rower than
Uhe widREF Or i TP nget YT, O Wk VEHeEr: it BOI ai m 1,
V\,hereisncosai dj_grti has a (ilieait. one or nore recesses (62) along
whi ch Saifr Fin ?&9%@%‘%% Sutt™3: A device according to claim
2, wherein said light source is provided at a |ocation (28)
corresponding to the central position of said recess.



- 45“ 4. Adevi cepccordi ngt ooneofthecla'uns I t o 3,where- in said canera is
provided within a grip, support (24) for supporting said grip. 5. A device
according to claim4, wherein a bar (102) for alignnent of said fingers is
provided to connect - said grip (104) and said grip support (24) so that said
bar can be held between the plurality of said fingers when said hand (42)
grasps said grip. 6. A device according to one ofthe clains 1 to 5, where-
in. said grip (144) is shaped to have a different cur- vature (142) in part
fromthat in the other part of said qgrip so that the tips of said fingers
are, inserted up to the part of said-&4ferent curvature. j1 7. A device
accordingto one of the clains 1 fo 6, where in a plurality of said |ight
sources (3) aClapyided in CC the longitudinal direction of said fingers
(1) to be put out. 8. A device according to one of the clains 1 to 7, --
further conprising a sensor (184, 186, 188) to detect the pressure applie
to said grip Rysaj ¥y 'g- e | to pick up when said
pressure i s ipml.\g%‘gf%&léﬁ?@h pﬁgﬂbg ag"@%?@@‘gé@%@ﬂ. ng to claima8, wherein
a plurality of said caneras are provided in the longitudinal direc- tion of
said fingers (1) to oppose | lurality of |light sources. -46- 1Q
Adevi ce4coor di ngt o- o_récgﬂmééééi ving @g?ﬁmwe graspagie eby a

hand (42);

a light source (3) provided within said grip so as

toirradiaté infrared light from the palm side onto
- the fingers (1 )‘o,f said handthat grasps said grip;
- a camera (4) for picking up the image of the in-
frared light from said light source; and
aprocessor (10) for extracting a vessel pattern
from said image picked up by said caméra so

as to identify individuals,

characterised in that

said camera is provided opposite said-light source

for picking up light that has passed through said fin-

| gers from the backside of said fingers between the
C first joint and the second joint thereof, and

| said grip has a hole (28) for the light from the light

source, wherein the width of said hole (28) is nar-

rower than the width. of said finger (1).

2. Adevice according to claim 1, wherein said grip has
at least one or more recesses (62) along which said
fingers are put out.

3. A device according to claim 2, wherein said light
source is provided at a location (28) corresponding
to the central position of said recess,




in, as said hand progressively noves in the longitu- dinal direction of said
fingers to grasp said grip- canera picks up a plurality of successive inages
of vein p.dtters of said finger intinme series so that'said persona
identification can be performed. by using said plurality of picked-up

i mges. ( 11. A device according to claim 10, wherein said proc- essor
conpares each of said plurality of picked-up inmages with the correspondi ng
one of the registered vein pattew so that said personal identification can
be judged to be authentic, orsuccessful en sone of said picked-up inmages
are coincideritwith the cor- respondiﬁé’ hes of the registered vein
patterns. 12. A device according to one of the clains 1 to 11, wherein said

grip (22) is the dgor,knpb (204) .of a car 02),.and sajd processor causes
sai d door knob éf %&d@vtc‘& &um R@@f&ﬁé RIMEUdE ;‘HE@J@per sonal
identification to ' H - i1 618 TN im1, wherein
sai d canera inclu?ggﬁgepiungr?J?t@?Y@gﬁngﬂﬁﬁfggﬂygg%@ﬁg%?éghiir- cularly
surround the cent efoasupparting saigh gpip.14. A device according to claim 11 or
12, wherein a set of conditions of said car is adjusted to conditions
previously setfora person authenticated by said per- sonal identification

device. -47- 1%, Afdevioe aseordingdo clairey, agheeeir ashap(162)1 ght source
provided within a grlp haV|n% a, cirvature graspable by a hand,and installed
in or alignment of said fingers is pr%wded ¥o Gonnect
- said grip (104) and said grip support (24) so that said
bar can be held between the plurality of said fingers

¢ when said hand (42) grasps said grip.

6. Adeviceaccordingtooneoftheclaims 1to5, where-
in said.grip (144) is shaped to have a different cur-
vature (142) in part from that in the othet part of said
grip so that the tips of said fingers are inserted up to
the part of said different curvature.

7. Adeviceaccordingto one ofthe claims 1to 6, where-
in a plurality of said light sources (3) are provided in
the longitudinal direction of said fingers (1) to be put

©out.

8. Adevice accordingto one ofthe claims 1 to 7, further
comprising a sensor (184, 186, 188) to detect the
pressure applied to said grip by said hand, said cam-

era being started to pick up when said pressure is
applied to said grip.

9. Adevice according to claim 8, wherein a plurality of
said cameras are provided in the longitudinal direc-
tion of said fingers (1) to oppose said plurality of light
sources.




a door, so as to irradiate infrared light fromthe palmside onto the
fingers of said hand that grasps said grip; and a canmera for picking up an
i mge of-fingers of the hand; neans for extracting a vessel pattern from an
i mage picked up by said canera so as to perform personal identification so
that said door is un- |ocked when said personal identification can be

judged to be authentic, characterised in that a sensor is provided for
detecting that a hand has grasped said grip; the canera picks up said
fingers of the hand between the first%@éqt‘and the second joint from the
backsi de of the hand when sajd sensor - tests that said grip has between
grasped. '

10. Adevice gecordingtooneoftheclaims 1te 8, where-
in, as said hand progressively moves in the longitu-
dinal direction of said fingers to grasp said grip,-said
camera picks up a plurality of successive images of
vein patters of said finger in time series so that said
personal identification can be performed by using

' said plurality bf picked-up images.

¢ 11. . A device according to claim 10, wherein said proc-
essor compares each of said plurality of picked-up

images with the corresponding one of the registered
vein patters so that said personal identification can
be judged to be authentic, or successful when some
of said picked-up images are coinciderit with the cor-
responding ones of the registered vein pattems.

12. A device according to one of the claims 1 to 11,

wherein said grip (22) is the doorknob (204) of a car

(202), and said processor causes said doorknob of

( said car to be unlocked when it judges said personal
identification to be successful.

13. A device according to claim 1, wherein said camera
includes a plurality of camera units provided to cir-
cularly surround the center axis of said grip.

14. A device according to claim 11 or 12, wherein a set
of conditions of said car is adjusted to conditions
previously setforaperson authenticated by said per-
sonal identification device.



-47 -

15. A person identification device compﬁsing: |

a light source provided within a grip having a
curvature graspable by a hand and i_.r;,stalled in
a door, so as to irradiate infrared light from the
palm side onto the fingers of said hand that
grasps said grip; and
- acamera for picking up an image of-fingers of
C | the hand;
means for extracting a vessel pattern from an
image picked up by said camera so asto perform
personal identification so that said door is un-
locked when said personal identification can be
judged to be authentic, '
characterised in that
a sensor is provided for detecting that a hand
has grasped said grip;
the camera picks up sdid fingers of the hand
between the first joint and the second joint from
the backside of the hand when sajd senser de-
tects that said grip has between grasped.
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