| July 2005 [-0001] Al RCRAFT MONI TORI NG AND | NCI DENT MANAGEMENT SYSTEM

[ 0002] CROSS REFERENCE TO RELATED APPLI CATI ONS [ 0003] This application
clainms the benefit of U S. Provisional Patent Application No. 60/329, 142,
filed Cctober 12, 2001, and U.S. Provisional Patent Application l\@

60/ 340, 337, filed Decenber 12, 2001, which are hereby incor porallé YBQIOS
reference as if fully set forth. [0004] FIELD OF I NVENTI ON (0005] This

invention relates generally to aircraft and in-flight security. In
parti(ﬁdfl r, this invention relates to a nonitoring and incident nmanagenent
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syst LEAT R NONITRRINGSAND ANKIDENT MAMNAGRMENT BYSTENAt or

i nci dent when it happens, and to provide crucial information to an
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Existing aircraft security practices focus on W ng: (1) gathering
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post-incident investigation using the cockpit voice recorder (CVR) and the
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fully set forth.
[0004] FIELD OF INVENTION
{0005] This invention relates generally to aircraft and in-flight security. In

particular, this invention relates to a monitoring and incident management system to
deter threats such as hijacking, to respond to the threat or incident when it happens,

and to provide crucial information to an 1investigation following the threat or incident.

[0006] BACKGROUND
[0007) Existing aircraft security practices focus on the following:

(1 gathering intelligence about possible further mcidents, such
as hijacking;

(2) In-airport security measures designed to prevent weapons,

explosives or other items that could potentially be used to damage an aircraft or pose a
threat to those on-board the from getting on-board the aireraft, and
(3) post-incident investigation using the cockpit voice recorder

(CVR) and the flight data recorder (FDR), commonly known as the “black-boxes.”



| July 2005 [.0008] Feher, U. S, Patent No. 4,816, 829, discloses a systemto
augnent* traditional black box systens with a third black box that records
i mge data fromvideo caneras positioned about the exterior and interior
of the aircraft. Feher also discloses a telenetry device to transmt the

i mage data to a ground recording station. [0009] Fujirmoto, U.S. 'PA¥EA?S No.
"), 283,643, discloses a video canera in the cockpit and a video canera

faci H§0PBE nosefaifert hid.9.uPatage Nnd4B16(81n dReRIEST a OfyatbRAtd ¥BERent
proposed. [0010] Bellman et at, U S. Patent No. 4,839,439, disclosSes an

aircr iti | ' [ j Ldeo sensprs located in
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including video caneras | ocated on an aircraft, a satellite to relay
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station, and video nonitors capable of displaying nultiple video inages
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aircraft security practices is that they do not provide re abl e 'neans to
occur and to

. . ce ) E i . as they.
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These and ot her deficiencies of

reacf{ a rogriatelsy to the incident.
exis |?\%P§’§ QPTRPSHr actices were evident during the events of Septenber

11, 2001 in New York, Washington and Pennsyl vani a
[0010] Bellman et al, U.S. Patent No. 4,839,439, discloses an aircraft

surveillance system including audio and video sensors located in the interior of the
plane and a transmitter to transmit signals from the sensors to a ground recording
station.

[0011] Lee, U.S. Patent No. 5,742,336, discloses an aircraft surveillance and
recording system including video cameras located on an aircraft, a satellite to relay
analog composite video and audio signals from the cameras to a ground station, and
video monitors capable of displaying multiple video images located in the ground
station,

[0012] One of the deficiencies of existing aircraft security practices is that they
do not provide reliable means to quickly identify incide nts, such as a hijacking, as they
occur and to provide decision-makers on the ground with the information necessary to
react appropriately to the incident. These and other deficiencies of existing security
practices were evident during the events of September 11, 2001 in New York,

Washington and Pennsylvania



-2 1 July 2005 [0013] SUMVARY [00I 4] The present invention conprises a
noni tori ng and i nci dent nanagenent systemfor an aircraft. The system
includes a plurality of sensors |ocated on the aircraft that nonitor

critical aircraft information and activity on the aircraft. The system
further conprises at |east one panic button located an the aircrdf® 2P%at

can 3‘5 ﬁctivat ed by a person |located in the cabin and at | east one
corpd¥@t3l ocated on the aircratMMdsRYrecei ves and stores input fromthe
plurality of sensors. The system also includes an incident managenent

cent ép014Jcat ed Themmeedryt ventioh@ofipredeal 4 nmstoRidaieid HRYA ﬁfﬂ&@%@ﬁé&” Iink
e two-way

bet ween the conputer and the incident managenent center.
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conputer to the iInci t man

the _inci t  managenent. center tq the conputer. 100151 I n another respect,
t he F‘hr&g?#ﬁ@ﬁt &%ﬁ% %%lﬁagégﬁm%ngrﬁ@m sndactivity endhe aocdefi.t The

i ncluding a cockpit door nodule having a frane, a front door and a rear

door 8ystRE furgher eraaprises apleaat bnephhic lnenéi foumeet ta thpaireatithwbes bhe rear
door is closed. [0016] In yet another respect, the invention conprise a

moni activatgdaiydaipeessie Meats@NAGRERAbIS ¥ HEIP hAk: 8Re @#n@%}&t Joch) eo. o5 itgem

managenent center |ocated renotely fromthe aircra n on- cf/stem
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t o Y uded T Thei Jﬂt%‘arllsllgekmgg% (\:Aéen(?:gr }ozgtecdolgpnlljétiiy farrc])?n Eli]eeaircraft and a two-
way communication link between the computer and the incident management center.
The two-way communication link is operationally configured to transmit data from the
computer to the incident management center and to transmit commands from the
incident management center to the computer.
[0015] In another respect, the invention comprises a security system for an
aircraft cockpit including a cockpit door module having a frame, a front door and a rear
door. The front door is operationally configured to open only when the rear door is
closed.
[0018] In yet another respect, the invention comprise a monitoring and incident
management system for an aircraft. An incident management center located remotely
from the aircraft. An on-board system including a computer in communication with a
cockpit and flight security subsystem, a surveillance and sensor subsystem, and
countermeasures. A two-way communication link between the computer and the

incident management center. The two-way communication link is operationally
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i nci dent managenent center. The two-way conmunication link is operationally
-3] July 2005 configured to transmt data fromthe conputer to the
i nci dent nmanagenent center and to transmt commands fromthe incident

managenent center to the conputer to control the flight security
subsystem the surveillance and sensor subsystem and/or the  !July2005
[0017] BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0018] The

count er asur es. L
fol l Mﬂ%‘?@ua@ql to traa syt datpfrowrthefcontymtpr of dre iadidemesh @it cdnf and

invention will be better understood when read in conjunction with the

appendegdangth BwWonga anlte frobh theRCRRSE nRindgk ittt 8h 120 tHE %n}r@iﬁﬁ?&g}tﬁ pg?léttagle re. <

are shown in the draw ngs enbodi nents which are presen It i

under , hg i nventj,on is not limted to the precise
ar rar%tee(r)rg%thg ang |%s%‘fr%%trﬁl%l ﬁ?ei 8@5‘%&%‘?& aPH saRsod rusygtemy aodor thegure 1
is a schematic drawing of the nonitoring and incident managenent system of
t he GPEBEHMG3NMERAT i on. [00201 Figure 2 is a block diagramillustrating the
functional design of the portions of the system| ocated on-board the

ai r cl@917] [0021] BREEFOBSCRIRTION OFCTHRDHLWINGOM front and above, of
the cockpit door nodule. [0022] Figure 4 is an enlarged sectional view

VT owtakenal ong 1 AP HoE Bk e U o DR Al B RALALERRGR,
sect b onale i st Bé( %rétl%rolggdéljspo%desﬁr%egf relztidg ﬂ{ %or?junction with the appended
drawings. For the purpose of ilustrating the invention, there are shown in the
drawings embodiments which are presently preferred. It is understood, howev;er, that
the invention is not limited to the precise arrangements and instrumentalities shown.
In the drawings:
[0019] Figure 1 is a schematic drawing of the monitoring and incident
management system of the present invention.

[0020] Figure 2 is a block diagram illustrating the functional design of the

portions of the system located on-board the aircraft.

[0021)] Figure 3 is a perspective view, from front and above, of the cockpit door
module,

[0022] Figure 4 is an enlarged sectional view taken along line 4-4 of Figure 3.
[0023] Figure 5 is an enlarged sectional view taken along line 5.5 of Figure 3.
[0024] Figure 6 is an enlarged sectional view taken along line 6-6 of Figure 5.
[0025] Figure 7 is an enlarged sectional view of a alternate embodiment of the

tie-down shown in Figures 5 and 6.



[0025] Figure 7 is an enlarged sectional view of a alternate enbodi nent of
the tire-down shown in Figures 5 and 6. 4 1 July 2005 [0026] Figure 8 is
an enlarged partial view of the area shown in broken lines in Figure 3
[0027] Figure 9 is a sectional view taken along |ine 9-9 of Figure 8.

[0028] Figure 10 an overhead view of a cockpit area that has bedd"i38?%i ed
to include the doubl e-door nodul e of the present invention. [0029] Figure
11 i 40826) ock dliggrafis bhusilardddnmrtiae viewer tienate0a8iven i9brke Pk S, €d
enbodi ment of the surveillance and sensor subsystem [0030] Figure 12 is a
bl ockriduggpam il lustrating the functional design of an alternate preferred

enbodi nent of the surveillance and sensor subsystem 10031] Figure 13 is a
esign of a_preferred enbodi nent

bl oc Lagram id.l ustpating f.he functiqnal d

of tﬁgg% unt er me&8ti ‘%3@%{7‘@?8% viegoieenmlgng neS-9of Fignee 8. di agr am
illustrating the functional design of a preferred enbodi nent of the

on- bd8PePlconputtdeurd H0 23] owirhend vidy iof aaobkpit arbarthas hawibegnthedigedriat i onal
flow of a preferred enbodinment of the aircraft nonitoring and incident

menageeiadt thy doahle-AQA3HbaRETH tHERRESARRTHANINOF THE PREFERRED
EMBODI MENT(S) [0035] Referring now to Figures 1-2, the present invention

conplyg an aigt f 13014 and i.nci dent agenent system 10, The
syst g?n 10 pref gﬁg%ﬁ%y&}n%?%(}ég& ﬁa%’ﬁ%dglflﬁgmggﬁﬂ%%upﬁ@%%ﬁﬁﬁﬁgﬁnﬂfaﬁr craft

12 that,. are |ipked via a secure,
preferred embodiment of the surveillance and sensor subsystem.

[0030] Figure 12 is a block diagram illustrating the functional design of an

alternate preferred embodiment of the surveillance and sensor subgystem.

[0031] Figure 13 is a block diagram illustrating the functional design of a

preferred embodiment of the countermeasure subsystem.

[0032] Figure 14 is a block diagram illustrating the functional design of a

preferred embodiment of the on-bhoard computer.

[0033] Figure 15 is a flow chart showing the operational flow of a preferred

embodiment of the aircraft monitoring and incident management system.

[0034] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[0035] Referring now to Figures 1-2, the present invention comprises an aircraft

monitoring and incident management system 10. The system 10 preferably includes

an on-board system 21 located on an aircraft 12 that are linked via a secure

communications link 16 to a ground monitoring and incident management center 14,

[0036] The on-board system 21 preferably includes the following subsystems:
(1) a cockpit and flight security subsystem 22;

g
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comuni cations link 16 to a ground nmonitoring and incident nmanagenent
center *14. [0036] The on-board system 21 preferably includes the follow ng
subsystens: (1) a cockpit and flight security subsystem22; -5 1 July 2005
(2) a surveillance and sensor subsystem 24; (3) countermneasures 28; &ﬁ% a
remote control nodule 30; (5) a crash-proof recording subsystemlé?l;y2

(6) a communications transceiver 34. These elenents are all controlled
on-board the aifkraft 12amurspillamesemddsensonpubsstems24m 36. Al t hough t he
preferred on-board system 21 includes all of the above subsystens, any

subset of the €3ibsyst enscommtepmeds@ebs2g;hout departing from the present
i nvention. 100371 The ground center 14 includes a conmunications

transceiver lipked to a ,mRpSQ) i.hCi ﬁent managenent conput er
. a : :
system Optionally, the gr ogdn0 Qg!én 8?&%9%?%2 *be configured to allow renote

access to the @nitori ng and incident _managenent conputer system by

of f-site deci st¥n nmaker s2&bash-pregd raearding srbsystamed32;qaphbi | i ties of the

ground center 14 will be best understood after a conplete description of
the on-board s{@tem 21, ardmienehtions tmidsceRerdascribed in greater detail
herein. [0038] The cockpit and flight security subsystem 22 preferably

bet ween the two-nor e ey o oay ol @bn el A TRE R il 2 1 P AR BRA e

OPeNedthp REBF system 36. Although the preferred on-board system 21 includes all of the
above subsystems, any subset of the subsystems can be used without departing from
the present invention.
[0037] The ground center 14 includes a communications transceiver linked to a
monitoring and incident management computer system. Optionally, the ground center
14 can be configured to allow remote access to the monitoring and incident
management computer system by off-site decision makers over a secure network. The
capabilities of the ground center 14 will be best understood after a complete description
of the on-board system 21, and therefore, will be described in greater detail herein,
[0038] The cockpit and flight security subsystem 22 preferably includes:

a. a double door module 44 for the cockpit with a compartment
between the two doors where only one of these doors can be unlocked and open at any
one time;

b. a biometrics subsystem, such as facial or fingerprint

recognition, for example, to prevent an unauthorized person from controlling the

aircraft; and



one tine; b. a bionetrics subsystem such as facial or fingerprint
recognition, for exanple, to prevent an unauthorized person from
controlling the aircraft; and -6 1 July 2005 c¢. an enhanced auto pil ot
nodul e, including access control, that can prevent unauthorized deviation
of the aircraft fromits predeternined flight path, redirect tRdUBPd%e to
a |l ess popul ated region, put the aircraft in circling flight at a

control | ed al tftude, or enkahaprel dehmﬂntm@@ﬂxﬂbllgblucﬁﬁ%h&fe@s crﬁ&@@ﬁibeﬁ' gure
3 shows a preferred enbodi ment of the double door e 44, which is

| ocataml pyressdnttundiilBoriead detiailtm FAGKRiter2f ﬂ-rﬂﬁ 1 &%&ér%d@%{lﬂﬁ@ e 44

conprises a frame 45 havi ng front and rear door openings upport
fronteBpsh: ure 10 nmonj toring deyice 50, such
as a evcrﬁdeo l:I(j:lg%lra félﬁgo[andj1 ‘ﬁ%ﬁeﬁoﬁeﬁ?’% Ib‘rfer}b%a ’%t fhight athe frame
45 to enmﬁﬁrew rrenbers (and even persons at the ground center 14) to
obsef QT iidideepy peharmrerdntarmined flight radtoni fi cati on and

aut henti cati on device 52, such as a fingerprint or retinal scanner, for

exanffi089] i s al Bigureef shah y pfed@rd&@n@ﬁtﬂimﬁxﬁme'cﬁﬁiﬂlé’gom b€ 4Qn- board
conputer 36. The front door is preferably configured to deny entry tb t he

cockphicH & Rﬂ:ﬁte@?ﬁéﬁ% ool paut EPEE(,Z%Q qut % thQ atlr Zfr(ft ?g e ﬁméj gégoned

by the identification and aut enti cat Iron evrce

pref th dul e. 44 be, seal ed when the front and rear doors 46,
PR iSed Db 5 HR Ao 4, St fog Qopies et U Swwerivrest and

I ncaI%%r O%E’S 47, 49 (see Figure 10). A monitoring device 50, such as a video camera
and/or microphone is preferably located within the frame 45 to enable crew members
(and even persons at the ground center 14) to observe anyone entering the module 44,
An identification and authentication device 52, such as a fingerprint or retinal scanner,
for example, is also preferably provided and in communication with the on-board
computer 36. The front door is preferably configured to deny entry to the cockpit to any
person not authorized to be in the cockpit, as determined by the identification and
authentication device 52. |
[0040] It is also preferable that the module 44 be sealed when the front and rear
doors 46, 48 are closed. This enables the use of gas to sedate or otherwise incapacitate
a person (or persons) standing in the module 44 who posed a potential threat to the
aircraft 12, such as an authorized person trying to gain access to the cockpit. Figure 4
shows an example of a means for sealing the frame 45 along the floor 54 of the aireraft

12. In Figure 4, the frame 45 rests atop a sheet 56 of polyester film, such as Mylar®



a person (or persons) standing in the nodule 44 who posed a potenti al

thteat to the aircraft 12, such as an authorized person trying to gain
access to the cockpit. Figure 4 shows an exanple of a means for sealing
the frame 45 along the floor 54 of the aircraft 12. In Figure 4, the frane
45 rests atop a sheet 56 of polyester film such as Mylar(r) .774y300y
2005 _film produced by E.I. du Pont de Nenours and Conpany, for exanple,
and if3lm grediged bseBileduRat de Neruss anfl Gompahanfor chakiplkphad s RQtHEY al SO
be provided. [0041] The doubl e door nodul e 44 can be secured to the

means Tor Seeur tng he e ae RSO Hav aboB WM T ar 1 127 For

nmeans for securing the nodule 44 to oor

exa i gur 5- ow a tie-do 64 _secured to a seat-track 62. Figure
7 sm@“%ft i e- 3@1\/\% dg‘ég@m&/%% Pé’%é‘g%gge?ﬁfu beetecryed o threairensdt 184by iany. , no
seat track is used)._ Figures 8-9 show two views of a bracket 68 wused to

secuBY fEeRb dRanst iigrTes5 fshomet we pxamplaatfahie a imefai seenfifiy tha.module
Flexibility in the installation of the double door nodule 44 is inportant

so t Hétta He flooubé of dheanirdraft tASIFor dimiplel FiLehdst 8 Sdwtd 0g. ft.
[ 00421 Figure 10 shows an exanpl e of a‘co%l%p'itggrzsfor t he gﬁggr(%ﬁfﬁ t hat

| NCokpaiRHe: d e ) Kt .72 is based on the
| ayour of e hemiieutl 82 SReurt P Mhin S WA Rt & sPouteRiaryy 1o

Qbvi .incorporatign. of the on-board system 21 of the present
i nveﬁfﬁ??ﬁm&%gﬁae\,yﬁqﬁt%@ 157 @Al %@gﬁi%rﬁ'ﬁge@ﬁ twe viewatof afbralketc68 kpi t
72, the main instrunent panel 74 is |ocated in front of the captain's seat

78 ahdethte serure|the meduly drame géstiotthoreiline T0eé thé hercrefpiai Flexilsifig$ i/ 8 and
the first officer's seat 80. Two observer's seats 82, 84 are | ocated

the installation of the double door module 44 is important so that the module 44 can be
easily retrofitted into existing aircraft.

[0042] Figure 10 shows an example of a cockpit 72 for the aircraft 12 that
incorporates the double door module 44. The cockpit 72 is based on the layout of a
Boeing 747-400 and is intended to be merely exemplary. Obviously, the incorporation
of the on-board system 21 of the present invention could vary widely.

[0043] Beginning at the front of the cockpit 72, the main instrument panel 74 is
located in front of the captain’s seat 78 and a control stand 76 is positioned between the
captain’s seat 78 and the first officer's seat 80. Two observer's seats 82, 84 are located
immediately to the rear of the captain’s seat 78 and the first officer’s seat 80,

respectively. A coat stowage area 86 and crew rest area 88 are located at the rearmaost

portion of cockpit 72, The double-door module 44 is preferably located in a hallway 90

linking the cockpit 72 to the passenger cabin 92. As described with respect to Figure 4,

the module 44 includes monitoring devices 50 and identification and authentication

.8-



imediately to the rear of the captain's seat 78 and the first officer's
seat 80, respectively. A coat stowage area 86 and crew rest area 88 are

| ocated at the rearnpst portion of cockpit 72. The doubl e-door nodul e 44
is preferably located in a hallway 90 linking the cockpit 72 to the
passenger cabin 92. As described with respect to Figure 4, the'ddddP® 44
i ncl udes nonitoring devices 50 and identification and authentication -8. |
Jul y dowtsss SdevhedromzlooTHd rfre v bloare ns Inpr Bfesrorkpit Tependtheteartlosr ¢9ckpi t

72 and the rear door 49 opens towards the passenger cabin 92. Two

| avabpeaesoRdrdh the askedsd Gfihably TWE IUvEEHiesTHE AL A1) S0rElARgSt 1O

t he passenger cabin 92 is for use by passengers. or war d= no vatory

94 | S ' ew and is sitioned between the front
o PR TnBt n g SRl S0 S 0 B PR b

| avatory. 94 w t hout, openi ng the rear door 49. [0044] The bionetrics
subsg‘g‘f’ e @I\A%Péqsérléﬁg?rﬁ’ng b s deyse hyothe codmib78- crewr andoidupasiddned he
aut opi | ot subs¥stem and other parts of the airplane 12 to determ ne

whet hetweengdiedoont and neprt doogaidf, 4Borfehs nhalylami tofentb: gd Bban® U Bls
critical systens, such as the autopilot nodule or the communications

systmtoﬂysg@uﬁﬂgﬂt@gniﬂ@ﬂm RAQWRIoyi4@s subsystem preferably includes

facial recognition devices, fingerprint identification devices, retinal

scan and ike. .[0045] The.enhanc aut opi | of . nodul e, conpr.i ses

acce s%&ntrol@%gkd@%ﬁ% e %S%Q%F%Br%nrﬁﬂﬁlmwgﬂ’ﬁ gaheyosbiadeerons and

i nci deﬁ{}f' ‘ﬁ%h&i access control preferably includes password protection

and/BP9Breott theca WepHe! prbaxstem. and ether pants obthe sirplameas towleterthhe al ert

node (described in detail below) is activated- \Wen engaged, the auto
whether a person trying to gain access to part of the airplane 12 or critical systems,

such as the autopilot module or the communications systems, is authorized. The
biometrics subsystem preferably includes facial recognition devices, fingerprint
1dentification devices, retinal scanners, and the like.

[0045] The enhanced autopilot module comprises access control and enhanced
features to deal with emergency situations and incidents. The access control preferably
includes password protection andi;or biometric identification. Access control is engaged
when the alert mode (described in detail below) is activated. When engaged, the auto
pilot can only be disengaged with the password, the positive biometric identification,
with an override command from the ground station 14 or at a predetermined time
period, point in the flight path, altitude or rate-of-descent. The predetermined time
period is preferably variable, depending on the length of the flight. The access control
password is preferably changed from flight to flight, depending on the operational

flight procedure of the airline.



pil ot can only be disengaged with the password, the positive bionetric

i dentification, wth an override conmand fromthe ground station 14 or at
a predeternmined time period, point in the flight path, altitude or

rat e- of-descent. The predetermined tinme period is preferably variable,
depending on the length of the flight. The access control passWdiﬂ“éIZQ%‘S

preferably changed fromflight to flight, depending on the operational
f1i ght00p6bcedurbhebutvedade dritbsensdr dubiifsYe AGNbcorh P46 a-{;ﬁﬂ %*' oY @ik

and sensor subsystem 24 conprises a variety of devices ect po ent al

EQLE ?P%%““&%%?‘%%?%ﬁ%&s B%ﬁ%%%@éﬁ%ﬂfehaﬁ&%fééz a@%ﬁ%ﬁs%ﬁ“@“r%? aedgt e
VI ) c%g chn ?a are Brefg ably, cont | abl e by the on-board conputer 36

e fctigitaes eﬂhﬁé@ﬂem omiade ghe eiitdraficE2.and
sensqQr. subsystem 24 preferabl y includes one or nore visible or hidden

di gi tltesgidsaecesanerrreferahly comddoNalde by danei-dsarditempRbONss vindah ek ke in
the cockpit, cabin and other areas of the aircraft. The surveillance and

sens eitheubsitetiess 3drabsd cpiedeionR! yTh@CA ons”
door sensors and tarrper sensors, all of lL\/\iﬁ'?c are%em%ln%%?%gqtg %

[ 004 7 e b Salh e Bn 80 uflre %‘S&I&acrrﬂ?ﬁg P RlFyidso Prmethe antmedvilan iss
butt on” |s preferably Ioctg@?ﬂiat a location so that t he cabin crew or the
pi | of A TgRAS, dpicroRfanesand edmthe cackpiticpbimand gtleer ateas of Ked ainoad. of a

false alarm the panic buttons are preferably not accessible by

pass ehgesurveilbengsaridsdnsot suseyatem 2Msdso preféetaPinciuiss 8hé 86 mde fRer so

as to discourage attenpts to disable them
buttons”, door sensors and tamper sensors, all of which are designed to alert the crew
and the ground center 14 that an incident is potentially in progress.
[0047] The panic buttons are manually activated by the crew. Rach “panic
button” is preferably located at a location so that the cabin crew or the pilot can
activate it discretely. In order to reduce the likelihood of a false alarm, the panic
buttons are preferably not accessible by passengers. The panic buttons are also
preferably installed in manner so as to discourage attempts to disable them.
[0048] The door sensors notify the crew and ground center 14 if persons entered
unauthorized portions of the aircraft 12. The tamper sensors notify the crew and
ground center to tampering with monitored portions of the aircraft systems. In order
to prevent a hijacker from disabling sensors, “dummy” sensors are preferably provided

to make it difficult for hijackers to locate and destroy the genuine sensors. The

surveillance and sensor subsystem 24 also preferably includes a global positioning

-10-



[ 0048] The door sensors notify the crew and ground center 14 if persons
entered wunauthorized portions of the aircraft 12, The tanper sensors
notify the crew and ground center to tanpering with nonitored portions of

the aircraft systens. In order to prevent a hijacker fron1disa$|in
sensors, "dummy" sensors are preferably provided to nmake it di ﬂWéng for

hijackers to | ocate and destroy the genuine sensors. The surveillance and

sens8YStERERT Emadlovathromouaidaealén] 4 wompditsr shgbokislonpdshe oo 12240 | My
2005 system (GPS) to allow the ground center 14 to nonitor the position of
the alltome$t 12 at all times. [0049] Each tanper sensor is, by definition,
designed to alert the on-board conputer 36 when a portion of the on-board

t h Lt-h, 1.0 €. destyroyed, b t, etc. A
yper o bonventh onar e Shslh 6 bl i gBRS RN £ oBdcon Byt of

t anper_sens i referably_ kept secret for security reasons. One sinple
way %c’fmﬁ’wgﬁeﬁ?‘?ﬁd‘ BORtigm Rl thecen-board sestenr 21 basdweh teermored wishtice. pake

the _sensor periodically poll the on-board conputer 36. [0050] Figure 11

i |1 ubasteaved, chleles emtt étonadny éipe of nelvqutheialeah gep@evdsi QUH bLATRMIENt S Of
a preferred enbodi nent of the surveillance and sensor subsystem 24 and the

prefer ey . : ; f th
on xaEyple &I tdbnpedSschiRBMs bbbty qi@“;ﬁ@%%%?ﬁ?@ﬁ?@%%@ﬂ%%wﬁfrﬁ cation

surveillance and sensor subsystem 24 is pre (
it 8 OB ST el AR R 2 S Tt o
gl G I VR R A
[0050] Figure 11 illustrates the functional relationship between the vayious
components of a preferred embodiment of the surveillance and sensor subsystem 24
and the on-board computer 36. As shown in Figure 11, each component of the
surveillance and sensor subsystem 24 ig preferably in two-way connmnunication with the
on-board computer 36.
[0051]) Figure 12 shows a functional layout of another preferred embodiment of
the on-board system 21. The surveillance and sensor subsystem 24 consists of an AV
module 124 and panic buttons 125. The on-board computer system 36 comprises a
multimedia network server 136. The counter-measure subsystexﬁ 28 comprises a audio
beam 128 and a stun light 129, The AV module 124 allows the multimedia network
server 136 to control camera and audio systems, including adjusting the zoom, focus
and other controls. The multimedia network server 136 can also select the sources that
will be processed. Compressed audio/video can be transmitted on demand to the ground

station via satellite communication subsystem 84. Part of the sensor system is also the
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nodul e 124 and panic buttons 125. The on-board conputer system 36 conpri ses
a - nmul ti nedi a network server 136. The counter-neasure subsystem 28
conprises a audio beam 128 and a stun light 129. The AV nodule 124 all ows
the nultinmedia network server 136 to control canera and audi o systens,

i ncl udi ng adj usting the zoom focus and other controls. The nultiHeéefi%a
network server 136 can al so select the sources that w1l be processed.

ConpPassehdans Lo iadeteibamtdreper ssotd trethodowlsdsaivdr fodihle sahepdm £ ati on
via satellite communication subsystem 34. Part of the sensor systemi's al so

t he whith infbehis 2R0ScuRdNY ;20 sensor.s on the
doubl e-dO(;Ir1 nodul e sSbsystegl%@%%%gpaﬁi]léﬁld?m’%ugﬁestag%%80%1&‘11%1@%8“& an
i nci | ite ni cati ystem 34 via the nultinedia
et vep ooz b P AU Ghiel S BRI sy Per £2% ST 3 HE e e pemsctisdogiodnd
center 14 or tcp(%r&i | gt,, the counter-nmeasure subsystem 28 (audi o-beam 128

and 5t the erym r d4rprdkequlaty theeepwyar-nstasune sabsystant Pe (gidiphtasaen 12.
The radio wunit 130 is used for situations when the aircraft 12 has | anded

saf el$8 audotwd light dRS) cavabé ol vate dan ek MhGe SQTHERAG aQﬁﬁ%ng ot Q["X?ﬁo can
Mo

have access to audi o/visual data captured by the AV ule 1 efore

st oraittdl 30 Wed TR udBond 1+ Af L at_t h irgraft 12 is

di scover ed, counternlegsu?rés%%e{:rhg atlg({re e#%%%@iaal}f%dlt%?gfs@'t md’t”tdefrFﬁPpﬁo

neut&gltii%gatc Ia% t hr e[féd%The ount er mreasures 28 can be controlled by either
0 r

t he pi r r'ehBEE 95540t ShAWRCag bavriaecess ée audio/eisual dat t
hi ghl%1 dir gﬂi onal ~audio at a selected location in the aircraft 12; b.
em t€ tl-‘-‘é’t‘i the AYomaginie d 24 defirestomyintd deheiscmift 22sel ect ed
[0052] After a threat to the aircraft 12 is discovered, countermeasures 28 are
preferably available to attempt to neutralize the threat. The countermeasures 28 can
be controlled by either the pilot or remotely controiled from the ground center 14 to:
a. emit highly directional audio at a selected location in the

aircraft 12;

b. emit directed or non-directed blinding flashes at a selected

location in the aircraft 12;

c. emit directional audio, flash stunning light, or other non-

lethal measures at any unauthorized persons at the pilot seat;

d. release sleeping gas or other similar gas;
e, decompress the cabin:
f. separate, by means of remote-activated doors, different

sections of the aircraft: and
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| ocation in the aircraft 12; c. emit directional audio, flash stunning

| ight, or other non- |ethal neasures at any unaut horized persons at the
pilot seat; d. release sleeping gas or other simlar gas; e. deconpress
the cabin; f. separate, by nmeans of renote-activated doors, different
sections of the aircraft; and -12. 1 July 2005 g control the c&B§H2005

| i ghting system and the cabin window panels to put the cabin in total

dar kness. These8-count er ne@sinad sthegealrinf leglahhy syaterhearad thi ajabeh BYindhe
pilot, or by the ground station either individually or in conbination.

[ 00533 1Fhe talpntthe calah iaudial daknles.i npl enent ed usi ng exi sting or
devel oping technol ogies. Suitable directional audio includes, for exanple,

a sysriedse ejts l.nstitute of Technology (MT) the
uses the %?E@:t‘?ﬁ’g%aﬁrﬁs gpﬁlﬁfe??@ﬁh%%hb%wtxgaﬁ%% B GF Ryl theround i nt o
| e, beam of sound, the Audi obeam directional

a highly directive, .audlb (

I oudg’g%%ﬂlélﬁng’ﬁrgéﬁwﬁ%‘?% OFIRERMBHIAtIambH & Co. KG and Directed Stick
Techrc"l\ol o:%y or per Soni ¢ Sound Technol ogy by Anerican Technol ogy

Cor pdP8®3lon, THdesdizeetionplarudio icadiheginilbléﬁﬁ%e@%@iﬂ?ef@ﬁhg%riJHQJ ﬁ{bﬁﬂged
with readily available technology. [0054] Directional audio ang e

st unnécigrabogibh.i Bditabld dashesndrdidio HXnhE! ke exzﬂﬁgﬁog 8t 3RO 15p 80 Ot

confuse the hijackers nonentarily, so that passengers

the Massachusetts Institute of Technology MIT) the uses the non-linearity of air to
convert a narrow beam of ultrasound into a highly directive, audible beam of sound,
the Audicbeam directional loudspeaker by Sennbeiser Electronic GmbH & Co. KG and
Directed Stick Technology or HyperSonic Sound Technology by American Technology
Corporation. The stunning or blinding flashes can be easily implemented with readily
available technology.

[0054] Directional audio and the stunning or blinding flashes are a non-lethal
method to disable and confuse the hijackers momentarily, so that passengers or crew
can overpower them. The directional audio and the stunning flashes also serve to
disrupt communications between the hijackers and isolate them in different
compartments. Isolating the hijackers in different compartments will enable the
passengers and crew to disable them more easily.

[0055] Decompressing the cabin forces the hijackers to move to a position in the
cabin where they can have access to an oxygen mask, thereby immobilizing them.
Releasing sleeping gas (or other type of non-legal immobilizing gas) in the cabin and/or

the passenger compartment will induce the hijackers to sleep. The sleeping gas
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can overpower them The directional audio and the stunning flashes al so
serve to disrupt conmmuni cations between the hijackers and isolate themin
different conpartnents. Isolating the hijackers in different conpartnents
will enable the passengers and crew to disable them nore easiIY £8055]
Deconpressing the cabin forces the hijackers to nove to a positiaﬂ 1t he
cabin_where they can have access to an oxygen mask, thereby imobilizing

t hem “CUREFEBERHresaE filsrycayiee themasedregers ppd/mfcraw ol seey, depenbidd widig gas)
in the cabin and/or the passenger conpartnent will induce the hijackers to

s| eepWhreimstleepiracnigag the kaslis delk)se005 count er measure may al so cause the
passengers and/or crew to sl eep, depending upon where in the aircraft 12

t he 56 rel epse - Put.t i in.in total. darkness. |imts the
acti \g/[;@? i eg of the. %!llsz gg{g@sm Ign%k%atérgﬁg(g)%ﬁgﬁ Bﬁév’ﬁ’é’ts\ﬁééﬁet PEsY e

di ffi . q(%gac se of. tF‘e | ack of visual contact between each other. In the
event the N acaPenpiRgs hebrees theom meped Hiulpbeeauseldf ghe laduofodsualt he
inability to see the entire cabin al so enabl es cabin crew and/ or

pass&RBERY betvesr e pawetherh Emthoees maht hyjackOBAHinF Ao SR SRAbE Gthdpodul

pr ef e_irably provi des the ground center 14 with the ability to control
port iliget @furtdes the- HdiliC 6B §he 33irel SHiHY nhanced auto ., pil ot
e o ¥htire! AHiIHHIRG HAGI& i cref andfor . o« ¢

nodul e. This allows the ground center 14 to renotely fe

12 t §a@sen §t889%ﬁﬁpf‘eq jon or to put it in holding circle or other

predg]termgg%d fIi ght patt{hgrmn%oﬁﬁgaf) ¥vent a hijacker fromcrashing the

airct 12 delj,berately. [00581 The gn-board conputer 36 preferably
r[t?[ige'?s] ?&F&ﬁfﬁg? gont[ro{)mo:cllule preferably provides the ground center 14 with

conp a pr

the ability to control portions of the on-board computer 36, including the enhanced auto
pilot module. This allows the ground center 14 to remotely redirect the aircraft 12toa
less populated region or to put it in holding circle or other predetermined flight pattern
and prevent a hijacker from crashing the aircraft 12 deliberately.

[0058] The on-board computer 36 preferably comprises a programmable
computer including a real-time operating system (RTOS) to manage, process and
archive information from all of the on-board subsystems, including the sensor and
surveillance subsystem 24 and cockpit. and flight security subsystem 22. In particular,
video encoding and compression is performed on the digital video data (light or
infrared} in such a way that portions of the video archived can be retrieved quickly.
The portion retrieved will have a resolution that is specifiable. It will also be possible
to zoom into a particular part of each video image. The selectable resolution and zoom

conserves the communication bandwidth needed between the aircraft and the ground

monitoring and incident management center. Sensor-fusion can be performed on the
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conputer including a real-tinme operating system (RTOS) to nanage, process
and archive information fromall of the on-board subsystens, including the
sensor and surveillance subsystem 24 and cockpit and flight security
subsystem 22. In particular, video encoding and conpression is_ perforned
on the digital video data (light or infrared) in such a way that"péttsi ons
of the video archived can be retrieved quickly. The portion retrieved wll
have bghtal infrawedivideo datas phltetisbledy, the otd-bdardlderaeP 98 bRl EeontPrigPom
into a particular part of each video image. The sel ectabl e resol ution and

zoom a dedivatedediglitae sporwihgak i Of aha0gnl LIS 8dRY e ween the aircraft and
the ground nonitoring and incident managenment center. Sensor-fusion can be

per f on t -1/ u 005 ,light and infrared video data.

W t erngt ?]vel y, r@hee"éﬂtf‘lﬁorér%‘gﬁ%ﬁt%‘% “%@' BIRSPES @odpromaress thaddata éel ke gi t al
syst%m i nstgaig of a progranmabl e conputer. [0059] The on-board conputer 36
wi || thrvBYLeGintheorronag neomiEoriag and sndidenttmansge merticdrmet, pachiglifthto
nonitoring and incident nanagenent center, package it into a data stream

_per f Gradatemtraap, marforam dnadgtm; Qﬁdﬁﬁﬁf&ﬁﬂ&@r&@ﬁh%djr%e,iﬁfo‘?e paﬂﬁga%%tehe
ar er

data streamto the transceiver 34. [00601 The on-bo conpu Wl

aut helakth etle@nfiflthd fraRRRL;QLE k@t e, process the commands from the ground
nonitoring and incident nanagenment center 14. The data storage systemwil|
have redundancy to ensure the

be desagmed torgurvi yve a crash d will (
i nt eg‘?‘?% of t%gl%dlé}" 9“?66’6‘1%“‘*?53%%&%@%&%%@ depprepriatd ipyogesf or ms
t he f}gl | owl ng &u ctions: a. processing information fromthe surveillance
and &p<Bpmands from the ground monitoring and incident management center 14.
The data storage system will be designed to survive a crash, and will
have redundancy to ensure the integrity of the data.
[0061] The on-board computer 36 preferably performs the following functions:

a. processing information from the surveillance and sensor

subgystem 24;

b. archiving important aircraft information not already

recorded by the CVR or the FDR, including data from all of the subsystems discussed

above;

c. processing inputs from sensors such as panic buttons:

d. | periodically updating the ground monitoring and incident

management center 14; and

e. processing commands from the ground monitoring and

Incident management center 14.

«15-



subsystem 24; b. archiving inportant aircraft information not already
recorded by the CVR or the FDR, including data fromall of the subsystens
di scussed above; c. processing inputs fromsensors such as panic buttons;

d. periodically updating the ground nonitoring and incident nma ajgegzent

center 14; and e. processing commands fromthe ground nonitori ng Hfo0s

I nci dm@ﬁanage nt center 14. 15 1 JUIQZOOS [0062) The secure

commu i on | I AR S§ELsOREBRNIGasIoa hinds 16 betreantie rineraftd@ndid ihenirétind 4

preferably includes nultiple redundancies to assure reliability of

commu¢RHEr | dfs poefdrallymikeudabotadepll fiedemldbneibae tSCaMEEreC %HHBH&?L ipn
e

link 16 may include the follow ng neans of comruni cation between

ai r cr efthmlzhiedisory S88Go AR L dt @?ﬁi | ACI t _managenent .center, 14; a.

satel lite conmunications 16 v?% gg%a ecmefﬁg;seﬁgret‘%m@éW?%ﬁo%L&kslﬁ e.g.
conmuni cations towers 20, when satellite

a nobil.e . - systemvia
commuini ?é@&g‘ﬁg t% ?‘?}£Q‘¥‘é‘\$d¥?%%ﬁ ‘?—fa QHYPBRICaEIGR bstween thriairtuaft b2 and goeudd i ght ;
c. other, radio-frequency transm ssions, e.g. VHF or UHF; and d. relaying

of coRRDHPERE aRsinadenignacabenent centat tl4; Most exi sting aircraft already
have a satellite transceiver |linked to the
a. satellite communications 16 via a satellite 18;

b. terrestrial means, e.g. a mobile phone-type system via a
communications towers 20, when satellite communications is not available and/or
during inland, low-altitude flight;

c. other radio-frequency transmissions, e.g. VHF or UHF; and

d. relaying of communications through other aircraft.

Most existing aircraft already have a satellite transceiver linked to the
InmarSat Limited satellite communication system to provide phone services to
passengers. One or more of the 9.6 kbps C-Channel of the InmarSat Areo-H service,
providing a data transmission rate of at least 9.6 kbps, isthe preférred primary means
of communication. An alternative means of communication is preferably provided for
times when satellite communication service is not available (e.g. when the aircraft 12
i on the ground or flying at low altitude). Such means could include, for example, a
digital wireless communications system using the Global System for Mobile
Communication (GSM) platform. An ad-hoc radio network, using VHF Digital Link
(VDL) or another proprietary standard, could also be used as an alternative means of
communication.
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Inmar Sat Limted satellite comruni cation systemto provi de phone services
to passengers. One or nore of the 9.6 kbps C Channel of the | nmar Sat
Areo-H service, providing a data transm ssion rate of at |east 9.6 kbps,
is the preferred primary neans of conmunication. An alter nativ? Tegns of
communi cation is preferably provided for tinmes when satellite July 2005
comuni cation service is not available (e.g. when the aircraft 12 is on
the dPeedld or Higirglailthewatdstthefdaytiofuichyoeasta poefedrdChBe&im & of
exanple, a digital wireless comunications systemusing the d obal System

for  Wabiohehoagaremuithaeis 96 reGHnddiptb h T ;o network, using
VHF Digital Link (VDL) or anot%erﬁpropglic%‘tﬁgtre?glsetggﬁﬁ‘%s?%# could al so be used

as a ernati 51.0f_ co icatio -16 Jul y2005 0063) Figure 13
) e " S BT P e 5 B B Hongy bavir abe pwplsarasierabetimarnier s
on-board conputer's 36 relationship to the counterneasures 28. [0064]

Fi guP8rtion pf thesen-heeed ¢qrap riencif waed|to pagoss informapiosf Romerhcaniosilamae of a
portion of the on-board conmputer 36 used to process information fromthe

sur ventlsanser syems®nand teoisireinsdéh afbrif AR HroA A hi Qi&ﬁé@}‘)&{éy&&%“g h
ne

the transceiver system 34. Wthin the conputer system a real-

oper gii Mtﬁﬂﬁ{t?é‘bc%ﬁ@gﬁ& B, YFehPitne ggélﬁaﬁge 8 % ga{] giﬂ\é\:%éfrgi? g%zl'lgas A

command processor 212 processés comiands

trangiy ‘gt the on-board c uter system 36 via the transceiver

subs yc?%%%lng ﬁ’?gbﬁﬁ‘i‘é“a’é%ﬁ" %-Wﬁf&@&a@aﬁ%@ﬁa@r 2} pracesiascorihande frand

sensqiq system 24 systemis conpressed at high quality and stored in the

dat at 6?%‘@%&“82274911&4 dwangmitted tol the bnéwardatempliery sweIeUBEOAL Whigleo

processed from the high
transceiver subsystem 34. Video captured by video cameras in the surveillance and
sensor system 24 system is compressed at high quality and stored in the data storage
214. A low quality (low frame rate, low resolution) video processed from the high
quality video is sent down at regular intervals to the ground station 14 for monitoring,
as needed. On demand from the ground station 14, video streams stored in the data
storage 214 can be retrieved, re-coded for required zoom and resolution, and
downloaded. Re-coding is necessary in order to minimize the bandwidth required.
Between the on-board computer 36 and the transceiver system 34, a communication
system 216 packages the different kinds of data (commands, video, audic, etc.)
performs additional processing, such as compression, encryption and error correction,
before the transceiver system 34 transmits it to the ground station 14 and vice-versa.
[0065] The ground monitoring and incident management center 14 preferably

has the capability to monitor the following information transmitted from the aircraft

12:
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quality video is sent down at regular intervals to the ground station 14
for nonitoring, as needed. On demand fromthe ground station 14, video
streans stored in the data storage 214 can be retrieved, re-coded for

requi red zoom and resol ution, and downl oaded. Re-coding is necessary in
order to mnimze the bandwi dth required. Between the on-boardld@%ﬁﬁ@%r 36
and the transceiver system 34, a communi cation system 216 packages the

di fferent kinds2of data (lcoatremasnd altithede ofaidexaft 82c.) perforns additiona
processi ng, such as conpression, encryption and error correction, before

the transcei verbsystem 34sibh@B8apbSsible fiehD8n@TBHALd ShAFHL AL and

vi ce-versa. [0066] The ground nonitoring and I ncident nmanagenent center 14
preferably has.the capabjl,. t. ni t.or the follow ng informatjon
transmitted fromthe ai rcdrrgzlfl‘%a}i ai%rgpcl qrmgon, ag thqsgcrgcpxsedaiadthe

altit of ;alr t 12; b, signs of a possible threat and rel ated

i nfor %‘hdg}&e. %éﬁlt'?tq | aircraft information, such as those recorded in

the CVR and the FDR, and d. digital video and audio. [00661 In addition,
during emergencl situati dhigital video ankesudibe system 10 is in alert node

(di scussed below), the ground nonitoring and incident nmanagenent center is
able to performthe follow ng functions by sendi ng conmands to the on-board
conputer 36: a. retrieve selected information archived by the on-board

f0066] In addition, during emergency situations, i.e., when the system 10 is in
alert mode (discussed below), the ground monitoring and incident management cente.r
is able to perform the following functions by sending commands to the on-board
computer 36:

a. retrieve selected information archived by the on-board
computer on-demand;

b. retrieve real-time information from any part of the
surveillance and sensor subsystem 24(including controlling their zoom, direction, etc),
as well as any part of the cockpit instrument panel;

c. control individual passenger in-flight entertainment
audio/video and cabin audio/video systems to communicate to passengers and/or crew
individually or as a group; and

d. perform countermeasures 28.

(0067] To ensure that key decision-makers have quick access to the ground
monitoring and incident management center in event of an emergency, the ground
monitoring and incident management center should have a secure remote-access to the
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conputer on-demand; b_ retrieve real-tine information fromany part of the
surveill ance and sensor subsystem 24(including controlling their zoom
direction, etc), as well as any part of the cockpit instrunment panel; c.
control individual passenger in-flight entertai nnent audi o/videa and cabin
audi o/ vi deo systens to conmuni cate to passengers and/or crew i drlyic 1y
or as a group; and d. perform counterneasures 28. [00671 To ensure that key
deci sfHERBROUghmpired irckiralass setwork Hetgplhwdinformation innd @athnaAgE gent
managenent center in event of an energency, the ground nonitoring and

i nci denpasseddgswent the kiegrdeatiouh th 11aNes) dw B8 G Fe hEIBhFsELEP IR 40 hiifhe - 18 |

July 2005 <center through a wwred or wrel ess netwo

i nf or (Rl b PR RANG, Czﬂg&%?f to be passed between the key-decision naker(s),
who is/aré not Shy5| ca ?“32/ | ocated at the center, and the aircraft 12.

[006§h0§ﬁgure renote access could be_inplenented with a nunber of existing
neans, | udi MFCHTTPIREE arasscoaldibeviorienvRigd mithniangumber of bRistitger net ,
dedi cated lines (e.g" ISDN), nobile phone networks (e.g., GSM GPRS, 3G

et ¢) ,M8ans, pitohadiagrebVissunhdPmiv4 RMRet vopkl (IVENR Ge@9:$n # 0 cr et KA Qo BAVR)
systens (e.g., Tetra, Tetrapol, etc.). The renpte access conmuni catlons

e s S BT W A
private mobile radio (PMR) / public-access mobile-radio (PAMR) systems (e.g., Tetra,
Tetrapol, etc.). The remote access communications preferably are encrypted and
require authentication.

[0069] In order to provide information to an Investigation of an incident, the
ground monitoring and incident management center 14 preferably has the capability to
log all information received from the aircraft 12 and all communication (audio, video
or computer commands) with the aircraft 12, during normal operation as well as in
emergency situations.
[0070] The ground center 14 preferably has video screens, instrument panels,
etc. to display all the information that is transmitted from the aircraft 12 to the ground
center 14. It preferably has a terminal to command the on-board computer 36 on the
aircraft 12 and audio/video means to communicate with passengers and crew on-board
the aircraft 12 through the cabin or an passenger audio/video system.
[0071} Data-storage on the ground can be easily implemented with commercial

off-the-shelf products.
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ground nonitoring and incident managenent center 14 preferably has the
capability to log all information received fromthe aircraft 12 and al
comuni cation (audi o, video or conputer conmands) with the aircraft 12,
during normal operation as well as in energency situations. [02}Q¥ &2@
ground center 14 preferably has video screens, instrument panels;" e to
di spl 2LI th in{ornati?n that is_transmtted from the aircraft 12 to

t he gﬁ%’a ce oymentwol the pestapt JU fagnsrearithal large oomimrdf aherafh; boar d
computer 36 on the aircraft 12 and audi o/ video neans to comuni cate with
passetiybras iarthedrnited Stbtear will tikelproqias nulfpldEousld &%eel%a%rhfﬂﬁma@
passenger audi o/video system [0071] Data-storage on the ground can be

cas! Iaachimpbamaab oo ib e BChokitoP ki1 b OBl PG S 1S Sl y 2005

[ 0072] Depl oynent of the system 10 in an area W
ai rcraft, ' he United .States, Wil ljkely require multiple
groun C%.erI];[l 21#%%&?% tgl% dg&tg ﬁ%ﬂ in péﬁ@agiydﬁﬁ@\lg@érﬂ%‘éﬁ@céﬂﬁﬂl%ﬁlb@ﬁﬁienbth&tor and

comuni cate with myltiple aircraft at once. In this case, the system 10

pr ef EPAL r‘iﬁ tihﬁcﬂr%’éng cemter ddite ipppidinel o iesuifs paidamadlhedch sirabifemditelgligund
center 14 to positively identify and track each aircraft individually over
t he s®eutle samrarboatinitationdidié16] 0073] The on-board system 21 is
preferably designed so that there is no single point of failure. In

part [eor3yr, t hTh%yoif-BSAI%ljsg)@ttt%% ﬂg 1%3%%%?"&%15;] 8Y8end o8 thiPHer3 2 ns Shig dary

nmeans of conmuni cations t
point of failure. In particular, the system 21 will preferably have:

a. primary and secondary means of communications to the
ground;

b. redundant sensors which include numerous dummy ones;

c. backup power supplies; and

d. a double ring structure that ensures redundant means of

communications between aircraft subsystems.

[0074] The system 10 preferably has two modes: “normal mode” and “alert mode.”

The normal mode is preferably much like the current level of communication between
an aircraft and air traffic control, including periodic of the aircraft’s 12 location. In
normal mode, periodic image taken from cameras located in the cockpit and passenger
cabin could be transmitted to the ground center 14.

[0075] In alert mode, the aireraft 12 is preferably in continuous communication
with the ground station 14, exchanging data and commands. In addition, the alert
mode preferably engages the aircraft sub-systems in the following ways:
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h. redundant sensors which include nunerous dunmy ones; c. backup power
supplies; and d. a double ring structure that ensures redundant neans of
comuni cati ons between aircraft subsystens. [0074] The system 10 preferably

has two nodes: "normal node" and "alert node.” The nor nal rmdeliJs 5005
preferably much |i ke the current |evel of conmmunication between uly
aircraft and air traffic control, including periodic of the aircraft's 12

| ocation. In roermal noddhepenckpti dodmage, thidpoftr dovor aferhas dbaiat 860y n t he
cockpit and passenger cabin could be transmtted to the ground center 14.

[ 0075hodvileai Elotka@de, the aircraft 12 is preferably in continuous
communi cation wth the ground station 14, exchangi ng data and conmands. In

addition, the alert nod ref er abl ngages. the aircraft sub-systens in
the fol | owi ng \%’/ays: -20 ﬁhgﬁf"bﬁ Eﬁ%%yysggﬂﬂgeuﬁﬁgﬁ&%cg?fgﬁﬁ?.tg?”} carhenlyr ont
door .of the double door nodule, is |ocked; b. the auto pilot systemis put

i nt o P8 Yewksd bioa sommand framothegropad by 8 pkesword, ar automntich Hp mnidvkegr ound,
by a password, or automatically unlocked at a predeterm ned point in the

f1i ght ageeteteahtined deintriattbe @ghtasatnhltafidaf #86- dosbBrtUHaftdr :08na-dut e’ »
c. the bionetrics subsystem prevents entry of unauthorized persons into
the ¢agkRitimey, Circuit breakers for designated systenms and subsystens,

such
c. the biometrics subsystem prevents entry of unauthorized

persons into the cockpit.
d. circuit breakers for designated systems and subsystems, such

as the aircraft transponder and autopilot, will be bypassed to prevent them from being

disabled.
[0076] The alert mode is preferably activated by one or more of the following
means:

a. activation of a panic button;

b. detection of tampering with any part of the system 21;

c. entry of an unauthorized person into the cockpit; and

d. suspicious activity on the aircraft 12 detected by a behavioral

analyzer. Upon activation of alert mode, the ground center 14 is promptly informed.
Preferably, the alert mode can only be deactivated by the ground station 14.

[0077] Figure 15 is a flow chart showing the operational flow of the system 10
according to a preferred embodiment. When a panic button is activated, or when any
part of the on-board system 21 is tampered with or when the double door module 44
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as the aircraft transponder and autopilot, will be bypassed to prevent them
frombeing disabled. [0076] The alert node is preferably activated by one
or nore of the followng neans: a. activation of a panic button; b.

detection of tanpering with any part of the system?2l; C, entr Jﬁfzﬁﬁ
unaut hori zed person into the cockpit; and d. suspicious activit A e
aircraft 12 detected by a behavioral analyzer. Upon activation of alert
made Bashbeep durgchedthsi famei anpeorepgeycy mhessagd. as Rrell ersabludio thieudl By t
node can only be deactivated by the ground station 14. [00771 Figure 15 is

a fl aracdmitted toshidgrouhd 9RgsR140ARthd 408 filnd BR i8YREEP It BAGRLLIRY to a
preferred enbodi nent. When a panic button is activated, of en any part

ft ; - i e ' or. when the douybl e dogr ,nodul e
20 | PR R A YR iy BRSO Bt e Rt s
wel | as, audi o.vi spal |.s trapsnitted o the ground station 14 At the sane
1 e AORRERGEAoR. ¢ PYft carsalspagguesiche eroyndtation 1hdo pakorontThleofghbot can

activate counter-nmeasures on-board the aircraft after authentication. The
pi | oRixsaaftal o Ateheestme himeyr withda sthatitizatiba, the gakend atdtioh 1afcadnglso
aircraft 12 At the same tinme, with authentication, the ground station 14

can akeoateuticl Mok ithabsy AL EHRTNS LEeRuep T2Hﬁ%]h€§0%%f-é}?ng£{su%gs,

i ncluding counter-neasures, audio visual data an _ _

oot T SPeaTUL e o R BN BT e S g it
the pilot is able to request, with proper authentication, all operations to stop.
[0078] As the foregoing description demonstrates, the system 10 of the present
invention provides robust protection against threats to the aircraft’s 12 safety. The
double door module 44 prevents unauthorized persons, such as a hijacker, from
accessing the cockpit. Even if a person is able to circumvent the double door module
44, tamper sensors will activate the alert mode, which engages password protection for
the auto pilot system. The double door module 44 may also provide time for the ground
center 44 to react to the situation and take steps to protect the aircraft 12. The
biometrics subsystem will prevent a hijacker or terrorist at the pilot seat 74 from
controlling the aircraft 12. Countermeasures 28 can be used to attempt to force the
unauthorized person to leave the pilot seat. The surveillance and security subsystem
24 and the cockpit and flight security subsystem 22 provide the crew and the ground
center 14 with early warning of a potential threat to the aircraft 12. Once a threat has

been identified, the ground center 14 has access to a wide range of information

29,



[0078] As the foregoing description denonstrates, the system 10 of the
present. invention provides robust protection against threats to the
aircraft's 12 safety, The double door nodul e 44 prevents unauthorized
persons, such as a hijacker, from accessing the cockpit. Even iﬁla F son
is able to circunvent the double door nodule 44, tanper sensor & WY P
activate the alert node, which engages password protection for the auto
pi | otcogystmeng thhehomtbirel idabile toihillee cibnreyncalt salizr theittiee it amd HtHertvhe
ground center 44 to react to the situation and take steps to protect the

ai r cryeberhd. thENR fetd STBRLIdifGagupsystem wi I | prevent a hijacker or terrorist
at the pilot seat 74 from controlling the aircraft 12. Counterneasures 28

can dtomattenpt tg, force t.he .unauthorized person o | eave the pilot
cont REFS,r s SR A 805 e is TR GhShe BRTF RuhRaeadptiliviie
flight security_ subsystem 22 provide the crew and the ground center 14

Wi t h C@HPPPngaLe Ireitionsiotpasseagersheneat andevéretls parsabht pa@ingdheahpedthr eat
has been identified, the ground center 14 has access to a w de range of

i nf ortowhe afrcraf?? 1ddidid yal4@ben €08 @HNIrtew teuld it ht A6d kemaRl1$ thRubfke
action to neutralize the threat and otherwi se preserve the satety oOf the

ction to n ] | se_ preserve the s -t
anhareaieaore SRt Db A Ake R RRR AR A HERLER B SRS AL cven

t he perso 0S| the thregt to the aircraft. Individual passengers
and/ g)rarﬁ?gé}ep beeayticsth éfsrreé'i‘r@gel y through- a video phone system
Deci ts[i on-nmakers could al so have the ability to activate all or part of the
count@P3lasur e I inrepegrized by thoesekilled ingheeatghiat elahged hoseheiiadead in
the art, that changes may be nade to
the above-described embodiments of the invention without departing from the broad
Inventive concept thereof. It is understood, therefore, that this invention is not limited
to the particular embodiments disclosed, but is intended to cover all modifications
which are within the spirit and scope of the invention. For example, the invention

could be beneficially implemented in other fixed or mobile environments, such as ships,

trains, buses, cars, and the like.

* * *

.93.



t he above-descri bed enbodi nents of the invention w thout departing fromthe
broad inventive concept thereof. It is understood, therefore, that this
invention is not limted to the particular enbodi nents disclosed, but is
intended to cover all nodifications which are within the Spiri;J%HQO&FOPQ
of the invention. For exanple, the invention could be beneficially

i npl emented in other fixed or nobile environnents, such as ships, trains,

buses, cars, and the like. w?* - uly 2005 AMENDED CLAI MS What is
claimed is: 1. A nonitoring anéﬁﬁﬁétﬁﬁﬁgiﬁﬁkgbenent system for an aircraft
having a cabin, including: a plurality of sensors |located on the aircraft
t hat itor, critical aircraft information and activity on the aircraft;
at |ea Rmd%gawgﬁﬂé button | ocated on the aircraft that can be activated by
a person located in the cabin; at |east one conputer |ocated on the

ircraft that i ves .and stores input f the plurality of s;
"nci dont minagerbHOREHEGA] dRd0an PRRGEEFY DR FRemArerdtir T fatiaay

connuniﬁa.iqn i nk between the conputer and the incident managenment center
t hat it B¥ationally configured to transmit nulti-nedia data fromthe

conputer to the incident managenent center and to transmt commands from
t he i nci dent a plurality of sensors located on the aircraft that monitor critical aircraft

mformation and activity on the aircraft;

at least one panic button located on the aircraft that can be activated by a person
located in the cabin;

at least one computer located on the aircraft that receives and stores input from
the plurality of sensors;

an incident management center located remotely from the aircraft;

a two-way communication link between the computer and the incident
management center that is operationally configured to transmit multi-media data from the
computer to the incident management center and to transmit commands from the incident

management center to the computer.
2. The system of claim 1, wherein the plurality of sensors include at least one from
the group of a digital video camera, an infrared video camera, a microphone, a door sensor, and a

global positioning system.

3. The system of claim 1, wherein the two-way communication link is operationally

configured fo transmit the following information to the incident
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managenment center to the conputer. 2. The systemof claim1, wherein the
plurality of sensors include at |east one from the group of a digital
vi deo canera, an infrared video canera, a mcrophone, a door sensor, and a
gl obal positioning system 3. The systemof claim1, wherein the h“?b&@y
comuni cation link is operationally configured to transmt the HOF OW ng
information to the incident 24 1 July 2005 nmanagenent center: |ocation and
altitude of the aircraft and input received by the conputer fromthe
plurality ofanggemeent senigr: Tihheatppsairabituds] af thel airgvalir aidninphe réasiiedebyt the
managenent center is operationally configured to performthe follow ng
functions tompughfrbinght plwaldy of semseini cation link: to retrieve information
fromthe conputer, to retrieve data fromthe plurality of sensors, to
control the plurality of sensors, to comunicate directly with individua
passengers |located on the aircraft. 5. The systemof claim4, wherein the
i nci dent nage t s 1 ] r

g rmgtgy%%ﬁrgoogrgcﬁal@hg,Rﬁﬁ&&h%@tdddenpm%ﬁgggeﬁ ebfePRId IR g

foll owi ng functio t Wo- way contmuni ca conpre

t he cabi ing fuel d .engagi.n n autg-pilot system .6.. The system
of o1 apenERE R e (BNIES ARR R PRalto el b ed biprtiniciion TRSLD one
fromthe roﬂf of. a satg%lite link, a terrestrial comrunication |link, and
r el ay oG MIGrMaHepfiog) BisLoMmpbitg reinses dafp i the plyralipnef sepseranesengphi m
1, further conprising: a cockpit door nodule having a frame, a front door
and atheghrggprof sensors, to communicate directly with individual passengers located on the

aircraft.

5. The system of claim 4, wherein the incident management center is operationally
configured to perform the following functions through the two-way communication link:

decompressing the cabin, dumping fuel, and engaging an auto-pilot system.

6. The system of claim 1, wherein the two-way communication link comprises at
least one from the group of a satellite link, a terrestrial communication link, and relaying of

transmissions through other aircraft.

7. The system of claim 1, further comprising;
a cockpit door module having a frame, a front door and a rear door;

wherein said front door is operationally configured to open only when the rear

door is closed.
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wherein said front door is operationally configured to open only when the
rear door is closed. 25 1 July 2005 8. The systemof claim 7, wherein the
aircraft further conprises a bionetrics systemthat includes at |east one
identification device that identifies a person that interacts mhgq 5&@
device as an authorized person or an unauthorized person and the fré door
only is operationally configured to unlock only when the bionetrics system
identifies the person that interacts with the identification device to be
an aut hori zed person or when a person located in the cockpit unlocks the
front door. 9. The systemof claim8, wherein the at |east one

i denti ficatdi on déeisgecnaiplamds watreil thasircofiefufthemednteisgs o bpnodtricssvbiemi al
recognition device, a fingerprint identification device, and a retinal

scannetiat inéludekng 1833 toRd iBéntiHcalioh devied @@ iideriifids QOSIFRI 140 PhterdBEUkigh fiy t her
includes at | east one nonitoring device. 11. The system of claim 10,

wh [ vi . -e - | 0 a a 1
er eigavithgs APRIhHIAPAEN b ?‘é 5@@3@%& plison 8dbthe Wt dbS UMY {}%ﬁgf gug O1§Ir a

digital video canera, an in eo canera, a m crophone a
sensor Al & orhn ng ihnci den nagenment stemfor.an air ft
navi neonEed e TG ENthe h ARGL o IRAPRERTL: (Y B SPR I¥ Be b bR o
from t(ti'ue .?i rcra&t; 2% 1 Jul '20d05 ) )

1dentification device to be an authorized person or when a person located in the cockpit unlocks

the front door.

9. The system of claim §, wherein the at least one identification device comprises at
least one from the group of: a facial recognition device, a fingerprint identification device, and a

retinal scanner.

10.  The system of claim 7, wherein the cockpit door module further includes at least

one monitoring device.

1. The system of claim 10, wherein the monitoring device comprises at least one
from the group of: a digital video camera, an infrared video camera, a microphone and a door

Sensor.
12. A monitoring and incident management system for an aircraft having a cabin,

including:

an incident management center located remotely from the aircraft;
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an on-board systemincluding a conmputer in conmmunication with a cockpit and
flight security subsystem a surveillance and sensor subsystem and
counternmeasures; and a two-way comuni cation |ink between the conmputer and
the incident managenent center that is operationally configur eql 12200
transmt data fromthe conmputer to the incident managenent cent élrl yancf to

transmt CQ{W@]{‘ r he . nej : - t : to
control at eastgé%rﬁes(}(g)?fe&lt ﬁglu@ﬁ%ﬁ{%xg@%ﬁ?@?ﬁsu @%ﬁlgﬁl&t gcg%{e)??(}‘lgﬁ%hé and
sensor sulbsglitenhand t}lﬁf count er measur es. 13 Th? system of , cl aim 12,
wher ei $TFHE SEOERPM 2 SR PP Gt Sebwr iswyéﬁ%%q TR €8G bi onetri cs
systemthat can determ ne whether_a person interacting with the biqgnetrics
systemis an authoMoz¥ey peRBRUsHIn [fabeftren, & Fonguier prd thee gdeém of
claim 13, wherein the cockpit and flight security subsystem conprises a
cockpimarhgomenoehire thahvis germtipralyecanfigufeddnt trangalitr &g fivooths, canhmtér torthe door
being operationally configured to unlock only when the bionetrics system

i dent i hcidsnttrhaagemegcehfeatnd tontrarsadt somvhbddst fhem itideintidbhicabhopndevieertteo be
an aut hori zed person or when a person |located in the cockpit unlocks the

front tﬁ@@émgﬂl’ér toletatdY st 1088t Ohe 6F BHeMidR: scviie SuBsyisiten, GREKRVEIIARG dnlli s8idor

security subsystem conprises an autopilot system and the incident

mnag%@st&ﬂ%ﬁ?heg%gnfeh?g%mﬁ commands that control the autopilot system

16. The systemo I'm erein the incident nanagenent center can
command the autopilot systemto cause the aircraft to fly in a
predeterm ned flight pattern. 27 1 July 2005 17. The system of claim 16,

wherei n the 3predet erm ned flight 2patter_n conprises a . _
13 The system of clarm 12, wherein the cockpit and flight security subsystem

comprises a biometrics system that can determine whether a person interacting with the

biometrics system is an authorized person or an unauthorized person.

14 The system of claim 13, wherein the cockpit and flight security subsystem
comprises a cockpit door module having a frame and front and rear doors, the front door being
operationally configured to unlock only when the biometrics system identifies the person that
interacts with the identification device to be an authorized person or when a person located in the

cockpit unlocks the front door.

15. The system of claim 12, wherein the cockpit and flight security subsystem
comprises an autopilot system and the incident management center can transmit commands that

control the autopilot system.

16.  The system of claim 15, wherein the incident management center can command

the autopilot system to cause the aircraft to fly in a predetermined flight pattern.
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hol ding circle. 18. The systemof claim 17, wherein the system further
conprises two operating nodes, a nornmal node and an al arm node. 19. The
system of claim 14, further conprising a switch located in the cockpit that
can override the biometrics systemto unlock the front door. 28 @gggEED
ABSTRACT TITLE - " Al RCRAFT MONI TORI NG AND | NCI DENT MANAGEMENT é

The i nvention conprises a nonitoring and incident nmanagenent systemfor an
aircraft including an on-board systemon the aircraft, an incident
managenent 1éent &he ghistemeot ¢jpisundf, whngin theeprgaetammined dighd RAGRTILPRTERILSCH i

| i nk between the on-board system and the incident managenent center. The
on- boaoldirgystcdEm | ncl udes conponents that assist the aircraft crewin
identifying and defendi ng agai nst potential threats to the aircraft, such
as suspicious passenger activity. The incident managenent has access to a
wi de variety of information concerning the aircraft and activities taking

place on thg aimqp asnytemaﬁf %&fo 133 &H&?eiﬁ%% Eg%eﬂloﬁl}th%?ﬁ%ﬁseg ffy the

a
on-board system Thé on-board systeminc a panic ton | oca eJ I'n the
cabin mo%gs, 'arhoﬁhgl%gdeZand an alarm mode.

19.  The system of claim 14, further comprising a switch located in the cockpit that

can override the biometrics system to unlock the front door.
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1 Tuly 2005

AMENDED ABSTRACT

TITLE : “AIRCRAFT MONITORING AND INCIDENT MANAGEMENT SYSTEM?”

The invention comprises a monitoring and incident management system for an
aircraft including an on-board system on the aircraft, an incident management center on the
ground, and a redundant secure communications link between the on-board system and the
incident management center. The on-board system includes components that assist the aircraft
crew 1n identifying and defending against potential threats to the aircraft, such as suspicious
passenger activity. The incident management has access to a wide variety of information
concerning the aircraft and activities taking place on the aircraft, as well as the ability to transmit
commands to the on-board system. The on-board system includes a panic-button located in the

cabin, as in Figure 2.
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