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5 METHOD

Technical Field
The present invention relates to an electronic

transaction server, client for seller, client for buyer,
10 and electronic transaction method for realizing a

business model that computerizes transaction

procedures, and in particular, to the electronic

transaction server, cliént for seller, client for buyer,

and electronic transaction method that electronically
15 disposes of safe international trading transactions

using he public key certification issued by different

certification authorities.

Background Art

20 In recent years, electronic commerce (EC) has been
rapidly gaining popularity and in some regions, the
"electronic signature law” has come into existence in
order to generate the legal binding force -to the
electronic commerce. In the present foreign trade

25 procedures, the bill of lading issued by a shipping
company 1s handled as securities to which the subject

cargo is transformed, and the owner of the bill of lading



has the right to finally receive the cargo fromthe shipping conpany at
the inporting country side. In this way, in the present |aws and treaties,

the bill of lading is prem sed to be prepared in witing, 5 and the
conput eri zed docunents of the bill of lading are unable to have | ega
protection as the bill of lading. As a neRhod for conputerizing these

foreign trade procedures and bringing themunder the |legal protection, a
met hod for binding all the people related to trading 10.with one rule. By
this method, participants nust have the public kez certificate issued by
the same certif Pé&t ithe FIRYr ity oglly nreeedyal thenearger £rpme&heon
authority issues the certificate of the public key corresponding to the
private key whi cRIIRPINYG GRARAML AL the ohpRRytiRy COBRLYYpSdidesses, and
controls the effective&es% 3% ineffectiﬁfness of the certifjcate, Wien the
el ectronic signature utPl ithilSy ¥avhe e BESSRRY 11378 o20d; EreaELefor
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conpetent court ashellnth#HBd FOP| CHRpREELL zifigh 8REERCEB i gnOReade
procedures and bringing them under the legal protection,
a method for binding all the people related to trading
10 with one rule. By this method, participants must have
the public key certificate issued by the same
certification authority (CA). In general, the
certification authority issues the certificate of the
public key corresponding to the private key which an
15 individual, a company, etc. only possesses, and
controls the effectiveness or ineffectiveness of the
_ certificate. When the electronic signature utilizing
the public key certificate is used for actual
transaction, the certification authority must confirm
20 that the subject really exists. To confirm the real
existence of the subject, the certification authority
which is geographically located near the subject and
can actually confirm the real existence of the subject
is advantageous, and it is difficult for one
25 certification authority to certify the subject that
extends internationally. In addition, the competent

court should any problems occur is restricted to one



pl ace. Furthernore, there is a problemin that there 1is no standard
conpetitive environnent for carrying out electronic foreign trade
procedures. As one of the concepts for solving these problens, 5 there is
a concept of Route CA. The route CAis a schene to certify other
certification authority with a specific cegtification authority serving as
a route. However, there is no international rule which has been

standardly agreed on the electronic signature, and we 10 are still in the
state in which the framework for electronically carrying out all the trade
transactions thpliabave BugpRermbrei, deheskl ¢d al peodbDEINCAOtMEL Céhere
extending internationally has not yet been prepared. 15 Di scl osure of

| nventi on Accor disghy stiandardangonpetdtive efvihenpentdiur camyryingosut o
provi de an electronic transaction server, client for seller, client for
buyer, and el ect edgicEronignFoandign naidrl provcedwpeseri zi ng the cargo 20
ownership without conputerizing the bill of lading, transferring this
cargo ownershi p t oget hAfF oR¢ Rf| Eaiconsiepd Sor5lbing dhegeuprebbems ness
nodel of an electronic transaction that achieves effectiveness in
transaction p?ocdBGTEsis ABoppceptpbRatitestpect The THEHFAsEHE $EI@REi on to
provi de an el ectronic transaction server, cljient for seller, client for-

buyer, and el ect roniCRY S e ehetHicrtLen naRFRPRLtYpWAtBUGi ness node

for electronic specific certification authority serving as a route.

However, there is no international rule which has been
standardly agreed on the electronic signature, and we
10 are still in the state in which the framework for
electronically carrying out all the t;:'ade transaction_s
that have a special side called electronic commerce

extending internationally has not yet been prepared.

15 Disclosure of Invention
Accordingly, it is an objective of the present

invention to provide an electronic transaction server,
client for seller, client for buyer, and electronic
transaction method for computerizing the cargo

20 ownership without computerizing the bill of lading,
transferring this cargo ownership together with legal
effects, and building up a business model of an
electronic transaction that achieves effectiveness in
transaction procedures.

25 It is another object of the present invention to
provide an electronic transaction server, client for

seller, client for buyer, and electronic transaction



transaction which realizes the international safe trade transaction by
maki ng the best of the electronic network wth the existing |egal
mechani sm set on the base where 5 | egal reorgani zation concerning

el ectronic signature is still inconplete. The essential points of the

busi ness nodel of the electronic transactigon to be built up by the present
I nvention are following three: 10 (1) The electronic transaction is carried
out by the separability-type agreenent. (2) In the verification of the

el ectronic signature, prior exchange of public key certification and user
regi stration inf @etdradfoxr duideiing Bip 3) bWkdnkisisl moflel fidirnglectrebpter oni ¢
bill of lading which is a conputerized bill of lading is not used but in
pursuant to the [‘EFRsachiarvwbichmeabizesfthe interngtinpalafieohsadet he
title to the cargo is conputerized and passed. 20 These three essenti al
points are descri sgq kR PYifakingtheRes blofothe elasmanic neywoyke

agreenent) In order ractigipthe el ectronic transaction procedures with

| egal bi ndi ng fo_r“E,jfet,t} gﬁ% PHHFONPAGLCSR! MR S/ PR EraDIAR WRRERI be
canel e | 1 BUOLIARR R B P B LG LG BSVER T ok dhavure
is still incomplete.

The essential points of the business model of the
electronic transaction to be built up by the present
invention are following three:

10 (1) The electronic transaction is carried out by
the separability-type agreement.

(2) In the verification of the electronic
signature, prior exchange of public key certification
and user registration information are used.

15 (3) The bill of lading or electronic bill of lading
which is a computerized bill of lading is not used but
in pursuant to the legal scheme of "passage of title
by instructions, " the title to the cargo is computerized
and passed.

20 These three essential points are described
further in detail as follows.

(Separability type agreement)

In order to practice the electronic transaction
procedures with legal binding force, the following

25 three agreement relations shall be concluded in
addition to previous working-level agreements.

(1) Certification authority agreement (CA



An agreenent related to the issuance of public key certificate necessary
for verification of electronic signature and the use thereof, and to be 5
concl uded between transaction parties (exporter, inporter, bank, insurance
conpany, transportation conpany, etc.) and the certification authority,
respectively. (2) Electronic transaction sgrvices 10 organization
agreenent: An agreenent related to the services for registering the

shi pment information, cargo title information, etc. concerning the
specific cargo, which is the subject of transaction, and controlling the
15 transfer, andayeebmes®nagl uded between the transaction parties and

el ectronic transaction services organization, respectively. The electronic
transacti on servi ces organi agteementsoelabedi tmthes igsnanee dHryuskivi ce
provi der RSP, and this agreenent is 20 also called the RSP agreenent. (3)
Dat a i nt er changekeyr cemtif icaA eagreamasary fon evehibfijeatijjorea€nt): This is
an agreenent that will cause |egal binding force when the transaction

whi ch has been cgdecdgopdc signatuke andttheausedthereofl| anfl tadbag is
carried out by the electronic transaction procedure (passage of title to

the cargo) wi?h ceaciysed: betyean tiranga¢bhon pasvided(eypPeR&erwo servi ces
based on the certification
importer, bank, insurance company, transportation

company, etc.) and the certification authority,
respectively.
(2) Electronic transaction services
10 organization agreement:

An agreement related to the services for
registering the shipment information, cargo title
information, etc. concerning the specific cargo, which
is the subject of transaction, and controlling the

15 transfer, and to be concluded between the transaction
parties and electronic transaction services
organization, respectively. The electronic
transaction services organization also functions as a
repository service provider RSP, and this agreement is

20 also called the RSP agreement.

(3) Data interchange agreement (IA agreement:
interchange agreement):

This is an agreement that will cause legal binding
force when the transaction which has been carried out

25 by documents called the bill of lading is carried out
by the electronic transaction procedure (passage of

title to the cargo) with the public key certification



authority agreenent and el ectronic transaction services organization
agreenent as well as registration of the title to the cargo to the

dat abase, and that will 5 be executed between transaction parties
thensel ves with direct transaction relations. (Certification of electronic
signature) The follow ng four systenms will ¢cbe introduced. (1) Wen the
data interchange agreenent is 10 concluded, the public key certificates

i ssued by optional certification authorities chosen by users are

i nterrequest for changing registration. Wien the public key certificates

are not interreqpesiviiayd bghaigitied segvitkatbasedlon Rbet ddBL Df1620LoNdI NG
the 15 agreenent, the procedures for safely interchanging the certificates

| ater shall be paathded tgncdriwemact tadd cel€stsbnit beansherieguest for
changing registration later. (2) Wen the electronic signature is verified
20 by the use of selwvimgs dprgapjzetdonfagreememt esreglksts régisthahyong
registration in the data interchange agreenent, both parties to the _
agreenent shal | &rthe thble didf sbescang¢ i theodatabasei |and dpaltl yiblnd t he
regi stered parties of the electronic signature key is 25 generated with
respect to the tPene%esyted hefitesn srangagtina prephesathansglvafwith

transmtted contents are assuned to be signed by the parties registered to
the 7 public keydd&aqt itzAnsaction relations.

(Certification of electronic signature)
The following four systems will be introduced.
(1) When the data interchange agreement is
10 concluded, the public key certificates issued by
optional certification authorities chosen by users are
interrequest for changing registration. When the
public key certificates are not interrequest for
changing registration at the time of concluding the
15 agreement, the procedures for safely interchanging the
certificates later shall be provided and the
certificates shall be interrequest for changing
registration later.
(2) When the electronic signature is verified
20 Dby the use of the public key certificate interrequest
for changing registration in the data interchange
agreement, both parties to the agreement shall agree
that effects jurisdiction that will legally bind the
registered parties of the electronic signature key is
25 generated with respect to the transmission contents,
and the préparation of the transmitted contents are

assumed to be signed by the parties registered to the



(3) I'n order to prevent legal binding force from being generated by the
verification of the public key certificate due to |loss, peril, etc. of the
signature 5 key, the party shall notify the electronic transaction

services authority and bring the public key certificate registered to the
user registration database to the non-reggstered condition. (4) It shal

be agreed that effects jurisdiction 10 or presunptive effects should be
prevented frombeing functioned in the data interchange agreenent, if the
public key certificate is in the non-registered state when the electronic
signature is verphbgdc Bey weatidialdte). t hese systens, the 15 transaction
parties can acquire the public key <certificate using the certification

authority of each count($)vin olrdes téd previent: hegunarsh nd@ady Fyraeaftabl e
and can utilize for the electronic signature of the electronic
transaction. 20 bPingagenefratied byt thehwerdfdoalhjonnefr thei puhplidheeypr esent
I nvention is characterized by electronically achieving the passage of
title by the preeatifdicgite dyledée dossheperille edcthefchhgosigngtyee
instructions to the possessor of the cargo 25 (transportati on conpany)

wi thout utiliZi n§e¥hethe|RR¥EY AL Motdty AbenglerbRepdr, txapgacthen

current transportation conganﬁ IS not prepared wiith the 8 electronic
servi ce mechani s ey 1CESAYERPRitY /7] hirdng the public key certificate

registered to the user registration database to the
non-registered condition.

(4) It shall be agreed that effects jurisdiction

10 or presumptive effects should be prevented from being
functioned in the data interchange agreement, if the
public key certificate is in the non-registered state
when the electronic signature is verified.

By incorporating these systems, the

15 transaction parties can acquire the public key
certificate using the certificatioh authority of each
country which is close to them and readily available
and can utilize for the electronic signature of the
electronic transaction..

20 (Passage of title to the cargo by instruction)

The present invention 1s characterized by
electronically achieving the passage of title by the
present right holder to the title to the cargo to give
instructions to the possessor of the cargo

25 (transportation company) without utilizing the
electronic bill of lading. However, since the current

transportation company is not prepared with the



to pass the title to the cargo and control the title, the present

I nvention establishes .the electronic transaction service organization
(repository service 5 provider RSP) and pas the title to the cargo
registered to the database in conpliance with the instructions of the
right holder to the cargo. In order for thg electronic transaction service
organi zation to carry out the procedures of the transportati on conpany,
the 10 electronic transaction services organi zati on nust acquire both
passi ve power of representation and active power of representation in

advance from t he elld ARG Ad 0L SO MAENak TERUES LEEEINE NIn Pradt E6ABN! .
The passive power of representation is the right for 15 the transportation

conpany to recei o ipasls tdld @1%1e0ko thanshegof had EbatirbdhthBotdeLepf the
cargo. The active power of representation is the right to have

confirmation of tthe parssett panventdoh gesytabbishpsothe eletchroaigect to the
I nstructions for transfer received 20 fromthe right holder of the cargo.

In the present irhransagtidrorsaereice torgamizationalgeposhteryt seriviece
nanely, "title to possess,” "title to own,"” and "other titles,"” are
assuned. The 5ri gmoviddgRSPIsand phs ithed tis lehto ddve candoghegiFhereds
access right is not only the right to possess the cargo but also the right
to change the redi%tthe fafabgsenin eempbiarcewithe thedastruetdensoaf The

person who has 9 the access right is called the access_right hol der and
the right holder to the cargo. In order for the

electronic transaction service organization to carry
out the procedures of the transportation company, the
10 electronic transaction services organization must
acquire both passive power of representation and active
power of representation in advance from the
transportation company through executing an agreement.
The passive power of representation is the right for
15 the transportation company to receive instructions for
transfer from the right holder of the cargo. The active
power of representation is the right to have
confirmation of the passing party and give an approval
with respect to the instructions for transfer received
20 from the right holder of the cargo.

In the present invention, for the title to the
cargo, three tittles, namely, "title to possess,”
"title to own,” and "other titles,” are assumed. The
right to possess is defined as the access right. This

25 access right is not only the right to possess the cargo
but also the right to change the registration to the

database of the present invention. The person who has



when the access right holder is request for changing registration, the
possessor (the person who possesses the cargo indirectly) is also request
for changing 5 registration. The deed to deliver the bill of lading in the
conventional transaction is substituted by changing the access right in
the electronic transaction according to the present invention. Since the
person who possesses the cargo is not always the owner of the 10 cargo, in
the present invention, a data itemcalled the owner is provided for the
title to own the cargo. Furthernore, other titles nmean the titles

appendant to cagfe §468s3SrPyedrs dAX1gPdhe GteeskOrifRtCROYGer|andr der
to achi eve the business npodel of 15 electronic transaction in accordance

wi th t he nmechani s#ifenagshédeactielsed rdlgdme hdlldepries adquententovrclpanyings an
el ectronic transaction server, client for seller, <client for buyer, and
el ectroni c transaegistrattiiond. theeppseesisor (tbet pensos vho posseesesne 20
el ectronic transaction server to the electronic transaction services
organi zati on, whitble icargiee inglimegtlybris cilsdizegyesbnfornghanging

el ectronic transaction server conprises a user registration Erocessor

unit, transf2r registration .pr Fhesdeedufpt dsdiverdthe bl pEalading

processor unit. The user registration processor unit register ghe user
regi stration infidy e senventiengt pearsaghien incFube 1FH§e§u ¥ic 10 key

reifi i on ir fr h reifi i
cert catio ac%%aneg ng gH]etaceceCses E:‘igh(;(:as.notq’le electronic transaction

according to the present invention. Since the person
who possesses the cargo is not always the owner of the
10 cargo, in the present invention, a data item called the
owner is provided for.the title to own the cargo.
Furthermore, other titles mean the titles appendant to
cargo such as pledge, mortgage, etc. to the cargo.
In order to achieve the business model of
15 electronic transaction in accordance with the mechanism
as described above, the present invention provides an
electronic transaction server, client for seller,
client for buyer, and electronic transaction method.
The present invention is to provide the
20 electronic transaction server to the electronic
transaction services organization, which is the central
core of this system, and this electronic transaction
server comprises a user registration processor unit,
transfer registration processor unit 34, and
25 verification processor unit. The user registration
processor unit registers the user registration

information to the database, which includes the public



authority that has jurisdiction over each party by the request fromthe
transaction party including seller, buyer, and transportati on conpany
(shi ppi ng conpany, 5 airline conpany, truck conpany, railway conpany, and
ot her transportation conpanies). The transfer registration processor unit
changes the access right holder and the éﬁ{go owner of the shipnent
information 42 registered to the database™at the start of transaction 10
in conpliance with the request for request for changing registration of
the party with the digital signature and public key certification

egrstration vi tRoTear BERTIG Boeki b h T ne s Hars Tht I Rec PR tal

registration wt I ng power 1Tyl ng that

signature attach f &Lesbnf hag bot€di on
has been prepar egqg}griiﬁg Erﬁlﬁ\‘t/!glf’%%s k%)‘/ri I ch %ﬁe@%fpai r \?ianﬁ??tﬁg public

key certificatercatiesiteredn Qﬂéwetx%\iﬁ&%xagshf@feirvémm@es@ppé@yal _of
the other party. As described above, 20 according to the present invention,

as far as the pabuyex, Wnd itHaigpdied4tivn Cdiyaer (shipping compawy |
actual transaction by this kind of electronic transaction server register

their own pubsi caieyiner tddmpaatye, itrudie camabpseraflvay edepinpni and
transaction services 25 organization with security secured and the public
key certifi cateotherediranspmttaticor conpamnies bi grigthererangtebe verifi ed,
and as a result, electronic transaction 11 can be safely carried out
wi t hout prenisinFeddetration processor unit changes the access right
holder and the cargo owner of the shipment information
42 registered to the database at the start of transaction
10 in compliance with the request for request for changing
registration of the party with the digital signature
and public key certification attached. The
verification processor unit achleves the transfer
registration with legal binding power by verifying that
15 the digital signature attached to the request for
request for changing registration has been prepared by
the private key which makes a pair with the public key
certificate registered to the database and receiving
the approval of the other party. As described above,
20 according to the present invention, as far as the parties
utilizing the public key certificates in their actual
transaction by this_kind of electronic transaction
server register their own public key certificate in the
database of the electronic transaction services
25 organization with security secured and the public key

certificate is registered, the electronic signature can

be verified, and as a result, electronic transaction



exi stence of Route CA and using the public key certificate whichever
certificate organi zation issues. Now, the transfer registration processor
unit 5 initially registers the shipnent information with the cargo owner
designated as the seller to the database in accordance with the initia
registration request fromthe client for transportation conpany with the
digital signature and the public key certifficate 10 attached. Then, the
title to the cargo is request for changing registration to the buyer in
accordance with the request for changing registration fromthe client for

seller with the digi bal s2FIQ WeAUE RPN 1101 £5d0t CoFhisERG CLAbT ached.

Lastly, the registration of I5 shipnment infornmation 1s closed in accordance

with the closureaxigteade lTfORJUte WA dtla fsikyyehe WHhb1iBeked it al
signature and the public key certificate attached and the change of the

cargo owner is pieltithiftiethite WRithevegasert 1fcaes olrigaaliizat IPNOLesees . uni t
36 20 verifies that the digital signature attached to each request has

been prepared by the pri Wewe khg thahsfekesegiispgationt probespobl anikey
certificate registered to the database 38, and acquires the approval of
t he ot her pa¥ty isirnilaldiye cegliys tertsethley shdpmentndnfoemartdonf with2the
registration with | egal binding force. The user registration processor unit
prepares the usecangsgiosnen idgsigratedtasnthecsetiley toethsedatabasethe 12
transaction part%h.%ﬂé%égaﬁggﬂwigﬁlEﬁéaiéfgial registration request
from the client for transportation company with the
digital signature and the public key certificate
10 attache@. Then, the title to the cargo is request for
changing registration to the buyer in accordance with
the request for changing registration from the client
for seller with the digital signature and public key
certificate attached. Lastly, the registration of
15 shipment information is closed in accordance with the
closure request from the client for buyer with the
digital signature and the public key certificate
attached and the change of the cargo owner is prohibited.
In this case, the verification processor unit 36
20 verifies that the digital signature attached to each
request has been prepared by the private key that makes
a pair with the public key certificate registered to
the database 38, and acquires the approval of the other
party simultaneously, thereby achieving the transfer
25 registration with legal binding force. The user

registration processor unit prepares the user

registration information including the user ID of the



regi stration expiry date, public key certificate, and wuser information and
registers to the database. The wuser registration processor unit
establishes and 5 registers the invalidation information on the public key
certificate to the user registration information on request fromthe
transaction party, changes the «closure-registration state, and prevents
achi evenment of the transfer .registratiod4ith |egal binding force 10 by
the verification processor unit. The shipnent information 'registered to

the electronic transaction server conprises the fixed information and
updat ed i nf or mat i gn;

the fixed .infayrmatio contains.t{e ﬂignent
I nformation I D, fgagﬁfiﬁ QR PRESH et REE (eS 94T ’f)?&ﬁ ?21 nf or mati on
istrati dat ' \ ' ' tq , | t ed
Por et on cont SeRAStrationcBenRyPHERE | BUBLTR k8- cotfi rfohts. id ©
i nformation, inf g%@?:t ii‘i’a'%o%?ha@i%@ﬁ A ef® f@r%ﬁe &08afaLE . anfhe 20

tinme of altered I pent ormation redistration. e request nessage

from the transacisey Rk thiat D0 BT sSF i £ Es €891 fsRbBYahle

transmtter 1D, shipnment information ID, instructions to the server, next

right hol ders| Dregiistidaial thef AnRilidat 2o 1hbtmdt SoENGHh UERe BAbIDE user
regi stration processor unit of the electronic transaction server further

regi sters the uskiey rcegitidffiiaiaten tdattheofuddre réy s tEeat b6 pafodrmatsonh as

.13 banks, etc. which stand between the seller and the buyer.
on request from the transaction party, changes the
closure-registration state, and prevents achilevement
of the transfer registration with legal binding force

10 by the verification processor unit.

The shipment information ‘'registered to the
electronic transaction server comprises the fixed
information and updated information; the fixed
information contains the shipment information ID,

15 shipment information hash value, shipment information
registration date and time, and shipment information,
while the updated information contains the access right
holder information, cargo owner information,
information on rights appendant to cargo, and date and

20 time of altered shipment information registration. The
request message from the transaction party has a message
structure containing the transmitter ID, shipment
information ID, instructions to the server, next right
holder ID, shipment information, and digital signature.

25 The user registration processor unit of the electronic
transaction server further registers the user

registration data of the intermediate parties such as



.I'n the actual transaction, a plurality of internediate trades such as
banks, etc. stand between the seller, the exporter, and the buyer, the

i nporter. 5 Consequently, the transfer registration processor unit
initially register the shipnent information in accordance with the initial
regi stration request with the digital si%?ature and the public key
certificate attached fromthe client for :?ansportation conpany, 10
changes the access right holder and the cargo owner to the internediate
party in conpliance with the request for changing registration with the

di gital signatur d | Lficat lent for
seller, and thensag %né@%gtﬁ%iggg%ggﬁékﬁﬂ%ﬁﬁ%ﬁg%%%%ﬁggﬁ%égﬁgﬁgg?& éIaner to
ot her internedia t ' | J i e :

changi ng. rogi stAl Pan ac eI ineddLRRT o BIG2NCCY bRCLICONRSAI 0L

certilicate allagheQeld Gid s WAKEIIAE. MEdna pétWerRStnY 561 PEES [ Ne

regi stration of shipnen I nformati on and prohibits change o e ftitle
to the cargo intg@Mehidde tdhd hens ! Bigyé R, e eshpYictBrt he digital
signature and the public key certificate "~ attached fromthe client for
buyer. In such ecohsequehtMe) itheCetaRef @f QRIS rati én Yaiodedseort Gattt he
digital 25 signature attached to the request has been prepared by the
private key that imdkesld yparegistdr t tice psivipeekeyinfoermatioat dnr egi stered:
to the database and acquires an 14 approval of the other party, thereby
est abl i shing t heaccordance with the initial registration request with

the digital signature and the public key certificate
attached from the client for transportation company,
10 changes the access right holder and the cargo owner to
the intermediate party in compliance with the request
for changing registration with the digital signature
and public key certificate attached from the client for
seller, and then, changes the access right holder and
15 the caréo owner to other intermediate party or buyer
in compliance with the request for changing
registration with the digital signature and the publié
key certificate attached from the intermediate party,
and lastly, closes the registration of shipment
20 information and prohibits change of the title to the
cargo in compliance with the closure request with the
digital signature and the public key certificate
attached from the client for buyer. In such event, the
verification processor unit verifies that the digital
25 signature attached to the request has been prepared by
the private key that makes a pair with the public key

certificate registered to the database and acquires an



transfer registration that has the |l egal binding force. The bank that
serves as an internediate party in the electronic transaction is, for
exanpl e, a negotiating 5 bank who has a banki ng agreenment of export service
with the seller, and/or an issuing bank who has a banking agreenent of

I nport service with the buyer. The transfer registration processor unit of
the electronic transaction server notifies*the client for 10

transportation conpany of closure of the database registration of shipment
information and instructs to deliver the cargo to the present cargo owner

the cargo owner SEPLNG s RS GbneR BRFEYanEnbReby: Pebefrisnipd ffs
client for ' transnoriaid,one6aRany uieen L d1EnRURLALED RSy £0ccbhe

el ectroni c transaction ent r anspor ta corrpan conpri ses a

user registrati Ofpnd GRS itHdY lsd %Pﬁe i‘&fi‘er Sffi rgh! eHeOf 20

user registration information inc uﬁng t e pu I’tl I cate

acqui red from t he i trdi faltGAEA1dy id Nalborhaxkal 1'e3dhcﬁé§8t95€&nbt sel f
to the server, an initial registration request unit for transmtting the

initial regi SHT Atk WhOUREE d Banlka g agreehieh t26f e FIBAE (SedViTRY Weithwi t h
the digital signature and public key certificate attached to the shipnent

i nformati on and itlid isgller pgamsd o1 ngn t besabhgnbahkl®hbnhasnmat banktiagt he
dat abase, and a cargo delivery
agreement of import service with the buyer. The
transfer registration processor unit of the electronic
transaction server notifies the client for

10 transportation company of closure of the database
registration of shipment information and instructs to
deliver the cargo to the present cargo owner when the
registration of shipment information is closed and
changes of the cargo owner are prohibited.

15 The present invention presents the client for
transportation company used for the business model of
the electronic transaction. The client for
transportation company comprises a user registration
request unit for requesting the data registration of

20 user registration information including the public key
certificate acquired from the certificate authority
that has jurisdiction over itself to the server, an
1nitia1.registrationirequest unit for transmitting the
initial registration request to the electronic

25 transaction server with the digital signature and
public key certificate attached to the shipment

information and initially registering the shipment



processor unit 54 for carrying out necessary procedures for delivering
cargo to the present cargo owner. The present invention presents a client
for 5 seller used for building up a business nodel of electronic
transaction. The client for seller conprises a user registration request
unit for requesting the database registrgﬁ'on of the user registration

I nformation including the public key 10 c i ficate acquired fromthe
certificate authority that has jurisdiction over itself to the server, an
initial registration check request unit for checking the contents and

respondi ng t he rgﬁ%bkﬁfﬁ?ﬁgl?gﬁtﬁﬁ9q£§ﬁa95§£,<¥H§§k£nga£$8 hBiib@#yon‘the

regi stration request shipment 1nformation s recerved

server, and a tip3a¥edisdreaHet!54! ok & rﬂﬁlg%ﬂ%giaegsfsargﬁgfgﬁ%dﬁg?sdt he

request for changing registration for changihg t acces er and

cargo owner to bywer aitivdriithg Gsirda & emat présentl thegBubBWherkey
certificate 20 attached, receiving the request for changing registration

notice fromthe server, Fh¢ PARA@NYZiiitredtiorePrdiéntseat coiehtapster
registration with legal binding force. Further, the present invention

presents a 25 clsedilierf arsdiliyfor usetildixig bup | di basipeasbmededsstnodel for
el ectronic transaction. The client for buyer conprises a user registration
request unit for el@atapidst i transactbombasthe egiintitfon sélleer
comprises a user registration request unit for
requesting the database registration of the user
régistration information including the public key
10 certificate acquired from the certificate authority
that has jurisdiction over itself to the server, an
initial registration check request unit for checking
the contents and responding the results when the request
for checking the initial registration request of the
15 shipment information is received from the server, and
a transfer request unit for transmitting to the server
the request for changing registration for changing the
access right holder and cargo owner to buyer with the
digital signature and the public key certificate
20 attached, receiving the request for changing
registration notice from the server, and recognizing
the establishment of transfer registration with legal
'binding force.
Further, the present invention presents a
25 client for buyer used for building up a business model

for electronic transaction. The client for buyer

comprises a user registration request unit for



registration information including the public key certificate acquired
fromthe certificate authority that has jurisdiction over itself to the
server, a 5 transfer check unit for checking the contents and responding
the results when the check request is received fromthe server for
requesting the request for changing registration to change the access
right holder and the cargo owner to the Hdber, a registration closure 10
request unit for transmitting to the server the closure request of

shi prent information of the database with the digital signature and public

k tificat | f

eteiving 1 he caFGRUABEYS dhe FAAP b RedFErF B R CRRERY "when e
istrati | ' ' | f t
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the public key certificate a romthe certificate authority™that

has jurisdiction @ RACHuMYddctord Gvesr Yese 0P tHeth8U88EYe!, Bhe
transaction parties including the seller, buyer, and transportation

conpany; 25 aspr age@idfer dhadiangiing tde é‘l@é@ﬁﬁn?i fht Beh€ehtsaagddcar go
owner registered to the database at the start of transaction to other
party in conpli aresperidiidiehe/ results when the check request 1is
| received from the server for requesting the request for
changing registration to change the access right holder
and the cargo owner to the buyer, a registration closure
10 request unit for transmitting to the server the closure
request of shipment information of the database with
the digital signature and public key certificate
attached and carrying out necessary procedures for
receiving the cargo delivered by the transportation
15 company when the registration closure notice is
received from the server.

The present invention intends to provide an
electronic transaction method, comprising a procedure
for registering the user registration information

20 1including the public key certificate acquired from the
certificate authority that has jurisdiction over each
party to the server on the request of the transaction
parties including the seller, buyer, and transportation
company;

25 a procedure for changing the access right holder
and cargo owner registered to the database at the start

of transaction to other party in compliance with the



request for changing registration of the party with the digital signature
and public key certificate attached; and a procedure for achieving the
transfer 5 registration with Iegal binding force by verifying that the
digital signature attached to each request has been prepared by the
private key that nmakes a pair with the public key certificate registered
to the database, and acquiring the appr0951 of the other party 10

simul taneously. The details of this electronic transaction nethod is
basically same as those of the electronic transaction server. Furthernore,

the present inventl ' d Vi ter: medi um
that "stores 15 CREUBEiEBEn i taLRl Req G Ao o thE TR TR e
transaction progr i S r.egi ' ; r £0j hng the
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acquired fromthgpgertificate authority 20 that has jurisdiction over each
party to the database on the request of the transaction parties including

the seller, buyer, and ta yreydiiid FbrX R eviRg ' EREeEiah8feghangi ng
registration step for changing the access right hol der and cargo owner 25

regi stered tost haedfsanasti o with Bé6al bifndired Foelceoby viex iGiyierg pRAtLY i N
conpliance with the request for changing registration of the party with
the digital 18 the digital signature attached to each request has been
prepared by the private key that makes a pair with the
public key certificate registered to the database, and
acquiring the approval of the other party
10 simultaneously. The details of this electronic
transaction method is basically same as those of the
electronic transaction server.
Furthermore, the present invention intends to
provide a computer-readable memory medium that stores
15 the electronic transaction program, and the electronic
transaction program comprises
a user registration step for registering the
user registration information including the public key
certificate acquired from the certificate authority
20 that has jurisdiction over each party to the database
on the request of the transaction parties including the
seller, buyer, and transportation company:
a request for changing registration step for
changing the access right holder and cargo owner
25 registered to the database at the start of transaction

to other party in compliance with the request for

changing registration of the party with the digital



signature and public key certificate attached; and a verification step for
achieving the transfer registration with | egal binding force by verifying
that the digital signature attached to each request has been 5 prepared
by the private key that nmakes a pair with the public key certificate

regi stered to the database, and acquirin he approval of the other party
simul taneously. The details of this electronic transaction nmethod is
basically sanme as those of the 10 el ectronic transaction server. The above
and ot her objects, features, and advantages of the present invention wll

beconme nore appal I | ' CLLpL] \\i

reference to t hega'r%gvt?ﬁtalé%m a&{obeéir@eiff%le% ?‘g%?%%fg?gﬁéaémtgégﬁgfi(i Bgdi s an

il Tustration show ng FBGV%EQ%HE@Eﬂbntéﬁﬂﬁ*ﬁ%f(thf%6§ﬁﬁﬁ£ﬁbb€réﬁbférUp by
the present 20 invention; FIG 2 is an illustration of The data

transnission foragdittra®iok witk 184al R raditd #8etbBilveigsiindg eaa8Ns Of
one enbodi nent according to the present invention wwth the 25

certification autdher diyitaelsbgnabuyerat tdcnsdaot 8achire@ue®emas Baen

el ectronic transaction services organi zation designated as the parties; 19

FIG 4 is an 5| pstepsnesh byf thei privgtbukepeklsat makes a pair with the
public key'certificaté registered to the database, and
acquiring the approval of the other party
simultaneously. The details of this electronic
transaction method is basically same as those of the

10 electronic transaction server.

The above and other objects, features, and
advantages of the present invention will become more
apparent from the following detailed description with
reference to the drawings.

15

Brief Description of Drawings

FIG. 1 is an illustration showing the electronic
transaction system to be built up by the present
20 invention;
FIG. 2 is an 11llustration of the data transmission
form in FIG. 1;
FIG. 3A, 3B are functional block diagrams of one
embodiment according to the present invention with the
25 certification authority, seller, buyer, transportation
company, and electronic transaction services

organization designated as the parties;



practice agreenent which is the prem se of the electronic transaction of

the present invention; FIG 5 is an illustration of the certification 5
authority agreenent that builds up the electronic transaction of the
present invention; FIG 6 is an illustration of the electronic transaction
services organi zation that builds up the e%ectronic transaction of the
present invention; 10 FIG 7 is an i1lustrhiion of the data I nt er change
agreenent that builds up the electronic transaction of the present
invention; FIG 8 is an illustration of agent agreenent for receiving

messages ad accepting fh jﬂélfgt&ht#fiﬁgg ide 6@?%595{#g§aﬂﬁfiﬂgs

el ectronic transaction of the presen I nventTon; om/cﬁart of

the user registrddtidy %ﬁs&éxﬁ&@fwﬁia@ngtggan%@h%ga ber the el ectronic

transacti on servér of the present iInvention; is an illustration

of user registratdidttidiid NBtdsadOide 6£0tALepedskbatt havdatabase of FIG
3; FIG 11 is a flow chart of transaction services of the present

invention by the el ect FIG.c 8 riansartillus BEatE6NH£0LthEl EerBitkbbtidd is a

time chart of initial cargo registration processing of FIG 11; 20 FIG 13

is an illustr&ti @utiortitey comséemerit othat builds up the electronic
transaction of the present invention;

FIG. 6 is an illustration of the electronic
transaction services organization that builds up the
electronic transaction of the present invention;

10 FIG. 7 is an illustration of the data interchange
agreement that builds up the electronic transaction of
the present invention;

FIG. 8 is an illustration of agent agreement for
receiving messages ad accepting the title to the cargo

15 that builds up the electronic transaction of the present
invention;

FIG. 9 is a flow chart of the user registration
processing of transaction parties for the electronic
transaction server of the present invention;

20 FIG. 10 is an illustration of user registration
information to be registered to the database of FIG.
3;

FIG. 11 is a flow chart of transaction services
of the present invention by the electronic transactipn

25 server of FIG. 3;

FIG. 12 is a time chart of initial cargo

registration processing of FIG. 11;



of a communi cation nessage sent fromthe client side of FIG3 to the
server; FIG 14 is an illustration of shipnment information 5 registered to
t he database of FIG 3: FIG 15A 15B are flow charts showi ng the detail

of the shipnment information initial registration processing of FIG 11;
FIG 16 is a time chart of title transfer _ 10 registration processing of

FIG 11; FIG 17 is an illustration of shi nt information updated by
title transfer registration processing of FIG 16; FIG 18A, 18B are flow
charts show ng the detail 15 of the title transfer registration processing

O oreasi pal o B Gy FRet T3 9875 A e AN Ten & PR LMk on

processing of FIG 11; are arts s OW Nng e detail 20

of the title traggfar c%ﬁlmln@k'a!ﬂ&f WS W UntFont lene Fé&ex%ﬂ- $fad flow
chart of processing by client for transportatlon conpany o , FIG

22A, 22B are flowfclrac.3 ao precasstwarpy client for seller of FIG 3, and
25 FIG 23A, 23B are flow charts of processing by «client for buyer of

FI G 3. 21 Best Mdde foFIGark¥4qisgriilluberationté®Bhibmenkt isféfmation
illustration showing the electronic

5 registered to the database of FIG. 3:

FIG. 15A, 15B are flow charts showing the detail
of the shipment information initial registration
processing of FIG. 11;

FIG. 16 is a time chart of title transfer

10 registration processing of FIG. 11;

FIG. 17 is an illustration of shipment information
updated by title transfer registration processing of
FIG. 16;

FIG. 18A, 18B are flow charts showing the detail

15 of the title transfer registration processing of FIG.
11;

FIG. 19 is a time chart of title transfer
completing processing of FIG. 11;

FIG. 20A, 20B are flowcharts showing the detail

20 of the title transfer completing processing of FIG. 11;

FIG. 21 is a flow chart of processing by client
for transportation company of FIG. 3;

FIG. 22A, 22B are flow charts of processing by
client for seller of FIG.3; and

25 FIG. 23A, 23B are flow charts of processing by

client for buyer of FIG.3.



transaction systemto be built up by the present invention. For

organi zations that serve as central 5 cores of the electronic transaction
according to the present invention, an electronic transaction services
organi zation 12 that functions as repository service provider RSP is
installed, and to the electronic transaction service organization 12, an

el ectronic 10 transaction server 10 is inktalled. For this electronic
transaction server 10, seller (exporter), buyer (inporter), transportation
conmpany (shipping conpany, airline conpany, truck conpany, railway

, .th t the 15 el t
ranoasti on set vERRL Mode B CrEgina el Bt SEHEMiha ot her part i es (o ¢ ne
d .
Lransaction are. comegsed DY 3l 343 B ELnBYIRE RN E1 L0 ELAES |
client 14 for seldsinsceldselt b ddf Duss: bande chbent i BLebibpsnor tation

conmpany are installed, and these three clients transaction

parties. Furt he”ﬂ?ﬁént&.dipe FBra@:&"@%hJ.ztd'ﬁrb??é:tﬂﬂi&g smsa@r@ewfaiance
conpani es al so 25 participate, a negotiating bank system 20 of the seller

side, an issusngdoaits VM8 M Utriditi PUyeinSadeioRNdccaPdiN§ULaN€ERe
conpany system 22 for signing up for a cargo 22 insurance policy are

installed. In trnprasdmadumwnmxlomheaaeélectbeh&ngﬁraﬁsacumbhysérvmbebe t he
buyer bel ongs

organization 12 that functions as repository service
provider RSP is installed, and to the electronic
transaction service organization 12, an electronic

10 transaction server 10 is installed. For this
electronic transaction server 10, seller (exporter),
buyer (importer), transportation company (shipping
company, airline company, truck company, railway
company, etc.), who are parties that participate in the

15 electronic transaction services, bank, insurance
company, and other parties to the transaction are
connected by various clients or systems via Internet
30.

That is, as the user side for the electronic

20 transaction server 10, client 14 for seller, client 16
for buyer, and client 18 for transportation company are
installed, and these three clients compose basic
transaction parties. Furthermore, since in actual
transactions, banks and insur‘ance companies also

25 participate, a negotiating bank system 20 of the seller

side, an issuing bank system 24 on the buyer side, and

an insurance company system 22 for signing up for a cargo



to country B. Consequently, in country A, a certification authority system
26 of the certification 5 authority for issuing the public key certificate
is installed and the seller, transportation conpany, negotiating bank,
and i nsurance conpany that belong to country A acquire the public key
certificate to be used for electronic transaction fromthe certificate 10
authority system 26. On the ot her hand, tr%?issuing bank and the buyer
that, belong to country B acquire the public key certificate to be used
for electronic transactions fromthe certificate authority system 28 of

h : hows: th ) i in th ] ect '
{ransaction syst AReEbEaEce B EAY At e hbeur Ih FebEhi SBo Gt T e
' f il L £ ' t NG i A,
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bank system 20, qpd dii@dpae. © Mig? QSehtE$ Ahegpublic key
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certificate to be used for electronic S|gh§ture I n accessi ng the

el ectronic trangaeitiGnN GRFMH althdSitd 59dtbm 2006 £PEEFiEARNSACT I ON
services organi zation 12. For the 25 certification authority system 28 of

country B, cljentauttodity tz;meri@mmgsm@g?@ankcsxéye%%i@@@aitée_&st he
public key certificate to be used for the electronic 23 signature in

accessi ng the el doistaiiled rand actie ovelber yetrdfispdpphitdani epmphay,acquiri ng
t he public key
negotiating bank, and insurance company that belong to
country A acquire the public key certificate to be used
for electronic transaction from the certificate

10 authority system 26. On the other hand, the issuing
bank and the buyer that belong to country B acquire the
public key certificate to be used for electronic
transactions from the certificate authority system 28
of the country B.

15 FIG. 2 shows the server and clients in the
electronic transaction system of FIG. 1 and further the
data transmission form in the system. First of-all, to
the certification authority system of country A, client
14 for seller, client 18 for transportation company,

20 negotiating bank system 20, and insurance company
system 22 acquire the public key certificate to be used
for electronic signature in accessing the electronic
transaction server 10 installed in the electronic
transaction services organization 12. For the

25 certification authority system 28 of country B, client
16 for buyer and issuing bank system 24 acquires the

public key certificate to be used for the electronic



certificate to the certificate authority systens 26, 28 may not be limted
to the on-line processing for the 5 certificate authority systens 26, 28 in
this enbodi mrent but nay be the application processing by man-nmade
docunents. In the electronic transaction according to the present

I nvention, parties participating in the ;givices provi ded by the

el ectronic transaction 10 services organi lon 12 make user registration
to the database installed to the electronic transaction server 10. This
user registration registers the user registration information including

the public key % il ‘ina.%%ef%%rﬁ d h@l&ﬁ%&ﬁ%ﬁﬁ:fggg%ﬁeibﬁy L5

systens 26, 28 t exercise juris on over ensel ves to

the database of Rev@heqhronjgp1iEaRIdGk 28 G&rchﬁ;i gﬁenpﬁem%pn of

the user registration to the database of tﬁzséﬁectro “transaction” server
10, first, the cldee®li fi%aft® tc2&Hd BEPHEAEA L LOPWGFYVLY NETE oY ﬁeglh sters

the shipnment information including the cargo owner information to the

dat abase of the elsembyoid€ bd landaeid €6 €8é\@&i - LitheViprbdersiand fo& the
exportation of the specific cargo. Upon conpletion of the initial 25

regi stration 5f semqpfiicatd anthbrdty Spstemsa hes iredghdst embodiméntcl i ent
14 for seller, for exanple, transfer registration processing of the cargo
ownership 24 to twd clayrie ihd applicatiencprocedsbong. b¥hmani-madiehe
client 14 for seller transmts a request for changing
documents. In the electronic transaction according to
the present invention, parties participating in the
services provided by the electronic transaction
10 services organization 12 make user registration to the
database installed to the electronic transaction server
10. This user registration registers the user
registration information including the public key
certificate acquired from the certificate authority
15 systems 26, 28 that exercise jurisdiction over the
parties themselves to the database of the electronic
transaction server 10. Upon completion of the user
registration to the database of the electronic
transaction server 10, first, the client 18 for
20 transportation company initially registers the
shipment information including the cargo owner
information to the database of the electronic
transaction server 10 with respect to the exportation
of the specific cargo. Upon completion of the initial
25 registration of shipment information, based on the

request from the client 14 for seller, for example,

transfer registration processing of the cargo ownership



regi stration of shipnent information initially registered to the database
of the electronic 5 transaction server by the client 18 for transportation
conpany. To the request for changing registration of shipnent informtion,
the digital signature of the seller and the public key certificate are
attached. The electronic transaction server 10 that receives the 10
request for changing registration of the t4%1e information fromthe client
for seller transmts the contents of the request to the client 16 for
buyer to obtain its approval and at the sane time verifies that the

di gital signatur %o%ﬂ?%eidex{@ 1t6h§°ﬁ%f%; }glgaa&gt ng T&L}‘qi %gglts% ation

has been prepare private Res' 5 pairr w I c key

certificate In thesuse ' 14°8h31 £R1h R L %BER@E og pLahlge £6k! ?ﬂ&h’f has

been registered in a vance Int ase en t e approva rom

buyer and 20 ver iddgq@lith @t i¥n ¥ <HiPnilt Sirgf%ﬂéﬁié‘ﬁelﬁm:ihﬂﬁﬁ the

el ectronic transact’ion server changes the cargo owner on the database to

the buyer. Final lpsgilsterdd & tfe dPtavuperofekgs &hecekeauee request for
conpl eting the passage of title to the electronic transaction server 25

10 with the dfgi tdlanSaptaion eeaveri be thidldid deey 1Gefbirf teahspoitatben, and
upon the receipt of this, the electronic transaction server 10 verifies

the digital 25 siopngptamye, Toothe reguestafooncbanghngneegishratieni ofi on
t he dat abase, and prohibits changes of the cargo owner.

shipment information, the digital signature of the
sellerandthepublickeycertificateareattached. The
electronic transaction server 10 that receives the

10 request for changing registration of the title
information from the client for seller transmits the
contents of the request to the client 16 for buyer to
obtain its approval and at the same time verifies that
the digital signature attached to the request for

15 changing the registration has been prepared by the
private key that makes a pair with the public key
certificate in the user registration information of the
seller which has been registered in advance in the
database. When the approval from the. buyer aﬁd

20 verification of the digital signature are obtained, the
electronic transaction server changes the cargo owner
on the database to the buyer. Finally, the client 16
for buyer makes the closure request for completing the
passage of title to the electronic transaction server

25 10 with the digital signature and the public key
certificate attached, and upon the recelipt of this, the

electronic transaction server 10 verifies the digital



Wth this, the transaction is conpleted, and finally, the buyer has the

I nported cargo delivered fromthe 5 transportation conpany. In actua
trading transaction, the title to the cargo is passed fromthe seller as
the exporter to the negotiating bank 20, then to the issuing bank of the
I nporting country, and finally to the buy fromthe issuing bank. Even in
this event, the client 10 14 for seller es a request for changing
registration of the cargo owner information to the electronic transaction
server 10, then, the negotiating bank system 20 nakes a request for

changing the re%&bhﬁ‘th%d 8io§é§%§f@€f?{ﬁﬂ%@éﬁﬂgmt Att{iPeStREL{IGNI C 15

transaction server “10, and upon receipt o IS reques the electronic

transaction serven dik 6A2A8ESE!, e & Pro® i AWREENARGOS BH tRE ArddGwhles abase
to the issuing bank of the inporting country, and finally, upon receipt of

the request for whamgthgs,eghettabhshcelionaigocompretdd,i 8harfEhadlyfrom
the issuing bank 24, the electronic transaction server 10 processes to

change t he car go thewhayem hasrailieonnipoitted btyegdo dveéAed3Bramethe
functional bl ock diagrans of one enbodi nent according to the present

i nvention w th tHheandpogdatiifancabmpangut hbm iatctuadetradingtpemsaction,
transportation conpany, and electronic transaction services organi zation
desi gnat ed as t hé&hgatiitde. tFithe agrgg is pessedt ficom e isedilen egnthet i on

server 10, a user regqgistration processor unit 32, transfer registration
exporter to the negotiating bank 20, then to the iIssuing

bank of the importing country, and finally to the buyer
from the issuing bank. Even in this event, the client
10 14 for seller makes a request for changing registration
of the cargo owner information to the electronic
transaction server 10, then, the negotiating bank
system 20 makes a request for changing the registration
of cargo owner information to the electronic
15 transaction server 10, and upon receipt of this request,
the electronic transaction server 10 changes the cargo
owner information on the database to the issuing bank
of the importing country, and finally, upon receipt of
the request for changing registration of cargo owner
20 information from the issuing bank 24, the electronic
transaction server 10 processes to change the cargo
owner information to the buyer.
FIG. 3A, 3B are functional block diagrams of one
embodiment according to the present invention with the
25 certification authority, seller, buyer, transportation
company, and electronic transaction services

organization designated as the parties. First of all,



processor unit 34, verification processor unit 36, and database 38 are
installed. To the database 38, user 5 registration information 40 of
parties such as seller, buyer, transportation conpany, etc. are

regi stered, and every tine transaction is made, the shipnment information

42 containing the cargo owner information S registered. To the client for
buyer 14, a user 10 registration requesti r?gg unit 44, initial registration
checking unit 46, and transfer requesting unit 48 are installed. To the
client 16 for buyer, a user registration requesting unit 56, transfer

accepting unit 3% ﬁféderfél%tﬁ:tcﬁ?itd. %ﬂﬁﬁ%éggggggwgwm L §Q.2re 15

installed. Further to the client 18 ron” &onpany, a user

registration reqyesiiddtlidn Pocesiidr dhiteghst £2hheRLEALERLL PGB! 52,
ed. req

and cargo delivery processor unit 54 are iInstal est of a user

registration requaedddikdinunit43f e £1&80108GhrAded oS /MK 36USBRA
regi stration requesting unit 56 o the client 16 for buyer, and the user

requesting unit &itdafaddsgld@tidStdDIed ANEPOERSADFaLIPBY, GHEruSer
regi stration processor unit 30 of the electronic transaction server 10

regi sters theSusaregisgirsdtidn dmfotmatifoar 4ot benpdPtias|sitihnast se1pakpl i c key
certificate that each party acquired fromthe certificate authority
systens 26, 28 t latyesxetravepputasdiontcampang; Xt .t areweglestdmed hand
dat abase 38. The transfer registration processor unit 34 of the electronic
every time transaction i1s made, the shipment
Information 42 containing the cargo owner information
i1s registered. To the client for buyer 14, a user
10 registration requesting unit 44, initial registration
checking unit 46, and transfer requesting unit 48 are
installed. To the client 16 for buyer, a user
registration requesting unit 56, transfer accepting
unit 58, and registration closer requesting unit 60 are
15 installed. Further to the client 18 for transportation
company, a user registration requesting unit 50,
initial registration requesting unit 52, and cargo
delivery processor unit 54 are installed. On request
of a user registration réquesting uﬁit 44 of the client
20 14 for seller, user registration requesting unit 56 of
the client 16 for buyer, and the user requesting unit
50 of the client 18 for transportation company, the user
registration processor unit 30 of the electronic
transaction server 10 registers the user registration
25 1nformation 40 including the public key certificate
that each party acquired from the certificate authority

systems 26, 28 that exercise jurisdiction over



transaction server 10 carries out processing for changing the owner of the
cargo owner information 42 5 registered to the database 38 to the buyer in
conpliance to the request for changing registration with the digital
signature and public key certificate attached by the transfer requesting
unit 48 of the client 16 for seller. Furthernore, the verification
processor unit 10 36 verifies that the didhtal signature attached to the
request for changing registration fromthe client 14 for seller has been
prepared by the private key that makes a pair with the public key
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registration of the shipment information 42 to the database 38 of the
el ectroni ¢ transddgidalseigaatiuxre and public key certificate attached
by the transfer requesting unit 48 of the client 16 for
seller. Furthermore, the verification processor unit
10 36 verifies that the digital signature attached to the
request for changing registration from the client 14
for seller has been prepared by the private key that
makes a pair with the public key certificate registered
in the user registration information 40 of the database
15 38, and at the same time, transmits the contents of the
request for changing registration to the transfer
accepting unit 58 of the client 16 for buyer and receives
the approval, and then, instructs the transfer
registration processor unit to arrange the transfer
20 registration that has legal binding force with respect
to the change of cargo owner by the transfer registration
processor unit 34. That is, by obtaining the
verification of digital signature by the verification
processor unit 36 and obtaining the approval for request
25 for changing the registration from the client 16 for
buyer as the other party, transfer registration with

legal binding force is established. The initial



carried out by the unit for requesting initial registration 52 installed to
the client 18 for 5 transportation conpany. The unit for requesting
initial registration 52 of the client 18 for transportation conpany
receives cargo, the subject of transaction, fromthe seller as well as the
shi pment information, and nakes a request for initial 10 registration of
shi pment information to the electronic tréhsaction server 10 with the
digital signature and public key certificate attached, and on receipt of
this, the transfer registration processor unit 34 of the electronic
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valid and the confirmation of the other party is obtained. 29
description will ivatide reyiidtra800S S52 Yof aghécorneatbesweer parties for

bui l di ng up the

transportation company receives cargo, the subject of
transaction, from the seller as well as the shipment
information, and makes a request for initial

10 registration of shipment information to the electronic
transaction server 10 with the digital signature and
publickefcertificateattached,andonreceiptofthis,
the transfer registration processor unit 34 of the
electronic transaction server 10 makes a request for

15 checking the request for initial registration of count
information to the initlial registration check unit 46
of the client 14 for seller, and upon receipt of the
approval, initially registers shipment information 42
to the database 38. The shipment information 42

20 initially registered to the database 38 in this way has
the cargo owner information contained in the shipment
information 42 to the buyer based on the request when
the request for changing registration from the client
14 for seller is received thereafter and the digital

25 signature of the request for changing registration is

valid and the confirmation of the other party is

obtained.



el ectronic transaction systemas shown in FIG 1 through FIG 3B. 5 FIG 4
Is an illustration of .existing business practice agreenent which is the
prem se of the electronic transaction of the present invention. First of
all, for the business practice agreenent, a contract of carriage is
executed between the seller 114 and the 10 transportati on conpany 118 for -
transporting the cargo. 1In addition, a béﬁking agreenent of export service
102 is executed between.-the seller 114. and the L/ C negotiating bank 120
who has foreign exchange draft transactions with the seller 114. On the

th hand, 15 bet t he b 6, t t : dth
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and the insurangggcorggany 122, a contract 108 of insurance is executed
for the exported cargo. In addition to the 25 current practical business

transaction agreenent sFag. INQW anh Al1@strat L Q¥ Naki ¥ Beg APLELABEES are
executed for building up the electronic transaction systemof 30 the

present inventi opraciideerddrdatddn o rwialéhoist yhagpeenese 6€Athe

electronic transaction of the present invention. First
of all, for the business practice agreement, a contract
of carriage is executed between the seller 114 and the
10 transportation company 118 for transporting the cargo.
In addition, a banking agreement of export service 102
is executed between the seller 114 and the L/C
negotiating bank 120 who has foreign exchange draft
transactions with the seller 114. On the other hand,
15 ©between the buyer 116, the exported country, and the
issuing bank 124, a banking agreement 104 of import
service is executed. Furthermore, between the
negotiating bank 120 on the buyer 114 side and the
issuing bank 124 on the buyer 116 side, an interbank
20 agreement 106 is executed. This interbank agreement
106 includes the correspondent agreement, SWIFT rules,
and UCP500. Furthermore, between the seller 114 and the
insurance company 122, a contract 108 of insurance is
executed for the exported cargo. In addition to the
25 current practical business transaction agreements as
shown in FIG. 4, following three agreements are executed

for building up the electronic transaction system of



agreenent) (2) Electronic transaction services organization 5 agreenent
(RSP agreenent) (3) Data interchange agreenent (l1A agreenent). FIG 5 is
an illustration of the certification authority agreenment that builds up
the electronic transaction of the present invention. The 10 certification
authority agreenent is an agreenment related to the issuance and the use of
the public key «certificate necessary for erification of the electronic
signature. Since in the electronic transaction system of the present
invention, the 15 digital signature and the public key certificate are

requi red when a'Eﬁg“§§hs%5€ﬂﬂﬂVEﬁﬂﬁéﬁ%the server of the electronic

transacti on services organi zation each of the parties who participate

in the service systeqh)t@éyyfglégﬁ?dﬁegaﬁﬁ§gfﬁizééﬁﬁﬁﬁéﬁg gex vi ce 20

organi zati on applies, seller 114, buyer at1oh conpany 118,

negoti ati ng bankayz@ementyui ng bank 124, and insurance conpany 122 execute
the certificate authority agreenent, an agreenent related to the issuance

and the use of the pybl)i €1leedt rthicstirdngatit 6h sk 168k f@FgaeLzdt£ahi on of
the electronic signature with the certificate authority of each country
to whi ch eachs paaigyelememtg RSEhadigreemdrte) 31 certificate authority

agreenents are executed between the certificate authority 126 of country
A, the seller (3) Data interchange agreement (IA agreement).
FIG. 5 is an illustration of the certification
authority agreement that builds up the electronic
transaction of the present invention. The
10 certification authority agreement is an agreement
related to the issuance and the use of the public kef
certificate necessary for verification of the
electronic signature. Since in the electronic
transaction system of the present invention, the
15 digital signature and the public key certificate are
required when a request or approval to the server of
the electronic transaction services organization 12,
each of the parties who participate in the service systen
to which the electronic transaction service
20 organization applies, seller 114, buyer 116,
transportation company 118, negotiating bank 120,
issuing bank 124, and insurance company 122 execute the
certificate authority agreement, an agreement related
to the issuance and the use of the public key
25 certification required for verification of the

electronic signature with the certificate authority of

each country to which each party belongs. That is, the



114, transportation conmpany 118, B/ C negotiating bank 120, and insurance
conpany 122, respectively. The 5 certificate authority agreenents are
executed between the certificate authority 128 of country B and the buyer
116 and the issuing bank 124, respectively. FIG 6 is an illustration of
the electronic transaction services organjzation (repository service 10
provi der agreenent: RSP agreenent) that b Y ds up the electronic
transaction of the present invention. This electronic transaction services
organi zati on agreenment is an agreenent related to registering the shipnent

i nformati on cont ai.qi c ' .0 5 [ i@%
speci fic cargo, §38F2§}5§?6Fﬁégﬁngﬁgggb?%§ﬁg§%5tﬁgédg%%%§§é30§ ?%e server
of the electroniget féﬂ@@f&baeessﬁvh&%it9r 9@@'&%0%@3&} gRei Ye et hei r
services. Consequently, electronic tranSaction servicés organi zation

agreenents are ZQIQXGGHEEQFBQE%&QﬁuiE%m@h%@tiQBLCBPCQ@@QGEiQﬂiﬁQFU&ﬁES
organi zation 12 and the seller 114, the transportation conpany 118, the

buyer 116, negot 120, n@n@aikhsiidancd sSatpenPank2 12de spadtivelyanceheonpany
122, parties to the transaction, respectively. 25 FIG 7 is an

il lustration of idegtdFtizate anthargey agreemenitst Aae dxetdsedpbétween
el ectronic transaction of the present invention. The data interchange
~agreenent 32 is d&dheagertifhcathautizosktty ti2s8 b€ gaiuritiny Brand dheebupetr ween
parti es when the el ectronic transacti on which
116 and the 1ssuing bank 124, respectively.
FIG. 6 is an illustration of the electronic
transaction services organization (repository service
10 provider agreement: RSP agreement) that builds up the
electronic transaction of the present invention. This
electronic transaction sexrvices organization agreement
is an agreement related to registering the shipment
information containing the cargo owner information
15 concerning the specific cargo, subject of the
transaction, to the database of the server of the
electronic transaction services organization and
receiving their services. Consequently, electronic
transaction services organization agreements are
20 executed between the electronic transaction services
organization 12 and the seller 114, the transportation
‘company 118, the buyer 116, negotiating bank 120,
issuing bank 124, and insurance company 122, parties
to the transaction, respectively.
25 FIG. 7 is an l1llustration of the data interchange

agreement that builds up the electronic transaction of

the present invention. The data interchange agreement



has been carried out by docunments called the bill of lading to date by
regi stering the shipnent information 5 to the database controlled by the
server of the electronic transaction service organization 12 acconpani ed
by the electronic signature utilizing the public key certificate and
foll ow ng necessary procedures for electronic transfer for the cargo owner
10 information contained in this shipnem:%%ﬁornation. Consequently, the
data interchange agreenent is executed between direct parties to the
transaction. That is, as an exanple of the data interchange agreenent

4o . . ! b .  ons.
: Eicﬁtaf S Pt or chfig et Aek ey ‘o Uadbdh (AR Teual REREngTeofLa" TS
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hogot | bt ng bank CIYEEPAELILE, whh ERD CPECEEONEE (rdnddbcatiimion
124, between thep3Syeas ikt Rt ddurdyes ddfie@neghd uiberopre

between the transportation conpany 1?§Fand the buyer 116, respectively.

I'n explaining thija@amPdonEate ﬁlﬁ relgitdpidd ¢ hec ¥Rl pRahtomtéhraeiest ronic
transaction procedures for 25 the seller 114 to pass the title to the

cargo directly tad hhd@eavade i cortkel é@rvy hehexaspler bft the
actuality, the registration of passage of the title to 33 the cargo from
the seller 114 t eldvtiiicegensddioton bewkvid8, oagdnieatheni 32ui ng ‘bank

124 is carried out,

accompanied by the electronic signature utilizing the
public key certificate and following necessary
procedures for electronic transfer for the cargo owner

10 information contained in this shipment information.
Consequently, the data interchange agreement 1is
executed between direct parties to the transaction.
That is, as an example of the data interchange agreement
executed between transaction parties with direct

15 transaction relations, the data intérchange agreements
are executed between the seller 114 and the
transportation company 118, between the seller 114 and
the negotiating bank 120, between the negotiating bank
120 and issuing bank 124, between the issuing bank 124

20 and the buyer 116, and furthermore between the
transportation company 118 and the buyer 116,
respectively.

In explaining this embodiment, to simplify the

explanation, the electronic transaction procedures for

25 the seller 114 to pass the title to the cargo directly
to the buyer 116 is taken for the example, but in

actuality, the registration of passage of the title to



and the explanation is made with the internmediate transfer condition
omtted. Needless to say, it is 5 possible to carry out transaction
directly fromthe seller 114 to the buyer 116, and in such event, the data
i nt erchange agreenment is executed between the seller 114 and the buyer

116. FIG 8 is an illustration of an agenijagreenment 10 for receiving
nmessages and accepting concerning passage of the title to the shipnent

that builds up the electronic transaction of the present invention. The

el ectronic transacti on system according to the present invention is

characterized | nthéaéa\%ﬁg Eirbine the 1689163 40 41%d TR et aligl dat jpassed
when the right hol der 0 has the ownership to the cargo, the subject of

the transacti onbagkVve20i, Nnghuebi the Déspingagenkilzitie ¢arridd® amargo to
the transportati on conpany 118 who occupies and transports the cargo

el ectroni cal |y paaéi nhet expl@niatiion tis el arigth theweimterbediate in the
current transportation conpany 118, there is no facilities readily

avail abl e for regransfeirocongittisin gmitied  t Needlessheta Hag, fir ki s
instruction, even if the transportation conpany receives the instructions
from 25 the cargposwible: doelcanupmiutal tnangagkien @h@ecﬁﬂAMefEﬁ!“pthPhe

el ectronic transaction services organization 12 acts as a proxy

i npl enent the 34spddem bhd & tde RIMETLHES panthie Pach RYQRY4 éhﬁod?ﬁ%

cargo by the transportation conpany 118. That is,_the
g y interchange agreenent is executeéd between the seller

114 and the buyer 116.
FIG. 8 is an illustration of an agent agreement
10 for receiving messages and accepting concerning passage
of the title to the shipment that builds up the
electronic transaction of the present invention. The
electronic transaction system according to the present
invention is characterized in that the title to the cargo
15 1is electronically passed when the right holder who has
the ownership to the cargo, the subject of the
transaction, gives instructions of paésage of title to
the cargo to the transportation company 118 who occupies
and transports the cargo electronically passing the
20 title to the cargo. However, because in the current
transportation company 118, there is no facilities
readily available for registration control of the title
to the cargo for this instruction, even if the
transportation company receives the instructions from
25 the cargo owner to electronically transfer the
ownership, the electronic transaction services

organization 12 acts as a proxy to implement the




seller 114, the present cargo owner, gives the instructions 132 to the

el ectronic transaction services 5 organization 12 which acts as a proxy of
the transportation conpany 118 to pass the title to the cargo to the
buyer 116, and the electronic transaction services organization 12 carries
out registration control 140 of the title to the cargo corresponding to 10
the instructions of passage 132. SpecifichQy, when the electronic
transaction services organi zation 12 receives the instructions of passage
132 fromthe seller 114 it carries out the transm ssion of this
instruction 134 _to b

116 wh he b f 5
contents of the FHQFr (?ﬂg %éw(f?ﬂé’aqr)] %?é]aaﬁtﬁ?eﬁe u%ﬁe‘f@%m i’%jem E I&%I 136
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Is conpleted in this ‘the o ganlzatlon %ends egli stration notice

138 to the sell qrnslt%ct&w%%o 216 S LS EFc thnsRIcIaRAUE8EvitBsOr der
for the electronic transaction services organization 12 to achieve the

proxy services 2brfadiaticsyprépidcl®racegpasyalpBoxiyhefagnat agreenent
130 for receiving nessages and accepting shall be executed between the

transportati on camaspdritthtach tbapahyel B toguss thensiacle o t4es eacgo
organi zation 12. The proxy passive right acts for the right of the
to the buyer 116, and the electronic transaction
services organization 12 carries out registration
control 140 of the title to the cargo corresponding to
10 the instructions of passage 132. Specifically, when
the electronic transaction services organization 12
receives the instructions of passage 132 from the seller
114, it carries out the transmission of this instruction
134 to the buyer 116, and when the buyer confirms the
15. contents of the instruction and the organization
receives the approval 136 from the buyer 116, the
organization changes the cargo owner information
contained in the shipment information to the buyer 116
as the registration control 140 of the cargo ownership.
20 When the change of the cargo owner is completed in this
way, the organization sends the registration notice 138
to the seller 114, requester, and completes the
procedures. In order for the electronic transaction
services organization 12 to achiéve the proxy services
25 of the transportation company 118, the agent agreement
130 for receiving messages and accepting shall be

executed between the transportation company 118 and the




transportation conpany 118 to receive the transfer instructions fromthe
current cargo owner. The proxy 5 active right acts for the right of the
transportation conpany to receive approval fromthe right transferred
party and to give permssion to the transfer instruction received fromthe
current cargo owner. \Wen the agent agreenent for receiving nessages and
accepting is 10 executed, the electronic Pansact i on service organi zation
12 gives notice to the transportation conpany 118 every tine it receives
the instruction received and receives the approval fromthe transportation

conpany 118. 15 w&’cai‘gﬁ'i@gt&gﬁs%[@%qgnn%%:ﬁcézlo \ﬁgnigétf(%}heff”plﬁe the

user regi stration—an ectronic transaction —ser ces 1 n e el ectronic

transacti on syst c ' &qd%&ﬁ [ ' vy described in
detail. FIG 9 igggiﬁl g\%lvglcsﬁ'gﬁ of t g%ﬁ%regﬁfﬁ%%%gotggrri ed out

between the el ectLaRkGoLtaARIH IRMpaY A1s 4 edd Ko 3RO PAREEES WHO

participate in the service, nanely, ¢lient 14 for seller, client 16 for

buyer, and cliefhst@ulti dnsasom takl 8ireenpaBirgbNowhes . USPie proxy
regi stration processing, first of all, in Step S1, each 25 of the seller,

buyer, and trmnspetise eighempeny, feothareighansficthentpaidpastation
participating in the electronic transaction services, receive the public
key 36 certifi cacempamy thereeelivéiappmoail foran Lheorighthtramsfexfed hem

bel ongs. For exanple, the seller who
. party and to give permission to the transfer instruction
received from the current cargo owner. When the agent
agreement for receiving messages and accepting is

10 executed, the electronic transaction service
organization 12 gives notice to the transportation
company 118 every time it receives the instruction
received and receives the approval from the
transportation company 118.

15 Now, taking the embodiment of FIG. 3 for an example,
the user registration and electronic transaction
services in the electronic transaction system according
to the present invention will be described in detail.

FIG. 9 is a flow chart of the user registration

20 carried out between the electronic transaction server
10 of FIG. 3 and parties who participate in the service,
namely, client 14 for seller, client 16 for buyer, and
client 18 for transportation company. In this user
registration processing', first of all, in Step S1, each

25 of the seller, buyer, and transportation company, who
are transaction parties participating in the electronic

transaction services, receive the public key



possesses the client 14 for seller receives the public Kkey certificate
that corresponds to the private key 5 which the seller only possesses to
the certificate authority system 26 of country A to which the seller

bel ongs, and the public key certificate issued by the certificate
authority system26 in this way is subjectye to the revoke control of the
certificate in the 10 certificate authority. Consequently, it is possible
to confirmthat the subject really exists by using the public key
certificate for the electronic transaction according to the present

invention. Wen ggptrsehitate £Roweithe?rritidiTRAd A tHbEOpary wieteh ve the
public 15 key certificate, respectively, fromthe certificate authority to

whi ch each of thgathebgnghemnbSiongsl, Fbenexampldl,eghd ddlgermprdsent the
conputeri zed application wth the public key certificate received to the

el ectroni c transpoksessesr theeslbenti4 ficrosel2erSpecelivesl tiye puilelicser
regi stration requesting units 44, 50, 56 installed to the client 14 for
seller, client kéyfoertifdcatendhat eadrrigsgands riamspoe t private okewny,
respectively, apply to the electronic transaction server 10 for user
regi stration St whigh ghel iselder znlsemagsesses rtecthedcervhfinate
certificate authority attached, and in response to this, the user
registration prauEhesdtynisysien &f afecouHEderte sirieh sthesaller

informati on 40 to the database.  38. Fl 10 shows  the .data consiruction of
user registratioHehRPQFﬁaF' tpg puElEE key certi%icate 1ssue8 %y the

certificate authority system 26 in this way is subject
to the revoke control of the certificate in the

10 certificateauthofity. Consequently, it is possible to
confirm that the subject really exists by using the
public key certificate for the electronic transaction
according to the present invention. When the seller,
buyer, and transportation company receive the public

15 key certificate, respectively, from the certificate
authority to which each of them belongs in Step S1, then,
in Step 2, they present the computerized application
with the public key certificate received to the
electronic transaction services organization.

20 Specifically, the user registration requesting units
44, 50, 56 installed to the client 14 for sellexr, client
16 for buyer, and client 18 for transportation company,
respectively, apply to the electronic transaction
server 10 for user registration with the public key

25 certificate received from the certificate authority
attached, and in response to this, the user registration

processor unit 32 registers'the user registration



be registered to the database, which conprises user ID 62, user

regi stration date 64, user registration 5 expiration date 66, public key
certificate 68 received fromthe certificate authority, and user

i nformati on 70. Next description will be made on the el ectronic
transaction services after the user registyation 10 information 4 of the
seller, buyer, and transportation conpany, parties to the transaction, has
been registered to the database 38. FIG 11 is a flow chart of overal
processi ng procedures of the electronic transaction services built up by

t he present invenhifetmatiobhdoekecthenidathbakeaqsi.ONFEEL vViGeshowsotkng to
the present invention conprise the three stages of processing procedures,
nanel y, the initidataceogstruegisnr afi aseprnegistrgtbbnSippoStatthen the
cargo, subject of the transaction, is received by the 20 transportation
conpany from t hebserkgisiterednpoithe dlatabdase hevhciaht cagprdisesansezgéd t he
title passage registration processing of Step S2 that takes pl ace
successively, anéZ.haisen Iregiskrafioorpreei oh, pserersghgtoatdorp 3 which
is the final processing. 25 FIG 12 is a time chart of initial cargo
registration gr 0 @&EPj ‘?1”311&“ dads 68.ipuElEs key qertdfiicate,psi ’é?c%ﬂ’ﬁﬁ

(eg1strati on br ocsas e a3t el el Fur oM oL ook anapctatlon
70.
Next description wlill be made on the électronic

transaction services after the user registration

10 information 4 of the seller, buyer, and transportation
company, parties to the transaction, has been
registered to the database 38. FIG. 11 is a flow chart
of overall processing procedures of the electronic
transaction services built up by the present invention.

15 The electronic transaction services according to the
present invention comprise the three stages of
processing procedures, namely, the initial cargo
registration processing of Step S1 when the cargo,
subject of the transaction, is received by the

20 transportation company from the seller in compliance
with the contract of carriage, the title passage
registration processing of Step S2 that takes place
successively, and the title passage completion
processing of Step 3 which is the final processing.

25 FIG. 12 is a time chart of initial cargo
registration processing of Step S1 in FIG. 11. In this

initial cargo registration processing, first of all,



cargo requested by the seller in Step Si to the electronic transaction
server 10. The electronic 5 transaction server that receives this initial
regi stration request transmts the shipnment information contents check
request to the client for the seller of the seller who is the current

cargo owner in Step S11. The client 14 f%% seller that receives this 10
contents check request checks the contents of the shipnment information in

Step S101,. and returns to the electronic transaction server 10 the
response in that it is correct if it is correct, and it is erroneous if

it is erroneous. t}jBeg { bRt el € HJrORLEnEHRRTAL IR coRpafkVEFadOmiesetnes t he
check response of shipnent information fromthe client 14 for seller, the

el ectroni c transaaliit9alsHedls tk@ viem &iéé% dtheoshipeetifotmaeiont ben to the
database 38 in Step S12. And in Step S13, the electronic transaction

server 10 transnchggoheedhdsa@d byt sellier imagtépesshtpnehe

I nformati on has been properly registered in Step S13 to the client 18 for
transportati on celpetyonite treamssmiteion sserver Step TP dlwcitorit 18 for
transportation conpany conpletes the initial registration processing when
the notice is5 2%5rams@iotdedn Eegvel3 thatarredéeises athbs bhithelcomuni cati on
nmessage sent fromthe client side including the initial 39 registration

request of the sEeghshratial mequwsbhitausmiyy the shipwadsi cati on nessage
72 conprises a sender
information contents check request to the client for

the seller of the seller who 1s the current cargo owner
in Step S11. The client 14 for seller that receives this
10 contents check request checks the contents of the
shipment information in Step S101, and returns to the
electronic transactibn server 10 the response in that
it is correct if it is correct, and it is erroneous if
it is erroneous. When the electronic transaction
15 server 10 recelves the check response of shipment
information from the client 14 for seller, the
electronic transaction server 10 registers the shipment
information to the database 38 in Step S12. And in Step
S13, the electronic transaction server 10 transmits the
20 registration notice that the shipment information has
been properly registered' in Step S13 to the client 18
for transportation company, the requester, and in Step
S2, the client 18 for transportation company completes
the initial registration processing when the notice is
25 received.
FIG. 13 is an illustration of the communication

message sent from the client side including the initial



| D 74, shipment information ID 75, instruction to services organization
76, subsequent holder of rights 5 ID 78, shipnent information 80, and
digital signature 82. The digital signature 82 is a digital signature
generated on the basis of the public key certificate which the sender
received fromthe certificate authority and the private key for

transm ssion, and can 10 be verified by e public key certificate in the
user registration information 40 already registered to the database 38
side of the electronic transaction server 10. FIG 14 is the data

t ti f i i 0 4 eai 38
by the iniral - SePEFERRt1bn 2EEL TR S erlifleBPlE ok DEn i BRGSC

The shiprent inf gpMat4Ris AZomkah $EEE$0n0Hesblbs 92! 8OR5E138sCaMPEnGES the
fixed information 84 and the updated intformation 85. Tn the fixed

information 20 84p shi, PEAprieHtorifdMat LOB6ID hash veétLu8Bich sbi pnent
I nformati on, date and tine of shipnment information registration 90, and

shi pment i nf or maigie@Rri%®2s BElgadiiRa tildre 7i6N)i Eubkegaentt Rb@depeosopighits
stored, and of these, the hash 88 val ue of shipnent information is the

val ue 25 cal csll atted 7By bhipmegtofnfbemhgion 6D,t Ardsdigital sighatuméi on | D
75 in the transm ssion nessage 72 of FIG 13, and with this hash val ue 88

used as an entry_82.heThe dhpgptredt sighatvate @2 4% ia digitakretgratene
dat abase 38. On the other hand, in the updated information 84,
generated on the basis of the public key certificate
which the sender received from the certificate
authority and the private key for transmission, and can
10 be verified by the public key certificate in the user
registration information 40 already registered to the
database 38 side of the electronic transaction server
10.
FIG. 14 is the data construction of shipment
15 information 42 registered to the database 38 by the
initial registration request of shipment information
of FIG. 12. The shipment information 42 registered on
this database 38 comprises the fixed information 84 and
the updated information 85. In the fixed information
20 84, shipment informa1.:ion ID 86, hash value 88 of shipment
information, date and time of shipment information
registration 90, and shipment information 92 including
the initial registered person are stored, and of these,
the hash 88 value of shipment information is the value
25 calculated by hashing on the basis of the shipment
information ID 75 in the transmission message 72 of FIG.

13, and with this hash value 88 used as an entry, the



cargo access right holder information 94, cargo owner information 95,

I nformation 96 on rights appendant to 5 cargo such as right of pledge, etc.
, and date and tine 98 of altered shipnent information registration are
install ed. The access right holder identified by the cargo access right
hol der information 94 is the person who can change the database and

i ndi cates the person 10 who occupi es the & go. However, since the person
who occupies the cargo is not always the cargo owner, the data item

call ed the cargo owner information 95 that indicates the cargo owner is

provided. Now, let ID =X denote .the sell I f t ljent_ 14 f |1
iﬂ 15 Flh Gs. |3A aﬁE}iQBeRﬁdiPﬁ@m?%ﬁﬁé‘ 6§yéﬁe{-‘ﬁg seerpdnES egf%ar]tfbltﬁoé?;se o
then, the seller LD =X who is the curent,.ca | Lp th
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respectively, in the u t Laf | 8 [ [ at i
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FIG 11. In the initial registration processing of this shipnent
information, 41 weeki i tapEsdnigienedistoahaeionf regipteationnagenat i on

of the seller with the digital signature
installed. The access right holder identified by the
cargo access right holder information 94 is the person
who can change the database and indicates the person
10 who occupies the cargo. However, since the person who
occupies the cargo is not always the cargo owner, the
data item called the cargo owner information 95 that
indicates the cargo owner is provided. Now, let ID =
X denote the seller ID of the client 14 for seller in
15 FIGs. 3A and 3B and ID = Y the buyer ID of client 16
for buyer; then, the seller ID = X who is the current
cargo owner is stored in the access right holder
information 94 and the cargo owner information 95,
respectively, in the updated information 80 of the
20 shipment information 42 registered to the database 38,
in accordance with the initial registration request of
the shipment information from the client 18 for
transportation of FIG. 12.
FIG. 15A, 15B are flow charts showing the detail
25 of the shipment information initial registration
processing of S1 in FIG. 11. In the initial

registration processing of this shipment information,



(electronic signature) and the public key certificate attached to the
shipnment information in Step S1 is 5 received fromthe client 18 for
transportation conpany, the process noves to Step S2, and the contents of
the initial registration request of the shipnent information requested is
checked. The registration request is checked for the follow ng three
items: 10 (1) The user IDtransnmitted is dgistered to the user
registration informati on 40 of the database 38. (2) The digital signature
has been prepared by the private key which nmakes a pair with the public key

certificat ' 15 (3 h blic. tifj h t b
Cevoked. - vhen arPepnabe denestddl Tadi e e ¢4 B ReRBEE L0 P st ep
S2 b lid t ' i\ f X

movae Lo stop SIMEGRRERAGNICE che I Ald dORERPRonddiErdr OcCos
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Wien the content ,1qhefled Sd Q3R vs%@ié:ﬁa%tﬁ?f&ﬁgeioﬁéliﬁogga?l)wiisn Step

S5 with respect to this check reques e process noves Step S6, an

| D nunber is @ssigReddda EP6mSthdeRAent 18 Fo@tralsparitathondtorp8ly of t he
shipnment information in FIG 14 is cal cul ated, seIPer ID=Xis entered in

42 each of the ity prlocaeaviesiitio Stleges2i,nhadmeheoson8énasdotatye owner
i nformati on, and the shipnent
initial registration request of the shipment
information requested is checked. The registration
request is checked for the following three items:
10 (1) The user ID transmitted is registered to the
user registration information 40 of the database 38.
(2) The digital signature has been prepared by the
private key which makes a pair with the public key
certificate registered.
15 (3) The public key certificate has not been revoked.
When all these three checks of the registration
request in Step S2 become valid and acceptance is
received for all the checks, the process moves to Step
S4, where the registration request information is
20 transmitted to the client 14 for seller, the seller who
is a current cargo owner, and the client for seller is
requested for checking the contents. When the content
check is received from the client 14 for seller in Step
S5 with respect to this check request, the process moves
25 to Step S6, an ID number is assigned to the shipment
information, a hash value 88 of the shipment information

in FIG. 14 is calculated, seller ID = X is entered in



information 42 is registered to the database 38. Finally, in Step S7, the
conpletion of initial 5 registration is notified to the client 18 for
transportation conpany through whomregistration request is received. On
the other hand, if the check of requested contents proved to be not
correct in Step S3 or confirmation of the seller cannot be obtained in 10
Step S5, closure-registration notice is séft to the transportati on conpany
18 through whomthe registration request is received. FIG 16 is a tine
chart of title transfer registration processing in Step S2 of FIG 11. In

t hi 15 title t f ' i [ fi f al [

1|4' for sell e "1 BREM B Y I5eBRyS oA R aa Ty O o o
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regi stration change fransmts a req or purchasi ng e right

concerni ng the ceigan1y nah ighe 57 NANE YcoRoLEt POTSOP! Lhi¥ial
registration change of the information of rights to the client 16 25 for

sel ler together weddl dtietadi el sndditiearesuesé cpienegist £aki on change in
Step Sil. To this inquiry of checking the contents of request for

regi stration 43 afi@igportitdi edmpdény othboiyeh whemksegheteantient s of
change in the information of rights in Step 5101, and
request is received. On the other hand, if the check
of requested contents proved to be not correct in Step
S3 or confirmation of the seller cannot be obtained in
10 Step S5, closure-registration notice is sent to the
transportation company 18 through whom the registration
request is received.
FIG. 16 is a time chart of title transfer
registration processing in Step S2 of FIG. 11. 1In this
15 title transfer registration processing, first of all,
the client 14 for seller transmits the message of
requesting registration for altering information on
rights of shipment to the electronic transaction server
10 to change the ownership from seller to buyer in Step
20 S1. The electronic transaction server 10 who received
this request for registration change transmits a
request for‘purcﬁasing the right concerning the cargo,
that is, an inquiry about possibility of registration
change of the information of rights to the client 16
25 for seller together with the contents of the request
of registration change in Step S11. To this inquiry of

checking the contents of request for registration



returns the response to agree with the registration change of the

i nformation of rights if the contents are 5 correct, and returns the
response to disagree with the, registration change if incorrect. \Wen the
response to agree with the registration change i s obtained, the

el ectronic transaction server 10 carries out registration change of the

I nformation of rights in Step 10 s12, thfi3is, changes the present cargo
owner information contained in the shipnment information on the database
38 to the buyer requested. And in Step S13, 'the electronic transaction

server 10 Iransmiperta |Hhe ShLERt 18 Lor el ollisd saleRbREap ik 1e 19
I dinS d < Clei ' h
comietd I St ebaSide 30 cHieigkkeflus b Lo ke SRCOULIES Lo
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t he dat abase 38 up by change regi st Il on processing of 1 nformation
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registered contents of the initial registration request fromthe 25 client

for transportgti ore@maNandewtuirisFtie ddspbhfe teTIRHgrde Wienf tked
I nformation 86 and the updated information 84, but in addition to this,

updat ed 44 i nf or meigimtition shaddedi by ndorreaities Whiety the Hexporigegtot he
change in FIG 16. This updated information 85-
agree with the registration change is obtained, the
electronic transaction server 10 carries out
registration change of the information of rights in Step

10 Sl12, that is, changes the present cargo owner
information contained in the shipment information on
the database 38 to the buyer requested. And in Step S13,
the electronic transaction server 10 transmits to the
client 16 for buyer, the requester, that the

15 registration for altering information on rights of
shipment has been completed in Step S13, and the client
14 for buyer recognizes the completion of registration
of altered information in Step S2 by receiving the
notice.

20 FIG. 17 isanillustration of shipment information
42 of the database 38 updated by change registration
processing of information of rights of FIG. 16. This
shipment information 42 is the same as the registered
contents of the initial registration request from the

25 client for transportation company shown in FIG. 14 with
respect to the fixed information 86 and the updated

information 84, but in addition to this, updated




1 has the access right holder information 94-1 changed to the buyer ID =Y
by the request for registering the 5 change, and by the registration of
this shiprment information 42 to the database 38, the fact in that the
present cargo occupant is the buyer who has ID =Y is generated with the

| egal binding force. if there is the cargo right holder information 85-1
is present in 10 this request for registr&4%on to change, the fact in that
the present cargo occupant is the buyer who has |ID =Y is generated with
the | egal binding force. FIG. 18A, 18B are flow charts shomﬁng t he detai

This title tranofDF OFBBRACT=Et oh 13 BOBSE N, CER AR e%@fe%n? wiige
request for regltﬁgr %i': o rlnStP%.Szlé"f“eg'hti@e urpeé%f%% c% rﬁf@iosr{ rggd on of
al tered shi pnent |nforna ®onTt s T Fecel ved Wit al srgnature and

public key 20 cent r gat t he
client 14 for seﬂl2%5ffﬁ%%iﬁéég@qgﬁgﬂg8%P§ﬁ?2ig?39#a§&%gqggsgqa%éﬁéga

registration aretghenkeuly@r The= th?ethéofééﬁesfhfoﬁsfégigkéf§ﬁ§”tﬁéed E
regi stered; the digital Signature IS prepared by the private key that 25

nmekes a pair 8itlhlaiQelukine Hsﬁytwrf¢§i§@f@ti@nwfphhléhshdpﬂehal
signature is registered; and e public key certificate is not revoked.

Wien the check rdsifidrsnatfiotb 43t ep (e At aaewpPBe] theX&pt Sh thhe the
information on alteration registration request is sent to the buyer,
present cargo occupant is the buyer who has ID = Y is
generated with the legal binding force. I1f thefe is
the cargo right holder information 85-1 is present in
10 this request for registration to change, the fact in
that the present cargo occupant is the buyer who has
ID = Y is generated with the legal binding force.
FIG. 18A, 18B are flow charts showing the detail
of the title transfer registration processing in Step
15 82 of FIG. 11. This title transfer registration
processing checks the contents of the request for
registration in Step S2 when the request for
registration of altered shipment information is
received with their digital signature and public key
20 certificate attached for the shipment information from
the client 14 for seller in Step S1. The contents of
the request for registration are checked for the three
points: the user ID transmitted is registered; the
digital signature is prepared by the private key that
25 makes a pair with the public key certificate to which
the digital signature is registered; and the public key

certificate is not revoked. When the check results of



the transferee, the subject of altered registration, in Step S4, and the
client for buyer is asked to accept 5 the alteration. When the response of
acceptance is received fromthe client 16 for buyer in Step S5 the new
updated information 85-1 |ike the shipment information 42 of FIG 17 is

created in Step S6, ID =Y of the buyer, the transferee, is stored in each
of the 10 itens of the access right hol ded3 nformation 94-1 and the cargo
owner information 95-1 of the updated information 85-1, respectively, and
t he cargo appendant right information 96-1 of the contents sane as the

first wupdated information 85 is praovided, and the date and 15 tine for
registering the SEEBr &3 RPpASKERtSHATSIHP i the %‘Hg° %g%?l? Ptle

transfer registration i stored, and registered.to th at And in
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client 14 forg 2538l lAfe/ARI4IS! Simen” tHefRedporddCofl hddeptdnd® thart of
title transfer conpleting processing in Step S3 of FIG 11. In 46

conpl eting this tidded vd@#Ton thieheldlentnt 61@olrobulyein 5€8ps8b sthae
request to close registration of
new updated information 85-1 like the shipment
information 42 of FIG. 17 is created in Step S6, ID =Y
of the buyer, the transferee, is stored in each of the
10 items of the access right holder information 94-1 and
the cargo owner information 95-1 of the updated
information 85-1, respectively, and the cargo appendant
right information 96-1 of the contents same as the first
updated information 85 is provided, and the date and
15 time for registering the altered shipment information
98-1 in the present title transfer registration is
stored, and registered to the database 38. And in Step
S7., the contents of registration change are notified
to the client 14 for seller who requested, and a series
20 of title transfer registration processing aré completed.
If in Step S3, acceptance cannot be obtained on any of
the three items in Step 2 or the buyer acceptance
confirmation cannot be obtained in Step S5, the
closure-registration is notified to the client 14 for
25 seller, requester, in Step S58.
FIG. 19 1s a time chart of title transfer

completing processing in Step S3 of FIG. 11l. 1In



correspondi ng information of rights the electronic transaction server 10
in Si. The electronic 5 transaction server 10 who received this request to
close registration closes the database of the information of rights
requested in Step S11. For exanple, a closure nunber is assigned to the
shi prent information of the correspondi ng database, the flag that shows
the change 10 prohibit is made valid, and%hange of contents of the

shi prrent information thereafter is prohibited. Upon conpletion of closure
of the database of the information rights requested, the closure of the

of

| st d datab ' tified t | i ent f b the 15
equester, in S ERTBISHINE Foto LS AEessEh e hEnpLLeh AT PREW TEne 16
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i nformati on database closing processing, when the closure request of 25

shi prent i nf os matdQih M dtidi8edivairt A) whbdEted Pe@Mthi PHBLLIES KD EB6Eef i cat e
attached is received fromthe <client 16 for buyer in Step S1, the closure

request is 47 cheeifdtirativn SAGdHBASr dAPabALEECEE i tiEnforthaition bf the
check results are OK and accepted in Step S3 and
‘rights requested in Step S11. For example, a closure
number is assigned to the shipment information of the
corresponding database, the flag that shows the change

10 prohibit is made valid, and change of contents of the
shipment information thereafter is prohibited. Upon
completion of closure of the database of the information
of rights requested, the closure of the registered
database is notified to the client 16 for buyer, the

15 requester, in Step S2 together with the closure number,
and the client 16 for buyer recognizes the completion
of closure registration in Step S2, and thereafter, the
client for buyer receives the cargo delivered by the
transportation company.

20 FIG. 20A, 20B are flow charts showing the detail
of shipment information database closure processing,
which is the title transfer closing processing in Step
S3 of FIG. 11. In the shipment information database
closing processing, when the closure request of

25 shipment information with the digital signature and
public key certificate attached is received from the

client 16 for buyer in Step S1, the closure request is



after it is checked that the buyer, the requester, is the owner of the

rel evant cargo and is registered in 5 the database in Step S4, registration
of dat abase of shipnment information is closed and the change thereafter
is prohibited. Then, in Step S5, the closure of the database registration
of the shipment information requested is notified to the client 16 for 10
buyer of the requester together with the d7sure nunber. And in Step S6,
the cl osure of the database registration of the shipnment information is
notified to the client 18 for transportation conpany together with the

cl osure nunber, and the cargo delivery enable tate o t he S
generated. Wen 8H9°5F tHB % éWé‘errs% threged ef“ﬁ S‘?Bgygé arl
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signature and public key certificate attached. 1f there is the initial
registration not isq prfenthiii®Ymd et MBd | @los&d 48nd eERE VEHahgem t he

el ectronic transaction server 10 in Step S3, the procedure Is noved to
Step S4 and regi ¥ireGfter is prohibited. Then, in Step S5, the closure
of the database registration of the shipment
information requested is notified to the client 16 for
10 buyer of the requester together with the closure number.
And in Step S6, the closure of the database registration
of the shipment information is notified to the client
18 for transportation company together with the closure
number, and the cargo delivery enable state to the buyer
15 is generated. When any of the three checks is not passed
in Step S3, closure-registration will be notified to
the buyer, the requester, in Step S7.
FIG. 21 is a flow chart of processing by client
18 for transportation company of FIG. 3. The client
20 processing of the client 18 for transportation company
is explained as follows; when the initial registration
request of shipment information is distinguished in
Step S1, the procedure moves to Step S2, and the
registration request is transmitted to the electronic
25 transaction server 10 with the digital signature and
public key certificate attached. If there is the

initial registration notice of shipment information is



shi prent i nformation begins to be controlled. In addition, in Step S5, if
the closure notice of the 5 registered shipnment information is received
fromthe electronic transaction server 10, electronic processing required
for delivery of the cargo to the current cargo owner as a result of the
closure notice 1is carried out. These kinds of processing described in 10
Step S1 to Step S6 are repeated until thed48uspension instruction is given
by log-off in Step S7. FIGs. 22A, 22B are flow charts of processing by
client 14 for seller of FIG 3. In processing of the client for buyer,
when the initial registration check 15 of shipnment information is received
in Step Si, the r@@ﬁﬂgﬁﬂsfﬁpﬂwhbes%l%ﬂﬁﬁﬂniﬁfgr%&@@@ﬁiﬁéc%$Q%@ra}%5”bhecked
in Step S2, and after_the check results for the shipnment information are
transm tted withStee {8 githg rregedure is movesdin SteraA arfhadishared t ached
in Step 20 S3 in accordance with the check results, the rffiiteéfd
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received fromthe electronic transaction
processing required for delivery of the cargo to the

current cargo owner as a result of the closure notice

is carried out. These kinds of processing described in
10 Step S1 to Step S6 are repeated until the suspension

instruction is given by log-off in Step S7.

FIGs. 22A, 22B are flow charts of processing by
client 14 for seller of FIG. 3. In processing of the
client for buyer, when the initial registration check

15 of shipment information is received in Step S1, the
contents of the shipment information received are
checked in Step S2, and after the check results for the
shipment information are transmitted with_the digital
signature and public key certificate attached in Step

20 S3 in accordance with the check results, the registered
shipment information begins to be controlled in Step
S4. If the request for passage of the title concerning
the registered shipment information is give from the
operator in Step S5, the alteration registration

25 request of information of rights is transmitted to the
electronic transaction server 10 with the digital

signature and public key certificate attached in Step



server 10, the closing of transfer procedures begins to be controlled in
Step S8. These kinds of processing 5 fromStep Si to S8 are repeated until
instruction to suspend such as log-off, etc. is received in Step S9.

FI Gs. 23A, 23Bare flow charts of processing by client 16 for buyer. In
this processing by client for buyer, when the request for accepting
alternation 10 registration of rights of 4hipnent is received fromthe

el ectronic. transaction server 10 in Step Si, contents of shipnent

i nformati on and al teration of registration are checked in Step S2, the
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el ectronic transaction server 10 with the digital signature and public key
certificate attaghreperd sulth @ls03vge ofdt,i et cQf ikhee2@ived shrstepnsdat abase

is received fromthe electronic transaction server 10 together with the
cl osure nunber FIGs. 23A, 23B are flow charts of processing by

client 16 for buyer. In this processing by client for
buyer, when the request for accepting alternation

10 registration of rights of shipment is received from the
electronic transaction server 10 in Step S1, contents
of shipment information and alteration of registration
are checked in Step S2, the check results are transmitted
to the electronic transaction server 10 with the digital

15 signature and public key certificate attached in Step
S3, and the check result of the correct contents are
transmitted, the alternating shipment information
begins to be controlled in Step S4. When the notice such
as completion of delivery preparation, etc. of the cargo

20 corresponding to the information on the cargo
transferred to the buyer 1is received from the
transportation company, etc. and is distinguished in
Step S5, the processing moves to Step S6, and the request
for closing the title information of the applicable

25 cargo is transmitted to the electronic transaction
server 10 with the digital signature and public key

certificate attached. If the closure notice of the



in Step S7 to this request for closure, the processing noves to Step S8,
where el ectronic processing required 5 for cargo delivery is carried out.
These ki nds of processing from Steps S1 through S8 are repeated until any

i nstruction to suspend such as log-off is received in Step S9. Furthernore,
the present invention provides a 10 conputer-readabl e storage nedi umthat
records the shipnment information initial r&dgistration processing in FIG

15 that shows the processing of FIG 11 in detail, the title transfer

regi stration processing in FIG 18, and the electronic transaction program

for executing 15 the shipnment information database closure éiOCESSIn for
conpl eti ng passagggéFtF?FP@nbﬂaﬁﬁBaSEO15E¥§ﬁﬁ#¥§d SFOWhEh§t

t hat stores the glectro C tranﬁ%ﬁélon ram. qgl ;ennvable ortable
E)?‘/pteheSt?:)a?gmnersgﬁSé& 0&585\-2 des ?)%p?zrrs hrou h r@:ﬁFSr%‘é‘B Hedi um

Purther morer “mendn, SE8R,F1 t@ﬁw%eﬁ&%ﬁ%m 8§L8ﬁu pﬁheegzéﬁ??ﬁ%m | ed
Wit prograns. T %v%' e U%ﬁ £4203A51d 87.BII8RAN pRLAXLASAoON LReSE
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can provide 53 a storag ne i'um that” stores the program processing the
client for transﬂﬁ@c@éélﬂu&‘f‘ﬂ&ﬂ%t@bs%ﬁtt?ﬂou@ S8 are repeated until

any instruction to suspeﬁd such as log-off is received

in Step S9.
Furthermore, the present invention provides a

10 computer-readable storage medium that records the
shipment information initial registration processing
in FIG. 15 that shows the processing of FIG. 11 indetail,
the title transfer registration processing in FIG. 18,
and the electronic transaction program for executing

15 the shipment information database closure processing

- for completing passage of title of FIG. 20. Examples
of the storage medium that stores the electronic
transaction program include removable portable type
storage medium such as CD-ROM, floppy disk, etc.,

20 storage medium of the program provider who provides
programs through circuits, and furthermore, memory
device such as RAM, hard-disk of processors installed
with programs. The electronic transactipn program
provided by these storage media is loaded on the

25 electronic transaction server 10 of FIG.3 and executed
on their main memory.

Furthermore, the present information can provide



storage nediumthat stores the programfor processing the client for
seller of FIG 22, and further a storage 5 nediumthat stores the program
for processing the client for buyer of FIG 23, and each of the storage
nmedia is |loaded to the relevant apparatus of client 18 for transportation
conpany of FIG 3, client 14 for seller, and client 16 for buyer, and
executed on the main nenory. 10 In addi ti ont because in the actual

el ectronic transaction systemshown in FIG 2, the negotiating bank

system 20 and issuing bank system 24 participate in the transaction system

The T osui ng bank trbcebade WA e mcOReoeR g ol BRI RayRAIng ) I
FI'G 3 are cqul pats, SRR ron i e fhod HoPadd or (BIE; 2IOH T

conversely the bitgiagdfiehlifudhat stBrascehd BEbUrbhcrbEPPacLsemgoenes,

20 it is desirable to~equip both processing I ONns lent 14 Tor

seller and the clin@nE116ntOofoPBEI1SPONFIGN ThGarfl Furthda §668agé t he
bank system sides as relevant clients. By the way, the above-nentioned

enbodi nent i s5 2meddsst thet sdrded BReq) LEGranForiprocessing thakenient an
exanpl e, but the present invention shall not be limted to this and the

system sane as t forebayeroofcFIGan3actand &dtts i aheastordigegmediahis
present invention can be applied exactly in the sane manner where the
transacti on of loaded to the relevant apparatus of client 18 for
transportation company of FIG.3, client 14 for seller,
-and client 16 for buyer, and executed on the main memory.
10 In addition, because in the actual electronic
transaction system shown in FIG. 2, the negotiating bank
system 20 and issuing bank system 24 participate in the
transaction system as users who receive the services,
and the negotiating bank system 20 and the issuing bank
15 system 24 function as the buyer and the seller, both
functions of client 14 for seller and the client 16 for
buyer shown in FIG. 3 are equipped. In addition, since
the seller and the buyer become conversely the buyer
and the seller in accord with the transaction scenes,
20 it is desirable to equip both processing functions of
client 14 for seller and the client 16 for buyer shown
in FIG. 4 as is the case of the bank system sides as
relevant clients.
By the way, the above-mentioned embodiment is
25 described with the electronic transaction taken as an
example, but the present invention shall not be limited

to this and the system same as the electronic transaction



products is carried out by the electronic signature utilizing the public
key certificates issued by 5 separate certificate authorities. In addition,
the present invention shall not be limted to the above-nentioned

enbodi ment and includes suitable nodifications that would not inpair its
objects and advantages. Furthernore, the present invention shall 10 not be
limted by nunerical values shown in the ove- nenti oned enbodi nent.

I ndustrial Applicability As described above, according to the present 15

i nvention, as far as the parties utilizing the public Kkey certificates in

ogi stor their  oin OErP e Ray A IS e e iR AR Aok IR g e

register their e1nt at abase o e

el ectroni c {1 ansagdcn ey ies A HAMILWHEED BoSeebhbhytasRUbed and

the public key certificate is registered, t el ectronic signature can be

verified, and aprpdRid tis LHTFIEH ut 'BPSekRs 8NeERPoREcS3ighytuear i ed
out without prem sing the existence of Route CA and using the public key

certificate whi chavari Zng ettid fpael fc K apnEE8ati eichseyessshsdadgi tion,
according to the present 1nvention, because the current bill of lading is

not conput eriged separtd heerttit tcdte tNetROrgoies . pabs edd®l €todn pntkal |y and

with | egal effects associated, the transaction can be conpletely

conputeri zed and prfessent | imventien cehabl caot be limited to the
above-mentioned embodiment and includes suitable
modifications that would not impair its objects and
advantages. Furthermore, the present invention shall

10 not be limited by numerical values shown in the

above-mentioned embodiment.

Industrial Applicability
As described above, according'to the present
15 invention, as far as the parties utilizing the public
key certificates in their actual transaction by this
kind of electronic transactlion server register their
own public key certificate in the database of the
electronic transaction services organization with
20 security secured and the public key certificate is
registered, the electronic signature can be verified,
and as a result, electronic transaction can be safely
carried out without premising the existence of Route
CA and using the public key certificate whichever
25 certificate organization issues.
In addition, according to the present invention,

because the current bill of lading is not computerized



be passed formthe seller to the buyer at a high speed 5 and with safety,
and by this conputerization, the increased efficiency of transaction
procedures can be achieved. 54 CLAIM 1. An electronic transaction server
conprising: a user registration processor unit that registers 5 the user
registration information to the database, which includes the public key
certification acquired fromthe certlflcéfion authority that has
jurisdiction over each party by the request fromthe transaction party

i ncluding seller, buyer, and transportation conpany 10 a transfer

cargo owner of ¢ RES ERPATAS B SRR oA An PePeraotbolREndBr iRk  (he
start of transaclsqn aapsgngkkae%@, b gg%e COYRS! L0 sLRIBESLah

changi ng reglstratlon 0 gl Srgnature andepubllc

k tif t t hi
Khe o ane ont | oot C@’fﬁ%‘ﬁ sidizdd sal PRePELEESS ver.F 96 ?ﬁ&'?%is
digital signaturgeaphachadsbemt {?ﬁezé’%ifgt'eéé f lﬁﬁg%ﬁ

regi stration has been prepared e prlvat es a palr W th

the public key eaid iWilvAlsafas) st&d&%fc’tﬁh@ é&hﬁ@@éhaaﬂlohecehw ng the
approval of the other party. 2. The el ectronic transaction server recited

in - increased efficiency of transaction procedures can be

achieved.



25 claim1l: characterized in that the transfer registration processor unit
initially registers the shipnment 55 information with the cargo owner
designated as the seller to the database in accordance with the initia
registration request fromthe client for transportation conpany with the
digital signature and the public key 5 certificate attached, the title to
the cargo is requested for changing regi st%ation to the buyer in
accordance with the request for changing registration fromthe client for
seller with the digital signature and public key certificate attached, the

regi stration 10 of shi pnent infornationéﬁﬁﬁﬁ&ﬁsed I n accordance with the
cl osure request fromthe client for buy ' the digital signature and

the public key certificate attached and the change of the cargo owner is
prohibited. 1In this case, the verification processor unit verifies 15 that

the digital signaturg§ag&gg@&%ﬁg§§¥§¢kgiﬁ%§§¥} Sse§ 85ﬁ€fi§9n$¥ t he

private key that mak ey cerfrfrcate regrstered

to the database, anﬁbﬁﬁgij ES@iE'E?a%EBEPgi‘BFQEsb%euﬁilﬂ.efhﬂerfé(gisters
e i ng nsfe

si mul t aneously, thereby achievi the trai r O registration with |egal
bi ndi ng forces 3.thEheRleGldPIY &rd £ 1S 20h £ ORMALL ¥R theehbelakAbagkai M 1:

characterized in that the user registration processor unit prepares the
user registrati Ofvhich includes the public key certification acquired
from the certification authority that has jurisdiction
over each party by the request from the transaction party
including seller, buyer, and transportation company
10 a transfer registration processor unit that changes
the access right holder and the cargo owner of the
shipment information registered to the database at the
start of transaction in compliance with the request for
request for changing registration of the party with the
15 digital signature and publickeycertification attached,
and
a verification processor unit that achieves the
transfer registration with legal binding power by
verifying that the digital signature attached to the
20 request for request for changing registration has been
prepared by the private key which makes a pair with the
public key certificate registered to the database and
receiving the approval of the other party.
2. The electronic transaction server recited in
25 claim 1:
characterized in that the transfer registration

processor unit initially registers the shipment



25 information including the user ID of the transaction party, date of
user registration, registration expiry date, public key certificate, and
user information and 56 registers to the database. 4. The el ectronic
transaction server recited in claim1: characterized in that the user
registration 5 processor unit establishe%Sand registers the invalidation
I nformation on the public key certificate”"to the user registration

i nformati on on request from the transaction party, changes the closure-
regi stration state, and prevents achi evenent of the 10 transfer

regi stration wi tinkgahtRbATLAYN Fiee A Sk Idddall Abrgressor unit.

5. The electronic transacti on server reci characterized in

that the shipmenseinbero8ttnd adbab&sh st £okbsRadhte ShLE4 IaN Cids@nsact i on
server conprises the fixed information and updated information; the fixed

i nformation contgegssthatidhi fediést Hromehe Yildht S6FRRIHspIF QA tHRSd on
hash val ue, shipnment information registration date and tine, 20 and

shi pment i nf or matbmpanyhwieht tReu@tigi edli 8ighabarenangorhai pgblhe ascess
right holder information, cargo owner information, information on rights

appendant to 5 cacgotifildadiet ataathedre tife aifitelee b hilperegargof Dsmat i on
regi stration, and the request nessage fromthe
requested for changing registration to the buyer in
accordance with the request for changing registration
from the client for seller with the digital signature
and public key certificate attached, the registration
10 of shipment information is closed in accordance with
the closure request from the client for buyer with the
digital signature and the public key certificate
attached and the change of the cargo owner is prohibited.
In this case, the verification processor unit verifies
15 that the digital signature attached to each request has
been prepared by the private key that makes a pair with
the public key certificate registered to the database,
and acquires the approval of the 6ther party
simultaneously, thereby achieving the transfer
20 registration with legal binding force.
3. The electronic transaction server recited in
claim 1:
characterized in that the user registration
processor unit prepares the user registration
25 information including the user ID of the transaction
party, date of user registration, registration expiry

date, public key certificate, and user information and



25 transaction party has a nessage structure containing the'transmtter

I D, shipnment information ID, instructions to the server, next right hol der
| D, 57 shipnent information, and digital signature. 6. The electronic
transaction server recited in claiml: characterized in that the user
registration 5 processor unit of the electronic transaction server further
regi sters the user registration data of tiR® internediate parties such as
banks, etc. which stand between the seller and the buyer, the transfer

regi stration processor unit 10 initially register the shipnment information

in accordance with.the initiagl registration request with the digital
signature and thgeﬁd'lﬁrﬁec?%e%? 3:&}&} i‘%‘i:aatfaeseat tached fromthe client for
transportation conpany, 4%“%&%1%*&%%%&%?%5&%5&% G erPé'rtPS?fé‘{agf

owner to 15 the internediate party 1n conpliance W the reques

changing registraty yadgt p the digital signature and public key
certificate attached fromthe client for seller, and then, changes the

access right holder and dn-actedq A 8N tth&t Nele | REEF "BEG PEErRBLbY OF
buyer 20 in conpliance with the request for changing registration with the

digital signasur@rjsbddr Mubit Cest@y1Lenbs f bRt eegl boeRgdtheom the
I nternmedi ate party, and lastly, closes the registration. of shipnent
i nformation and pmdidst g€ oaindtion ohl €hé pubkic key certificate
to the user registration information on request from
the transaction party. changes the closure-
registiation state, and prevents achievement of the
10 transfer registration with legal binding force by the
| verification processor unit.
5. The electronic transaction server recited in
claim 1:
characterized in that the shipment information
15 registered to the electronic transaction server
comprises the fixed information and updated
information; the fixed information contains the
shipment information ID, shipment information hash
value, shipment information registration date and time,
20 andshipmentinformation,whiletheupdatedinformation
contains the access right holder information, cargo
owner information, information on rights appendant to
cargo, and date and time of altered shipment information
registration, and the request message from the
25 transaction party has a message structure containing
the transmitter ID, shipment information ID,

instructions to the server, next right holder 1D,



25 cargo in conpliance with the closure request with the digital signature
and the public key certificate attached fromthe client for buyer, and 58
the verification processor unit verifies that the digital signature
attached to the request has been prepared by the private key that nakes a
pair with the public key certificate registered to the database and 5
acquires an approval of the other party, t3lereby establishing the transfer
registration that has the Ilegal binding force. 7. The electronic
transaction server recited in claim®6: 10 characterized in that the bank

that serves as ap.internediate rty in the electropnic transaction is a
negoti ating bank SRABMERL &Wﬁ%ﬂﬂ%ﬁ}Qﬁ;eﬂﬂénﬂiQﬁt%&pﬁignaEEF9rce with the
seller, and/or an issui bank 0 _has , a banking agreenent of, igpprt
Service wth the buybr e’ SToAFAmIE St {oh SEFEAE chedbied ot eq i v
claim1: charactg&%i dan that the transfer registration processor unit
notifies the client Tor ® transportation conpany of closure of the database

e et o i Lt T
is closed ands Ch3@Rssdr WA C VOl e FoRiONtPhhEdction server
further registers the user registration data of the
intermediate parties such as banks, etc. which stand
between the seller and the buyer,
the transfer registration processor unit

10 Initially register the shipment information in
accordance with the initial registration request with
the ‘digital signature and the public key certificate
attached from the client for transportation company,
changes the access right holder and the cargo owner to

15 the intermediate party in compliance with the request
for changing registration with the digital signature
and public key certificate attached from the client for
seller, and then, changes the access right holder and
the cargo owner to other intermediate party or buyer

20 in compliance with the request for changing
registration with the digital signature and the public
key certificate attached from the intermediate party,
and lastly, closes the registration of shipment
information and prohibits change of the title to the

25 cargo in compliance with the closure request with the
digital signature and the public key certificate

attached from the client for buyer, and



9. Aclient for transportation conpany for the 25 electronic transaction
conprising: a user registration request unit for requesting the data

regi stration of user registration information 59 including the public key
certificate acquired fromthe «certificate authority that has jurisdiction
over itself to the server, an initial registration request unit for 5
transmtting the initial registration req t tothe electronic
transaction server with the digital signature and public key certificate
attached to the shipment information and initially registering the

. . . q 4 10 -
oni L Tor carrying Cout nibesZar3EIREaRn Bioﬁﬁﬁ%?a%?ﬁvg?i%égiﬁiféraofﬁgfﬁé

] i f i St ti
i ormat s on regi ehe SaSLs eins Shafird afteeheh or¢ IS Fafiend BarlBPeR s 1o
A client for sel E)g‘;elp%fre% B Eﬁrgggri{}??%?%*%af de'd'Pai? WIth the

registration req unit for ues hé databasSe registration of the

user regi st at ! oparcOREY LA Go1S Il tol BhiecBhthbhEE! £nd)

acquired fromthe certifiCate authority has urisdiction over 1tself

to the servers amdguilded difUpPrdPo£NERE SEHEEShabby! tRBreblecking the
contents and respondi ng the results when
establishing the transfer registration that has the

legal binding force.
7. The electronic transaction server recited in
claim 6:
10 characterized in that the bank that serves as
an intermediate party in the electronic transaction is
a negotiating bank who has a banking agreement of export
service with the seller, and/or an issuing bank who has
a banking agreement of import service with the buyer.
15 8. The electronic transaction server recited in
claim 1:
characterized in that the transfer
registration processor unit notifies the client for
transportation company of closure of the database
20 registration of shipment information and instructs to
deliver the cargo to the present cargo owner when the
registration of shipment information is closed and
changes of the cargo owner are prohibited.
9. A client for transportation company for the
25 electronic transaction comprising:
a user registration request unit for requesting

the data registration of user registration information



the request for checking the initial registration 25 request of the
shipnment information is received from the server, and a transfer request
unit for transmtting to the 60 server the request for changing
registration for changing the access right hol der and cargo owner to buyer
with the digital signature and the public key certificate attached,
receiving the request for 5 changing regi st?ation notice fromthe server,
and recognizing the establishnent of transfer registration wth |egal
binding force. 11. A client for buyer for electronic transaction

conprising: 10 a,user_reqistrati request unjt. for requestin t he

dat abase regi st r&ﬂcgﬁ’d(’}ﬁ‘%hi PEgE%Pﬁé?Ycﬁ?rﬁjr#jcﬁmi irﬁﬁdu%irﬁﬁ‘ the
public key certifjcat.e. . uLr fromthe certifica t hori t hat . has
Puri sdi ot on oversrtab v OfEH phERori g, thes Bels i ERafo BaRtvar 1 gl e
checki ng the con&gpwieag§¥45§ponding the results when the check request is
received fromthe server for requesting the request for changing

registration to change thg aGHaSiY i%immon@% 8§t Cahge pyper to the
r

buyer, and 20 a registration closure request unit transmtting to the
server the clesunadmitesting tidi Prfal FO§IBE+2016h iagugéid:a%sﬁhé"th
an

the digital signature and public key certifircate attache

electronic transaction server with the digital
signature and public key certificate attached to the
shipment information and initially registering the
shipment information to the database, and

10 a cargo delivery processor unit for carrying .
out necessary procedures for delivering cargo to the
present cargo owner when the notice of closure
registration of cargo information registered to the
database is received from the server.

15 10. A client for seller of electronic transaction
comprising:

a user registration request unit for requesting
the database_registration of the user registration
information including the public key certificate

20 acquired from the certificate authority that has
jurisdiction over itself to the server,

- an initial registration check request unit for
checking the contents and responding the results when
the request for checking the initial registration

25 request of the shipment information is received from

the server, and

a transfer request unit for transmitting to the



carrying out necessary procedures for receiving the 25 cargo delivered by
the transportati on conpany when the registration closure notice is
received fromthe server. 61 12. An electronic transaction nethod
conprising a procedure for registering the user registration information
including the public key certificate acquired fromthe certificate
authority 5 that has jurisdiction over edth party to the server on the
request of the transaction parties including the seller, buyer, and
transportation conpany; a procedure for changing the access right hol der

fo ot her party | FER3RH 1Mo 8RauaP T o%b2@@91%%fr%mgmés??ﬁ;fé%?;f?gtﬂ' df
and b procedure FoRraitd Che dctiBLE SRPHOUAE: Epl Bl BihbF PR
bi ndi ng force byd%%ﬂfﬁﬂé$§ﬁ%¥¥ lt &Qéﬁf e§ﬁ§99?£ﬁ§§bfiéaﬁg d to each

request has been prepare vate es a pair with the

public key certlfdef‘zaéﬁirc%mestaetr@éicﬁ&it%@1@Pﬂ§ethén9eqaegul Ebpg the
approval of the other party 20 sinultaneously 3. The électronic

transaction ngt heshamefiiniedddi sttt ford Zno€loé agi-6ni €RE LarvBat, hhRa transfer
registration recognizing the establishment of transfer registration
with legal binding force.
11. A client for buyer for electronic transaction
comprising:

10 a user registration request unit for requesting
the database registration of user registration
information including the public key certificate
acquired from the certificate authority that has
jurisdiction over itself to the server,

15 a transfer check unit for checking the contents
and responding the results when the check request is
received from the server for requesting the request for
changing registration to change the access right holder
and the cargo owner to the buyer, and

20 a registration closure request unit for
transmitting to the server the closure request of
shipment information of the database with the digital
signature and public key certificate attached and
carrying out necessary procedures for receiving the

25 cargo delivered by the transportation company when the

registration closure notice is received from the

server.



with legal binding force is achieved by initially 25 registering the

shi pnment information to the database with the access right hol der and the
cargo owner designated as the seller in accordance with the initial 62
regi stration request fromthe transportation conpany wth the digital
signature and the public key certificate attached, by changing the title
to the cargo fromthe access 5 right hol and the cargo owner to the
buyer in accordance with the request for changing registration fromthe
seller with the digital signature and public key certificate attached, by

finally closing the Regi hr@hb%Qr%Eb t?i€¢P 3& f&ggﬁgrdance
uyer w

with the closure request from SI gnature and the

public key certificate gtpaekedure g&hi@élgﬂ&w% aisdpe cargo

owner, and by verifying that the digital signature attached 15 to each

request has been rpigapaired il e dimartch keyclddbhg "BKESpabPatr ket h the
public key certificate registered to the database and simultaneously by

acquiring the apreatdficfatdacmidiaredafiiom tHe déetefecatenaathosns@cti on
server recited in 20 claim12: characterized in that the user registration

processor uni$ pmmparhastbermsdictignsbveriemchip&xtynﬁoitheiaerudrngnthe
user I D of the transaction
the request of the transaction parties including the
seller, buyer, and transportation company:
aprocedureforchangingtheaccessrightholder
and cargo owner registered to the database at the start
10 of transaction to other party 1ﬁ compliance with the
request for changing registration of the party with the
digital signature and public key certificate attached;
and
a procedure for achieving the transfer
15 registration with legal binding force by verifying that
.the digital signature attached to each request has been
prepared by the private key that makes a pair with the
public key certificate registered to the database, and
écquiring the approval of the other party
20 simultaneously.
13. The electronic transaction method recited in
claim 12:
characterized in that the transfer registration
with legal binding force is achieved by initially
25 registering the shipment information to the database
with the access right holder and the cargo owner

designated as the seller in accordance with the initial



party, date of user registration, registration expiry 25 date, public key
certificate, and user information and registers to the database. 15. The
el ectronic transaction server recited in 63 claim12: characterized in that
the user registration processor unit establishes and registers the

I nvalidation information on the public key certificate 5 to the user
registration information on request from %%e transaction party, changes
the closure- registration state, and prevents achi evenent of the transfer
registration with | egal binding force by the verification processor unit.

10 16. The el ect &%ﬁl&%&&%ﬁcy te%% Oonq egld e@ra{r{hp @5‘{,3%:?%%9&“

. . e
characterized in't the ship rmat1on registere

el ectronic trans%&ttho'%h%e@i%rfigzﬂorﬂdﬁ@uf@_eaﬁ&i‘ﬁgeié\&ﬁii@t kayp and updated

15 information; the fixed informati on contains I pnent T nformation

| D, shiprent infgaptirdadtashttedneg, shipment information registration
date and tine, and shipnent information, while the updated information

contains the access ri ghtch@hgbigitietitileofeo 1) 68rdd fVSiefhieNh8E8BSI ON,
i nformati on on rights appendant to cargo, and date and tine of altered

shi pment i nf 05 mamight hedider arndrthencarge owneestontksagayétrodnt he
transaction party has a nessage structure containing
accordance with the request for changing registration
from the seller with the digital signature and public
key certificate attached,
by finally closing the registration of shipment
10 information in accordance with the closure request from
the buyer with the digital signature and the public key
certificate attache(_i to prbhibit the change of the cargo
owner, and
by verifying that the digital signature attached
15 to each request has been prepared by the private key
that makes a pair with the public key certificate
registered to the database and simultaneously by
acquiring the approval of the other party.
14. The electronic transaction server recited in
20 claim 12:
characterized in that the user registration
processor unit preﬁares the user registration
information including the user ID of the transaction
party, date of user registration, registration expiry
25 date, public key certificate, and user information and

registers to the database.

15. The electronic transaction server recited in



the transmtter 1D, shipnent information ID, 25 instructions to the server,
next right holder ID,  shipnent information, and digital signature. 17. The
el ectronic transaction server recited in 64 claim12: characterized in that
to the database, the user registration data of the internediate parties
such as banks, etc. which stand between the seller and the buyer 5 are
regi stered, the shipnent information isilﬁ%ially regi stered i n accordance
with the initial registration request with the digital signature and the
public key certificate attached fromthe client for transportation 10
company, the accgggifi ght, hol der and the cargo owner are changed to the

I nternmedi ate party 1n conpliance with the request for changing

registration with the digj | un | fd4f
attached fromthe 15 cl ?iel%?h?gré&gglaﬁeris g%%tflt@rﬁ Cut%%yafc{%lsésﬂ;%?l hol der

and the cargo OV\PEBCQ%%OIC%%G&e@ét%&Nﬁ{eé Hied "BEy £4 € PRl ENe OF buyer in
conpliance with the request for changing registration wth the digital

signature and thengahbliidation 2Afeemhitioadds Bid putad J kep ddecifteared ate
party, and lastly, the registration of shipment infornmation is closed and

change of thestitbethe user a®gd® tiratfdodhiiliifictna ti o ngh | Begeest tfirdhe
closure the transaction party, changes the closure-
registration state, and prevents achievement of the
transfer registration with legal binding force by the
verification processor unit.
10 l6. The electronic transaction server recited in
claim 12:
characterized in that the shipment information
registered to the electronic transaction server
comprises the fixed information and updated
15 information; the fixed information contains the
shipment information ID, shipment information hash
value, shipment information registration date and time,
and shipment information, while the updated information
contains the access right holder information, cargo
20 owner information, information on rights appendant to
cargo, and date and time of altered shipment information
registration, and the request message from the
transaction party has a message structure containing
the transmitter ID, shipment information ID,
25 instructions to the server, next right holder ID,
shipment information, and digital signature.

17. The electronic transaction server recited in



request with the digital signature and the public key 25 certificate
attached fromthe client for buyer, and it is verified that the digital
signature attached to the request has been prepared by the private 65 key
that makes a pair with the public key certificate regi stered to the

dat abase and an approval of the other y I's acquired to establish the
transfer registration that has the Iegal ﬁlndlng force. 5 18. The

el ectronic transaction server recited in claim17: characterized in that

t he bank t hat serves as an internediate party in the electronic
transaction is @oibatlng bank who has a banki ng agreenment of export 10
service with the se and/ or an issuing bank who has a banking

agreenent of inport serviggribiBriBealiti®¥hat 9. thd8a®a8adeONtReldgdisact i on
server recited in claimi12: characterized in that the client for 15

transportation ceggap¥rhtidat Qhitadof tEEOSHtErRédiAke HRFEDPESsHEWiAS ration
of shipment information and delivery of the cargo to the present cargo

owner is instrubhflks\Whett ! kictgsthhalbOtwedn Thieps@Dler idHD tHatbhwer S
cl osed and changes of the cargo owner 20 are prohibited. 20. A

conput er - r eadabl arsemreyyistresiedn storing the electronic transaction
program the said electronic transaction program conpri sing:
the shipment information is initially
registered in accordance with the initial registration
request with the digital signature and the public key
certificate attached £from the cliet'tt for transportation
10 company,
the access right holder and the cargo owner are
changed to the intermediate party in compliance with
the request for changing registration with the digital
signature and public key certificate attached from the
15 client for seller, and then, |
the access right holder and the cargo owner are
changed to other intermediate party or buyer in
compliance with the request for changing registration
with the digital signature and the public key
20 certificate attached from the intermediate party, and
lastly, the registration of shipment
information is closed and change of the title to the
cargo is prohibited in compliance with the closure
request with the digital signature and the public key
25 certificate attached from the client for buyer, and
it 1s verified that the digital signature

attached to the request has been prepared by the private



a user registration step for registering the 25 user registration

I nformation including the public key «certificate acquired fromthe
certificate authority that has jurisdiction over each party to the

dat abase 66 on the request of the transaction parties including the
seller, buyer, and transportati on conpany; a request for changing

regi stration step for changing the acces®3ight hol der and cargo owner 5
regi stered to the database at the start of transaction to other party in
conpliance with the request for changing registration of the party with

veri ) St o 5t SRRt fabbhonCaelt, BFEh o8 o Ehs Ot i
Pecieat has veer = VBtasEHER B e S A bRMRAL HECHRE AT,
DD Lo Y T BRSRY PR [ ARt A Sfho Sfflndegyl 1 10, (e
recited in clal Mrds sta@tild tHatd HdSNSHEI 14641 SHIRRIAG POERe! OF

registering the usér registration information | INg the public key

certificate agquiredifglomneh@ 14 t6ild tGAfsadtidPrdddvdPateBed in
jurisdiction over each party to the database on the request of the

transaction paridlesm na:udi ng the seller, buyer, and transportation
- conpany;

characterized in that the bank that serves as

an intermedlate party in the electronic transaction is

‘a negotiating bank who has a banking agreement of export

10 service with the seller, and/or an issuing bank who has

a banking agreement of import service with the buyer.

19. The electronic transaction server recited in

claim 12:
characterized in that the client for
15 transportation company is notified of closure of the
database registration of shipment information and
delivery of the cargo to the present cargo owner is
instructed when the registration of shipment
information is closed and changes of the cargo owner
20 are prohibited.

20. A computer-readable memory medium storing the
electronic transaction program, the said electronic
transaction program comprising:

. a user registration step for registering the
25 user registration information including the public key

certificate acquired from the certificate authority

that has jurisdiction over each party to the database



a step for initially registering the shipnent 25 information with the
sell er designated as cargo owner in conpliance with the request fromthe
transportation conpany for initial registration with the digital 67
signature and the public key certificate attached, a step for changing the
access right holder and cargo owner registered to the database to the
buyer in conpliance wth the request frof® he seller for changing 5
registration with the digital signature and public key certificate
attached; and lastly a step for closing the registration of shipnent
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bi ndi ng force can be established.

5 registered to the database at the start of transaction
to other party in compliance with the request for
changing registration of the party with the digital
signature and public key certificate attached; and

a verification step for achieving the transfer
10 registration with legal binding force by verifying that
the digital signature attached to each request has been
prepared by the private key that makes a pair with the
public key certificate registered to the database, and
acquiring the approval of the other party
15 simultaneously.
21. The memory medium recited in claim 20:
comprising a transfer registration step for
registering the user registration information
including the public key certificate acquired from the
20 certificate authority that has jurisdiction over each
party to the database on the request of the transaction
parties including the seller, buyer, and transportation
company ;
a step for initially registering the shipment.

25 information with the seller designated as cargo owner

in compliance with the request from the transportation

company for initial registration with the digital
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signature and the public key certificate attached, a
step for changing the access right holder and cargo owner
registered to the database to the buyer in compliance
with the request from the seller for changing
registration with the digital signature and public key
certificate attached; and

lastly a step for closing the registration of
shipment information and prohibiting change of the
cargo owner in compliance with the request of closure
from the buyer with the digital signature and the public
key certificate attached;

characterized in that a verification step
verifies that the digital signature attached to each
request has been prepared by the private key that makes
a pair with the public key certificate registered to
the database, and acquiring the approval of the other
party simultaneously so that the transfer registration

with legal binding force can be established.



