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Background

Systems that manage computer or network systems, or other systems with
20  embedded computer technology, commonly monitor various system parameters for the
purpose of detecting problems and alerting a human to the problem. Various techniques
can be employed to monitor ongoing processes. The monitored values can be analyzed in
various ways, including comparison with thresholds, correlation of several values, and
correlation of values over time to discover problems, unprecedented situations, or other

25  events.
Some systems use various techniques to predict events before they occur. - One such
system is described in commonly owned U.S. Patent No. 6,327,550, which is incorporated
herein in its entirety by reference. In such systems one response to the discovery or
prediction is to bring the event to the attention of a human operator. For example, these
30 management systems can issue a text message alert and different techniques may be

employed for presenting this text message to the operator, such as a Windows dialog box,
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Some management systems also have access to extensive information about
managed components, including hardware configurations, software configurations,

20 performance and load, schedules, users, running processes, and network connectivity.
Such information may be useful for detecting the cause of an alert condition and
identifying a way to avert it or prevent future occurrences. Such information may also be
useful for detecting which components are affected, directly or indirectly, by the problem.
Such root cause analysis and impact analysis may be aided by automated tools, or may

25  simply be left to a human operator.

In some management systems, a human operator that receives an alert notification
about a detected or predicted problem can retrieve information about relevant objects
through various types of user interfaces. However, as managed‘ systems get larger, with
increasing numbers of components, it is increasingly difficult for a human operator to

30 remember the names of various components, or their functions in the system. Therefore,
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Summary of the Invention

The present disclosure provides management systems and methods with improved
alert messaging. The present disclosure also provides alert systems and methods capable
of providing a description of the context of an alert notification conditions detected by

20  management systems. According to one embodiment, a method for reporting the context
of an alert condition is disclosed which includes reporting an alert condition associated
with a subject system object, anaiyzing one or more system objects associated with the
alert condition to obtain context data and generating a context message based on the

context data. The method further includes outputting the context message.

25
Brief Description of the Drawings
For a more complete understanding of the present methods and systems, reference
is now made to the following description taken in conjunction with the accompanying
drawings in which like reference numbers indicate like features and wherein:
30 Figure 1A illustrates an exemplary enterprise system;
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The various components of an exemplary management system 100 topology that

can manage an IT enterprise in accordance with the present disclosure are shown in Figure

1B. The management system 100 includes at least one visualization workstation 105, an

object repository 110, one or more management applications 115, and one or more
20 management agents 120 associated with each management application 115.

The visualization workstation 105 provides a user access to various applications
including a network management application 115. Workstation 105 interacts with an
object repository 110 which stores and delivers requests, commands and event
notifications. Workstation 105 requests information from object repository 110, sends

25  commands to the object repository, and gets notification of events, such as status changes
or object additions from it. The object repository 110 receives request information from
the management application 115, which is fed by the management agents 120 responsiblé
for monitoring and managing certain components or systems in an IT enterprise.

The management application 115 maintains object repository 110, in part, to keep

30 track of the objects under consideration. The object repository 110 may be a persistent
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Referring now to Figure 2, components forming one embodiment of an alert
system according to the present disclosure are shown. Management application 115
20 includes an alert system 200 for detecting and reporting alert conditions pertaining to
managed components of the IT enterprise 150. The alert system 200 includes alert
condition detection module 205 which oversees the status of system components by
analyzing database 215, containing system objects that define the topology of the system.
Through analysis of the system objects of database 215, alert condition detection module
25 205 may identify an actual or potential alert condition. Upon identifying an alert
condition, module 205 generates an alert condition object and stores it in database 210.
Alert notification module 220 periodically analyzes the alert condition objects of database

210, and reports relevant alert conditions represented by the objects.
Alert system 200 also includes an alert dialog manager 225 for generating

30 messages that describe a context of a system object that is the subject of a reported alert
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At block 310, an alert condition notification is generated. The notification may be
embodied as text, motion video, audio ot any other means for providing an alert. The alert
20  condition notification may include an identification of the alert condition and/or a
component of the system that is the subject of the alert. The alert condition notification is
output to an operator at block 315.
At block 320, a determination is made whether a request to provide a description
of the context of the alert has been received. If such a request has been received, the
25  system continues processing at block 325. In an alternate embodiment, the system may be
configured to automatically provide a complete or partial description of the context of the
alert condition automatically, without requiring a request from an operator. In yet another
alternate embodiment, the system may be configured to provide certain context

information automatically, and certain other context information at the request of an

30  operator.
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In the present example, the system has replaced numeric quantifiers such as *“75% risk”
20  and “severity 4” with non-numeric quantifiers like “very high risk” and “catastrophic

slowdown.”

Contextual Description of the Managed Object

In order to identify the source of the problem, a user might request “what system is

25  that?” seeking a more detailed contextual description of the managed component that is
the subject of the alert notification. At block 335, the system may respond.:

“uschdb02 is a mission-critical NT server in the Chicago web site server farm. It

runs SQLServer. It has a replication server with automatic failover named uschdb02B, and

this server is operational and in normal status.”



sl owdown. " Cont extual Description of the Managed Object In order to
identify the source of the problem a user m ght request "what systemis
25 t hat ?"wxemskibogsa nore detail ed contextual description d@dcberenraged
conponent that is the subject of the alert notification. At block 335, the
system may respond: "uschdb02 is a mssion-critical NT server in the

Chi cago web Sluck @ aespensef atemtifibs the wosteSQoSethe enandged hepsnponeriplin deimison
server vvith.n%ﬁh(%n?éic f 'II over E med USChdblgéB’ and this server is

oper at | SHEM P HCHS P CPHE Q& the mesigseiri§8%105 PCT/ US02/ 06444 Such a
response i denjstdn®3: t he contmt apht tdiogremasteer COIRP AddRifick Nthe e iihaged

meani ngful to the user. Elenments of the nessage include: uschdb02: The

al ert dial og manager 225 i deampphend héharaeriged, teoshsurredtiati therehds g@nt ence,
to epsure that there is no 5 msunderst in At ence
sel f?descri ptive. M ssion- cﬁ?%gkjﬂa I%ga%%gtgn%i%%ﬁ%%eﬁf%?%%%g 5 §€‘ge(:ri bi ng
the struct urevibiohReiticAtRnagavhtsyasé 1% nianahidel datekdériting arcaruptuaper the f or

every object. The inportance property may be defined at a class |evel or
instance | evel, and may be pRUIEYREXSEEMS Kelude ap dsportanceHEopsHpoior £Mew

property is described in gr i) I ?ﬂi‘é‘i’i” Y. ed,
co- pendi ng, concurrently fi ?’gjf%{'u&\@%’ %?ﬂé%}cg ?%elhgarﬁl&gﬁe gg It %tda o t hod
and Apparatus for FilteringeMosagemcBdswd, aid danbexiropdihtedeiikeestatus.

Identifies the class of the relevant conponent. 15 Chicago web site server
far® Identifies a grouping 1§ WRPEMCEREOREYY Rtcribed i ateatst defat dh g, which
is discussed in greater detgh.qb&l t c%(_téﬁ;ﬁ/ lconditrshtRNERSe
identifies significant conptéﬁlédr?fis é%)r{i{?%l ng‘fjjﬂ‘%}?’l the ﬁa"g"éld component, in
this exanple, a software sydi.8nPatdft AppdicatiomentoledtMeathebandAppdratus dore
cases, the function of a

Filtering Messages Based on Context”

NT server: Identifies the class of the relevant component.

15 Chicago web site server farm: Identifies a grouping to which the relevant
component belongs, which is discussed in
greater detail below.

It runs SQLServer:  This phrase identifies significant components contained in
the managed component, in this example, a software system

20 that runs on this server. In some cases, the function of a

component may be carried out by a sub-component or
subsystem hosted by the component. Since a component
may host a number of sub-components and/or subsystems,
in one embodiment only sub-components and/or subsystems

25 having a threshold importance property may be reported to

avoid/redﬁce confusion.
The final portion of the exemplary response, “it has a replication server with
automatic failover named uschdb02B, and this server is operational and in normal status”,
provides other information about the managed object, that may be of interest to the

30  operator. In this example, the system has information about a replication and failover



conponent may be carried out by a sub-conmponent or subsystem hosted by the
conponent. Since a conponent may host a nunber of sub-conponents and/or
subsyst enw0 o3i@01@ee enbodi nent only sub-conmponents and/ or PEUbEYHeIs 25
having a threshold i nportance property may be reported to avoid/reduce

confusion. The final portion of the exenplary response, "it has a

repli Catdoﬁﬁgﬁtaflmennmlleﬂ foaLmarmugéut, fomd umemmtmacmmae amdurtthofs
server i s operat.ional |n nor st at us" i es ot her roati on
about tH’éS%}‘i’é@é 06‘5?%1 Ct“ﬁé‘%e]i?a d onGeryeht érrhé gaﬁ%m{%‘é %ﬁg?gt . In
this ex g ggﬁ@?arpé&% stafts O MRS 1P ABBR Wervér. repl ication and fail over
8. WO 03/ 0 USOZ 06444 configuration installed for the object, and

descri bes |t mnth a reasonabl e anpunt of descriptive information about
) ] 225 also provides the

S ! & . 5 ldentify the
Topol ogi cal LIH‘B?&érQB 1&511t1‘fyh ﬁle'\@ﬁﬁﬂecq” tﬁblpﬁ%‘lenll M @Jed i ghtOreh k@ twhiretiighesour ce
of the problem a user ht request "where is the "conponent |ocated?"
seeki ng camponentdiecatbd Zds K troeie d@@ﬁ&ip@ﬂgﬁﬂ@ﬁd@$@P@Wy§ﬁdhﬁIﬂbﬁﬁﬁbnent

that is the subject. of t | e t|f| atlon em may
respond:® H}Pg{:‘ﬁ%lbtg g1 t{l? r‘?{}%ﬁat %‘ f—%lgaqu‘ﬁ lbg Cﬁc‘}é "% f r?;stee?n%azfjbnet
Xyz, in sg@aaNtyscid®03 23t Chﬂig% ﬁdtﬁé Heﬁﬂ@ia@t@rs%ﬂdﬁty 1112%@!5}@,& inr‘sfegmeﬁﬁl on
about the |location of the conponent in database 215 to determ ne the

t opdPogil@dt-"hi erarchy related to the conponent, and creates a description
based on a n i gaflo t t apch
component . aﬁfehe prgéacefgmrel%%gi} ﬁ%t Ellge%s rﬂ{’%ﬁnﬁ ?r’él Qb&ft f)h(r%dkloqtdﬁcs)%ﬁbgjze 15 is

i n Chi cagenp olantH@ dathbasdones xy detetminge gize ttipolkigfn‘dh,l "hl&']raBdHyl gelhieddio the
Descrlptlon O her information that an_operator mght wi_sh to know.to

addr ess Cé?ﬁlP@Flﬁlﬁr and: gigdiop jaotesPipiiqigased orlraamm&atw@a@mé@m Hhsi Rt ofrthe
t b N h ht
e A B SRR ey i

respond
15 isin Chlcago, in HQ, in subnet Xyz, in segment 1234.”

Traffic Load Description

Other information that an operator might wish to know to address an error

condition includes a traffic load description. The operator may request “How busy is the

20  component?”, and the system might respond, for example, with “the traffic load on
uschdb02 is high but within normal operating range.”. Such a response illustrates how
answers may be self-descriptive, to reduce the risk of misunderstandings over referents of

pronouns.

25 Dependency Description

In order to address some alert conditions, an operator may wish to identify
dependency relationships between the component that is the subject of the alert condition
and other components within the system. In order to facilitate providing such information,
the alert dialog manager 225 supports dependency queries such as ““Who or what is

30  dependent on the component?”



uschdb02 is high but within normal operating range.". Such a response
illustrates how answers nmay be self-descriptive, to reduce the risk of

m sunder swandimgesover referents of pronouns. 25 Dependerryr/B@so644pt i on | n
order to address sone alert conditions, an operator may wish to identify
dependency rel ati onshi ps between the conponent that is the subject of the
al ert condi t ifonespamse tothrareqoasthfurniefotmatiin hiert didleg syephgen228mayr whésrencs

Suppor t Qe R EeS SHNESED: ARBIgES uR AP PSS AaRERGUN (Bn ¢ he
Corrponerghgi%ctg ¢ epgﬁzérﬁgeﬂﬁ5 iﬁ%‘ﬁ&iﬁglg/ 064didg HBpnASRYNTElatibndhliR meguast for

information, a t dial og manager 225 nay referencé database 215 at bl ock
325 to gmepagated apy tldepgndecmyainekait hiormdlyps Tssdeitadielwgwinehule 2S5 sl ect

conpgnent. The infqrmation regardi ng. ndency rel at i;onshi

pr opagatSERETals 0 JUBH 4 IEBALSS: AHEhe hi‘gﬁgﬁ?é"ﬁ? SeRYEEs 4t s g%"g?%g@‘ﬁoﬁg% e 225
MRy 5 gaRRkAlfmaRddeha of usQRIBODS or Skigkplas "All the web servers in the
Chi cago web site sérver farm are dependent on uschdb02.", for exanple, The

dependency r dhatdepersiengrsrelasipnsfapenpy be pxnligithedalined by useieiern appliggiion

Gepenaortsyhore i dooneed FEmn e aled ploRaae ThERt BB oMl iRy o,

exanpl e,aldof bepropRedtéd & bder deRpaskntONFe &Qngs, dif aseapplisitionr dapeadsrac i ne
hosting the application al so depends on the database platform,  In one
enbd@i mefatabaseoplatfian: Bemagine hosing by eppliseHoREsd dgpends g dheydaiabaseqi a1 og
manager %aZé may avoid a long list of conponents in the initial nessage.

| nst ead,”*& ™l ock 325, the alert dial og nodul e 225 nmay identify a natural
groupi ng of tlhentSebsdimesn)tts mhilad theaconiet usedageo n@es enahngdnlmiiree alert

meani ngf ul description. For exanple, _conponents y .he identifjed as
bel ongi rfhale® menpges 238 AR ot 8 deRebst it CAMBoRAngY ’iang? mitiplgpessags: f(ﬁ“étl‘i?%l%ase 215

2 eSS TR S 1P RN o e
| f i16 daesipondnts thandai be udehendemcate nahari memigisl geocriptiony  Honeravenle,of
Corrponengo%pohgn(%s r%lag 5)2: i ein?ilﬁgg as belonging to a pre-defined grouping with a distinct label.
If database 215 already defines the dependency relationship as pointing to a group, the
alert dialog module 225 can readily create such a group-level description. If it does not,
and the dependency relationships point to a number of components, the alert dialog
20  module 225 can search for a natural grouping by listing all the groups that the components
are members in, and analyzing the listing based on common definitions.
Examples of context messages resulting from such an analysis may include:
1) If there is a perfect match of the list of components with a group: “All the
servers in the Chicago web site...”
25 2) If some of the components in the list form a perfect match with a group:
“All the servers in the Chicago web site plus the Detroit warehouse server...”
3) If the components in the list match a group definition almost exactly: “All

the servers in the Chicago web site except the SNA server...”

10



20 nodul e 225 can search for a natural grouping by listing all the groups
that the conponents are nenbers in, and analyzing the listing based on
common dewonstovers. Exanpl es of context nessages resul ti ngpdwusmseah an
analysis may include: 1) If there is a perfect match of the list of
conponents with a group: "All the servers in the Chicago web site..." 25
2) |f sone o#)t heIfthepompohents in thhdist fosm dndmpeafeqztenatehwiﬁm gioupi tMost gr oup:

"All the s ers in.the i cago web sj, u ehou

server. . . "Of%{e P?W?Iﬁénm%gﬂ‘gd? ﬁtetheohlgllfm %B’r‘? Sgrv&ff%{]i‘ptha L | 63}? al nost
exactly: "&. »the servers in the Chicago web site except the SNA
server..." 10 WD 03/090105 PCT/ US02/ 06444 4) |f the conponents in the |ist
form an inperfect match with a group: "Most of the servers in the Chicago

embosi moni . Phea BPPodmeboionkteisied IBuls ees Soniten Bjfibls, et " O

definit 'd@ﬁﬁltloﬁé‘cﬁnﬁeée%%ssorﬁén@ltﬂﬁthé1 bédiendies ks MRS BikiAfortthe dessipsiohoriftioe
description. If no useful groupi ng matches the |list, the system nmay

enuner atu@eﬁlhgosgmg aratchien dhe/istithe byplant maenumpzste the sytierns Indipdyatly lﬁ@ﬁl ect to

~Cever aiickyeriotere: iy BedBES epRERELREARN, B PSRN Bend RS D72 e

10 basi phffRE sechdRSGeVdhl @@tenﬁat abassistZhThasaledtival afdesudtablegiroupingas tidi cat or s
of the significance of different types of groupings. For exanple

menB8r sihiags i for e Islgaqringion, dgfebases 313 apy dacl wnep%élé%reu Agicaigys ol the
identifi ?ggll if2n 0P di e @bw%f il algg.g(rf bGmy eﬁﬁsﬁ% fia %u%éé‘s” ptor,

than thé servers-are In a e net segnent
Furt her ,prédess sdodr4s @t@rdgomﬁiugen-ﬁﬁﬁe mrbantﬁa@msrrnora integesting, sl ﬁ»epdfom t 15
enuner ati on of dependenci es, h as "the Chicago web site .server f

i ncl udegnorgdieefizhas a @%@W&%@f‘a & fagh dhpt Sﬁ‘s"@%ﬁaﬂ6§°n@§r@ﬁa‘ﬁlﬁsmélﬁdmﬂ‘§ ap12".
| n addi tyahent NG UG tﬁ@yali:]r%sdiglogrrg}lﬂ@ﬁl%e systagtm (@b Ueqfést a8 Exlicite

group. I'n- response to such a quéry, y generate a response
t hatl 5r efeatsetation hef depeindenciays cuph asn'$hedchicdgol webi sitp sevhr dfrnt heclodgsect s i n

? ggug;? lillps)chap(t)] fa ufsc(:)lllalpfﬁvI us%hapogl O&hélpl()%ulslstc ap lels anc? uschisy 15”8{ group based status

In addition, the user may issue a query about the status of an entire group. In
response to such a query, the system may generate a response that refers to the entire
group, instead of listing each of the objects in the group. The following dialog illustrates

20  such a group based status request:

“All the web servers in the Chicago web site server farm are dependent on
uschdb02.”

“What are their status?”

“The Chicago web site server farm is in normal status.”

25

Selection of Relevant Information

The analysis to obtain context information 325 is not limited to the objects of
database 215. In some embodiments, alert dialog module 225 may utilize other
information stores to obtain context information regarding the managed object. When an

30  abundance of context information is obtained, it may be advantageous to present only a

11



"All the web servers in the Chicago web site server farm are dependent on
uschdb02." "What are their status?" "The Chicago web site server farmis in
nor mal stwaous/0901025 Sel ection of Rel evant | nformati on The POTAIYSGH48 O
obtain context information 325 is not limted to the objects of database
215. In sone enbodi nents, alert dialog nodule 225 may utilize other

i nf or matpootiors bH thesaviadalolb tiaformatoont @xés notftorimphiramdesgadoign thé dargesede d

obj ect. \Wen an 30 dance o cont ex |nforma ion is ai ne it. my be
o ant AR o AST B GH, Alos O 235 Gt 6 e onab Rk B HEs o o
the avaigbh %1éd3§ Q)rfrIHPdrﬂQué@ t@%re@@ﬂt U b einboMnHa! 541&9@1&&%9{0&1@225

| arge-scale ‘“situation. Accordingly, alert dialog nodule may i ncl ude
control ok ezaChpledepémfommtloWbasﬂd q@ntlaeesp@‘tanpnfamﬂcmafmmh objpetesewell a3 n one

enbodi nent di al og. modul e 225 nks,.each ece, of inf matl an based
on ¢ te TEtR et cbior shatigR oy st gt R RST Gih PloSChistisvinfe R TIRY oo

regar dl Qﬁa}y\'ﬁétdef)é&ﬂﬁﬁt 8h fhathRrSBh iaf) nfo@reﬁaxﬁpfet al QdlfyoBSht Biing mﬁégedrw as nay
be dependent on factors such as, for exanple a conponent  bei ng managed or
an opertmem’ﬁoﬂldelﬁtﬁeh er For exarrpl e, when rranagl ng some networ ked comput er

systemns, it |nt SS+RY S
systemis a F %texglinp § aglﬁ newrﬁ\e\([} liiutgr %’ﬁ% it ész ge ﬁlgﬁ of .
The al erlhteﬁhsﬁhg’gormw @vl%?%u@iﬁyss%@aés@ thBesysiesCis pipavieof, eﬂa&ﬁﬁﬁh& vmad t hen
rank them by rel evance, including onl(ﬁ t he nost i nportant ones. | npact

Anal Msi slleF‘ﬁOf;l?oan@tn%éﬁjiﬁd@ﬁt%f Thoalepj Eelog magsids 237 ynay1geale dhedesgrprve
d b , f
dosc |0l Mna? LR AR e RN IRREH EAD MRS bRy g0, [

cont ai ned in anot her and various types of dependency relatlonshlps.
Accordljply, the system may perform an inpact analysis, which nmay be used
to gener regarding all conponents affected by a diagnosed or

predicted al gpt sgﬂl'adie}ﬂb%aiments, the object repository 110 stores data describing

15  relationships among manéged components, including, for example, containment
relationships indicating which components are contained in another and various types of
dependency relationships. Accordingly, the system may perform an impact analysis,
which may be used to generate messages regarding all components affected by a
diagnosed or predicted alert condition.

20 In one embodiment, the most important effects or problems may be reported to an
operator. The management application 115 may employ logic to identify an impact
analysis chain and create the alert notifications based on the most important object that is
affected. Since the importance property propagates along containment and dependency
relationships, this is likely the highest object in the containment hierarchy.

25

Language Translation

It is recognized that in a multinational system, operators may speak different
native languages. Accordingly, in one embodiment the alert notification system includes

translation capabilities.
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20 In one enbodi nent, the nost inportant effects or problens may be
reported to an operator. The nmanagenent application 115 nay enploy |logic
to identi ™o @mweompact analysis chain and create the al ertparatsokiegti ons
based on the nost inportant object that is affected. Since the inportance
property propagates al ong contai nment and dependency relationships, this

i s likely theLighgs trabdjtesil mhy bt Perfe@mddaineiedst Ri@Hageni) adBeskaitauape
Translatjon It is recognized that in a nultinational system operators nay
speak di p§ sensrated Husqvgral lansyasageand meccol de saysral lengunges Bywtydwi w&@tedtﬂqe alert

el Usoar Uit ) St o RE5e bLARE Rl O BAT o b TR e .

(1) a nesasbigedipyedlgingetocimathedlanpusever @ltpltangnapastorand one of the several
Ianggﬁges may_be selected for output to an operator, or (2) a nessage nay
be geher at ed PHCESHBPISY WM MahgensEe anwide Vapal) ol esspersy Bgssagphihat o

anot her },anghage iy B’t@ll@%&t Liibs@ReRPR B Fbrm Bf té%g@%tecs%ﬂﬁh@éé Will? E@gﬁafgﬁy

generate a w de variety of nessages, nessages are construc

i nt el | i gdapendanb slenteatss itimay het Heopractinhl woafilrat ¢ransati@ncemesdapds dmptyebt -
dependent el ements, |t not be practical tg address transl ation of
messages ér y%SIaﬁﬁ%ﬁ IVefstaﬁ??sﬁ%S’?r he ﬁ@ggeége]%ecﬁ‘é*ort%alﬁel.“qﬂﬂh her,

because §Bgyddi MagU wrisik 3 SR Ent TR Yin®Rs Whil trth &P nfnNindilifefeRie Qam&ﬂegtig i es
and may run in different countries, it 10 may not be realistic to entorce

t hat10al | mae sohbe gedlistigenemébareel that afinglssspes Theemdrated in English. diTigrdfarepne

enbodi nent, the alert subsystem of mapagenent application.1ll5 ener ate
messages RS, 0 Wﬁ?‘ﬁﬁéﬂi %?g%ﬁﬁé“ﬁ%’gg’gl 8# nggggpr% 39&1 o zrﬂé Ifl%'e _

nessageSedipatd endskRs | iat & hrbdetdrRiEt Iapiiandaded b adsh a&lb%"bte?ﬁ’,f byRrge This
application is further related to U S. "Patent Nos. 5,958,012, 6,289, 380 and

15 6, 327meBagesany botrystadedly ndGiryappdanhirinsiasiogepftahreNos. , 09/ 558, 897, and
09/ 559, 237, ich are al.l . ncorporated. icnythej £, entj h '
ref er ence. Ac—}é@? &P%@‘fagl, Tty et 598{5863%‘%? 8%8{ N‘?Eﬂ §’P %gbﬁ%’aﬁ@gigog%‘bd _
desclrsi pt4,827,530, tahtd Sco-sineied 0B\S. eApplR afdsrf 1@ tdsQ (orssg dd7atafid @IMIFOSI3IENSi oN
of the system and should not be . )
which are all incorporated in their entirety herein by reference.
Accordingly, it is to be understood that the drawings and description in this
disclosure are proffered to facilitate comprehension of the system, and should not be
construed to limit the scope thereof. It should be understood that various changes,

20  substitutions and alterations can be made without departing from the spirit and scope of

the system.
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construed to limt the scope thereof. It should be understood that various
changes, 20 substitutions and alterations can be nmade w t hout departing
fromthe wuoiwodsd scope of the system 13 WO 03/ 090105 HeQTV0S0&4406444
What is clainmed is: 1. A nmethod for reporting the context of an alert
condition, conprising: reporting an alert condition associated with a

subj ect wystiempdeet; 5 anal yzing one or nore system objects associated
with the alert condition to obtain context data; generating a context
nmessage based on the context data; and outputting the context message. 10
2. The thod, of .claim1, further. in diqn Vi  f.equest to report
t he conggxt Abfnefl}?gatjgf Teppring i FansRe Sgﬁl éllﬁlg cgnlg@ﬁ%% nglpgfgl i 1, wherein the
anal yzi ng i nGbyiBe dehleftFbadifien Msegiefel wdth Dfubjdchsyssambpeiett; syst em obj ect. 15
4. The nethod of clTaim1, wherein analyzing inc|ludes deternining a physical
| ocafi on of anelyrpereatr Mese sxséamn ebjcply 2s3eslatedby il thesglert epndtipR g obiain The
nmet hod of clta' m.1, wherein analyzing includes determning a |logical 20

rel ati or‘fgﬂtieﬁ %aft ’a conmponent represented by the subject systemobject to at
| east one ot heheratifgponeatt mdsagthassiainhd coifitextl datayndd wher ei n anal yzi ng
includes determning a traffic | oad associated with the subject system
obj ect. 25 7.ouimitipgihesantert 18¢s538% 1, wherein anal yzi ng i ncl udes identifying
one or nore system objects, each identified system object representing a
conponents that is dependent on a conponent represented by the subject
systiem @hj ectTheldeti@l 0818010 Ffurfed indBEG¢daing a request to report the context

of the alert condition.

3. The method of claim 1, wherein the analyzing includes determining properties of

the subject system object.
15

4. The method of claim 1, wherein analyzing includes determining a physical

location of a component represented by the subject system object.

5. The method of claim 1, wherein analyzing includes determining a logical
20  relationship of a component represented by the subject system object to at least one other

component.

6. The method of claim 1, wherein analyzing includes determining a traffic load

associated with the subject system object.

25
7. The method of claim 1, wherein analyzing includes identifying one or more system
objects, each identified system object representing a components that is dependent on a

component represented by the subject system object.
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8. The method of claim 1, wherein generating includes replacing
quantifiable context data with a qualitative identifier. 9. A systemfor
report i ngwhss/ooensext of an al ert condition, conprising: aTeEses/064an
reporting an alert condition associated with a subject system object;
means for analyzing one or nore system objects associated with the alert
condi tign torRhahd 608ahexXT, WhlBin JR&AEnd AHchlSO RN @nEaRbI8 xbntdRS Sage
based on the context data; and neans for outputting the context nessage.
10 10. Alatoombut gralitetactabemifsror age medi um encoded with processing
instructions for reporting the context of an alert condition, including:
conputer readable instructions for reporting an alert condition associ ated
Wi th a gsubj egtysss FaTeRiRiiRE the chRteROHMIH Lért EQRIAI, Coinpsitingct i ons for
anal yzi ng one or nore systemobjects associated with the alert condition
to oBtai n cormesus feraerorting Apalercondisign bsseciatedtwithca punect spicryoRieetit i ng a
context mess "%gegaglg %?a%aﬁ?iintgg)%{s of € %}éste%"-i é@ggtgggsogﬁﬁ%%ﬂ tl{eea?e%pcln%ition

instructions he cont’ex
to obtain context data;
means for generating a context message based on the context data; and

means for outputting the context message.

10
10. A computer-readable storage medium encoded with processing instructions for
reporting the context of an alert condition, including:
computer readable instructions for reporting an alert condition associated with a
subject system object;
15 computer readable instructions for analyzing one or more system objects

associated with the alert condition to obtain context data;
computer readable instructions for generating a context message based on the
context data; and

computer readable instructions for outputting the context message.

15



