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DATA PROCESSING METHOD, ACCESS NETWORK DEVICE,
AND CORE NETWORK DEVICE

This application claims priority to PCT Patent Application No.
PCT/CN2018/079200, filed with the Chinese Patent Office on March 15, 2018 and
entitled "DATA PROCESSING METHOD, ACCESS NETWORK DEVICE, AND
CORE NETWORK DEVICE", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

Embodiments of this disclosure relate to the communications field, and more
specifically, to a data processing method, an access network device, and a core network

device.

BACKGROUND

In a communications system, data usually requires security processing such as
integrity protection and/or encryption processing before transmission. However, in
practice, some data can be reliably transmitted without security processing. Security

processing of such data may degrade the performance of data transmission.

SUMMARY

In view of this, this disclosure provides a data processing method, an access
network device, and a core network device. The access network device determines,
according to auxiliary information sent by the core network device or a terminal device,
whether to perform security processing on to-be-processed data, thereby improving the

performance of data transmission.

According to a first aspect, a data processing method is provided. The method
includes: receiving, by an access network device, first information sent by a core

network device or a terminal device; and determining, by the access network device
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according to the first information, whether to perform security processing on

to-be-processed data.

In a possible implementation, the receiving, by an access network device, first
information sent by a core network device or a terminal device includes: receiving, by
the access network device, the first information sent by the core network device, where
the first information is used for indicating one type of the following information:
security processing is required to be performed on the to-be-processed data, security
processing is not needed to be performed on the to-be-processed data, and a

recommendation of whether to perform security processing on the to-be-processed data.

In a possible implementation, the determining, by the access network device
according to the first information, whether to perform security processing on
to-be-processed data includes: when the first information indicates the recommendation
of whether to perform security processing on the to-be-processed data, determining, by
the access network device according to subscription information of the terminal device
and/or capability information of the terminal device, whether to perform security

processing on the to-be-processed data.

In a possible implementation, the determining, by the access network device
according to capability information of the terminal device, whether to perform security
processing on the to-be-processed data includes: determining, by the access network
device according to a maximum data rate that can be supported by the terminal device
to perform security processing, whether to perform security processing on the

to-be-processed data.

In a possible implementation, the determining, by the access network device
according to a maximum data rate that can be supported by the terminal device to
perform security processing, whether to perform security processing on the
to-be-processed data includes: determining, by the access network device, to perform
security processing on the to-be-processed data in a first quality of service (QoS), a first
protocol data unit (PDU) session or a first bearer, where a data rate of the first QoS, a
data rate of the first PDU session or a data rate of the first bearer is less than or equal to
the maximum data rate; or determining to perform security processing on the

to-be-processed data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
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bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or

equal to the maximum data rate.

In a possible implementation, the determining, by the access network device
according to a maximum data rate that can be supported by the terminal device to
perform security processing, whether to perform security processing on the
to-be-processed data includes: when a data rate assessed by the access network device is
less than or equal to the maximum data rate, determining, by the access network device,

to perform security processing on the to-be-processed data.

In a possible implementation, the subscription information of the terminal device
and/or the capability information of the terminal device are/is provided by the core

network device or the terminal device.

In a possible implementation, the first information is used for indicating the
subscription information of the terminal device and/or the capability information of the

terminal device.

According to a second aspect, a data processing method is provided. The method
includes: sending, by a core network device, first information to an access network
device, where the first information is used for the access network device to determine

whether to perform security processing on to-be-processed data.

In a possible implementation, the first information is used for indicating one type of
the following information: security processing is required to be performed on the
to-be-processed data, security processing is not needed to be performed on the
to-be-processed data, and a recommendation of whether to perform security processing

on the to-be-processed data.

In a possible implementation, the method further includes: determining, by the core
network device according to subscription information of a terminal device and/or
capability information of the terminal device, whether to perform security processing on

the to-be-processed data.

In a possible implementation, the determining, by the core network device

according to capability information of the terminal device, whether to perform security
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processing on the to-be-processed data includes: determining, by the core network
device according to a maximum data rate that can be supported by the terminal device
to perform security processing, whether to perform security processing on the

to-be-processed data.

In a possible implementation, the determining, by the core network device
according to a maximum data rate that can be supported by the terminal device to
perform security processing, whether to perform security processing on the
to-be-processed data includes: determining, by the core network device, to perform
security processing on the to-be-processed data in a first QoS, a first PDU session or a
first bearer, where a data rate of the first QoS, a data rate of the first PDU session or a
data rate of the first bearer is less than or equal to the maximum data rate; or
determining, by the core network device, to perform security processing on the
to-be-processed data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or

equal to the maximum data rate.

In a possible implementation, the first information is used for indicating the
subscription information of the terminal device and/or the capability information of the

terminal device.

According to a third aspect, an access network device is provided to perform the
method according to the first aspect or any possible implementation of the first aspect.
Specifically, the access network device includes a unit configured to perform the

method according to the first aspect or any possible implementation of the first aspect.

According to a fourth aspect, a core network device is provided to perform the
method according to the second aspect or any possible implementation of the second
aspect. Specifically, the core network device includes a unit configured to perform the
method according to the second aspect or any possible implementation of the second

aspect.

According to a fifth aspect, an access network device is provided. The access
network device includes: a memory, a processor, an input interface, and an output

interface. The memory, the processor, the input interface, and the output interface are
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connected by a bus system. The memory is configured to store an instruction. The
processor is configured to perform the instruction stored in the memory, to perform the

method according to the first aspect or any possible implementation of the first aspect.

According to a sixth aspect, a core network device is provided. The core network
device includes: a memory, a processor, an input interface, and an output interface. The
memory, the processor, the input interface, and the output interface are connected by a
bus system. The memory is configured to store an instruction. The processor is
configured to perform the instruction stored in the memory, to perform the method

according to the second aspect or any possible implementation of the second aspect.

According to a seventh aspect, a computer storage medium is provided. The
computer storage medium is configured to store a computer software instruction that is
used for performing the method according to the first aspect or any possible
implementation of the first aspect, or the method according to the second aspect or any
possible implementation of the second aspect, and the computer software instruction

includes a program designed to perform the foregoing aspect.

According to an eighth aspect, a computer program product including an instruction
is provided, and when the computer program product is run on a computer, the
computer is enabled to perform the method according to the first aspect or any one of
optional implementations of the first aspect, or the method according to the second

aspect or any one of optional implementations of the second aspect.

According to a ninth aspect, a computer program is provided, and when the
computer program is run on a computer, the computer is enabled to perform the method
according to any aspect or each implementation of the first aspect and the second

aspect.

These aspects or other aspects of this disclosure are simpler and more

comprehensible in descriptions of the following embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of an application scenario according to an

implementation of this disclosure;
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FIG. 2 is a schematic block diagram of a data processing method according to an

implementation of this disclosure;

FIG. 3 is another schematic block diagram of a data processing method according

to an implementation of this disclosure;

FIG. 4 is a schematic block diagram of an access network device according to an

implementation of this disclosure;

FIG. 5 is a schematic block diagram of a core network device according to an

implementation of this disclosure;

FIG. 6 is another schematic block diagram of an access network device according

to an implementation of this disclosure;

FIG. 7 is another schematic block diagram of a core network device according to an

implementation of this disclosure;

FIG. 8 is a schematic block diagram of a chip according to an implementation of

this disclosure; and

FIG. 9 is a schematic block diagram of a communications system according to an

implementation of this disclosure.

DETAILED DESCRIPTION

The technical solutions in the embodiments of this disclosure are clearly and
completely described with reference to the accompanying drawings in the embodiments

of this disclosure below.

It should be understood that the technical solutions of the embodiments of this
disclosure may be applied to various communications systems such as a global system
for mobile communications (GSM) system, a code division multiple access (CDMA)
system, a wideband code division multiple access (WCDMA) system, a general packet
radio service (GPRS), a long term evolved (LTE) system, an LTE frequency division
duplex (FDD) system, an LTE time division duplex (TDD) system, a universal mobile
telecommunication system (UMTS), a worldwide interoperability for microwave access

(WiMAX) communications system, a new radio (NR) system or a future 5G system.
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Particularly, the technical solutions of the embodiments of this disclosure may be
applied to various communications systems based on a non-orthogonal multiple access
technology, for example, a sparse code multiple access (SCMA) system and a low
density signature (LDS) system. Certainly, the SCMA system and the LDS system may
also be referred to as other names in the communications field. Further, the technical
solutions of the embodiments of this disclosure may be applied to multi-carrier
transmission systems in which the non-orthogonal multiple access technology is used,
for example, an orthogonal frequency division multiplexing (OFDM) system, a filter
bank multi-carrier (FBMC) system, a generalized frequency division multiplexing
(GFDM) system, and a filtered-OFDM (F-OFDM) system in which the non-orthogonal

multiple access technology is used.

A terminal device in the embodiments of this disclosure may be user equipment
(UE), an access terminal, a subscriber unit, a subscriber station, a mobile station, a
mobile console, a remote station, a remote terminal, a mobile device, a user terminal, a
terminal, a wireless communications device, a user agent or a user apparatus. The access
terminal may be a cellular phone, a cordless phone, a session initiation protocol (SIP)
phone, a wireless local loop (WLL) station, a personal digital assistant (PDA), a
handheld device having a wireless communications function, a computing device,
another processing device connected to a wireless modem, an in-vehicle device, a
wearable device, a terminal device in a future 5G network, a terminal device in a future
evolved public land mobile network (PLMN) or the like. This is not limited in the
embodiments of this disclosure.

A network device in the embodiments of this disclosure may be a device configured
to communicate with the terminal device. The network device may be a base transceiver
station (BTS) in GSM or CDMA, or may be a NodeB (NB) in a WCDMA system, or
may be an evolved NodeB (eNB or eNodeB) in an LTE system, or may be a wireless
controller in a cloud radio access network (CRAN) scenario, or the network device may
be a relay station, an access point, an in-vehicle device, a wearable device, a network
device in the future 5G network, a network device in a future evolved PLMN network,

or the like. This is not limited in the embodiments of this disclosure.

FIG. 1 is a schematic diagram of an application scenario according to an
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implementation of this disclosure. A communications system in FIG. 1 may include a
terminal device 10 and a network device 20. The network device 20 is configured to
provide a communications service for the terminal device 10 and access a core network,
and the terminal device 10 accesses the network by searching for a synchronization
signal, a broadcast signal, and the like sent by the network device 20, thereby
communicating with the network. An arrow shown in FIG. 1 may indicate
uplink/downlink transmission performed over a cellular link between the terminal

device 10 and the network device 20.

In the communications system, security processing is required to be performed
before data transmission. For example, it is necessary to perform integrity protection
and/or encryption processing on data. However, in practice, a part of data can be
transmitted reliably without security processing, and if security processing has been

performed on the part of data, the performance of data transmission may be reduced.

Under such a condition, an implementation of this disclosure provides a data
processing method, which is conducive to improving the performance of data

transmission.

FIG. 2 is a schematic block diagram of a data processing method 100 according to
an implementation of this disclosure. As shown in FIG. 2, the method 100 includes

some or all of the following content:

S110: An access network device receives first information sent by a core network

device or a terminal device.

S120: The access network device determines, according to the first information,

whether to perform security processing on to-be-processed data.

Specifically, the access network device may obtain some auxiliary information
from the core network device or the terminal device, to determine whether to perform
security processing on the to-be-processed data. For example, the access network device
may obtain subscription information of the terminal device and/or capability
information of the terminal device from the core network device or the terminal device,
to accordingly determine whether to perform security processing on the to-be-processed
data. Alternatively, the core network device may first determine whether to perform
security processing on the to-be-processed data, and then notify a determination result
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to the access network device, to instruct the access network device to perform security
processing on the to-be-processed data or to instruct the access network device not to
perform security processing on the to-be-processed data; or notify a tendentious
suggestion of the core network device to the access network device, for example,
recommend that the access network device should perform security processing on the
to-be-processed data, or recommend that the access network device should not perform

security processing on the to-be-processed data.

Therefore, in the data processing method provided in this embodiment of this
disclosure, it is determined, according to the auxiliary information obtained from the
core network device or the terminal device, whether to perform security processing on
the to-be-processed data, which is conducive to improving the performance of data

transmission.

Optionally, in this embodiment of this disclosure, the receiving, by an access
network device, first information sent by a core network device or a terminal device
includes: receiving, by the access network device, the first information sent by the core
network device, where the first information is used for indicating one type of the
following information: security processing is required to be performed on the
to-be-processed data, security processing is not needed to be performed on the
to-be-processed data, and a recommendation of whether to perform security processing

on the to-be-processed data.

As mentioned above, the core network device may first determine whether to
perform security processing on the to-be-processed data, and then indicate a
determination result to the access network device. For example, the core network device
and the access network device may agree in advance to use two bits to indicate the
above results. 00 represents that security processing is required to be performed on the
to-be-processed data, 01 represents that security processing is not needed to be
performed on the to-be-processed data, 10 represents that the core network device
recommends that the access network device should perform security processing on the
to-be-processed data, 11 represents that the core network device recommends that the
access network device should not perform security processing on the to-be-processed
data, and the like. That is, when the access network device receives 00, the access
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network device may directly perform security processing on the to-be-processed data.
When the access network device receives 01, the access network device may not
perform security processing on the to-be-processed data. When the access network
device receives 10 or 11, the access network device may further combine other
information to determine whether to perform security processing on the to-be-processed
data. It should be understood that, the foregoing is merely for illustrative description,

and this embodiment of this disclosure is not limited thereto.

Optionally, in this embodiment of this disclosure, the to-be-processed data may
include uplink data and/or downlink data. The first information may include
information used for the terminal device to perform uplink processing and/or
information used for the terminal device to perform downlink processing. That is, the
access network device may perform security processing on the uplink data according to
the information used for the terminal device to perform uplink processing, or, the access
network device may perform security processing on the uplink data according to the
information used for the terminal device to perform uplink processing and the
information used for the terminal device to perform downlink processing. The access
network device may perform security processing on the downlink data according to the
information used for the terminal device to perform downlink processing, or, the access
network device may perform security processing on the downlink data according to the
information used for the terminal device to perform downlink processing and the

information used for the terminal device to perform downlink processing.

It should be noted that, a cellular scenario is used as an example for description
herein, and the solution is applicable to sidelink communication. For example, if the
to-be-processed data is sidelink data, the first information may include information used
for the terminal device to perform uplink processing in sidelink communication and/or
information used for the terminal device to perform downlink processing in sidelink
communication. This embodiment of this disclosure may further be applied to cellular

communication and sidelink communication.

It should be understood that, the information used for the terminal device to
perform uplink processing may be information used for the terminal device to send

uplink data, and the information used for the terminal device to perform downlink

10
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processing may be information used for the terminal device to receive downlink data.

Optionally, in this embodiment of this disclosure, the determining, by the access
network device according to the first information, whether to perform security
processing on to-be-processed data includes: when the first information indicates a
recommendation of whether to perform security processing on the to-be-processed data,
determining, by the access network device according to subscription information of the
terminal device and/or capability information of the terminal device, whether to perform

security processing on the to-be-processed data.

For example, if a value of the first information received by the access network
device is 10 or 11, the access network device may further determine whether to perform
security processing on the to-be-processed data with reference to the subscription
information of the terminal device and/or the capability information of the terminal
device. For example, the capability information of the terminal device is a maximum
data rate that can be supported by the terminal device to perform security processing.
That is, the access network device may determine, according to the maximum data rate
that can be supported by the terminal device to perform security processing, whether to

perform security processing on the to-be-processed data.

With reference to the above description, the first information may include the
information used for the terminal device to perform uplink processing and/or the
information used for the terminal device to perform downlink processing. If the
to-be-processed data is uplink data, the first information includes the information used
for the terminal device to perform uplink processing. That is, the first information
includes subscription information used for the terminal device to perform uplink
processing and/or capability information used for the terminal device to perform uplink
processing. When the first information indicates a recommendation of whether to
perform security processing on the uplink data, the access network device may
determine, according to the subscription information used for the terminal device to
perform uplink processing and/or the capability information used for the terminal device
to perform uplink processing, whether to perform security processing on the uplink
data.

Alternatively, if the to-be-processed data is downlink data, the first information

11
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includes the information used for the terminal device to perform downlink processing,
that is, the first information includes subscription information used for the terminal
device to perform downlink processing and/or capability information used for the
terminal device to perform downlink processing. When the first information indicates a
recommendation of whether to perform security processing on the downlink data, the
access network device determines, according to the subscription information used for
the terminal device to perform downlink processing and/or the capability information
used for the terminal device to perform downlink processing, whether to perform

security processing on the downlink data.

If the capability information of the terminal device is a maximum data rate that can
be supported by the terminal device to perform security processing, similarly, if the
to-be-processed data is uplink data, the first information includes a maximum data rate
that can be supported by the terminal device to perform uplink security processing. That
is, the access network device determines, according to the maximum data rate that can
be supported by the terminal device to perform uplink security processing, whether to
perform security processing on the uplink data. If the to-be-processed data is downlink
data, the first information includes a maximum data rate that can be supported by the
terminal device to perform downlink security processing, that is, the access network
device determines, according to the maximum data rate that can be supported by the
terminal device to perform downlink security processing, whether to perform security

processing on the downlink data.

Furthermore, the determining, by the access network device according to a
maximum data rate that can be supported by the terminal device to perform security
processing, whether to perform security processing on the to-be-processed data includes:
determining, by the access network device, to perform security processing on the
to-be-processed data in a first QoS, a first PDU session or a first bearer, where a data
rate of the first QoS, a data rate of the first PDU session or a data rate of the first bearer
is less than or equal to the maximum data rate; or determining, by the access network
device, to perform security processing on the to-be-processed data in a plurality of QoSs,
a plurality of PDU sessions or a plurality of bearers, where a sum of data rates of the
plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of data

rates of the plurality of bearers is less than or equal to the maximum data rate.

12
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That is, when a data rate of a QoS, a data rate of a PDU or a data rate of a bearer is
less than or equal to the maximum data rate that is supported by the terminal device to
perform security processing, the access network device may perform security
processing on the to-be-processed data in the QoS, the PDU or the bearer. Alternatively,
when a sum of data rates of a plurality of QoSs, a sum of data rates of a plurality of
PDUs or a sum of data rates of a plurality of bearers, for example, an aggregation
maximum bit rate (AMBR), is less than or equal to the maximum data rate that is
supported by the terminal device to perform security processing, the terminal device
may perform security processing on the to-be-processed data in the plurality of QoSs,
the plurality of PDUs or the plurality of bearers. When an average data rate of a
plurality of QoSs, an average data rate of a plurality of PDUs or an average data rate of
a plurality of bearers is less than or equal to the maximum data rate that is supported by
the terminal device to perform security processing, the access network device may
further perform security processing on any piece of to-be-processed data in the plurality
of QoSs, the plurality of PDUs or the plurality of bearers. This embodiment of this

disclosure is not limited thereto.

Similarly, if the to-be-processed data is uplink data, the first information includes
the maximum data rate that can be supported by the terminal device to perform uplink
security processing. The access network device determines to perform security
processing on the uplink data in a first QoS, a first PDU session or a first bearer, where
a data rate of the first QoS, a data rate of the first PDU session or a data rate of the first
bearer is less than or equal to the maximum data rate that can be supported by the
terminal device to perform uplink security processing; or the access network device
determines to perform security processing on the uplink data in a plurality of QoSs, a
plurality of PDU sessions or a plurality of bearers, where a sum of data rates of the
plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of data
rates of the plurality of bearers is less than or equal to the maximum data rate that can
be supported by the terminal device to perform uplink security processing. If the
to-be-processed data is downlink data, the first information includes the maximum data
rate that can be supported by the terminal device to perform downlink security
processing. The access network device determines to perform security processing on the

downlink data in a first QoS, a first PDU session or a first bearer, where a data rate of

13
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the first QoS, a data rate of the first PDU session or a data rate of the first bearer is less
than or equal to the maximum data rate that can be supported by the terminal device to
perform downlink security processing; or the access network device determines to
perform security processing on the downlink data in the plurality of QoSs, a plurality of
PDU sessions or a plurality of bearers, where a sum of data rates of a plurality of QoSs,
a sum of data rates of the plurality of PDU sessions or a sum of data rates of the
plurality of bearers is less than or equal to the maximum data rate that can be supported

by the terminal device to perform downlink security processing.

Optionally, in this embodiment of this disclosure, the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the
to-be-processed data includes: when a data rate assessed by the access network device is
less than or equal to the maximum data rate, determining, by the access network device,
to perform security processing on the to-be-processed data.

Specifically, the access network device may calculate, that is, assess, a data rate
based on data received or sent in a period of time. For example, the access network
device may perform Layer 2 measurement in a time period, to obtain a data rate. Layer
2 may be one kind of a service data adaptation protocol (SDAP) layer, a packet data

convergence protocol (PDCP) layer or a radio link control (RLC) layer.

Layer 2 measurement belongs to the understanding of a person skilled in the art is
not be described herein. However, it should be understood that Layer 2 in this
embodiment of this disclosure includes, but is not limited to, each layer described above,

or may be a media access control (MAC) layer or the like.

The access network device may obtain a corresponding data rate according to a size
of a transmission block in a time period. It should be understood that, the access
network device may assess the data rate in many ways, which include but are not

limited to the foregoing embodiments.

Similarly, if the to-be-processed data is uplink data, the first information includes
the maximum data rate that can be supported by the terminal device to perform uplink
security processing. When the data rate assessed by the access network device is less
than or equal to the maximum data rate that can be supported by the terminal device to

14
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perform uplink security processing, the access network device determines to perform
security processing on the uplink data. If the to-be-processed data is downlink data, the
first information includes the maximum data rate that can be supported by the terminal
device to perform downlink security processing. When the data rate assessed by the
access network device is less than or equal to the maximum data rate that can be
supported by the terminal device to perform downlink security processing, the access

network device determines to perform security processing on the downlink data.

As described above, it may be not necessary to distinguish whether the first
information specifically includes the information used for the terminal device to
perform uplink processing or the information used for the terminal device to perform
downlink processing, the access network device performs security processing on uplink

data or downlink data.

Based on the understanding of a person skilled in the art about the subscription
information of the terminal device and the capability information of the terminal device,
the technical solutions related in this embodiment of this disclosure are not limited to

the foregoing embodiments.

Optionally, in this embodiment of this disclosure, the subscription information of
the terminal device and the capability information of the terminal device may be
provided by the core network device or may be provided by the terminal device.
Alternatively, the subscription information of the terminal device may be provided by
the core network device, and the capability information of the terminal device may be
provided by the terminal device, and vice versa. That is, the subscription information
and/or the capability information used for the terminal device to perform uplink
processing may be provided by the core network device and/or the terminal device.
Similarly, the subscription information and/or the capability information used for the
terminal device to perform downlink processing may be provided by the core network
device and/or the terminal device. It should be noted that, the subscription information
and/or the capability information used for the terminal device to perform uplink
processing and the subscription information and/or the capability information used for
the terminal device to perform downlink processing may both be provided by the core
network device or the terminal device, or may be provided by the core network device

15
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and the terminal device separately. This embodiment of this disclosure is not limited
thereto.

Optionally, in this embodiment of this disclosure, the first information may be used
for indicating the subscription information of the terminal device and/or the capability
information of the terminal device. That is, if the core network device does not perform
determination, a determination result is not provided to the access network device.
Further, the access network device may determine, according to the subscription
information of the terminal device and/or the capability information of the terminal
device indicated by the first information, whether to perform security processing on the
to-be-processed data.

Furthermore, the access network device may determine, according to the foregoing
embodiments, whether to perform security processing on the to-be-processed data. For

brevity, details are not described herein again.

It should be understood that, terms "system" and "network™ in this specification are
usually interchangeably used in this specification. The term ™and/or" in this
specification is only an association relationship for describing the associated objects,
and represents that three relationships may exist, for example, A and/or B may represent
the following three cases: A exists separately, both A and B exist, and B exists
separately. In addition, the character "/" in this specification generally indicates an "or"

relationship between the associated objects.

FIG. 3 is a schematic block diagram of a data processing method 200 according to
an implementation of this disclosure. As shown in FIG. 3, the method 200 includes

some or all of the following content:

S210: A core network device sends first information to an access network device,
where the first information is used for the access network device to determine whether

to perform security processing on to-be-processed data.

Therefore, according to the data processing method provided in this embodiment of
this disclosure, the core network device provides auxiliary information to the access
network device and determines, according to the auxiliary information, whether to
perform security processing on the to-be-processed data, which is conducive to

improving the performance of data transmission.
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Optionally, in this embodiment of this disclosure, the first information is used for
indicating one type of the following information: security processing is required to be
performed on the to-be-processed data, security processing is not needed to be
performed on the to-be-processed data, and a recommendation of whether to perform

security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the first information includes
information used for a terminal device to perform uplink processing and/or information

used for the terminal device to perform downlink processing.

Optionally, in this embodiment of this disclosure, the method further includes:
determining, by the core network device according to subscription information of the
terminal device and/or capability information of the terminal device, whether to perform

security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
uplink data, the first information includes information used for the terminal device to
perform uplink processing, and the core network device determines, according to the
first information, whether to perform security processing on to-be-processed data,
including: when the first information indicates a recommendation of whether to perform
security processing on the uplink data, determining, by the core network device
according to subscription information used for the terminal device to perform uplink
processing and/or capability information used for the terminal device to perform uplink

processing, whether to perform security processing on the uplink data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
downlink data, the first information includes the information used for the terminal
device to perform downlink processing, and the core network device determines,
according to the first information, whether to perform security processing on
to-be-processed data, including: when the first information indicates a recommendation
of whether to perform security processing on the downlink data, determining, by the
core network device according to subscription information used for the terminal device
to perform downlink processing and/or capability information used for the terminal
device to perform downlink processing, whether to perform security processing on the

downlink data.
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Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to capability information of the terminal device, whether to
perform security processing on the to-be-processed data includes: determining, by the
core network device according to a maximum data rate that can be supported by the
terminal device to perform security processing, whether to perform security processing
on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to capability information used for the terminal device to
perform uplink processing, whether to perform security processing on the uplink data
includes: determining, by the core network device according to the maximum data rate
that can be supported by the terminal device to perform uplink security processing,

whether to perform security processing on the uplink data.

Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to capability information used for the terminal device to
perform downlink processing, whether to perform security processing on the downlink
data includes: determining, by the core network device according to the maximum data
rate that can be supported by the terminal device to perform downlink security
processing, whether to perform security processing on the downlink data.

Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the
to-be-processed data includes: determining, by the core network device, to perform
security processing on the to-be-processed data in a first QoS, a first PDU session or a
first bearer, where a data rate of the first QoS, a data rate of the first PDU session or a
data rate of the first bearer is less than or equal to the maximum data rate; or
determining, by the core network device, to perform security processing on the
to-be-processed data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or

equal to the maximum data rate.

Optionally, in this embodiment of this disclosure, the determining, by the core
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network device according to the maximum data rate that can be supported by the
terminal device to perform uplink security processing, whether to perform security
processing on the uplink data includes: determining, by the core network device, to
perform security processing on the uplink data in a first QoS, a first PDU session or a
first bearer, where a data rate of the first QoS, a data rate of the first PDU session or a
data rate of the first bearer is less than or equal to the maximum data rate that can be
supported by the terminal device to perform uplink security processing; or determining,
by the core network device, to perform security processing on the uplink data in a
plurality of QoSs, a plurality of PDU sessions or a plurality of bearers, where a sum of
data rates of the plurality of QoSs, a sum of data rates of the plurality of PDU sessions
or a sum of data rates of the plurality of bearers is less than or equal to the maximum
data rate that can be supported by the terminal device to perform uplink security

processing.

Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to the maximum data rate that can be supported by the
terminal device to perform downlink security processing, whether to perform security
processing on the downlink data includes: determining, by the core network device, to
perform security processing on the downlink data in a first QoS, a first PDU session or a
first bearer, where a data rate of the first QoS, a data rate of the first PDU session or a
data rate of the first bearer is less than or equal to the maximum data rate that can be
supported by the terminal device to perform downlink security processing; or
determining, by the core network device, to perform security processing on the
downlink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or
equal to the maximum data rate that can be supported by the terminal device to perform

downlink security processing.

Optionally, in this embodiment of this disclosure, the determining, by the core
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the
to-be-processed data includes: when a data rate assessed by the access network device is

less than or equal to the maximum data rate, determining, by the core network device, to
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perform security processing on the to-be-processed data.

The core network device assesses a data rate in a manner similar to that of an access

network device, and excessive examples are not shown herein.

Optionally, in this embodiment of this disclosure, the first information is used for
indicating the subscription information of the terminal device and/or the capability

information of the terminal device.

It should be understood that, interaction between the core network device and the
access network device and related characteristics, functions, and the like described for
the core network device correspond to related characteristics and functions of the access
network device. Moreover, related content has been described in detail in the foregoing

method 100. For brevity, details are not described herein again.

It should further be understood that sequence numbers of the foregoing processes
do not mean execution sequences in various embodiments of this disclosure. The
execution sequences of the processes should be determined according to functions and
internal logic of the processes, and should not be construed as any limitation on the

implementation processes of the embodiments of this disclosure.

The data processing method according to the embodiment of this disclosure is
described above in detail. Data processing apparatuses according to the embodiment of
this disclosure are described below with reference to FIG. 4 to FIG. 7. Technical
features described in the method embodiments are applicable to the following apparatus

embodiments.

FIG. 4 is a schematic block diagram of an access network device 300 according to
an implementation of this disclosure. As shown in FIG. 4, the access network device
300 includes:

a receiving unit 310, configured to receive first information sent by a core network

device or a terminal device; and

a determining unit 320, configured to determine, according to the first information,

whether to perform security processing on to-be-processed data.

Therefore, the access network device provided in this embodiment of this

disclosure determines, according to auxiliary information obtained from the core
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network device or the terminal device, whether to perform security processing on the
to-be-processed data, which is conducive to improving the performance of data

transmission.

Optionally, in this embodiment of this disclosure, the receiving unit 310 is
specifically configured to: receive the first information sent by the core network device,
where the first information is used for indicating one type of the following information:
security processing is required to be performed on the to-be-processed data, security
processing is not needed to be performed on the to-be-processed data, and a

recommendation of whether to perform security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the first information may include
information used for the terminal device to perform uplink processing and/or

information used for the terminal device to perform downlink processing.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: when the first information indicates a recommendation of
whether to perform security processing on the to-be-processed data, determine,
according to subscription information of the terminal device and/or capability
information of the terminal device, whether to perform security processing on the
to-be-processed data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
uplink data, the first information includes the information used for the terminal device
to perform uplink processing; and the determining unit 320 is specifically configured to:
when the first information indicates a recommendation of whether to perform security
processing on the uplink data, determine, according to subscription information used for
the terminal device to perform uplink processing and/or capability information used for
the terminal device to perform uplink processing, whether to perform security

processing on the uplink data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
uplink data, the first information includes the information used for the terminal device
to perform uplink processing; and the determining unit 320 is specifically configured to:
when the first information indicates a recommendation of whether to perform security

processing on the uplink data, determine, according to subscription information used for
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the terminal device to perform uplink processing and/or capability information used for
the terminal device to perform uplink processing, whether to perform security

processing on the uplink data.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: determine, according to a maximum data rate that can be
supported by the terminal device to perform security processing, whether to perform

security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: determine, according to a maximum data rate that can be
supported by the terminal device to perform uplink security processing, whether to

perform security processing on the uplink data.

Optionally, in this embodiment of this disclosure, the determining unit is
specifically configured to: determine, according to a maximum data rate that can be
supported by the terminal device to perform downlink security processing, whether to

perform security processing on the downlink data.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
configured to: determine to perform security processing on the to-be-processed data in a
first QoS, a first PDU session or a first bearer, where a data rate of the first QoS, a data
rate of the first PDU session or a data rate of the first bearer is less than or equal to the
maximum data rate; or determine to perform security processing on the to-be-processed
data in a plurality of QoSs, a plurality of PDU sessions or a plurality of bearers, where a
sum of data rates of the plurality of QoSs, a sum of data rates of the plurality of PDU
sessions or a sum of data rates of the plurality of bearers is less than or equal to the

maximum data rate.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: determine to perform security processing on the uplink data
in a first QoS, a first PDU session or a first bearer, where a data rate of the first QoS, a
data rate of the first PDU session or a data rate of the first bearer is less than or equal to
the maximum data rate that can be supported by the terminal device to perform uplink
security processing; or determine to perform security processing on the uplink data in
the plurality of QoSs, a plurality of PDU sessions or a plurality of bearers, where a sum
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of data rates of a plurality of QoSs, a sum of data rates of the plurality of PDU sessions
or a sum of data rates of the plurality of bearers is less than or equal to the maximum
data rate that can be supported by the terminal device to perform uplink security

processing.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: determine to perform security processing on the downlink
data in a first QoS, a first PDU session or a first bearer, where a data rate of the first
QoS, a data rate of the first PDU session or a data rate of the first bearer is less than or
equal to the maximum data rate that can be supported by the terminal device to perform
downlink security processing; or determine to perform security processing on the
downlink data in the plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or
equal to the maximum data rate that can be supported by the terminal device to perform

downlink security processing.

Optionally, in this embodiment of this disclosure, the determining unit 310 is
specifically configured to: when a data rate assessed by the access network device 300
is less than or equal to the maximum data rate, determine to perform security processing

on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: when a data rate assessed by the access network device is
less than or equal to the maximum data rate that can be supported by the terminal device
to perform uplink security processing, determine to perform security processing on the

uplink data.

Optionally, in this embodiment of this disclosure, the determining unit 320 is
specifically configured to: when a data rate assessed by the access network device is
less than or equal to the maximum data rate that can be supported by the terminal device
to perform uplink security processing, determine to perform security processing on the

uplink data.

Optionally, in this embodiment of this disclosure, the subscription information of
the terminal device and/or the capability information of the terminal device are/is
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provided by the core network device or the terminal device.

Optionally, in this embodiment of this disclosure, the first information is used for
indicating subscription information of the terminal device and/or capability information

of the terminal device.

It should be understood that, the access network device 300 according to this
embodiment of this disclosure may correspond to the access network device in the
method embodiments of this disclosure, and the foregoing and other operations and/or
functions of units in the access network device 300 are respectively used to implement
corresponding procedures of the access network device in the method in FIG. 2. For
brevity, details are not described herein again.

FIG. 5 is a schematic block diagram of a core network device 400 according to an
implementation of this disclosure. As shown in FIG. 5, the core network device 400

includes:

a sending unit 410, configured to send first information to an access network device,
where the first information is used for the access network device to determine whether

to perform security processing on to-be-processed data.

Therefore, the core network device provided in this embodiment of this disclosure
determines whether to perform security processing on the to-be-processed data by
providing auxiliary information for the access network device, which is conducive to

improving the performance of data transmission.

Optionally, in this embodiment of this disclosure, the first information is used for
indicating one type of the following information: security processing is required to be
performed on the to-be-processed data, security processing is not needed to be
performed on the to-be-processed data, and a recommendation of whether to perform

security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the first information may include
information used for a terminal device to perform uplink processing and/or information

used for the terminal device to perform downlink processing.

Optionally, in this embodiment of this disclosure, the core network device further

includes: a determining unit 420, configured to determine, according to subscription
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information of the terminal device and/or capability information of the terminal device,
whether to perform security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
uplink data, the first information includes information used for the terminal device to

perform uplink processing, and the core network device further includes:

a determining unit 420, configured to: when the first information indicates a
recommendation of whether to perform security processing on the uplink data,
determine, according to subscription information used for the terminal device to
perform uplink processing and/or capability information used for the terminal device to
perform uplink processing, whether to perform security processing on the uplink data.

Optionally, in this embodiment of this disclosure, if the to-be-processed data is
downlink data, the first information includes the information used for the terminal

device to perform downlink processing, and the core network device further includes:

a determining unit 420, configured to: when the first information indicates a
recommendation of whether to perform security processing on the downlink data,
determine, according to subscription information used for the terminal device to
perform downlink processing and/or capability information used for the terminal device
to perform downlink processing, whether to perform security processing on the

downlink data.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
specifically configured to: determine, according to a maximum data rate that can be
supported by the terminal device to perform security processing, whether to perform

security processing on the to-be-processed data.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
specifically configured to: determine, according to a maximum data rate that can be
supported by the terminal device to perform uplink security processing, whether to

perform security processing on the uplink data.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
specifically configured to: determine, according to a maximum data rate that can be

supported by the terminal device to perform downlink security processing, whether to
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perform security processing on the downlink data.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
configured to: determine to perform security processing on the to-be-processed data in a
first QoS, a first PDU session or a first bearer, where a data rate of the first QoS, a data
rate of the first PDU session or a data rate of the first bearer is less than or equal to the
maximum data rate; or determine to perform security processing on the to-be-processed
data in a plurality of QoSs, a plurality of PDU sessions or a plurality of bearers, where a
sum of data rates of the plurality of QoSs, a sum of data rates of the plurality of PDU
sessions or a sum of data rates of the plurality of bearers is less than or equal to the

maximum data rate.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
specifically configured to: determine to perform security processing on the uplink data
in a first QoS, a first PDU session or a first bearer, where a data rate of the first QoS, a
data rate of the first PDU session or a data rate of the first bearer is less than or equal to
the maximum data rate that can be supported by the terminal device to perform uplink
security processing; or determine to perform security processing on the uplink data in a
plurality of QoSs, a plurality of PDU sessions or a plurality of bearers, where a sum of
data rates of the plurality of QoSs, a sum of data rates of the plurality of PDU sessions
or a sum of data rates of the plurality of bearers is less than or equal to the maximum
data rate that can be supported by the terminal device to perform uplink security

processing.

Optionally, in this embodiment of this disclosure, the determining unit 420 is
specifically configured to: determine to perform security processing on the downlink
data in a first QoS, a first PDU session or a first bearer, where a data rate of the first
QoS, a data rate of the first PDU session or a data rate of the first bearer is less than or
equal to the maximum data rate that can be supported by the terminal device to perform
downlink security processing; or determine to perform security processing on the
downlink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, where a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or
equal to the maximum data rate that can be supported by the terminal device to perform
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downlink security processing.

Optionally, in this embodiment of this disclosure, the first information is used for
indicating subscription information of the terminal device and/or capability information

of the terminal device.

It should be understood that, the core network device 400 according to this
embodiment of this disclosure may correspond to the core network device in the method
embodiments of this disclosure, and the foregoing and other operations and/or functions
of units in the core network device 400 are respectively used to implement
corresponding procedures of the core network device in the method in FIG. 3. For
brevity, details are not described herein again.

As shown in FIG. 6, an implementation of this disclosure further provides an access
network device 500. The access network device 500 may be the access network device
300 in FIG. 4, and may be configured to perform content of the access network device
corresponding to the method 100 in FIG. 2. The access network device 500 includes: an
input interface 510, an output interface 520, a processor 530, and a memory 540, and
the input interface 510, the output interface 520, the processor 530, and the memory 540
may be connected by a bus system. The memory 540 is configured to store a program,
an instruction or a code. The processor 530 is configured to execute the program, the
instruction or the code in the memory 540, so as to control the input interface 510 to
receive a signal, control the output interface 520 to send a signal, and complete

operations in the foregoing method embodiments.

Therefore, the access network device provided in this embodiment of this
disclosure determines, according to auxiliary information obtained from a core network
device or a terminal device whether to perform security processing on to-be-processed

data, which is conducive to improving the performance of data transmission.

It should be understood that, in this embodiment of this disclosure, the processor
530 may be a central processing unit (CPU), and the processor 530 may be another
general-purpose processor, a digital signal processor, an application-specific integrated
circuit, a field programmable gate array, or another programmable logical device,
discrete gate or transistor logical device, or discrete hardware component or the like.

The general-purpose processor may be a microprocessor, or the processor may be any
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conventional processor or the like.

The memory 540 may include a read-only memory (ROM) and a random access
memory (RAM), and provide an instruction and data to the processor 530. A part of the
memory 540 may further include a non-volatile RAM. For example, the memory 540

may further store information about a device type.

In an implementation process, each piece of content of the foregoing methods may
be implemented by a hardware-integrated logic circuit in the processor 530 or by an
instruction in a software form. The content of the method disclosed with reference to the
embodiments of this disclosure may be directly performed by a hardware processor, or
may be performed by using a combination of hardware and a software module in the
processor. The software module may be located in a mature storage medium in the art
such as a RAM, a flash memory, a ROM, a programmable ROM, an electrically
erasable programmable memory or a register. The storage medium is located in the
memory 540, and the processor 530 reads information in the memory 540 and
completes the content in the foregoing methods in combination with hardware of the

processor. To avoid repetition, details are not described herein again.

In a specific implementation, the receiving unit in the access network device 300
may be implemented by the input interface 510 in FIG. 6, and the determining unit in

the access network device 300 may be implemented by the processor 530 in FIG. 6.

As shown in FIG. 7, an implementation of this disclosure further provides a core
network device 600, and the core network device 600 may be the core network device
400 in FIG. 5, and may be configured to perform content of the core network device
corresponding to the method 200 in FIG. 3. The core network device 600 includes: an
input interface 610, an output interface 620, a processor 630, and a memory 640, and
the input interface 610, the output interface 620, the processor 630, and the memory 640
may be connected by a bus system. The memory 640 is configured to store a program,
an instruction or a code. The processor 630 is configured to execute the program, the
instruction or the code in the memory 640, so as to control the input interface 610 to
receive a signal, control the output interface 620 to send a signal, and complete

operations in the foregoing method embodiments.

Therefore, the core network device provided in this embodiment of this disclosure
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determines whether to perform security processing on to-be-processed data by
providing auxiliary information for the access network device, which is conducive to

improving the performance of data transmission.

It should be understood that, in this embodiment of this disclosure, the processor
630 may be a CPU, and the processor 630 may be another general-purpose processor, a
digital signal processor, an application-specific integrated circuit, a field programmable
gate array, or another programmable logical device, discrete gate or transistor logical
device, or discrete hardware component or the like. The general-purpose processor may

be a microprocessor, or the processor may be any conventional processor or the like.

The memory 640 may include a ROM and a RAM, and provide an instruction and
data to the processor 630. A part of the memory 640 may further include a non-volatile

RAM. For example, the memory 640 may further store information about a device type.

In an implementation process, each piece of content of the foregoing methods may
be implemented by a hardware-integrated logic circuit in the processor 630 or by an
instruction in a software form. The content of the method disclosed with reference to the
embodiments of this disclosure may be directly performed by a hardware processor, or
may be performed by using a combination of hardware and a software module in the
processor. The software module may be located in a mature storage medium in the art
such as a RAM, a flash memory, a ROM, a programmable ROM, an electrically
erasable programmable memory or a register. The storage medium is located in the
memory 640, and the processor 630 reads information in the memory 640 and
completes the content in the foregoing methods in combination with hardware of the

processor. To avoid repetition, details are not described herein again.

In a specific implementation, the sending unit in the core network device 400 may
be implemented by the output interface 620 in FIG. 7. The determining unit in the core

network device 400 may be implemented by the processor 630 in FIG. 7.

FIG. 8 is a schematic structural diagram of a chip according to an implementation
of this disclosure. A chip 700 shown in FIG. 8 includes a processor 710. The processor
710 may invoke a computer program from a memory and run the computer program, to

implement the method in this embodiment of this disclosure.

Optionally, as shown in FIG. 8, the chip 700 may further include a memory 720.
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The processor 710 may invoke the computer program from the memory 720 and run the
computer program, to implement the method in this embodiment of this disclosure.

The memory 720 may be a component independent of the processor 710, or may be

integrated into the processor 710.

Optionally, the chip 700 may further include an input interface 730. The processor
710 may control the input interface 730 to communicate with another device or chip,

and specifically, may obtain information or data sent by another device or chip.

Optionally, the chip 700 may further include an output interface 740. The processor
710 may control the output interface 740 to communicate with another device or chip,
and specifically, may output information or data to another device or chip.

Optionally, the chip may be applied to the access network device in the
embodiments of this disclosure, and the chip may implement corresponding procedures
implemented by the access network device in various methods in the embodiments of
this disclosure. For brevity, details are not described herein again.

Optionally, the chip may be applied to the core network device in the embodiments
of this disclosure, and the chip may implement corresponding procedures implemented
by the core network device in various methods in the embodiments of this disclosure.
For brevity, details are not described herein again.

It should be noted that, the chip mentioned in this embodiment of this disclosure
may also be referred to as a system-level chip, a system chip, a chip system, a system on

chip or the like.

FIG. 9 is a schematic block diagram of a communications system 800 according to
an implementation of this disclosure. As shown in FIG. 9, the communications system
800 includes a terminal device 810 or a core network device 810 and an access network
device 820.

The core network device 810 is applicable to implement corresponding functions
implemented by the core network device in the foregoing methods, and the access
network device 820 is applicable to implement corresponding functions implemented by
the access network device in the foregoing methods. For brevity, details are not

described herein again.

30



10

15

20

25

30

An embodiment of this disclosure further provides a computer-readable storage

medium, which is configured to store a computer program.

Optionally, the computer-readable storage medium may be applied to the access
network device in the embodiments of this disclosure, where the computer program
enables a computer to implement corresponding procedures implemented by the access
network device in various methods in the embodiments of this disclosure. For brevity,

details are not described herein again.

Optionally, the computer-readable storage medium may be applied to the core
network device in the embodiments of this disclosure, where the computer program
enables a computer to implement corresponding procedures implemented by a mobile
terminal/the core network device in various methods in the embodiments of this

disclosure. For brevity, details are not described herein again.

An embodiment of this disclosure further provides a computer program product,

which includes a computer program instruction.

Optionally, the computer program product may be applied to the access network
device in the embodiments of this disclosure, and the computer program instruction
enables a computer to implement corresponding procedures implemented by the access
network device in various methods in the embodiments of this disclosure. For brevity,

details are not described herein again.

Optionally, the computer program product may be applied to the core network
device in the embodiments of this disclosure, and the computer program instruction
enables a computer to implement corresponding procedures implemented by a mobile
terminal/the core network device in various methods in the embodiments of this

disclosure. For brevity, details are not described herein again.
An embodiment of this disclosure further provides a computer program.

Optionally, the computer program may be applied to the access network device in
the embodiments of this disclosure, and when the computer program is run on a
computer, the computer is enabled to implement corresponding procedures
implemented by the access network device in various methods in the embodiments of

this disclosure. For brevity, details are not described herein again.
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Optionally, the computer program may be applied to the core network device in the
embodiments of this disclosure, and when the computer program is run on a computer,
the computer is enabled to implement corresponding procedures implemented by the
core network device in various methods in the embodiments of this disclosure. For

brevity, details are not described herein again.

A person of ordinary skill in the art may notice that the exemplary units and
algorithm steps described with reference to the embodiments disclosed in this
specification may be implemented in electronic hardware or a combination of computer
software and electronic hardware. Whether the functions are executed in a mode of
hardware or software depends on particular applications and design constraint
conditions of the technical solutions. A person skilled in the art may use different
methods to implement the described functions for each particular application, but it
should not be considered that the implementation goes beyond the scope of this

disclosure.

A person skilled in the art may clearly understand that, for simple and clear
description, for specific work processes of the foregoing described system, apparatus,
and unit, reference may be made to corresponding process in the foregoing method
embodiments, and details are not described herein again.

In the several embodiments provided in this disclosure, it should be understood that
the disclosed system, apparatus, and method may be implemented in other manners. For
example, the described apparatus embodiments are merely schematic. For example, the
unit division is merely logical function division and may be other division in actual
implementation. For example, a plurality of units or components may be combined or
integrated into another system, or some features may be ignored or not performed. In
addition, the displayed or discussed mutual couplings or direct couplings or
communication connections may be implemented by using some interfaces. The indirect
couplings or communication connections between the apparatuses or units may be

implemented in electronic, mechanical, or other forms.

The units described as separate parts may or may not be physically separate, and
parts displayed as units may or may not be physical units, may be located in one
position, or may be distributed on a plurality of network units. Some or all of the units
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may be selected according to actual requirements to achieve the objectives of the
solutions of the embodiments.

In addition, functional units in the embodiments of this disclosure may be
integrated into one processing unit, or each of the units may exist alone physically, or

two or more units are integrated into one unit.

When the functions are implemented in the form of a software functional module
and sold or used as an independent product, the functions may be stored in a
computer-readable storage medium. Based on such an understanding, the technical
solutions of this disclosure essentially, or the part contributing to the prior art, or part of
the technical solutions may be implemented in the form of a software product. A
computer software product is stored in the storage medium, and includes several
instructions for instructing a computer device (which may be a personal computer, a
server, a network device or the like) to perform all or a part of the steps of the
embodiments of this disclosure. The foregoing storage medium includes: any medium
that may store program code, such as a Universal Serial Bus (USB) flash drive, a

removable hard disk, a ROM, a RAM, a magnetic disk or an optical disc.

The foregoing descriptions are merely specific implementations of this disclosure,
but are not intended to limit the protection scope of this disclosure. Any variation or
replacement readily figured out by a person skilled in the art within the technical scope
disclosed in this disclosure shall fall within the protection scope of this disclosure.
Therefore, the protection scope of this disclosure shall be subject to the protection scope
of the claims.
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What is claimed is:

1. A data processing method, comprising:

receiving, by an access network device, first information sent by a core network

device or a terminal device; and

determining, by the access network device according to the first information,

whether to perform security processing on to-be-processed data.

2. The method according to claim 1, wherein the receiving, by an access network

device, first information sent by a core network device or a terminal device comprises:

receiving, by the access network device, the first information sent by the core
network device, wherein the first information is used for indicating one type of the
following information: security processing is required to be performed on the
to-be-processed data, security processing is not needed to be performed on the
to-be-processed data, and a recommendation of performing security processing on the

to-be-processed data.

3. The method according to claim 1 or 2, wherein the first information comprises
information used for the terminal device to perform uplink processing and/or

information used for the terminal device to perform downlink processing.

4. The method according to claim 2, wherein the determining, by the access
network device according to the first information, whether to perform security

processing on to-be-processed data comprises:

when the first information indicates a recommendation of performing security
processing on the to-be-processed data, determining, by the access network device
according to subscription information of the terminal device and/or capability
information of the terminal device, whether to perform security processing on the

to-be-processed data.

5. The method according to claim 3, wherein if the to-be-processed data is uplink
data, the first information comprises the information used for the terminal device to

perform uplink processing, and the determining, by the access network device according
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to the first information, whether to perform security processing on to-be-processed data

comprises:

when the first information indicates a recommendation of performing security
processing on the uplink data, determining, by the access network device according to
subscription information used for the terminal device to perform uplink processing
and/or capability information used for the terminal device to perform uplink processing,

whether to perform security processing on the uplink data.

6. The method according to claim 3, wherein if the to-be-processed data is
downlink data, the first information comprises the information used for the terminal
device to perform downlink processing, and the determining, by the access network
device according to the first information, whether to perform security processing on

to-be-processed data comprises:

when the first information indicates a recommendation of performing security
processing on the downlink data, determining, by the access network device according
to subscription information used for the terminal device to perform downlink processing
and/or capability information used for the terminal device to perform downlink

processing, whether to perform security processing on the downlink data.

7. The method according to claim 4, wherein the determining, by the access
network device according to capability information of the terminal device, whether to

perform security processing on the to-be-processed data comprises:

determining, by the access network device according to a maximum data rate that
can be supported by the terminal device to perform security processing, whether to

perform security processing on the to-be-processed data.

8. The method according to claim 5, wherein the determining, by the access
network device according to capability information used for the terminal device to
perform uplink processing, whether to perform security processing on the uplink data

comprises:

determining, by the access network device according to a maximum data rate that
can be supported by the terminal device to perform uplink security processing, whether

to perform security processing on the uplink data.

35



10

15

20

25

30

9. The method according to claim 6, wherein the determining, by the access
network device according to capability information used for the terminal device to
perform downlink processing, whether to perform security processing on the downlink

data comprises:

determining, by the access network device according to a maximum data rate that
can be supported by the terminal device to perform downlink security processing,

whether to perform security processing on the downlink data.

10. The method according to claim 7, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the

to-be-processed data comprises:

determining, by the access network device, to perform security processing on the
to-be-processed data in a first quality of service (QoS), a first protocol data unit (PDU)
session or a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU
session or a data rate of the first bearer is less than or equal to the maximum data rate;

or

determining, by the access network device, to perform security processing on the
to-be-processed data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or

equal to the maximum data rate.

11. The method according to claim 8, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform uplink security processing, whether to perform security processing on

the uplink data comprises:

determining, by the access network device, to perform security processing on the
uplink data in a first quality of service (QoS), a first protocol data unit (PDU) session or
a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU session or
a data rate of the first bearer is less than or equal to the maximum data rate that can be

supported by the terminal device to perform uplink security processing; or
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determining, by the access network device, to perform security processing on the
uplink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of bearers,
wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the plurality
of PDU sessions or a sum of data rates of the plurality of bearers is less than or equal to
the maximum data rate that can be supported by the terminal device to perform uplink

security processing.

12. The method according to claim 9, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform downlink security processing, whether to perform security processing
on the downlink data comprises:

determining, by the access network device, to perform security processing on the
downlink data in a first quality of service (QoS), a first protocol data unit (PDU) session
or a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU session
or a data rate of the first bearer is less than or equal to the maximum data rate that can

be supported by the terminal device to perform downlink security processing; or

determining, by the access network device, to perform security processing on the
downlink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or
equal to the maximum data rate that can be supported by the terminal device to perform

downlink security processing.

13. The method according to claim 7, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the

to-be-processed data comprises:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate, determining, by the access network device, to perform security

processing on the to-be-processed data.

14. The method according to claim 8, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal

device to perform uplink security processing, whether to perform security processing on
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the uplink data comprises:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate that can be supported by the terminal device to perform uplink
security processing, determining, by the access network device, to perform security

processing on the uplink data.

15. The method according to claim 9, wherein the determining, by the access
network device according to a maximum data rate that can be supported by the terminal
device to perform downlink security processing, whether to perform security processing

on the downlink data comprises:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate that can be supported by the terminal device to perform downlink
security processing, determining, by the access network device, to perform security

processing on the downlink data.

16. The method according to any one of claims 4 to 15, wherein the subscription
information of the terminal device and/or the capability information of the terminal

device are/is provided by the core network device or the terminal device.

17. The method according to claim 1, wherein the first information is used for
indicating subscription information of the terminal device and/or capability information

of the terminal device.
18. A data processing method, comprising:

sending, by a core network device, first information to an access network device,
wherein the first information is used for the access network device to determine whether

to perform security processing on to-be-processed data.

19. The method according to claim 18, wherein the first information is used for
indicating one type of the following information: security processing is required to be
performed on the to-be-processed data, security processing is not needed to be
performed on the to-be-processed data, and a recommendation of performing security

processing on the to-be-processed data.

20. The method according to claim 18 or 19, wherein the first information

comprises information used for a terminal device to perform uplink processing and/or
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information used for the terminal device to perform downlink processing.
21. The method according to claim 19, wherein the method further comprises:

determining, by the core network device according to subscription information of
the terminal device and/or capability information of the terminal device, whether to

perform security processing on the to-be-processed data.

22. The method according to claim 20, wherein if the to-be-processed data is
uplink data, the first information comprises information used for the terminal device to
perform uplink processing, and the core network device determines, according to the
first information, whether to perform security processing on to-be-processed data,

comprising:

when the first information indicates a recommendation of performing security
processing on the uplink data, determining, by the core network device according to
subscription information used for the terminal device to perform uplink processing
and/or capability information used for the terminal device to perform uplink processing,

whether to perform security processing on the uplink data.

23. The method according to claim 20, wherein if the to-be-processed data is
downlink data, the first information comprises the information used for the terminal
device to perform downlink processing, and the core network device determines,
according to the first information, whether to perform security processing on

to-be-processed data, comprising:

when the first information indicates a recommendation of performing security
processing on the downlink data, determining, by the core network device according to
subscription information used for the terminal device to perform downlink processing
and/or capability information used for the terminal device to perform downlink

processing, whether to perform security processing on the downlink data.

24. The method according to claim 21, wherein the determining, by the core
network device according to capability information of the terminal device, whether to

perform security processing on the to-be-processed data comprises:

determining, by the core network device according to a maximum data rate that

can be supported by the terminal device to perform security processing, whether to
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perform security processing on the to-be-processed data.

25. The method according to claim 22, wherein the determining, by the core
network device according to capability information used for the terminal device to
perform uplink processing, whether to perform security processing on the uplink data

comprises:

determining, by the core network device according to a maximum data rate that
can be supported by the terminal device to perform uplink security processing, whether

to perform security processing on the uplink data.

26. The method according to claim 23, wherein the determining, by the core
network device according to capability information used for the terminal device to
perform downlink processing, whether to perform security processing on the downlink

data comprises:

determining, by the core network device according to a maximum data rate that
can be supported by the terminal device to perform downlink security processing,

whether to perform security processing on the downlink data.

27. The method according to claim 24, wherein the determining, by the core
network device according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the

to-be-processed data comprises:

determining, by the core network device, to perform security processing on the
to-be-processed data in a first quality of service (QoS), a first protocol data unit (PDU)
session or a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU
session or a data rate of the first bearer is less than or equal to the maximum data rate;

or

determining, by the core network device, to perform security processing on the
to-be-processed data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or

equal to the maximum data rate.

28. The method according to claim 25, wherein the determining, by the core
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network device according to a maximum data rate that can be supported by the terminal
device to perform uplink security processing, whether to perform security processing on

the uplink data comprises:

determining, by the core network device, to perform security processing on the
uplink data in a first quality of service (QoS), a first protocol data unit (PDU) session or
a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU session or
a data rate of the first bearer is less than or equal to the maximum data rate that can be

supported by the terminal device to perform uplink security processing; or

determining, by the core network device, to perform security processing on the
uplink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of bearers,
wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the plurality
of PDU sessions or a sum of data rates of the plurality of bearers is less than or equal to
the maximum data rate that can be supported by the terminal device to perform uplink

security processing.

29. The method according to claim 26, wherein the determining, by the core
network device according to a maximum data rate that can be supported by the terminal
device to perform downlink security processing, whether to perform security processing
on the downlink data comprises:

determining, by the core network device, to perform security processing on the
downlink data in a first quality of service (QoS), a first protocol data unit (PDU) session
or a first bearer, wherein a data rate of the first QoS, a data rate of the first PDU session
or a data rate of the first bearer is less than or equal to the maximum data rate that can

be supported by the terminal device to perform downlink security processing; or

determining, by the core network device, to perform security processing on the
downlink data in a plurality of QoSs, a plurality of PDU sessions or a plurality of
bearers, wherein a sum of data rates of the plurality of QoSs, a sum of data rates of the
plurality of PDU sessions or a sum of data rates of the plurality of bearers is less than or
equal to the maximum data rate that can be supported by the terminal device to perform

downlink security processing.

30. The method according to claim 18, wherein the first information is used for
indicating subscription information of the terminal device and/or capability information
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of the terminal device.
31. An access network device, wherein the access network device comprises:

a receiving unit, configured to receive first information sent by a core network

device or a terminal device; and

a determining unit, configured to determine, according to the first information,

whether to perform security processing on to-be-processed data.

32. The access network device according to claim 31, wherein the receiving unit is

specifically configured to:

receive the first information sent by the core network device, wherein the first
information is used for indicating one type of the following information: security
processing is required to be performed on the to-be-processed data, security processing
is not needed to be performed on the to-be-processed data, and a recommendation of

performing security processing on the to-be-processed data.

33. The access network device according to claim 31 or 32, wherein the first
information comprises information used for the terminal device to perform uplink
processing and/or information used for the terminal device to perform downlink

processing.

34. The access network device according to claim 32, wherein the determining unit

is specifically configured to:

when the first information indicates a recommendation of performing security
processing on the to-be-processed data, determine, according to subscription
information of the terminal device and/or capability information of the terminal device,

whether to perform security processing on the to-be-processed data.

35. The access network device according to claim 33, wherein if the
to-be-processed data is uplink data, the first information comprises the information used
for the terminal device to perform uplink processing, and the determining unit is

specifically configured to:

when the first information indicates a recommendation of performing security

processing on the uplink data, determine, according to subscription information used for
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the terminal device to perform uplink processing and/or capability information used for
the terminal device to perform uplink processing, whether to perform security

processing on the uplink data.

36. The access network device according to claim 33, wherein if the
to-be-processed data is downlink data, the first information comprises the information
used for the terminal device to perform downlink processing, and the determining unit

is specifically configured to:

when the first information indicates a recommendation of performing security
processing on the downlink data, determine, according to subscription information used
for the terminal device to perform downlink processing and/or capability information
used for the terminal device to perform downlink processing, whether to perform

security processing on the downlink data.

37. The access network device according to claim 34, wherein the determining unit
is specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the

to-be-processed data.

38. The access network device according to claim 35, wherein the determining unit

is specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform uplink security processing, whether to perform security processing on
the uplink data.

39. The access network device according to claim 36, wherein the determining unit

is specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform downlink security processing, whether to perform security processing

on the downlink data.

40. The access network device according to claim 37, wherein the determining unit

is specifically configured to:
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determine to perform security processing on the to-be-processed data in a first
quality of service (QoS), a first protocol data unit (PDU) session or a first bearer,
wherein a data rate of the first QoS, a data rate of the first PDU session or a data rate of

the first bearer is less than or equal to the maximum data rate; or

determine to perform security processing on the to-be-processed data in a plurality
of QoSs, a plurality of PDU sessions or a plurality of bearers, wherein a sum of data
rates of the plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a
sum of data rates of the plurality of bearers is less than or equal to the maximum data

rate.

41. The access network device according to claim 38, wherein the determining unit

is specifically configured to:

determine to perform security processing on the uplink data in a first quality of
service (QoS), a first protocol data unit (PDU) session or a first bearer, wherein a data
rate of the first QoS, a data rate of the first PDU session or a data rate of the first bearer
is less than or equal to the maximum data rate that can be supported by the terminal

device to perform uplink security processing; or

determine to perform security processing on the uplink data in a plurality of QoSs,
a plurality of PDU sessions or a plurality of bearers, wherein a sum of data rates of the
plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of data
rates of the plurality of bearers is less than or equal to the maximum data rate that can

be supported by the terminal device to perform uplink security processing.

42. The access network device according to claim 39, wherein the determining unit

is specifically configured to:

determine to perform security processing on the downlink data in a first quality of
service (QoS), a first protocol data unit (PDU) session or a first bearer, wherein a data
rate of the first QoS, a data rate of the first PDU session or a data rate of the first bearer
is less than or equal to the maximum data rate that can be supported by the terminal

device to perform downlink security processing; or

determine to perform security processing on the downlink data in a plurality of

QoSs, a plurality of PDU sessions or a plurality of bearers, wherein a sum of data rates
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of the plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of
data rates of the plurality of bearers is less than or equal to the maximum data rate that

can be supported by the terminal device to perform downlink security processing.

43. The access network device according to claim 37, wherein the determining unit

is specifically configured to:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate, determine to perform security processing on the to-be-processed
data.

44. The access network device according to claim 38, wherein the determining unit
is specifically configured to:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate that can be supported by the terminal device to perform uplink

security processing, determine to perform security processing on the uplink data.

45. The access network device according to claim 39, wherein the determining unit

is specifically configured to:

when a data rate assessed by the access network device is less than or equal to the
maximum data rate that can be supported by the terminal device to perform downlink

security processing, determine to perform security processing on the downlink data.

46. The access network device according to any one of claims 34 to 45, wherein
the subscription information of the terminal device and/or the capability information of

the terminal device are/is provided by the core network device or the terminal device.

47. The access network device according to claim 31, wherein the first information
is used for indicating subscription information of the terminal device and/or capability

information of the terminal device.
48. A core network device, wherein the core network device comprises:

a sending unit, configured to send first information to an access network device,
wherein the first information is used for the access network device to determine whether

to perform security processing on to-be-processed data.

49. The core network device according to claim 48, wherein the first information is
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used for indicating one type of the following information: security processing is
required to be performed on the to-be-processed data, security processing is not needed
to be performed on the to-be-processed data, and a recommendation of performing

security processing on the to-be-processed data.

50. The core network device according to claim 48 or 49, wherein the first
information comprises information used for a terminal device to perform uplink
processing and/or information used for the terminal device to perform downlink

processing.

51. The core network device according to claim 49, wherein the core network

device further comprises:

a determining unit, configured to determine, according to subscription information
of the terminal device and/or capability information of the terminal device, whether to

perform security processing on the to-be-processed data.

52. The core network device according to claim 50, wherein if the to-be-processed
data is uplink data, the first information comprises information used for the terminal

device to perform uplink processing, and the core network device further comprises:

a determining unit, configured to: when the first information indicates a
recommendation of performing security processing on the uplink data, determine,
according to subscription information used for the terminal device to perform uplink
processing and/or capability information used for the terminal device to perform uplink

processing, whether to perform security processing on the uplink data.

53. The core network device according to claim 50, wherein if the to-be-processed
data is downlink data, the first information comprises the information used for the
terminal device to perform downlink processing, and the core network device further

comprises:

a determining unit, configured to: when the first information indicates a
recommendation of performing security processing on the downlink data, determine,
according to subscription information used for the terminal device to perform downlink
processing and/or capability information used for the terminal device to perform

downlink processing, whether to perform security processing on the downlink data.
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54. The core network device according to claim 51, wherein the determining unit is
specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform security processing, whether to perform security processing on the

to-be-processed data.

55. The core network device according to claim 52, wherein the determining unit is

specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform uplink security processing, whether to perform security processing on
the uplink data.

56. The core network device according to claim 53, wherein the determining unit is

specifically configured to:

determine, according to a maximum data rate that can be supported by the terminal
device to perform downlink security processing, whether to perform security processing

on the downlink data.

57. The core network device according to claim 54, wherein the determining unit is

specifically configured to:

perform security processing on the to-be-processed data in a first quality of service
(QoS), a first protocol data unit (PDU) session or a first bearer, wherein a data rate of
the first QoS, a data rate of the first PDU session or a data rate of the first bearer is less

than or equal to the maximum data rate; or

perform security processing on the to-be-processed data in a plurality of QoSs, a
plurality of PDU sessions or a plurality of bearers, wherein a sum of data rates of the
plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of data

rates of the plurality of bearers is less than or equal to the maximum data rate.

58. The core network device according to claim 55, wherein the determining unit is

specifically configured to:

determine to perform security processing on the uplink data in a first quality of

service (QoS), a first protocol data unit (PDU) session or a first bearer, wherein a data
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rate of the first QoS, a data rate of the first PDU session or a data rate of the first bearer
is less than or equal to the maximum data rate that can be supported by the terminal

device to perform uplink security processing; or

determine to perform security processing on the uplink data in a plurality of QoSs,
a plurality of PDU sessions or a plurality of bearers, wherein a sum of data rates of the
plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of data
rates of the plurality of bearers is less than or equal to the maximum data rate that can

be supported by the terminal device to perform uplink security processing.

59. The core network device according to claim 56, wherein the determining unit is

specifically configured to:

determine to perform security processing on the downlink data in a first quality of
service (QoS), a first protocol data unit (PDU) session or a first bearer, wherein a data
rate of the first QoS, a data rate of the first PDU session or a data rate of the first bearer
is less than or equal to the maximum data rate that can be supported by the terminal

device to perform downlink security processing; or

determine to perform security processing on the downlink data in a plurality of
QoSs, a plurality of PDU sessions or a plurality of bearers, wherein a sum of data rates
of the plurality of QoSs, a sum of data rates of the plurality of PDU sessions or a sum of
data rates of the plurality of bearers is less than or equal to the maximum data rate that

can be supported by the terminal device to perform downlink security processing.

60. The core network device according to claim 48, wherein the first information is
used for indicating subscription information of the terminal device and/or capability

information of the terminal device.

61. An access network device, comprising: a processor and a memory, wherein the
memory is configured to store a computer program, and the processor is configured to
invoke and run the computer program stored in the memory, to perform the method

according to any one of claims 1 to 10.

62. A core network device, comprising: a processor and a memory, wherein the
memory is configured to store a computer program, and the processor is configured to

invoke and run the computer program stored in the memory, to perform the method
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according to any one of claims 11 to 20.

63. A chip, comprising: a processor, configured to invoke and run a computer
program from a memory, to enable a device having the chip installed therein to perform

the method according to any one of claims 1 to 17.

64. A chip, comprising: a processor, configured to invoke and run a computer
program from a memory, to enable a device having the chip installed therein to perform

the method according to any one of claims 18 to 30.

65. A computer-readable storage medium, configured to store a computer program,
wherein the computer program enables a computer to perform the method according to
any one of claims 1 to 17.

66. A computer-readable storage medium, configured to store a computer program,
wherein the computer program enables a computer to perform the method according to

any one of claims 18 to 30.

67. A computer program product, comprising a computer program instruction,
wherein the computer program instruction enables a computer to perform the method

according to any one of claims 1 to 17.

68. A computer program product, comprising a computer program instruction,
wherein the computer program instruction enables a computer to perform the method

according to any one of claims 18 to 30.

69. A computer program, wherein the computer program enables a computer to

perform the method according to any one of claims 1 to 17.

70. A computer program, wherein the computer program enables a computer to

perform the method according to any one of claims 18 to 30.
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