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STEP 1

AFTER THE ROUTER 103 IS POWERED ON, TURN ON A
NETWORK CONFIGURATION HOTSPOT, AND SET THE NETWORK
CONFIGURATION HOTSPOT AS A HIDDEN HOTSPOT

STEP 2

AFTER THE APPARATUS 101 IS POWERED ON, CONNECT TO
THE NETWORK CONFIGURATION HOTSPOT PROVIDED BY THE
ROUTER 103

N )

STEP 3
THE APPARATUS 101 SENDS A CONNECTION REQUEST TO A

CORRESPONDING SERVER 102 THROUGH THE NETWORK
CONFIGURATION HOTSPOT TO ESTABLISH A SECURE
CONNECTION BETWEEN THE APPARATUS 101 AND THE SERVER
102

A~ )

STEP 4

-
THE ROUTER 103 INTERCEPTS THE CONNECTION REQUEST

SENT BY THE APPARATUS 101 TO THE CORRESPONDING
SERVER 102, AND DETERMINING WHETHER THE SERVER 102
CORRESPONDING TO THE CONNECTION REQUEST MEETS THE

PRESET CONDITION; AND IF THE SERVER 102 MEETS THE
PRESET CONDITION, SENDING THE CONNECTION REQUEST TO
Y THE SERVER 102

N, LU

STEP 5

THE SERVER 102 ESTABLISHES THE SECURE CONNECTION
WITH THE APPARATUS 101 BASED ON THE CONNECTION
REQUEST

STEP 6

THE APPARATUS 101 OBTAINS ITS OWN FIRST APPARATUS
INFORMATION, AND SENDING THE FIRST APPARATUS
INFORMATION AND THE NETWORK CONFIGURATION HOTSPOT
LIST TO THE SERVER 102 FOR STORAGE

FIG. 3

AV
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THE NETWORK CONFIGURATION APP104 INSTALLED IN THE TERMINAL

CONNECTS TO AN ONLINE HOTSPOT OF THE ROUTER, ESTABLISHING A

SECURE CONNECTION WITH THE SERVER 102, AND STARTS NETWORK
CONFIGURATION

THE NETWORK CONFIGURATION APP 104 DETERMINES A TARGET
NETWORK CONFIGURATION APPARATUS

-
THE NETWORK CONFIGURATION APP 104 GENERATES A NETWORK

CONFIGURATION REQUEST BASED ON THE FIRST APPARATUS
INFORMATION OF THE TARGET NETWORK CONFIGURATION APPARATUS
AND THE HOTSPOT INFORMATION OF THE CURRENTLY CONNECTED
ONLINE HOTSPOT, AND SENDING THE NETWORK CONFIGURATION
REQUEST TO THE SERVER 102

g

.

-

J

THE SERVER 102 SERIALIZES ALL THE RECEIVED NETWORK
CONFIGURATION REQUESTS FOR THE SAME APPARATUS; PROCESSES
THE NETWORK CONFIGURATION REQUESTS FOR THE SAME APPARATUS
ONE BY ONE ACCORDING TO THE PRESET PROCESSING SEQUENCE;
DURING PROCESSING, IF A CERTAIN NETWORK CONFIGURATION
REQUEST IS APPROVED, WITHIN THE PRESET DURATION FOR
PROCESSING THE NETWORK CONFIGURATION REQUEST, TEMPORARILY
STORES OR REJECTS OTHER NETWORK CONFIGURATION REQUESTS
FOR THE SAME APPARATUS UNTIL THE APPROVED NETWORK

STEP 7

=

STEP 8

RN

STEP 9

~

STEP 10

\

\_ CONFIGURATION REQUEST IS PROCESSED OR TIMED OUT

.

THE SERVER 102 GENERATES A HOTSPOT SWITCHING COMMAND
BASED ON THE CURRENTLY PROCESSED NETWORK CONFIGURATION
REQUEST, AND SENDS THE HOTSPOT SWITCHING COMMAND TO THE

CORRESPONDING APPARATUS 101

WHEN DETERMINING THAT THE DESIGNATED NETWORK
CONFIGURATION CONDITION IS MET AT THE CURRENT TIME, THE
APPARATUS 101 CONNECTS TO THE ONLINE HOTSPOT BASED ON THE
HOTSPOT SWITCHING COMMAND

FIG. 4

-

STEP 11

STEP 12

=
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STEP 13
THE APPARATUS 101 ESTABLISHES A SECURE CONNECTION
WITH THE SERVER BASED ON THE ONLINE HOTSPOT, AND
SENDS SECOND APPARATUS INFORMATION TO THE SERVER
STEP 14

LOCALLY ANNOUNCE THE SECOND APPARATUS INFORMATION /
TO THE OUTSIDE

e N
AFTER RECEIVING THE SECOND APPARATUS INFORMATION, STEP 15
THE NETWORK CONFIGURATION APP 104 DETERMINES THAT

THE NETWORK CONFIGURATION OF THE APPARATUS IS /
SUCCESSFUL BASED ON THE SECOND APPARATUS
INFORMATION, GENERATES NETWORK CONFIGURATION
SUCCESS INFORMATION, AND DISPLAYS THE NETWORK
CONFIGURATION SUCCESS INFORMATION

STEP 16

GENERATE A BINDING REQUEST BASED ON THE SECOND
APPARATUS INFORMATION; SEND THE BINDING REQUEST TO
THE SERVER, AND RECEIVE A BINDING RESULT RETURNED BY
THE SERVER BASED ON THE BINDING REQUEST

FIG. 5



6/14

601

CONNECT TO A NETWORK CONFIGURATION HOTSPOT PROVIDED BY
A ROUTER

{ SEND FIRST APPARATUS INFORMATION OF THE APPARATUS TO A

602

SERVER THROUGH THE NETWORK CONFIGURATION HOTSPOT

603

RECEIVE A HOTSPOT SWITCHING COMMAND SENT BY THE SERVER
ACCORDING TO THE FIRST APPARATUS INFORMATION, WHEREIN THE
HOTSPOT SWITCHING COMMAND INCLUDES HOTSPOT INFORMATION

OF AN ONLINE HOTSPOT

604

SWITCHING COMMAND WHEN A DESIGNATED NETWORK
CONFIGURATION CONDITION IS MET

U U U\

{ CONNECT TO THE ONLINE HOTSPOT BASED ON THE HOTSPOT

FIG. 6
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( )
701
DETERMINE A TARGET NETWORK CONFIGURATION APPARATUS,
WHERE THE TARGET NETWORK CONFIGURATION APPARATUS
CONNECTS TO A NETWORK CONFIGURATION HOTSPOT PROVIDED BY
A ROUTER IN ADVANCE AND SENDS FIRST APPARATUS INFORMATION
OF THE TARGET NETWORK CONFIGURATION APPARATUS TO A
SERVER
. J
702
GENERATE A NETWORK CONFIGURATION REQUEST BASED ON THE
FIRST APPARATUS INFORMATION AND HOTSPOT INFORMATION OF A
CURRENTLY CONNECTED ONLINE HOTSPOT
703

SEND THE NETWORK CONFIGURATION REQUEST TO THE SERVER TO
REQUEST THE SERVER TO PERFORM NETWORK CONFIGURATION ON
THE APPARATUS ACCORDING TO THE HOTSPOT INFORMATION OF
THE ONLINE HOTSPOT

FIG. 7
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801
RECEIVE A NETWORK CONFIGURATION REQUEST SENT BY A
NETWORK CONFIGURATION APPLICATION, WHEREIN THE NETWORK
CONFIGURATION REQUEST INCLUDES HOTSPOT INFORMATION OF AN
ONLINE HOTSPOT
802
GENERATE A HOTSPOT SWITCHING COMMAND BASED ON THE
NETWORK CONFIGURATION REQUEST
( )

803

SEND THE HOTSPOT SWITCHING COMMAND TO AN APPARATUS
NEEDING NETWORK CONFIGURATION THROUGH A NETWORK
CONFIGURATION HOTSPOT, TO MAKE THE APPARATUS SWITCH A
HOTSPOT THAT THE APPARATUS CURRENTLY CONNECTS TO FROM
THE NETWORK CONFIGURATION HOTSPOT TO THE ONLINE HOTSPOT

. J

FIG. 8
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( )

WHEN DETECTING THAT THE APPARATUS IS
CONNECTED TO A NETWORK CONFIGURATION HOTSPOT
OF THE ROUTER, THE ROUTER INTERCEPTS THE
CONNECTION REQUEST SENT BY AN APPARATUS TO A
CORRESPONDING SERVER

. J

DETERMINE WHETHER A SERVER CORRESPONDING TO
THE CONNECTION REQUEST MEETS A PRESET
CONDITION

IF THE SERVER MEETS THE PRESET CONDITION,
SENDING THE CONNECTION REQUEST TO THE SERVER
TO MAKE THE SERVER ESTABLISH A SECURE
CONNECTION WITH THE APPARATUS AND PERFORM
NETWORK CONFIGURATION ON THE APPARATUS

FIG. 9
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1001
NETWORK CONFIGURATION HOTSPOT
CONNECTION MODULE
1002
N
FIRST APPARATUS INFORMATION SENDING FJ
MODULE
J
N 1003
HOTSPOT SWITCHING COMMAND RECEIVING FJ
MODULE
J
1004
[ HOTSPOT SWITCHING MODULE

FIG. 10
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TARGET NETWORK CONFIGURATION APPARATUS
DETERMINING MODULE

\§

NETWORK CONFIGURATION REQUEST GENERATING
MODULE

T

1

J

-

~

NETWORK CONFIGURATION REQUEST SENDING MODULE

.

T

J

FIG. 11

1101

1102

1103
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NETWORK CONFIGURATION REQUEST
RECEIVING MODULE

-

.

HOTSPOT SWITCHING COMMAND GENERATING

MODULE
J

-

~
HOTSPOT SWITCHING COMMAND SENDING

T

MODULE

FIG. 12

1201

1202

1203
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CONNECTION REQUEST
INTERCEPTION MODULE

J

DETERMINING MODULE

-

\

CONNECTION REQUEST SENDING

MODULE

(—J

T

J

FIG. 13

1301

1302

1303



14/14

vl ©Old

- oLyl
moEmENzr_wW_o;E (s)301A30
N 1Nd1NO/LNdN]
0% Yoyl -
(s)3oin3a 31NAOW vamonommroomn_
I9VHOLS/INAN TOYLINOD WILSAS
o0Vl
AYOW3IW WILSAS

ooi\L




