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(57) Abstract: Disclosed is a method for transitioning a remote station from 
400 

	

	a current serving network node having an enhanced security context to a 
new serving network node. In the method, the remote station provides at 
least one legacy key, and generates at least one session key based on an in- 

410 formation element associated with the enhanced security context. The re-
mote station forwards a first message having the information element to the 
new serving network node. The remote station receives a second message, 
from the new serving network node, having a response based on either the 

420 
legacy key or the session key. The remote station determines that the new 
serving network node does not support the enhanced security context if the 
response of the second message is based on the legacy key. Accordingly, the 
remote station protects communications based on the legacy key upon deter- 

430 mining that the enhanced security context is not supported. 
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(54) 
AN 

CO 	m, 

PROVIDING AT LEAST ONE LEGACY KEY 

GENERATING AT LEAST ONE SESSION KEY, IN 
ACCORDANCE WITH THE ENHANCED SECURITY 

CONTEXT, BASED ON AN INFORMATION ELEMENT 
ASSOCIATED WITH THE ENHANCED SECURITY 

CONTEXT 

1' 
FORWARDING A FIRST MESSAGE TO THE NEW SERVING 

NETWORK NODE, WHEREIN THE FIRST MESSAGE 
INCLUDES THE INFORMATION ELEMENT ASSOCIATED 

WITH THE ENHANCED SECURITY CONTEXT 

RECEIVING, IN RESPONSE TO THE FIRST MESSAGE, A 
SECOND MESSAGE FROM THE NEW SERVING NETWORK 

NODE, WHEREIN THE SECOND MESSAGE HAS A 
RESPONSE BASED ON EITHER THE AT LEAST ONE 
LEGACY KEY OR THE AT LEAST ONE SESSION KEY 

DETERMINING THAT THE NEW SERVICE NETWORK 
NODE DOES NOT SUPPORT THE ENHANCED SECURITY 

CONTEXT IF THE RESPONSE OF THE SECOND MESSAGE 
IS BASED ON THE LEGACY KEY 11 
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PROTECTING COMMUNICATIONS BASED ON THE 
LEGACY KEY UPON DETERMINING THAT THE NEW 

SERVING NETWORK NODE DOES NOT SUPPORT THE 
ENHANCED SECURITY CONTEXT 
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