3 August 2005 1 BIOVETRIC | MVOBI LI ZER FOR AUTOMOBI LES BAGHERIMMD OF THE
| NVENTI ON (a) Technical Field The present invention relates to bionetric

i mmobi lizer, and in particularly, an imobilizer enploying bionmetrics for
use in all kinds of autonpbiles. The bionetric inmobilizer integrates a
generic immobilizer systemto gather Mlith personal bionetric paraneters
for the protection and authorized access to immpbilization function of
aut onobi l es. (b) Description of the Prior Art An immbilizer is a control

unit protecting a WDB@ME@WQWN%H@R FOROUTOM@BH-ESSe or al | ows the

access of a notor vehlcle by the rightful owner. US Patent No. 5,675, 490
entitled " | nmobilizer QR@MND@FU'HHEtINHEIT\Hé@N Starting O A Mt or
Vehi cl e And Met hod For Operatl ng The Sane" issued to Anton Bachhuber on 7
Oct ober 1997 discloses an immbilizer including a test wunit, control

devi ces connected through a data line to the test unit, and at |east one
i gnition (apy MachnigabFieldansponder. When the ignition key is actuated, the
test wunit transmts a request signal through the data line to all of the

cont 1ol devi cehe pisbémintRRAAIHES tebRdid BBk AdlAParddieihy 1 cati on

codes which are conpared wth desired codes. The test unit prevent
starting ¥ Imm@bmroemmowr&blomata% forpuses by alid@ndmnbeutomoml@m rohe devi ces

reply wi c#?oﬁl@ﬁfc II'IITIIHS?IEI% ﬁ‘@é#rﬁﬁs ener-Ehfcr:m]ir}gn% n%}?st h%lrlwfﬂ"f the

control devices | cr| cont devices reply
wi t h t heipersahahtbibmettd qmaramelers\dod the rpmtm:tieneam cfutharizedr aoml . US

Patent No. 6,181,.02 titled " hicle I mobilizer System For Electronic
Engi ne Cd'ﬁ'md(h lzapgréﬁ.g@{l Ok/\?\"‘ior"éﬂﬁﬁﬁ?;rw d Treharne on 30 January 2001

(b)  Description of the Prior Art

An immobilizer is a control unit protecting a motor vehicle against
unauthorized use or allows the access of a motor vehicle by the rightful owner.
US Patent No. 5,675,490 entitled “ Immobilizer For Preventing Unauthorized
Starting Of A Motor Vehicle And Method For Operating The Same” issued to
Anton Bachhuber on 7 October 1997 discloses an immobilizer including a test
unit, control devices connected through a data line to the test unit, and at least
one ignition key having a transponder. When the ignition key is actuated, the test
unit transmits a request signal through the data line to all of the control devices,
which respond thereto by transmitting back identification codes which are
compared with desired codes. The test unit prevents starting of the motor if less
than a prescribed number of control devices reply with their identification code.
The test unit enables all of the control devices if at least the prescribed number of
control devices reply with their identification code word, in the event of
interrogation.

US Patent No. 6,181,026 entitted “ Vehicle Immobilizer System For
Electronic Engine Control” issued to William David Treharne on 30 January 2001

- discloses the monitoring engine conditions using various sensors to determine
- whether the immobilizer should be rearmed. The immobilizer disarms when an




di scl oses the nonitoring engine conditions using various3 8egusb280% o
determ ne whether the i mobilizer should be rearmed. The i mmbilizer

di sarns when an 3 August 2005 2 authorized security code is received from
a transponder during an attenpt to start the engine. The controller for
the engine inmmobilizer nonitors engine receiving sensors and switches to
the arnmed state if the engine-running sensors indicate that the engine is
not runni ng even though the ignition syitch has not been detected to have
been put in the position. None of the~disclosed patent relates to the
appl i cadiitRriRld SRy EbES itREeivedbrhld #8hspoHiRr GRRiKE M Stahpeid stdRRe Not
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vari ous ft nctiaon units. The present bionetric imobilization also has an
i nt er ndl' "BPPE"PH proprietary data protection protocol and procedure to

ensure al |l NdteooffetheodisviobBl Npateat Melkmey t6ttheagppheitios ehdiomeeidsband
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provide a bionetric I nmobilizer for autonmobiles, wherein the inmobilizer
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internal built in proprietary data protection protocol and procedure to ensure all
information within the memory storage being encrypted by personal biometrics
information generated key is also one of the key code technologies within the

biometric fingerprint authorization unit system.

SUMMARY OF THE INVENTION

Embodiments of the present invention seek to provide a biometric immabilizer
for automobiles, wherein the immobilizer is designed employing biometrics and
immobilizer technologies. In embodiments of the present invention, a secure
communication protocol is built within the biometric immobilizer for generation of
secure communication vector key for authorized access to various function units
installed in automobiles. In addition, internal built-in proprietary data protection
protocol and procedure fo ensure all information within the memory storage is

“encrypted by personal biometrics information "generated” key.
, According to one aspect of the present invention, there is provided a biometric
immobilizer for automobiles comprising: a bio-fingerprint authentication unit including
-an embedded fingerprint biometrics processing unit, a sensor capable of capturing
human fingerprint biometric pattern, and a flash memory able to store biometric data

and information, wherein




protocol and procedure to ensure all information wthin 8hAegud 200§ st orage
Is .encrypted by personal bionetrics information "generated" key. According
to one aspect of the present invention, there is provided a bionetric

i rmobi lizer for autonobiles conprising: a bio-fingerprint authentication
unit including an enbedded fingerprint bionetrics processing unit, a
sensor capable of capturing human fingerprint bionetric pattern, and a
flash nenory able to store bionetric ta and information, wherein 3
August 2005 3 the bio-fingerprint authentication unit is capable of

bi onet ithe s bivefinddrpditi ithaiticatdoneddigdis neapabld zef iomktrids! akerificatian)i aat i ng
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In an embodiment, the embedded immobilizer controller, in response to failure
to detect the authorized fingerprint within the detection period, may activate a first
warmning mechanism and instruct the bio-fingerprint authentication unit to detect for an
authorized fingerprint within a further detection period.

In another embodiment, the embedded immobilizer controller, in response to
failure to detect the authorized fingerprint within the further detection period, may
activate a second warning mechanism and instruct the bio-fingerprint authentication
unit to detect for an authorized fingerprint within another detection period.

In another embodiment, the embedded immobilizer controller, in response to
failure to detect the authorized fingerprint within the another detection period, may
mgmacmmmoﬁmeammedﬂwaMWmmm.

In another embodiment, the biometric immobilizer for automobiles may further
_comprises a proprietary data encryption scheme for safe keeping of biometric data and
information within the 'memory storage for commanding the embedded immobilizer
controller to operate.

In another embodiment, the biometric fingerprint authentication unit may have a
biometrics enrollment-time not more than 100 msec per user, and not more than 5
users are assigned for authority access right. |




failure to detect the authorized fingerprint within the Béughs2088t ecti on
period, may activate a second warning nmechani smand instruct the

bi o-fingerprint authentication wunit to detect for an authorized
fingerprint within another detection period. In another enbodi nent, the
enbedded i nmobi lizer controller, in response to failure to detect the

aut horized fingerprint within the another detection period, may instruct
cutting off the engine of the autonobile. In another enbodi ment, the

bi onetric inmmobilizer for autonobiles ﬁay further conprises a proprietary
data encrypiph oanghBe TBrbRUimakte HREPIHBoP! cOMAIRIS | Witslat %@F‘lgi_o-ﬁﬁﬁé?bﬁﬁt“ on

within the nenory storage for commandi ng the enbedded i mobilizer

“cont r olaushentisaipa unitemay rinelkde epacitive A ilactrictfield spasiag deyicesn geoptical
aut hentdetaht QRich e %%\ébtéat\éeca?)tur@ tﬂﬂﬁ%ﬁ 'ﬁﬁ@e@'ﬁhf’bio%’élhé ébﬁgmnOt more than
an nmo u ne

100 nsec per user, not e than ers are assi for authority
access ri ghtln @hotheyueibadibdentd tHenembedded imbainiizerndonttoiier sieibgnay dunther ned

wi t hin.the, bio-f.ingerprint ut henti.cation unit may include capacitive or
ol ect r iRAE & MIGRGQrHTOYEL syslem whicsh CpriuniCalis it e popetigingsrery
capt ur gutergicatibh@aitpri nt bionetric pattern. In another enbodi nent, the
~enbedded i muobilizer controller unit may further include a

m cro- cont r o &0t eaogiment, dBarkiametic ymmoabiizer Of hendlegye: aspagieMam nt
aut hentg Gl <95?'n;t5‘|’?§é suﬂ-@&ﬂﬁﬁgﬁfniﬁm@oﬂgg%y ént?ﬁ?cpdém?&thb iddfioRRidi. zer of
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t he above aspec er conprise sub“func units controlled by
enbedded autihemothart érohodimeant, Broaieomayr be shardd rmithin the catdefumatjionad whitsr ed
within the sub-fungtional uni.ts wth encryption for authentication. In
anot he! W%‘m ,ortaH@'%'ﬁgt'%cti onal units may include starter notor

control unitln argthér emisiimenNtheokub-functional units may include starter motor
control unit, ignition coil control.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing the biometric immobilizer for automobiles in

accordance with the present invention.

FIG. 2 is a schematic view showing the 12 sub-functional units which related to the

biometric immobilizer in accordance with the present invention.




BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a bl ock di ag? Angest@@Png t he

bi ometric immbilizer for autonobiles in accordance with the present
invention. FIG 2 is a schematic view showing the 12 sub-functional units
which related to the bionetric inmobilizer in accordance with the present
i nvention. 3 August 2005 5 FIG 3 is% flowhart show ng the functional
flows of bionetric fingerprint authentication process and secure conmand
set generation between the bionetric fingerprint authentication unit and

the enbedd&d 3 imadiawshagshowing e functionakfiews atbiemeltia fingereringr esent

I nventio : I Fﬁéﬂép | Jhe present

I nventi onna% lt@g&&?g@%ﬁ%ﬁ?gﬁaﬁ t '%%ﬁﬁéﬁﬁgg e a%t%%he drawi ngs whi ch
assi st i nbipiietri fingeirprint\aathentisatiorannit asd tfe ermbeddeddmmabilizer coakroiierdance
with a pr.ﬁf %rr%d errbqgitg%nt oftI he present invention, a bionetric

i mobi | i 28ACERYPECH MR BTaSER BTN 4 vehicle. The bionetric i nmobilizer
200 conprises a bionetric fingerprint authentication unit (BAU) 20 and an

enbedded DETARIED DESCRIPTIORIGRTHEEPREFERRAD EMBUDMENT G 1. The BAU 20
contai ns an enbedded fingerprint bionetrics processing unit 22 and a

fingerpri ; : Q- ot as a flash
menory 'V\mec'ﬂ%iegﬁgn%élro gg@"gg\lﬂeggﬁﬁéaﬂgﬁ géﬁagf)”ﬁ iancg%gmp%ﬁgiﬁpi c data and
i nf or mat idawingsavhi¢h asgiston illustrating varidss featuréseofdthe apmotionve or

el ectric-field sensing device or optical sensor or the like which is
capabl e of capturing or reading human fingerprint bionetric pattern. In

addi ti on,in aschrdBneadith at efel@d embsdivicfeof the grésenBMvedfion, & bishrtrid he
confirmati on of agbhent ication. In accaordance with the present invention,

bui | t - i n Bmaklizer 4P s arovidedrier Ysg inghvelielRe e biamaiiie ampblizerd®) and
i nf or mat icymhpRES aHAGRERR gkt bl eRRERIOh unit (BAU) 20 and an embedded

immobilizer controller (EIC) 30, as shown in FiG. 1.

The BAU 20 contains an embedded fingerprint biometrics processing unit 22 and
a fingerprint sensor 24, and a bio-data storage unit 26, such as a flash memory
which is a storage device capable of storing biometric data and information. The
fingerprint sensor 24 can be a capacitive or electric-field sensing device or optical
sensor or the like which is capable of capturing or reading human fingerprint
-biometric pattern. In addition, an LED indicator 28 is provided to the BAU 20 to
show the confirmation of authentication.

In accordance with the present invention, built-in proprietary data encryption
scheme for biometric data and information safe keeping within the memory
storage is also provided to the BAU 20 and the scheme is used for commanding
the EIC 30 to effectively operate in a predefined and/or described operation set
by the user.

The BAU 20 is also provided with a biometrics verification and system access
~ time (prescribed enrollment-time), preferably not exceeding 50 msec or any time
suitable for the operation of the immobilizer 200. Generally, the enrollment-time




storage is also provided to the BAU 20 and the schene i s3 Asgast2005
commanding the EIC 30 to effectively operate in a predefined and/ or

descri bed operation set by the user. The BAU 20 is also provided with a

bi onetrics verification and system access tine (prescribed
enrollment-tinme), preferably not excedding 50 nsec or any tine suitable
for the operation of the inmobilizer 200. CGenerally, the enrollnment-tine 3
August 2005 6 should not nore than 100 nsec per user, and |ess than 5
users ar eShailg pabmorethan 0P masea perusessandripgmthand ysess armassignedior 200.
However, | | e sens are variable
par anet er SR REE gt (M RBadr 2R, M UEGE PeectBEl®

manuf act uemnolment-tirae [andinunbren pf user@rare datiable pacamygtersowhichloamdef or dat a and

i nformati gn f.ekeepi ds, incorporated_into th AU 20. . 1.n agcordance
with the BPECEHE PRVSIRS B ine PRESBREM e & bullgReroRietvaR e em  whi ch
i s enpl oygskrystionstiemedat Qatal spriahioriation baRkENIhG b theoporated thig fitk
comunicate with the BAU 20 to performbionmetric fingerprint enrollnent, to
command aB8Ychmuni cate with the BAU 20 to perform fingerprint verification
operation, and to command and conmuni cate with the BAU 20 to perform bio-
dat a managenent system Referring again to FIG 1, a secure conmunication
pr ot ocol Inraceofdanee sthitke prasent wentian, theeERS 80 80a sniciohenttolier $4is@mB0 can
establi sh cure, co ni cation rotoco e | C 30 an U20to
ensur e noWI?]Fﬁisggmsggﬁmccf’B"FH@aﬁ o5efy V\p{grtgg%ﬁﬁﬁﬂgg%m@m P¥ccess to the
bi o- dat a stinehadicate wittethei BA 200 Pepfopt Dicmetric finGeidrinbemrolifirnBAY 20. The EIC
30 generates a secure comuni cation@l;\e%mbet ween the BAU 20 and the EI C 30,

and the fGRHATABHaBY cameninicte wih the ta peferREfngasprR verifigatiht r ol 1 i ng
and commegydiribr? hind tPbrhAlantandl cotfRunicate with the BAU 20 to perform bio-

data management system.

Referring again to FIG. 1, a secure communication protocol interface 32 is
provided to the EIC 30 so that the EIC 30 can establish a secure communication
protocol between EIC 30 and BAU 20 to ensure no iliegal access to the BAU 20
for any un-authorized access to the bio-data stored in the bio-data storage unit
26 within the BAU 20. The EIC 30 generates a secure communication key

- between the BAU 20 and the EIC 30, and the function of such secure
communication key is for the controlling and commanding of a plurality of sub-

_ functional operations within the access control of the EIC 30.

As mentioned earlier, the embedded secure communication protocol is a
proprietary communication structure between the BAU 20 and the EIC 30. This
communication structure establishes a secure data communication link between
the BAU 20 and the EIC 30 so as to prevent any illegal access to the bio-data

. storage unit 26 of the BAU 20. Generally the data communication link is based
on factory coded sequence spread with a master bio-fingerprint generated
random number. The master bio-fingerprint generated random number is
generated by a master bio-fingerprint enrollment.



functional operations within the access control of the BEBBu@et2085 nentioned
earlier, the enbedded secure communi cation protocol is a proprietary
conmruni cation structure between the BAU 20 and the EIC 30. This

conmuni cation structure establishes a secure data comuni cation |ink
between the BAU 20 and the EIC 30 soas to prevent any illegal access to
the bio-data storage unit 26 of the BAU 20. Cenerally the data

comuni cation link is based on factory coded sequence spread with a naster
bi o-fingerprint generated random nunber. The master bio-fingerprint

generat edrg TN A} 2 Qﬁ@?fcﬁ‘ﬁ&ﬁc Wnﬁ:&ﬂ%@t qu gf;] @é?r@ﬁ Weﬂ{ion

enrol | ment. 3 August 2005 _7Re erring to lometric
i mobi | i Zirtheogomaprisdsea plusalignof subriantiiomal uhils 8Acincludimgrstarter raoforural ity of

sub- funct I, LS | i starter notor, control .unit. 42 brake
avi tch uroqtibut e Sorde shlch Hilk 28, Bhtgh ey Bl %a, pUeh Sttt 38; , o100
46, dri vesiretiagrit 48)diriebhésordmargthemnddord dnit UEDL DX iy & Hazaainiugg,t 48,

| oop antenna unit 49, q%ower supply unit 50, cutoff valve unit 51, fuel punp
uni t 52, 9P ATENGA L4, BAVET SHPISHAL 50 <GSO ValveiUitS Tufiel BUBe it
control | esb bynifi it 9%, I%Mil' hi , | or Access
Right" to é(li:%hélgiw?%' @Hteggsagégfeu%\%]: ona ﬁ%g*lﬁétggr@%or@‘b ‘g%@ﬁy% ﬁg%,i ty access
command i ¥, RutheBAU28jesursaa Hdherity Key ariAdeess Right'stetadcasstd thral units 80
with encryptd on. f o entj [ n e _pr nt . tnvention, the starter
notor con rof}'lﬂ{z}hgﬂ%] Haﬁé’eﬁgb gs%@%oél%?%g%so@?ﬁrﬁﬂéd ésn%??l‘iecgnd hence t he
aut onobi |sequehar asd siored withinihe stb€urational uriis SO withencrgpticrnfobi | e notor is
only initiug%e U{I)on receiving a match conmand sequence fromthe EIC 30,
which in? 58Y¥bri zed by the BAU 20. The ignition coil control unit 53

activates the ignition of the engine of the autonobile. Such operation is

only initiated upon receiving a match conmand
In the present invention, the starter motor control unit 42 enables the operation of

the engine and hence the automobile motor starts to run. The operation of the
automobile motor is only initiated upon receiving a match command sequence
from the EIC 30, which in term authorized by the BAU 20.

The-ignition coil control unit 53 activates the ignition of the engine of the
automobile. Such operation is only initiated upon receiving a match command
sequence from the EIC 30, which in term authorized by the BAU 20.

The fuel pump control unit 52 provides fuel pump to the engine operation, and
such operation is only activated upon receiving a match command sequence
from EIC 30, which in term authorized by the BAU 20.

The cutoff vaive unit 51 is used to disable or shut down the valve operation within
the automobile. Such activity is only activated upon receiving a match command
- sequence from the EIC 30, which in term authorized by the BAU 20.

The power supply contro! unit 50 constantly provides power to the immobilizer
200 of the present invention. Such activity is only available or activated upon




sequence fromthe EIC 30, which in term authorized by th&ABgust2005 The fuel
punp control unit 52 provides fuel punp to the engine operation, and such
operation is only activated upon receiving a match command sequence from
ElI C 30, which in termauthorized by the BAU 20. The cutoff valve unit 51 is
used to disable or shut down the val vé operation within the autonobile.
Such activity is only activated upon receiving a nmatch command sequence
fromthe EIC 30, which in term authorjzed by the BAU 20. The ﬁ_ov_ver suppl y
control  URFEIVEY 2 B1ReeAMPapd seruercedsa the é'@ﬁ@- WhiebHn terpeauthotigedof ¢ he
present ipyv@BetBQD20Such activity is only available or activated upon 3
August 2005 8 receiving a match conmand sequence fromthe EIC 30, which in
termauthorized by the BAU 20. The | oop antenna unit 49 energizes a renote

receiver . system f or door, access.operation. Such
operati onfﬂv?\%OI?)PB %@%@3&\"@(%@% ,q_régp&recggrgﬁgrh%t@%pyvgip{ ?\geﬂﬁ? 30 is

gi ven, arsysteme farpivioatcesssi sheratidnor SuctcopayatidiewAé diddbled e hdrintlitap! ay and
buzzer control upit 48 ovi des feedback on arnmed and. unarnmed system and
such act iSFAUGNGH IrPMihe équﬁ(gﬂ‘fe@néﬂd the epriation is sghoreddy the nd
‘sequence dgomthe EIC, which in termauthorized by the BAU 20. The driver
door and ot her doors control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the inmobilizer 200,

1 Ther o T8 (RS MR Bich BB ni 8o et toedbathnnalfen Sy o

aut hor i zentabyed byst@AlJaR0 sucH betivityrvalh nobié fuaictioned if48eradé heangescl he siren
unit for any unauthorized agce or . inmperfect operation of autonobile.
Siren actCPO%E%/‘GaﬁqUGH&eif@m &2 WhiqhBiterT glthwrized by the BAU 20.

The driver door and other doors control unit 47 is used to sense the door opening
status, and hence activates the subsequent action in the immobilizer 200, such
asautomatic armed or unarmed. Such activity will not be functioned if there is no
match command sequence form EIC 30, which in term authorized by the BAU
20.

.The siren control unit 46 activates the siren unit for any unauthorized access or
imperfect operation of automobile. Siren activity will be activated if there is no
match command sequence from the EIC 30, which in term authorized by the
BAU 20.

~ The override switch unit 45 provides overriding function for non-biometric access.
(give example of non-biometric access) Such function will only be activated upon
a match command sequence from the EIC 30, which in term authorized by the
BAU 20.

The ignition key unit 44 provides relevant logic control and access right to
activate ignition key sensor and the sensor will only be activated only if there is a




mat ch conmand sequence fromthe EIC 30, which in term audhogist@d0by t he

BAU 20. The override switch unit 45 provides overriding function for
non- bi onetric access. (give exanple of non-bionmetric access) Such function
will only be activated upon a match command sequence fromthe EIC 30,
which in termauthorized by the BAU 2. The ignition key unit 44 provides
rel evant | ogic control and access right to activate ignition key sensor
and the sensor will only be activated only jf there is a 3 August 2005 9
mat ch cortard SUIERT SefuRTRedREN B1eElo 30uAhich ' ferineauharaskd Bed by t he
BALI 20. ghg diyake swtch unit 43 is responsible to deactivate the brake
switch for any unauthorized access or inperfect operation of autonobile.
Such activity will be activated if there is no match command sequence from
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aut onobi |suthdiduseheBAgeg. his fingerprint on the fingerprint sensor 24,
and awaits confirmation LED indicator 28 to appear. The LED i ndicator 28

indicates by a color for instance green and blinking. Before the exit
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drive state, the ignition key is turned to “OFF” position before alight the
automobile. The user places his fingerprint on the fingerprint sensor 24, and
awaits confirmation LED indicator 28 to appear. The LED indicator 28 indicates
by a color for instance green and blinking. Before the exit delay time elapses, for

- instance, the delay time is set at 30 sec, and the timing is programmable or fixed
during production, alighting from the automobile and close all the doors properly.
The buzzer unit 48 beeps for approximately 10-15 sec before the time out, and

- similarly this timing is programmable or fixed. [n this case, when the time out, the
system is armed. The LED indicator 28 should now blink slowly with other
different color such as red to indicate the system is now armed. If the doors of
the automobile are not properly closed, the system will chirp for a plurality of
times when the system enters the armed state. The times of chirp can be set.

As shown in FIG. 3, in order to disarm the system with the biometric fingerprint
unit, in the armed state, once any of the doors is opened, the system will start
fingerprint identification 310 sequence for about 40-60 second. During this time
frame, the automobile can be started but cannot be driven as the brake control
unit 43 is now deactivated. At 320, the bio-data of the user is verified. Only

- when authentication process is successful, and valid command set has been
issue to various sub-functional units 80 via EIC 30, the automobile will operate
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“indirect address method to store an encryption key, and the pointers are closely

related to the fingerprint authentication. Hence the encryption key is not a fixed
key for all and the encryption key is a key related to a fingerprint per se, and only
the same fingerprint can read the particulars store in a flash memory. With the
encryption pointers 340, the system in accordance with the present invention is
able to retrieve the encryption key from a biometric memory, and hence the
encryption key is not stored into the data flash memory. Hence even if the flash
memory is removed for hard machine reading, there is nothing to read by any

~ unauthorized parties.

_In accordance with the present invention, the factory code 360 is another set of
key for the manufacturer to control the production, and the factory key is the only
- protection key to the system when the key is first produced from the factory, and
the user will need to register with the system when the key is first used in the
device and is added in the user biometric key.



"indirect address nmethod to store an encryption key, and3phgugdoposg ers are
closely related to the fingerprint authentication. Hence the encryption
key is not a fixed key for all and the encryption key is a key related to
a fingerprint per se, and only the sanme fingerprint can read the :
particulars store in a flash nenory. With the encryption pointers 340, the
systemin accordance with the present invention is able to retrieve the
encryption key froma bionetric manpr?/, and hence the encryption key is

not st or edhg e@Irithkevigererplien (prareroingl aprensingd ih is A propridtagyghethadnory i s

4 f . . : \ i
Lot mor 1 8 gRBAA B e B8R iy Wik TadBly X QfelrBmh 83 e. ¢ act ory
code 360 fos trenendngptionedf datta stoegd &rd rathevenfammfths system. tDataont r ol Lhe

duct i d: f act k ' he only. protectjon k to e system
Phen T he Bisrtioniqeolrioh Hitkess 800s s e auiosy ccasaor radlacindd | *hoed o
- register gdrhbinatih E4SpORNOhEEl dehérdf@d/rﬂa%térikgaggis%%%ﬁ _Iﬂﬁf‘thbr&:crﬂﬁ%ce and is

added in the user_bionetric key. 3 August 2 e security key
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preferably 3) in succession within 15 seconds. The status LED will turn to a solid
indicative color, such as solid orange color, and now the system is at “Service
Mode”. In accordance with the present invention, the biometric immobilizer will
be stay in the “Service Mode” even when the battery of the immobilizer is
- removed and all the bio-information is secured and protected within the biometric

immobilizer system.

When the system is at the Service Mode, the user must place the correct
fingerprint onto the fingerprint reader 24, and turn on the ignition, press the brake
pedal within 10-15 second. The LED status should now turn to some indicative
“Blinking Color” such as blinking orange for 10 seconds and then stop, indicating
that the system in now exit from the Service Mode, and this is further confirmed
by a long beep sound from the buzzer.

If the user is enrolled from Factory Code, the user places the fingerprint on the
fingerprint sensor 24 and turns on the ignition key for a prescribed time (for
~instance 5 time). The status LED turns to solid indicative color, for instance
green color, and the BAU 20 will now process the fingerprint data and create the
relevant database for future authentication. A successful enroliment will be




preferably 3) in succession within 15 seconds. The stat usaAlflisteods turn to
a solid indicative color, such as solid orange color, and now the system
is at "Service Mdde". In accordance with the present invention, the
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the aut ofBgilhdicaling that sow asw usenis eady & plase theiegrr andhpfingernrin
fingerprigghsgn the fingerprint sensor and turns on the ignition key for a
prescribed time (for instance 5 tine), and at the sane tinme, press on the
brake pedal within 10 to 15

Upon successful processing and database generation, status LED will indicate a
blinking LED color, e.g., biinking green and following by a long beep from the
buzzer. A failed enroliment will be indicated by a solid LED color, for instance,
red and-a short beep buzzer. On faifure enrolment, if the user is to proceed for
further enroliment, the user must re-start the entire enroliment cycle.

In accordance with the present invention, for every new user enrollment, the
master user fingerprint authentication is required. The total number of authorized
users for the biometric immobilizer system is limited to 8 users. However, this
“limitation is programmabie and is set in production.

In another preferred embodiment, during the driving mode, when the driver is
forced to leave the automobile, for instance, the vehicle is hijacked, the system of
the present invention is activated. If the driver door is opened in the driving state,
the system will be initialized and awaiting an authorized fingerprint to be detected
within 30 seconds. In other words, in this preferred embodiment, if the driver is
forced to leave the vehicle, and the engine is still running, and if the system does
“not detect an authorized ﬁngerprint, the system will be activated and starts the




seconds. Now status LED gives indicative solid color, fogAugsstaoe®, solid
green, and indicating that now new user is ready to place the finger on
the fingerprint sensor. Upon successful processing and dat abase

generation, status LED will indicate a blinking LED color, e.g., blinking
green and following by a long beep frdththe buzzer. A failed enroll nent
will be indicated by a solid LED color, for instance, red and a short beep
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sensor 24 and the BAU 20 simultaneously. This will reset the system to a normal

state,

It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as
broadly described. The present embodiments are; therefore, to be considered in
all respects as illustrative and not restrictive




siren starts to whirl, and in the next 30 seconds, the epguggtebbs cut off.
During the anti-hijacking procedure, as long as an authorized fingerprint
is identified, the anti-hijacking procedure will be restored and return to
the normal driving node. However, when the engine is cut off as-a result
of the conpleting of the anti-hijacking procedure, authorized driver can
reset the vehicle to-normal driving node by first off the ignition key and
then turn on the ignition key again and press the brake pedal and provide
an authorized fingerprint on the fingergprint sensor 24 and the BAU 20
sinmul taneously. This will reset the systemto a normal state. It wll be
appreci ated by persons skilled in the art that numerous variations and/or
nodi fications may be made to the invention as shown in the specific

enbodi ments wi thout departing fromthe spirit or scope of the invention as
br oadl y c_lesc_:ri?ag{w| he present enbodi ments are, therefore, to be considered
in all respects as illustrative and not restrictive 3 August 2005 14

CLAIMS 1. A bjonetgic,i bilizer for an_autonobil Qnprising:. . - a
bi o- 11 nger pri nt- aut RenPOMEGn TANeDIERT ufTng28n EHBRORIE. f | CRaPRIG:

. biometrics processiifio-fAiRgdrprint fsicaticiPait iBciading Pl athbadhdaunan

fingerprint bionmetric pattern, and a flash nenory able to store bionetric,
data and i nf JHIGEIRTEY DIGKARIFES Rraaessing aUft; AFEPEPN FRPDIR rbAARtEEg BIMARI t i s

capabl e of bl offiefbri blbphethie pakemiand adBsh HREACIS GHIRPRbN BibiefNbAa! | ef

communi cating wt e bio- ngerprint authentrcation unit to perform
“bi ometri ¢ fi nggndonfonmation, stheneinthe bibifingemrintadthentisation nt verificati on

oper ALt one 2yt 8808 oFBRARGAR Vet n the enbedded { bl zer
- an embedded immobilizer controller communicating with the bio-
fingerprint authentication unit to perform biometric fingerprint enroliment,
biometric fingerprint verification operations, and bio-data management,
wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controller and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded immobilizer
controller; and '
a driver door unit for sensing a door opening status of a driver door of
the automobile;
wherein the embedded immobilizer controller changes from a driving
mode into a hijacking mode in response to detection of the driver door open
status during the driving mode, and instructs the bio-fingerprint
authentication unit to detect for an authorized fingerprint within a detection
period.

2. The biometric immobilizer as claimed in Claim 1, wherein the
embedded immobilizer controller, in response to failure to detect the
authorized fingerprint within the detection period, activates a first waming




comuni cati on protocol between the enbedded i nmobilizer 3éngussD@s and the
bi o-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure comuni cation key
bet ween the bio-fingerprint authentication unit and the enbedded

i mobilizer controller; and a driver door unit for sensing a door opening
status of a driver door of the autonobile; wherein the enbedded

i mmobi li zer controller changes froma driving node into a hijacking node
in response to detection of the driverjgloor open status during the driving
node, and instructs the bio-fingerprint authentication unit to detect for
an aut hori zed friechanipm and wistrocts the dig-Gogerprint authentibatian ufiido Weteot fori ¢

i mobi lizer as_clajned | ai.m. 1. .wherein the . enbedded i mobilizer
control ler, i naﬁggm@a ﬂﬂg%rgr"ﬂﬁ}’?@"% gef‘ﬁrzl?eeréet?q%@n p?ﬂ?ﬁbri zed fingerprint
wi thin the detection period, activates a first warning 3 August 2005 15
mechani sm and jnstructs the biqQ-fingerprint authentication unit to detect

for an aut hor?’-_ze_d Th?lg@'PH}qt’?ﬁ [mqlﬂ' ﬁe’é_i?ﬁjrqq{'é\eddg’_t daimnd.paierin the The
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The bionetric dewobih agautrasized fingeegdrintrwittimanoiBer detiormpérml. enbedded

i mobi |i zer controller, in response to failure to detect the authorized
fingerprint within the another detection period, instructs cutting off

4. The biometric immobilizer as claimed in Claim 3, wherein the
embedded immobilizer controller, in response to failure to detect the
authorized fingerprint within the another detection period, instructs cutting off
the engine of the automobile.

5.  The biometric immaobilizeras claimed in any one of the preceding
claims, further comprising a proprietary data encryption scheme for safe
keeping of biometric data and information within the memory storage for
commanding the embedded immaobilizer controller to operate.

6. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the biometric fingerprint authentication unit has a biometrics
enrollment-time and is not more than 100 msec per user, and not more than
5 users are assigned for authority access right.

7. The biometric immobilizeras claimed in any one of the preceding
claims, wherein the embedded immobilizer controller unit further includes a
micro-controller system which communicates with the biometric fingerprint

authentication unit.




the engine of the autonopbile. 5. The bionetric inmmobilizeAagusti2Z80sed i n any
one of the preceding clains, further conprising a proprietary data
encryption schenme for safe keeping of biometric data and infornmation
within the nenory storage for commanding the enbedded i mobilizer .
controller to operate. 6. The bionetric i mobilizeras claimed in any one of
the preceding clains, wherein the bionetric fingerprint authentication
unit has a bionetrics enrollnent-tine and is not nore than 100 nsec per
user, and not nore than 5 users are aggigned for authority access right.
7. The bionetric inmobilizeras claimed in any one of the preceding clains,
wher ei n t he enBedddteithorodliic immobitizenasol dl@mednirt gnyr oher of tbé upkeseding

m cro-control | gt. em . whi i wWth the bionetric,fingerprint
ut hent 1 cat  oncains ERdhE SeGBTERNERES Sl BB ARp ST aBinEh ETag

clai med in anyusiténohidesheapaichive dbmglecticeiens sensing eddvidese os asptiesl semioni ned
within the bio- Bi H%erpri t aut henticati OP unit | ncludes capacitive or

el ectric-fiel dV8§ r?’lﬁaﬁ%ﬁ fecaptye humaningesrring slometis pattelPe capabl e to
capture human fingerprint biometric pattern. 9. The bionmetric i mmbilizeras
clainmed in any one_of the preceding clainms, further conprising

sub- f unct i onal®. uni tfse binteetdc irnmobiizerab sthdeed iuameons ckithegriecading clain®, The
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11. The bionewnitc i mmobilizeras clained in claine 9 or 10, wherein the sub-

functional units include starter notor control unit, ignition coil control
10. The biometric immobilizer as claimed in claim 9, where a coded

sequence is stored within the sub-functional units with encryption for
authentication.

11.  The biometric immobilizeras claimed in claims 9 or 10, wherein the sub-
functional units include starter motor control unit, ignition coil control
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bionmetric imobilizer for autonobiles is disclosed. The e

i rmobi lizer conprises a bio-fingerprint authentication unit including an
enbedded fingerprint bionmetrics processing unit and a sensor capabl e of
capturing human fingerprint bionetriclpattern, and a flash nenory able to
store bionetric data and i nformati on, wherein the bio-fingerprint

aut henti cati on ' Vi nag. tvpical bionetrics verification; and an
enbedded i mmtff‘#giéﬁgjoh?rg%ﬁi Q?{ggb%"rﬁ%at e closely with the bio-
fingerpri nt auBlMETRAS IMAOHILIZERFOR AOTOMOBITE | c fingerpri nt

enrollnent, bionetric fingerprint verification operation, and bio-data
managenent, wherein the enbedded i nmobilizer controller establishes a

secur e, o Bkl BiAbRick B BB CABEALRS FATBRMET, o il et
the bio- fingdmpmobilizeasbimprisecabisofingstptint ANLeMRASSRUA iftIFRSYER
Ot O e B b Boh it By oo oL O gL, and the
ti-hijacki ngaphlipgHeimin @ﬁﬁttd?&hei?{c%aﬁ‘&n,%@ adﬂés\h%eﬁ{o‘?ymaﬁl@ttb' hij ack
aﬂf:e ‘N drlv!%%aﬁ%é%&bd gﬂ% info i i i i
ata and information, wherein the bio-fingerprint

‘authentication unit having a typical biometrics verification; and an

embedded immobilizer controller communicate closely with the bio-

fingerprint authentication unit to perform biometric fingerprint enrollment,

biometric fingerprint verification operation, and bio-data management,

wherein the embedded immobilizer controller establishes a secure

communication protocol between the embedded immobilizer controller and

the bio-fingerprint authentication unit to prohibit illegal access to the bio-

fingerprint authentication unit, and generates a secure communication key

between the bio—ﬁngerpfint authentication unit and the embedded

immobilizer controller. The biometric immobilizer provides anti-hijacking

protection to further protect the driver from anti-hijack while in driving

state.

(FIG. 1)




