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multiple distinct physical computing systems.
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[0010] Techniques are described for managing communications between

multiple computing nodes, such as computing nodes that are separated by one or
more physical networks. In some embodiments, the techniques may be used to
provide a virtual network between multiple computing nodes that are separated by
one or more intermediate physical networks, such as multiple computing nodes
operated by or on behalf of a single entity. Such a virtual network may be provided
in various ways in various embodiments, such as from the edge of the one or more
intermediate physical networks by modifying communications that enter and/or leave
the intermediate physical networks so as to provide an overlay network, -as

discussed in greater detail below. In at least some embodiments, some or all of the
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virtual network address ) :
of a particular virtual network to other computing nodes that belong to that virtual
network. In this manner, computing nodes that belong to multiple virtual networks
may share parts of one or more intermediate physical networks, while still
maintaining network isolation for computi_ng nodes of a particular virtual network. In
addition, use of the described techniques allows computing nodes of a virtual

network to be physically moved or otherwise positioned as desired, with the overlay
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embodiments, such as provided by a proxy computing device through which
communications to and from the physical computing systems travel, as provided by
a networking device (e.g., a switch, router, hub, etc.) through which communications
to and from the physical computing systems travel, etc.

[0015] In some situations, a Communication Manager module tracks or

otherwise determines the virtual networks to which the module’s associated
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customers and/or the program execution service may define virtual networks that will

be used by the program execution service for computing nodes of the customer, so
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machigee the s¥sipRemMsades memile A0y Hemiiiaern sontairafign of a virtual

mac B ALY o PP RS gEb EBnputng syt
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comuni cations are handled differently from authorized

Manegemmediiei may insteatk ioitiatenteatochefiguratiorr ©)g., Byherptthe virtual

mach{iedtS ARG & 1SR Ao BUGERON Ly of ent | 1] o5

vi |{05+h"j" InNS4REK Sin %’é@f‘%ﬁﬁ elrPBdFhemar vS?féU@trﬁornhétlcﬁt about

st "conput i ng node on a first virtual network
compummgrpmmew arehdvidnalo utedworks coayrubpé casédnta cﬁ&:telsmmendvhether
nput | ng node on a different second virtual net

comBRTARNS s DOOVRET| SRR et DEHES (F6 DA SUER 88 if only
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compiaaiens rinngie of iefarsiiar BagnBs)+ aB¥ matviR!ivering unsstinorized
com%gﬁlﬁﬁtrsétt%ngo%%%?ﬂa SORYT L R RAES atiY Cal® deleBirity of entities’

virtual networks is enhanced.

[0019] For example, if a first computing node on' a first virtual network
attempts to send an outgoing communication to a second computing node on a
different second virtual network, and that second virtual network (or the second
computing node) has not authorized incoming communications from the first virtual
network (or from the first computing node), the first computing node may not be able

to even send such a communication onto the one or more intermediate substrate



Manager nodul e associated with that first conputing

-node bl ocki ng such an outgoi ng communi cation (e.g., by
WO zweivi7ey t he out goi ng commruni cati on from t hePdT/DS1009/038667

comput i ng node but not forwarding the outgoing

comuni cation, by preventing the first conputing node
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and/ or prevention o unaut orirze

mali€io0BuREE Beingnsblaty gh dated ot Ceantunicativarianager module, or to
topol ogy of the one or nore internediate substrate
othen@rsmrg agpesthioctihes Uastratmneiarib aCprnpieatigngManager module

that ﬁﬂﬂ cgcfrnlgalgl %%h gbg Z@I %otﬁrgstﬁﬁgfi 'CW@”,Q:‘?&V\% (ay identify and

prev@ﬁﬂ age dinBYitHYrizad sesrh Ma@@wamc pé&ing NfoRaRRer taTesh! destination
described in greater detail with respect to Figures

nod@A- 2C and el seV\/nere |n at | east sone such

SRR EO o RENE ranoBSRITIF AT B byaidiph drevention of
unaftHBE2 RESMAR ti&n%ﬂﬁb%ﬁ@%a%@d'dfﬂ‘i’éé?s@‘irﬁ BArt®n 4 ﬁfbologydof the one

comput 1 ng node's virtual network address, and includes
or morgantermbediaéd \subktratedmﬁwrlfmontvwacls @owiruat setvesrids loverlaid. In

partigdBbcaPb PRI SRR PR BHTPL(G N a1 part of a
v.nugvneww@g haq{aggm gb@aaﬁg; CBHﬁnéMgétlﬁdr?N% gbwdame As

|ca I on ager no € nmana

desaribetilinigradicorigtail With sespertdo daguresr2/e-2Caand |eme5rvhﬁe,r in at least
to correctly construct a valid physical netwo

soma@dmes@nb@@m@%nﬁb@tnm@lqab@@twwgtad@eﬁ%ﬂﬁe%fforasmh  f@mputing

rodd 4Bl AR &1 Sy M B BRI, e o e

compatiRy hodds Watlfal hehvagsaddresgaind iACIGESS al partiall stWBEK address for
about the topol ogy of the conputing node's physical

the mubsteate hewerk othat rcasreseonds f@eﬂehﬁaﬁ@nmfs tiwarqargputing node’s

addr ess t he ass ni,cati on
assRAS EorRBibiEatol MietdHs S8R e Tk 2o oIB- REBH §fotner porton of
the '5 &Féf@th otrl@ BPRFRIEN Che! CBMAYSLEEON NANKY S module manages
dress. The validity of constructed physical network
commdld!rcmdslses) wﬁhubelmh@ekéd amaliioususser to correctly construct a valid
physical network address for a computing node that is part of a virtual network, the
malicious user would need to gain access to information about the virtual network to
which the computing node belongs, to gain access to information about the topology
of the computing node’s physical network location in order to determine the partial
network address for the associated Communication Manager module, and to

determine how fo use that information to construct the physical network address.



ways, such as by identifying a conputing node to which

a virtual address enbedded in a constructed physical
wawesikeaddr ess corresponds, and verifying thedT/ES2009/038667

| ocation of that identified conputing node corresponds

to one of the conputing nodes in the portion of the

networ k_that corresponds to the rtial networ . .
The yaldBesr pangricten ShiRcanac B adthesse5maY i Geskeg) ingvarious
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vy RN O AR Ror RS WG 0r s embedc
in a gehdtelicted physioalstatworle ddpiegsicoatespehdsr dnchuetifgmgebahayocation
be checked at various tines, such as
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of thebidemifiedcopiputRgNpse sRIRIRONCRAP qecel K/hgscoanwtmgoﬁw@ in the
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recei ves a nessage purportedly froma Conmuni cati on
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Compéfication rﬂﬂﬁﬁg%%ﬁ_ ,mekGle [1B8Rlleceiveaddid i PBominy atommunication

| east sone e i ments, detection and/or prevention of
intendiedufion ar destinatmmoempating nedasie. e thyesty tat itbasourge physical
rt on visrtual, networks to_which conpuyti nodes
netwBEf GRATCSFn S CBY & SYSRTSBRBAGRhIMIHIR 1t BTS2 message
purpehgd@OﬂBH{ 'a”@cﬂﬁr‘?n%ﬁic‘éﬁﬂ@gﬁl‘%ngﬁeta nROAEE GG atdiRl MBRNAYShdicated
nodufe are each assigned to ohe or nobre virtual
managédebkputingaiodss (¢.9., @omesspgado trequessras pbysicalheetwork address

entities on whose behalf the conputing nodes are
for agprieated glegtngiion %EH?%”%%OBW%%S@' Bfogr ans bei ng
SO} R Rl i et o eRBOAphChiS, SSE P B RE bfevention

of uHREFSHATCOHMRHUNAFBHS intARt bohasad et idstiwegaheinwernal networks to
computi ng nodes on the virtual network and/ or between

which cramuputing nodes bietang. ofm@artiuianan sesreusmapdimentsg some or all

such predefined rul es may-be used i cat |
comiii iR atedith Bedh Garr B MR CRidffk are each
assidritid R8h8TorHHbAOViRkal ABMTKS 254 Nas t6 Q@rr@%ﬁ@ﬁd abemers or other
conputing nodes in order to determ ne whether to

entitiee romawl osa diehat ihe ooty snasiescarecepryating ée.g1 .| kagesiuem one or
conmuni cafi ons, su%h as ‘kl)qased on..i nfor i on ab

[ t t th
morg, PrRqiamsnReWer &HeSH eth§no eemmwfcﬁ‘%g?d?%- i @Hcgueméo&ments,

some R B¢ GRRRYL H%@wgﬂge rﬁQMaQSStds‘é@&ib%H CRMEIt rding what
node are associated. A Co ni cat1 on Manager nodul e
commeyicationk asadlioied betvadn corhputickg nodesabodbe askat natvwertk and/or

virtual networks and/or entities for aﬁ?oci at

betwegnampgngoRRACsBMoPthel YRIUahNEMeSo aaoﬁﬂc%dpr?deﬂned rules
iy EEC TR oMU BB BE WS 526oh8 incoming
communications for and/or outgoing communications from associated computing
nodes in order to determine whether to forward such communications on or
otherwise allow such communications, such as based on information about the
virtual network(s) and/or entity(ies) to which a sending computing node and a
destination computing node are associated. A Communication Manager module
may track and store such information about associated virtual networks and/or

entities for associated computing nodes and/or such information about predefined



nore system manager nodules in order to obtain sone or

al! such information. Additional details related to
wa@lzgtoensi’ed ng whet her communi cati ons bet ween coPgIUUS2009/038667

nodes are authorized, and a¢tions corresponding to

such determ nations, are included bel ow. [0022] For

illustrative ﬁ(rposes oms errbodb8 nts are desc
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moré'es& 5 ﬁ%ﬁﬁ%@gw%@éﬁﬁ %tﬁ'é]‘sjtd;r%gftéd?g{/cﬁwgégﬂ APeLak 'iRfdtmation.
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of brevity, and the inventive techni ques can be used
compting wpdes @t pEtPrEed opiid AClPRYIERTTRTRONMiNGIO BHchyAgierminations,
ssed bel ow. [0023] Figure 1 is a network
are 'EF@S?Q?R YWustrati ng an exanpl e enbodi nent of
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onging to a virtual network, so that the
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con i'guring of conmmunications acilitated by a
be usgd ire mwide agedetynafchther sifuatinas psmyge afiwdtarcars dincussedi ksdow.

e s o T BL el Sepenert o
conf@?iﬂg' %ﬁﬁnmga@cﬁws“%bgnsb&% hﬂﬁsn&]‘j}é‘@rbélaﬁ@ng‘ td & virtual
Ogram executi on Sservi ce, suc as w th any other use

netwairk, Viséttlhat thetosmisinwatibabadre ofertaie @r omer er entriet indsrmediate
(e.g., to support multiple virtual networks for
physmaimtwwtkSparat mapnentrapEnatestiodhe soRmutigasiesat Indhisgxample,
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o b oLy GBS 3B D o
commdrﬁéd%ﬁsp%’%éﬂiaté@"wtang% SHAt efEnARRT adadli®yof tRe program
program execution service. The data center 100 is

execmbunnes:erwet and rglultmla Comraumieatiarzdanagsr napdulest ¢fethe program

e BB ST 300 S5 R ob e o tons
othePrthéWKAﬁthoé %Q@@bbutlﬁgéﬁ@@'s%cﬁaéémﬁrﬁrﬁf 5thtfQse of virtual

each mul tiple conputing systens, and to one
netvmrksmn eaecbvalfe:ﬁ anmpmmou@ eplitie® (mglzte lsupphe rgtuIthI&I virtual networks

i.pternet 135 may be, for a ubI
for diferBebpar Slet eSS RePIS IIOBBEELTHIY! B ivate geyork of the
di stinct parties, such as the Internet, and
°*ga¥ﬁ‘;&'§ﬁfvate network 140 may be, for exanple, a

C Ofopy] T lee Nigtigwetedt bradmple Whallides cr detat cetey 100 with multiple
i naccessi ble from conputing systens external to the
phymalmmmma@p@éﬁﬁ@m BYn ies pEassAM @XASUHRY SeEvice o The data

cent&f q% is’ conn@%{md ?oogpb'ﬁ)bgpm?é’ﬁ'nte?niliitsh&temal to the data center 100,
which provides access to one or more computing systems 145a via private network
140, to one or more other globally accessible data centers 160 that each have
multiple computing systems, and to one or more other computing systems 145b.
The global internet 135 may be, for example, a publicly accessible network of
networks, possibly operated by various distinct parties, such as the Internet, and the
private network 140 may be, for example, a corporate network that is wholly or

partially inaccessible from computing systems external to the private network 140.



connects directly to the Internet (e.g., via a

t el ephone 1ine, cable nodem a Digital Subscriber Line
W@ 208151729 et c. ) [0025] The data center 100 i ncPUXIBES2089/038667

nunber of physical conputiny systens 105a-105d and
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nultlgme net wor ki ng devi ces, . such as switches 1;}85
systamh10%aigand suckras bk Sommshicatian Marages meddle 1083 and virtual
mach8E i on Bl ekt 0901 PhbuEaReabifle SBURESosa1son

do rﬁﬁ%xbéuféoélg&eﬁrﬁél n9adfiess otHisexdriple, S thals Abybeach act as a
art of a distinct physical network that includes

comphgm natle thatyslitscty egyswt@mnmmon%m@&ﬁroafﬁ!% ra behalf of a
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phy<icil gg:ﬁfﬁﬁlng%gg@ﬁs hOHeEdatd 2ehter N8y RBY¥EVIRA4] REENABYS

est sw tches 115a-1 15b, in turn, are
cojonzs}t Ehistexaesud datd eentendu xblnéremciméem wgplee}ejworlﬂm; devices,

gl obal
such s SniiGhmedipar! 156y RIER 19987 AABEN 2060 PO SO FRUtgR;430a-130c,
SW|tEI‘?uIt1%5‘°13the%r 0o %?‘Hy?ggl ﬁ@ﬁvcﬁﬁ Rat' iAHLBES éﬂ“@@%’a! 438 utﬂ@%ystems

édge “rou C provi e gat eways Dbetween mo or
1054m 08¢ NSV konndated éx @dpkaputdiSeoubwitci 238b is paitdefsa distinct

physi-‘w%f‘éa?w“’émﬁfa&ﬂ“éiﬂa‘eé‘?mwgryc%é%%'em'lﬁtaﬁ”s&étéiﬁé dbpgp185a-155n, and
i GHRGHINS SR LRSS K Bl vl 150 and e
system manager module 110, and is connected to edge router 125b. The physical
networks established by switches 115a-115b, in turn, are connected fo each other
and other networks (e.g., the global internet 135) via an intermediate interconnection
network 120, which includes the edge routers 125a-125¢ and the core routers 130a-
130c. The edge routers 125a-125c¢ provide gateways between two or more
networks. For example, edge router 125a provides a gateway between the physical
network established by switch 115a and the interconnection network 120. Edge



internet 135. The core routers 130a-130c manage

comruni cations within the interconnection network 120,
waemb1sig29y f orwardi ng packets or other data PCT/US2009/038667

transm ssions as appropriatiz based on characteristics

of such data transm ssions (e.g., header information
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(e.g.asedes Hasad PnrmaiwPrkaPRIGR. 8but i ng nodes 107d, and
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exaqgﬁlgglr 7 @{:tﬁﬁgfgl%p\éhérﬁ \llj\%llpgglg ‘ g\égtﬁ?@e 49s00RtSd virtual
machfﬁteeé&ﬂpﬂﬁr%'n%@ 8oy, ‘Céﬁﬁwunﬂiﬁoﬁﬂ%bﬁé@éﬂ podofe ab9¥ahanages

I nterne private network 140 if anot her
assddiated niviratal omavhinegezomputinge rfotes stdigh) andnagel of the other

;
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grouéﬁ%fd%ér%? tr%r%hﬁfﬂé"i‘l &ﬁéi%ﬁd oﬁﬁpl{?fn'tg ?h(oglag.et WORE liRistrated

e or nore e COITpU I Ng noades ta center,

Corirkuriestislo Managet emmsdules omy ocomfiguee Coommugisstians between
Manager nodul es as part of the Prlvate net wor k 140
computing n0§|§5p%ﬁtaSOTO oNerian e PREIH 35 YITIBNNEWET IqUPRLNE oF more

.. networ k n tern
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hoSe data center conputing nodes as if those data

Managat podatenihot shgwnp hanages sopuntnisatienssfop cpypuding system 145a.

Thuge g BIEmE: bRt PESTA AR BHOGR, 128 pesires to
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rty as one illustrative exanple, one
centef, it inay \dor hyiahplementing onenunhoregC omdusmiddtice Manager modules as

oart YR MRS58 (=Y Be ok L e LS SABAH L Bho orivar
netwi?R 820 HhtrRI6BPHIdAG $¥5!-EM this manner computing systems within
the private network (e.g., computing system(s) 145a) may communicate with those
data center computing nodes as if those data center computing nodes were part of
the private network. In addition, the illustrated Communication Manager modules
may authorize communications between computing nodes so as to enhance network
isolation and security.

[0028] Thus, as one illustrative example, one of the virtual machine computing

nodes 107a on computing system 105a may be part of the same virtual local
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comuni cation (not shown) t® the destination virtual
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.. using Address,Resol yti rot.ocol, or ARP). In this
incluggand) danghe b FAHPIE P%Veg_e%?t?"’ﬁgfiﬁﬁdrﬁéﬁ%rk Eofar@umple,  the
. I I n - .
com e SEASRE R gk el e botnator
netwavie aideregietaiuseWior theedteat netwdrkeaddrasplod sthef déstipaties virtual

macgiﬁ_ez'lc(:ﬁd by dynamically interacting with the system manager moduie 110, or
may have previously determined and stored that information (e.g., in response to a
request from the sending virtual machine 107a for information about that destination
virtual network address, such as a request using Address Resolution Protocol, or

ARP). In this example, the actual IPv6 destination network address that is used



[0029] When Communi cati on Manager nodul e 109d receives
the communi cation via the interconnection network 120,

w0 pooess7zect s the virtual destination networ k aRlciF/ES®09/038667
and additional infornmationl4romthe actual |Pv6
destination network address, and determ nes to which

of the virtual rrach ne conmputi ng nodes, 10
includgming MiHYa 0 NGIPAPEaTiHad m%a@@%n&ida&émfm as
desdi%%ﬁllﬁ ?‘Qacigr g@ﬁi M%@sﬁb% t%@x%ﬁ'f\;:alé@@f F@EEF% b A&3id on
'S aut ori ze estination rtual “nachi ne
coppz2d] | Whemod€dtimanicatioh ablabpgext macdileg 16@d vmet:earles the
source networ k address and additional infor n@tl on

comgiicationalia fir Bitersanpection iRferiaddP o §xirarg ¢ Hfﬂ%ﬂﬁatmatlon
net\n}r%?ﬁgﬁ%esgo%{?ééﬂlﬂgn ﬂ%nWatt B tlxé %E%Llﬁfﬁjﬂéﬁmatlon network

dual 'y “nmanag

addre8snaty galdrd¥pioaghich o7 die ertdaatnafchﬁnwcdaﬂutnhge nodes 107d that
communi cation (in this exanple, Conmunication Manager

the pomoiunicalva) s disectpdcuTbedCommyinieation Manager tmdwle 1G9d next

o TR b IS Bl 8y i
macﬁglea%rhﬁ[ltné%tdda@ 467 &’ §ldRL50R) extrBbtife MMl Nirfiadl | SYurce network

nager 109d t'hen reheaders the incom ng
addreesrmmj adtitionak mformaatiant from the actuadl 1P6 tdoeirce network address,

and Santipmre e covRuIRE AoRe WIS SO, ek Hldress is
actug@} "iﬂ%h%% El‘ﬁe by ok r\ﬂcétﬂﬁﬁ ?\ﬁ@ﬁéogﬁ wddualthaRghiviided the
computi no re

V|rtu net wo ss as the source

comARinigtionadier els[s @Rdr‘dpﬂe ugiongmuhizatiest Mamaigen miodulgal109a), as
machi ne conputing node's virtual network, address as
dlscwﬁ@ddéttgrﬁa rofekRit bplow ad@r@§s°°ml€?m@t@rhé%cf§t?'ﬁ@'”ed to be

o) TSSO | S P35 50, DERRR such on

authbﬁzétﬂﬁ desdriviigdtion), Whe ICthmimidation Manrpgél ngoduwelel09dnthen re-
| east some enbodi ments, before forwardi n%Tthe

headerredhe fcaromgLEdoaLinnation schthad dsisi dieactesh te ihe dastination virtual

o A D Rl By o
virtug¥ ! %DSh EIMEYNIGAG 11AB ddHmee virtRi Uhachif8dcdmputing node’s

verl hat the séending virtual nachine conputing node
vurtualsnetumoaddmstas thensauice ameeNWktaﬂctraes dodthyneging e destination

N
addr%ggt O'A‘?ferofe ﬁ%%?éemiahhé YincO®ii g?ééﬁé’n W) Communication

T erent ose conmp |ng noaes are

Manégéh@fddzdtm 09d itméreforaandaithecabdifiedtcommanitation th dte destination
I ncom ng communi cation is of an allowed t

vsrtuala@@@h@ﬁu GATBPWENG BAd®r 403 (R3S} SORFRE@d ygfﬂfﬁegef%fe Torwarding

the lpﬁ?n@ §$rﬁb% %Eﬁg@r sys‘?ég nflﬁé%lg gnerﬁfal kﬁgﬁ’{?ﬁngr‘tge Communication

Manager module 109d may also perform additional steps related to security. For
example, the Communication Manager module 109d may verify that the sending
virtual machine computing node is authorized to communicate with the destination
virtual machine (e.g., based on belonging to the same virtual network, being
associated with the same customer or other entity, being associated with different
entities whose computing nodes are authorized to inter-communicate, etc.) and/or

that the incoming communication is of an allowed type, such as ‘based on



[0030] Figures 2A and 2B illustrate further exanpl es
with additional illustrative details related to
WOrBe/gsTgY communi cati ons between conputi ng nodBGT/US2AD9/038667
occur via an overlay netwonk over one or nore physica
net wor ks, such as may be used by the conputing nodes
and networks of Figure 1 or jn other situyations.
oBd

informationcarexiousty ghraech by thes Commaunica a%&%ﬁw@h_ﬂ'e 109d or
basegoggﬁHﬁér%gFiﬂgm A3y ARahddaRindBie §9GTUNI cate wi th

ver one-“or nore *nterned ate

I Nfos503 OPIRarsd DA anet 2® iliksira&lfurther thampsanith additional iEIu'strative
enbodi ment, the conputing nodes are operated on behahf
detad$ refated to enanagingeomenunicalians bapans campHiipg aodes that occur

. t f ' LGe,

via i Tt R TREE PhLOGadRiais, s88y 8 P bETsed by

the é@ﬁﬁbﬁ'ﬂq Abd &9 BRHL AtdoRRISEFiutd 1Pa ini sthkbakiteatiors. e particular,
and virtual networks. The exanpl e conputi ngénodes of

Figufé QA dllusirates Ivadous m)@npianp@mpng'n@mseg LR %{5 that may
compeisto owif 885 SHhe" 84K, SnF ahdfoi e aRte idtonnection

PSRRI USSR Aol g r vt

behatik asfp hayltiplaedistinpuEentitiesiodash 286 mulipiearcagéemers @f a program
associ at ed Conmuni cati on Manager e R 210,,and the..
exqu@ﬁﬁ@qrw@enga@g %e@r@aﬁgg%&@dyig) gﬁb daanages the association of

per AL GRS APBRS PR, Sied Rl iR Rbors. T

exaMplet sirhpiaR)hodss bbFigacs DR iaclsidegheeptympuotily nodes ekeguted on
system and Conmuni cation Manager nodul e R may be part

behaf ohanygxanple entitf £+ thaserkaing OMASRINGdtodes: 243712056 and 2552,

in a3 gahe SOMBLAGDHES At cbBisBl BT okl AP RS Sucn as
com hﬁﬁ@ﬁbdé@ggbnes 107a, and_ comput i ng nodes 255 coul d
epresent the virtual machines 107d. If so,

Cojonzm)i kmatthisnexamptser theo dwhepURingomodes 0202 spgndnaraged by an
Co [cation nager nodul 0 Figure 1 .
asseaIR L oa G ARAeradtoguls Roaft 4 s pdmpuing nodes 255

are ﬁ?tﬂegpggn LA dRRAES HuRickRiBd mbnﬁg&umghieot@%o. As one

ection network 250 woul d correésponc ) ]
exarhpleereopnmerty oodest 285 kmapGeazh Begane df, muidiple hartual machines
syst em manager nodul e 290 woul d corresgog\% to s.xs{em
t ication Manager

hostaéinbye? #BElR LMVEGaLICORRIING BYSIEM eARAL MPBITPUN

0 . .
modiIR i SRS RER 78 el Ul S shinlg for trat prysica
com?@’?%%ggft@ﬁh.t ®of exaniple) gvitty séferenck5oaF i &fm 1ptomipgting nodes 205

Each of the Conmmuni cation Manager, . nodul es qf
couldi graresent tke adguel Machings H G as uBOHcEHBPULRG NRfSS; %5é could
reprgshé/nsfit%%l vi?t%% rﬁak(ch"ilrgedsr q9978° If"‘@é,CElo‘?unication Manager module R
would correspond to Communication Manager module 109a of Figure 1,
Communication Manager module S would correspond to Communication Manager
module 109d of Figure 1, the interconnection network 250 would correspond to
interconnection network 120 of Figure 1, and the system manager module 290
would correspond to system manager module 110 of Figure 1. Alternatively,
computing nodes 205 or 255 may instead each be a distinct physical computing

system, such as to correspond to computing systems 155a-155n of Figure 1.



Conmruni cati on Manager nodul es manage on behal f of
their associ ated conputi ng nodes. For exanpl e,
wapsiizeat i on Manager nodule R is shown to bePCT/US2009/038667
associ ated with the I Pv6 n@éwork address range of
:0A: 01/ 72", which corresponds to the 128 bi t
addresses (i n hexadeci mal ) from XXXX: XXXX

DOOE0 O BED0ST00 LM MARRIRSOIOTES of gure 2A is

ot s

Conﬁﬁ\ynlbﬁﬂiﬁfj%n%?br ﬁ’f&fuﬂ’é‘é ﬁfantabéton beﬁ@lﬁbﬂlﬂielaassdcwted computing
particul ar situation with the initial 64 bits

nodesor Fesgxandpley g@npj'aumcatjd)!aMWmmu'@rR isrithayé bk associated
o i S TR Ay A Y e

pit forward gpyrdegBEUNi cationgy th a destidiatkgimdlet wor k from
address I'n that range to mTunl cati on Manager nodul e

XXXR: XXXKL)SXXWX)@(A I.éODIﬁ]OlOIOd]OOZQO(EﬁQ s db t h&X XXXXXXXA:

01FR REFFeid Fn.Fnga%H%”gE'rwﬁﬁé'@‘)t& i c?wecﬁf’ S e Bl Uiresses)
wheLERM L9 ipd é@ﬁ d chdrac@et ﬁét’“s%‘pd?@ié\hate for a

to process 1 n mng CoO ni Catl ons ose estl nati on

partibglanositutitty qeses witle the tindtal r éageits [ 0068pditing a particular
pur poses of the exarTPI e shown in Figure 2A
a

organizadion 2UBh NepuwE ieRaiopys asafiscyrsad By 95?%%&%3“\/%’#*@ [8ppect to

o055 PR el 291 I 9 e Ricaton i o

destink®oR- fi&twork é&éll@%@tmvfﬁév rdride #r Colranunioatitet Methager module R —
hexadeci mal form "10.0.0.2" would instead be

thus! avith. the2 njitial 582 diitseot: #hep rangry spesifedotie |Cé>rpréwﬂw@rloa Manager

o SRttt B S8 Ko e SBGAuin noces
that ﬁtg@gn%é%g% 16 YEt&FhiAB - hdvin td BrsceR¥anBbrRingCésmpiunigations whose

a wants to communi cate with conputing node G
dest@%ian naltwortk addrbesheseammtba’qdangeof a common | ocal
physi cal net wor k vvlth co

i N8 ohiPfe BHIRSSER RfvbeKe knghmde nggrﬁ 8% FRARYEpg nodes
205%(: §n@‘§ﬁ5£ rﬁ%ﬁr&‘rﬁ sfnglé:(?%'aﬂ |deg Hﬁﬂxﬁ)’gk%@&%tﬁz And have

exanpl e particu despite t hysi cal

assiGRRBr P Nnefwork Maddiergesodsfs “A0@nEl2G 110.0.5" and "10.0.0.3"
muni cati on Manager nodul es 210 _and 2

0
respastivaly difewritign tiRedotted (naxadseimalnirior a%f%ﬁ%iﬁﬁéﬁvs%stead be

OB, Do L5 B THRTAH AR AR U novor for

entﬂ?h‘? it awh Sharenthectamk Viegal nawioterdtdréss eamﬂmmg hode 205a
he conmputing nodes A and G In this exanp

witholtegdnfasioal |hrbisrexamidet c@nphﬁmg\@pdeﬁéoﬁg vaantﬁ B gommunicate
with g:\lcj:)gr% r%eng e \&)%53 W thlt[] bleﬁge'esy id E)gr%lofnae %rr#c% &l physical
network with computing node A, as the interconnection network 250 and
Communication Manager modules are transparent to computing nodes A and G in
this example. In particular, despite the physical separation of computing nodes A
and G, the Communication Manager modules 210 and 260 operate so as to overlay
the virtual local network for entity Z over the physical interconnection network 250 for
communications between those computing nodes, so that the lack of an actual local

network is transparent to the computing nodes A and G. In this example, the



[0034] in order to send the conmunication to conputing

node G conputing node A exchanges vari ous nessages
wWQ@20as1t7ke Conmruni cati on Manager nodul e R 210, BIEBEpP$1089/038667

in the illustrated enbodi mht bei ng unaware of the

exi stence of Communi cati on Manager nodule R (Ae., may

physi! DIEReaTEGHBN PSYOoR28 5P 7% LBRTAE: UBMTR dfywhich 1Pv4
Vmuggﬁ%ﬂé&%@%ﬁé\?ﬂ%kﬁs exanpl e, computing node A first

ssage request 220-a that includes the

| opada) niet vk tadeénasthel emmanipation dormep@ing nede G, computing
"10.0.0.3") and that requests the correspondin
noden v evellanggs arasioys froessraasue? thyithdaemmyricafion klanggsy module R

C. or .Medi a. S i : iyeat i
210, graplh ol QORFERRL SR ment K i@ 5 08! EfRtence of
Corir8SMEeAtEn tiRakafBtu hdilile oRe(iA. Wnidy detipoof®at ARRs transmitting a
response nessage 220-b that includes a dummy virtual

broaldaashvaeesagidicealsother coompting mgdes g the lpcr 3wfwatk). In particular,
i 0Bl oS M LRI 50 28 iR hlfesig2o-a ha
incIJrcri:g%zthgqaéﬁkf%t@ohpl‘éaﬁre%%%? céhpuihg! Add Gatiied™ 0h@D.3") and that

ummy virtual hardware addreSses to corresponding _
requieBistthactareds poimgirioc hardvesraaddreskd farssesputing hodaéh (8., a 48-bit

MAGGT MO Apeass GorTonkadiarsks GomTAtarE pefiader Module R
: .t e heb t t . . .
merREP IS AP UL PP ahd BBkt BipRuAd g i o

spodfedeARP tdsponsanubtseye @2esh 208t rehalgsr evdumsalyy virtual hardware
conmuni cated with conputing node G if a prior entry
addreas fereeampytingenode® Gt or conputing node G has expired,

et he Lcatl e e It efac

SSfo, OSSR Rk bR VTP baRRbepRiRbeI@Clr® response
mes§8§é SRBONEINALIACAHIY MankgePMsdutalrR figdtvehicekaddioeab sfops 212 of

cohputi ng node G on behalf of conputing node A . In

inforpeationctiiahrmaps dumsyevignpl bardwaresgddressesiagsrraspaoting IPv6
O .maj nf ai ns ﬁ{eOVi si oni ng i,nfornmati.o

29 29 h . _
actuRHANYF AL RN ASEFs SEomt AHodh T JLpUny | yrtual hardware
addﬂggﬁ«%é edrragsbr en%‘gtl‘) G PRy \Fibflfl]ﬁr}%tﬁrbrlé’bﬂ&i#é%%_fB?*aV}SHrhc&iBﬁentity’s

onput ng no ongs, such as by initiating
virtuakestwiorian lfathedocgrstore 212 doepuiot sgnteiies dndry fentcotipesing node

d virtual t ks b t i bt ai ' h. .
o (T SR ST P30 B B3 SBIRLE) Dhcaed v
-1 it - : I t
comfh ol &, 30, SRR 4380 D07 O AREARBa©

expiféTa1o)) C #id TorMmaidationtdahagét eroduddaR fintefacte rBAf with system
node A for conputingnode G s actua! |Pv6 EheF’i cal |,
managensnedude d? 3 0i @bl the don@spandigIwAeilAtIPYdmilysical network

addr%%%goéci)rﬁﬂﬁﬁﬁg?%gég? 8&?009318 A av%cﬁﬂﬁ&tiﬁ@ hBdEXNPH bASicular, in this
example, the system manager module 290 maintains provisioning information 292
that identifies where each computing node is actually located and to which entity
and/or virtual network the computing node belongs, such as by initiating execution of
programs on computing nodes for entities and virtual networks or by otherwise
obtaining such provisioning information. As discussed in greater detail with respect
to Figure 2B, the system manager module determines whether the request from

Communication Manager module R on behailf of computing node A for computing



actual 1Pv6 physical network address. [0036]
Conmmuni cati on Manager nodul e R recei ves the actual
w0 B8/1pihysi cal network address for conmputing nUBUS2009/038667
fromthe system manager nod8l e, and stores this
received information as part of a new entry for

c utJ n . 0 i ' ' .
noad ¥ BELBPIRIBCERGIET sRRfOu S dTREl i ARG et computing
nodéAdé @itirized tbodiriBhican with toafilitihg aTode@@and ifeat provides that

Manager nodul e R determ nes a dummy virtual hardware

actuabifvesshysisabseivertl afidressonput i ng node G {e.g., by
e A S5EL el B85 bt 0 My v
netWSH WirSls 18t %ﬁﬁJLﬁiHQLné’dm ot el shaefaishRedr@sdule, and

I'n conjunction wth e received actual |Pv6 physical
storarethie rdceiddr infrmetiopaag pait of kenevewnirgdpi eempufing nedée édnas part

R o e Sl el B BL 8 e

othePYnfSRhakiah! iy a?ﬂﬁﬁn%ﬁ@diﬂtﬁ@”ﬂkhgge?il'r?oddlé‘tF\erdete mines a
conmuni cat’i ons Trom ¢onputing hode A t9 computing node

dumfyTRitEe leardheiré zegdriegs Gomieniusadl | fon  ddmpgiing muiel & Re.g., by

w thout further interactions with the system nanager
genersting @noidentifiersibat imlocally wekiuss far ke somRUtNG, ReAgs managed by

comRaiach BtRERE PG B4t e S v RTYBI R s n
conjETBIN Rt therebBiveaesctiRIdFG Fhyeiali istebac bddidst as part of the

system manager nodul e 290 to obtain a physical network
newadappisg informatiopentryg andaeroddes beHiyevideaichardware address

o oRgIRa TR Rohe Y el ReRbabh 0 8L 5 B s
mapg%ri%m%ﬁggCQWWb@t Ic8mrhifitatiend k&Gt @@niduting node A to

puting node G using the virtual network address for
computing yodé € maytheahuthetined by Gamimueioatios Mamagsrmeedule R without

R BSrotS i ok, BB L 3Dt use of e
cumfy] S REEAESSBIRET30066, AP 8 S Mener

modaleeRnot random and i nstead store one or nore types of

i nformati on specific to the correspaondi ng conputi ng
nol§e¥] ket othemn exapdimants.i CaRMENEAAEAR| &/!qanageeom%l%d? may

merB 50 AT e PR BRI SO S ML FRO pocress for
comk/ﬁﬁ@ﬁé&@@ BRBAReHisEIbtbAPRGLRAM physioamiuiver address at times

nager nodule R, Comnmunication Manager nodul e Rwoul d )
othendbars empdnt reseiving ans ARFe sequpst. 290eth agi inhrespensriignany received

compieBen el ! FuSiRACES gbFidupe bl J5104HG HEBRLEF notvor
address for entity Z's virtual network. Furthermore, in other embodiments the virtual
hardware addresses that are used may differ from this example, such as if the virtual
hardware addresses are specified by the system manager module 280, if the virtual
hardware addresses are not random and instead store one or more types of
information spedific to the corresponding computing nodes, etc. In addition, in this
example, if computing node A had not been determined to be authorized to send
communications to computing node G, whether by the system manager module 290

and/or Communication Manager module R, Communication Manager module R



[0038] In this exanple, the returned |IPv6 actua

physi cal network address corresponding to conputi ng
wooe/ 18872 response nessage 225-2 i s PCT/US2009/038667

"::0B:02: <Zidentifier> 1019.0.3", where "10.0.0.3" is

stored in the | ast 32 bits of the 128-bit |Pv6

address, and where "<Z-identifier>"

wouldepabBRNHA Bt [4SPONSE JMEERAAATP %'Hﬁb,e 4m§%zsfﬁ@?l@?éfdwafe
addr%?s @gg le il SHAY nloor%gb%ﬁ?é Nl Eeﬁ&’%neéﬂdrtr%egsércr% dl‘éspoﬁ§e etc.).

y assSi the system manager

t hgbzgp ek dxamipé, e r@turmwdﬂﬁv@uadnﬂl phnysicatenatoec address
nunber correspon ng to the entity). The initial 72
corrasipondisty th EONRLBINGe NABR kG dBdFesHINSe Jnessage 225081 210B:02:<Z-

o7 RED PP, S CTRBIATE BRI, RERCIBNE Ain0ioptoe e

addr@%réiﬁﬁmhéftg&zlfde‘ﬂhfl@»&"qg/a72’4 bit @rifity s&twopkaaETtifiat farrcomputing
Manager modul e S corresponds - thus, a communication

nodes @ covesponding i tat thecrtak locah nabyarlsrer 260t & (ergi6 as previously

o ST S U el e Rer 1SR Hedom rmoer
or s&gg%tﬁ rSnque‘Ptf%gt’es Hﬁ&iﬁpnf%nﬂwé enthe). e'FhétIMItlaEVMdS of the IPv6

ent| I er ma her engths (e.g., 32 bits,
netwoekzdd resst store e &GI8 Oﬂbdiels@nﬁtma,scerrs&nmdmg/\m Ime/vsuh network
a networ k address range of 64

or ofer<orinn & MheniaisoBnGER: nebrors wifl g nepigRpaddress range of

“"°§W?ﬁ°@r€ﬁﬁ;@ég’”§@{%ts us&%ﬁregim%)ﬁgl%ggﬁ%l? addre)s_sthus 2

comindniitioh Ebﬁt vbr natwntérconpesticor exedivbee 250pés IBW6 destination
i nformation an identifier for a particul

net\/\ﬁgl'g iaddress a@B 302 4Zasentifior: 1H0-0,57 nilhPenduied Ko ‘é?'@”)un'cat'on
t
a8, HENEL, S5 bl SR SR SR, e may oo

otheP}éﬁdﬂ?é’ en?t \¥2I Hits2 ifeC Epiin ibtibriMiahagespeeiuld 8 Hasga sab-network
[0039] After receiving the response rressag)e 220-b

with far mmmmddres@t na@gem% bits mather éhem 56 dritsh enafpripag have other

form%{{%i%%@?ﬂ@lrg% ate‘frensag:]%\%ps %Hglﬁrﬂ Mpgsg%{clggg% 't%ﬂt ief)cn) and the
remeﬁﬁmﬁﬂl RS 118Bd $ePiHe nétWoH@bHUFéé's%ngéfb? tlﬁ@édﬁfne‘ﬂfvork may store

cation 220-c includes a destination network
otheﬂd;beescsf ihformedishi (eat.] en identifier forga padécutan ¢ntity, & tag or label for

3" des d
the \idaal aliiosh S6puMAGORTUREES FIRGCEta AB Sxamiye orfigujed 1PV
ac AERAIER AN BERY P td AR LA, R 48 cosorbed it
respONBWigig 20de A that is "10.0.0.2", and a source

har dwar e address forsendi ng conput i ng node A tha
anl0839 u%fterorre@mwm ey cﬂ@ﬁ?@sﬁdm%@%h%@%émm ommunication

wanBGE AR, KRS hEABOIPHe-A 6 gl HéCbenaing of 2
comARiMBtioRab dm@dfg node G, shown in Figure 2A as communication 220-c.
In particular, the header of communication 220-¢ includes a destination network
address for destination computing node G that is “10.0.0.3", a destination hardware
address for destination computing node G that is the dummy virtual hardware
address provided to computing node A in message 220-b, a source network address

for sending computing node A that is “10.0.0.2", and a source hardware address for



c, nodifies the conmuni cati on as appropriate, and
forwards the nodified communi cati on over the

WO aoengigemect i on network 250 to conputi ng nodeP@/U$2009/038667
particul ar, Conmuni cati on Rnager nodul e R extracts
the virtual destination network address and virtual

sen lﬁgitclfqnatltﬁa hald %t ?\%g{nlaé%gééloqgrhéu%y(sﬁggjﬂﬂogded(éress fhat was
prevgJ; ﬁ)]ﬁ@htﬁb‘ﬂﬁéﬁnagﬁ#@ﬁ@d@wrespondu ng to that virtual

st’i nat1 on war e ‘address from mappi ng i nformation
21@oschsCpmenirtication Maineder trmiutePRGlnmfcemB thégsimralinication 220-
network address in this exa

c, modigips o3heZCoMBHINI¢AtGN>: a5 0 r@pﬂate: aAA9CIARHATHE atfinmodified
comPRAR lon"?ﬂéi'lt fheire trﬁ%cﬁ'oﬁ‘%t\kigﬁpizgﬁ Eo@@%&mg node G. In

I'ncl u act ua physi cal network addre as~t he

partiggiat i lEaimMn&xéﬁbﬁSMarSgﬁrl arddyle tReeoactsntreatiidual  destination
Manager nodul e R extracts the virtuai source network

netwaile rasisisesin andi Yigtual dg@maél@nh*aa@mr% afeeess forr ppmputing node G

ST VLTI i ——
corre%b@fn%ﬁﬁ_:; SOEEFIRRBAHEStiHohNRirdWhid Hddrese Woﬁﬁf n’fa%fpihgﬂfrﬁormatlon

address (e.g., froma stored entry in rraﬁ
212.i Alsqprawmiously reted, e hﬂvﬁacauahpwswad netwir S%dﬂr@% in this example

o TS T A0 % CBAE e RLRERAGE bl ot
a n?ﬁy@v%aheﬁﬁéi""%é‘t RRLRSS 1Rt é@t%a?%'fy@»%aﬂ@fe‘f@bﬁk %QQF&%S as the

or the new | Pv6 header. In this exanple,
destmtlaaladnlh@rss cSimﬂmiymmek C}udtinness:aruon Mamq!gﬂrl mgduled% eXtracts the
O0A: 01 :<Z-identifjer>:

virtuphsetireR IEpWBIK aSResH V%Wak/éﬁ%\@@rhﬁ‘fgm‘"% gesu i diomputing
nod A?]%W%é%é;b%g ?ﬁh\@ Léce% h@%ﬁleamamtéﬁnpvs actual

hager no or forvvar I ng conput'i ng node A

physidg @Wmmla@ate@ chresemrding dol haR virhen seed dmrdwarwaddress
comuni cation 230-3 by nodifying communication 220-c
(e.g. sffom;ats@oredmr&wntrnappmgdnfqrm@mﬁ 2dde by iteraating Winthe system

| Pv6 h
manbErRBEACER0 o Bt By FRAARNET, 6 by, APSH, ), ano
includ8s Wmnalafs@sk%n nefiforRWdFesETHB tsa bb@rite(ot@ork address for the
payl oad length, traffic class packet priority, etc.).

new TRYS haaderneln thisnexampde,i e 6 astuah@huﬁégl pelwvosl asidress for

cont ent or, payl aad. as i of. CO n,220-c
comwte%apd@rmsuﬁ%d‘?ﬁﬂf e eroTB b Wik fissshin a reply by
Ufihd foaB" dt
Conthledic MR8t ARAY Sa5| S0P Sor PR READ ) g outed 1
Comnsurticatione &drthdeor medole e fbedoevarding sucomgaiting abdlevA. The
Comunij cati on Manager, nodul e R t o handl econmuni cat i or}%o 3 by

Communigatian M?é‘aﬁﬁfllr@%\‘wlﬁsRéh@?ﬁf?@t?smﬁtmtcoﬁg@’dmﬁﬁt'?rb
mod@ﬁﬁé%ﬁmn{)@[:agﬁ b?@‘% sé QQ"fé]ref)I@lcétthé ot ]Wﬁ%%%qr with the new

ef ore Torwardi ng conmu |cat|on
IPv6 header (e.g., in accordance with SIIT), including populating the new IPv6

header with other information as appropriate for the new communication (e.g.,
payload length, traffic class packet priority, etc.). Thus, the new communication 230-
3 includes the same content or payload as prior communication 220-c, without
encapsulating the prior communication 220-c within the new communication 230-3.
Furthermore, access to the specific information within the payload is not needed for

such re-headering, such as to allow Communication Manager module R to handle



3 to Conmuni cati on Manager nodule S, Comruni cation
Manager nodul e R may perform one or nore actions to
wa@lztensi’ee t hat communi cation 220-c i s aut hor i REHUSW09E38667

forwarded to conputing nodél G as comruni cati on 230- 3,

such as based on the mapping information 212 incl uding

a valid entry for the souyce and/or, desti,nation
COMYIUNGAIONRAR WRIFR tha daiad S FHPES iR LG asing 3o decrypt that
pawégqother enbodi ments, such an authorization

et'erm nati on may not be perfornmed by Comruni cation
Meppagg ' Innadehst $drherersiaedimants) defgreclamvaniicgcoomurtication 230-
i nstead may be perforned in other manners (e.g., based

3 todrommisieationnifianaget maduls S, Lepmmiticaiipe Magager module R may
perfglft bhg % e i aR 1 R inifs s ol iealibh 220t ts Riforized to

be fG{IRAE $6 comipIBing 7RAl @ A9ESnAMIEEdINCZE® 3, baseds dasad on the
interaction with system nmanager nodul e 290 to obtain

mappingainferonaticat 267 indudingi aaw@lidnentey femihecsonrgri and/phdestination
., etc.). [00 Af t er, .Communi cat j.on nager

VituRGHNES PRATSRSHECd ORIENERLn 30230 n ptig §ipgotiments, such

an UG Z2ABA St PMNBEENPALY l%%?g\%ﬁ‘%—fdrméﬂ BY TWAkiuPcation Manager

network uses the physica estination network _
modakdRefes eathtdudgoiogmommanicationoor instead may be performed in other

mangern (e fo DasR 4vA ARERINGHEN | bt sraar e RO AR} gestination
{ . i f.t i i t ]
v B S DRl s i, ity

are dHentisé iritherizeenbadtiedonmuniahte) etasedloraan irtesctiandvith system
thus do not need any special configuration to forward
manggeh masiier@9®at ionobin  @renadiieiigalay detgrmination for  the

virtual n rk is being overlaid on the physical
ComWéqa?@Hn%chon net wor k. [0043] Wen Comruni cati on

Nﬁ?@&?rAﬂ&d%Qnﬁmdrﬁ%ioheﬂ\m%@&mn@@ddlénR23‘6r\§ar‘dbatlﬁé1€modiﬁed
i nterconnection network 250, 1t performs actions. :
comsiumidadiont @30rbse e dotercennastionn nebyellje258nde einfgrconnection
netnhe ) Bt AR e e SRR g Bormmuricatin o
Cti _ : : _ . dleTee € 1rad th
outd B ORGP ERY R MEnager AALITS 2120 oo, he
deviess wf theointeroonmamtieni metendc 250 o PotQuss thie pdrios i therdestination
manager nodule. If the co ication is determ.ned to
netwiek addrese (et Tichides exMRBERRN EAU0 BeAEK (ISRHEL Ppimbedded
. S .
it SR Sha BAE PIBLIAREA o MBS 1 forre
sucH arcenirdanichiomoskf éveth awamanesedhaba virtua orghwoikniy eidg overlaid
G Additional details related to the verification of
on thehehysieahimeenneationoetvdKe di scussed with respect to

Fi [%'4{3? \%ﬁ%‘en Communication Manager module S receives communication
230-3 via the interconnection network 250, it performs actions similar to those of
Communication Manager module R, but in reverse. In particular, in at least some
embodiments, the Communication Manager module S verifies that communication
230-3 is legitimate and authorized to be forwarded to computing node G, such as via
one or more interactions 240 with the system manager module. [If the
communication is determined to be authorized (or if the authorization determination

is not performed), the Communication Manager module S then modifies



[0044] In particular, to nodify comrunication 230-3,
Communi cati on Manager nodule S retrieves information

WO emitiEappi ng i nformati on 262 that correspondsPETUS2009/038667
conmputing node G includin@2the virtual hardware
address used by conputing node G (or generates such a

com\é{}lrﬂlpu @nf%‘#éj re\ﬁ%gg({ﬁ%s % n&ljgg S&Wﬂeﬂa I%l)]r"?‘aPnur’flcatlon to
comg/ﬁgﬁg Bo&@dﬁe SabRdnG! cabffs @ rél‘é’t’éocomh\ecaiérﬁﬁaﬂon of the

fying conmuni cation 230-3 so as
comrr&milcmile_ntm -pairediscBe$edwitt aespedt o ﬁlgwa/ZEPM header

i(ﬁ@géﬁe%wnnﬁ’%&%ﬁﬁgiﬁow SR ATRE 2 Gorcation Manager
mod V‘Pertr‘?e\?e%dirn? dtn £EAPHpPhd RiSmStioh BBS that corresponds to
Tstign, iR treiind i

i nati on ne r ess stinati on hardware

com@dﬁﬁgiﬁédé@ inbrRidrethePvidublelaaleivard edrgst usad by:tcmm’ﬂutlng node
address and a dunmy virtual hardware address for

G (o gepatatey sHe@ Virtea! harewess pgdrasst '%ﬁpkp@yﬂ?@é}éa‘éﬁi@ble such as

for § rﬁ%"{’ %ggﬂj%gﬁag}oqeif g‘i eSSFE‘??%géH iﬂ%ﬁ%ﬁﬁf ?d lm§ e&’%‘gtes a new
comﬁﬁ!é?‘l&)»ﬂi“lbﬁaétlﬁlé dyerm@difyi thﬁmﬂn@ﬁ&bhon %@@%o@tﬁﬁd(@emce the prior

virtual hardware address used
IPv6Cueadanivetit ameWmﬁgbead@rdﬁﬁ @ | amordamwtthIhBheThe new |Pv4

neadghyiRAHASH fn WG DE RO RUASOIECF o HRHEL R le Address for

com?ﬂ&)l‘ﬁdﬁlﬁ Mogkner a§qﬁ8ddé§|%ﬁoﬁ%feﬁw§ﬁmmé%%t b MABASESN hardware

may mal ntai n separate hardware address
addres$ domtita pewtlRad headeot theevidtialdnetovark eddrdssr amd aotummy virtual

arcRT SRR oMM e e AR S e§0¢@?€ﬁs%ﬂ eRiress Sha source
hardW&EYadd rlé%éJ Fbr r{ﬁé dﬁg&dﬁﬂd 5853 Odnd FREUY é#‘ %tﬁ@rd Efbrrhtion as

response eques "fTom one

appropatet fdﬂQhéCr@ﬁ caﬁﬁnumt:aﬂmﬂmlyl rtgtah detegthy behderdueaaksum, etc.).
address). Thus, the new conmuni cation 245-e incl udes

The tdhiél‘!@m‘lﬁﬂ!’tl@imaédwafﬁ apdjassausets bwrQ@nWﬁﬁmﬂcMﬁnaaer module S

220-c..and 0- a
for COPRENEL HeElE Aormilhi Ba | o ook &8 S TG RUrESE used by
c:owh%ﬂééndﬁ M@hagéﬁmo\aU@Rcf@ﬁa@mpgaﬁg ﬂada%m ircoter ehi®diments
node G determnes to send a response conmuni cati on

eacte fommupicatiap Uvianggerotwdale siayy maietado separaie rhaidware address

infort R elial e R RO A AP el 94 oY CSmurication
Man g?[T\éHB d«g S@ gwmétg&hn{mﬁdaﬂ%nsnﬁaﬁggéw%m@e@e&atea its own

: cesses |t mannef simlar to
dumpyeviriaasharddese raddess svfdrrcanesytiegt hade dnimursispats@ho a prior ARP

220-c and Communi cati gn Manage dule R
requgst froLIORE, T GAMPAENg M é%g%ﬁﬁ&am%nam%m hardware

R L
payload as prior communication 220-c and 230-3. Communication Manager module
S then forwards new communication 245-e to computing node G.

[0045] After receiving communication 245-e, computing node G determines to
send a response communication 245-f to computing node A, using the source virtual
network address and source virtual hardware address for computing node A from
communicatibn 245-e. Communication Manager module S receives communication

245-e, and processes it in @ manner similar to that previously described with respect



comuni cation 245-f to create communi cation 230-6 by

generating a new | Pv6 header using mappi ng i nformation
WQSm/1#7eer forwardi ng conmmuni cation 230-6 t o REEUS2009/038667

i nt erconnection network 2503 the communication is sent

to Communi cati on Manager nodul e R, which processes the

to c%a%&“%%hq?m ok i e TEn e Shal Riorbe, 12 partiular
s |RRERR! SRkLENSNBASEI OB Bl dumputing node G s

authvdzéd i tes sehdt commutidatipnsotie dGrasutingt modiez &g amd stlaad modifies
comuni cations to conputing node A and that

compwmiRationaZ e to30rediaQATENHYICAHEN &0 Ry dsmsiatingga new IPv6

d 0 [
neadf b oAl O BT AN SRR B AP S0 i 230 to
the fft@rehnkstidly rEaRei @50nTthe nedrheuntaRioRorsMesnt & | Communication
Manager nodul e R then forwar ds comuni cati on 220-d to

Mane@%m@diﬁe nddavhich pﬂ’@@%}?slwet HﬂcgnH@@lrfé\mméﬁ'ﬁﬁU@n g @ manner

sum:l@r %Sgﬁ%’:?ggeéq% ot eﬁaﬁ tﬁgﬁ e%ﬁ%gts C%]cg'pﬁ’ldnlca/{'oﬂaﬁgg—s and
Conﬁﬁ’urﬁlb%rﬁﬁ/la‘h@l 8f md¥Rie SComPErtiBdan CeHriunidtadl Mahiger module

act ual |nterven| ng | Pv6-based substrate
R ofitioneliy veriféast ihah coetonting nodeds imaethoniaad do send wemmaumdcations to

fo d. | Pv6 ' ,
comaging BPUE h AT LI OB GRIOmcigs BEHF cUas S5t PY (GomPLting
node%vgi & @%@ﬁgﬁ?&’me@ﬂo 5mc§ﬁ’r§ﬁ§3@% foh@regfém&#ﬂhﬁﬁ‘ﬁd:é?i&n 220-d by

er no es over ayl n e virtual |ocal network
gen@mﬂmg tehecactivd Helavsr cusllng magpiog ieformatione2 #br kCommunication

v kased S SRR A
B Y

usmé%"rﬁ:’\ﬁlﬂﬁ@ébdmﬁﬁﬁi Ideal ﬁ@mnml aahognanpepecnl oordfiguestiorapf those
recei ve and handl e ot her types of requests and

compuiinguininodes orie  dranségalthe ofackisd odntefvanind niftvG-hgsed substrate

B T e
comMithnidAienk \ﬁﬂﬁﬁ@'dn'yté;ﬂe%lefl Qfonﬁ@ﬂi@#bhr& Ao astidikingtditices of the

manage. As one exanple, in sone enbodi ments, a speci al
interoomneatiastnagworly baset wxi th@&mmmm&qaﬁﬁger modiiestaverlaying

e VORGSR S S it
enca?%glg‘ﬂ rQﬁtdo%}ﬁunébﬂbﬁ§éhéf onf®¥ind é%e’d%é'wrﬁf&f?%@ﬁ:@ék addresses

t1cast conmmunications, a special nulticast
in thersgbptrét@@w'sefal netwm/rbaddee;ﬂesed (e g., "FF36:0000::"),

" Fasrg locesion. Wale et duisotest WiPERPREH 1 blsbee S5 i at las
V235, i T I o R r
othef Aypes RO MEYNGsts and communications on behalf of associated computing
nodes. For example, Communication Manager modules may take various actions to
support broadcast and multicast capabilities for computing nodes that they manage.
As one example, in some embodiments, a special multicast group virtual network
address suffix may be reserved from each entity network identifier prefix for use in
signaling Layer-2 raw encapsulated communications.  Similarly, for link-local

broadcast and multicast communications, a special multicast group /64 prefix may



reserved 64-bit prefix for the first 64 bits of the
128-bit 1 Pv6 address, with the remaining 64 bits

WO pwbasiizey the virtual | Pv4d network address f opCT/E82009/038667
destination conputing node2&nd the entity network
identifier for the destination conputing node in a
manner simlar to that previously descri bed.

be rebereddeiqelFF 36:0000:Her while sadifferan, desitivation eldecssypredix (6.9.,
T T T R .
mu!tiidr%ngptai‘nfdi BFoéd%%gt hasirames fhay emd éf@bldf@ui@fe& %th/ a corresponding

uding using a different nunber of bits and/or )
resebech G4stibpeefi dom tmaringtr 64t ity of the H28-hitniPvEoatdress, with the

rermniga s bAING G NSoHIR AR Ptviaht Sl fera ey destination

comlHRS gAY, e onAIRSRL A OBt e o
in dematerti timithr( 4o g thatbgeedonslyt hieserigedmunAtietiatively, in  other

Manager nodul es havi ng subscribed to the group, such .
embgdimentseep® A M1ar6 tyeoe! hrepdcagmngveicrtitisast cummupiFations may

t has SSQCi| . CO ' ) . .
oot 8 et sRORARSoEEhRE Y 7 o8P futfifier that bes g, ifferent
valu8asterorpul lifclfigihgaising e dFriehinhGabiep pf thitseasdiopbelriestored in a

identified Conmmuni cati on Manager nodul es of the group,

manher oftanvihadiasga tnetweek addiess gpeivat ¥Vhem agampwifginpde sends a
nodes. |n addition, i.n sone anmbodi nents d :
oroagRasiinp et Somyditicatbulh: CATEIURCaIoH I aggs module with an
assMTBY UL iR nBBY tASE hBS dubkrabéledo RNaiChTEsOBidzRRast group

Manager dul*es, such as comunications with an | Pv4

wouldr le¢ iidendified 4. @/ hésed oartbose Caesiugitatiod Nardger ropdules having

other |abel or identifier. [0048] in addition, it wl]l
subgggibgg JpREA"OHP: Rlagh 98@6&%%%%% l%ﬂr'%?%ﬁp%%?%t’wem by

thos%g&nééoicfa?é@ c‘bgfeﬁgﬂi‘tﬁhc%& ,SaH@ttﬂ’ée@oMJr‘ii%ttﬁaﬁgpaﬁEEer module for

uting no at are assocrated wt
the Gefdmpi camnpatind/bmedre wotid uloewardo thee xcomuhenicatiom to each of the

~respect to Figure 2A, conputing node 205a w sh to .
identtied %@mmwta%@ﬁaMa@aaﬁwme%rof(mt g@%ﬁy feywarding to their

C ti e .1 f i i .
oo AR o2, SRR 18 400mens an
situalioR¥] Qs |eastesdihé bpebadchbt ropsprticalsd ddrembanationg wby not be

out goi ng conmuni cation 220-c by Conmuni cati on Manager
forwatsthal by R emohunicatieandManageiomaduiasyisvgh campamneuticafipns with an

PuaiehiE b TP fnethan aFSBHEC TR of oier el ridiiner
| PBagiCRI@HdRIONC Gt WAR . I5© BPHEERE P Rh iy |S| OWwimuLARYEbN Manager

over the interconnection network. [0049] Wile not
moduld malyrfatitttevcommmerspatianst etwegnmeulfiple ofrthatcohyaging nodes that

are %%S@g%ﬁﬁgﬁ%&tﬁ%H%Pégﬁﬁ%ﬁ{ggéggérﬁ?ﬁédﬁé‘.d For example, with
respect to Figure 2A, computing node 205a may wish to send an additional
communication (not shown) to computing node 205c. If so, Communication
Manager module R would perform actions simitar to those previously described with
respect to the handling of outgoing communication 220-¢ by Communication
Manager module R and the handling of incoming communication 230-3 by

Communication Manager module S, but without re-headering of the additional



vari ous ways. For exanple, in at |east sone

enbodi nents, an entity may have one or nore conputing
woesstrkat are managed by Communi cation ManagBrT/US2009/038667

nodul e(s) and that are par25of a virtual network for

that entity, and may further have one or nore other.

non- managed co [ systens (g.9., conputing Systens
COmPTRANCEOD @ Y36 Py PUBTIRACEE SIS THeCIRIE EIRB G it Tavel over
; - rféﬁg that natively use | Pv6 network
the 'Q%grérﬁ\@iﬁsﬁcﬁlg aéﬁ{ilo not have an associ at ed
Comozap)i YWiilso noMiihagmtedrodith aespatt tmrfdges 2Aeiin at least some
communi cations. If the entity desires that tho?

embagimeHsgiiet bRsataTgIsSHe & ﬁ%mﬁmcaépnﬁﬁaﬁym%%ma”d’ed in
vardlGE R Por SR 55 5 AR RSPl 1, ey have one

or PEEBRIkAhY At ceehuesre Managed bycDpwiurgcatianelslaaager module(s)
non- managed conputing systems nay be handl ed by the
and toatnars parti efra vithied aetwadufos (tbat enbly, Aaddgay ttHéhembaws one or

nmor,e conputing nodes in. at | i .
morg it BERTLeRRas GoInEd pYETn 0t (Eifidne systgm, that are
d irecﬁlg%rf&f&ﬂﬁﬁtl@ﬁ‘ﬁé%bﬂﬁeé}bﬂ BEMicTK R5OVAREEr Wt haditely use 1PvE
actual | Pvb destination network address for such a

netwoek aggittessingtthaly doodet (ravg. an" associated Communication Manager
»<Z-identifier>:

ok RSP Ty St TSP o v
mangﬁ%éds%eﬂwiﬁﬁg“%%ﬁﬂsonlﬁet Eaﬁm&?umaﬂg VIREE AeMiétk or otherwise
[ ectro 2

ercon n’net wor O using that destination
comnmeinieats wifldr ihes maavadeGooomputiag i modddhmigibe wintdal exelvork, such
woul d forward those comruni cations to conputin noge A
comw%qtloaﬁtt@twe@nW%@omﬁet"&%Mﬁ%@@ﬂ%m aged computing

oy iy PRl SRFURSe 358l e ranace
the ©PABTHNIRald @BMPutiag hbeéés nenatmidmgesbmengudh entydiments.  For
(or from any non-nmanaged conputing systen).

exarmplet fresuoh &/tuaionmurif sdeh annwermanagedoeRmButing systgm is provided

wit S5 SEALS B BN oA Bl B MBI SRt 8 FBHESH Whnputing
nodé¢b 2l - 1061 ketinehtiics dines 8.2 ofor trhandyeet 6BMPOEEY node A in this

conputing system and provide the dumy virtual o
exameleyothe anon-esanagede ecoptuting  spetenn May gsenchscam@unications  to

comgﬁﬁééﬁoagdégaé i&%q%%ﬁg%%gg@S@%ﬂ%{tﬂcgedsﬁtngtion network
addra¥s! €Bhg t@HﬁmﬂHi@%’de?lg fRIMR brnggaawls MRt oys@Rd forward those

conruni catrons to e non- nage corrputl ng syst em . .
comrRefditioBs b comhpytinignnade Pegesy., sditee redieaderegtise gathmunications

~ situationg, at |east sone rran%'%gg_g(gn;guti n nogﬁs
in a gmaner s tohat BEViystndesabegy fideodBnIioBMpgager module
.al | [ i.on it h Ot ' t t ;

R € e RGGRTYS, TS ot phegs oY, ¥ hBAlmatidyd® computing
system (or from any non-managed computing system). Furthermore,
Communication Manager module R could generate a dummy virtual network
address to correspond to such a non-managed computing system, map it to the
actual IPv6 network address for the non-managed computing system, and provide
the dummy virtual network address to computing node A (e.g., as the source

address for the communications forwarded to computing node A from the non-



ot her non-managed conputing systens or other types of

net wor k appliance devices that do not have an
w@as®eesiaeed Communi cati on Manager nodul e that PEFESE9/038667

their conmunications in sueh situations, if the

managed conputing nodes and/or the virtual netvvork IS

configured to all ow conmunicati gns with such ot

managad ”@Winﬁevﬂ@é’%‘m) subHS a HGHINN SERPUEHRG | O A to send

sim | ml Pv6 destlnatlon
COmH&i’\}&?? éég:ﬁé ESP{gS&gaL%&thorhgﬁtugfé node (e.qg.,
[09&] Oginvidrge ™ bt le%rs?so&&eﬁb@dﬁnerﬁtsrarmosﬂimﬁtiong, abléast some
In this exanple), allow ng the nonmanaged device tQ

mansged covmuiingoxadesnand/or wipvirtuagnelyesksamayabe configured to allow

compRinG RN i Ser vt AT Bor BT R S il such as
othel lﬂ?ﬂ rf'lgﬁéﬂ@édj E8@pLhAg %y§t@¥ﬁ§16ﬂ Sfakr Qfpest &F WBEK hpglidtededevices

ter re-headering the comunications In a
that damtﬂmayerari assccintet Lommenicatish N@rmﬂnrmdi;le that manages their

com&%%ﬁ%ﬁ?ﬁ%gﬁ%ﬁ{zé@%ﬁ% e er{fagp gﬁlgﬁpy noges and/or the
virtu§CHRAOHE & g&g@@aﬁ % 2t c% Unféﬁﬂ@lg@ﬂiltﬂes\dcﬁ%ﬂ[?\@r Abh-Panaged

conputi ng O send such communi catl ons

devites, aidhtd pon-rasnguevdeuss ynayosiadlarlg b@opnrmmiledaﬂutmthe actual IPv6
I\/Ianager nodul e manages communi cati ons for ci ated

destingiipat iNgivVersd é’éjdlr%sﬁl alPr oB¥Chhas compufing 83% &gne -OA0T:<Z-

iden @%{%d’tq"ﬁ@% g% S%gﬂp%llhggp tﬂaln 'iﬁl&"‘@g%mgfégr %?'53’7“04 Ghe non-

manByedHvital fmgséﬂtb%bﬁﬁﬁm@éwm@l carapuiid naddre seemtéreonnection
managed conputing nodes froma range of substrate

netweily 250alising thalr detination Networkagddiess.ewiibd feomaunigation Manager

o BT B8k, B LSt AL o . o
re- hé’édémgevféoéﬁ}ﬁhdh%d’ﬂi%%ﬁn of midhRel sinbit! totBhvBreviolsUE Bescribed).

| ow a DHCP (Dynam c¢ Host Confi guration
FurtiRzrotarep Consrmunieation Memagerdevdule Bf ceulyisimikaly managekoutgoing
to specify virtual netvvorkg dresses and/or su

compREIaIans TR Tor AN Rl 58 B b, dgTes to allow
com%oﬁ‘ﬁﬁn%ehht% o 417t mﬁmpt&anbﬁssuch enbodi ments, the

nrcati on nager nodu obt ai ns such
copbsguimaadeition nberpravioaslyf notedt lze Comrhuaicatien Wanager module
devi ce(s), and updates its_ napping mforngqsl on,

manggesr EPMEIYNIcations; 1o ARSERIFERN nERTRUNRG Rofehen YRdgye ways,
mclui%nmegofﬁnsao[rﬁ!?%%nﬁnﬁoﬁﬁ%%ﬁ?%gﬁﬁgyl@ébggﬁI r'aﬁ?éégfr@é%éﬁ to computing

nodé’é bt Halirtat e adlR@82hndor dgdadsigiing isnbsate physical network
nmbodi ments and situations, a nmanaged conputing node

addmeayes tcsmamabedtqoemtékﬂ!gay)cmvfmm@rang@&f@ubgfratﬂ]gmwl network
addrggg%%ltg%d:q;\ﬁegﬁopﬂ e yd r%ualﬁé@]%%?l n&ﬁ'%ga{??sﬁx%dule. In other

embodiments, some such actlwtaes may instead be performed by one or more
computing nodes of the virtual network, such as to allow a DHCP (Dynamic Host
Configuration Protocol) server or other device of a virtual network to specify virtual
network addresses andfor substrate physical network addresses to particular
computing nodes of the virtual network. In such embodiments, the Communication
Manager module obtains such configuration information from the virtual network

device(s), and updates its mapping information accordingly (and in some



and wth that nmanaged conputi ng node forwarding
comruni cations to other conputing nodes that

w@zopesigend to those multiple virtual network PCT/US2009/038667
addresses. In such enbodi médhts, the Communi cati on
Manager nodul e that manages communi cations for that
managed conputing node router handl es conmuni cati ons

embpainaeaglatSf P& furtheTcBRdetei RPenBtidnPie SYSiEAhdParage" moduyies that
. t. . i . y . 1 i
g H A b LCa TR rel YRSy PP bty

nejopsn KindsHABSES it habmeorarabbpdingdntd the siuatged, a managed
conmputi ng node router, so that incom ng{ comuni cat i ons

com?utimngds mm‘ﬁs%beitm%edia& daYirtHat WRIRT SARNEELYE rRuEer, With
oG g S TR Ao SRR, o BEF g coB noce,

and CRITRUHaAAIN2P@8el OHbRbUBRE BOIE NforwaIINS] I @drBmemivatiens to other
physi cal network address that corresponds to the

‘compating cwdas thahpatresgontbie there mudiinle tvidua orefmere addesses.  In

Suc%k%ﬁ@fﬂ‘%gﬁgﬁgggwgftﬁﬁg‘ﬂ“ﬂ%ﬁ%: atr@b'&gwf@é@&%f at'“'manages
comﬂﬁfrﬁééﬁé'nérfgppgt%gﬁagéd ebRPuLIRG trdde FFYerdand(&$ ¥Bhiunications

represente or a vittual network inplenmented for that
to asdtfidry thf06aBpufingumodeB a narster siredarstonthabdfprevieusly described.
onputi ng nodes and_communi cati ons difscus

Cc ) ed, wth . .
Howeughdbe CasPLGABoR ATATERIET o 84S CaREALT PR NUIN trerapiigle virtual

. ‘ Iy _
v FRRBE AR AL o0 3P poge g o
incofiirsd @amirakigation ¢ laey280 tHasearmultiplé 2drtwal nmetnicckataddresses are

between conputing nodes. For exanple, after conputing )
forwaestes Aosdhes managege cooPYing PedReEULEr, hgRdwste that “outgoing

address for copputing nqode ' L.Qn r '
comfFIR RS g AoR! bReRE G R PHBL LA 0885 5 syostae
sourkB §Hy¥EhP AL IR GRIréR0Ha® c3RBshondy ethel pafielir BoRfuting node
whet her to provide that information, such as based on

that vsreasﬁhrtee computriicajionodia the Inanadest icosputisgcoes@ fostare In this
with computi d | L to det '

manbh A D pfiee TS SRR S i falay gpstomer or

othel? %’ﬁ@ﬂ}e h%g nﬁﬂlﬁgﬁﬁu?gﬁ&%&s’%ﬂtéd‘?&ré QIMIRE hicBlorRasiieRRRL for that

. I cat nager nodul e R has previously
entitpbt ai ned that information andit remains vaiid (e.g.,

has not _expired), .then the interactigns 225 t
peWPﬁ]n%'él.UVantELi éﬁlé'ii'%?ﬂ‘ e, S otlai ethgoggg&i%ggonogees and

com%i&a@h&o%réméﬁéﬁgd A lee%geﬁf)for Pﬁg%?{g{‘ %ufs grdgﬂi&ué&cﬂﬂonal details

nication nager nas a nessage

with 4éBpdcttto $drae adions taraa gy theoCuhen@dibatidraManaglendesdules 210
the virtual network addresses for conputing nodes A | |
and 20 @ndiidthenaystent imaragainmesiule ﬁ&@g?whor'ze communications

between computing nodes. For example, after computing node A sends message
220-a to request a hardware address for computing node G, Communication
Manager module R may perform one or more interactions 225 with the system
manager module 290 in order to determine whether to provide that information, such
as based on whether computing node A is authorized to communicate with
computing node G, as well as to determine a corresponding substrate physical
network address for computing node G based on interconnection network 250. If

the Communication Manager module R has previously obtained that information and



identifier for each of the conputing nodes, which in

thi.s exanple is an entity network identifier for
we@pny7d (e.g., a 32-bit or 24-bit unique PCT/US2009/038667

identifier,). In at |east 8®ne enbodi nents,

Cormunl cation l\/anager nodul e R may send nmessage 225-1

¢ eSS TR SR, 5, AR 25, ot oo

erfOfARRAC | rﬁmtﬂ@ &%a eb%‘o'(ﬁmbmlﬁ‘ée@bs(u%cﬂ hysiel frietweAc address
P ata center that Wcl udes Conmuni cati on pI\/é\/nager

correapauidésy fondoagsitiog anaet G;r@wnnngmlmi@esbﬂaaagehmoduie R sends a
t f th t t
mesRireRab1 1 15168 Systamyassaasadduln 2D PEELRTies BT etwork
add%ggeémfﬁls Eb%?n HingChobifs A?yaﬂoeg?: NMBAGpat 'THE*IHHSS@Q entity network
erm nes t at corrputl ng no e

I's aut hori zed

identiftermfonieael of fd bormpoting nogenodlmch‘:iré thig exahade s amentlty network
havi ng the sane enti network identifj

denaptav S o . AZdelt 8 DR (1GHt IRSTTIEE Ll Slleast some

o by EENTSUAE SRBY GRS R SAPHELER 09551t e

syst&ﬁ&ﬁ@nﬁ@eﬁﬁi@ﬂﬁlé POOIUBRIG an amyeusidedtrbysing Assauitiat etheme, so
onputi ng node A indicating that con(gutl ng node A

that nmlmjemﬁﬁemmar@gpémqﬂuﬁ%m@u b,aalmﬁjﬁm@at (s9., Baeder each data

conth SR PR R S edborooRE el SRR Sgrputng
nodérﬁ Ehe Bﬁréﬁéﬁéﬁﬂ'hté%ﬁﬁiﬁf GRideONBg., Bhé -Nearddietiy McdMunderutilized,
nager ule 290 returns a response nmessage 225-2

etc.)t isageledel uide e oeie aedmam!!@dh@amew cé‘lﬁaﬁéhmtem manager

modQiai2B Sieemings Wk Qﬁnéﬁwigogﬁﬁ 'd“? & Alorger dPecarmmunisgte with
comé?@%ﬁﬁhé ]S é@?f Uf?écfei@;é(ﬁ 'h‘é@i %@f}ﬁﬁétwdrh?dentlﬂer based

m mana 290 urt er verify that
on demputincc aioden AVhagingr am)eluﬂltg Refworhuitbotifiere that oiss enthorized to

th 225-1 behal f  of
cominiszie i ec@mmmoﬁﬁgoqeﬁé‘e A6, etl BRevalk dgtfcr for computing

oo AL HG, il EVRTDLY S Bk Laensin g e

A in&ieaTivg) itisertt doip iMRRASEde PORBUABhBIiFEY te eefforrm ssehecammaiications,
of the actions described as being perforned by system

basaethnagaformetian eorovided duc Ar assedated thlamrrmtﬁmgsn & indicating

e B L e 0 L ROEBH TR P! . e

ystéaﬁf}%ﬁa”g&nhfb@m@Egotretmmultésﬁang@%ee@ag@r22512tmaﬂ |rr¢mmes the
such hori zation determ nation may be performed in

desisdirectoial phisisal netwark address iserraspending tgtmputmg node G. In
acdifiggy BERGERTIGHITED BB AT S DO UL R b et Physical
e[St S2AAERHL 18 3988, SHSger, 0BG hor pperseGery o
Coninhuvicatiort I\/Eana’ger module R is authorized to send the message 225-1 on
behalf of computing node A, such as based on computing node A being one of the
computing nodes to which Communication Manager module R is associated.

[0054] In other embodiments, Communication Manager module R may
perform some or all of the actions described as being performed by system manager
module 290, such as to maintain provisioning information for the various computing

nodes and/or to determine whether computing node A is authorized to send



communi cation, etc. [0055] As previously noted with
respect to Figure 2A, after Conmuni cati on Manager
wormah#7® recei ves comuni cati on 230- 3 i nt endeRCT/0£2009/038667
computing node G via the ia2erconnection network 250,
Conmruni cati on Manager nodule S nmay perform one or nore

interactions 240 with the system manager nodul e 290 in. .
ComBYUNGANIPES ddP e CATRUILAFE (RIS { B adf hGTiiged ¢ gy Suen” authorization

deteﬁﬁﬁ&@hﬁﬂé{/%gbﬁoﬂﬁéé!iﬁ@o"f‘ﬁe désnadf giit@atﬁfﬁgnpkﬁrth%ﬁnore, in other

communi cat1 on s valid an

embatinisits Zsthet tydes bbnuthaldtibe detemnination mae b8 performed for a
Comuni cati on Manager nodule S first extracts the

comasnieation iwaen twa AT 'eArseeMeK NG gaHes sSurhjas baged on a type of

| Pv6 .
the <ORTANEAPBn 8023 oSt noR REPRENRERAT, Bhoaadmp of the

comfithidatioRetwor k identifiers and virtual network
addresses fromeach of the extracted | Pv6 network oo
adiossd sAs pravieusiynmated cuith sesmeaidger igtridle adtedk@mmunication

Mangégr’gan %% g%%%@%eﬁgmwn%tigﬁmﬁ%%%gﬁﬁ ggtn%u%ﬁg node G
via g&gﬁ%&@%ﬁ@ﬁ ﬁ&wowezmnéioﬁg?eg@aw NAaRags Mmédule S may

of conputing node G including a nmessage 240-4
perfémabne re Inioresintdractiodtsr 240 adththe syalerm eanager aitde 289 in order

A Y R O e—
to vérﬁ?%aisg%?ﬁmig%g}rﬁzs TR RPLhE B UYRORARS tdTBEWofnSded to
ey send message -47t0 the system manager nodul e

comg8thd 8bog GIreanynastatandiasagagmaddle 8 dirstnextsche the actual IPv6

0056] The system nmanager modul e 290 [
destMOﬂ], neferk cadsirass aamg@s&% e'li%’rvés%lgéggﬁ%?ﬁ Afdress from the

[ | ud th t hysi | d .
W5 oA BB PSSR erty von
iden8HEHEPARY Witual nefwek addiedsss iffonefeach 16F Bielexdiactds IPv6 network

previously discussed with respect to nessages 225-1
addraase2Fhe  Cammeninationtdanagertrsodule %gﬁgxb%qgmsgémessages 240

it SRS RS LB B S0 Tl Bp Bto Y s PR physica
netv%'r'ﬁ E%fe?s%tfoﬁﬂwéj@éﬁ‘diﬁ’{; RAMANINGHdAE Al #Pbelfalf Bf 86mbating node G,
etermne that conputing nodé Gis authorized to
includingra messtagev24(h4 dbabintiudgs the @xikactedhdtugomtwori addesses for
comg’ﬁ@?g%ﬁé@"ggélré}qs Gloq?n t h%rtgt;t)zt] gwgﬁécgrgsi%ﬁg{eg ?orngasc:%agfethe computing
node® W@tcgﬁ.hpgohﬁlnéﬁﬁrodﬂﬁghijs? (?%nﬁr'?l%ﬂic‘é%hfﬂllﬁﬁagé}ahddﬂ% S may
feturned physrcal network address 1 n nessage 240-5

sendehebesyd RI0suicc ¢hd Pyisteret waarlaged dmesisieed90aatséd) faroranycast
t he header of comuni cation 230-3, so as to prevent
addrgssingsnsl rogtispseheMessages as being from conmputi ng

Noflfsd HHEt sy MiEmAHidildeY oAl "B Wh&les message 2404, and
returns a response message 240-5 that includes the actual physical network
address corresponding to computing node A, which in this exémple is “:0A:01:<Z-
identifier>:10.0.0.2”. As previously discussed with respect to messages 225-1 and
2252, in some embodiments the system manager module 290 and/or
Communication Manager module S may further perform one or more other types of
authorization determination activities, such as to determine that computing node G is

authorized to communicate with computing node A, that Communication Manager



conmputi ng nodes in other |ocations. Conmunication
Manager nodule S optionally stores this received
wo0 pfoonsmEed on i n message 240-5 as part of an emCHU$09/038667
conmputing node A in mappi ngdinformati on 262 for |ater
use, al ong wi th conmputing node A's virtual network

o S ol L AR FORERERS bhoutn e
etc. ggdggﬂﬁnfcg Bntl‘mgﬁ% ﬁ‘[\d&ﬁ@d\s e veRfES that ﬂ"le':'rét"c&h%d physacal

e perfo n ot her enbodi nents, including
netwiook addmess ofi metsaydk BUDd5 enatangsptimt soalce dPv@metwark address

I Pva and | Pv6. [0058] Fi 2C t
extracpet f%gh@mea;{%sqfr%ara BiGRIPR %@Sééﬂ%ﬁ i ievaitt emets to
SpOOiéﬁ%ﬁodge%zfm eSS Uﬂlﬁﬂggﬁ Ur e ésag\ﬂl’laé[hy gé}ﬁ from other

comp n8d¥s fin @ﬂ’nerﬂ@bdﬁﬂds a(idrr&ﬁsnlaaﬁmemTagenfrmdlﬂe|3mpt:onally
In the substrate network address so as to enable an .
storesythis e@cemdmmrrcat@n ineessaga 2406 arepaBaf anaentry for computing

nodd 451 8ikalnd nHEHRRGN 252 brTRRT L. i kPR Seutipg pode A

virtugPR&tRor e a%lﬁ%s% R QU AR GEL haBwaré bldidie ﬂoﬁlcbl*rfﬁutlng node
64 bits storing an | Pv6 network portion of the

A. address and wth the subsequent 64 bits storing an

P VS oy orr S cadppehaliybons Rassga. witp respect t

FlguFe(}te 2A ?Bpﬁ’l%g?gé‘ @%rﬁdrgrfed' W%tﬁ&d%ﬁ%dlrﬂét\fsd%clﬁd% Rirt types of

I er ts 0 through 3
network Bddipesitg rotacotoother dian hivAcartblPur gani zat i on

identifier assigned to h
i N0R8h T IO ey At rlvueﬁfé%f 8 SeHaRa PTGl ubRkate network

addﬁ%g'gggﬁ ugﬂgﬁ%rom :'% 4 g%ltgﬁge%}?h? @m@glsgt&@?d I P%xample

netwdNCadafedsebeimgxcdrifigausd pecas tdlasmbed aCoviudl matwark address and
Centre). For exanple, in sonme enbodi ments, an
otheprigtenmation on theasubplaatst BEWOTr ITaRs S0c @t ioRnakley pBeOverlay

vl o GAMAR, D R B8 g v P
network tdﬁre%t@hfl%ﬁ%hdﬁrlked%omé arpgohit trledwetd beakesal Sgace to store

i ncl udes a it group of information 272b in this
varicesaimpdrenatiom; vathr tes pitirls64 ditsoptoriogyarndPd @ﬁ@wk portion of the

e e e

port;d‘ﬂ%?%é gl er is indicated in information 272a. As
previ ous y (?I scussed, in at |east sone enbodi nents,
t heos9)i ni thlis 6xamiple, rtlae\nmtnla! Bd+ti natmmfrk tposticrd of dss IPv6 address
represents a partial évvork add r t he s%stra

includes o2& DtHeN Y .&Zgad‘ﬂa 15 B trqusbA | B GPTRSPRGS 1o & corporate
or oltflrabRAnEATBH! fRAtfAAIESsigRes to?Such %‘hborganlzat;on by an Internet

registry operator on behalf of the Internet Assigned Numbers Authority (in this
example, based on an assignment from the Regional Internet Registry RIPE NNC,
or Réseaux IP Européens Network Coordination Centre). For example, in some
embodiments, an organization that operates a program execution service or other
organization that uses the described techniques may have an associated identifier
272a. The initial 64-bit network portion of the address also includes a 32-bit group

of information 272b in this example that corresponds to topology of a group of



network or other portion of the substrate network. In
particular, the initial 64-bit network address portion

w0 mogmis17east sone enbodi nents corresponds to aPCT/US2009/038667
parti cul ar Conmuni cati on Mdhager nodul e that
represents nultiple associ ated conputing nodes being

LS BT, ) A ISR BNy Hpgced on
behefi@?‘igﬁwe"%roﬂﬁt\)m%é% REHTIASS RSINB RSP ROMEbMEatlon SPPE Ps previously
all of The 64-bit

Interface identifier address portion
discugsedr derat tieastegoras earhbodienards,i thesinitiah £aebit netywaorki pertion of the

nodes. | n other enbodi nents, e tial ne r
addrgsRir HESIRAYS bR P@rﬁ'ﬁgsreﬂn@% vaCH}eag dor eﬁeihg@ﬂ{(?emem'mk that

[ Ons : / ' 1 h r .
correpRRgS fpda Iob&liof ¥ Rlele eI @ IpmRlingtRoded Sadh as a sub
netwoeo @ Qstiier Pbetiorabf dine ZUBkiraky netyorkseht pagicutars the. initial 64-bit

information in various ways in different enbodi nents,

netwark RAESE! RRYTION A1 Gt ALASIFPE SUHREDMENthEOTPeRP KIS VIOR Particular

two.al.terpative e e nf | LO f .t :
Compffhyislely riater TEBARIC AR areodis oRRiile HBBEGHN computing
node&/Beink Rahhdsd blyvRe bt émn{Udidatior2Viandg8Bmaiduld) sueredsibhsed on
| Pv6 address) indicate a particular version of the

the Copuwhwygation danagesnmoduleh managinthéedange Pforetivoek addresses
r emai ni 30 bits C e pver tinme.. Wth respect .

corrdpeBg MapPoma o gl B ik ShHan B eR dHAT IR oL B on in order

to re%r%sfheﬁﬁetﬂb GRRAARRINGEEd | QiAb&hg aseag.aﬂ!ﬁl th@f @fibodiments, the

n the | ocales, Conputer racks wthin
partigevgwaphaddressasay hadeprepshteal with apdifferegt systtemoibitee.g., 72)
wi thin the conput racks. In this.exanple, the 6 bits
and/plowsing & Rast &l b FbeRRS g aiipPesent 64 uni que

v ’ L ¢ . . .

! 71 SR O ) o GBI 20 P epreset varous
inforShallibh sinf aridle waekin riffsrent ieprbodimentresiertopalegy information

uni que val ues for each area value, and the 8 bits for
groups 2 1dh asf A6 sheping Ayo saltaraativeo gxample crafigwrtipag of topology

. represent 25 I f Qre I3k . . .

torERGE B4 U ERER L7 A R 2B St g ot 22

and 330of B6X ovBfAI IJE addicsst fdiBatebdtpAracilahaemsion of the topology
additional bits in order to represent those types of

inforlh’lationnaml'pthat_gh@ hinaaﬁip@ ohdhe ramageag A kzjtgemaaccgﬂ_a@ge over time.
! B Bl 408 o Ao, B8 e grren
geog%ﬂ)HicQ%é‘Q%&f@é@g{rﬁﬁhi&@baé QPP e IEB&@%FB@ﬂnEUtémﬁcl@within the

represente er manners In other enbodi ments.

geodrafitid laréas, tanidspleysace) lcempLiingesysten nodieswithir the computer racks.
identifier portion of the |Pv6 address is conflgured

In thisxgiae eVEpit faryBe Oe Intparai] BRY PRISRG! i Laiiie values,

|.

e E5f S B R5y HH GPELERIR Bt 6 it ol

valudTehbibits formthei ragk mefdematiora ney tapecedent 386ysmnigae values for each
conputi ng system

area value, and the 8 bits fgp ??%e physical computing system node information may
represent 256 unique values for each rack value. Conversely, with respect to
example 276, only iocale and rack information is shown, but each have additional
bits in order to represent those types of information, such as to have 16,384 unique

locale values using its 14 bits, and to have 65,536 unique rack values using its 16



corresponds to the initial 64-bit network portion of

the |1 Pv6 address), two 1-bit identifiers 272f and
WQRIBY1513294-bit identifier 272d to enbed an em@1/yS2009/038667

network identifier {e.g., B reference a particul ar

virtual network), and a 32-bit identifier 272e to

bits fatcpacte poaimsalioni Ravik B pRRrecied tiimopplogy Tigfmatoh may be
reprx% %ﬁ #O%gﬁﬁdé}ﬁ{é}gér?bﬁhe%mﬁa@ﬂgatéal ues, the 24 bits

net wo entlfler may

reﬂno@qe[nt tH e plat ethp $6-08% mteHaon identifier paitioes pf the IPv6
and the 32 bits for the enbedded | Pv4 network 8dres
addr@ﬁ% iseperfigsied aiopstarendevargl dyepsoiof | EXMaAcHudN aﬁwssan 6-bit

ol 12 R RO 8 R8P B TR e 19, Saruter
wﬁuélhﬂﬁadhihes@ﬂﬁwpﬁﬂ’ﬂ?dhw@t@ léﬂbaﬁmd[a?aplwsmtcttﬁﬁp@m system that
ddress is globally adm nistered or |ocally

correamndsstoeﬂw inifaki GA it Debyork; pletionf o’éfch@ﬁflﬁ(ﬂdrws)l two 1-bit

denflibu T4iaPRg: 6L50 P 2H0L HALLSHe @t i SHRTY Pty network

;den’nﬂé’r' %35? etd"f@éﬁceté‘?aﬁ%‘é‘rﬁﬁr’c&é}rr{éﬁ@ﬂﬂdﬁn& @ 92-pithakstifier 272e

hg node or t group of multiple conputing
to embdd%m( Pvd. netaoripadtiress (@.dr eadﬂaaltneiwomaddmsi ) The 6 bits for

the Slaicenbiey o opiESeoh BPPGXUHRIENH B W94 Unces 11 & R for the
emb%d%@%nﬁ&eﬁ&%‘ﬂ? éﬁ@i i&P ?éée‘?fﬁ agﬁrcﬁﬁrhtﬁ Y968 mEHEH unique

or u In vir a Su I ng vi corrputl ng

valug®dand aHe e3> m&edfo@rthEOembédded dPuhametmmrk ramlmesag may represent
communi cation with such a destinati on address

apprasimatelyeti 3tailian coiee: Yalgehodbihis prapkn died- hlbfd@ﬁaﬁer 2729 (bit

f t:
70 of B o atad) Bl ORIl b Bl emboaimens
may3Rdieble WRkthernthedstriieseiavgidbalig dpaipistared’dr blcbll;ee‘drrtnylstered
network identifier. It will be ap ﬁrem ated that the

and i theerfhit ddentifieri 273F (bibf o ngii ﬂb‘h ipeldress) eaniesentp nan 1/G

indi GBI P R a T U PR BN (gt i DS g Bdcress

corrédfidndR!t8 4 8 F@‘@&MPUE‘QQ HBderdragi ABrdupPbf muitisié %@s\ﬁmﬁmg nodes

nagi ng co ni cati ons between conputi ng nodes.
(e.g. pasquamd)faa brasidpastosmultiaast)r dned [easjisome em@ocfments the I/G bit

k
s SEamaorBy Ahir® gWBupbi® S5t donto BTG Hontadiy of the
corr%ﬁﬂ?&&hﬁﬁ@g%tloﬁqgﬁem Cédb%fucﬁ he BPIRY DRtudy St ting via

e “gf ou may be y a program executlion

phariéfivésiaptitie) nedeesitess pndor tormdaoatd ¢hetldn iatomirsg coransunication
or other entities. The grqoup 399 includes a system

with ﬁaﬁb@eﬁeﬁwgﬂuaﬁ@@%bé me@wedazorﬁagpnwﬁﬁamlq#& %q;&sgﬁndmg to
e e SRR Sl SrERE Bon DR EogBiietgonaia o

the VHIGés ©P I BDOG FAEE embadded aitdwark agdiesgaind 24-bit entity network
Conmmmuni cati on Manager
identifier. It will be appreciated that the interface identifier information may be
represented in other manners in other embodiments.
[0062] Figure 3 is a block diagram illustrating example computing systems
suitable for executing an embodiment of a system for managing communications
between computing nodes. In particular, Figure 3 illustrates a group 399 of

computing systems and inter-network(s), such as a data center or other group of co-



nodul e 360 t hat manages host conputing systens 390 and

t hat executes on one of the conputing systens 390 or
w@eoansitrkeer conputi ng system (not shown). The BYBUS919/038667

manager conputing system 30® and host conputing

systens 350 and 390 are connected to one another via

oca, HIBBYEES SRERECT ) e PRG54 ARS8 Computing

systahi8 Bﬁﬁﬁ@rd?oﬁﬁo?:@@%nﬁ? 58 ddRidebyOANSRigran BRéVRIDN BBAlce that
Joins nmul tihple disparate physical networks (not shown)

exedutes programe w Bsealbofdcystersiets gr pihev edtiiesactlee graup 399 includes
a sy ANRgeE senanang dystern S0 ka et SorRi S Bysteli o0 Rapable of

I I t
oD Q0 o ot Sy LRl 19 vt

similapte hesh adinngeaurting, systemoBEDp@ndean cept®dal oynmioication Manager

oot ) i S8eed 8 0 R4 on o o
e SYEFLAS 2S5 5F U SRR B, BB The

systériemahayeérstamMpiitng ssteiraB0a @tndomostanwnmm@usysmemefsso and 390

prograns on conputing nodes. The system nanag
are conpectedgtos\pnee @ngtieri vial abeinternapinadyark \?&Q o\MBICh/ tocludes a

ner GRS AETES o oA 0B BB T lyor oo

may @ezanqﬁfﬁ%ﬁtﬂ{edh@ﬁq‘?&h@rmgoﬁfsl M@llt%l@dls’yé‘?at@t W&daﬂ @etworks

deV|ces 315 (e.g., a nouse, keyboard, etc.
(not hewhpdor thengraum Qggyancb poSSIolyf mwtde@nacqe@sri@sext@ﬁ@l aretworks

oo s B SR S o AR, SO Mt
exan%%,t g‘ghétwo-mﬁg@ﬁlcé %@E%rb@ﬂe§y§g§fﬁv?é§pbé%éhd% ﬁetwork 380

vari ods O conponents 3 storage 351 , and
and mesbropnihfiingAsysteinsaBSorearid B3@0Comstatérohodireadsr networking
nodul e 356 and one or nore vi rtual’A machi nes 358 are
devigsdeaMayy foreaner!reh Ayogiss, org Bifldehe nodul e 356

@H@&L“ﬂqégg@rgm Frﬂatn'agg? cé%)utt[ﬁiﬁ RO 150N \ﬁléﬁ% m.anage the

e Co I g nodes mﬂ.lnl cation

configOehtlon SH0irtial neavdks waithinthe ngEppp rAPY, rfsowelitasoto BMlde other
on storage related to theconputing nodes 358 and_ot her

funclammirleieg iodes Provielynie, i ntalzfierasl FxPatanyof programs on

com L kO 1A S A e 2Bl 45600 3Bl cPu

305, PGaru8 |10 é&nb@ﬁént@fshE)Stst(ﬁﬁg'éuBBOg S hegpo 32@r The 170
i nstead some or all of the host conput | ngéasterrs 350

commmbrﬂQOnatugdeaatdzaplagcsn1/ astvewkpeannegtinodét2 bgomputer-readable
medBSFEAL0 FroahaBoia et atelg RHE Wil o).

| Ngog4fierHy RsEESmpBLtidd eyYseR 850 fuR@RIns to host one or more virtual
machines, such as to operate as computing nodes that execute programs on behalf
of various customers. The host computing system 350 includes a CPU 352, various
I/O components 353, storage 351, and memory 355. A virtual machine
Communication Manager module 356 and one or more virtual machines 358 are
executing in the memory 355, with the module 356 managing communications for
the associated virtual machine computing nedes 358. The Communication Manager

module 356 maintains various mapping information 354 on storage related to the



conmputing systens such as those illustrated here,

organi zed into a | arge nunber of distinct physical
wozioneskey [ 0065] An enbodi ment of a system maREIES2009/038667

modul e 340 is executing in3#enory 320 of the conputing

system 300. I n sone enbodi nents, the system manager

340 may receive an indicatign of one or nore

compyting nedes icfiand ghet cemPyied a1odgsr sUH PRI mATERSImilar to
oo HEEH R ST 98y Y35l UL 2B ROVERNRE of i pther s

complifind) @55tePeTBA0I Mgy e snikar3R0thargd hast camptingugstems350, or
~ may select the conputing node(s) that will execute the '
mstqa%gmraa(cg)atl ahibedyest senruiagesystaos B8P antkA9Qsnay petdirectly as

comfyieg b3 Bl GROn R PRE S ol uhlB B MR mpohines.
typic%?sé?ﬁ‘dr@eﬁ%ﬁ’b’it e thsup W By e PluREFeds26F AMGusdndls of host

sone cases, the structure and/or nmenbership of various
computing aystestsasudts asriiyodeeillpsivated dwrby otgaaizadointes A daigeghumber of
dat gabase 332, ich the nodule 340 maintains to store

_ 2

distiptRilysices Bﬁt"\‘qé'&gt ed to the physical and virtual
re c ; t wprki , ; ey
SRR g M e S0 i), et i

menfsr9g32if ahd canputing gysiede 300Thdn sserherembodigents, the system
nodul e 340 then initiates execution of the prog:{;}gg(e%)acuted as

mangget 40 comp RGeS A ddicationa@laop ol BHUE IRFORAMNS

i_nf or nat | . [ ' .
part o 0B T R it pEAPE R kG hARBF bt BRing system 350
or otdrivisdd abedn ik smardtompelihy thdtest Qsmﬁi 6he tdfiake host computing

comput i ng nodes are associ ated. In other enbodi nents

systeme 33@cand dn M rsiyptions omaY saiset ithg cevrWingapodr(s) that wil

R T T
netwolk 2588LARY RIR Yhe (BARAIIREIBHL(S0bAKEE SN, RireHaRiFe, a customer

associ ated entities and associ ated virtual networKks.
idenfi§0883odkatedi withsthedpiragrgme andfordether | faclosswhby spmeheases, the

Conmmuni cat i on Manager, nodul es, 356 apd 360 (and ot her
SRR S bR BGH RIS ErTURb PeBHR, e die REiagee bY the
prov%'i&ﬁﬁ?na&ﬁa?é’t?és% Qdo C IR 1R9 rROARE: 34 ImSRRIMY téforeNRiformation

syst em manager nodul e 340 nmay interact in various ways
related trarieg eploaical nerehtviduesl  estoveses ¢exgpunetvprhinge harSwate, etc.)
interactions may, for exanple, enable the conputi %9 .
assqeiied WER AU QSHIPEEo AP GXREHEY iograms and” computing
nt ey - ' L It . SoJM
noodd P SSUBHT hiflieP TP bRl BBl g 0¥ program(s
on Y Ebmauting nbBe(sY) dridiaptisrediNgrisvidey atformavet to $8Camehunication

optionally one or nore external networks (not shown)

Managehowdulesyasseeisied withrihogri camputing nodes regading \deévaldwetworks
andlglﬁzer?tﬁtie%t QS " which those computing nodes are associated. In other
embodiments, the execution of programs on computing nodes may be initiated in
other manners, and the system manager module 340 may instead merely receive
and maintain information about those computing nodes, programs, associated
entities and associated virtual networks.

10066] As discussed in greater detail elsewhere, the Communication Manager
modules 356 and 360 (and other Communication Manager modules, not shown, that

manage other associated computing nodes, not shown) and the system manager



net wor ki ng devi ces (not shown), and w t hout

encapsul ati on of communications. [0067] It wll be
w@pppesi’at ed t hat conputing systenms 300, 350, BODUS2NL038667

395, and networking device3362, are nerely

illustrative and are not intended to limt the scope

o L o i, A SRRt v
confh ehR 2B Pl R e

358 agnd/Be dtRéeroddtpiitingy inades etoV\rite ey inasuniédte ( HVigb v)rtual networks
More generally, a computing node or other conputin

witheytsarynspegiat eapiiguatiompf doesomaties rmd%rbav@\f%laamg the virtual

vonGEL BT St 3 P S RREL B P REFRA. Bl o

shoﬁﬁ)s Kt LR afY hesediRIMRBhRG SratidAt @ba‘&ﬁv\@ﬁ(r‘v{@r@ev:é@t 362 kor other
storage devices and ot her network devices, PDAs,

netvmaskmgmvws (nbt shayes), pndw@moubagea@sul@uce‘wfr@mmunlcatlons
or gani.z i nternet,appliances,. tele -b d
@P%ﬂs («/\gl’k &e aggpﬁlat%cgﬁlqtgﬁn%ggg sarﬁgq %60 @38 390, and 395,
and m%mémﬁ dedité adszv 'a?'@?nér%ﬁPﬂlQ@trréﬂve and aYé‘Ho@%&eﬁB@@rto limit the
consumner” products that 1 nclude appropriate
scopeoofrthe petdsemb imagdionl | Forexarnpleadubinpding syséems 300 and/or 350

mayibe SOMEBaRD! .o%tvied@%s?%‘ﬁ%gf%b%{ Dbtalen. iehiied typugh one or
moréejh%éﬁdélﬁgtﬁ?%rbﬁi t%qﬂbthr?@;?]‘a o ty ﬁs R mt%:ﬂelrt]ér vid'theQWBrid Wide

e fun some

Webl (“Vusth™ atidreTgdudesly nayconasutivg ndsdlallodeﬁhaﬂobﬂmpum@eystem may
addi tional functionality may be avail able. [0068] It
compfise aaywww@tm eichardu@re ﬁaﬁoﬂwrare thaj gan diferact @ing periorm the

I I rated .a st or i t
descietic Wi b Lt Tofid. ShElalob, PR Bhefh R or other
comB@tefré abBAEE decRRITYERSWIRKRENag8 HeRAdRR! asd oftfdenetwork devices,
devi ces for purposes of nmenory managenent and data

PDAisnt egitphonesAl winelesisi vdionesi npagers; em@ntﬁen@@agm orinternet
e software rmd%jiees and/ or stens_nm ecut e

aPPRCR oI SR CRHARE  SUVEDE antSontiABoabE Pt nEpRES © andlor
ersbhél%%fté]t\ﬁtﬁ’e& PERRIHEERY, SN F VEABuY 'oﬂﬁérrﬁcﬁfsuﬁ%#béﬁcts that include

conmuni cation. Furthérnore, I n sone enbodi ments, sone
appropriafel carhmiuinecadipn tcapabiitie?. ofn additlbrzstheﬁynumnahty provided by the

lustyalag BaRLPgI ay i e e Bodlres BRaeBingd Innevi, Hgdules or
dlstrﬁﬁ&ﬁgem ?Hg:ﬁ%&ldmbﬂui g §@g. h egme' éﬁbb&%aﬁgghé itGnctionality
I'ntegrafe stan

Clrculrts ardlntegrate

of seiecuf tise ihmitated Imodules. lgay ot b qurovided ampoopthert additional
i nstructions, and including mcrocontrollers and/or

funcm@d@wy&mavaﬂab@ s), field-progranmable gate arrays

(R ATk L O RS v o
be|n§tsﬁM@HLih6}ﬁeﬁ%Yy 2 o7 eradeonbile (Rity uses, BrebeRings or portions of

Instructions or structured data)
them can be transferred between memory and other storage devices for purposes of

memory management and data infegrity. Alternatively, in other embodiments some
or all of the software modules and/or systems may execute in memory on another
device and communicate with the illustrated computing systems via inter-computer
communication. Furthermore, _in some embodiments, some or all of the systems

and/or modules may be implemented or provided in other manners, such as at least



on a conputer-readabl e nedium such as a hard disk, a
menory, a network, or a portable nedia article to be
WO zmd/1fy29an appropriate drive or via an appr opPCEUS2009/038667
connection. The systens, nd@ul es and data structures
may al so be transmtted as generated data signals
partlg%% firfiwae" bn r‘%eﬁa\'}vﬁﬁ m%ﬁﬁ'lvggrbﬁt HS{ |ﬁ'|nt@l:l°l% Yne or more
ital propagated signa on a

applvatipntspecifieadatdgeatetdandrouisi qASIEd), urﬁandaﬂdl udteggated circuits,
W rel ess-based and w red/ cabl e-based nedi uns, and may
contfaliess fe.ga by Xpcyting apREpRriate)instrastions, @ngringludinggn @rcaﬁontroliers

an AR 5L AyoSlaietl SBLE S TE ). compie

progharReieis (0gRy delieds {@REDS), ke, Bersor 4ll 6f fe'modules, systems and
enbodi nents. Accordingly, the present invention rmy be

datasteustiresdnay alsochdsiored (e gr,cas scyf@varm la@hﬁtmt@msam stiistured data)

on 2D A0IE aEiot, g Barst ek d0Beene a network, or a
portétﬂéa‘tt‘na|a"‘§)"t|c,lq7e,e t8r19é”rQ§§ BY anf Qg?ﬁ%ﬁﬁﬂ-‘l Qlrive XS Yial 8R Qﬁproprlate

e syst.em nanager nodul e 110 ure 1, the syst
connemfiagerT heoshdtem29 Moufulds glmd e!steﬁwﬂﬁur@wdvagralisdn bestyanwmtted as
such as to_ assi st

r, modu 40 of Fi in
genaigiedy A é@ﬁﬁf%qf'%am%wa G acrATRT WaYReOk SHfRT. Agjo8 or digta

t
oS AT 1% 1, R s s,

includivey wlrelees-haeed@m wnrecuaabIenwseblnnamulmmdanay take a variety of

enbodi nents, the routine be provided as part of a
formgy(giens wart efonrsingle & m%ﬁﬁéﬁee@nadﬁgssmal Al1as pudiple discrete

i g 0o TS5 S5y RTRA L BHTER A s o

formé hﬁtotﬁéleéhlﬂa@ﬁlrﬁém@r amBcaraingiys tthé preeshtcini@mtid N ehayose practiced
for nultiple custonmers, w th the conmunications

with othefncgmmtﬂerswswnmnégamts@neach conputi ng node to

h h
R TG i o & R Ry, B e XoPiRIE) SF BRI G4 System

Manider rduting Esd. f Thet @utiR@tm8Ptdd Yroviddd rwr&aﬂﬂ@ execution of
routine may facilitate preventing unauthorized

the syst&mnnaamgmoﬂum beiofig-igurev dite systelmsmianageromodule 290 of

FIGURRNEAAE RIPEdhe A e BRNRGRE: I BA0he: igure S Such as to
ass&qmég?ﬁ%%ﬁﬁ%rﬁudﬁmm&obﬁ%r{ &%ﬁgﬁ%egr&)@ﬁn? rbc]des across one

I'Tustr e routin

or méfd intehmeediate netiumks, as welcas \teberithe oibiet itprees of management
continues to block 410 to determne the type of .
operaiigiselfy some situatiangletlBratilpast samae amiodinsatsrthe ggurg may be

proviiRey 48,33 G A Fs o R SR SoMhiGeetRs tob b gl aifferent
entitieX @erids cOmmch inBertieRliateenaWeriQsuBR 8 JTPEr R BFod¥Em execution
behal f of that entity, the routine continues to bl ock

servige 1that oexeetes apwarams oonpliatiibiedogempiutingt hades for multiple

custc;n[l]gilsc%\t/iﬁ'ldtheemclo}'r%unlcatlonrgeconflgured so as to enable each computing

node to transparently communicate with other associated computing nodes using a
private virtual local network that is specific to that entity. Furthermore, the routine
may facilitate preventing unauthorized communications from being provided to
destination computing nodes, such as by assisting Communication Manager

modules with determinations of whether communications are authorized.



enbodi nents, the routine may further determ ne the one
or nore conputing nodes to be associ.ated with the

wo ppesired entity, such as based on infornmati oRCT/US2009/038667
provi ded by the indicated éntity regardi ng one or nore
prograns whose execution is to be initiated, while in

th nmbodi t h I ' f '

‘n’gm&io; cidPGriles eted FambEiMEPhiBs fPUe BEs AhbIdH 405, where a
t e i n : f '

e B TR TR LRk b3 bR e e o

requieBt. S HEs IESeHiASA tisatane tase obreguebt istte assopiaté agonqildmg node
may each be a virtual nachine that is hosted by one or

with eopartiplas inghicated endity. yich st ib Hhat compUtipgtnase isirxgcuting or is to

oG BRSHR i oG BB el il hETRbO, Sl o ook
415 fﬁ’é i daocife PRt | Sathplting ddee With Uit aingftatetb oshtint In some

routine stores an indication of a physical network
embadiainemi, ther reediperrday duithen defegoinsutherepa et gorg canpuig nodes
net wor, ddress used by t entity f t he. ti .
to bR @ERoTalR Wi RoRTEAaEh cO DA RUCAES GERRACY BT onAgovided by
the ﬂioﬁé‘é{éée&q&g\? r%?@r’ﬂiﬁ# s @r!m@?é?ﬁ@%’%ﬁas WidsBh¥sé&dion is to be
addr es§ cor

net wor espondi ng to the conputing node
initiat@y, whiles imethentzpch odimentd theasglbytiore af sueht worpudidd mesles and/or

specific to that singl ti de, ile i th .
exe BB ARRSP Rl RTRGFIES OPANBFe COTP UG08 nRRRITRY e Petformed i

t ar oup,_ of-..oul ti.pl ti,n : :
omef s 9" PRI, HEPUBHRTI GRS LS5 in some

embBERNEfts drier bhaforerdt,the rcosmputitigh eodes mayhéadh be a virtual machine
particular entity has nultiple distinct virtual

that riet hested byt Imoer olitmae PRYsicak 6PTWUERY | SuFtemBi od her raftine then

contfluBf i 880k KL pe o haudor B L ohes LB g hode and s
asso%'iﬂldn%itlﬁf 15d MHcBedtBatenititf. OMBAttiellal NinGAB] ikt tdteM emiddiment the
ot her 1 nformation about” the conputing node. As

routipeestocass lay thdécatiosed{ aFphysieal2@etinark saddsesss corrgsponding to the
exanpl e of how such hysi.cal t k.. add b .

comggmrrgpgmdgd a wa]nqt\?}oﬁg gaélpanﬁs{I] v S.fetpgr ﬁ%tﬁzgforfﬁxe c%mputmg

nodér’,legﬁéf a‘?ﬁl&&iéﬁggﬁ B they %%s?éiafe%F%PgI?‘.j nROYRelsdeY fh greater detail

uest or a ess resol ution a virtual network

elsewtlgres 38e physicabngtdri gddoss, cartespoadinfy onthe computing node may
Communi cat.i on Manager nodul e on beha

in Same IR PRAIEISENE O PG GRS MOHG FATESheSRESS daethat single
R

othebﬁr@@goﬁfvﬂﬂ@tﬂpﬂ ddmpuenagedicspruchi B¢ nuale ben macsged by an
behal T the request is nade is authorized to send . .
assaciated G onmusisatios Masagempediley hudeermrige N sifyatipns in which a

par Yt R ST e T RRIGT o SoBine S Seceive an
indidr?gggsoggl!ﬁd?ﬁ%isé’aé%@nﬂﬂé Webhe or isrerBmagabtworkguivime/hich the
computing node is associated, and similarly store that information in conjunction with
other information about the computing node. As previously discussed, Figure 2C
iflustrates one example of how such a physical network address may be configured.
[0o71] If it is instead determined in block 410 that the type of received request
is a request for address resolution for a virtual network address of a computing

node, such as from a Communication Manager module on behalf of another



whose behal f the request is made is a valid conmputing

node that is currently part of a configured virtual
wozionesk29 and/ or based on whet her the request PGI/US2009/038667

received fromthe Conmuni cé&i on Manager nodul e that

actual 'y manages the indicated conputing node on whose

behal f th t h
manggear FAMBATIG NGea e dPLEES SWBUB T RBdChPIaRicd2dovhere it

dete%ﬂ%‘s ARGtheMRRE ‘?eé#ies‘?*?é Auforded |Et i oPﬁ*d’f\@rvlfay%d@[x@ﬁsas based

nterest and an entity networ entiftier or other
on witheather mahatybd combputing( eode pnawhosebehallties irequest is made is
al phanuneric | abel), such as included wth tFe re

authpriged Je e Waawmwonw@ ﬂ@u@@fﬁeut%rﬁ‘oésnw ﬂ%%é’%l@sf network

a8 37ich I AL (910 B d BRI i)t whih o

two ¥binpufihg m@fd\é@%l@ﬁg)r @s.@@@@nrwrmémet iaé neatdded esrhpoting node on
dent|f| er to a physical netwrk address for a

whoB@rb&hatﬁ the ihequessns gm@sa valid pemeutingnpdg thells, cusigedly part of

A B R AR s
the @Bﬁ%ﬂﬁcﬁﬁbd M@h‘égéi %dgfe frize aﬁméﬁ é(})%fthﬁéKncﬂdﬂt’é@S@)mputmg

he requester: l e not |Ilusrate here, if the
nod@leirewtmoaatbehalﬁ meblreqﬂleszlzs rdader nif tbe nemaest isedetegminad to be

gl e B B L o
add%é tbfa‘iﬂteq'éétoénﬁreaﬁws BByt Rethldfc IESHERE dr&RtREY ﬁﬁlléaﬂop bPée entity

not responding’to that received request
(e. gacwuhiqae nmmend: feralphtradhesn iabdlh esuchuas rm:lurda@d whfthennequest

one or nore other tests to validate a recei g est
receh@rlincblels g Thevicuing iR SonUsiey o Taas oh reUuR stored
mforﬁaet oﬁegﬁe{éts%gsééqﬁ%?tﬁ%tc\ﬁ th@ﬂv&@ﬁd@r@@% fo?'ﬁ'ﬂeabr?@al network

1S aut hori ze 0 recelve nf ormat1 on.

corrémnd to ithati Sntitp Sietasridrieptifiened ai phyicat khe4wd>ﬂ( tidtess for a
he recei ved request is of another type, the routine

locan@rmttmatmrasnagndado the spowKtingmods, pueh gsmanerdeviously stored

i EEASE EHSREAED PRI WL P PR Jo 8 i rove
an 1%9&7&‘1 &t f?feeﬂwys"kﬁé?rn'é%br‘knacﬁﬁ@s% tP 8 tetjiledterC QVRIM indg illustrated

nodes, such as if a particular conmputing node was
herep nfethemiﬁdarymaam irabledk wi2btdedeaines ctlnﬂltatheéﬁqw%l imnat suthorized,

the %ﬁurt%%?é’aﬁﬁtsateeﬁsﬁﬁf et RS Fa0-2AR5RY dnet tuestriiugh os by
resp%ggﬁgt Wite 899y s%%%%tﬁ'@ reciﬁb‘étrr‘é%blv 8 ARYIRKSR05 or not

rma varirety O er actions rel ate to rranaglng

respandingt nthat recdivéd reyussimp uh isriglitived é@s otfes embcaizmxﬂs itire routine
greater detail elsewhere. In addia:l;g whi | e not
may; PRSI aPEE HErBOra ibehdesiEnt MRS & RECPER W&Uﬁﬁ& before

0

resofbp g L R, b Sl M0y IR Sl g noce
that #itbteadaé fediict adaithbazremid @tehe thppindpmation, such as

after predefined periods of tine
[0072] Hf it is instead determined in block 410 that the received request is of
another type, the routine continues instead to block 450 to perform another indicated
operation as appropriate. For example, in some embodiments, the routine may
receive requests to update stored information about particular computing nodes,
such as if a particular computing node was previously associated with a particular

entity and/or virtual network but that association ends (e.g., one or more programs



have expired. In addition, if possible validation
probl ens are detected, such as with respect to
WO zweilyvigeb address resol uti on requests for virtREE/US2009/038667
net wor k addresses, the rouB?ne nay take various
actions to signal an error and/or perform ot her

e My SRTEARe ASTEFHGEA o
oy B S A G SO o0 g ptem

combb’ﬁ]ﬁ( n$88s 288 dulssed Q@bﬂéatﬁr gletal Bisewhard.| omv artidagmmhne not
an exarrpl e enbodi nent of a Communi cati on Mana

fllustraiadmmresuoothﬁﬁeemmdmmtsﬁye B@Jtﬁﬁomaﬂe@ hgpes orm actions of

othef & UEE)%C olpa%gorg}] 9F& s:Ws&%éﬁtﬂgl %ﬁéns to review and

u de@@%n@d‘?%‘i’érﬁ{htkﬁr‘é’@%bpmﬁiﬂt@ss&?paél%ﬁeﬁrpré?@éhr@d periods of time
Figures 2A-2B, and/or the Conmunication Manage

haverexhitess BBaddition of passblef vatidgtier payblemstarad %%tﬁdnﬁ'g@‘ as with
respBet oresan Aapigs BaeLih BRUES Sy T ST B redRSses, the
routlﬁérm fé%""%lﬁgﬁé’ Che %6 'Q?ﬁneaisaﬁr %‘#rdrnb%l&d'p\%ﬁ@rm other

Including to determme whether to authorize

corréspomdinigcattionssad ap@ogfiate. f rom t he nmanaged conputi ng
nodes. [0075] The routine aetigjgs at bl ock 505,
f

anlOPTRA| ﬁ@r B' ckg 428¢ 8ft0ean ﬁ'&%éoﬁtmﬁrﬁﬂnwﬁs\l\% B'PCK 495 to
eteﬁtn[ﬁg ! ne ?oﬂ?‘?\uéouﬁ'%e tﬁé’%hf‘h’@‘?eﬁj?n?lt@%& 4@5té’nd if not

ommuni cati on or t her nmessag

contﬁmufésﬂb@qmdd,@:gm éhagly if it is determ ned in bl ock 5
10 that _the nessage is a request from an assom at ed

waiﬂagﬁdFI@tdFﬁ)uﬁl iy Motk giagiamnwdiik 28d @Xa8Yle esEdgdipent of a

core ot FNEE o T S 4 kool
exeduibR dtthe Iwﬁﬁ@h%tlbﬁ MaYade? tH6diles Tooar ¢0¢d BRAIOREB0 of Figure

continues to biock 520 to send a request to a system
1, theaaﬁagnmumoammeManager medules & Aoand/atdpe sy FigyeisuidA@B, and/or

f th di cat ed t f
the CominnlobgARraes M IR R 3 Bl g o 1
man‘ggé '?:oH}ﬁ‘ GiRgmoHd ﬁSn’F A hsfQtedffolip 8f bﬁ@ léﬁfi’xﬁore computing
| scussed wth respectto bl ocks 425-4

noddd gmlr@rdér tAs pebvide 5 qufivate ghntzdl enethetrii dves| seevn@r e,fnore shared
the routine may in sone enbodi ne nf.or mat i

ItermRlAtORANGES, AKIRE 40 SHRFTNNG 1A O 4 BBTiZR BRI dnjcations

ile in other
to aréc%lhial mnggqgﬁ%w&élﬂ&rjrg%g%d%gy i nstead be provided
t opobhg TRerbindYelnlze Stasipok 508, nbdes aaniddivatiby is heceived of a

system manager nodul e, or instead the system mana
nodennomreunigation ;koed res¥age: hakhg FPWINeaCPBINYRS oGk, 510 to

determlnegthprt%éd e oI AN EafdREK S Ind i g8 U E foceed accordingly. If
it is determined in block 510 that the message is a request from an associated
managed computing node for network address resolution, such as an ARP request,
the routine continues to block 515 to identify the virtual network address of interest
indicated in the request. The routine then continues to block 520 to send a request
to a system manager module for virtual network address resolution for the indicated
virtual network address for the virtual network (or alternatively, entity) associated

with the computing node that provided the request, such as discussed with respect



routine. Wiile not illustrated here, in other
enbodi nents and situations such address resol ution
WO zoest’so may be handl ed in other manners. ForPENESRODE)38667
if a conputing node being Atinaged by a particul ar
Conmuni cati on Manager nodul e provi des an address

to blagkiod Beridgen! Tgureih: ASIRHASEH: i GHEREH ALk SIoRkiPgre. L routine
may R ﬁ%ﬁf e odlﬂﬁbﬁagaw ;rﬁBtrﬁaﬁ&h %%BPUi‘FltutaP nEﬂﬁ‘ork@%‘\%%r entities

€raction wit e system nanager nodul e,

asso%iéﬁé’d aﬁthbéé@hi nfdhdgeidocarablitimg sibdeedhile daldtlyebgmbodiments such
routine in addition, while in the illustrated

information meytinataad heceioyisted @th@siotit@eabyr Egueamnpyting nodes and/or

o o) S5, RBEREL R0 ety AP g eeepy wack

and 3€4EaBat |rif8rrﬁéﬂ'l'ﬁ1” wiRBOE ithBsThg ﬁrbﬂdéddbeéﬁd teskbditiyothe current
request may have other fornms. 10076] In the

routine] ushide et eiffusicatednhere, his otmr. ﬁ@ adiceenis nandh fdigiatigns such
bl ock 525 t
addr@ﬁ%;@%@ umo@équﬁévtmeq%agpwgc? ﬂ)’i‘])? rr%t h%ﬂﬁ%“ eE]or example, if a

t
comB g g FAESRE b LB ACCShptu a9 modui
provm@@r aﬁsadctresst atsolutise rbyuestefar canather {cerrg)utlngats@;te dnatais also

vi rtual hardwar e address ted b
managed Pydhat Comsnrieatior Managpe gseihiethe U eemaadeﬁf;?ad be able

o e B LB Sy s Fmnape sseib el e s

as HoREHI 6¢ ihfdemaponVdtors) tdml!sdtbmrnélaodmw e ladadditisnt while in the
the requesting conputing node, which it will use

I!Iustmted enbedimani tbat fesewedneaquest i RdEeausst e Rf@ﬁ*ﬂ@tg (f@mputing

Wit h th i_ndi_cat t d
noddls tdaiet e Curele BB it UPieshiby’ iCPfRted pworiciayer
add r@@é Wﬁf l‘E:atﬁé*’d bATDIIRERRNER tdadtedss rddolvticle demtl magoh@ve other
nmbodi nent's i nclude a physical network address that is

formspem fic to the indicated conputing node of interest,

thﬂghfsgglﬂntgxyhﬁ{ﬁt%b ﬁ bqg(%s thﬁtg%r{éflgﬁ? lpen ¢ t{j{ﬁ.llestr o,blgek 525
to ré%fetJBJEtﬂe%bﬁgtgjé;W@‘rﬁ'tﬁé éﬂ@flﬁﬁ thn AChodR tHﬁiliﬁé\maés a physical

mput'i ng I 'ongs,” such o correspond t

netvmmlotafwret&) nemchistares cxnfd\mm;yer Ion:atb&u ltheatt hreapsathad e:shysw@s detwork
ot her computing nodes. The rqutine t en_cont yes
addBpBdR B3OS ALrERAhREd TS, POdIEsSeTps 1ais (5 by 1hE rbiine (e.g.

vas BEBA S 3P P et AU 08, SPBvidd

the @%Poﬁé@) ABpridiossly disslissedeFigure B dkistiates Mke ezample of how
ustrated here, in sonme enbodi nents_the routine

such agtysigat Betworls address: maY hespRiHigareq. o%hﬁrf@uw%tt@ﬂ ProXndes the
oSBT A5 PR ECHER, e L uoe s
of c¥fnidlinications that it sends to the computing node with the |nd|cated virtual
network address. As discussed in greater detail elsewhere, the physical network
address response that is provided may in some embodiments include a physical
network address that is specific to the indicated computing node of interest, while in
other embodiments the physical network address may correspond to a sub-network
or other group of multiple computing nodes to which the indicated computing node

belongs, such as to correspond to another Communication Manager module that



the indicated destination conputing node) or no
response, and if so may not send any response to the

WO seesi’eng conputi ng node or may send a corr eREDLSHoNg038667
error nmessage to that conpdting node. [0077] If it is
inst ead determ ned in block 510 that the type of

ni catl on or h t
man e cPrp TS FetBSs 4B 1482 BRA STy HEbiook 530 1o
deteFrﬂH]%' ﬁ‘%l&d?(s% 5%5 wehd] ﬁé@fo?ﬁieﬁ%@bﬁrt@%é dAAg of an outgoing
I ng node I's not managed by the routine, the
noder mﬂmnmamcahm naesdisousdeai kvithd Oegpeedt donblocys t dr0- -555, and if so,

B S i

may d; aﬁhfe W%]aﬂeeﬁgfa'?e r%re”YrBFrF‘ tﬁ@%y trﬂéﬁager module (e.g.,

|na ar dwar e ress Is a du har d
basc0oh &5 rédirsstiag Joynpuipgesbdeonet péingiatdhonirdior dommunicate with

address corresponding to the destination c
the Iﬁd@étecéd@ﬁ"@iloﬁr%@mw@]@ nasﬂ@)cgggedeﬁp@mﬁ% @sﬁﬁ’tsot @ay not send
| not .
any fisheraRds s P beng e TR R BE sl 2o B hiehPgnaing error

meséi%@fdﬂh%?cémhtlﬁg @eHeespondi ng phySI cal net wor k
dress for the outgoing node comrunication, while in

ot foet7] efrifddiimsiaed determined i biockr &1 hthat fae fyRereticommunication

or lfsCiiesbabyS oty OB, ABSE Rt RS AT RLodmputing node
manggé@ BlMe ?&ﬂﬁwect%@ﬂﬂih@ﬁhﬁ&ﬁtéooré‘n%tb de%'tiﬁﬁtléﬁ cé\mbhtlﬁ@ node that
ror “nessage back to the sending node).
is nwtnMaﬁageﬂ Hy(;tmbNmuﬂlmddhfsrsutnse Fontippes t@hhm;k 5dartes!§entlfy the
or the check is not
indicpisch BRIRGD BHOFERS | Ble HhodBHYEoR: GAHGe atfielom the
| comf)‘uél?\ C%tl Qc?é?’ t‘i)nttﬁ&:l{jlﬁ%y tha J@Hﬁ'ﬁ@ tﬁé’ﬁ” SrmiRBE . whether that

e comuni cat i on’ header in acco ance Wt

destmétlmﬁﬁslrd\ﬂar@bﬂcﬁ%s jy @doawhy hardware aefdress previously mapped to a
i nt ernmedi ate networ ks between the sendi ng and
phym@émeﬁmrk@ﬂdfg%ggrrﬂ@m% tqjmqqgeﬁmt:pgtqqrréq).g@g node, such as

prevBUENETR g SR bt Rt R PRRR i B P emboimnts the

rout;ﬁgdécﬁﬁmu@gytobgimnsﬂgttbegerraﬂne Hlegice 5166528 itd idegemmivie such a
further include changing other information in the new

corréspmading physicalinetyverkaadsiress forihe putgoing nade KoRWAWRIsation, while

ol G ERAAL I, RSB B0 AR o
addreS0 I haER Jimt fy"Rdirb¥s NBerBatinE fRiy&flise the outgoing node

conmuni cat | out encapsulatlon as part of an
comensidadipndd fainesuuhrasuwﬁthnm ewokmeseage hackie the semdisg node).

i nt ernedi at e i cal net K bl ock, 555,
the ingisetert h@ff@varﬁa%qfcﬁr@ﬁgﬂ%@ {RP0RH B TERD 1 fggcheck is not

ni C .
per R B8 PO SR, 1, AP S8 W7 P b, ptvor

address gmamgzsc@mmmctabl e alennmiyhéardwarenedidetss, and rewrites the
network(s) to the ) )

communication header in accordance with a networking address protocol for one or

more intermediate networks between the sending and destination computing nodes

using the retrieved address. As previously discussed, Figure 2C illustrates one

example of how such a physical network address may be configured. The header

re-writing may further include changing other information in the new header,

including changing a virtual network address for the sending computing node to be a



destination conputing node. Whiie not illustrated

here, in other enbodi nents various additional types of
wpemeesiseng may be performed for outgoi ng nodePCT/US2009/038667

conmuni cations, such as to4¥erify that the

comuni cations are valid or otherw se authorized in

conepaNtn TNaE Bt AR « S Geih ToliiRl: ST, RIRogiments
inclubBE rﬁ&?ﬁ)}ir‘g{?wr—i{’Eéc%iﬁw&érﬂﬁwm%ionsw&ﬁbﬁsemgdIa@iBn*w' Part of an

assocl at’e the same entity or part of the sane
overlayrdfuhk viktialordtwobaseer the ome os emeliengteanedinteinyaicabnetworks.

_ conput i ng, nodes bei associated wi.th different . . .
In bR {1565 ¥RaroRine AEnoLaEs0 IS Simie ddglied outgoing
. C - g . . .
com PTG e 06 Alor TRV RERLGE, g it g of
the HSURAd Idutgdings comphedcatitet ever nibe intetrhedilated rsdwotigs) to the

the received nessage is an i ncom n%ﬂgode conmmuni cation,
destingtion neoroputing: nesieageyhdenpel ilkigtrakdedere.of gther embodiments

.external c utin ti.ne j t .
v, S5l b 9 YBanshl RV PO oBB N Sugomo noce
comirinidaiBns e8GEH as aBovelEs thariticosoRaiiHidativpis nardegalidr ormotherwise

t he conmuni cati on header. As previously discussed,

authBiized én 2@ridusugieyat @sg.orte exiflipthat dhengmnding reamputing node is

autr B 81V KB A It SR B hoce, suon s
baseggf,n:m g@lmrg Ysderiatby wiltpthe Ssmb Gy B pléﬁfﬁﬂiﬁé eahieoirtual network,

one or nore ways. For exanple, the routine _
basethndttee sehdmgwant heesighatiqrn gempattingenotesk being a@ssotigied with

i g muaieatlon Roce U5 Sl MOBREC AR e o
comﬁﬁw&rﬁ%p%%ﬁ&ﬁpt&@%@i&@[&geﬁ?ﬁﬁ%‘t’h°’e BasetLfEation, etc.).

eractions W m manager nodul e and/or based
onootspelf itiis frestemd deterpriread ouislbyk s 0dhatttheasdeived meesdage is an
~ the routine. In addition, the routine nmay determ ng
incoming Rede tapmprpisatian fRecRer & higdmasgoed cqmuting nodes from an

desti nat . C ' i r . .
erto G5 LA BTG SO R ARA 5611580585 1 Sadilny s phsica
netwoRk Saddrés<s fHIC8RE NbregTAMdC dbktmation dehgutingedodies from the

not be valid, the routine may take various actions not

comptumieatios hgadas s penoustyediseussed, friguse &G Blustraleg one example

of nBGraon 2 AVereLnenTk rsias i) be Gostbfifed nAEhHRK"S6s, the
routigg%bhﬂﬁﬁéé’fb BIBER 875% o%ﬁ@ﬁ%’“yeuerif{/ tHa8hé MEDMIAG communication is

mmuni cati on I ndicates a destinati on network address

validt imabnel@e o waysr éspoexamplea toarpetine maadetermine whether the

i de, th ti drop.the i j
PhySE AR Ao 57 GhE SR g WA UBIERUPN fogBdgactually mapped to

| i al FRAFGUERIAESS location,
2 cofsbABUSBAE NIRRT 03 oBURR it TR
such &¢lbaedddn deetadtiahs avithnz systekn madages moduteeapdodbased an other

conputi ng node that was recently . o .

information previously obtained and stored by the routine. In addition, the routine
may determine whether the physical network address for the destination
communication node corresponds to an actual managed computing node. While not
illustrated here, if an incoming communication is determined to not be valid, the
routine may take various actions not shown, such as to generate one or more errors

and perform associated processing and/or drop the incoming communication without



managed but is not currently managed (e.g., due to
that conputing node no | onger being associated with
waQ bwitsuidecat ed virtual network, such as due t oPEIUS2009/038667
| onger executing one or nor& prograns on behalf of a
corresponding entity), the routine nmay provide an
forwh G af 118 NtHeO irdiGate8 NdedtthatiBAPHEHET Fof easldiable! € the incoming
destinati on conputing node is no |onger avail able.
commanitgitiohrindicates! 4 destizatzun eetmodk addtessahabdods ookcaT@spond to
the routine continues to block 575 to retrieve th . .
2 CH{IR, M ads eCQH}ﬂ‘E'EQ ARG hESi FAUHEP MBeYwofioPa dfiee Jacoming
to t . i . _
comifelicaoh SRRBE il B AR el sage s BASAIET, 382 bfbodiments
suchvemrbualessages anenobskns tHeasendingepegridingandue. sHrthetindicated
a conputi nah% e wth that virtual network address and

destipghial) neive ERRSr EQEeSRRNIdSelon RpFNPHHNG diadle that was recently

i ' j jr r
manEg e TR Ao S ek 3e 1 Ao R R AR A5 po tonger
beingdgseefated seith , theumdicated rmual aeheek, glichhgs ides t®fno Tonger
t he destination physical network address. |In addition,

executieg ANenYr dealei pIRGTamS ey Bakale ohddFeresprngingiestity), the routine
may PR BN S sPREHORC Y fhe sl R e 208 ol B destination

comp@FRESddd B i RRkePabaildble.si tuations in which such
prior mappi ng has not occurred, the routine may

i 1807@hdnibe filbrsinated eRboslirBe B Bifteo bigdekad 70, $be outine continues to
[ rmatjon. The routine may simlarl ew.ite the
block 3¢ AT EEENe AR ELIEY EFCVRE 37 Tiess niols ViHugL AT og address
that hét m'a@gé@%a’t tpfhé}%ﬁ:aﬁ %Hséihéﬁ&h %&g&ﬁ@tddﬁﬁe&?dswﬂ felrite the
a sour virtual 'network address an unmy Ssource

commanitatioe haddee iy the vires) doctil mgtworkt dvethae itcappeears to be sent to a
comput i ng n&dteﬁ? After block 575, the routine continues

compging| BeRe yth thiptrnah pamork asidressgndrdumennbendwase address.
For eI ofl FEHIE ShEirkRs fhel A5sfREbh VI ThRRER s gray be

obtaihgd dron the dastinutiont proysidad neheorteridrasd itsulf, 3adB .as[PORQA subset
[ [ is instead determned in block 510 that a

if it
of thaebitngé the dasdinatien tpysicab nebyerkyaddrespe paddilien, the dummy

cestigiyl Mfduar® dielss.ay s bIRADI, BeBh waPfied thefienysioa
destiBRMH nRBlbiki 88dRS806USK & PréIOATY idisdiateq 0NV trESect to block

nodes, update previously mapped or stored information
925. t th sitfiatitts inhahighssudht prieresapping bas mep wccugedotihesroutine may

. that are i or _to.renbte. conpytin odes, ..

nsted cperforin HORR & a8, et Sigh “ioHRonoy THe (fotiine may

simildfis teatedfebamRthicatio REKISSRr R vl RIcBF ABRAGIR &6 that i
not being performed wth respect to an outgoi ng

appeacnimre sant foom a tempoting nede aiithi nsesrce wvirblad clets&k dduress and
determ n% whet her to continue. ) _

dummy source hardware address corresponding to the sending computing node.

After block 575, the routine continues to block 580 to facilitate providing of the

modified incoming communication to the destination computing node, such as by

initiating forwarding of the modified incoming communication to the destination node.

[0080] If it is instead determined in block 510 that a message of another type
is received, the routine continues to block 585 to perform another indicated

operation as appropriate, such as to store information about entities associated with



If so, the routine returns to block 505, and if not
continues to block 599 and ends. [0082] In addition,
wo200p08152%enbodi nents nay provi de mechani sns f oPCT/US2009/038667
custoner users and other edtities to interact with an
enbodi nent of the system manager nodul e for purpose of

configuring conputing nodes and their c ca i.0
partiFdlAr SOMPHTING SGHES e HPEAIeERPEOHMY BRBSGeOmAtoTed inforimation to

reflegf:tgﬁféﬁgéé Wﬁtﬁ?@%c‘f e @tlﬁé | felfes MR | 478t Q@Eg%@ﬂé&&i or to

an i nteractive ser |nterface

remdteaepsputhsestiesnber.f ace, etc.) from whi ch users can
manage the creation or_ del etion of virtual networ

aniﬂoﬂﬂeAﬂﬁrebfpﬁk% 8bp oP8BronA8Y, @alf Ih@timéﬁeladmrém@ﬁﬂ pn block 530
that By hlpcBSs PRL 5 SEPE; SHABSREoEHEd it ' HRBKECT® an outooing

comARPlid=idhi BRSroLENE contiRGes fEBlocR Bo8 o REbiaa Hthéto continue.
user accounts; the provision of new applications; the

If soj thietrioatinemeturies toi black 5A5, and ifmet contiméesoto tH@slt 589 and ends.
application t he assi gnnent of pllcatlon
o B Ty pEfietr vaTPGR, Sber e SR gufic, PE)Eiee fechanisms for
custér%%P %‘?s?‘ ’anEt Stl'pef éhtﬁ@g'tb' Pheratf TRhe AR WHhBBMherf®f the system

provi e an application progranm ng I nterface")
managext AlddoNes mrhepurpos@utafng:osygwmg; anmppltmgramde'so and their

programmatical ly i nvoke at st somf the descrih {JI .
commyRatIBRaY | pr %@Wﬁpﬁ@m@aﬁn@& P Sdéaawfpv' B o dteractive
cons%'ie g%gsﬁ élré%?r Bﬁﬁgﬁtééneaﬂj\gﬁﬁw %ldlrﬂ:}:%eﬂt ¥ctWe°Q§é]’”ﬁterface a

[ or mhetwork servi

Webpbﬂivmlt%ls%dclhtdﬁac\ei, 2td¢ frope mtiicte SiseAddant mmaégaiﬂteacfeatlon or
related to the operation of exanple enbodi nents of a

delefiorn §f aiftust detworks anst hecepegitigation; ofhvitual Rrbwerk prembership, as

tech b | LS .
wei 551 el B PR “Saii-abe HAHAR Jelfed & g gogragon and
manﬁgém*ehﬁcbf Nestedi BPpRSATBHE| @gl Ofhe BRiaNeanofanpdificaton of user

) Application No. 11/395, 463, filed March 3

account20be mn\dél@ntd)ftﬂ%"d appmm@nﬁgtr@(mlﬁtrmntefmimm &fgnonitoring

of htﬁ%@ l bl 8@ ELFJ Ita:sg% %r&ﬁl}mfppha e f??dg ngg fjre%rérvatlon of

time@ééﬂéﬁé’t@ﬂ! r'e%ﬁfd“e%”@tﬁ‘) CR{ é@&ﬁoﬁeédiﬁé%n%ﬂ?hﬁe'n@may provide

each of which s incorporated herein by
an ARIf €agpication prograemmingeinfeffaggpthatt alaws ottles ccdmaputing systems

and GBEGTTBRG 10 e B ATEREALY IS g [BaoheSUaR: O 13 described
funcﬁ@ﬁeﬁ@g leghﬁﬁ AMggﬁ%gggggﬂrbb[Hé@ r?&h)b?ér‘?é’é OFB@Q!-: r\ﬂérfﬁ@éé (4., to be

nachi n cont ext a pro

involecE bytprograins wiritien ot 0 IC-HH)dresesa) adriddor setvoak Is@sweaé @rotocols
al so possi bl e. For exanple, the described techni ques

suchnag vise Viédab|seyéees.n Ad@tl@iﬁitc@taﬂ%fﬁ!@t&gm thex peﬁtanpaeof example
oo F o AL S RORE, Sl R EIIERS, B BAUTtponricues
may SEhEsfe avdll2ble H‘EU’IEfﬁpph‘élah@ﬁ ING. i ' Me394 50 b efildé Marchesd , 2006
and entitled “Managing Communications Between Computing Nodes;” U.S.
Application No. 11/395,463, filed March 31, 2006 and entitled “Managing Execution
of Programs by Multiple Computing Systems;” and U.S. Application No. 11/692,038,
filed March 27, 2007 and entitled “Configuring Intercommunications Between

Computing Nodes;" each of which is incorporated herein by reference in its entirety.



techni ques coul d be enpl oyed by a network service
provider to inprove network security, availability,

warmdfisiokat i on. In addition, exanple enbodi mMenkGI/IsRN0%IES8667
enpl oyed within a data centt®r or other context for a
vari ety of purposes. For exanple, data center

op@h@ilortSwmra@éeéé dppéciaeldl thagCalBoligh hosbatk embodiments the
plications to custonmers nmay in sone enbodi nents use

desqub@dd@gbnrnu@a ar@aﬁmwlqm in iepeetedeoha data rRentesihquping multiple

onyEhFEPLRS, oL L BRS80S, o g grosron
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the deseiashiethniging man 8§t STRiyEsy feHie C]S’PE?dﬁcﬁ"? &ﬁsamzatton-W'de
net\@gscrl e%ggﬁ&c r'a&ﬂ)sb bhé][lé%’é"‘%{ SHRAdh&RNtiSH 8. Uhersity) for

ni ques I'SO he conputi ng
the roesefit ces itst idmplegedy mtﬂopemmmtrmh grbilmnatlvely, the described

depart e.gd., humn res fromth uti
technghiga a0 1o PIHAYVES) B b O sieRePrayRir SoPPTove network
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op€rators of’ users that are deploying
emprnzyledl witbhimandata aepler cart dther (@rgext ﬁorma:l\tanetty @f quurposes.  For
enbodi nent s .u

exarE Ao GoT R HATERE B ety 1 Telheesanap Nostéd Eppliations to
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hysi cal partitioning of distinct conputing systens
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e, LSS OB GehBRTEL AR, 1k SRR Rkources
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routi nes or consolidated into fewer routines.
compytig arfesyurceﬁ gWirede R oANABRE PEEPRRS! QfAP Budepariment (e.g.,

accogjw é]%?suc fer%rpm;%tﬁrqso{;ﬁﬂgéﬂsq %lie;?%;ﬂ@ﬁggfa multi-component

appflcaableqd . ax knudti-tiered bgksinssscApplicadibhpmealyi it \some embodiments use
resp ectlvel , or when the appunt of functionalit

the d%sc.sbad torhiiduss o Riouide IACHIAdesA ARRINOS %égfaﬂon for the
vandi%e%&%BﬁﬂénmﬁeQe(e'd A eﬁﬁsbﬁbfé%agérgéﬁ%ﬁ%d Ilisfhess rules

g., in serial or in parall
eng:ae@l/etc ) ri\/larqogenhenauy adrheodeem:rlbedheslenlqked; my ba Ltsled tartirtualize

physiiatr BEVGHES iy B0OEe: FBISRASNH SENEIOTD et sWaHK! ;Gpnventionally
necedsltate SRYANS bartTiaie SHAibARY oMl dybtethd ndiof Aetworks.

appr eci data structures d| scussed above
wayoaale i$tw1lmatamr kel apprefiistedribat inraamer embedistents thy functionality

proviRa iR RbAeS o5RL B2 aiPve MRy ple i Yo ways. suon

as bEPBSYIit ﬁr’ﬂcﬁ'@ Bt rdute8 PrecothebRdStbl UstoUe®er routines. Similarly, in

some embodiments illustrated routines may provide more or less functionality than is

described, such as when other illustrated routines instead lack or include such
functionality respectively, or when the amount of functionality that is provided is

altered. In addition, while various operations may be illustrated as being performed



Simlarly, in sone enbodinents illustrated data
structures may store nore or less information than is
walzwensiied, such as when other illustrated datBCT/US2009/038667
structures instead | ack or 46ncl ude such information
respectively, or when the anount or types of

in a baftumatmanném@lg.i b sériml el in pardllefraadl/of BABParticatarauder, those
aspects of the described enbodi ments can be further

skillethde the glawili appiesiatedbat & ether ronbedimegts fha sesrations may be
perfé :?06 G SSddrs éh{ﬁ‘ﬁ rb‘?ﬁj%lf anBefO MHbEE kst |ﬁr@hteo?]r(te will also

con gure conmuni cati ons ween comput i ng nodes
appreelate thatohier datangrudiinésrdiscursed| aldveamagnives straatuirech in different

manager, nodul e that nmanages c ni ca f
manggrs, Sk a&%@@\ﬁﬂ%@ SodlB e S THohEs SPILRE riulipls gata structures
or b9Yh h 9 rHé‘iététﬂfbtufe%”b&%cﬁlﬁﬁfé& g B 94 @Tblgf‘a &tructure.
e

hat is one of the associated cohputing
Similankyem fsomet bmbodmemsc:ﬁustmtedadaigatrumﬂas anay Istore more or less
ni.caf i on |nteEded for.

infordiaBF N 55 SRSt SUeh SSoRBe LU 1 Feg (it structures instead

lack COFTRII Y su%Fle?ruf&%?é%ﬁ:‘nﬂ@ébé&z%l%a%?tﬂﬁén rBEDEMount or types of
conmuni cat i on manager nmodul e e out goi ng

mfomm‘tmdha’alslmeﬂamaﬂgr@h i ndi cated destination address

a.first dest t.l.0 t f th
Qa0 oY Bt oRPERb P 1108 BT cBAPRGT TS Gl ngea further
unddrsfodd \mm Véyplécﬂﬂﬂﬂhes&udswln@rc%ml for a first virtual
networ k, the comuni cati on manager nodul e bei ng

cAaeeli Clausedl.y cdnrisethed tiort e BPIBPHBRAY c SYRIEA c4@ i canfigure

comfEpafent Rapherl bRl ARked e b REMIMIARY cccrng

prgidegol gortdl OBt izc abdyinsigfieationni manafeit heoeikie uthalg manages
programis authorized to send the outgoing
comgwRiRaiPeaferonUitiple awsaraied cRMRBANAGWEESand i f the

r
RS Koty Aol B i o sending
nodentitht iovae dftike &lssbelatﬂd corapatkog nddee fovthie: d:gmmunlcation manager

aut onati cal I&; deterninj.n nct

modyles the AUIGHNS SORBPRNISATR gﬁeaﬁ'a%é'f@n & STt desfingirenode that is
one oﬁ‘hnﬁhgel%ecé’ﬂﬂ@rn ﬁ@f 1n§ddﬁ&ﬁ§é ggsﬁ]&ﬁﬁﬁemwnﬁ heanothearI remote

cond stination k addre uding a partia
comrdmataanham rmanagée mworad udel dithessutgoingt beMMnlwaitamhawng ean indicated

BT S
specﬁ%g)“bg J?E%éd&%%‘oﬂ@ @sdﬁﬁpé ﬁ?ﬁrﬁe\%ﬁoﬂ{‘ a@ﬁréé%ﬁwd lpff@cbcol for a first

I on net réess specified in accordance
v:rtuah tretwhe f ithet cogtanikatieir ewsiaggr pr’rﬁltctbklml being communicatively

conngg ng? ﬁ elg}/o& d'cg m@nscgtiono% %t'gré en\'n gﬂ hs? Dne other
second physical network that uses a distinct second network addressing protocol;

automatically determining if the executing program is authorized to send the
outgoing communication to the destination node; and

if the executing program is determined to be authorized, sending the outgoing
communication to the destination node over the at least one second network by,

automatically determining a distinct second destination network address
specified in accordance with the second network addressing protocol, the second
destination network address including a partial destination network address for the



overlay of the first network on the at |east one
second network for the outgoing communi cati on w t hout
weEzwapsiakat i ng the out goi ng communi cati on i N OPET/U$2009/038667
nore di stinct communi cati o3 to be sent over the at
| east one second network, the nodifying of the
desingtigoi mglecloasadon #ie secomihetdiony adtesginggorotesol that corresponds
i ndi cat ed dequﬁ%tl on address to the determ ned sec

to thgeanqtheh FURTHEIRIPR raafaﬁq%fw%% N IpFEINGA f%qrﬁaf?r&?ﬂan of the
first gfesttlﬂgtlé‘ﬁ’q‘léﬂm%g( %p%@ﬁ'@dninc akb&ahe tHRh the first network

estl nation node via t e at | east one second network
addieasied potacdee second destl nati on network address.

| navRcALY Toaayigd e oding eERiuidkioR) 8L AL ) gnable an

overRBNaf theffirdt hefddrkCostRERAt Riash dPeOSEGSAENEBMSKOfr the outgoing
service, wherein the sending node is one of multiple

compiuricationmaithbwte encapsulating Hiss 08t Y9 eeervEnieation g eone or more

s/ REIR. B9 SRR ol i) SR Hon. the
modif?ﬂ@'cﬂ‘ thé omgﬁamgi edmumca‘tﬁdrt @] uclivees Bfh ARy g Eeeg) By i gtk bestination
of the one ysi cal uting system on behalf of the

addriess &e e 6&*@@@1!1&5#13%@% tinghen aptverk @dgeass; @adi on
ncbRethey SrBlHY LoP fe” PRk SRR limalriap o the

destﬁmmﬁnﬁoa@dwaxmtasi@stse:mm(ka@bndraa‘nwmkbbiiwd ®f the second
second custoner of the program execution service, and
deStW@é‘P@lrﬁ*Wﬁ@( adiréd®t i c determining if the executing

P IRTAIS cHURE iy 3By 98 Bdving oo s

first prdgraacbeing exdduted sysbemalirahagfist sostoheeradf 4 ipeogram execution
am.executi on service to det i

r ne if the fi st
servRolbREn (58 SR0R08 TS 1§ oneddTbRRTU meREneS it are hosted
0 S
by G O I8 Ehysibal eAmifdinD Systoms, ESSOBBIA it the program
exeqmttoma&eawi@ér winelreihothal comhwini¢ation mieinaget meodideds myovided by a

d d the dest [ d | wh
Vit g A4 eGaddRAL (T NP ST POYRgt oo A g SIAEn dgfehaif of
the PHO§FPh ’éxé&?udﬁéé?@ﬁ:ef WhieRah tis® BBSHINRRN HEEE drideof multiple virtual
cont r ol he communi cati on manager modul e: recei vin

machines ﬁh@iuﬁrﬁdqu@drbyi iaoathesof the midiple physisaearopying systems and

oo B0t AR ABERR TN g rosrm

execREBACSAURE, ridh viti@eidn e lutdraBbE edatemmiigc at tren executmg first
manager modul e, the incom ng conmunication having

prograprie esiciizesnioosend the sutasmg @@“ﬁétm\ﬁﬁtl@na@dﬁh@s@e?rt@ﬁtion node

lncluﬁigﬁﬁrﬁtgf"%@lﬁg g,,d %t%ﬂ‘fjﬁ';atn%?% hﬁ;aﬂ?{& {Heerﬂ'oayarﬁ Recution service

using
to determine if the first customer is authorized to send communications to the

second customer.

[0088] Clause 3. . The method of clause 1 wherein the first virtual network is
a private virtual local network to which the sending node and the destination node
belong, wherein the at least one second network is a non-private network, and
wherein the method further comprises, under the control of the communication

manager module:



net wor k addressi ng protocol, the incom ng
communi cation further having a representation of a
waQ piopdsidest i nati on network address for the onePCT/US2009/038667
associ ated conputing node #®at is specified by the
renot e sendi ng node using the first network addressing
pr ot ocoracemu*ngmatmmmhing atemmumcalmg forff onéef tha:mtmltm@e associated

ation is valid based at ast in 5
compilid odgs (O SRIOLRIMBERE SscHESs Rt rgTpts SEnding computing
nod&fﬂm% h88od19E8 Wifirind §nc§thépi’&ﬁot*eoco$ﬁr‘91@n§t@ﬁ8ﬁ rhhmégewﬁodu;e the

he one associated conputing node; and if the
mcorrmgmomng’lwmatmm kmnmg)a resr@enatmnrm‘ca first B@Ul"\ﬁél negwork address for

the reqo u5| r]tggncég -t:'% %{%tfagﬁeg Hﬁt’q§§§§§l e0\15§|ﬂ8 the first

neWW%ﬁUF&sweprdt@&W]th@ ahétﬁ*nifhg Acommunication further having a
conput er-i npl enent ed met hod for configuring

repremﬁ%a’rmrta@f @hdhiset destinagionp metwierkn eddEess n‘er rfBenhepe associated

com B h3HB g5 BB 1 RS SR L [T non

addrdesihgprbicesl;conput i ng node, the outgoing comTunl catl on
havi ng an i ndi cat ed destinatjon address that

first cegemuicabndalerRging ddhe deomipg WH@@@P%ﬁ ¥lid based
at Ie%gfﬁwoi)éﬂg%'tﬁg % é&lﬁcgﬁ-@g&}VB&OB&&’% de?%s@oﬁbfn%f to 2 computing

ressing proto rst n

nodes tradiingllovests tdeémy communmicatatnis\teltiye ooeressbeidtacbcarnputing node;
destination node via at | east one other second network
and ¢ hat uses a distinct second network addressi ng

prot ocol th@ﬂc%hﬁrﬁ%ﬂﬁirﬂ@nk&ﬁo&?%t GOLRFinRMBUWY Gaid, Wing the third

over the one ofr nt er medi at e net wor ks,
destmatiomanétwalrk yaddrdss \tongravivke dioe gocu@mg)mmmualcamﬂ do the one
enabl.e an overlay of the first network on the at

as .t
assqc@éggceﬁ@%@@é‘ﬁ’@enetmrk for the outgoing

| eRriusen. the mMedidoutdibnffiehBRtedut 9akMdd  for  configuring
connunlcatlon i ncludi ng changi'ng the indicated

comphesridatians detwern esmputing ndides, thetmeibodmpniyrisingiat i on

net wor k add d t .
origtauing S0 i Gabl AbIicAET Shha Spdn A ITh hode that is

1nter1dé%i| f#sH AOretndrer HestinAiopt Eomblang Wﬁidwftheaddﬂgaﬁ@ fc@fnmunlcation
t he destination node that corresponds to nultip

havieg apuediagtedodratingtian addasdbat isea ﬁ&ﬁeﬁﬁmattﬂm@ﬂwork pddress for

e SRR I EoRAEFoa WS SR dcressg

prot@stlres &; firandetwirk] &id Bending Waydd bgmgfcdmmuﬂmltif/elgct:onnected to
out goi ng conmuni cation to the desti natl on node via the

the destination Bede ser Hdenst RBPKOHES a@candt Mrwedt dhat uses a distinct
second network addressing protocol;

before sending the outgoing communication over the one or more
intermediate networks, automatically modifying the outgoing communication so as to
enable an overlay of the first network on the at least one second network for the
outgoing communication, the modifying of the outgoing communication including
changing the indicated destination address to a distinct second destination network
address using the second network addressing protocol, the second destination
network address including a partial destination network address for the destination

node that corresponds to multiple computing nodes that include the destination



destination network address. [0090] C ause 5. The
nmet hod of clause 4 wherein the automatic nodi fying of

wWQ bw9esi7gni ng communi cation is performed underPCDT$2009/038667
of a first communi cati on nathager nodul e that manages
conmuni cations for one or nore conputing nodes that

nod%ﬂﬁbmohhed@mdﬁﬁ nmg\gerk alidrest futther peludired a representation of
destination networ ress, corresponds to a renote
the fisidrdineipinetwak aifreeha¢r nodul e that nmnages

CO; l.gatd | L@k qC T9ale i
OIS LOMRTIE, AT S EH ORI BRI 1o o
destinatibhenodenyiai fes,atuledst arentsecbndf néfworkcoasetl on the second

conmuni ¢cat i on nager nodul e: receiving the nodified
destgtigeinggve Pe%tion forwarded via the at |east one

se rK as i ' ' i i T
;SO ORI S7TRO LAIRBA RRIRREE Bherh dhe RS modifing

of theepuigsingt camoninidationds foaerformedsundeitgostrohef adirkt communicatio

mar e G0l A bl B ERRASS b 2P54 8ihytng nodes
that fiR€nae dingg _séﬁdih@aﬁ%dél, ppekdianthel paftil reestihatsh imeesikaddress

comuni cation to the destination node by using the
corrésposidsdies ai ieanotenserango ERMABNIGHION [GORGET @ﬂ@«%ﬁ@ tpat manages

comyFRBRRSSo e RS pIBPGL Dk G LU P BhAthon noce

and SQeesin Nehao Hiethddr eathdrorcdmeriseendungemostmttdiabf i the second
speci fied by the sending node using the first network
comgwimicationigapagrrdaeduieiher ei n t he nodi fying of the

UL BN, ERTUEE 380 R S ST GPLER o eat o

secopEotEtdoROdS an inedmipglconduaicatibnintehded fordha glestination node;
usi ng the second network addressie,régpgtot ocol

\ . hat :
i etipiiRg the mnreseiation 6 te firsi desfipation Btk fdseRsdncluded
. r , : 2 i . TP
i 0853 a0k DR bbb FRERAA S caton
and nodul e and before the forwardi ng of the conmunicati on

foet@{iv%’@a%goﬁ Eq%q% S’a\s fglgﬁﬁblnq?#g n?r%ﬁéiv\ég\r}ig{:grhp é@%kﬁ.{nri‘gaﬁon to the
destin@88h noBeRAY isifd) the Brst HESHinaARA TAWBEK ¥@drksgddr ess

correspondi'ng t0 a conputing node allowed to ) _
coloapi Clauee . t h Thee naetbod neft ¢lanse ddwherrin bhsegceived outgoing

comnikalipe g RIURES A CEREOR TSRy R MEgREAatRess for the
sendi®fUh&e [1HBP2E Spaised by Fhe Behding Abds! asing the first network
wherein the automati c nodi fyi ng of the outgolng

addressing riretadobnwherepe the medifing of the putgringfcommipisation by the
first Cc%wnkﬁg{iéﬁ%anager module further includes adding a distinct second
source network address for the sending node using the second network addressing
protocol that includes a representation of the first source network address, and
wherein the method further comprises, under the control of the second
communication manager module and before the forwarding of the communication
portion to the destination node, verifying that the received incoming communication
is valid based at least in part on the first source network address corresponding to a
computing node allowed to communicate with the destination node and based at



manager nodul e that nanages communi cations for one or
nore conputing nodes that include the sendi ng node,
wobepesn2e he recei ved out goi ng comuni cati on fRET/H82009/038667
i ncludes an indicated first0source network address for
t he sending node that is specified by the sending node
Ieas’usrn r@art o the ssecopdweolrcadaetesk rafdsess sopiespanding to the first

ein the method further conprises, under the
Comwﬁ'ﬂ‘?%ﬁond?a?ﬂ%erfmi?év' communi cati on manager nmodul e and

befops CRRisETT War Phé enathod ltf chseLniviéianhe Glitéraatid modifying
the destination node, verifying that the received

of tr@u@@tgpmg; eonmumiesiionda nesfoyaieddunsies epriol pEadfirst porparynication

g [5RGPS P ST PG LErtRo e

that Mohusethe ydelied hotlbewhetaimgtic feoahaiof mutggingfcdmmumcataon further
out goi ng _comuni cation is performed under control of

includepsan dawﬁatﬂdcafs oPUTER oD dFAESSShERr thgnsgRdng fode that is
spec n% eﬁfqtq 's8RFint Oﬁo&é‘ dé?ﬁg gﬁ%ef W‘r%P%%b aBQ%%% nghﬁf'otocol and

&°UENY i ng no er el
whefeliri tthe methog furtiesr, camr]mesi hsdeo tive cbniwdl d)fhtdﬂefﬁlrsistommunlcat:on

mangget AP GBIt GouabR| BRURGHO Hir BRetaeRuRjEaton Forin to the
dest&%'hSh'HdB‘ %hﬁﬁ it 1R 1 Qgé;&éd‘%tdb’h Sbm%léﬁﬁrﬁﬁ%ahd based

the desti on node retrievi store
at least oinmpaitoont thet sendinganede apeiag selfdveed do compiuni¢ateswith the
de ?.tl nati on network address for the destination node
destin@tign Mog8t e second communi cati on manager nodul e t hat

NBREELe SC BRI CathORsethed of Rfausal4 thf—‘aﬁQH@laUtdrﬁaﬂc modifying
nodes "t hat include the destination node. [0094] C ause

of the. oatgelngemmmtmica@baus @earfovmedemdarh@nér@i ofratfirgst communication

th t gai
mangigemechi fiat Brnaoas paptuffiiNeaRt ofe anuBEs cRbHEftps nodes
that ijdéwa;aﬂ:ﬁﬁu@ﬁaa@i &iad WaBFeih Ghe BNEhed furEHc? copRriddsnander the
nodes that include the sending node, and wherein the

contrestof dlae fisttapsmuyBiestips eranagatanodule anshbefere ghe mpdifying of the

outg%@f%wm&tﬁ te'agl?cgrﬂgﬂ?eﬂ@r %in%af%nfﬁggt%{[edetsﬂﬁatl?n network

gorng-co nic omat

addrées genthv ﬂ@siﬁﬁmmﬁambd@lbydr%ﬁe\mg Istmedahfwmlatleddhalsmdlcates an
for the destination node by interacting wt

assostation: of He T dAsnAUoRMelYeHL PRI BF RciastRaion node to a
rem%%sstaécrﬂem(fﬂ%lﬂﬁmﬁ@ggn Calfl%ul%t}ﬁafjﬁﬁatriaﬁgg u@rﬁﬁg?atlons for

e seconda conmu I on manager

the mahﬁp@e@ompmmgwh@@és has irfatude ﬂne dnﬂtm‘apm nodefput ing
nodes t hat % t he de t| nati on n
of

oo LR g of (e MIRIBOE OhATUSRIP RETIBNGR AYIMAIE Modifying
o ESSHRARH, AR, BOAEREA,R87 oot ik Communcation
managercmogupe that ananagesetrmhiuridationst fonens, onmere campliéing nodes
that include the sending node, and wherein the method further comprises, under the
control of the first communication manager module and before the modifying of the
outgoing communication, automatically determining the partial destination network
address for the destination node by interacting with a remote server that maintains
an association of the first destination network address for the destination node to a
remote second communication manager module that manages communications for

the multiple computing nodes that include the destination node.



sendi ng conputing node executes a first program on

behal f of a first custoner, wherein the destination
wewpusi’ey node executes a second program on beCED$2004/038667

a second custoner, and whesein the renote server

provi des a system manager nodul e for the program

exposs] i Oausernd. ceThg OfRSjodC sfustaukk. Idrhehareimoaitteofsending and

clause 4 wherein the sending. .n nd the destl ation

destifgiian apampHing dfrod@svarq At RS TiRD vRSR VR naRS Wk by
progge‘(imséxe@ﬁﬁ&‘l gé@) e (it dé‘ Rﬁﬁﬁo de A Ee ¥ bf EURbmes Wdtein the

ress use or t e desti nation
sendingl eoompting mode LﬁadecLJtasaa ﬁlret woodramand bekaigiof a fiest customer,
nd destlnatl on network address is not, avail abl e

whefs 052 ABPIPRDETP OGS TORE A1eEiics. 2 JHeMrLpiRE g0 befalf of a
seco‘hﬁa%@tof‘né/mee{]r@ WHéF@lnsﬂ{éj'réﬁof@ds%r@é}d PH‘ﬁd&??at ispafeh® Mmanager

node are each associated wth an identifier
moduler fioe Sippprtigngmtexeantiemsergceon whose behai f the sending

raSerdar Ry 1ot e reclbgl Yo Al A&l ing SRR node and

the déb‘fi'n@ﬁ@ﬁ n%@l@sérb%ért 69 atﬁﬁuélelﬁ@éldwéiﬁ@tfk R¥idrem et fivet Kestination
address so as to include the |dent|f|er and wherein

netwohle a@msqulsn@ wirtuah aebueronddresaniasd bYtthensensiiag rtQ§*e for the

des FRERD R o8 B M g b T 351 e B cistraton

netwoBEHAIceatis ABt Availeld @ thiedandifonddeencapsul ating the
out gOI ng conmuni cation in one or nore distinct

cdfbirhi Clarpere. t of M methed g edlaysf 4avhereis the sendifigonede and
the Qﬁéﬂ’t\%lgnt lﬁ(%)?g %rg%%cif%s&émat}?emﬁﬁtQ‘qué’rﬁtlf@rgc‘[‘b?%sﬁond;ng to an

eréi n ressi ng protoc

entity irewheke Mratialicible yendingmodie( &y 4he destinadivar aodetd‘re operating,
second network addressing protoc ' erne

whenginythe s1odiving ehihe pHigps)d ch@w!Gaﬂ%@ 5 ajyges constructing
the é@?:'bhaddé%.ftm‘é :81’1‘%” ﬁg;ﬁ‘clfcﬁ%ﬁjggeasrﬁci‘ﬁb d putig ht’i’f%r and wherein

muni cat 1 on e€s an I n cated irst
the mounfymg rmélthm Dki‘t@)d‘[g esmnflonicdtion seaditn @nabtﬁethermterlag of the first
ecified e sendi n node uglf ggé‘he first netwo

netwgnans tion gt JPRToens SARDronaaIE HEdbS ity Rb Sibiiniation is
perfdlR{R) ""Eﬁ‘?gt%(ﬁ E)'sﬁl%‘tmﬁ@ﬁé‘@h{’goﬂ@é&ﬁﬁﬁﬂﬂc&bﬁtlﬁ(&b drahofe distinct

net wor he“desti nati’on conputi ng node
comieihmagions &mtieweoat ever tl'rla@trhmﬁtfqnaﬁe@cmg dietigork.

comTunl ti further i d n._in .

adgP¥d < %Hﬁ? Pncl Utes gﬂ}oé‘; @Sé;ﬂqugﬁ oln atf’ergfpeotﬂrcil{s’[ network
addréQéihﬁ%rBﬁJcWEé‘Irﬂéﬁfe@ﬂ%otcﬁdbl Bedion lae (I9ea), i it nbergiadae second

recelves a copy of the ou“?m ng communi cation t hat

netmogsadmsa@gwomoégrmtam@ rotecdl verrion B @) net wor k

[ Clelised®:s. Tt PN O Rl 3, BRElp A FBReivpe outgoing
conPRGHIBatide foMHes includes an indicated first source network address for the
sending node that is specified by the sending node using the first network
addressing protocol, wherein the destination computing node uses the first network
addressing protoco! for a network to which the destination computing node belongs,
and wherein the modified outgoing communication further includes an indicated
source address that includes a representation of the first source network address,

so that the destination node receives a copy of the outgoing communication that is



addressing protocol uses nore bits to represent a

networ k address than the first network addressing
wEeopoesioky such that the overlay of the first PEl/us0R9/038667

on the at |east one second5hetwork includes

constructing the second destination network address so

shod® 49 befRy Semupsit thef firsheobidesnétaiork laedesasotdthectingd tisstination
addressing protocol to represent the first network,

netyork addiess. of the bits of the constructed second
?:@?f)edi:ﬂaglgeq%t. V‘Dﬁt‘f%g‘qgfh%ﬁs of 4l D9 WHakein the, second network

ron  of I'rst destinati on networ
addaskHies pretpesii fised move duitsotod sepresantt & risheorfk addressttivan khe first

addr essi ng, protocol. [0101 ause 16._The _net hqd qf
new@@suaéd@smsr@nqmq%eS&,@hm gt%‘ﬁo‘a\éerlaéf ghhefir Gt?wsﬁgon the at

least’ &l ¥ecBRE Mﬁg@g{‘n Iﬁcge%?ﬂstﬁ’@é‘cﬁigc e GREBM bd&tination network

[
system and od s perforned by a
addvess gal agrsohiisee aranbgelr ofrdlok | kitst faat thex eectres networke addressing

prolREl i FeRERENhEE BEFL/ I NoH: WRCRITRES O BEORES 6F i ¢onstructed
secérg%p é\?ﬁm%ehéﬁﬁ@rﬂa%@%&%d'iﬁmm Sthet QBpRIERHIARMMDI® the first

Ing systemto configure co ni cations between
desticahnrt | mgwoddesddregs pepécified nip sagquerdartec ol i thiendirst network
receivi rzjg %ﬂ out goi ng communi cati on sent by a sendi ng
addiRRping BrA°WRist i nati on node using a first destination

ne(ﬂwlr] kcRAdEESS SPRE hidtREd lof cRERBIAIARER Mt _sénfﬂihﬁ&iode is one
network addressing protocol,; and before sendi ntg t he )
of roultiglei vigusomachinest hested dy adhysical sampsiting systasy.eand wherein

the Fikiped if R P Bl uindfime g ohdile? e gt eyeputes on the
phygiéaf RBHIPIGING" NN to aHheags igdamynidatiensiby ke anultiple hosted

_distinct second destination network address specified
virtyah machdresance with the second networ k addressing

> R b0 e IR yBGE e enabe
complnglasistemt icotonfigiereb @s e aricativnss detmeem etamoplting nodes, by

addr essi nﬁ‘ protocol and including an indication of the
perfermiag agustNolRqreprisiedwor k address; and nodi fying t he

UL aal o \ . Lt o
SLEB SREMPAT RPN b SPA S A0 Frgadinaton
nodenging adirstutigstinagionometworlc atidesst spedified is bcorrdaone with a first

netwEk AeHiREaING RIRGHO GiRchpsul at i ng < he outgoing.

CONIRIRL S8h&IAY the RAGoIRG BRIBuMtalidMEd tHeL a8 HABh HUde over one
or more networks that use a second network addressing protocol distinct from the
first network addressing protocol,

automatically determining a distinct second destination network address
specified in accordance with the second network addressing protocol, the second
destination network address including a partial destination network address for the
destination node based on the second network addressing protocol and including an
indication of the first destination network address; and

modifying the outgoing communication so that it specifies the second
destination network address for use in directing the modified outgoing

communication to the destination node over the one or more networks, the



[0103] C ause 18. The conputer-readabl e nedi um of
cl ause 17 wherein the sending node is one of nmultiple
wo2eopasi729vachi nes hosted by a physical conput i FUI/US2009/038667
system wherein the nethod3%s perforned by a virtual
machi ne manager nodul e that executes on the physical
modifging yte rfaymeess itho tio eneapesgdatogrthen botgaingh sobynmieation in one or
mél}S&,{lﬁgl e hosted virtual machines and further conprises
morg FHBMURECAYBAR 1 i ed out goi ng communi cation to the

02131&! GRS N&L WOTKS coMpetetirBaliBslelheduret walse 17 wherein the
addressing protocol is Internet Protocol version 4

sendingviddde isheneiaf mullipise miiuay mrahingss hpstier Y aaphysiceal computing

irtual k_that. h [ ) . f
systbib WfieT siferipofis Refosti oY v Vel AP AR g adetmoduie
thatRh@e0fed) on $he phibdicotiRitPrOdyst@nhsbanafadd By®munications by the
erein the one or nore networks are distinct from

t he
multipleshosted wirtuabmachinespand frther qamprisesnforwarding the modified

out AESALER BN 5B, S8 R FLRRRLA GRG0, e o

addaskdiRs piotgcdliolsiemet Rrotbcohession 4 {EPvap dwhygrang thd séihaing node
outh|n? comuni cation is perforned so as ko nabl e an
[ I

is pertepf ayfiet \imeals Wty\torhéhabﬁﬁe%ﬁhe HESbAEMR Qressing protocol,
wheﬁ%th&%pcéﬁ&%@M%@\%?@rés%ing(T%‘?ot%EHP‘ig ?ﬁté?t%?ldPE:}tSCoi version 6
erein e conp e

i um Ot Cl ause ut er - r eada
(1Pt divieneirs trat ome as maremedivorksrerautistinad frant trepfitst ngtwork and are

device and a data tr I SSI edi t itti
partgainah leeet ogp JRiermegita nvaGl Rebtalkhatpeen the sendig node and

desﬁ]hégﬁf%%thm 1588 THe' sBEAE REARIRINGBRH B3 Shg %ﬁgé@l, 41d wherein

e contents are Instructions fthat e
the ewedifying of atheeotigeingo cpomumycaljst ésnpesfopaetiosenashéo enable an

ovells oY i HSLORMNGHK BARNS RESIREIGE BRI | ng nodes.

CO[ﬂPJtI;]_ bRYse AR OfhdTBS @ piRIFEREabIB madianPHf BBLSe 17 wherein the
computing systens; and at |east one of nmultiple

conpotenseiadabieomediumadieat leastibse of ramennary do @ ¢gjupeling device and
2 e BReSBED! FpbEF R EMCA TR B oo e

confeépiigruni cati on manager nodul e manages out goi ng
communi cations for an associ ated group of one or nor

P e
of [0105 GlauseR0e cOMWpoeMpytaidaadalpg: medivat obclaesgildgvherein the

opputin 2 1 NigJ a [ | .0 0 .
confi28¥ et PfCE ol ehug Wise oEREE E94ad M “edfputing system to
perfafifaké aigtlo@r oup for anot her of thecomuni cation

manager nodul es, the sendi ng conputing node bei ng one .,
of (04462 Clause 21. A system sfructured to~ configure communications
between computing nodes, comprising:
one or more memories of one or more computing systems; and

at least one of multiple communication manager modules that are configured
to manage communications between multiple computing nodes via one or more
intermediate networks, such that each communication manager module manages
outgoing communications for an associated group of one or more of the multiple
computing nodes by:

after a sending computing node initiates a communication to a destination

computing node that is part of the associated group for another of the



conmput i ng nodes of the associated group for the
comruni cati on manager noduie, determning a
wa@lz®pitfiaed on networ k address for use with the PCT/US2009/038667
communi cation that is specf4ied in accordance with a
net wor k addressi ng protocol used by the one or nore
comiuin@iatiedi maaaget wodiles, tthe skertdingricoethudiest node ibeing one of the
net wor k address including a rtial netwark.address
CEREER

CompWIAG BEHPSoh Sl SSPaCiates F tos SR CBIERGAN manzger module,
deteFmﬁH'IHL% m@@%ﬁaﬁﬁﬁ%tﬁb?@ aBHFéa‘;% ok LFS%”WHF]'tHS db‘?l%ﬁmcation that is
incl udés t he 0

estination n t he determ ned
spedifiest innedcooata ot widin ka masaddnessimgrpromhd‘se@ byithe one or more
of. the des

2 R Sy 0 533, S e S DRLLED g
pamaphw&k%@%'tﬁ‘& BERE S dsURE thed ¥inbiHer S@ih¥niglication manager

comput 1 ng node; and using the determ ned destination
modulet wboske adsoaigtedt grotiprafomputingi medasainetides theslestinatinn node,
on node Vi

the iRiebinst deetnldbriesrorosadiess Bl 5oike apeindisagen of

nehnl%'rl@blﬁ&re%sjof\m@ H@*sfhétfb?l KEdEpedHidgirPYcodrémaB Wit at distinct other
manager nodul e of the destination network address for

netwosieadiitessimgauatarel vsed by the sending ¢opipulingdingiengndode

- dnd B BhAbeAC AR B HCREnHk bk g Yol the inifated

comhilinfiaiiBhite thé Bestindtio maalh@dneruw@or@fmmnmtﬂat@@etworks
nodes for each of_the comuni cation rranager nodu

t HB197ht Clenigei2dg | The susieq of Alauseng 1 anhened &g |d@?ﬁrﬂumng by a

f
oYL g D e R Ry o v
cormelinioatioradditiagsd rigj pai o@wiihg unede bio téedestindtiog node, mc!udes
intefaRing VTR TPO VT TARORA TS FE henGing jtormation about
the @@%?&ﬂedmr&‘ &ﬁﬁiﬁ ho@ds ?d?r déhmbfiication manager

nicatio nager FTD ose assocl at-ed
mocgﬂ@mpthefmtmapw mlmﬂaugqorowdlngdee mdleatimsttd) e isystem manager

modhlS 5t B0 e b0 B I st 58S witr the
othé[/f" ﬁé?wbﬁ@acﬁ‘a’f'e"séﬁgebréﬂim 0&&dRbly Ihe FBAGHG NdHR] %@ﬁwteractmg further
0108] d ause he system of clause 2 1 f her

mcimnprreseun@gnantm@lk:etz@rmrfmm|thg sygtaranvanager pmlwea@f tthe partial

SUTRIIENR: T SR N T T G

who@ECé%%%ﬁaté@%jroﬁﬁcd”f corapitiRy abdesfintin@eguhé id¥stination node, and
comput i ng nodes and executl ng one of the comrunication

whenginatier slys’@m dyriber F@@mpr@esaonertprugporﬁagyﬁtﬁ@ WREAger mo dules

con Bl e RS SRR ] e

nﬁgtuamgfssaggetzgtel CTHED Wyisfegn SYS topnsey 1t mmraascowmrsmg multiple
computmg systems that prowde the muitiple communication manager modules, one
or more of the computing systems each hosting multiple virtual machines that each
provide one of the multiple computing nodes and executing one of the
communication manager modules as part of a virtual machine manager module for
the computing system, such that the computing nodes provided by the hosted
virtual machines of the computing system are the associated group of computing

nodes for the executing communication manager module.



nodes for the executing conmuni cati on manager

nmodul e. [ 0109] d ause 24. The system of clause 2 1
wanempasn2e he communi cati on manager nodul es eackCT/US2009/038667

i ncl udes software instructsdns for execution in nmenory

of one or nore conputing systens. 10110] C ause 25.

Thg1eoy sCriisef24c| aTise Fysleher elduseach anaraini et tommunication

manager nodul e consi sts of a neans for managi n

mangageionadules mast Batudssssafbyarannalsudianst ea a}eeu hin giggmory of
one%¥r Ire C&{,‘thfq %%Qt Ie_ conmputing nodes by: after a.

sen ing co e initiates a conmunication to a
demwyaﬂ:lamuseczmpuThea@yemm dfhelauses 2dawhendintéech communication

associ at ed group fq%r anot hey of the. comuni cation

manages JBPdwERANSISts il SIS JBARRAING PUGRIBY Ay UB|ations for
an &sobfed gfq% 6%@8%@@@ fﬂaemgﬁfper ¢ nﬁﬁhﬂ%%ﬂeé By the

conmuni ¢ manager
~ desftématdendinge tampitiad duass irfitiates s cmtmumlhatlon to a destination

communi catign.that is spegified in,accordance wth
comBRiTD, RO TBL < PP BT oBholie (ABECRSS it ToF "RBOWRr of the
commitihRiaBHI RbRagel Wdﬁ-?es tihe sieidhgiconthulgt hddd idfhg one of the
net wor k addreSs including a parti aI net wor k addr ess

compuiing vodes of tingl associated aivopHer th@mmimwat:atmn meanager module,

cor RN DB RRR TG rSHRD Y (BB AP A5 REnicaton rt s

sp ec%%t inndcorta et wet i maddbasaddresting profioldéedbiithe one or more
i ndi cation of a network address of the destination

intermediate peetwiarsel the sletermiaad ededtingtian dneiwasistadsdrags including a

pert S i 855 A BE R G5 en RS bl 50 Agetan manscer
modiiel WRbde agdsb@ardtgroliprofaoegibg middsaheides i Riestibation node,
to the destination node via the one or nore

the defeaminadt sestinatianonrivorkoaddrese) iwitber JaclugdingeBRolidicgtion of a
netwg(r)IFQH? ts%'?ﬁtﬁ %Sﬂ}fh Wﬁ;&%&&(gﬂim 5%' ué}g:e%%hl‘f\%ed(]s inct other

i'ng nodes conpr 1 si Ng: er cont
netw@fk addressingi pretacohusexhby ¢ie seadihg colrduting magles and

U] he AIOTGSHFPAVRD: BRVGTK FRSERGprGrArd the intiated
com ﬁgg]é@éﬂgﬁ b %%‘déétﬂ'l’ﬁfn%ﬂ rROHROHA Y oRE @9 W\e‘?ﬁteﬁm%@ ﬂ tworks

I'S one the associ ated conputing no
t He1dpn@fanse 26i orA nanatped nindul e, th‘Ethblnggmye@m to manage

comUREatns beBveaooaPiling afes JikafebBR eI itsagger Sontrol o
a c@ﬁ&%ﬁlc%ttlﬁﬁ FMaH&géF‘%Bﬁﬁ!er EERL PRI N cEAMHICARIMISSr multiple

nodul e, the sending and desti nati on nodes bei ng part
assooiated bom’@utlng nodes, netvvork that uses a first network

2 TeRRu el T ol AibalC cETUTCHE, O Cal Seecutng

program on a sending node that is one of the associated computing nodes for the

communication manager module, the outgeing communication being intended for a
remote destination node that is one of multiple other computing nodes associated
with another remote communication manager module, the sending and destination
nodes being part of a first virtual network that uses a first network addressing protocol
such that the destination node has a first destination network address that is a virtual
network address for the first virtual network specified in accordance with the first

network addressing protocol, the communication manager module being



network address for the first virtual network
specified in accordance with the first network
w@opesiseng protocol, the comuni cati on managePCToshohE038667
bei ngconmmuni catively conneééed to the anot her
communi cati on manager nodul e via at | east one other
comeendradivelyysonrected ttodhe amztheusesnunicatiommarsgeonrdodule via at

et wor k addressi ng, protocol; and facilitatj. endi n
leastyon el GEERG ORI BEMATRY (e CTRS CorRnST eioN o network
addrbgﬁ\rxg?%fo%kiaﬁﬁ node over the at |east one second

net k by [

rk by, automatically generating a distinct second
defecilitedinigosendingvof ithe@ditgaisg comntiricaléen frem thensandieg node to

hat j.s specified i cordance w t econd
the deifihatien 3BEF ool fiy B BESIE S arot btk blert i nat i on
autoRRIBNK RHrRFTy ) didtiich Setobdr Bestinalient hedbdrRNaddress for the
net work address for the destinati on node based on the

destinafondodetthat is seggifiegsinragcprdanseonith e seemdergiviods addressing

SN Y Y .
netwdt vt kesaddr 85 dapiatiorefode based oratheesationhl ndiwofk addiressing

net wor k addressing protocol; and initiating use of the
protepohdhat c@respends desthenanobierneemmunicatiane faanager module and

- rd g0l [ i On: [ j
noiubBigl 3t ghitfecees ReftesCARR 5P MG el definsfint dRRL] address
spedifieet inerccomaneei with thenfinstineiyerk sodrdssingvprotddod; arid | east
one, second network. [0112] C ause, 27, The net haod of
c| Bt3ENg srd the ;saenﬁ@tﬁé S5PART GRSHRRlcnREREK ﬁageeﬁssfoafwafd
the SGtEBfnrggE&ﬂtrﬂmi%ldﬁgtcﬁwlé‘e%fiﬁé’ﬁbrp‘ﬁﬁééfvié’froﬁtiﬁg '6tlthe forwarded
cuStorer of a program execution service, wherein the
commendiatign io dee Brothee communitaixremanagaeamadnthoversthersdteast one
are hosted by one of nmultiple physical conputing
secoggé}eéwgrkassoci ated with the program execution service,
WG4 24 "ClaliSe ©9MUME #hétABd "ENaaase B WHRréH MOBidiREm on the
by a virtual nmachi ne manager nodul e of the one
sendiryy siodal is cofipsbtpragrasy Heinm exheuted ron hehald of i fitst aystomer of a
node is ane of multiple virtual machines. that . .
Prog R RIFARION HEE: YRR MR (SR AGEE s S L Muiple virtual
macl§iyies et ara HbsHEE b iohet dTem alibRNBysica) @BRTiting Byeferbd @ssociated
di stinct second destination network address for the

with ¢hes progaamosxaceiienisecyicelesheneie theceempuniaaiion reppages module is

orov RT3, AU R0 P B THERER ol T R512aFGeks) gomeuting
systdrhewtiesdin raki dustinaten trivdle Boone Fandiipleovirival anaiHiveas that are

communi cation manager nodule. [0113] C ause 28. The )
hostebtiyoanethes | afulhe Dailtie rrRhvsiash Compusingy systems. @@dwwiherein the

autorlsn‘;a;t]igi i%r{e\r%ﬁdgg ?ggfht%ﬁéis'ggétﬁ%ﬁgﬁdgﬁfeﬁgﬁ eid’win‘"eﬂmén}ﬂeaddress for the
destination node includes interacting with a system manager module of the program
execution service o detérmine the partial destination network address for the
destination node that corresponds to the another communication manager module.
[0113] Clause 28. The method of clause 26 wherein the first virtual network
is a private virtual local network to which the sending node and the destination node
belong, wherein one or more other of the multiple computing nodes associated with
the communication manager module belong to one or more other virtual networks,

wherein the at least one second network is a non-private network over which



bel ong, wherein one or nore other of the nmultiple

conputi ng nodes associated with the comruni cati on
woremagsr729rodul e bel ong to one or nore ot her viPCUESE2009/038667

net wor ks, wherein the at | &ast one second network is a

non-private network over whi chcomuni cations for the
comfriunidationst foalth@dirsioviktuahdefworkt dred dorether onera moheother virtual

virtual networks. are forwarded, and wher.ei

h
netwiikonals TG thafite VRSESh i Hact HHITEGR I cPoReRted second

destﬁ%%bﬁ%t%?k bRareRstdrnAbi @Istinadsn fddehRintanGhadass h identifier
Identifier that represents the first virtual network

that srepeasents dhablirst nisuluneturorisfsa tas 1o renabiesesattiponof the first
cestBELER TP SO rsRn AR hEGEHRPAER. 53 fnation network

addreegput er -i npl ement ed net hod for managi ng :
comuni cati ons between conputing nodes, the nethod

coleptd] sClegser2dseei &i ngommputerdimiementade| anethady for  managing

i [ f il g node
comfiiMRAHeEE beile 4 cBR RS nbas e chfidng
degicevitig an indication nelateal &s absimmupiationftodbey sentuftbm a source
network that uses a first network a drg_iesir%gl r ot oc
%o r

comguiity tnase (iR ea ddastingdien o RORBHHNG | e AN dlestination
comBiPhEAELBERRSDdrR bf b\iHYAI iR At 0Ks SRSt hbfifbrk Addressing

ance W net wor ressing protoc
protéded ssohitest thengestination adenphrtingnactenias acdttualetegtwork address for

connected to th estination c uti.ng npde via at .
the vidgainedyark weéalff%gsnawo Rk itk i i QER}’P%P_&‘.@F‘?&%’”Q protocol,
the §§lr§1@8dc<§‘rﬁ ﬂ%% R Eéﬁigngoﬁ{nﬂirﬁéé’dv;ehf bBhhbébi R0the destination

Ing o conmuni cation fromthe source conputing
compugtitey hodé haa dd deastadhe inteompdiate gehwork hatusede distinct second

| east one. internediate network, the facilitating
networft PRSI INIRIBIAY cal | y generating a destination

Fﬁf‘g\témifés‘ﬁnggég §y bPthd B8riteSHitaIn BB OGBS dgﬂﬁtﬁjting node to

. ecified in accordance with the seconc
the destinationacompuetinggigsicovwentthe tafdedsls phaaintmeatiatgongtwork, the

raiBRRERR R Afloh e e BTG R B ARk accress for e
destimatib® TRePlAinghaad tHablis speehed imectsrdafcandth thel setiond network
a representation of the virtual network address for o
addrepgingeyelosalitba desiipatiomgetwerk; addraspiraidingg Rartial destination
nen R b B AFRAER S BT TRk ehaP EHRKoncs fo mutil

complitinge Aste® @ di intRIKirRd hakpramintatidn bb tHeheirilas hetedrkomddress for
conmputi ng node. [0115] C ause 30. The nethod of cl ause

the destinaddeCAMPHENG 0PERE?NE generating of the destination
Nes WOl PAANRSRatich BF &P HERG aW BksHtidiPheiorR alibifets for use

in routing the communication over the at least one intermediate network to the
destination computing node.

[0115] Clause 30. The method of clause 29 wherein the automatic
generating of the destination network address is performed under control of a first
communication manager module that manages communications for one or more
computing nodes that include the source computing node, and wherein the partial
destination network address corresponds to a remote second communication

manager module that manages communications for the multiple computing nodes



communi cati on manager nodul e that manages
comruni cations for one or nore conputing nodes that

WO pwb/askg2d he source conputing node, and wher ei FCT/082009/038667
partial destination network8address corresponds to a
renote second conmuni cati on manager nodul e t hat

thatmwiu@@éh@@ieﬁﬂnam nede, sieeh thas theirouing of dep gomigunication over

e BEREHR HEAGG o UE0H 106 Sy SBTR p 4 nctues

routingttRé EBEHrALMicAMRY thetsecohe ddeshuniektion mrmag@t nrtwm@de
i ncl udes routi ng t he conmmuni catl on to the sec

coltitgini eauser rande rmatwd of clauss 36 W@@@'B ti)e method further
com@ﬁéé‘so%ﬁ%fercclo?\ ?o@%&%ﬁgh@ cbﬂ‘ﬁﬂﬂﬁfsgf?(%w module, after the

i Ses r secon |ca
comh‘mm&)nnieduumd faf ther séd’tmdcmmm’ummnmrmaaag@unmmeo using the

t he second conmuni cati Qn manager usli
virtug| Pe{yeTk RsidER n@caaq%@gn the shegtA SeringbnB ThiBAK address to
;denﬁ@i | n@t%é ﬁ‘fétlBﬁt tﬂ'ﬂﬂhgaé Hd f?ﬁ/yﬁrﬂf% fﬁéec?]mmunlcatlon to the

I on corrpu orwar
identiﬁnsdrdestcma:tnonrcdmputh'@ mabent i f| ed dest i nat i on corrput | ng

node. The hod of 29
th@’ﬂené[%é’]ﬁ@gﬁg: h%am%ﬂo%ep\%\o&?ugﬁd aus]%%ﬁeﬂrh d generated
destln%‘Equ-Ee‘%wak hagrikk fliRRef PlciUde’ an Fdéi'ﬁi'fsef‘ﬁirv’tﬂé‘ﬂnrt@é} twork, so

enabl e 1 dentification of the destination conputing
as tcnedablbadeniﬁa:mlomnfrtheaiestxnaiﬁomnompet;g@m@datfedthe communication

fromg e, BENPTALES, LoatPAg RBRRIK; Sadash Heets oF JRagt fapart on
detel[/mfrﬁ b dtﬁhwti@sﬁda’é e§ wHigH id Bgsughéa (e vftﬁldWﬂélWork address for

G ause The met hod of cl ause 29 wherein the
the w&nal!rwmd&stu nati on network address of the generated

3R A ISP 28 b OB it

netmioﬁ( adﬂﬁéfs*sldmh@fgehbmtéﬁl deefisatiomBetwtirie aaE tisat r@flé@t&@fdpology of
that includes the nmultiple conputing nodes. [O
the aylgas@r@mnterﬁ@dm@mﬁﬂwefk 30 agde cggeﬁn@mtétq]atméh%pi {hey at least

one ffSetied B il ity RBiH todey o
suot1%gt Qlatke i34, V\hTh?eh mdtRodndftolgise 20 whareimgtheopiadiahtdestination

co-1| ocat ed. 5‘0120 Cl ause 35. The net hod of cl ause 29
netwighe @didresshef 4 cﬂ%‘@ﬁteae%“é‘@#ﬂ@ AWPRE agdeqssngpirgsponds to a

physiel ¥gk- ‘ﬁe’f\ﬁgﬂﬁqﬁ %rvméh B B‘Rﬂt rl'ﬁ%?hn ABHES Iar Eo qoééféél em

manager nodu at mai nt t| on a
mybidopl Glavse 3%al Tred V\melﬂsod haf clackei 28l umllaenem t th@l eautomatic

Gener Al At fon ASBOHRYTo BTN T gafmsS  BoPRRPIEREW{ UHded| coftol of
systé;rﬁ;ﬁﬁgé gnegﬁﬁﬁeeﬁwaft PhaihBndTHibiRARorY hbbYehUMHI¥RIRI networks
that each include multiple computing nodes, the maintained information including
information about computing nodes to which virtual network addresses for the
multiple virtual networks are assigned.

[0121] Clause 36. The method of clause 29 wherein the automatic
generating of the destination network address is performed under control of a
communication manager module that manages communications for one or more
computing nodes that include the source computing node, and wherein the

automatic generating of the destination network address includes interacting with a



[0121] C ause 36. The nethod of clause 29 wherein the
automati c generating of the destination network
w@ewpesis2d s performed under control of a conmuPGTES$10091038667
manager nodul e that nanage$% communi cati ons for one or
nore conputing nodes that include the source conputing

remaiedsyst@ndmahagen motible thiat mmamsgmﬁ@mmmmgamﬁuttdmputmg nodes
destination network address includes interacti.

to whicBnyitualseiwork AArmeses Ale Assianess thairierciag ihQuding ing obtammg
mfoHrﬁHtf?Jrn”Eﬂd ntﬁ@oﬁ&nﬁgmgéﬂeﬂg ﬁ’%‘?&%@ﬁ? OmBBLRD dbrfdsBBhding to the

twork addresses are assi gne e interacting
destlmlbumGMOndmrBsmg information fromthe renote system

22{661 C%ﬁu' Scoi%g%%tﬂd' o bo thfq-d oy nﬂba rg@elved indication
reiat%HaﬂéSﬁeZQOPﬂﬂﬁErﬁbéhdmﬁ) pRCSEMeHoiNEHeL 8biiRe E&hBLMty hede to the

he communi cation to be sent fromthe source conputing
destm‘xadient oompetln@modmm cam corgring ngomodimidatioansenit gyi e source

comBig MREEc BAAHICoAS SRS TR ISHE uSRB: Ui Bt Gadress of

the a8stiri®notormpeatiste Hddeatd MYicRETIH iimended eetipidnt difc@keoutgoing
an i ntended recipient of the outgoing conmrunication,

comamuiagiionei and hehgredvitbie ngrayidingeofi teg dadicetionf okt flee generated

oo PRTER RGO TG P TOARS Rl S8 minaion o o

at 1e@BE ohBliRfoiREdRItE MAWDIN ko T RS ube ths @enkeatgd iistination network
destination network address to route the conmuni cati on

addrgse fo roide ihe pamspuniptiianever ibajablaash @ﬂwtﬁl‘mﬁ@l@g‘—gpetwork
d | : -
h e@glﬁg egéilu n% e ”Bfﬁ‘é’?jn a?(?e 8?#2&{8%%%%%(? tﬁ? ?ece|¥ed indication

Ication re e commruni ca

relategno theosomheirseationetec bepsdritnigornothe sourcbecalmptitimanode to the
uting node is a_request fromthe source conputin

deStW@gg”f@ﬁmBHWQas%qd@g 5 1 dPfieStoOMbiihe hePUER 1 GaTBPYlIg hode for
addr‘éQ&H Gh9m3REA f V\ﬁfhe“ﬁ@sﬁ tio"f\t g@ff'ﬂ'fg ﬂ%dé%r use .in later sending

ni cation, erein t er conprises
the rmnpnnglcdtmlty vmhiemsskhegmethmi matrthem tomprikes mapping dummy
e tlng nod toth n[erated
d

addrgSh nATPERET WoF KNEadretes {ichgTacee tauthgy generated
destﬁ\ggbﬁ%%'t\ﬂ&k' éﬂd?éé@hhegjlré\ﬂdh echéQ}Un‘Er%yCéHH?é’éélﬁg? m{fﬁrgﬁatlon to the

wherein the provi ng o the 1ndication o
sourge comptidg deste] aad ivdrereiet the rkovidthgeafsthe nedicatés ofbtheaenerated

the source cort ut| sends t
destBghAS AFBHE ARG (L0t B JOP deu G i Py S0k gter sends
the domRLARELON ah@ dsReitRarolifed @ﬁﬁim?aﬁﬁ%sﬁ'@mfﬂrmon to indicate
node, using the generated destination network address

the destipatiere computiag odei teingdbenaengemried sesinaiion beivwark @ddress in
plac 3h st Sy R SR PR BB Tt o e vivrual
nmgetdaneslanes 3ed Bhheanfdihed oflysiseald egpaini the susteromputing
node is one of multiple virtual machines hosted by a first physical computing system,
wherein the first physical computing system is one of multiple physical computing
systems used by a program execution service to execute programs on behalf of
customers, wherein the source computing node executes one or more programs on
behalf of one of the customers of the program execution service, wherein the
method is performed by a virtual machine manager module that executes on the first

physical computing system to manage communications by the muitiple hosted virtual



wherein the first physical conputing systemis one of
mul ti pl e physical conputing systens used by a program
W@meusli’an service to execute prograns on behakdT/0$2009/038667
~custoners, wherein the sousge conputi ng node executes
one or nore prograns on behalf of one of the custoners
macbineshon belogjf ahthexpogramnrexeeution sgrvides razidnwhéreimihtehtadilitating of

is perforned by a virtual ]r;rachi e manager nodul e t hat
the SPOBINGSToMS HOPIVBICAIRDS MOH BEm5aHIRy CPREIRG giode to the
destﬁ%‘ﬁ@ﬁ%m@' f&Hd 80sr i dth8asidrid RhdniRBatethetwork is performed

vi rtual es on behalf of the program execution

on bebalfiof éhe programereicotionsefvics 59 aattd pgodde theevisgabnetyork to the
of the communi cation fromthe source conputing node to

one CUSIORIRLt i nat i on conputi ng node over the at | east one

| Nfog2sTediaRice 4Tt WP rhéthedr dDERREe 00 hewabin e bhﬁ/idin? of the
program execution service so as to provi de the virtua

indicadionoel the gensraled dastimation nptyigrk] adyresseforouserta routing the

com e, 57 19842 05,308 HETRIAHC eBl o cestnation

comp@ie 8Bdé a8 pesformadraibsng drizdle anmaverzgt dfotheovgtal hetwork on
at |l east gne internediate network to the destination )

the aldlepst PRg Infermetiate aeurtirdar die semraunigatinnewithoeh en¢agsulating

the gérphhu%ic?tibb%l 0 to\“?ﬁ%reoaisﬁn@c AmntARtatiBRE to.be sent over the at
internedi ate network for the communication W thout

leasema pernaddialg idteodonmuni cation in one or nore

di stinct. conmmuni cati ons to be nt over the at | east
T8 R o MECTIRWE [FRE eroilide Whes gonfents enable a
- C PR
comGERY L s RTA R BT ASAER <L O bR PB bt comprisn:
pereteivirighgn andimained relatedr iosd mgmmaewieatiom intanded for a destination

vodd I R B SRR 7, BB F81 gg  reo

netwbhi alidMssiidbraiSiMine hiahg Wseassbdiated firfelimBaknetwork address
addr essi ng "protocol and having an associated first

using the figst netwowkraddidsising rofocaly theeommunicatiner ke sent via one or

addr essi protocal.. .the ¢ nicatjipn to be .sent via
mor it I U8 AiRlect e LR oo i ey e RS
nejematiogify @éférﬁﬂwiﬁgcé Qestinatist ABRIdrRadddredetfer Menidastination
a destination network address for the destination node
nodeugsing the seeencbnatwask agdressing oiosnl. thectastioation Retwork address

mto34 HEHEEReS IR AT BBckeE PR RRLDh Bicn e on e
secobds®stwork biaersRan @ratetwioakd adeluengi Ay imdicataanbf amel first virtual
including an indication of the first virtual network

netwatuaddesS it provi di ng an indication of the deternined

¢ o AR AR oE IR RERerfinlF okBuTHIRR, feERK aBerdts o o0
{o enable sending of the communication over the one or more networks to the
destination node.

[0127] Clause 42. The computer-readable medium of clause 41 wherein
the communication is from a sending node that is one of multiple virtual machines
hosted by a physical computing system and that is part of the first virtual network,
wherein the one or more networks are part of at least one intermediate physical
network between the sending node and destination node that uses the second

networking addressing protocol, wherein the method is performed by a virtual



destination node. [0127] O ause 42. The

conput er -readabl e nedi um of clause 4 1 wherein the
wewpsi7eat i on is froma sendi ng node that is BCEUSH09/038667

mul tiple virtual machi nes lbsted by a physi cal

conmputing systemand that is part of the first virtual

machme}/\méhag&nemﬂmet Iﬁ}eatoege@mhamm tlhet poydisalacempating cfystem o
at | east one |nternedi ate physica et wor k between the
manggRdCARMHETeAtiNs @asﬁ?%ﬁvglﬁy%mt#a‘f'ﬂu%'egnaq%ﬂ%%% further

comgﬁ%ﬁﬁfﬁr\e@%ﬁgd&%ébﬁ Lﬁ{iﬁ%‘){o e Br } g"ﬁtg{éﬂ(é Bsing the

y-a virtual nachi ne manager no
deteaniedt destioatioh @ephyrki ackdreso ap asito gnabist amoverlapobipe first virtual

conmunj cat i by th [ tiple.hgsted, virtual hi.
netWaRk o ne It omBrs SELVATS PGS ti BTt SR g EReIRg Protocol
is 1AtBAeRNPrRBCAOErsisH Wgﬁﬂ?ivﬂ%rbmﬁ teet dd¥ndetetwork addressing

destination network address so as to enabl e an overl ay

protaxfol tisdnfernatt Pratocaiaveraiond kP éi. and wheret thmdetermining of the

net.wor ks erei,n the first, network [ ess .
destBRYPR . BRIk AERS Tos M HToTDRGT o6 (RpURRs generating the
destiBEbBiInethdk sREess network addressing protocol is

Internet Protocol _version 6 (IPv6), and wherein the

del0&28}i Glavgedi. t hEheleempuiarrreadakievibedivanat elayse 4 wherein the

comfE 5B 54 RS RIS A6 oS5 AR e anc
dataGRiRRuiiSsion easiDinetramshittingod gehersed dighalhbettalning the contents.

conput er-readabl e nmediumis at | east one of a nmenor )
i 0329 oafguse i delhe sompyter-rgadablermadivimsof daused’ (Wherein the

conbf1 S SHAFEBR°R A lod T R0 Hing sytem o
perforadithenmethoel. ause 4 1 wherein the contents are

Rl e A oSBT cESHBES A erin e
contERERHLIBGE To%%%ﬁ%@ré@é*ﬂa%ﬂﬁu:‘é%%?ﬁprﬁirﬂgcm& B nbrkhtries for use

contents include one or nore data structures
in stodnprietivotk addressesptte enerdremdrerenides iimclgdiogi andirst entry that

net wor k, addr esses, .the one qr re entries includir
contpipp oPeeliet yIHaK agftaenePedtied  acoidsrk A dPEs B8t Retwor
addréggﬁ'%lyr&gcbp accordance with the first network :
addressi ng protocol. [0131] C ause 46. A system

sttt Wiadse d6nardgesteonsinctoead tonnabagasemnaempationsgbetween
risi one or nore nenories of one or nore

nodes onp ng:
COm%HLPM?ﬁ%é?E}Péﬁﬂ?g-and at | east one of nultiple
COFRRIB} Sbéd AErABNSIST oM@ B hite CBAIp ARG syerimgYwnad to

manage communi cati ons between nultiple conputing nodes

at least opgechmuliple communication manager modules that are configured to
manage communications between multiple computing nodes via one or more
intermediate networks, such that each communication manager module manages
communications for an associated group of one or more of the multiple computing
nodes by:

after receiving an indication related to one or more communications from a
source computing node to a destination computing node that is part of the
associated group for another of the communication manager modules, the source
computing node being one of the computing nodes of the associated group for the

communication manager module, determining a destination network address for use



i ntermedi ate networks, such that each conmunication
manager nodul e nmanages communi cations for an
w@s®oesiaeed group of one or nore of the multi pPEI/US2009/038667
computi ng nodes by: after ®6Zceiving an indication
_related to one or nore conmuni cations froma source
with ébﬁpuemgnﬁm@ommwwé@ns Abaf isspesitigdtin mgcamiaacendth agetwork

addrggﬁhgﬁjrgg{égi gsed ﬁggﬁ? g llﬁg%afe fm eQFh%tdha% n%ftw&q(% the determined

on ma e sour ce conput i

destimetieon beitwarkoagdrets ﬁrﬁtﬁudﬂﬁgmpamgi newesk elddtdw that corresponds to
associ ated group for the communi cati on manager nodul e,

the Qmﬂé?'hi:?rnﬁgi nicafiost MagegehMedtigowkosR) @ﬁ%@@aﬁeﬁlr gr@é’@\/?ftqﬁ)mpuung
noddd fhc ofhenﬁ%ﬁtllﬁfdﬁuﬁb&gt fh%ndetkﬂﬂﬁdedsd é%{ﬁﬂtlfah er‘?eth%gk address

accor dance w net dréssi ng protocol
furthehmotudiing anrindieation ef eeaihadrk avdress béthd thestohation modecspemﬁed

. destinatiog t wor K ddress udi ng a part; al
N aGeef ngaeg'st"ﬂ‘#a? ELPF krﬂﬂJéjr%s”?%@r&HB?'hlé?ed by the source
3 t manager rmdul e whose associ ated group of
com@mlﬁ?ﬁ% 6in%es i ncl udes the destination node, the
deprevidiingedn dredicaticat obihendgtaonineddtesdinatidn netveork address for use

o s S8 o P BBy 48 255, ok Brormeciate

netwdhed fonhk détshﬁétfé}?&mblﬁnﬁ@'%aéSI ng protocol used by the

source computing node; and providing an indication of
t He1212bt Clankedd. deEhe systeon ofielausek 46 duhereln the detasmiiming by a

comRaffip cp Al rBoa IR e M TR MR B o PR e 38 16/ Pl one
or mefsTBYinmehieaft incRERE]inferaetiRy Wifh aTRensessyerarafmahfierenodule

46 wherein the determ ning by a conmuni cati on manager
that medntamsdnfarmatigasabav the asaetiaisdrayardLomptingseodgs: for each

of thoen%o mUth t.&?%ﬂ%@ 'rrngdgjul.llép %e?ntbltgc?ﬁgcﬁl'cﬂ%l .tprlloﬂding an

renote system nmana at mal nta

indichtib® toathe epsbD wiaridyer assdde asfate gfestinatibn mﬂptﬁetWQrk address
nodes for each of the communi cati on manager nodu

specified Imeesadanag W'H%Itb%hQ?E%PS@’VQTandCHﬁSﬂH& oo ssd by the
souré@ﬁoﬁ%ﬁhﬁ@‘n@ﬁ@aﬂfém Iergg ﬂhﬁd??n&@&h?%&éz?ﬁgt eﬁxgtl%aélron from

dress speci I n accordante w

the syetemmkalmgﬁ'reﬂedluig afrthe qentialusstdoby atieess dhateorresponds to the

nmput i ng .node, the inter ing further  including
anotilo BTG arh A EsAdB PRGlS RSSEy TSR Lo Py ah GPEPUtINg

nodeg‘;ln'bl;iﬁie%afﬁé kst tu Eoﬂﬁﬂflﬁg Sn%%ﬁtaﬁbo WHerdANgR Eg%téﬁ‘lefu rther

er conmuni catl on mahage |'e whose assocl at ed
commisespond arompre isygtenodesnager| mddslesheonfepréddoiioteract with the

G SSRGSyt em furt e

ﬁgﬂga'gg ;Glﬁg%% Qg'sntmea%ﬁ/sw& hott RRauSE! UBPFGHR TBERbASHGO Multiple
computing systems that provide the muliiple communication manager modules, one
or more of the computing systems each hosting muliiple virtual machines that each
provide one of the multiple computing nodes and executing one of the
communication manager modules as part of a virtual machine manager module for
the computing systém, such that the computing nodes provided by the hosted virtual
machines of the computing system are the associated group of computing nodes for

the executing communication manager moduile.



[0133] C ause 48. The system of clause 46 further
conprising nultiple conputing systens that provide the
waorzdopiipl7ed conmuni cat i on manager nodul es, one OPCTIOSW0WI38667
the conputing systens eachéhosting nultiple vi rtual

machi nes that each provide one of the nulti

cdftdl | PlgupRdls athf sVstami A a4 n/éh%r@mﬂh?cat ilgast one
t
com%ﬁﬁa%%? O'Fﬁgr;r%@ér rﬁédﬁlt%neg%y@tcfgg&wg?éifthcgﬁﬁég@ execution
in memopubf cmt;a oooese goopiutieg shytetee host ed vi rt ual

rmchl ne Ia g.tglétl (r‘;@‘rrq]putl nr%f(gycﬁt fe8 %ég\g{ﬂhgiﬁgesa% of%e at least one
comﬁ%ﬁ%ﬂbﬁ%aﬁﬁg@?ﬂﬁ@@ule@é’éﬂﬁs&0&1’34&] n%a’ﬂés%ﬂ%a-’_ﬁ‘@mg outgoing

system of cl alise 46 wherein the at |east one
commnicatiosaforoan mssagatechgriuipest eae torimeteuattesaiuitiphe ¢omputing
ructions for execution in nmenory of one or nore
node Q?Vputl ng systems. [0135] Cl ause 50. The system of

cl T TesbiviReaRiiRdieatdh @éfaié&ﬁ‘tcﬂbnéQﬁsﬁaoﬁél%ommumcat:ons from a
comruni cati on manager nodul es consists of a neans for

sourgmrenpetingutipsien go cantastingdionosempeiting nnads oiehtisdpart of the

s B 58, SR 1o SN RRYE S 188 souro

compitirg] 6EIBTHRIRPEhO S thd @mwﬁgrrﬁﬁe@mﬁblmmm yeoub for the
destination conputing node that is ?art of th

commysisatian SEnRAs nedie dRierining adestioalign ﬂewrk Gdldress for use
with g:%n?]ﬁ% br mglc%%mbnlgagfi’ﬂ(ﬁ ﬁﬁqg& g@é’élhé‘@ nggorgﬁhEQM 3, network

conputing no sSocr at ed group

addressing pratetolarseteinatier omedo hmredrelbanafdnltmgeavorks the determlned
destinati on network address for use \éﬂﬁadt e one

destingtien ePwRIKkiadklreshincluiing pdastiRldietve 138 dhafeoriEEsPonds to
the aWoEﬁbracdﬁ?ﬁiWH 18Ah rksB&@E%@s@é@ﬁ)c@(}eg o Q0Bf Bbmputing

intermed ate net term stination
nodeBemmmxdbs atddrcm:nahmh udideg the phateinahed etestinktioml cvedsserk address
t hat correspopds. to her, co [

furth%zagugl%%gw cation egaeﬁycg ﬁdgfestso | Cq%ltlﬁg’récgg Hggg rspecified
in acgaﬁjalr'l%ﬁmfmﬁ Aledidt W ORethRAE adbRsHRY Sfd%étﬁ(ilsed by the source

estination network address further i'ncluding an
compuiitigoeadep@mndf a net wor k address of the destination

node eCIfl n . a a,.di.stinct ot

S Il 586 sl BB titir finodk B8biress for use
in sé%@mwh@%n@ose,m@rédc@mmumémm@nowérdméabh@rbroﬁwdr@antermeduate

determ ned destinati on network address for use in

netweekgdp ilge rstingiwnotompulinccoedfini cati ons over the one or
more i nternedi ate networks to the destination

cqem3ef iFfrgmnakle . fol&dARY fr aih thee dppregatedg that, valtHougl specific
e':mbc‘;1 re\re%tcsl aﬁa?!g tbgglt'l dgéérnaoelégge?gﬁ C1I‘ofr| }gurposes of illustration, various
modifications may be made without deviating from the spirit and scope of the
invention. Accordingly, the invention is not limited except as by the appended claims
and the elements recited therein. In addition, while certain aspects of the invention
are presented below in certain claim forms, the inventors contemplate the various
aspects of the invention in any available claim form. For example, while only some
aspects of the invention may currently be recited as being embodied in a computer-

readable medium, other aspects may likewise be so embodied.



enbodi nents have been descri bed herein for purposes of
illustration, various nodifications nmay be nmade
wavaobosit2devi ating fromthe spirit and scope ofCT/h82009/038667

i nvention. Accordingly, thétinvention is not limted

except as by the appended_cl ains and the el enents

recited therein. In addi tFoMMPhi | e certain aspects of
What i§<I@imgshisi on are presented below in certain claim

forms, the inventors contenplate the various aspects

of, the jnvepti in any available claimfqrm For _—

oxtanpl & WA dAf 2 SemPUli TR fhelqioihe | GRmmapications
betwé&&ik EBRPLYINg Poti8s] thetnathdeeddigpiihgdied in a

conmput erreadabl e nmedi um ot her aspects may |ikew se be

so enmbaedided. @niiov\aacoimgnunieatioed nhanager modelehdbatf onanages

. i t iLgure.co ni cati ons between

comrﬁgﬁ@gﬁﬁ%ﬂﬁ@@éigt égﬁéf%%‘ag%‘{%?ﬁ’ ggﬁﬁs under contr ol

of a cesgaiihgair eltgEaRasmmmeatfor fian ARNBE@RGting program on a

communi cations for nmultiple associated conputing

sendingdeede thadds winegolaihecasspsiaigd comnitinganodss for dhe aemmunication

CME. i:0Q. NO iSO t .
mandEECHbDE, EEATIHY RRAFIGh BPIRehHE /o £ PEBle WSinator
noderntha@eonead uheitiplehetheu tcgmngingonate’i §eddopited WigheA6ther remote

for, a renote destination node that is one of nultiple

comrpyHERUTH MANAGS, Meddls. ke suitgeirg cammuaitstine havingea indicated

destiﬁsﬁmﬁ"éﬂld:r@%é ALt TR AFYES dé@ﬁ#‘éﬁﬁn n'étﬂﬁo%%tgﬂje for the destination node
CO g | est | na ress

mruni cat1 on havi ng an | ndr cated st Ion a
specifibaitbyl thea séndisg nedd iusatg anfilmtnebtwdrkaskidressingosrotdw! for a first
. estjnation node specified by the sending nqode using a .
virua] REMGTe Wik CRTOFEELANG N BHGRERT TIPOMEY; BARG v EpruRHcatively
connd@ENOHKhel aﬁommhi%ﬂoﬂ%aasgemgﬂm R4 28 least one other
e anot he tion

comuni cat i vely connected to th r conmuni ca
seconrhpbygical metubrk rabuses & eligtincb secantdeetwork addrasking pratocol;
second networ k addreiﬁi

t k that.. di stinc n
or ot ocBHtonAlicaNg ddafmiingife e GXAEUITO PReSBTh % EiNgorEed to
send BHO8RBINScaHiRIdaABH th s BBSAARNNERLIARY
conmuni cation to the destination node; and if the

execut ifthe prxegrting ipsograneindataiminedto bet audhbrzel], sending the
o eBubAER G5, 1S, FRTTRANSE bt M el o secom

netwatkbgmatical ly determ ning a distinct second
destination network address specified in accordance
wi t h t Adtogwtisatly ndetesminindd e stistingtpsecond| destination network

addregggsﬁ%%g | fﬁr?i %e dﬁ%&gw;ﬁsﬁga&qﬁ%%é%ﬂj%apes%irpgaﬁrt'c;tgéo!, the
second destination network address including a partial destination network address
for the destination node based on the second network addressing protocol that
corresponds to the another communication manager module and including a
representation of the first destination network address specified in accordance with
the first network addressing protocol;

automatically modifying the outgoing communication so as to enable an
overlay of the first network on the at least one second network for the outgoing
communication without encapsulating the ouigoing communication in one or more

distinct communications to be sent over the at least one second network, the



for the destination node based on the second network

addressi ng protocoi that corresponds to the another
w@ziepsi7eat i on manager nodul e and i ncl udi ng a PCT/US2009/038667

representation of the firs¥5destinati on network

ddress, specified in accordance wwth the first network
modﬁu

304 40a SuigRlRG EBMMUNIEART INCBIAING RRRINGING iy tnicated destination
addrtggié ggtwd&@mqiﬁdo% c?égnﬂap&ﬁ nBRAk GdifeVanay of

Irst network on the at [ east one second network
f or t heindiatiggi fogwantimg rifctoei orodifiach outgeng apsonahication to the
t he outgQi ng cqQnmuni cation i n one  or re distjinct
destinginlinMEde | YAs e Be 6ashtons, eCPRd Aptiaksbagen: afb dhpgsecond
destihativh Hetwbiesmieéyi ng of the outgoi ng conmuni cation
i ncl udi ng changi ng the indicated destination address
to the determ ned second destinati on network address;

andl i niAi sompgterdmpementecofmethedndar f¢andiguting oicagimunications

enoE SRS, MR ntEied BBTRES B ona dest i nati on -
net wor kreadiirsan clitgding AEPthanicafloh green tesemtBh§ @dnilting node

configuring communi cations between conputing nodes, )
that ¢ ige Iﬁgﬁr%@ clorpa siempter cdastinaiien agoBwUgBIndiode, the outgoing
. : ¢ e ) hat.i Rl
comfOFTEANRE 4R E oG4 OLBRIR e £9HR 3L0F pstnatr
netwotk godiregs fonthendestination hvdengpeifidcnily ¢iad sdndiag trictat iising a first
a dreairth_at is a fi r?é[ desﬁi nati on network address

netwppt ARACRENE RIPIAR! niRie Sl f NEBVERY. (W swandling Aede being
comBhlé@ti l{r'cﬁo?ﬁae%?é lfhé’ggégﬁéﬂicﬂg nBHENAS Yt 1£95t Bnd IdtfLr second
networ k, t he sendi ng node bei ng conmuni catively

netwodnihat usds adisthet desond aéivaoTk modesssirg pitotdadst one
ot her ajeegond network that uses a distinct second

net wor KEIRIG SS8FIRG KIS OMANINI RaBMunicatian ngverhine one or more

e P 4IRS GBI e, BEo 0 mpction oo

enabteiagobveylayoohthe firstinmiwetk ap the atniebbtone seentiayetebrk for the

t.he first network on t .at least ope.second network . .
outgl§ (BT yEIPRy s ReRReE o RO T UBicRRE including
changiigdPicnigdrAfEr BbsMidtRn Adwessitdd §RARG dttohBedestination network
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the fif&%’e&ﬂh&%gﬁnétﬁ%ﬁ%g}&%’; gRqof the first destination
net'wor kK addr ess; an
initiating forwarding of the modified outgoing communication to the

destination node via the at least one second network based on the second

destination network address.

3. The method of claim 2 wherein the automatic modifying of the outgoing
communication is performed under control of a first communication manager module
that manages communications for one or more computing nodes that include the
sending node, wherein the partial destination network address corresponds to a

remote second communication manager module that manages communications for



initiating forwarding of the nodified outgoing

communi cation to the destination node via the at | east
wossioend net wor k based on the second desti NEET/082009/038667

networ k address. 3. The ne®hod of claim?2 wherein the

aut omati c nodi fying of the outgoing conmunication is
the purtinie RAMRIMHEG Nedas toat Holuder Fle§fdﬁﬁﬂ9ﬁ"| Bage.oand wherein the
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e 3 b B S8R NS S50 R manager
moduteerein the partial destination network address
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nmodul e TECRIVING B ARG FrMMEqRdioRfionwal d via the at
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Toast | oy ead B (EBRARBLAT e RSt SRR ielvgn address
includebe i afe f 8cdrite ddeihaiH iitwBAd@ddreds ighvihRg ré&ﬁved incoming

representation of the first destination network
compdarcadion| and uded in the second desti natl on net wor k
addr ess, of tf conmmuni,cati on;:

For war denuecliig e el Fpplignoohe RESNB ERb e, Eamutpication

to the AEBHALER hede b9 Ushfy Mesrtrstr@éétmataaﬁﬁet\/@drkwdﬁssé he
first destinati on networ k address. 4. The net hod of

claim 2 _wherein the sendi ng node and the destination

ndte ar&%ﬁrmheéé&qf%mea wiieginathe seding inede and the destination
nodeC% : ang”%]s%% da‘r %H Hlén {‘er“@&%séébﬁlgj’rkg{]té hy éﬁ{é‘@nm whose

|na|on noae are

behatlmhermhrfdmgwgwme ahd the gleistigaticonmariec ate G:Fpefra’lirtg]ewherem the
' constructing the secon desti nati on netwo

mod{@@ag 3&351?'@00[&'0!(!8 ¢HE @qt’ﬁﬁ fUgBRF inglyges Sﬂ'aﬁtmmglthe second
destlthgﬁ @Hrl@ga reEQe?@%%Q?n%WHéCE:‘énﬂﬂ algct? WRerein the

e overlay o i rst networ
modif;eragtofdhe sgoimg ommvmn‘kceﬁmm sheasotd gaabig the overlay of the first

cati s perfor i t hoyt encapsul.atin
netw§lt G N ebrvath B4t 15O BHCER TRbRES di29¥ gt communication is
perfdtRIBAURItEG I PRApsAabfg %?é‘buf@éﬁ{g E8Bnftinid-Ridnlin QR cﬁ"?ﬁeféddlstlnct
network. 5. The nethod of ¢laim 2 wherein the received
communigaiiags tohesantaverdhefalledsé onerselcadd nelmoikndi cat ed
first source network address for the sendi ng node that

et or kRN 0SB 2 ofer St et ieRfiet bt ileqrpmunication

fuﬂhgfgﬁt@lggg:@&?mo?@z:dlé@ﬁrét%drﬁ &bhﬁ@k%dfe@éjﬂfretﬁélé&dmg node that
is specified by the sending node using the first network addressing protocol, wherein
the destination computing node uses the first network addressing protocol for a
network to which the destination computing node belongs, and wherein the modified
outgoing communication further includes an indicated source address that includes
a representation of the first source network address, so that the destination node
receives a copy of the outgoing communication that is shown as being sent from the

first source network address to the first destination neiwork address.



network to which the destination conputing node
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we@wpsi7eat i on further includes an indicated SBUFUS2009/038667
address that includes a regpfesentation of the first
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nodeto a destination node using a first destination

netwogk addiessigy wotoagheid i ed i n accordance with a first

nef wor k _adgr essin r.otocol : and, befor.e sendi ng the

o oBf sBAahE e Bk FURb ReRuRRaLd Holfe AERHil8py Rt over one
or e Mwbmsethﬁem\éﬁ%%ebbﬁd nédgork é@&@@ging%mdel distinct from the

addressi ng protocol distinct fromthe first network

first pefuvasks SUAERESSING BEEPCOlaut omati cal |y determining a
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i nTaccor e secon WOTI Kk ressin

spedifiedf #Ccatcordbacs et thed st omdiinedomkesddreksiagdsretsol, the second
i ncl udi ng artial, destination network address for

destitonatWad nefrenndecliabiec srrialalasioein ABtWRKIaddress for the
destEfiof HUBthARERI e AADNINTHENG0AEERE BBl afd jichuing an
indicatitiy of thee fistrdestiredionaetyork address, ameci fies the second

destipation network address for use IE di.recti r}% tthe
nddPEineRg o{f@ga%@o'eawﬁam%'%tm Q1 a’dé"stﬁpr%_t §nthe second
destiggﬂﬁno whbi€ 988rel5 rFBFeugg.teriﬁ(ﬁre&iﬁﬁggfﬁg'ngbHﬁed outgoing

ormed w t hout encapsul ating e ou
commmomuatiopata dhei destireaton mode divet ithet openoumos irnshsorks, the

modfind BB oL OB UAGRGr 1 HoOB e o AEon in one or

mord BRBR&teDNRhuARALSks.MTOr € conputing systens; and at
| east one of nultiple conmmuni cati on manager nodul es

that are configured to manage communi cations between ]

mA-ti plAe sysiepustrigiufedl & conigwrecanMwpicatipns detseemicemputing

e .S, .such that each conmuni cation manager nodul e
nom%a%i%éhg’ggtgoi ng communi cati ons for an associ at ed

granglonhom medfionay & @fe bhmond tbinpluting epPteisigndodes
by: . - ,
at least one of multiple communication manager modules that are configured
to manage communications between multiple computing nodes via one or more
intermediate networks, such that each communication manager module manages
outgoing communications for an associated group of one or more of the multiple
computing nodes by:
after a sending computing node initiates a communication to a destination
computing node that is part of the associated group for another of the
communication manager modules, the sending computing node being one of the
computing nodes of the associated group for the communication manager module,
determining a destination network address for use with the communication that is

specified in accordance with a network addressing protocol used by the one or more



after a sending conputing node initiates a
comruni cation to a destination conputing node that is
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net wor k addressi ng protocol used by the sending
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initiatéxe bgiansémding ¢logieniond Agsiyatdncodaal Mohaidsonterag@gewith a remote
nmodul e of the destination network address for use wt
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inclutirgy pessdingtaedingicatipndab thengystemgmanagsr moduzaohthef destination
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nodq AEMERIKr Aoy SEFRYCAn | RACE %m%wcl% Pcolip Maork addressing
protdEN el HMH&eséhfd;rgd]%oes,smﬁﬁgmﬁﬂﬁdﬁ;rma W]Ediﬁgdfe%éﬁ/ing an
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indicatidn dsannthepsystonvimansger byothle ekl rprialdestwonle address that

corBSFERE B ARRE, s SkAR 5751 R, oot
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manager nodul ose associ ated group of conputing .
furthabdesiprines voesort meraleystemamianagabowdulasdcatiiguesta nteract with

system further ..conpri ses one or nore system manager
the R RR S IBHARP S S wi th t e mul ti pl 6
communi cation nanager nodules. 9 The systemof claim?7
f .t herT apsteRi BE cIRhIT Rlrtharaimhibrigity sgtigiescdni®iting systems

provi de the nultiple comuni cati on manager nodul es,
that previde ther Bugicle renBHDIGAtiIAR @9@@@%%&%@1@ 9 more of the
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e conmputing n d executing one
the maltipienicoatpuding needege andoshdcatingsoneant thd cammutigation manager
nmachi ne manager_ nmodul e for the conputi ng system
modules as part of & virtual machine manager module for the computing system,
such that the computing nodes provided by the hosted virtual machines of the
computing system are the associated group of computing nodes for the executing

communication manager module.



such that the conmputing nodes provided by the hosted
virtual machi nes of the conputing systemare the
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t oregetiérsd anahdicaticn mplatech¢p moctemmiunationrioebeasdnt from a source
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second network addressing protocol; facilitating
compefin ngdefvia lat leasinone deterroadiate metwerksibat ciees argistinalysecond
0 the defti nation conputing node over the at

netwoRk St tss Mo AToTIng
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| ket tng SaHAMEROF ¢fd bY¥nBRNaERidmom BRSidutaé icdfputing node to
net wor k address for the destination conputing node

the destinationspemwpating nasleaover dmed iepshonpeintarosddiate network, the

- i ng. nrnot L yss l i t
raonRRHRENRAY SERAE FBlrklS FSSHAEH IR 48ikss for e
destipgitlbg sBniMItinghodie st b edified ifp et tardanes evithhik second network

corresponds to nmultiple computing nodes and i ncl uding

addrgssiagrseiasohithe astingtien yietwerkl agiress incladiog & paftipl déstination

netmfoh?.agiﬁféésn?&r' 2 GO5MILHAY: gﬁtinqﬂﬁ%{j@rfﬂ& Cgoﬂ%sggnds to multiple
I'ndi cation of the generate est¥ nat’ron networ

compuitthce asdéo randsiaciudingoat iepgeddmeatioonoti the alriuah netvesrkt dddress for
at | east one i,nterg\e%e network to the destination

the desHpaliomhgomeHENg nede; met hod of claim 10 wherein the
a?g@%ﬁd#aﬂ‘?ﬁ&?éﬁdmgf He g@ﬁef‘é@éd Hﬁéwéffbnnﬁét\%ﬁ'lk address for use
address 71's perfornmed under control of a first

in rocdinguthiec edrinoTumcatage pvathe attlhast maadgtesmediate network o the
ofo) ni cati.ons for one or nore conputing nodes that

des“Pﬁ%&@”ﬂH‘@”@&Qp@e computi ng node, and wherein the
partial destination network address corresponds to a

I eyt € THRE GREthSE BT W&/ i‘!@nW@P@Eefhe”:éﬁtdrﬁaﬂichﬁenerating of the

manages conmmruni cations for the nultiple conputing

deSﬁﬁ@ﬂ@_@ nefwerk addiass Bh_keltﬂ@fmﬁdwalﬂid@h oeptiel 0§ & lirstheamirrgication
manfgifaRB e Fod e oAt Rerl b { Pofl oro Rt rfPuyng nodes
that ingkidedes goRmtd BEMPDENg node, and wherein the partial destination network
address corresponds to a remote second communication manager module that
manages communications for the multiple computing nodes that include the
destination node, such that the routing of the communication over the at least one
intermediate network to the destination computing node includes routing the

communication to the second communication manager module.

12.  The method of claim 10 wherein the received indication related to the

communication fo be sent from the source computing node to the destination



conmuni cation to the second conmuni cati on manager
nmodul e. 12. The nethod of ciaim 10 wherein the
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one havpiediategietwedei ving an indication related to a
comruni cation intended for a destination node, the
destination node bej part of first virtual network .
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s 5 EARS wFEHE ek LA ST LA BREG usc o o
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second network addressing protocol and including an indication of the first virtual

network address; and
providing an indication of the determined destination network address so as

to enable sending of the communication over the one or more networks to the

destination node.

15. A system structured to manage communications between computing
nodes, comprising:

one or more memories of one or more computing systems; and



15. A system structured to nmanage conmuni cati ons

bet ween conputi ng nodes, conprising: one or nore
worempn$Eee of one or nore conputing systens; anREl/USMas38667
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accordance with a network addressing protocol used
computiwmgomada beingr end f @nersdrrm@ngetqd@sk@‘ therassdetadedrgrasp for the

destifatlon net wor 12 rtessmcm%fpﬁtzrg ﬁ k dd ;
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with fHRNBREDE mdrérbomﬂaﬁi%étlﬁﬁéjtﬂsﬁ i9VBPSEfISG FPELESrAENES Qith #hetwork
conputi ng nodes includes the destination node, the

addreRsing proteeoldised hatheopna ot mare internediate netwasks, the determined

st AL AE SRS B SRR s ot

the afiotidriimmtiheatios im@idgerddodsieiwithsy atsavited pdubwf cbmputing
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nodegHackides e riastinaten madeors CIRMINGd dlestsalion ngduorknaddress
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in accomjaate ngithadistinct other network addressing protocol used by the source
computing node; and _

providing an indication of tlhe determined destination network address for use
in sending the one or more communications over the one or more intermediate

networks fo the destination computing node.



