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AUTO REGOVERABLE AUTO- CERTI FI ABLE CRYPTOSYSTEMY Background-iFietd . Gf... !
| nventi,on’ ¥ The field of this inventi oW I'si-gkypt ographs.. w pThids. ... |
invention relates to cryptosystens, and in patticuas:£)0: et he. eseraw.ng..
and recovering of cryptographic keys-and datair. .,~enerypt under soeed ;
crypt ographi c keys. The escrow and recov- {er).. pr.ocess;.assures that
authorized entities like | aw- enf or cenent--bedi-es;- -Governrert--Bodi-es -
users, and " orgppzaYbRAE, pARROWIARDAEPEREIREE TReBHITAGHEDr €ad encrypt ed
10 data. The invention relates to cr ﬁtos stens i npl enent ed I n
sof tware, but is also applicHﬁEEGt§ Er ppMBsyst ems i npl enented in
har dwar e. Background- Description of Prior Art Publ i c Key

Cryptosystens (PKC s)_allow_secure commu- 15 nications between two parties
who haV€5$ﬁg§§§9E¥Db Fof8E INVERIIONot i on of a PKC was put forth in (W

D f f i y M |_|e| | , n [\Ie : ) . . h k , I T '
ti onlseon | nf or mat i oﬂﬁghgﬁﬁ\gn |2?%%%ég—g%gh%eé%és(i%)pgé/lyhyc'i}m_g ransac

o < | - .PKC, each
soerpos SR BhAIRePE 2e0LRp B SUYRy £ (ARIET, FOT)

aval | abl endyes ko 0 Shol Bilbhgn zes 1 SRRl otk gkt gl bon

by
G

authority registration aut _ _
authenti gide/r@f &£8B8ecial¥9ehs(chtalpdNldntL HdOL1&dErdnidNgategistration
authori- 25 ty is part of the cerfification authority. I's kept

private by the userRecbntsyysedans fRRCmullditRs sHespondresignly D can be
used to decrypt nessages. It is conputation- ally inpossible to derive D

fromE. ToompeshtPkfs phith Are egcbhamitaidyt adBrantmdeous kieys Ebéeam t he
key distribution 30 center. Party A encrypts a nessage with E and sends
t he reauntried putt foB. enBapesudedion kof reessiapndiyctiecs ypuchgas with D
The key distribution center is trusted by both . parties to give correct
publ i c k&SI upth 2rdussansispres. Especiadlop/ 5UBpce mounting
PCT/ US98/ 10392 L . .

has been carried out for LSI and direct dipping in bath

of solder has often been conducted. In this case, since

encapsulants are exposed to high temperatures of higher

than 200°C, water absorbed and contained therein expands

to cause cracking.

Therefore, epoxy resin encapsulants are

required to be low in moisture absorption and have

resistance to cracking and at present, glycidyl ethers of

o-cresol novolak are mainly used. Further, encapsulants

compriéing glycidyl ethers of tetramethylbiphenol were

developed to improve the moisture absorption. [Japanese

Patent Kokai (Laid-Open) No. Hei 1-283241]

Moreover, glycidyl ethers of condensates of a-
naphﬁhol with aldehydes have been known as epoxy resins
low in water absorption and excellent in heat resistance.

¥ R

[Japénese Patent Kokai No. Sho 62-25115&.*' Lx
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-Z-T%Slﬁaﬁ sebedroregfbcep the difficulty of conputing discrete |oga-

rith in (T. ElGamal, "A Public-Key Crypto- system and
Based on Discrete Logarithms", CRYPTO ' 84,
pr

a Si

pages 10-18, r-Verlag, 5 1985). _ PKC s are highly
convenient in terns of use, and - 2 permt users to conduct private

conmuni cati ons over inse- cure channels. They may be used to initiate
synmetric key s Estcarpss U lideet Dita { iy acémpoygedi off §lgeddyd) edPéEss have a
10 drawback, however. Criminals can use PKC' s in the course of
crimnal aft prcopsaodi meyaiglpraxg stxeel tenhdént bestippeg Lstancgyagwt or cenent
w th the necessary decryption keys and = untappable crim nal
connunica@ﬁén§°ﬁé§°ﬂ%§ﬂﬂ%§lorI#niﬁﬁlanc%hﬁr@fo fagesPEASITANCE Fadhi t
private comunications 15 exclusively to |aw abiding citizens. A general
sol ution £8% Moisture, ERRQERTLOR o PialetRA¥N2E8 RO UBRFESEATddiYesent at i on
of his or her, %rivate ﬁgy to trustﬂg,escrom/authoiities“ Qr trust ees.
The shar e§34H8E odt? FeHFDWHHCR HESGYERES LOWoROASESHR  aut hori zed

wre Lap, JBELSLIILYELY L et SrLu 20, RLOYL dR8a% HBVL g pcover | os!

private k&S Ik an orga eys st em

Let us rey] %ggF of P&k Systenms and show that all require
nor e thanigﬁgﬁ a 5%e?kﬂ?e#%¥lpat€%¥% d: 5,276,737, and 5,315,658 to

Mcali (1994) disclagf Q%]Ea&idﬁ ethidbi cogexe&méeagbs?h(el%%@az(éee al so,
S. Mcali, "Fair Publ i"c- Key Cryptosystens”, CRYPTO 92, pages 113-138,

Spri nger - Hagle&qorlg.%)ldminfd'ﬁ.é?ﬁii-éféB§o£ﬁ€iBﬁ9d§uef ar@Wnot naliedi-ng
citizens and | aw enforcenent (and is based on P. Fel dman, 28t h annual

FOCS). M gakily erehriedrerimot nessisStandescl Theseliowet, 0 theyvaide t he
Diffie-Hell man PKC, and the RSA PKC into Fair PKC s. In the prefered
enbodi nenfLiofitielde in dkmir idd | s HehcapsuPEREseach user submts five shares
to five central trustees (also known as "trusted third par- WO
98/ 54864 Furthermore, glycidyl ethets/ bgogbngzasates of

- 3- ties") to register a public key. This solution is there- fore
not very Scip®htdolsiwidd ialdehiyiessar@aelaoveinf maisturemabsompiian of
trusted authorities, and is thus very centralized. In_the present

i nvent i onPUth&ighe ine Bkt jeiScosiby k@Yepath thencemg: ofhd 9 i vate key is
Provably o9yt zaci i BIGES And - 14808 0 "2n" GEELER 1y B 11 €S are

besides, insufficient in heat resistance.

SUMMARY OF THE INVENTION

An object of the present invention is to
provide polyhydric phenols which are starting materials
for glycidyl ether compounds which give cured products
lower in moisture absorption, improved in crack
resistance and_high in heat resistance, the glycidyl
ether compounds and compositions thereof.

Another object of the present invention is to
provide epoxy resin compositions containing a specific
polyhydric phenol curing agent which gives the cured

products as mentioned above and the present invention



what soever. The escrowed information can be sent to one of a multitude
of degenprglized certification authorities (CA's). In Mcali's schene
each trustee verifies their 10 respective shares. Provided the share is
valid, the share is stored in a database. Each trustee then signs the
val ues that were received and gi ves$ tthemto a key manage- ment center.
The five authorities have the burden of securing and nmanaging five
private diREBPRGESPEPVIAEFesNel MSES Oft 1 rRARRRS ERERRF nent, the key
information is verified by a CA. Provided it has the correct form the
key is signed, ZREtphiEced Hmtd@ RrASPHT IMEERat AP aBECHEIBSHRI ¢ keys.
There need only . be on rivat e database. Since the CA IS needed to
Tanage ot RRYAEER PREREN ReRr AR T L1 hoY L FarBuAe of
connunica{'op overhead that is possible i's achieved. In the Fair

PKC s, on ¥)the trustees can verify that a key is escrowed properly.
Verification is required since without it a user can easily generate
keys whi ch are not recoverable. In the current invention, 25

everyone can verifygyhis. This is pggficularly useful iy for exanpl e,
a citizen suspects tthat a CAgps failijng to r3insure that its keys are
properly escrowed. It Fair RSA PKC does
not meet cert : Lej ghton, 30
"Fair Cryptosyste
Spri nger - Ver| ag, S 3 system can be
enbedded wit hi R}};. R ) mis a syglemthat can be
enbedded in a key esc { Z

PCT/ US98/ 10392 system t hat
permits conspiringRakers to conduct(RMLappabl e ncommuni cati ons.

The flaw in the RSA FPKC lies in the fact that it is assuned t hat
crimnals will use the sane secret keys that 5 were provided to the
escrow authorities. The shadow cryptosystens nake use of what is
known i n ¥aRrain Bs(s) cagh| independantiy srepresedtiss@ halagen public keys
of the PKC s. These channels are used to display the public keys

of the shRERRw PRE, aFk¥ 1R sycdeaikailganaipplerl o seavhes agonsw to
convert PKC s_jnto Fail-safe Key Escrow (FKE systens. Specifically,

t hey disC?%s%lEBWYtSrPBESPﬁuétCFKéess @rR RS X PRt 8F¥dg based PKC s
like Diffie-Hellman and .DSS. . | n _fheir_ expensi,ve pr.otacol, the user and
the. ~ (FERYRA HAERoP| PEBTISN,H0E T RASH: BES-OR fHSBIGAL &4 he 15 user s
public ang: pELYALE KRYLS o 159 Q) Qrd ,hqiz?%t)h%ra'c_h independently

represents a halogen atom, an alkoxy group of 4 or less

carbon atoms or an alkyl group of 6 or less carbon atoms,

with a proviso that R?>(s) may be identical or different

when m is 2 or more, R}(s) each independently represents a

hydrogen atom or an alkyl group of 6 or less carbon atoms |
- and may be identical or different, the average recurring

unit number n is 0-10, ¢ is 0-4 and m is 0-7.

(2) The present invention also provides a
glycidyl ether compound represented by the following

formula (2):
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ties are convinced that no sublimnal information i s contained in the

resul ting public key. The user is also convinced that the keys are
escrowed properly This system is simlar to the Fair Diffie-Hellman
PKC, except for the 20 added overhead of this protocol. It is thus subject
to the sane inefficiencies as tHe Fair Diffie-Hellman PKC. In the
present invention, chooses hrs or her i ndependent|y.
Wth respect to the é ? 8f shado WS HCH, thecﬁﬁé BfHzi nvention rélies
on the fact that th re i\Y no 25 kno /to i ncongpi c Gsly enbed a

signi ficant nunber

5ts W gk hin a expgnentration in a finite
field. Hence, t epr |tat26ﬁ of Ashad ?\{pto stens in
De

di screte-10og PKC enot Tz C S et al. tezaq an
escrow system whe st~ 30 p |y nmessage n session
rat her than @ g the~ke yA\suspec &vgrininal activi -

ty. This refinés nof | of i St gns. Other ‘' technol ogi es

that teach howto o
PCT/ US98/ 10392

e he’desdi on : WD 98/ 54864
-5- users rather than

their pernmanent pudhl ey is by el and Wnston (TIS) and the | BM
Secur eWay docunent.” These key recovery technol ogies require that users
be aware of and use the keys of the set of trustees at any session 5
initiation. These technol ogi es may be overburdeni ng each and every user
si nce t heyheredin ehee\symbuils dawxttinsi omse meahingsaas ded€dnied every
communi cati on session and further require users to store many keys
beyond whabowe.needed for a PKI. 10 A "Fraud- Detectabl e
Alternative to Key-Escrow Propos- al s" based on El Gamal has been
described in (E Ver(#8ulThedpresent imvention"Bipthey Prouddes An

Fraud- Det ect abl e Al terna- tive to Key-Escrow Proposal s", Eurocrypt '97,

pages 1192POXY I§§lnsﬁﬂmﬁﬁ§lﬁk94eﬁPmEEEﬁ3ng tResILYSLEMLaPEBRE users to 15

send encrypted information alon a short of that the encrypted
infornatiéngSH “FEEH#EFE@ %31 ?Ne (£ir%%ge%scugbngtﬁ9§n§ysten1has
t he advantage that it, does not de end on trusted.thi parties. However,
thi's system reqw“e’s@? HTeH %?I?Wgo?" ﬁi‘ﬁ‘bgkg’aﬁ'ﬂ? REPViCAF e 20

( PKI ) ngr ggg# ?%Stlrﬁe J éc{a%hf&?b&%&kn‘goﬂ gpfna proach: If the

i
PKI is unéscr en user encrypt ﬁessage usi ng

user B's Hﬂ-gbge 5 l(aa'} aEP dres:.ﬁ Wt?eh 'é goSh h@%eégo >589¢€

usi ng Bindrn case, Srnpl'y “serv o show
that the LrHebs in the molecule and (b) a polyhydrlc phenol

represented by the formula (i).

(5) The present invention furﬁher provides a
process for using the epoxy resin composition mentioned
in the above (3) or (4) for encapsulating a semiconductor

device.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

The first invention relates to polyhydric
phenols which are starting materials for glycidyl
compounds and they are synthesized by condensation of
phenols with naphthaldehydes.

Examples of the phenols used in the first
his Sheet Has Been Replaced
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25 ees can recover this ciphertext, and therefore prevents

| aw- enf;or cegent from being able to nonitor -the communi ca- tions of
users suspected of crimnal activity. Wen this abuse is enpl oyed,
fraud is not detectable. This abuse is made possi bl e because user B's
private key is not escrowed. 30 Sofs ware that abuses the Binding El Gama
schene coul d be readily distributed and coul d severely hanper attenpts
at | avi pméntéeneareophencr gaxd catesol Thetpy dphanolavent i on di scl oses
a nethod of establishing an escrowed PKI, and is hence not subject to
thi s drawpacrylphened i Pugiyigihanol, amylpiensgl p4Besylphenol,

PCT/ US98/ 10392 - 6- El Garmal , the
present | ayehehexydphieaed + pCtgeiianok edtenylphangle ¥188RLint eracti ve

zer o- knowl edge _proofs, thaqugh the roofs of the esent .i.nvention

i nvol ve n@ﬁFgK&EHGWB§99QQ14gch%ﬁﬁ?%ﬁ?&b#orbﬁ%ﬂpP eEBEstS&EPlQEPﬁ proofs
was shown jn (A. Ei.at, A .Shanmir,, "How,to Prove Yourself: _Practi cal

Sol u- Pb?ﬁ%& F8%1&é%ﬁqqqghﬁﬂéﬁeﬁﬁPéiiﬁ%ﬁ%rbS?WSSFe RregipTO ' 86,

186;,194 [ - Ver l.ag, . 1987 - AV f
Gocrow scROREE BBREans me ¥ ussidach aiepe spx AGOBIKTIGR dEY 0 (o,

Escrom/EnE&¥p5'o&o Systens,"” Communi cations of the ACM v. 39, n. 3,
1996) . n (N Jefferies, C. Mtchell, M Walker, "A Proposed

Architecture for Tr 1EY 'k RaHd YnSoA Mh £ B8EhySe¥PLEREA1n thePhy: Policy
and Al gorithnms, LNCS 1029, Springer, 1996) and (R Anderson, "The GCHQ

Protocol angskt SnRcAYiE ardHaphtfa IdoPyde P 'mefAgefapB4hbddehyde,
Springer-Verlag, 1997) a truste third party approach to escrow is

descri bedevhglaapht-halddhts cdndthyll maphtiegl oketbaepanti ci pating users
are involved in every session key establishnent stage. Al
key escr omeshbutynaphthalataifyoe (kromludingeisémens2Cheweefi)f. nGhesest of
the foll ow ng di sadvant ages. (a) they require tanper-resistant
i mpl enent aapbthaddehydas mawike vsdiezcharlionecornphesembinadion This
I nposes hi gh i npl ementati on costs and sl ow establishnent of use.
(b) they PEqlWCe OFs@a3iecl assified or otherwi se 25 proprietary al gorithns.
This may be unacceptable tq users who nag ge skepthcal about the devices
security or opera- Othgmpmpldehydes may be ad ed to the above

naphthaldehydes as far as the effects of the present

invention are not damaged. As other aldehydes, mention

may be made of, for example, formaldehyde, acetaldehyde,

benzaldehyde, acrolein, crotonaldehyde, cinnamic aldehyde

and glyoxal (ihcluding derivatives thereof).

The condensation reaction of phenols with

naphthaldehydes can be carried out at 40-150°C in the

presence of acid catalysts, for example, inorganic acids

such as HC1l and H,S0O,, organic acids such as acetic acid,

p-toluenesulfonic acid and thioglycellic acid, and Lewis

acids or ion-exchange resins which show strong acidity,

followed by known after-treatments such as washing with

water and distilling off of unreacted phenols. -

=it .. Furthermore, for imparting flame retardance to
This Sheet Has Been Re
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(c) they are inplenented in software, and are there- fore subject to
alteration, resulting in inproper operation 30 and possibly untappable

conmuni cations. This is however, WD 98/ 54864

PCT/ US98/ 10392 _ -7- an i nherent
probl em of any software solution<& l-we can require in this case is
that if users enploy the software apparatus solely for achieving
privacy t beddt peilyhptdarit eptienols prtlkey smayebe esabstabherd with (d)
t hey require excessive protocol interaction in key generation and/or
gener al ubslogengddudioras idhslomine -and baotine.my be conducted with a
smal |l set of centralized entities, thus making traffic and

comuni cation del aystta this pmentthe polyhydeik. phapgleayepegsiancadsers to
posses the 10 trystees keys and use themin every session initiation, and
further r8Yqutthe #l?(ﬁ”f‘%]@at iloh<can ke #xeRrdRedini cati on pr ot ocol .

(e) they require exgessive nunbers of trusted third parties (TTP) to be
i nvol ved in system S GFPmEindr)-rapresented Prutheafsaguddo nany

parties increa the risk of . securjty breaches and, reduces
scalabili?§)’ the average MeqUERANE it YEmReht RofidBr Per fH0BSEShi ¢ keys

by  TTPu$ theCRhiledds FH&F&"@%%&%EP&?”&?eﬂoflgkggg_ig%fgiﬁé (9)

security at risk By tanmpering or disclosing user™s

they reQuenirgae pARMGIN0 A0 HYINIEIRnples afa' BRBRRESOLpRECT ot Keys

or secret shares on behal f c¢an be used to

establ i shcatahgdew .pulilich keYis 0, i¥Hd ad IUEAY T BoihRUSdRERRLT Ng the
pur pose of the escrow 25 system al t oget her. Aut o- Recover abl e and

Aut o- Cer t vi babba tr Wit alitsicifidensates is the 16wbbe ahavRadhiadyant ages,

what is required is a new nechani smincorporating the foll ow ng

advant agesf the condensates is easy. But considering the balance
of the properties of cured products of glycidyl ether
compounds (epoxy resins) referred to hereinafter, the
polyhydric phenols may be mixtures containing poly-
functional component in which n is more than 0 and in
some uses, mixtures are rather preferred. Ordinarily,
the number n can be in the range of about 0-10. For use
as encapsulants, the average recurring unit number n is
0-5, preferably 0-3, more preferably 0-1.5 considering |
both the easines; in handling and the properties of cured
products. When n exceeds 5, the softening point or melt
viscosity of the desired products is high and this is not
preferred for encapsulants. When the products are
diluted with solvents for use, for example, as laminate
sheets, the high melt viscosity is not necessarily
disadvantageous for practical use and thus, the average
recurring unit number n can be optionally adjusted

depending on the objects. T e L
: This Sheet Has Been
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- 8- ‘ s (a) a key escrow systemthat can be distributed in

source code formwith no | oss of security, and hence provi des a system
that can be publicly scrutinized to insure that it operates properly.
Furthernore, since the 5 key escfoWw system can be avail able in software,
It can be I npl emented on a |l arge scale, quickly, and cost-effective-
ly. This inplies fasTheliglychdyloethert bempesingin of the presefb) in the
case that a software solution is deened unaccept abl e due to the

possi bi | i thnwsntien fgamgbefobhainedi hyesheowelilt knawrhprogs ssrewh dh
directly in tanper-resis- tant hardware. This however adversely

af fects tIFORRE¥ESS glyeiivlagtherjfyinge thgs padivhivdmi iptgnols of

(c) the esgrow systemrequjres the | east anount of protocol interaction
bet ween t &% AAFRF1PRs, EALYRECAAN@TREESS (APMPT S q%heoretical |y

i ble. _To, redgist K d Ly b ot f
Ul L ¢ ude TERC LR U6 BREENREEHGNPRRRPL SoH e SR WA TSI T based
escr oW SYSLUp dh FOMRNASON. 14 "ehBeoRELELR] RTRAUIB gy o falr PKCs,

five messages "are sen rom tnhé Gser trustees, I ve

nore mness §?¥E a k : g t E%Q%I . (d) only
one private atwi'(glf)}1 e |}§£&r)eehui§ée[%e?gl)gigggl g’?{%ﬂ Bren %':%se oefschrlp%1 system This
dat abase yg&z lardeqdet Pea; thetkééEﬁﬂoﬁn‘is”@ke%fmér dMai&yto prevent

a shadow from bei ng established. User™s private keys wll not be

exposed i buthardairahaseot 5c expDeet adhissenbedstis WddhnesdBdedhC S i n
whi ch several databases nust be mai ntained and if they are conprom sed,

the users RoRed I idrPsen) Nolli SRE. 60bB3519qQUi MarEHeg#lkESHd he new system
rely only on 30 the CAin establishing and certifying users keys as in

usual publgilydiedylsyesthesrs . compounds \WsA8bB4864d as epoxy resins.
PCT/ US98/ 10392

The third invention relates to an epoxy resin
composition comprising the above glycidyl ether compound
and a curing agent.

Exampleé of the curing agent used in the third
invention are polyhydric phencls such as phenol novolaks,
amine cﬁring agents such as dicyandiamide, diamino-
diphenylmethane and diaminodiphenyl sulfone and acid
anhydride curing agents such as pyromellitic anhydride,
trimellitic anhydride and benzophenonetetracarboxylic
acid. The polyhydric phenols are preferred.

Examples of the polyhydric phenols as curing
agents are polycondensates of one or more phenols such as
phenol, various alkylphenols and naphthols with aldehydes
such as formaldehyde, acetaldehyde, acrolein, glyoxal,

benzaldehyde, naphthaldehyde and hydroxybenzaldehyde or

ketones such as cyclohexanone and acetophenone, vinyl

.polymerization type polyhydric phenols such as polyvinyl-
Thisﬁlh'eiat’ }-'Iii Been Re

i

laced




(e) the escrow systemallows the user's private key to be verified by

anyone. The verification establishes that the private key is
recoverabl & by the escrow authori - ties given the user's corresponding
public key, the certif- 5 icate, and public paraneters. I n conparison,
in Fair PKC s, only the trustees %e?forn1this verification. This

(1) the ocatr it B L EhERREER TERMRAIE. O The) Bt s Phenals

PKC s were shadpw: ' Si ly they can
" be abused t?%n)%}él]%r%%%%? fbﬁgg@ggghggﬁgg'(fﬁ%d{l ar@%ﬁie%on, "Fair
Crypt 0Syst effpacti G Vhibdstls SRVBIONOIS. R9eR120E 24k as thoge ThE
present invention is Vversatile enough so that 15 either (a) or (b) can be
chosen (nanddeprasswiddabe he forkhaldwqng:inplementation). In each case
requi renents (c) through (f) are net. Summary of the Invention 20
In order to provide for the above and ot her objec- tives and features
to be described bel ow, the present i nvention introduces a new paradi gm
in cryptography. The £sent i & Ntion provides a nethod to verify that
a user 25 generated priv;?g kesA\i s bontained within an encryption under
t he public key of the EQe¢ horG4@s wi t hout (3¢xcessive over head.
Furthernore, this verifichti an be performed by anyone in possession
of the escrow authoritiesCHs publi cHey. The present invention consists of
a setting up 30 process and three functions which process signals in

di fferent ways. The functions are key generation, Kkey verification,
and key recovery. |In the setup process of the prefered enbodi nent, the
participantéi KRFXWEFWEP%%@S represeppedgby dbe following formula

PCT/ US98/ 10392 . -10- of initial public
paraneterszﬁﬁﬁﬁhe authorities generate an escrowi ng public key and
correspondi ng private keys. The initial paranmeters and the escrow ng
public key are the public paraneters of the system The escrow ng

authori- 5 ties, Oertéﬁ;oc_qgézegzg_écﬁSCA), and us?i? of the system

or, dihalogens represented by the following formula (5):

ce CHZ-O——(HZCIZ (5)

and Friedel-Crafts type reaction products of phenols with
diolefins such as dicyclopentadiene and diisopropenyl-
benzene. .

Amount of these curing agents used is 0.7-1.2
equivalent to epoxy group. When it is less than 0.7
equivalent or more than 1.2 equivalent to epoxy group,
curing cannot be completed.

Furthermore, known additives such as fillers,
curing accelerators, flame retardants, mold-releasing

agents and surface treating agents can be added to the

This Sheet Has Bee
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all have access to the public paraneters. In the key generation
process, the nethod generates a wuser's public/private key pair,
and a certificate of recoverabili - ty which is a string of information
whi ch includes an 10 inplicit encryption of the user's private key under

t he escrowi ng public key. The9si—gnal information containing t he
user's public key, and the certificate of recoverabili- ty can be
transni t e¢OMPAFHL QNS tdepPendingeORciFeFeati on process, the user
transmts this signal to the verifier. 15 The verificatigon process takes
the input signal, prit@essieslers jacludd,ofiPfuesa®pPiRer Sirld€dor false. A

result of true indicates that the user's ivate key i s recoverabl e
from ' ateiiaa s ADRONE hettveias: | Favcn, SRy cog dhank rrsess 2 Bl os.
A result false 4-ndicates that.the private. key is$.20 not. recoverable. The
Covent 1 on e SR TRF€ AT A b $0TeBE ' 87 Epog¥, WBalh A¥'s 1S 0ver to
enerate a. i pfigca 0 i1t h that the
Eey is no'Eﬁllgfq%lI'lee"shcé;?’v%}edﬂ%%je sbsc@?%#léat!):r\tkgggégs%ﬁhég{/g?’i ﬁlczé i%%)bﬁ process

with a regudr-Ofsd rtser1idd ddpupg ef ered enbodi ment, the 25 users certify
their public keys wwth registration authority of the certification

authority (CA) who i &isieg tdetélerabybhi Enkerdal,t ¢S EaGaFSId) ,
verification. A public key together with a CA's signaturé on a string

that cont gmitazolldl, Piddt LakPyakDReS | AHECHhaspRbI UL edmPdilnds key. I n nore
30 detail, upon receiving the user's public key, and certifi- cate of
recover abmhet \f1ladnee fetamtadtesinidhidé hefoor eramplespbadinihguad/ate key i s
recoverable. If it is, (nanely, the verification process outputs true)
t he publ i epossy iresing eand fartimonly otriweédpubl i cly avail able by the CA
The 35 user is only required to keep his public key and to have WO
08/ 54864 The mold-releasing agentspimelsde/,1 I example,

-11- access to the publjic key database containing public keys of

ot her useM&%@S iand “E%Fpﬂﬁa"ram .of highercfabtryagidsessch as tzinescrow
authorities use the uger's certificate, of recoverability, which is

obt ai ned FrERRHE CA, SHriagritreatigfaprgonhe LRCLGR S ities process

the certificat recover bilit%%?gnd t he corresponding user's private

fo_.
key or e%iﬂé?é%uﬁ%&ﬁ%ﬁi?ﬁﬁ 142 8&ponding public key is the
resul ti ng output si the ore, Y%Eig&g Bigﬁg}néﬁ: vgl%yy%ré i&%%zﬁift% in any

environnent 10 that™ defrands OVEry of private s en-

crypted undey, thase keysas o N %@t'%ﬁgeegyp; ggﬁggglarﬁ are these keys.

Such environnments arise 1n |aw en y and

iTR; er nat L;&gﬁﬁﬁ%&:ﬁéﬁ&;g&ﬂ;?}é&‘é@ié&%%e tlastond2SUERch lo@ Systems, etc.
polybutadienes, butadiene-acrylonitrile copolymers and
silicone rubber.

Encapsulation of electronic parts such as semi-
conductors by the resin composition of the present inven-
tion can be performed by conventional methods such as
transfer molding, compression molding and injection
molding.

The fourth invention relates to an epoxy resin
composition contaihing a specific polyhydric phenol as a°
curing agent.

. Known epoxy resins may be used as those of
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15 private keys inplies the successful escrow ng of public key

encryptied i nformati on, and hence the present invention has many

appl i cations. The present invention is robust with respect to .
any under |l yi ng technol ogy since it can be inplenmented in both 20
hardware and software. \Wen inplegngnted in software it can be easily
scrutinized to insure that it functions as desired and to insure that
it does nadorgguEOt 6€) D8 the 86RPLELYiGh IOfS theefourklle SFdNRisSn.

i npl ement ati on al | ows for fast and easy dissenm nation of the invention,
since it ZExampledeofli sbenepakgdresinsubee ool mypecreghsyettes or

over a conputer commrunication network. The present inven- tion is also
as comunimssinn-whieh aaresreéhetvieni pabbycts ofophichlods By

conmuni cation is the act of dissem nat- ing the software itself (or the
har dwar e d@hanli tabfylrhenods, for ermempilen bramsmsiodsiaow afaphtisels s
public key, certifi- cate of recoverability, and additi onal

i nf or mat | 6f:th fgranaldehydesn glrandpd prbesssenpgunds Wemidradchefsimgnal s

thenmselves ., constitute a_small|l _ amount of information. The invention
WD 98/ 548&F+- o igher polyhydric phenols suchpes pbdermgpEigxcin,

ypi cal ulteE RO rRae L foietRaf S apde dr duh 2ndE ek s (fay
di stributi | SSi .. TIh ' 1 [
ther ef or o UAESIliEh TR n0 L ERLPRL 04, BERek. cOBBRRndR, SRTIOHAY hus

I d aff4.Ccd f ' d ' t hi
ey, o BRSNS praR1 Ll sucn £3°ETRRRAT o) PERERHARA T dotcr bed
with ref e%et&%n%ﬂ?jiﬁﬂﬁ%@fcw 29n5h@URRS J:'e;oEcinotlh FIG 1is a

data flow diagram of the procéss 0 setting up the ne S of t he
i nvent i on haQlogétfatéd lbi8phenSEE ! S¥eRUAHOLEEEBBromobisphend1Ga,2 IS a flow

4

chart of the basic steps of the 15 process of generating a public/private
key pair glgcdeistl fether compeundsrefopelahvliciy phbAs1shepuavedd on.

FIG 3. is a data flow diagram of the process of verifying the
r ecover abiblyi iopnefensaftiomtredeyion of phenbl& withsagomatadcd | ow di agram of
the process of 20 registering a key using the invention. FIG 5is

a data f| eardoagHareastpaundddr oxkwesidyl ether derived from
hydrogenated bisphenol A; glycidyl amine compounds
derived from p-aminophenol, m-aminophenol, 4-amino-m-
cresol, 6-amino~-m-cresol, 4,4’'-diaminodiphenylmethane,
3,3'-diaminodiphenylmethane, 4,4‘-diaminodiphenyl ether,
3,4’-diaminodiphenyl ether, 1,4-bis(4-aminophenoxy)-
benzene, 1,4-bis(3-aminophenoxy)-benzene, 1,3-bis(4-
aminophenoxy)benzene, 1,3-bis(3-aminophenoxy)benzene,
2,2-bis(4-aminophenoxyphenyl)-propane, p-
phenylenediamine, m-phenylenediamine, 2,4-toluenediamine,
2,6~toluenediamine, p-xylylenediémine,.m-xylylenediamine,
1,4-cyclohexanebis(methylamine) and 1,3-cyclohexanebis-
(methylamine); glycidyl ester compounds derived from
aromatic carboxylic acids such as p-oxybenzoic.acid, m-

oxybenzoic acid, terephthalic acid and isophthalic acid,
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private key recovery by the escrow authorities. FIG 6 describes a
generic public key systemand its mai N conponents and operations 25 :
FIG 7 describes the escrowabl e public key system whi ch results by

enpl oyi ng the present invention and its mai n conponents and operati ons.
Description of the Invention: Prefegjed Enbodi ments 30 The foll ow ng
is a description of the first prefered enbodi nent of the present

i nventi onpydaNabiat e@BkyOR undsPidfrarest effadi SpHtdkéthggconpany the
description of the 98/ 54864

PCT/ US98/ 4988Rtoin and the like, alicyclic epoxy-#8sins spthf ased

enbodi nent wherever applicable. For convenience in the presentation, the
hashi ng abgprbibidsdl-epbaydyslsiiexyl (hcdpeier 2n2-eids{ 4602, Pages 442- 445),
t hough any crypto- graphi c hashing algorithmw |l suffice in its place.
In 5 theepesiprogosyl)cichohexyldrarsaars, arimyheagehoh@kenenl y at random
fromtheir respective groups. Alternate enbodi nents i nclude alterations
of the prébasifieryditsePoryaysiehexyhmethin: vh 4TRPOYAEFYIEsOBPEaBROSEN

The system setup_of the prefered enbodi nent, shown in 10 FIG 1 initiates
the crypt83yepEmtaten aRe p-drdigd vsishydianilingnt  Th@Re p8PPKYI pants agree

upon a large. prine r such that = 2r+1 is prinme, and = 29+1 is prine.
Exanpl es BRSNS, BFRCESES SRS 41T (o i1t FURLRATIOR aF cTHORT 11,

t hough the¥ are small values. The following is a 1024 bit 15 wvalue for r
in hexade®rHar: f d90e33af 0306c8b1a9551ba0e536023b4d2965d3aa813587ccf | ae

B8al f 209534690 Tb8bBULTI ST S P20 In FHE 01 CODEs FopE uoods 1t 1s

R T T

441 af bbf _ _ An r of size 1824 bits is

| arge enoygbnf @helUePoky resiGlsy Ha& aMide VStiBe Husbry¥shdes of r, g, and
p are not as easy fo find as nerely finding a prime nunber, but doing
25 sO i sghetpknt I agkaklomposihilon coigatasing dightynetiosaenkpoxy

al gorithns which can be inplenmented using, say, a multi- preci si on

i brary. resinchndl gortirtifumctiinmtialder KargHem@olyhydrit¢i pheneli A,

Mont gonery reduction, addition chains, and the Rabin-MI 1 er

pr obabi | i sombipaitiehi iy tsegeribr LHacygudabiE30itM whem| hsedvaschel |,

"CryptoLi b: Cryptography in Software,"”
encapsulants. For these reasons and from the point of
moisture resistance, novolak type epoxy resins such as o-
cresol novolak and glycidyl ethers of polyhydric phenols
obtained by condensation reaction of phenols and aromatic
carbonyl compounds are preferred for use as encapsulants.
Novelak type epoxy resins are more preferred.

As the phenols which are starting materials for
the polyhydric phenols as component (b) used in the
fourth invention, there may be used the phenols used in
the first invention.

As the naphthaldehydes which are another
starting materials for the polyhydric phenols used in the
foﬁfth invention, there may be used naphthaldehydes used

i the firet imvention. e D
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AT&T Bel |l Laboratories, cryptolib[err]research.att.com. The

foll owng nethod can be used to find | arge val ues for r, g, and p
efficiently. Note that r nod 3 nmust be 2. WO 98/ 54864

PCT/ US99/ 10392 -14- It can't be O
since then r wouldn't be prinme. Kt l@ar be 1 since then q would be
divisible by 3. Also, r nod 5 nust be 1 or 4. It can't be 0 since then

r woul d be divisibl &e CQ@@Q§SanQnHrQa¢mAQHs¢ﬁcpheheh8qanduld be
divisible by 5, 5 It can't be 3 since then p would be divisible by 5, etc.
W cal | t%?ghﬁgﬁﬁeﬁhyfiﬁsall“rérﬁﬁ Y Wg"mvelBtylcp@r%m mPRgcarrieda

renalnderln?rfﬁltgan t hrow out val ues for p quickly prior to

per f or m ng evﬁ?ﬂ@h?@%ﬂ?ﬁnﬁﬂxﬂﬂlthe f+§§?cl%Y?%E+?Py tests. Once we
5ﬁrﬁor”1t;h3'pre”a'Qﬂ?r'@%§Eﬁﬁﬂ§;)%ﬂ%ﬁ?%%t?%r%aﬁf%%frgér?ﬁéﬁ'32 the o O
Rabi n-M | h tc.
o er nat i HaPhERaTBehies Rt b rddidb thedd By Peng EPERA e (ADAF it nesses
of conposi teness th@hea%%éEaﬁajfg%uffkﬁﬁh@HEfin$ﬁ% Pﬂgaﬂfbé q’ or p are

found to be conpos- te, 'we set r to be equa X 5 x

251 and adjheBedt byt ankl %anﬂékﬂélc%ncﬂityiéﬂé)%&@daé Ofégeré.%t.l.o()f
potential wtnesses. This way we need not performtria remal nderi ng

agai n, siofethéephenelscand napiritildeliydesOo 56 WRsrge@ERdr, d, and p
are found we perform additional primality tests u5|ng potenti al

Wi t nessesameant aoé thendatalystsy a WwHerng isinfipntie dsidgasaeakor . If r,
g, and p pass these tests, then they are assuned to be prine and are
decl ared b@vgythen&opasanmedmang ®int and Tieltpariscopboysaadr eanupon, or
t he CA chooses, a. val ue g which generates the elenents in the set

{1, 2,3, bepeqvémhandéed,vm agnsddetingheatbslaite ofvahees | ess than
2q and relatlvely prinme to 2q. Note that 2q is a nmultiplicative group

and has PTRRRFELEE. oF &Haeé FFodicEHRE i FLYFAF eFthend eabpditngat. The
made | B, Pasinedorethrin Fq SR MARAR (3o BRITTan be  chosen
e SRR o B EDRIRAAT oty I B ©
component in which n is more than 0 and in some uses,
mixtures arxe rather preferred. Ordinarily, the number n
can be in the range of about 0-10. For the use as
encapsulants, the number n is 0-5, preferably 0-3, more
preferably 0-1.5 cohsidering both the easiness in
handling and the properties of the cured products when
used for encapsulants. When n exceeds 5, softening point
or melt viscosity of the desired products is high and
this is not preferred for use as encapsulants. When the
products are diluted with solvents, for example, for use
as laminate sheets, the high melt viséosity is not
necessarily disadvantageous for practical use and thus,
the number n can be optionally adjusted depending on the

objects. e
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-15- than or equal to 1) proceed to collectively conpute an escr ow
authority public key (Y, gl , 2q9), also called the escrowi ng public

key, and escrow authority private keys z1, z 2,..., zm To do so,
authority i, where i ranges 5 frgmlto m chooses a value z i in
{1,2,...,2r-1} at random and then sets Yi to be gl raised to this

value  nodul 0 2qud¥edRAs! e widohsh¥ebh@RibaCcRiowen 3] | of the
information of the Yi's fromthe m1 other escrow authori - ties. I n

the pref enngearhed PHnolIIAH idVsd  bahesedi ad0theapdayhi/@@m2 to m sends
Yi to authority 1. The sending of the Yi's is depictéd by step 11 in
FIG 1. Yphenods: used [iff athd pisdrie predihtionf ahdeb¥is'ida®nduylayq by at
| east one of the authorities. In the prefered enbodinent, Y is
conput ed B$RagPRFeiny unreatidibrpiigndls hehigkr afeednthatibnalgly Y) is a
generator of all values |less than 2q and relatively prinme to 2q. If it
i sn't theRespépet fioy addustmentytefi. sofrenieg PRinkeost medtm 1 aut horities
are told to .choose new val ues for z, hence the procedure is restarted
from t he B&gFRAMTY "of step 11. In the prefered enbodinent, 20 authority 1
chooses z_1 over agajin.also. 1In an alternative 62,feg}t_)‘odiment, at least 1

%

and | ess than mof tHE 194 d51® CYRRRFLELCRe GefoMgith; . This

' s i i 1/ [
process | sy GRLLMC D con B dLoks oo bepsotbu i L il 15 0"
th 25 A : | ' .L.h h CA,
by one_or RataSorn, SoSHEtl P AHE' pEEhe LERERRIZ B "\ o 13
in FIG lcomponent (b)F! GE}%If..psléas cg@gl%@én é@fﬂggagggtggggess of how a

user's system generates a public/private key pa certificate of
recover abpbiypheholi ROmPUARehdde 8 Wedphend1t Rat the-ARIG ALAI | abl e to

users by the escrow authori - ties, the ‘User system proceeds to generate

an El Ganebikphienol( B, Gisphdnl tHe Bis¥hendDessi Bnak4Y may a priori have

been included in the invention. The invention proceeds by WO

98/ 54864 hydroxyphenyl)cyclohexane, bis(4-hy®€3%k#6A8h%0382hane,

-16- choosing a value k in {1,2,...,2r-1} randomy. This is _

depi ct ed by3sBepr hiyd -RI-@~-hydrdaxyglempDitdanéesi aref-ol, 1t,i3g@3-conput es

C=(gl raised to_the k power) nod 2q. 1In
trimethyl-l-p-hydroxyphenylindane-6-0l, resorcinol,

hydroquinone and catechol and phenol novolak resins which
are reaction products of phenols such as phenol and o-

- cresol with formaldehyde, polycarboxylic acids such as
maleic acid, phthalic acid, nadic acid, methyltetra-
hydrophthalic acid and methylnadic acid and anhydrides
thereof, polyamine compounds such as diaminodiphenyl-
methane, diaminodiphenyl sulfone, diaminocdiphenyl ether,
phenylenediamine, diaminodicyclohexylmethane,
xylylenediamine, toluenediamine and dichloro-
diaminodiphenylmethane (including isomers thereof),

ethylenediamine and hexamethylenediamine, and active
hYdrogen-containing compounds which are reactable with

epoxy group such as dicyandiamide and tetramethyl-
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step 2006 the invention conputes the user's private key x 5 to be ((gl1/Y)
rasied ,to the k power) nod 2q. The invention al so conputes y to be (g
raised to the x power) nod p. The system then proceeds to step
2007 and conputes a certificate that can be used by any interested
party to verify that the userls)private key is properly encrypted 10
within C. The certificate contains the value v, which is conput ed by
the systempigni®ige! ai 2R6n§OLhER, PEWRr pHefRd movolawwh%@lﬂ\élﬁré(llY)
raised to the k power) nod 2g. The public key paranmeter y can be
recover ed greffexreddf yrobythe péOARUbiENgurabdilgedrto the C power nod p. The
systemal so 15 processes three non-interactive zero-know edge proofs as -
they are called in tWkthrrefiedenoel tdesheh@ndpordtiorest ithe epokgate. Let
n denote the number of repetitions in each non-interactive proof. In
the pref er&sienbid nehe , palykydricsphenolbdmaheTmoniposit iwmobt i shdesi gned
so that the user 20 can prove that he or she knows k in C. The second
proof is fourfdyymeentior hathenanguat odn theore iytardtic phemel khsws k
inv The | roof is designed so that the user can prove that he or
she knowsﬂgég%ﬁgﬁ%ys%d 71b: £hRIRipaReRtrivgight per mawiywakentthe user
knows value.xht ?ﬁmfﬁ that the 25 sys%en1has value X inits state.

In nore défSH9® Rt TRKY 1 FEOHBN- | HPEPadt V& 1es5 d’tﬁasn Qh'é system

pr goeeds %gglqufm geighehgss,ﬁsgahsgan EETNE RN

e 2,1 e”3,72 in

1,2, Y’
(121 Bizting 08 Mdlar Bc1 SR LahBG Bl EABD Whdbrliopialoments
n, t

ralse ot ower
he i nyRNtdMaSRdd. | 2.1 to be v raised to the di povver mod p, where
di is Yraised to the -e_2,i power nodul o WO 98/ 54864

PCT/ US98/ 10392 Known curing accelerators maylbe used Z4h &®Fih ranglng
from1l to n, the invention sets | _3,i to be y to the ti power nbd

where ti ofs tigl/PEsimi sampbéditiont BE €h3, Fopetd ifR@ndG.on TheyddVept | 0”

t hen conputes the value rnd to be the SHA hash of the set forned by
concat e- themgts ripsimpbtlerespeciaplesfofl obtieining? dapild 3,i) for i
ranging froml1l to n. Note that rnd is a function of all of the |

val ues, usturgbilsity ain ythe resg of yphegecappbeiftion as encapsulmnts

al ternate enbodi nents, the hash function can have an effective range of
si ze diff &CEnSamarndIctNrs. 1Bxamplesactr thengurdng kededsirdtumrs i on
allows for signifi-, cant|ly larger values for n. The systen1sets each
of the  aT§ QIgaNf RNQRRhING gqompoynds suchpas wriphenylsp 2, 2,

phosphine, tri-4-methylphenylphosphine, tri-4-
methoxyphenylphosphine, tributylphosphine, trioctyl-
phosphine and tri-2-cyanocethylphosphine, tertiary amines
such as tributylamine, triethylamine and 1,8-
diazabicyclo-(5,4,0)undecene-7 and triamylamine,
quaternary ammonium salts such as benzyltrimethylammonium
chloride, benzyltrimethylammonium hydroxide and
triethylammonium tetraphenylborate, and imidazoles, but
the curing accelerators are not limited to these
examples. Among them, organic phosphines, 1,8-
diazabicyclo(5,4,0)-undecene-7 and triethylammonium-

tetraphenyl borate are preferred from the points of
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b 2,n b31 b32 ..., b3 nto be each of the corre- spondi ng 3n
| east significant bits of rnd. There are a 15 nultitude of ways in which

an enbodi ment can securely assign the bits of rnd to the values for b.
The val ues for b are the challenge bits, and this nmethod of finding
t hem is known as the Fiat-Sham ¥3>Heuristic. The systemt hen

proceeds to pon&ute t he responses to these challenge bits. 20 For i
rangi ng f St E5e3TaRYSFBPCE RRAGFNG Ity @ech triphepelphoephine sets
zi,j to be e i, j +. i, L)k _nod 2r. This conpl etes the description of
step 2007 of $§é§c§$Eiy b%eferre he system proceeds to step 2008. In step
1300y, and (21 ¢ 2288 SRy RonpRsRRIBRoH Sng dtadint ' tiyentionn |
alternate odi t val ue Kk_i.s,out put _b he ..,Jnvention to the user.
The user t ééé?? e gﬁ?FgﬁHES fliﬁSFEf i@ﬁgﬁgﬁigﬁﬂ iﬁbyﬁg?ﬁé?nhis or
ner BT Ak Sendde of! G6RYERADLE YL SSALAAUIALL LT £y Tls 1L
a part of Hferseidéficaie, Ihhy §hAPghasBOWEYEs NOlg;); AECEsgary, since
the values for b can be derived from'the val ues for'ﬁ al one. WO

98/ 54864 alumina are especially preferred. MG W398/39%ay be
- 18- The description o the enbodinment has thus far

expl ai ned micstuztes sySt those oft dpfferense shupelke (SHre or authorities,
and how the systemis used by users (potenti al receivers) to generate
publ i c/ pr ifiragmery) parref adiifferent- siZesc abesinafreammo\virkhingty. These
certificates are strings -showi ng to anyone presented with themthat the
key gener-2mounty: edAmeunt hefpthei ngrgpsdrct féd lgmspetharesthehe fol | owi ng
describes how the jnvention is _used by the user to prove to a verifier
that x is SERRYRIR $5onfed fArseprapeydatdonp ofesiemiqpndudtads 3. The
verifier or anyone el se who is part

of the sydmdo-90¥ 57 wileRE, | Breeeeablon oprBbss BromaLTHT Pageheom of | bus.
:azcr ypt ?E)ﬁb%o?)q%%aa"lf]zae%g%g{tﬁgfinﬁéagg%§i’?ﬂgg?{?i@g{ﬁgr&g\éﬂ'gnl%g{e’ggiit{jés%r i bed

par anet er A4 R ; 7 4oy W bhPL Ay T eBmBo IR Ruop. te R PRIAE 4 5 oi gnal
cacr ow aufhor tre Yettiedie and BRERZ: D LEThERSTER IS public

key, O@Ongw&&eﬁ; ﬁﬂg%/é Yorpod €168 hEEPERODIEE LAl hloidati 13 N
If necessary, the composition of the fourth

invention may furthe; contain one or more additives, e.g.
mold-releasing agents such as natural waxes, synthetic
waxes, higher fatty acids or metallic salts thereof and
paraffins, céldfants such as carbon black and surface
treating agents such as silane coupling agents. Flame
retardants such as antimony trioxide, phosphorus
compounds and brominated epoxy resins may be added.
Brominated epoxy resins are especially preferred for
flame retardation.

Various elastomers may be added to the

composition or may be previously reacted with the 5
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The way in which the users signal is processed wll now be described in
detail + The,verifying system outputs a 0if the public key and/or
certificate are invalid, and 25 a 1 otherwise. The invention may take
subsequent action and indicate to the verifier that the public key is
invalid in the event that O is neturned. Simlarly, the verifying
systemmay informthe verifier of a validation that passes. To

performt%n\ﬁdéﬂf@ﬁlﬁar I:Esu&e&bayb@gs%fs%m 3%£an{p91tesvecsfftﬁé that y = v
raised to the C power y is not equal tov raised to the C

power nod é%aéﬂﬁﬁlei:éleare aaaiﬂ@at t9PeS Kt SFakelibn v/ B s @dmbrs The
verifying WO 98/ 54864

PCT/ US98/ id? as polybutadiene, butadiene-acryloldtrile systemthen

verifies the three non-interactive proofs contained within the
certificateompdlytmersisesilibenenyebbers ahdosiddmmmeeoilsd, i, b_2,i, b_3,i)
for i ranging from1l to nin the sane way as perforned durlng t he
certificate 5 generinionderotesprofucal reshiat endapgwiatad wpeedescri bed
in regards to FIG 2. For the first non-interactive proof, the
verifyi ng semicgadeatenedryicnat brglenaa@é@l@@lme edectryierraLedl s

C(l _1,i) mod 2q if b 1,i =1, for i ran g framl1l to n. 10 The verifying

systen1a|§8“3hé%?ss?ﬂéf°©§uF5°Fﬁeu§l¥gl B@WéPSln cpasition johotheq if
b 1,i = f 1 f th l it

faiis, thdrord LivRsFhgn’ Seeartlag el hes SiEFh 315“’&“6%-6 nerﬂ.@‘%o'ngfet es
th f he_f t t . F
the second SRRTHELPRCERDEPEr Bor &R, BY krtie RE TR iods cRhe  hat g

][f'ofnei' Egéé‘eﬁ“eéﬁsf’é’%%of&ﬂﬁél I:e% !::e tlgﬁ?ﬂ'loadlél%)-ag’ld :.n%%%{.gén TLZ”Q' ng

verifyingﬁggafﬁ@‘ al so checks that v to the vi power equals I_2 I nmod p
if 20 b_2,1. = for i ranging froml ton. Here v_i is 1/Yto t he

z_2,i power no d 29. A§ 3nywAf béh@&? eaeabbtlwydfﬁld phenold&d¥ tfige verifying
systen1returns a value of O. conpl etes the verification of the

second noreirderagvéntion aﬁéOQtaed agdstartingomatRa-ildlig Ederepdker active
proof, the invention

resins having low moisture absorption and high heat

resistance.

The epoxy resins of the second invention which
are glycidyl ethers of the condensates of phenols and
naphthaldehydes and the compositions of .the third
invention can provide cured products lower in moisture

' absorption than those provided by conventional glycidyl
ethers of o-cresol novolaks and furthermore can provide
cured products lower in moisture absorption and higher in
heat resistance than those provided by glycidyl ethers of
tetramethylbiphenol which are known to be low moisture

i absorption resins. Therefore, the composition can be
used in the wide variety of the fields such as adhesives,
coatings, prepregs, laminate sheets, molding materials

and casting materials.
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checks that g raised to the wi power equals |_3,i étfHasBeepggpléced 1,

for i rranging froml tom Here w is (gl/Y) ral , 1 power
nod 2q. The invention al so checks t hat to the I m ”E aI S

Il 3,i if b 3,i =0, 30 for i ranging froml to m

raised to the z_3,i power nod.2qy If any of these equalities falls

then the verifying systemreturns a value 0. If all of the

98/ 54864 Furthermqre, the %] c;dylFKEKéﬁﬁéééﬁéﬁﬁds of

- 20- verifications pass, then the value 1 is output by the

verifyi ngrg¥skedond invention lard-liow 4in theseseitgethahi gsyhiayer her
public key with the CA In step 4012 of this process, Ke user gener-

5 ates hi stherBebfpuwhldresady myvbleX tdrfd cdtien ofomposyetahs| are ty, as
previ ously descri bed. The user transmts this signal to the CA This
correspongdseparetewiahl Thef glly@idirl ethérlsnmmpwmdﬂ,tﬁélméractanas a
verifier and verifies that the user's private key is recoverable by the
escrow aupfonsedoin @ darges@maunt Arepstpeao the d&@ivasﬁ'@{ﬁ are identical to
steps 3009 through 3011 in the key verlflcatlon grocess of FIG 3.
However tR&BSEAPLLRNaEE™ iksh fufthemgiaversd he spE8RgEReCRBr PRI cati on
process a allﬁble to ot hers upon request and/or certlfx t hem If the

user's pubPFE E§yl§§rQ@§QQSQQﬁaﬁhﬁquqﬁﬁﬁiﬁﬁ?ﬁ%c%§§ USRERLeRFher the
certifica- tion atte qr . or alt rnatlvel¥ the user is
notified B?S%HeCRﬁaQQ}Hﬁﬁﬁ%ffﬁﬁn'bﬁ? Rprurtace mountipgnendi ng on t he
demands of the envi o Sg users may be
required to submt %y¥“%h9%¥]£%%ﬁﬁnﬁ°%99£%F &%% 09?%g|s gha public key
0l o ng PFERELLH Hae ey i ELb8Y2 R0 L@ A s hoU!

d|vulg|ng It ornmati on cou be a Sswor socCl security

number, pBQ!hﬂE@hy15§%%d%wf6§f%égﬂbe(Hﬂbtlfbﬁéﬁhess &a&eaaﬁaglbﬁe CAis a
trust ed entity, the CA can sinply 25 digitally sign the user's public key,

and make jbeelie¥psulalndyg fYr Relidvtfohisc Shares Ur eMofedhet, kepeavai l abl e on
request. If the CAis not trusted, then the certificate shoul d be
st ored inréhenpehba@dhﬂateﬁuiyﬁﬁesumiadndn&fnr dévpesdesfwehl t he
certificate of recoverability should be 30 given to the escrow
aut hori t i E8fthhiialrenrtifonr machn dsinuy eche alooweepdxy i tgsinhi areonpl etes the
description of the public key certification process.

superior in solder crack resistance.

The present invention is illustrated by way of
the following Examples, but not limited thereby.

First, Examples of the first to third inven-
tions will be given.

In the Examples, the "epoxy equivalent weight"
is defined as the molecular weight of epoxy resin per one
epoxy group. Furthermore, the "hydrolyzable chlorine
content” means chlorine ion which is released when an
epoxy resin is dissolved in dioxane, an alcoholic
potassium hydroxide solution is added thereto and the
mixture is heated for 30 minutes under refluxing and

million (ppm)

which is expressed by concentration in parts per in the

compound obtained by subjecting the chlorine ion to back



WD 98/ 54864 PCT/ US98/ 10392

-21- The | ast process to describe is the private key recovery
process. This process is depicted in FIG 5. In this process, the
invention is used by the n escrow aut hor - ities to recover the user's
private key based on C In 5 this ygocess, all mof the escrow
authorities obtain C as depicted in step 5015 of FIG 5. In an
alternate empedition wifhtadudbous) 41BASH AstLatBdsoluttibar parameters to
one or nore of the authorities. Thys they are already in posses-

sion of C. At this mhentcwesst awo bddhgs | vgre evapuseedt in thet o be C rai sed
to the z_i power nod 2g. Recall that zi is the private key of the ith
escrow aut fiodilbwinghimanremone for i ranging froml to m Authorities 2
t hrough mthen send their respective values for t to authority 1, as
depicted in step 501&lama Horansitiqemcrenpapatesey r Zhéedwas to the k power
nmod 2g to be the product of the values for t_i where i ranges from1l to
m Aut hor | B2$UEREh USing s therngrmechanicali JRRLAYRLPIx LBFLEFMARE ng x =
(C(Y raised to the k power)) nod 2q. There are alternative nethods in
t he arﬁ5§6MA9§ﬂmﬂgT%P&'so that x is represented distributively 20
anong the authoritie e_ et hods | ows,t he authgrities to

Th | |
decrypt nessages enc%ﬁﬁ’ﬂ’(fﬁo%‘?r?%t u%?égffexﬁﬁﬁlc{?f’pé‘%ﬁ&ﬁdi o x,
i t hout || jtself. t b d ib i
At o R coyiaa, b stldd S accordance iR R8SxDRERGRERA0RE, 1S o0 o
h 25 s ] S i hat i
dont ol ERERERN MDA OV d I R Al BL PERTRRDED BstR0T)IAC 1S

demonstrat ed schemat ialdy dBsdiptfold pifadx EbS :inéi?s%ure @plsyigeal public

key cryptosystemin a PKI environnent. The follow ng are the steps that
are fol | oneglony st hEn#Rfes . iBOrdIghtd heasisheabursd tsafdg ahenGime- nformation
and address. (2) The user generates a public/private key pair and sends
t he publ i chiggyoistathg TABAITIER+2]i wtdat | theotohddtdohbownif- ty in the CA
verifies the identity of the user, and pub- l'ishes the public key

t oget her WBBACYBS$BER .certificate on WD 98/ 54864

PCT/ US98/ 10392 -22-

Spiral flow: This was measured in accordance

with EMMI-1-66 under the conditions of 175°C and 70

kg/cm?.
Preparation of condensates of phenols and
naphthaldehydes and glycidyl-etherification of
the condensates.

Example 1

244.4 g (2.00 mol) of 2,6-xylenol, 78.1 g (0.50
mol) of l-naphthaldehyde, 225.8 g of toluene and 9.5 g of
p~toluenesulfonic acid monohydrate were charged in a 1
liter four-necked flask provided with a stirrer, a
thermometer and a condenser attaching a water separator
and stirred to perform dissolution.
The inner temperature was elevated tQHa_"mumwmmm__www“w;
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that key, identifying the user as the owner of that key. (3) For

anot her, user, to send a nessage to that user, the public key is read
fromthe CA s database and the certifi- cate is verified. (4) Then, the
nmessage is encrypted under 5 new the public key and sent. FIG 7
schematical ly de- scribes the- ARC €ryptosystem The additiona

oper ati ons are as follows. (0) The authority generates the escrow ng
publ i ¢ keyefidxdingesenpamatyme G 13%fepand watle?2 preducedarst dgous, .
except that a proof is sent along with the 10 public key. Steps 3 and 4 are
t he oper areegtdn Wassyhissthlledief fir Eromehhecapactignepystemdys descri be
the case in whi ch keys are recovered fromescrow. _ (5) The escrow

aut hor i t ythet ¥atefo SRRITHTIT om The TRaction)wFReCaEELEH Cuta@thority
recovers the user's private key. 15 In an alternative to the first
enbodinen939n§ I&Fggphoqéﬁbugh subset of the authorities can recover the

i k ) d d h bl i -
DIVl oS, O SRR YEL o b LRE PR OO ST
i Vi t i | f t 20 .t th thaori.ties. Thi
51V DGR o L i o0y KOG, DL BN b E5, T
be conpl eh@h%rali&#ﬁto‘?ﬁ gﬁgfﬂr %%Fc{;ﬁ ;"écﬁi%aﬂ%%glaﬁc é#:%?fattehe aut hori -

ties can require that t e € of 'tecoverani ty be sent

al ong Wi t Bothe sRwblainy pAN £0ET YRS ODaglrs Naha2Bnkhealtdgly S paranmeters
can first be verified using the verifitation process. This conpletes

the descrppe@rtifly washiriMiH Svkeyr £6QVEEYaPABEBRSinto layers. 1he
following are a few alternate enbodi nents of the first enbodi ment of the

present i ThentiodmeneAl aatdrerweed edBledndmndi tratreaf tehi, stblvenls @nhd nvol ves
using an authority public key of the form (Y, g, 2(q raised to the t
power)), 2,6wkylencl] wegmnwlistilked oty @hantiary\evepbosation cde 1
in our prefered enbodi nent, though other val ues can be WO 98/ 54864
PCT/ US98/ obggin 193.5 g of a condensate cf 2,6-xg3enol amdged- nstead and
still operate based on primtive roots. Anot her al ternate enbodi ment is
to use thBaphsdgddedydaw The)remrkting geopdensatashpdre mpleisalsablic
paranmeters. . Cearly, the exact structure of the noduli used can vary 5
si gni fi caNBLFhi Ofo A8 BRATULRf (PD TR EASS oPReEETIReand aj medfingn. |n
anot her enbodi nent ,, .t jf eractive versions of the three
non-inter88%?§e°%n&§{¥iéﬂgbe used. Such an enbodi nent requires that

t he system out put k the user duri ke neration. .This value k is
used éuring thg fﬁb.&]g of the resui@gng dodin58te of 2,2—

xylenol and l-naphthaldehyde was charged in a reactor
piovided with a thermometer, a stirrer, a dropping funnel
and a condenser attaching a water separator and dissolved
in 343.2 g of epichlorohydrin and 171.6 g of dimethyl
sulfoxide. With keeping the pressure in the reaction
system at 41 Torr, 43.6 g of 48.6% agqueous sodium
hydroxide solution was continuously dropped to the
solution at 48°C over-a pericd of 1.5 hour, during which
reaction was carried out with cooling and liquefying the
co-boiling epichlorohydrin and water and returning the
organic layer to the reaction system keeping the

temperature at 48°C. i e e

heet Has Been Replaced

"




10 interactive protocol, so that the verifier can be convinced t hat

the user's private key is recoverable by the escrow authorities. Note
that by outputing k, however, a shadow publ i c key cryptosystem nmay
result. This follows fromthe fact that ((gl, C 2q), k) is a
valid El Gamal 15 public/private kay -pair nod 2q. I n yet

anot her enbodi nent, the CA, or other trusted entity, takes the further
action of blinding fEarserompletioml o khgsredhsiCA,chogeest®k s.t. ¢ =
(g raised to the k power) nod p is a generator, and sends the user (g',
(y 20 raepeethtl@zmardmpbwas rereoyed by cpRcensratépns urdess|

generator and y' = (y raised to the k power) nctd p is part of the users

final keyreguceg phgssurgiangreleglyesdys etheroRPERPMS i ng sublinina
channel s in % I n anot her variant the users publish their public
25 keys GRP ﬁ%%s%-a%ﬁd%ﬁj %@(Je%n@% Aamgt Ryt FB— ﬁ@mlﬁi@n were | j ke "key

exchange" ., . For thod can used. let a be user

fo
A's prlvaFésEQ}v Hﬁmmﬂﬁh%}lﬁﬁﬁ utyl %tﬁ??va?ﬁdkéye bMﬁP Uc¥% g to the

mod p 30 SR8y the Shimdtitel Bo ok MalPiek “hebag ek SRy

user B ch S }dom string s. User A then sends m = (yb to the a
power)s no Qg§ﬁ F%‘%%Qr B. User B recovers s by conputing m(ya to the

power b) nod p. Userggpdik Bivalent 88/ aA86fydrolyzab
PCT/ US98/ 10392 Ep yaQQI vaten w&!b g rolyza dé?ive a session

key from ghisrithed doHMhtPOWE | €nd URlES OBbtainél. §lycaBRlyidthd® it a
one-way hash function). Lat er, when the session key is required to be

t aken out cofmpeutidwere 25megléq15&ze@szsanppﬁe gespectdvelyh to recover s,
and hence 5 the session key. The followng is a description of
a second primry enbodi nent of .the present invention. The hashing

al gorithm selected is SHA (Schneier 2nd edition, pages 442-445),

t hough angxempdeod aphi ¢ hashing algorithmwill suffice in 10 its place. W
use the least significant bits of the hash results for convenience, but
any subset of bits iReasslgn was prarried onE pRefBpPegamghs@innsn as

parameters are chqgsen uni f or.m random from t heir. respective groups
or do- lpaEfemplg t]eﬁ?%ﬁ%P%n%én%ht% anéPude BPLr ofi orsTEsalhe 15

PrOD01 || ok sChstld B o Ll Pty VELYS S SURSEY 2
charged in an amount of 78.1 g (0.50 mpl), thereby to
obtain 137.7 g of a condensate of o-cresol and 1-
naphthaldehyde. Fragments of 354, 600, 846, 109é, 1338
and 1584 were detected in FD-MASS spectrum of the
condensate. The average recurring unit number n obtained
by GPC was 1.61. In the same manner as in Example 1,
123.6 g of the resulting condensate of o-cresol and 1-
naphthaldehyde was charged in a reactor provided with a
thermometer, a stirrer, a dropping funnel and a condenser
attaching a water separator and dissolved in 3839.4 g of
epichlorohydrin and 194.7 g of dimethyl sulfoxide. With
keeping the pressure in the reaction system at 41 Torr,

37.5 g of 48.6% agqueous sodium hydroxide solution was
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pseudo-random generators are available in the art. The system
setup of thihs alternate enbodi nent shown in FIG 1 initiates the
cryptosystem In the prefered 20 enbodi nent, escrow authority i for 1
<-i<- mgenerates a private share Di, and corresponding public share Ei.
The private shares DI formthe-shared private key D. Escrow

authorities 2 through msend their Ei to escrow authority 1. This is
depi ct ed Bpnstiaponsly dmoppmed &ua Hthe tgolutbeor &5 4BiPGesveld at he public
shares Ei and conputes the shared public key E. The value for Eis
publ i shedPB¥ie8cedwl -5 hauor idyring ahiehi reedtianswveg ta3rriegacut
authority | keeps Di private.  As a concrete_exanple, _the escrow

aut hori t | ¥&tBaffoQ AR QU ing fehe eedballangecgisblomge—ch generates

1,2,...,p-1)... Share _Di__can pe chosen uniformy at random from
El, 2,.., pgﬁﬂ,}lgn&“% aferg e’ SRFUTDANG (RS [PTERREF) FLﬁifarp.t_o theis the
E;OdUCt OLeakkégpgjggféﬁ'ﬂ%%ﬂiﬂgrgﬁg“ééﬁﬁerg@ﬁfgtégn28ge,1%é;ﬁegggfiggbgn
- 25- I i Bl e, I e aLi with.a single
escrOM/au%.g§P?Q§CQ%%a ¥ afﬁ%%ﬁ%ﬁ%ﬁﬁ?éﬁ#%[%% ?%E%T%iggeipﬁﬁéFﬁgtes th/a
user's g§%§ia?u9%%ﬁ@&t%%ﬁ?dagajc/private key pair and a certifi- 5 cate
y.

of recoverabili Havi ng obtal ned (and verified as much as possi bl e)
the signal E that | $pERge eaNAivaARM hieight!SEAS ﬁ’?‘df@f gapligw authorities,
t he user system proceeds to generate an El Gana pub¥ic ey (y,g,p) for

the user ¢HlorinEl Cemtlent’ AfPtHd Y SBYDLOSY S§EPEPaY1aeBhapat ure Schene
10 Based on Discrete Logarithnms", CRYPTO '84, pages 10-18,

Spri nger - ¥empagnd1 4@k 30Phe/erpamy IO EhinpSesspePtival . key X
uniformy at randomfrom{1,2,..,p-1}, and conputes y to be (g raised to
the x power) nmodulo p. This key = generation process corresponds to step
2006. 15 The system then proceeds to step 2007 and conputes a
certificaFBa®R4® 8an be used by any interested party, in particul ar the
CA, to verify that the user's private key x ~  can be recovered fromthe
certificate of recoBRER&Elirm Ways carried auic(n sths srmetmanherpasdlic key
encryption oé t he, 20 nessagg a under publi randomess s. Here
o

ENC itta ’5%%}@ CaPE§eRE: e 5P ﬁqlgt‘;(%lﬁg?lﬁj’?éé]“ge&ne%ryp-_ ~ tion,
AR SR P RS Y e RSN R
charged in an amount of 109.3 g (0.70 mol), thereby to
obtain 230.2 g of a condensate of o-cresol and 1-
naphthaldehyde. Fragments of 354 and 600 were detected
in FD-MASS spectrum of the condensate. The average
recurring unit number n obtained by GPC was 0.24. In the
same manner as in Example 1, 146.4 g of the resulting
condensate of o-cresol and l-naphthaldehyde was charged
in a reactor provided with a thermometer, a stirrer, a
dropping funnel and a condenser attaching a water
separator and dissolved in 518.0 g of epichlorohydrin and
259.0 g of dimethyl sulfoxide. With keeping the pressure
in the reaction system at 41 Torr, 62.5 g of 48.6%

agqueous sodium hydroxide solution was continuously
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El Gamal encryption, or an optinmal asymmetric encryption 25

(Bel | ar e- Rogaway, "Opti mal Asymretri c Encryption”, Eur ocrypt
"94). Let DEC be the correspondi ng public key decryption function
which is perfornmed in a shared fashion. Hence,
DEC(ENC(a,s,E),D 1,D 2,...,Dn) =-a22 -Pis con- structed according to
the followi ng algorithm 30 1. P=() 2. for i =1to M
do dropped koM@ soliution aAtNMEAT Yovef r@npetbed ododmisn
{1,2,..,p-1} WD 98/ 54864

PCT/ US98/ 1A382, during which reaction was carried26ut with coolifg
choose tmn random strings s i,1 and s i,2 for use in ENC

5. Q (gndaliquefyinige the qeoweilimgl gpichlorohydsin @ngd, watelENC(r i,
SIlE)5 7. Ci,2 =ENCr i - x mod p-1, si,2, E) 8.
add (Q, cend, réﬁuEPHﬂg1ﬂh9<9ﬁ9ﬂﬂ1QPlaYer t° the r%ﬁFt%OH(PYStem 10.

set b1, b 2, bMto be the MI east SI%&W cant bits of
val , mhereKBFPF§9|ﬁhFOtfPPﬁ?ature afy 48 follewed by sub3e°t1n912 Wi

14 Iadd Zi )“Poaﬂfﬁé r"nfe@ft“i?ntsis“ "(b(taQFhJsﬁé )‘?E?Slr??(fimji“&tl 1, C.1,2),
Co C M1, bl bl

hﬁsﬁcw: futhlon (e%éng @5}%qﬁgﬁg%g§f1%ﬁda%Y$ gyésggufrg§1gze e
T

thgmvgngeﬁslﬁgar? %;n%lotan%na agous egﬂ‘*? 73?{;% !g%h rgﬁég 9I]:|eISF|h§ icl. " 1I'Eg
user systeghUbRWES wee P9 e‘ﬂeﬁ%ﬁ‘ O%I?US Wés#@é{:;%g user has the

option to Intéractively prov her | vat e y X is
recoverabl e by the escrow authorities. Th|s mnll be addressed in nore

detail later. Mis a | arge enough paraneter of security (e.g., M50).

25 Theamg@eck ption of the enbodinment has thus far

expl ai ned how the systemis setup for use by the CA and authorities,
and how the system i Rassrddyy wsercafmicdnuralin theesemeemannear gener at e
public/private key pairs and certif- I cates of recoverability. These
certificatés Exemple dge@Epthdbiaty 1A dhypnel pb bseal ¢dofi Rrtt-batyilkat the
private key corresponding to the public key generated is recoverabl e by

the escrowdaBehdyil-phengs wp.chapged gin mdaee defc?y besylenooandhe

invention is used_ by the user to prove to a verifi-
l-naphthaldehyde was charged in an amount of 47.5 g (0.30

mol). After toluene was distilled off, the precipitated
crystal was washed and dried to obtain 137.3 g of a
condensate of 2-t-butyl-4-methyl-phenol and 1-
naphthaldehyde. Molecular weight of the condensate
according to FD-MASS spectrum was 466. In the same
manner as in Example 1, 100.3 g of the resulting
condensate was charged in a reactor provided with a
thermometer, a stirrer, a dropping funnel and a condenser
attaching a water separator and dissolved in 278.4 g of
epichlorochydrin énd 139.2 g of dimethyl sulfoxide. With
keeping the pressure in the reaction system at 41 Tdrr,
35.4 g of 48.6% aqueous sodium hydroxide solution was

continuously dropped to the solution at 48°C over a

N
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er that x is recoverable fromP. This process is depicted WO

08/ 54864 PCT/ US98/ 10392
-27- in FIG 3. The verifier can be the CA an escrow authori - ty,
or anyone el se who knows the system paraneters. The verification

process of FIG 3 is as follows. -I23 - step 3009, the user generates a
public/private key pair, 5 and a certificate using the invention as

descri bedpebded. of 1.5 dwoayr 3GMrinhevhiseh reagthPuswassrgnaiedooudi ni ng

t hese paranmeters to a verifier. In step 3011 the verifier uses this
si gnal t ow¥ERi EpoRA8Ehand L ise g sere scprboht bngeprichiorpecover abl e by
the escrow authorities. In this process, 10 the ve[ifxing s¥sten1takes Y,
the corr cBBSREPNGEeMRtE & TeIRRG ( Hie REFIM-RgLPEBFi EkERSE. The
verifying _system first.checks that < p. The verifyLno em checks
Uhat ' "oFPAGEIPhe sysicel KaFEING dh TeeRinrice Sb 3 CORETISETT Y g
system al 39 checks_ that the valuegs G.j_ fo I | d ,..do _not contain
any repet$¥i83§?eCt+H§'ﬁgﬂ%%ﬁ%ﬁf%*eagﬁﬁﬁ%%1€ e%égafﬁa?ﬂﬁoégséfeghe Qi for
all i are ' .Qﬂﬁﬁ any of these verifications fail, then
false is gi§8$é?&rﬁ§ggkl g#%&&ifying system then conputes b_1,

b 2 ...,bMin the s : g 5 tion process.
SRA SR S Rty lde

For i=1 to M the ve e foll owm ng things:

1. ENC(Wenlérhine cehtend df WHY &Hus dbtabnéd glycidylZethekd /(y raised
tothe b_i power)) nod p=( ¢ raised to the wi power) nod p 25
The veri f yompgoandt waree3BNGAddiared 268 0pph, akéspdetivelyerifications pass
and as long as both 1 and 2 above are satisfied for 1 <= i <= M The

i nvention may take subse- guent action and indicate to the verifier
that the public 30 key is invalid in the event that false is returned.
Sim- Compkyatilve \Exanfpliend system may informthe verifier of a
val i dation that passes (the verifying systemreturns true). WO

98/ 54864 500 g of 2,6-xylenol was trgptsdginogbe same

manner as in Example 1 of Japanese Patent Kokai (Laid-
Open) No. Hei 1-283241 to obtain 3,3’,5,5'-
tetramethylbiphenol.

Then, 100 g of the resulting 3,3’,5,5"-
tetramethylbiphenol was charged in a reactor provided
with a thermometer, a sﬁirrer, a dropping funnel and a
condenser attaching a water separator and dissolved in
535.0 g of epichlorohydrin and 267.0 g of dimethyl
sulfoxide. With keeping the pressure in the reaction
system at 41 Torr, 48.6% agqueous sodium hydroxide
solution was continuously dropped to the solution at 48°C
over a period of 5 hours.

Thereafter, treatments were carried out in the
same.manner as in Example 1 to obtain the glycidyl ether
compound. Epoxy equivalent weight and hydrolyzable

chlorine content of the thus obtained glycidyl ether
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- 28- In FIG 4, the user certifies his or her public key

with the CA. In step 4012 of this process, the user gener- ates his or
her public key and certificate of recoverabili- ty, as previously
descri bed. The user transmits this 5 signal to the CA. This corresponds
to step 4013 of FIG 4. In ste@#4014 the CA acts as a verifier and
verifies that the user's private key is recoverable by the escrow

aut hor- compppgd were 134 g/eqsandhr22GtppB, 4029PEREANGAYA014 are
identical to 10 steps 3009 through 3011 in the key verification process of

FIG 3. However the CA in addition, will nake keys that pass the
verificatjon _progcess available to others upon request and/or certify
t hem © ﬁgra§éﬁféq¥&ﬁﬂﬁi? %éy fails the verification process, then

either the certificg- A4 gn gartempt is ignored, _or alternatively the
user is notifi e% glﬂrt léiygaﬁq‘élc?rpe??rﬁ?% i i%ﬁ ‘_3t Ferprs nove ak -
Dependi n9§§{}m&h8 Qﬁgﬂmﬂ&ﬁ‘e ae'%_‘é%%&é‘@é}he' ”méM%chtu ehNg ) nvention is
used, users nay be require t™d subm _ exfra i nformtron n order to
egister guRibbhe leanaldll @20 ALY fad Naled NEY 5@153%%&%%@6 key
portion w thout divulging it. Such information cou e a paSsword,
soci al glgeguyntétn@&bgbmg@uﬁd;nwly used private key, etc. In the
e CA

case that t is atrusted entity, the CA can sinply digitally sign
the user's public key together with the 25 wuser's nane and addi ti onal

i nformati on, and meke the key along with the CA's signature on this

i nf or mat i GpmpezAtalee Exampdie Bequest. If the CAis not trusted (which is
not the typi cal assunption in PKI), then the certificate should be
stored in the publid Glysidyd etdherednpeund ebHgeisphenplhA3(QSutie
certificate of recoverability should be given to the escr ow

aut hor i t i BROXFhBLANO07Qrn ac &xades hame eqrantfattixgd by Suhitomonpl etes the
description of the public key certifica- tion g[ocess. W note that the
CA keeps themich iF_Pcat &tof ) was usefpamg /s mepventional glycidyl

PCT/ US98/ 10392 - 29- recoverability,
possi bly ¢ %ﬁc??ﬂ?gﬁnpdrn1under its own key with authentication
information for integrity. The | ast process to describe is the
private key recovery process. This process is depicted in FIG 5. In 5

this process,. £5814L2%98h 32 itheUSpdxYY LI AN SOV ALLRS" -

Examples 5-8 and Comparative Examples 4-6

Cured moldings of the glycidyl ether compounds
(epoxy resins) prepared in Examples 1-4 and Comparative
Examples 1-3 were evaluated. To each of the epoxy resins
were added a phenol novolak (Tamanol 759 manufactured by
;rakawa Chemicai.Co., Ltd.) as a curing agent,
triphenylphosphine as a curing accelerato;, a fused
silica (FS-891 manufactured by Denki Kagaku Kogyo K.K.)
as a filler, carnauba wax as a releasing agent and a
coupling agent (SH-6040 manufactured by Toray Dow-Corning
Co.) in the amounts (g) as shown in Table 1. The mixture
was kneaded with heating by a roll of 110°C/50°C and

ME;§E§E?§m@qlded under the conditions of 175°C/70 kg/cm?/90
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ities to recover the user's private key based on P. 1In this process,

all mof the escrow authorities obtain y and P. as depicted in step 5015
of FIG 5. 1In an alternate enbodi ment the CAtransmts y and P and/or
ot her paraneters 10 to one or nore of the authorities. Thus they are

al r eady in possession of y andJP%?¥ this point escrow authorities

use a subset of their shares D1, D ,Dm to deci pher P to open al

of the unopgped C_i,j (using DEC for exam pl e. This is acconpli shed
by having €scrow authority i 15 recover the ith shares of the user's
private key. In thISThelﬁaIaiﬁy WSS I O Ebhosubyettedt rac podtdmMupl ues
for the unopened C,j fromP and decrypts themusing Di. The

resul ting yal Basceen Raolisb g tfok (e Wehyestdrobtahe at kared escrow
authorities, as depicted in step 5016 of FIG 5. 20 The pool is then used
by the autheldings to decrypt all of t he unopened values G ,j fromP
Thus all of the plain- texts corresponding to all G ,j are known to the
escrow aut hori t i e lafse rransl tilorr vanpesahurRedvaitfrt REOSATPFom
recovering the plaintext corresponding to the unopened 25 C i so t hat

t he unopenédephaiadt strangthemnd dhtexural gnedplpat P\feWearﬁﬂﬁcl he
authorities. The escrow authori - ties check the pla ntext of ch palr
G, 1 and Cplding were, megsurgd \FaFF%eEh?hEFS Ef egbt F" %ﬁe‘?

p-1, are equal to the exponent x iny (g raised to the x pomer) 30 nod
p. Al so, t Re gquantity (g raised to the x pomer) nod p can be mat ched
agai nst the public y to assure correctness. Once such a pair is found,
the private key of the user has been found. WO 98/ 54864

PCT/ US98/ 10392 - 30- VW will now
describe a third primary enbodi nent of this invention. In this

enbodi nent, the users of the system generate conposite public keys.
The user system generates n and s in the sane way as described in the

5 pending U S. Patent 08/920,504 (by Young and Yung). Recall that nis
the product of two (preferably strong) prinmes p and g, and s is a
string that can be used in conjunction with a public one-way function
to derive the upper order bits of n. Let e and d denote the public and
private 10 exponents (e.g., for RSA), respectively. The followng is

how P is constructed: 1. P =() 2. choose a string
t 0 randomy nod n 15 3. add t O to the end of P 4. for

i =1to Mdo 5. choose a_i,1 randomy fromthe set
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6. conpute ai,2 =d - a.i,l nod (p-1)(g-1) 20 7. choose two random
strings s_i,1 and si,2 for use in ENC 8. ti =
Ht _(i-1)) 9. wv.,1 = (t i raised to the ai,1 power) nod n
10. wv_i,2 = (t_i raised to the ai,2 power) nod n 25 11. Qi = (ti,
v_i,l, vi,?2) 12. Ci,1 = ENC@ag's,L, s i,1, E) 13. Ci,2
= ENC(ai,2, s_i,2, E) 14. add (Qi, Ci,1l, CG,2) to the end of P
15. val = H(P) 30 +o——Set—b1d—br2T—F7—bM to be the M| east
signifi- > daBt "bits of val v\*here bi ijs in {0,1} 17.
for i=1 to Mdo E: ';38:20— i ). IS DowWiere j =1 + b i
19. add Z i to the prid=df SFx& ; | 520 §ad;d $ Lo the end of P VO
98/ 54864 of S E| &8 © _ PECT/ US98/ 10392
“31- Thus,8 B|=3(&_ 0l (Q|1, 4 1.jI, C[1,2)|.... (QM M1,
cM2), Z.1,..., ZM|s)}—lH-above can he based on SH or on concat enati ons
of a few SHA appl igptd onjsgto generqte the 5 t|i of| appropriate size. It
is nost likely that| thejtzis | will be n It he <>et el ements less than n
and rel atively figgitg vl S .| SThE v§=r .fyl ng systemis a bit
different than befof e 8108 S| VerilfVi ngesyStemTirlst checks that n was
chosen from t he| ®Eriegt3set of |val ups.| Let ju denote the integer corre-
sponding to the k/2| Ghbffar>dfder bitfs of| n.| The|veriffying syst em nmakes
sure that either H(p)y =|ugor that H(s) F u+l, described in the
pendi ng U.S. patent{ L4928,.504 The¢ 15 lerj fyimg sylstem checks that all of
the values in P lielithe| & &4le| corjest sa|sw Foreexjanpl e, the verifying
syst em checks that atthg 2.3 fal I} wi t hifh rhe r"ang of H and that a_i,] <
n (or some function| & &) &where | ils 1 pr 2. The i fyi ng system al so
checks that ti = H(t g&|19)&Efof i dangihg ffrom 20 1 to M The verifying
system checks that premgmts—ofitie e each i does not
contain repetitions{ «aand « aJ so tthat fhel ele nts |n the pair zZi for all
i does not have| repgt tions« (14 ap éofnt erifications fails,
then false is returpes. TEegve W yijng sy emthecm conputes 25 b_ 1, b_2,
.,b_Min the same ways ag &n th centifi Catle generation process. For i
ranging from1l to M % hg ®erifly-
L]
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ing systemverifies the follow ng things: 1. ((vi,1 multiplied by
Vi, 2) raised to the e power) nod n =t i 30 2. (t i

raised to the a.i,j power) nod n = Vi,j,where j =1 + b i
The verifying systemreturns true as long as all the verifications pass
and as long as all both criterion are 35 satisfied for 1 <=i <=M

WD 98/ 54864 - 27 - PCT/ US98/ 10392

- 32- The escrow authorities recover the user's private key

as follows. For i ranging from1l to M the authorities conpute wi to
be the sum of the plad xt{-s—correspondi ng to Ci l.and Ci,2. |If a
value w is found s c@t at (t_i 5 jaisedj{to the e(yw i) |power) nod n
equals ti, then w.i | -4 w¢onstjtutes val i d| RSA pili vate key correspondi ng
to e. It is well 1%in th& art| how tp f&tgrdn|diven such a val ue
w_i. Note that the natipn Ts a jhonBnof phifc flusctisn and the above

enbodi nent is appli glto hononorphiic 10 |functifonsisimlar to RSA. W
remark that fromthg 8@ve enbodijment i{ is cllear [thaf this 'proof
techni que' for shQw hg thiat a valjue rs [ecovefabl ¢ by]the escrow
aut hori - ties canlbg|generalized {t o any| honongr philc fyncti on.
An application of thig pmvwentjonmis an nmult|-escrowlb ~apthority system
B . O n Dl
where each escrow aut fgoBiltyy hps #ts n | CAs a cf;us;egs When users
fromtwo different s@fﬁv aut horijties cpnduct |secyire gonmmuni cation the
two escrow aut har Stdi¢s capn retriegve theluser's nessages or keys and
exchange t hem t hr ough—briatergr—agreerent—fhtrs—t+$—appt-t—] 20 cable to
international nulti -cﬁugt ry sgenari os| Anof her { appl i cati on of
key escrow systens ijs«a s$egur o file sysfemor fil ¢ Kepository system
w th recoverable . kex$.o Such 8 systemscah b# i lefreht ¢d based on the
. . Q> . .
previ - ous enbodi Ee8tsT i particul ar' bpsed on Th¢ Preceding para- 25
graph. For exanple,j 8s&f A clan be the ownef of the file, user B can be
the file server, an theltrusteos canl bhe file Leco agents_ An
exanple of a file cqukd be a password, i h which case, the file recovery
agents are passmord | @ recovery ggents. < o 8 | o
=]
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~ o
4 &
=7
P
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30 The above description of our first enbodi nent of our
crypt Qsyst em nakes novel uses of nunber theory in cryptog- WO

98/ 54864 PCT/ US98/ 10392

- 33- raphy. It shows how to design a cryptosystem based on t hree
primes with direct arithnetic rel atigpghs. between all them That is r, q,
and p are prines such that g = 2r+1 and p = 2qg+1. The usage of three
or more primes with el AtEe080hed Weenchdefbeaahpaaduge £ar i ous
cryptosystens of a simlar nature to the one descri bed above. Sone of

t hem ar enfresyyiidredaden i@y dsedwon on the prefered enbodi nent.

Anot her relation can be p = 2g+1 and q = 2rs + 1 where p, g, r, and s
are all prime and r ik Mede tBxamplesngt hhe 10hydnokiyér eguamwpllents p = 2qg+1,
g = 2r+1, and r = 2s+1 where p, g, r, and s are all prime nunbers.

Fur t her nor weighdthers defined ¢ vee useletubanbweightorf resger fr@mi ng

crypt ographic operations in the exponent, where the operations are, for
exanpl e, nEA§ HYISYEHe FFWP onsTheERveRagp| EeCRFELRgc¥Ad t1 Bumber mow edge
proof in step 293] of the first enbodi nent invol ves proving know edge
of k in v WREr ORF3ined o FRE (TRIBPTRR $R-LReMARBERECUFSE PY where wis

(Y raised tQ.the -k ower d 2q9. The use of three or nore domains in
succes- kaﬁqﬁaqgﬂﬁﬁnﬁé§¥ﬁi%ﬁgyadds flexibility and power to crypto- 20

systens. Applicati onskﬁ)éaé% Z%%%&é%é% oggdtggrghnﬁglagnblglewggem esent

invention, are readily ava hosé Wno are S in the art.

An applicagggﬁd%&ﬁkpi i Figéin is a hierarchical public key escrow
Ic

system A hierarchical pu ey escrow 25 systemis an escrow system

that takes the form gfop 448, o08tQ SETYUSEH'8f THE ®pehewgauthorities at
the root of the tree are able to decrypt the comunications of al

entities preddEPBtdithdd ideEfaetedf ahleconphrat e kiR es
Recursively, the escrow authorities at any given node i in 30the tree are
abl e to deemgptputhelr amisne gpoetsowfiofll & hoteplateeatcaBoegP@md e 0 t he
nodes in the rest of the subtree for which node i is root. At any tine,
t he | eaf oftime tdesyuinssd cior fozla ot eas smeasereednd act as an escrow
agent(s). By ordering the size of the noduli properly, it WO
98/ 54864 Glass transition temperaPgTet/SOThielgas
measured using a thermo-mechanical analytical instrument
(SHIMADZU DT-30).
Barcol hardness: This was measured in
accordance with ASTM D-648 by Model 935 under the
conditions of 175°C/2 min.
Hot flexural strength, hot flexural modulus and
hot flexural strain (index for toughness): These were
measured. in accordance with JIS K-6911 using Instron
universal testing machine (SHIMADZU IS-10T) at 240°C.
The hot flexural strain was calculated from the following
formula.
Hot flexural strain = 6 x thickness of sample x

maximum amount of deflection/(distance between the

supports)z . e
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- 34- is possible to have nultiple escrow agents for any node of
the tree. Al that is necessary is to do the commtnents of the roots
starting with the small est nodul us and endi ng with the | argest. 5
Simlarly, rather than a fixed tree which determ nes an order, the user
can decide on a subset of escrow agentg . and generate its own preferred
tree which is the chosen subset of escrow agents ordered by the
rel ative size of t hehe publgit :KeysHdrndkodik NBoeI£sthe Tesgesty key is
the 10 root. This enforces a structure of the conmtnent, and assures
t hat the subset needs Wateor hbsegeitien ¢ 0 Cleooyerin weigkeyobr sampdenat i on
encrypted under the key. : Yet anot her application of this
i nvention i swas measeredf hedng acttharme +lerdrost sy st EBRBATER- 2 heunders
regis- 15 ter into the system they register an auto-recoverable
encrypti on ptbei eordytinnsacdeBSi® /R RS recoverability to the CA
and they al so register a signature public key. To send a certified
pi ece of mail, the foIﬁEWFﬁg ifdosne This wae meaRiered chvysa@cpadraEWhI ch
i ncl udes the fo]l ow ng: %E 20 . encryption, of an e-PaiI key under his own
aut o- cert i fiBy™R EBHAritcoRepndeRe thse SANG L MTRT ah/ 2rer3Pti 6R of the
e-mai | nessaﬁg engrypted under the e-mail key, a header i ndicating a
certified e- (anbssage, his own certified public key, and the CA's
certificate on his certidfi 25 ullic key, her_ ipformation. The
Py eER oo AR AR Ve RESRIBBER e

packet is signed using sen Fe priva

PaCKE! AMoLHBASN 2058 8 L A S Mnd SRS E B A haren T

recei ver forns return recel pt pac consit s | Xe

recei pt headg&,gggg_gggghggﬂ Egssale £y the 30 hash of the received
nfo

nmessage), and” additi onal rmation. — This packet is signed using the
receivers private si gngolter cré@k ¥ukiscHend: tordde PEi pspabisenser -

The ori gi nal sender verifies the signature on the return receipt packet.
WO 98/ 54864 packages: thickness of package 2.09GhPSI8Ld08920wed to

- 35- If the signature is valid, the original sender sends the

recei ver theabsonbl modygtamer ynded widercdddi tismes vef ' 85°C/88¥REY FReHrpublic
key. This message is sent along with a signature on it using the

ori gi nal sengmnd' impediately ghiempafteiry. dipped eleivcbaterofi eslder at
signature on the encrypted
240°C for 30 seconds. The solder crack resistance was
evaluated by the number of IC in which cracks occurred

after the dipping. The number of the test IC was 10.

Preparation of polyhydric phenols

Preparation Example 1

405.8 g (3.75 mol) of m-cresol, 78.1 g (0.50
mol) of l-naphthaldehyde, 341 g of toluene and 1.33 g of
p-toluenesulfonic acid monohydrate were charged in a
four-necked flask provided with a stirrer, a thermometer
and a condenser attaching a water separator and stirred
to perform dissolution.

The inner temperature was elevated to a .

ﬁm%?¢§¥P¥éE9 temperature of 130°C and water produced by the
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e-mai |l key. If the signature is valid, the receiver decrypts the
e-mail, key,using his private decryption key. The receiver then encrypts
the result using the original senders certified public key. 1If the
result matches the 10 ciphertext in the first packet that the original
sender sent, then the e-mail key i3 regarded as authentic. This key
IS then used to decrypt and obtain the actual inforna- tion that the
original sendeacssmn Wds tdistikkedarff sffam the seaetieassiyseablleyto
contact the original sender after the 15 first packet is received, the
recei ver sentihet aten \geparatgrcei Plie angactioni was packéed outhatescr ow
authorities. The escrow authorities will recover the e-mail key, pro-

vi ded the paéRé’CarfPn ¢t JI9iT®cei pts are authentic and provi ded t hat
the packet contains the corrects receivers 20 nane. The escrow authorities
retain the return receidttenFEompPdfelomcREt the pEFBRFGaANY hENEhE@RSFHRME, t he
e-mail key is, sent to ther c%%%ir. This constitutes a certified e-nai

syst em based™d# AR -4k Rt ER FLHY WYRArEr 8oReY® hydroxddghere user
Gyatom vi t h SOCKELRIE I S ' s AR @Babr Tk pBeckBo f i P ed
Sbove  appTSrntSs cnpdl 1P RIAG LG Nt RE GEEn WARE Wb 100,
appl | cat 1 ons S e oot that T he 9 arar e d o doiont i s

merely illustbacentddtedd By L iodry erdpoyacoectbi speahadh@@nts gych

repre- sent applications of the principles and paradi gns of the
present i nveghieodes irddaid yhydiis Otltetdll phéeeinhetak- referred0+8/24864
PCT/ US98/ 10392 -36- rangenents can be

readi |y devi $MENAN"1)hos Softeersitey pointedf nthdepaodunkt wast 1depaeig,ng from
t he scope of the present invention.
hydroxyl group equivalent was 183 g/eq and n was 0.31.

Preparation Example 2

Reaction was carried out in the same manner as
in Preparation Example 1 except that 405.8 g (3.75 mol)
of o-cresol was charged in place of m-cresol, 1-
naphthaldehyde was charged in an amount of 78.1 g (0.50
mol) and p-toluenesulfonic acid monohydrate was charged
in an amount of 0.95 g, thereby to obtain 170.0 g of the
desired polyhydric phenol (hereinafter referred to as
"OCNAN"). Fragments of 354, 600, 846, 1092, 1338 and
1584 were detected in FD-MASS spectrum of the product.
Softening point of the product was 111°C, hydroxyl

equivalent weight was 181 g/eq and n was 0.14.

Preparation Example 3

160.8 g (0.6 mol) of bisphenol cyclohexane
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37 What we claimis: 1 1. A nethod conprising a cryptosystem which
can be used for 2 generating, verifying, using, and recovering
cryptographic 3 keys, which involves at least four entitities: agents, 4
authorities, a registering party, and other parties, and 5 which further
consists of the follow ng steps: 6-(3)y having said entities establish a -
set of system 7 paraneters; 8 (2) having said agents generate agent

paraneters @GhoethdRViNgafaicdctaerlds gt dmdldrsdnedal east , onedofy, 10
sai d agent paraneters; 11 {(3) having said authorities generate a set of

authority 1#8.pagapetz8smeldd pdblii-slaplitHaatihyatee, dd4Sa dg aof hdsbapyll3
paraneters; 14 (4) having said registering party generate a registering

15 party 16alquitbl cah@y3aAd gegifsipertiolggarsul juriiatackdymndpyohgdrate

enpl oying a specified public procedure which uses at 18 |east one of said
agent par anefe¥s, chandedi dnaat Rodiittiess fouxr-nrakadtikask poovysjedavibl said
registering party generate a validation 21 proof which certifies that said

regi st eri ng PaFtyTPRF vaR e thEFMRER tREs 33¢h & AVHRFVTABYRFHLREI @ speci fi ed

o e SOl I 14 SR A 500
authorities; 27 (7) having_said_ _authorities verify the Qérectness of said
28 registering public gé? gPBﬁ&'ﬁ%ﬂ?ﬁﬁﬁﬁ¥RﬁnW?ﬁuﬁ%%Y?ﬁ%éf,° 29 (8) if the

vort 1ol Oy SR (LS BHESSe e oo WA, ST I B UDBL L o0r

~ doi ng tur ni ngy tRGEeghat @EE%?aP%%fiﬁx?'etdy Hylih Fes y@ﬁ egaPai]¥ei8849)

havi ng said other parties o regi'stered par

38 34 publigfkeyramt €heSabdcRybn FYEPRF ade Atkd@keepSLatdr. $hé A
method as in Caim1l wherein said cryptographic system 2 i ncludes the

further steprédcbashngasncavenedvuth AAEET ¥ot 4 aasirodne of said agents
and said authorities to recover
After completion of the reaction, the reaction
mixture was neutralized with aqueous sodium hydroxide
solution and separated into layers, followed by répeating
washing with water and separation into layers. Then, the
organic layer was concentrated by a rotary evaporator to
obtain 181.7 g of the desired polyhydric phenol
(ﬁereinafter referred to as "PHCHNA"). Hydroxyl group

equivalent of the product was 154 g/eq, softening point

was 110°C and n was 0.75.

Examples 9 - 14

Each of the polyhydric phenols obtained in the
above Preparation Examples 1 - 3 as a curing agent, a
glycidyl ether of o-cresol noveolak (Sumi-epoxy ESCN-195,
a trade name, manufactured by Sumitomo Chemical Co.,
Ltd.; epoxy equivalent weight: 201 g/eq and hydrolyzable

chlorine content: 330 ppm) and a glycidyl ether of a
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4 cleartext data encrypted under said registered party public 5 key. 1 3.
A nmethod as in Caim1 wherein said cryptographic system 2 includes the
further step of having an event which causes 3 at | east one of said agents
and said authorities to recover 4 said registered party private key. 1 4.
A nethod as in Cdaim1l wherein said-agent paraneters 2 generated in step -
(2) are public/private key pairs wherein 3 only said public keys are
published. pdipphéndet bBdadfednb§yl dodensaaiiein il FHEMOL i 4h€S 2
paranmeters generated in step (3) include public/private key 3 pairs of
whi ch only tixgdpotbybenkaydenydepyhereliodfter] efohmet hosl &8 PHEMai m 1
wherein said validation proof 2 consists of at | east one non-interactive
zer 0- knowl edg=pSxyregtigailengswaidhwher?d sag/t@urhbhiydsslysabliy said 4
val i dation proof by verifying said at | east one 5 non-interactive
zer o- know edgelprboe centapnts: 200 ppmd &S FRPXYS USsiCisi raiphenyln
generating, sending, and 2 verifying said validation proof_in stegs éG) and
(7) 3 incl udkosphinet AFgRaCRELpIk AGWSAAFA N ePadtusrA pFbbica pFor88al
wher e sai d rqgis%erin ¥Fr and said 5 authoritLgs are the

a

g asgr IS the_pro
verifier. ACHBERBAPEs PeRrcel Fpg iR fdi o /D13 shthdSProcess 2
I ncl udes generatinﬁ a Qublic k%ﬁ certificate onxgghalf of . .
39 3 said rEYFRTEPRNY2Pafty WREFPESIAT AEFY AThi: THPHHRE 2BE%% digita
si gnat ure of 1 t | Ll sai d I Steljl t ubl | key and
other inf or?r%?i %I(r)\%gg!gh{gﬁggglu_%gg %a't %W@%%v%%?ie%?' gn‘géﬁ%ere said
ge[);'r ;hg?éfsﬂafeﬂdéér Lhi 2Rkeatdliie 2l d)e 3y MKnP irdardbPULHOT | hfePubl i shed
mixture was kneaded with heating by a roll and transfer
molded (curing time 90 seconds).
The molding was further subjected to postcuring
in an oven at 180°C for 5 hours to obtain a cured mold-

ing.

Comparative Examples 7 - 8
| Cured moldings wexe obtained in the same manner

as in the above Examples except that a phenol novolak
(Tamanol 755 manufactured by Arakawa Chemical Co., Ltd.,
hydroxyl group equivalent: 110 g/eq). Blending ratios
are shown in Table 3. |

Gel time, spiral flow, Barcol hardness, glass
transition temperature, water absorption, hot flexural
strength, hot flexural modulus, hot flexural strain,
adhesion and solder crack resistance of the cured
moldings obtained in the Examples and Comparative
Examples were measured. The results are shown in Table

4.
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1 9. Anethod as in Caim1l wherein said publishing process 2 includes
generating.a public key certificate on behalf of 3 said registering party,
where said certificate includes the 4 digital signature of said authorities
on a nodification of 5 said registering party public key and ot her
information 6 using said authorities prlvate key, and where said 7
certificate is verifiable using at |east 33n8 of said 8 aut hority published

par amet ers. 1 10. Anmethod as in claim1 wherein said publishing process
2 includes marking said registering party public key as a 3 valid key in a
file. 1 11. Anmethod as in Caim1l wherein said nake use of said 2

regi stering party public key includes the perfornance of 3 at | east one of
the follow ng: public key encryption, 4 public key decryption, digital
signing, digital signature 5 verification, key exchange, and

identification. 1 137 "ATret a T event 13 a
proper 2 authorlzatleﬂ gi ven dent &Qenlc$ 3{within
a governnment or groum ok gowRf | i djarm 2 :
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2 registered party public key is for the encryption of files. 117. A
methog as in claim1l where said other parties include 2 said registered
party. 1 18. Anmethod as in Caim2 whereby the said further step 2 is
recovery of cleartext information sent between two 3 parties, user 1 and
user 2, and where at |east one of the 4 followng two steps occur: 5 (1)
the fi rst subset of said agencies recovet® The private 6 key of user 1 or
i nformati on enci phered under the public 7 key corresponding to user 1's
said private key; 8 (2) andther subset recovers the private key of user 2

or 9 information.enciphered under the pybhlic key corresponding 10 to user
2's said private jkey. I 10. Almethpd ad in Clalmz eresaid evient is
generated 2 by fqllowng| & Ig_opergpro%ess @i t pion gahd 1 ezl S8 pied 33 p'arty S
or gani zat i on. 1 20. | A pethod ds in| @ ailm+1 Mgch gan | re J%eo;fa’x
generating, using,3vefifling, and regoverfing grypt ographi > | KelyS wher ¢i n
sai d set of systdgnkpafangt efs TnCTudes at 4 East tnreeg dpmaj ns| FL, FZ} and
F3 such that F1 |s:t'&F ° ol ~l ol AL 5
exponent domai n cf‘g“Fg rahd FZ i § ®he g_ypc §nt qoomalg of $B.I| Al o122 A
method as in @ &isn 1) whjch jcan be uded [& 2 gengrajidip.e usiing,
verifying, and rdcovetring cryptdgraphic 3 keyk whereinisald Ketl off sysfem
parameters includes al 4|!epst threej domdi ns pased gn 1, ¢, BAndf p |such|t hat
p =2q+1 5 = 4r+3, where(ps| @ 3qnd rjare pg.i neeunbfrs| o | KRX| Bmethod as
in Caim1l where|said r"églsterirg pafHeyg @ keyni g §, Wherely eqidl s g
raised to the x dower |mofulp p, |3 where d is b genePat ¢r poUUIT| e prijme
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1 23. A nethod re said registering party 2 public key is
based ons«a nunbam“ Hnu l aid 3 registering party knows the :
factorization of *n ¢ntio pri e # nunbers. 1 24. Anethod as in Cdaiml

where said registering parties 2 key is a hononorphic function. 125 A
method as in Claim1l where registering party public 2 keys are RSA based
keys. 1 26. A nmethod as in Caim-l3shere registering party public 2 keys

are El Gamal based keys over a specified domain. 1 27. Anmethod as in
Claim 1 whewsAgaiId \CalsIkeo ars proof 2 includes encryptions using said
agencies published 3 paraneters. 1 28. Anmethod as in aim1l where said

val i dation proof 2 enmd @udyndnist ipmsnd) teppesentedebwayhiuncti ons. 1
. 29. A nmethod as in Claim1l where said validation proof

42 2 cl ai nfohewinge foagyawdiass are capabl e of recovering the 3 private key
of said registering party or information 4 encrypted under said registering
party public key. 1 30. Anmethod as in Caiml where in step (6) said 2
regi stering public usi{ sends said registering party publlc 3 key first,

and sends said val i datfon proof_,at son¥ at er 4 tlne 1 O81. A nethod as

in Cdaiml wth the |t|onalf§teps FLLghhaVIn idregidtering party
generate a private/ c 3 paké cons ing a atur_ which is
different from4 th l'ic/priyat Sé;éﬁlr te (4)] having said 5
authority certify sAl W public f vad sign W e key.

(RY); (R'), (RY),

(R?)a (R%)a

wherein R' independently represents a halogen atom, an
alkyl or cycloalkyl group having 1-9 carbon atoms, an
alkoxy group having 4 or less carbon atoms or an aryl
group and may be identical or different when { is 2 or
more; R? independently represents a halogen atom, an
alkoxy group having 4 or less carbon atoms or an alkyl
group having 6 or less carbon atoms and may be identical
or different when m is 2 or more; R*® independently
represents a hydrogen atom or an alkyl group having 6 or
less carbon atoms; the average recurring unit number n is
0-10, ¢ is 0-4 and m is 0-7. |

2. A glycidyl ether compound represented by the

following formula:
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1 32.7A ne hod s in Cla|n131 mhere use of said cryptosystem2 is for

eI ectropi,c mai m w mﬂg |very 1 33. Anethod as in Caim1l where
sai d égen0|es ters and said public keys generated by
registering 3 parties are ron1d|fferent key domai ns. 1 34. A nmethod as
in Caiml where the agencies are a 2 multitude of elenments and where said
registering party in 3 step (5) -generafges. a validation proof that said
registering 4 party cleartext data encrypted under registering party 5
public key is recoverable by a subset of agencies. 1 35. Anmethod as in
Claim2 where the agencies are a 2 nultitude of elenents organized in a
hierarchy where each 3 hgpaph,is able pepj@sayer cleqkﬁpéhcﬁata encrypt ed
under 4 keys in its su “hi prchy 1 36. % hod an rdtus as in
Claim 35 where said 2 reglgberlng partyjin ep (5) g nergbes a validation
pr oof

encrypted under regi

of agenci es. —C -
(R1)1©§> &)1 l )

(R*)a (R?)a

| ai m gy that,sai g regigt ng arty cleartext data 4

ble 5 by a subset

(RY),

wherein the symbols have the same meanings as defined in
Claim i.

3. An epoxy resin composition which comprises a
glycidyl ether compound defined in Claim 2 and a curing
agent.

4. An epoxy resin composition which comprises (a)
an epoxy resin having 2 or more epoxy groups in the
molecule and (b) a polyhydric phenol of Claim 1.

5. An epoxy resin composition according to Claim
4, wherein the epoxy resin is a novolak epoxy resin.

6. A process for using the epoxy resin composition
of Claim 3 for encapsulating a semiconductor device.

7. A process for using the epoxy resin composition

of Claim 4 for encapsulating a semiconductor device.
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