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The disclosed system is in the field of managing networked computer systems that are
used in various aspects of a complex business organization that can be monitored by
computer technology. More particularly, the disclosed system concerns a method and
apparatus for network analysis by seleétively displaying layered network diagrams to show
the state of one or more links, connections or hardware/software relationships that may exist

between components of a network.

Background
Generally, network management systems illustrate the contents and topological

structure of a networked system with a display using any one of several visualization
techniques such as static 2-D network diagrams, dynamic tree diagrams, or 3-D views. These
displays commonly use some type of icon or other symbol to represent the objects or nodes in
the networked systems, and lines, pipes or other linear shépes to represent the network links
or comnections that interconnect the objects or nodes in the networked systems. Various
techniques are used to indicate status, traffic volume, performance, or the like, of both the

objects or nodes and the links.
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based on the input. The method also includes the step of filtering network links for display
based on the level of abstraction. The method further includes the step of displaying the
filtered network links to present a layered network diagram.

In accordance with the described system, a second method for presenting a layered
network diagram on a visualization workstation is also described The second method
includes the step of storing in an object repository, at least one object representing a link or
connection between components of a network. The method also includes the steps of
receiving a request to present the network topology represented by the at least one object in
the object repository and receiving input associated with a level of abstraction.

A step of determining the level of abstraction is performed based on the input. The

method further includes filtering the objects based on the level of abstraction. The filtered
objects are displayed to present the layered network diagram.
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Figure 3-4 are flow diagrams that show two stages of a preferred method practiced

with the present system; and

Figure 5 illustrates a user interface control panel for selection of links according to a

preferred embodiment of the present system.

Detailed Description

The various components that comprise a preferred embodiment of the disclosed
network analysis system are shown in Figure 1. The system includes one or more of a
visualization workstation 101, an object repository 102, one or more management
applicationsA 103, and one or more agents 104 associated with each such management
application. The visualization workstation 101 interacts primarily with the object repository
102. Workstation 101 requests information from and sends commands to repository 102.
Workstation 101 gets notification of events such as status change or object additions from
repository 102.

The repository 102 in turn gets this information from the various management

subsystems 103, which are fed by agents 104 associated with the managed systems. One

3
SUBSTITUTE SHEET (RULE 26)



SUBSTI TUTE SHEET (RULE 26) WD 2002/ 033871 PCT/ US2001/ 032488 architectural
consideration of the present systemis that in normal operation, the
vi sual i zawioowo2/0w38tkst ati on 101 preferably interacts w t lpaimes20jmseiss
repository 102. This mnimzes network traffic, optimzes the performnce

of the renderi of..th tatl . : s analizati

nt er cofEEr by SedbaBehor IR ootk s i nRL EBSaligh e viguajration

nul ti tUQSrl@fatiB’ﬁm@QF Shbly ShilesitRitveints thenthjag espositaryi1O2i Miis minpmarss netatork
networ ks. Preferably, the managenent sy_ste%n I s based OE%];OW& t.%ﬁgl?e.} ofthstor e,
pr ef er alstfict epeimiges) e pereiare of hereploriogg theovpssteien §&s e BUPEHZE 8 he
struct u{n?ergg%l%aﬁzﬁtgfe&ewgéﬁt}%g gfﬁgalf on WBAlsHHSH 1 D€ AP IR AR AR o hfnag@@éht and

10
per f or mance net wor { he systens. This store may or may not be
per si st amkystérhs fmlyadeatspristihgirepravidahnetworksual process, or with an
automatic discaovery utility. Turning now tuyrn to Fiqur A there s
i |l ustrated Bfe’ff‘yfﬁ?llédheﬁé%@ﬁm’ﬂtoﬁﬂegbﬁs ﬂ’%ssa Ong§OI b&eﬁﬁ%%omeﬁggwﬁethe
r epr eseptali HE h AR RS GHIMRKSH b isBlcRRA0 LRI bRk, VIBiWakhy as
i cons a%g‘]';’sttrgﬁoesgrogglg%jﬂe{%ts @mﬁzt}ﬁi nsr eposi tory5102. A link 206 connects
server 2@Rideahsmonrenstraistats 1804 ahd gedatnange af theasvodnengHssystamsor Thiggi cal
rel ati onship between the server .and the rkstation. G.ven e | GLion
of a si HEIEIRY Qk MAYEY EREETSteelt J03K, Y P atS‘iaV l{lhaem%%lkpsr %%Slg’oonrd‘g%%hand
the nu ic YRYSehatlitger ver 202 and workstation 204 could be related,
i nk 28%3{)151'9{105 to Srovi (ljtZ meani ngful information. Turning now to Figure 2B,

there is il Ustning sawdumr iof BgnedActhersrir itleysotedqy hmied neyarkitagologsisiow ng
a nore detail onnectj on bet n server 20 [ an . er

di spl ay%ﬁ@@y s?gi%e OWFRs %E?Hr%s[eﬁﬁﬁ% Net \?\%ryér % (())%o %\é%; %Z%S?&edsogln%%gﬁf%cwa
reposi t 9fsialhOs: icord 28 stdte@ MBotieqy within rRpekifohyo 1. Aninkradétdoancatesentdriag2t o
the |ink between server 202 and workstation 204, Display. 208 selectively
pr esent and werkstetion 24 insixatiog yt lees onaPhysiea onlogiral relatipnghub beiygen dhe server
abstraction. In the case of, di . inold Y HElwkd 214
are dep%‘f@’ﬁ W“%ﬁl@e;@é’%ﬁ}e %i’gcltﬁ%ééggm@? an ?ndug‘tv%%}?g%asﬁégg %621_%%(1;@%

r epr esefbilst@nciod had thehwablr 66 ehyashaneSee R03yatdewothstation dideciuld e
("Osl") stack, specifically the network 210, transport 212, and
appl i cardlaged,dimk 208yfailssto previdepreanagiul mirmaEetdor k | ayer represents the

services in g (Bhopr i shagkerd Rtk 48 prirat &l REMRK KbPdodPiset

conmuni cat i oNs Sessi on. i%e % rahspor t Fayer replpesents the services in the
oSl pr Oﬁﬁplak MiSaglowinah nore\dethiled edatcatien betvemengerven 202 fand hveorkeiatiem2@4t i ons

S ack ¢ bier pepiey CRSS"saRstv el chapiosy oot P SormaP st Bieescy O

D spl ay tﬂ%lfye BG4 %‘i@vih&snmitfi(ﬁfal $RBahiddn 1MHRIEStoOfhe link between server 202 and
workstation 204. Display 208 selectively presents the network topology according to a
particular level of abstraction. In the case of display 208, individual links 210, 212 and 214

are depicted which represent the levels of an industry-standard “stack” representation of the
network such as an Open System Interconnection (“OSI”) stack, specifically the network 210,
transport 212, and application 214 layers are depicted. -

The network layer represents the services in the OSI protocol stack that provide
internetworking for a communications session. The transport layer represents the services in
the OSI protocol stack that provide end-to-end management of the communications session.
The Application layer represents the software in the OSI protocol stack that provides the
starting point of the communications session. Displaying separate links for specific layers of
a stack enables the user to more accurately determine the state of the relationship between

any two network nodes.
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figures 2A-2D are depicted as various two-dimensional dotted, dashed and solid lines, this is

only one way to implement the method. Of course, links of various colors, shapes, sizes,
animations and dimensions could be used to convey information pertaining to any
relationship between two network components.

In a preferred embodiment, the various links that connect a specific pair of network
components or objects in a user display are related in an order that reflects the foundation or
containment hierarchy of the stack of abstraction layers. For example, the order of links
displayed in Figure 2C indicates that FTP 218 runs on top of TCP 220 which runs on top of
IP 222. In alternative preferred embodiments the various links that connect a specific pair of
network components objects in a user display are related in a structure that indicates that they
are at the same logical layer, for example Figure 2D indicates that FTP 218 and HTTP 226
are both in the application layer. In still other preferred embodiments, the various links that
connect a specific pair of network components or objects in a user display are related in a

structure that indicates dependencies among them. For example, a user display may provide
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engine operates independently for all the types of links, following all the inclusion and

dependency relationships that are relevant for such a propagation engine.

The illustrated propagation engine will cause an TCP failure to be reflected in an IP
link, even if only the IP link is selected to be displayed. The preferred method begins at 402
At 404, a failure in the IP layer is tested. If the IP layeryhas failed, an IP failure status is
displayed at 406. The propagation engine then proceeds to determine whether an TCP layer
failure has occurred at 408. This determination is necessary because the IP layer is
considered to contain TCP. Consequently, a failure in the TCP layer would affect both the
TCP layer and the IP layer. At 408, if a TCP layer failure has occurred, the propagation
engine displays both an IP layer failure and a TCP layer failure at 410. Likewise, since TCP
is dependent on IP to operate correctly, a failure in the IP layer should propagate to the TCP
layer as well, making the system show a deduced failure status even if only the TCP layer is
displayed.
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failure has occurred at 408. This determ nation is necessary because the IP
| ayer is considered to contain TCP. Consequently, a failure in the TCP

| ayer wouhwd mhi/ess7iboth the TCP |ayer and the I P | ayer POQT/U%&&/Osizéfssa TCP

| ayer failure has occurred, the propagation engine displays hot

| ayer fail ur eOmacconfif@Rtibayfer af pickared, wser 4ntgrfacy KOG whic Fg"sISnE’é’feF y ‘i"’éhm

dependent, on I P to operate correc re.dn.t I

]E)r olpagat displgy 298, dfef’ &fgptrglsp%g % (?/2’ r?éefé%ﬁ?é %%@nlégtsf’t @% ékﬁow ae%lgggoy fet
allure ENER th fseRB Whidnetyh&Pol 8K aleSrepebisamttdyedhe ispBYBSTIIT LT Bbe
SHEET (Rﬂt_@%% S 20057033871 PET/ US2001/ 032488 mgecoenmt;gurwau n for a

pr ef er r edppracieted; ait@ndta@eprémedmhﬂdlm@% inoludeapimylagfineiig S‘EF%&P

provi des ontr.ol n I I T, i e 5,
that al Ik g@\/ss {éﬁtéorh?gP e?%a %5@8%)‘{ Elgﬁytoép%s o%ﬁﬁlns g‘;vg?;el lfl pr e3$eg?fg%lgligﬁflr t he
di spl ay. jlibrrhce 400, BRA 284RRTa0RI @ifeehre, abfledtn dici Mogical efletionskipe mbody rthmrgnous
include simlar functioni ng user i nterfaces. The sel ect%on i STPE &gg

t

bazI ed patygealof yinkn20hdllnsahog tengaprar sierly Wﬁge ofiFpme fL

and associ ated soft f r

Tari oue. H@isEcingRe pe Qs YRELRHHE THE e Hebitiod Soboris ZIﬁ%e&@di??ﬂ’ﬁsﬁﬁé“or
sone ot heypes lor inks PG th Bk ihcdluddd, regtafcmse&tfthmr tdgmaﬂ)awlammhlzps iThiyist o iton.

The user terf 500 h I
{0 be | nalloina veyseneesdshiok tecarpogaare sraoniearee i G o,
al | ow ng,a Jink S]? )}%éoobg %bﬁfecx%{éq G térﬁlitlx;eh[greférllreacgmwn%’@rin(ﬁu(b@&théﬁﬁsm n@dhgal i ng

a partic I's to be appreciated, alternative preferred
enbodi nrentesickdicl ude ot her user control devices. The user interface 500

f bly displ h
el ect o 1 ayerthogtimy nierfge SEprafitpaly BBahe oty ki hRipce nfifcatoh?
dial og techpi QU dflaB/r rsscﬁ‘hfcﬁ“h@gséfmﬁteﬁaéeyﬂ)@%tﬂﬁeé dexfé%réi{o&s’sﬁmlmgdedfomlque
allowed to overrlg he sel ecte

display type, based on type of c{l
i mpor t ancer edledting Whick tppesesfdindmdiess gfouldhge | llawed é@@@@ﬁrtdy‘ % S§Ieﬁfte€ splay

k of di
o OF o ¥ ey, eeseRnc S pF B asbaSmetiands PR aeSidiRack A PEALR spdkiPbrstate, |
For __sel qgLlng ophig of Bk @Busheslisiba itismbayed, 111 ter i ng based on the

cl ass or tance o t he obj ect, severity of status, n%
busi ness pr oce3ther pretermitaystems spe praveds Usen interdecss dah declyde ohey ga&nﬁgqqs\fgr

preferred %angg' nt r{%‘ép‘ti,ﬂgh&%?ﬁ%\%}sgﬁﬁ%%ﬂenh %a§éﬁ ik ¢ QB?{rﬁﬁ@r&nW: bh

such cont¥ e use | rect exanpl e,
that the thglo%wcﬁﬁe%@ﬁwg@f stagk U dRntbalsipt hpbﬁmﬁmtmmse,nahd loﬁies préprtiesr e Ipar t

of order processin
accordance with alternative preferred embodiments of the present system, the system
cooperates with such context-based filtering, allowing the user to direct for, example, that the
display should include only those systems and links that are part of order processing and
handle TP traffic.

In summary, a preferred embodiment discloses a method and apparatus that allow for
network analysis by a representation of the structure, state, load, or performance of the links
and connections between components of a network by methods including using layered
network diagrams. This representation is customizable allowing the user to easily and
quickly select what aspect of the links comprising a network to view.

Accordingly, it is to be understood that the drawings and description in this disclosure
are proffered to facilitate comprehension of the system, and should not be construed to limit

the scope thereof. It should be understood that various changes, substitutions and alterations

can be made without departing from the spirit and scope of the system.
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handle IP traffic. In sunmary, a preferred enbodi nent discloses a nethod
and apparatus that allow for network analysis by a representation of the
struct ur ewosioat/e3zsfioad, or performance of the |inks andcuwrsreai(3esss

bet ween conmponents of a network by nethods including using | ayered network
di agrans. This representation is custom zable allowing the user to easily
and qui\gF ][%l ec V\/nat aspect of the links conprising a network to view
Accordin Yo be underst.ood that the drawi ngs and description in
this di sclosure are proffered to facilitate conprehension of the system
and shoul d not be construed to limt the scop eaﬁtihereof. It shoul d .be

underdst dod t Hameihad; feranadyzapgyiaks betiesn; COMPOBRES ghelCANPEFLDSHS CORRHSBE nade
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cor e g (e-ranaiva B P RAE e el it BT 211 1

net war k "”ksdépgeﬁu?ge@g éﬁ%ee{?i\jzgefxg n&(g?ofn%y&ft a ¥y eARd w6kl BRiramnd 5

di spl ayi ng the s to present a layered network di agram
1 2 The nmethod of claiml, V\/nereln the input is a user identification. 1

e rretho of ¢ erelnt e. | evel of t tion represents at
Ieast orfe 2. f&%@%&%&éimh VT RUGE acrdi! ﬁ?‘i’ﬂff‘\%ﬁ%? ein each displ ayed
network link represents a | ayer of an 2 industry standard stack. 1 5. The
met hod of claim4, wherein the |ayer of the industry standard stack is
sel edt ed. 2 fFhemethed of daim ¢owkdreinithelevél aflabstrasiien sepagsents abjsast 0Bgst em
I nt erconnectlon (Osl) protocol 3 stack. 1 6. The nethod of claim1,
wher EaleRo network link represents a protocol. 1 7. The method of claim
6, V\/nerel n the protocol is selected fromthe group consisting of 2

| nt er net Prot ocol gl P), Transm ssion Control Protocol (TCP), File Transfer
Pr ot dcol4. ( FTAhe3nethad p&cpi@mn xwhereiareseledisplapedyessivork ke presengs 2 ¥yer oAthod of

cl ai ing includes identifying any network link that 2
repr?serﬂlémiryrst S?zrélnsﬁac Fopagated failure regardl ess of the |evel of
abstraction

1 5. The method of claim 4, wherein the layer of the industry standard stack is selected

2 from the group consisting of the layers of an Open System Interconnection (OSI) protocol

3 stack.

1 6. The method of claim 1, wherein each network link represents a protocol.

1 7. The method of claim 6, wherein the protocol is selected from the group consisting of

2 Internet Protocol (IP), Transmission Control Protocol (TCP), File Transfer Protocol (FTP)
3 and Hypertext Transfer Protocol (HTTP).

1 8 The method of claim 1, wherein filtering includes identifying any network link that

2 represents a relevant propagated failure regardless of the level of abstraction

1 09 The method of claim 1, wherein displaying includes displaying a three dimensional

2 representation of the link.
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1 9. The nethod of claim1, wherein displaying includes displaying a three
di nensional 2 representation of the link. 8 SUBSTI TUTE SHEET (RULE 26) WD
2002/ 0338WD #8¥9338A001/ 032488 1 10. A nethod for net worHCTars2hyI8i32488Y
presenting a | ayered network diagramon a 2 visualization workstation,
corrpri si ng: 3 storing in an object repository, at |east one object

repr i ng bet 4 conmponent.s of ing a
requ {) Ae@%th?gtf ﬁg?%p&l}’flggg%eéyn tm@‘parlel en&hg&{)olfkfl ﬁagf a%?gﬁléast one
obj egt k/i%uélth%u@@in%ﬁ&sta{ﬁ%ﬁoédrﬁ}ﬁ{syn receiving input associated with a | eveI
of abstraction; 8 determ ni ng the | evel of abstracti.on gqnls( d on the input;

9 f|$ter| ng stosingin ﬁlea@ﬁctdﬁwsﬁbleeéttle%ﬁ%O@ﬁCttfPEeWé‘VBga §Yer68ct| on; and
spl %ﬁh ne t one filtered objects to present a |ayered
net otf M he met hod of claim 10, wherein the | evel of

absts act i On kdomivinsy 4 Requedt @ prRbai iemetworkitopdlogyerptesarted py ttectt ddast dnel2. The
met hod of claim 10, wherein the displayed objects represent a |ayer of an
2 m@ust)beCtsltléhﬁj@?J@Pt%%EOWl 13 The nethod of claim 12, wherein the |ayer

of the indus erc\é @tﬁﬂg@ tﬁaﬁ@\te‘?ﬁf%ﬁa&z dd-om the group consisting of

the | ayers o erconnection (QOSl) protocol 3 stack. 1 14.
The get hod Oﬂetehﬂinmgiﬁele\ﬁabdsimbstrmhbdseslpinathempmm ect represents a

protocol. 1 15. The nethod of cl aj m& vgg the rot ol is selected
fron®the grodictpsthestisagt oe obect hased gath F‘é‘t BIPSt’(aF ansni ssi on

Contpol Prot SRt lpgate Xt
Tr a?tsf er Pr Oﬁ%@ v{%&ﬁ%gﬁ%ﬁ%%&%ﬁ&%ﬁ%ﬁ;‘a? {Sg{)jﬁfee?érgl(aglaaﬁ%i%n mgr ei %rfl | tering
i ncludes identifying any object that 2 represents a relevant propagated

10, beddi n aepryny st fustetn BRI TG 4 sin iR TR Aty o &' 21

repr?seng: git %I’ fihe at |east one object. 9 SUBSTITUTE SHEET (RULE 26) WO
2002 03§8a U82001/ 032488
1 12.  The method of claim 10, wherein the displayed objects represent a layer of an
2  industry standard stack.

1 13.  The method of claim 12, wherein the layer of the industry standard stack is selected
2 from the group consisting of the layers of an Open System Interconnection (OSI) protocol

3  stack
1 14.  The method of claim 10, wherein each displayed object represents a protocol.

1 15. The method of claim 14, wherein the protocol is selected from the group consisting of
2 Internet Protocol (IP), Transmission Control Protocol (TCP), File Transfer Protocol (FIP)
3 and Hypertext Transfer Protocol (HTTP). '

1 16. Themethod of claim 10, wherein filtering includes identifying any object that

2 represents a relevant propagated failure regardless of the level of abstraction.

1 17. The method of claim 10, wherein displaying includes displaying a three dimensional

2 representation of the at least one object.
9

SUBSTITUTE SHEET (RULE 26)



1 18. An apparatus for analyzing |inks between conponents of a conputer
system 2 conprising: 3 a processor; 4 a nenory connected to said processor
storing amaormgr/@sstio control the operation of 5 said prraa@sR001/038488he
processor operative with the programin the menory to: 7 receive input
associated with a | evel of abstraction; 8 determne the |evel of

abstyactgon ' .t [ ks ﬂap(g})%a R Sispl ay based on
t he {evté " of @%gp%%{&sﬁﬁaﬂa%%{gfs&éfbgﬁe%C?ﬁgx\%ﬁ t(l)ere ngetV\r/oS i ITnks to

pr esknt cempragieg:ed network diagram 1 e 19. An apparatus for network

anal ysi s by Er esenting a layered network diagramon a 2 visualization

wor k3t at i on, *8BWHIPSi ng: 3 a processor; 4 a nenory connected to said
procgssor st Qidithd BERAAT Ld RIS stbilfz #BRIgRM 88 oBitrol Tsdfisthpnegessor ;
6 the processor 0|c§§grcat|vee W th ?he pro%rarr%ig the ms?mryotoe:S@fJ? store in an
obj ext samppmicesoy, at | east one object representing a |link between 8
conponents of a network; receive a request to present the network

topo? ogy repHEJERTESEPT 0P Ctafige gftﬁﬁléeagrpgra?gmotﬁ%mgﬁ}og%fo

‘in the object
repogitory; 11 regRiNg ihfiRubsotBRAGHH £RvM dhibdrdcsg] of abstraction; 12
determ ne the | evel of abstraction based on the input; 13 filter the at

| eas® one obj ect Betsmuine thetleelloégldtrapioralrsed aw theonputand 14 di splay the at

lsags | '(I)'ﬁEf gh&;%eg&%?%%\%é% thiks 5re(ﬁ§'\p%y g‘aslec"i1 48 E}?eqepﬁto\f\%&irag{igl%raﬁw 10

10 display the filtered network links to present a layered network diagram.
1+ 19.  An apparatus for network analysis by presenting a layered network diagram on a
2 visualization workstation, comprising:
3 a pProcessor;
4 a memory connected to said processor storing a program to control the operation of
5  said processor;
6 the processor operative with the program in the memory to:
7 store in an object repository, at least one object representing a link between
8  components of a network;
9 receive a request to present the network topology represented by the at least
10  one object in the object repository;
11 receive input associated with a level of abstraction;
12 determine the level of abstraction based on the input;
13 filter the at least one object based on the level of abstraction; and
14 display the at least one filtered objects to present a layered network diagram.

10

SUBSTITUTE SHEET (RULE 26)



