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datacenter or other local file-sharing environment.

[0005] Protocols defining the communication between a local offloading node and a

remote machine must be designed in order for the capabilities associated with RDMA

technology to be fully utilized and their benefits effectively achieved. Therefore, there is a

need for the lightweight input/output (LWIO) protocol of the present invention.



SUMVARY OF THE | NVENTI ON [ 0006] In accordance with one

aspect of the present invention, a systemfor
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conpletion of the 1/0O by way of an interrupt request
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[0022] FIG. 7A is a diagram generally illustrating a representation of an exemplary
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[0022] FIG 7A is a diagramgenerally illustrating a

representation of an exenplary client register file
LvAESsage in accordance with an enbodi ment of the

i nvention; LVM229789 4 [0023] FIG 7B is a diagram

generally illustrating a representation of an
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[0036]  FIG. 14B is a diagram generally illustrating a representation of an exemplary
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enbodi nent of the invention; [0036] FIG 14Bis a
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[0047] FIG. 17A is a diagram generally illustrating a representation of an exemplary

client vectored write request message in the non-polling mode, non-collapsed case, in

accordance with an embodiment of the invention;

[0048] FIG. 17B is a diagram generally illustrating a representation of an exemplary
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the LWIO protocol described herein, the LWIO client 103 communicates with the LWIO
server 123. The LWIO client 103 and the LWIO server 123 make use of posted buffers
107, 127, enabling file-associated data to be transferred directly by way of the RDMA
channel connection 117. By way of LWIO protocol messages, read and write tasks are
offloaded to Host B 121. The server 123 passes on I/O requests to the file system 129,
which serves as the interface to the hard disk 131.
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i[gggg?cmmmtshot he LV\thlsth@at;@P@iﬁ Ciel{ﬂéﬁ;'érlog-
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di scovepgﬁslﬁ{g\;e foll o%&lgﬁggnggﬂ?ﬁ pfﬁ%}%@erl n data
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herein, r@atg sizes are;qasqyf oklows:; REHe unsigned
8-bit int eggr CHAR 8-hi't ASCI | charact'er Ul NT16

unsi gned“18%bi t i nt eg&rINBANTIZP s YIREIET32- bi t
I nt eger INUBMT64 unsi gredned- bitbitntiageiged NT16 si gned
16-bit iy er | NT32,.si_gned -bit i.nt r_ I NT64
si gned 6§h§|gt i nt eger ﬁ\/\%&&%’i%ﬁ%‘% %%r;%% € char act er
PVO D32F¥9IBRE poi nt eB2PYOEDBEiBEEDI t poi nt er

PVOID64 64-bit pointer

[0059] FIG. 2 illustrates steps taken in the discovery phase of the LWIO protocol in an
embodiment of the invention. With respect to the host on which the LWIO server is
executing, at step 201 the LWIO server registers with the SMB/CIFS server running on that
host machine. In accordance with this registration, at step 203 the SMB/CIFS server
notifies a SMB/CIFS client running on a remote host that the LWIO server is available. At
step 205 the LWIO client requests a server request resume key. The resume key is an
authentication mechanism that has been disclosed in another application having the same
assignee as the present application, “Method and System for Accessing a File (Resume
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registers with the SMB/ Cl FS server running on that
host machine. In accordance8with this registration, at
step 203 the SI\/B/CI FS server noti.fies a SMB/ClFS

Kefie @RI AEPRolion 8piNos 1oy Bidopideiner PE Ik e i

hereteripearparaigdibereinrin s eirkp py refbrenceesune key is an
[00864t he Rk LisRdoOiRe WW&%F&JSE@%J@%& ?e%ﬂes‘fl }égtlélg ﬁéﬂbdcﬁ to the

her |icatjon, hav e sane ‘assi
cliehl o b eraHoRI <SPt O inventon ek sRisareayes EmpRS Koyt diecoliging
strietuké:| e (Resunme LVMR229789 8 Key)," U.S. Patent
Application Serial No. , filed on Qctober 24, 2003,

i er ed herein in its entirety
ty%%hgp Iéeér%élr?ge—%?}gegg% 1? SE?}e 207 the LWO server
a 6I4he server req SUPESYfre key back to the

cli In an enbodi rhmegft {I‘Be i nvention the server
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g ML RE SRR Y5 U NT64 ResumeKey:
4 Tinesta Ul NT64 Pi SRV RESUME KEY, *PSRV
tY?&%l!Tf/étKEVt EgdBFQQWTﬁEW_I}ﬁE@EST RESUVE KEY {
SRPRESEVEMREFEKey: UERYI6 Contextlength; BYTE
Corlt®d%®1]; 1} SRV_REQIRSTXRESUNED KEY,
+ PSRRFEREQUEST RESUVE KPYLeREEL1 3 provi des an

b OSRY iTy BESHME cKBHt ath W _REQURETs REGRME riilrest
resunme key 219. ResuneKey 221, Tinestanp 223, and Pid

FICE & Bedbides 05 NRSEHAE 5oy livei‘%ﬁ 12 RS0 Bt it
ResumgKey 221, Janestamnp 273, andyRii @25 wpgenergedomtha strvdrhaed are opaque to
the Sk&dny. eCont@Q |2!293 YtdnQ@REY Bord@rling § Lﬂ@nﬁﬁmﬁf is ﬁgedkhﬁrttﬁegLW‘TO client

to ottt sefn ¢ bHtD o 2 SR Pimbera et ' G 28,

Netprogk Distoveryet ri eves t he ser ver UNC nane fromthe

[005:1] nt eWheﬁ Ul%lcﬂe@t%gphcgﬂﬂe@él{;& tﬂ@seﬁeﬁesqaest ?etsurﬁérﬁgr AQ%

t
retre o N R Lo CONAR Fol0 g8, RempoRsg e, ot step 209
the cléant oens b ipe tathe LAVED $ealek. eThenplpdne us&d fopfiktomatit dscdBe Of

RDFES gefp'apl@ dedibdsthg" are available in the network, in a manner described further
below. This is an important and useful feature of the present invention; address resolution

mechanisms like ARP are generally absent from VIA networks and similar networks.
[0062] The client next queries the server for a list of its RDMA-capable devices
(“providers”) that are available for use with the LWIO protocol. The querying is
accomplished by way of a negotiate request, which the client constructs and sends to the
server over the newly-opened pipe at step 211. In an embodiment of the invention, the
negotiate request has the following structure:

typedef struct {
LWIO_CONTROL_HEADER;

WCHAR ClientName [LWIO MAX HOST NAME];
UuIb Key:

UINT16 Responselength;

UINT16 ProviderCount;

LwioAddressBlk_t ProviderList[1l]:;



bel ow. This is an inportant and useful feature of the
present invention; address resolution nechanisns |ike

LVMpRP788r e general ly absent from VI A networks and simlar
networks. [0062] The client next queries the server
for alist of its RDVA-capabl e devices ("providers")
that are available for use With the LWO prot ocol. The
querying is acconplished by way of a negotiate

} Lefoesdot WtieRequBetckient constructs and sends to the
server over the newy-opened pipe at step 211. In an

typeheti senictof{ the invention, the negotiate request
hascAwe foIIOMAngp§@f¢53}M514typedef struct { LWO

CONJR3 HEADER, WEHAR Ol i ent I\Iams[ LW O_NMAX_HOST_NAME] ;
UUI & N<eiye UINT16(39§RggseLength Ul NT16

Pr oyt gerdount ;L ﬁ&{ﬁ&essBlk t ProviderList[1];

L ] hbgotlateRequest t; typedef struct {
} CH%%%%%ggggbﬁEdPEf U NT32 Revl d; Ul NT16 Opcode;

ty g6 wrpl O CONTROL HEADER; typedef struct
35 . U NT16 Data2; Ul NT16 Dat a3;
B

4] 8] ; QUI D, typedef struct { WCHAR
Q MAX P R—NANE] U NT16 | nstanceCount;
ADDRESS "’h eTabI e[1];: } Lwi oAddressBlk t:
truct ’ADDRESS { Ul NT16
} é%ﬁ?ﬁ at dslen;
typedef struct {
WCHAR Name [LWIO_MAX PROVIDER NAME];
UINT16 InstanceCount;

LWIO_NET_ADDRESS InstanceTable[1l];
} LwioAddressBlk t;

typedef struct _LWIO NET ADDRESS {

UINT16 HostAddressLen;
UINT16 Discriminatorlen;
BYTE HostAddressFollowedByDiscriminator[1l];

} LWIO NET ADDRESS;

[0063] FIG. 4A provides an illustrative representation of the negotiate request packet
231 in an embodiment of the invention. The negotiate request includes a control header
233, a fixed-length Unicode client name field 235, a client UUID 237 used as a key, a local
buffer size 239 for receiving a response, and the list of providers 241. In the control header
233, the Protocolld 'LWIO' 243 is stored as the first four bytes of the header.

[0064]  Revld 245 holds a currently defined value 0x1001, LWIO_REV_ID. Opcode
247 holds a currently defined value Oxfe, LWIO_CONTROL_OPCODE_NEGOTIATE.
Length 249 is the size in bytes of the complete packet to be sent to the server, including all
opcode-specific data.

[0065] ClientName 235 is used by the server to identify the client. Key 237 is used in a
subsequent network-specific authentication procedure, as described below.
ResponseLength 239 is the size of the buffer for receiving a negotiate response from the
server, as described below. ProviderCount 251 is the number of providers associated with
the client machine and about which the client is informing the server. The provider list 241
contains the list of ProviderCount providers.
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communication device information, and the minimal list of common providers has been
determined. At step 217 the client creates one or more RDMA connections to the LWIO

server over one or more of the shared devices. In an embodiment of the invention, as
described herein, the following opcodes are defined for client-to-server communication:
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#aepmmaini eatrioo ADRLYVEZ IMBRRbpidef | nelglig@ OPCODE_READOXO

#def i ne TEOXx1 #defi neLW QOPCCDE

A A Ok BR - R TH SBHEDE. VEC WARHBOXS
#defliefe nellVIO_BPROPEAGLCBERESEdEf i nelOA20

CPCCDECANCELOXS #def i neLW O OPCODE_AUTHOXx6 #defi neLW O

REGIdsTEROx7 #def i neLW O QPCODE CREDI TOx8

Th%’érPFRﬁ’B §resRRREIP R Ohel WiKR Prafeqobifetves degmmen
heafi¢rasgactaree The esinmsn exdef has tise foltowing Gdtinat -2 @MbBdiment of the
inv&‘gl uni cation: #defineLWO _HDR_FLAG_| NTERRUPTOX80

#def 1 neLW O HDR FLAG CONTROLOx40 #defi neLW O HDR FLAG

C(lLAPSE | x20 The corresponding client-to-server
typrdsfagdsyct tthe LW O protocol feature a common

UINT32 Length;

union {

UINT32 Status;

struct {
BYTE Opcode;
BYTE Flags;
BYTE Credits;
BYTE Marker;

}:

}:

struct {

UINT16 Fid;

UINT16 Sequence;

UINT32 Tid;

}:

UINT64 Offset;

// data buffer block
struct {



header structure. The common header has the foll ow ng

format in an enbodi nent of the invention: typedef
Lyigeeest { U NT32 Length; union { U NT32 Status;

struct { BYTE Opcode; BYTE Flags; BYTE Credits;

BYTE Marker; struct { UNT16 Fid; U NT16 Sequence;

U NT32 Tid; }; U NT64 offs¥t: // data buffer block

struct { LVM229789 12 PVO D64 DataVa; union { U NT32

DateMtD64st ruct { U NT16 NunPagestavadd NT16 PageSi ze;

} Megior;{ // i0 status block wunion { struct { Ul NT32

l osMh; RWOBR64 | osVa; struct {pihNis2

| mredi atseGaeki ¢;
UINT16 NumPages;
UINT16 PageSize;
} Vec;

}:
}:

// io status block

union {

struct {
UINT32 IosMh;
PVOID64 IosVa;

}:

struct {
UINT32 ImmediateCookie;
UINT64 Cookie;

}s
}s
} LWIO_ COMMON_ HEADER;

Connection Authentication
[0070]  FIG. 5 illustrates steps taken by the client and the server in an embodiment of the
invention, during the remainder of the initial phase of the LWIO protocol. At step 601 the
client establishes a connection to the server over a shared communication device, as
explained above. The client and the server now mutually authenticate the new connection.
At step 603 the client sends an authentication request message (LWIO_OPCODE_AUTH)
to the server. Authentication is done in order to prevent server-side and client-side
spoofing. If the authentication is not timely completed, the connection is terminated.
[0071]  FIG. 6A provides an illustrative representation of the client authenticate request
message in an embodiment of the invention. The authenticate message 617 comprises the
common header 619 followed by an LWIO_AUTH_PARAMS structure 621. In the header
619, Length 623 is set to the number of bytes sent to the server (the size of the common
header 619 plus the size of the LWIO_AUTH_PARAMS 621). Opcode 625 is set to
LWIO_OPCODE_AUTH (0x6). Flags 627 is set to LWIO_HDR_FLAG INTERRUPT.
Cookie 629, in this and the other client protocol messages, is set to a value chosen by the
client and is sent back in the server reply. The Cookie value is typically used to match a
request with a server reply. DataVa 631 is set to the address to which the server should
RDMA the server authentication parameters. DataMh 633 holds the RDMA memory
handle associated with DataVa 631.
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LVNERTZ289 13 [0072] | mnanaewbodi ment of the invention,
t hédINAL® AUTH PARAMS $tgestuee has the foll ow ng
f ortiNT16#def i neLW O AUFEHeCRFLEN-O; END #define 1
LWWINAGPH OPTI ON_KEY #aeRidnet & wiildd ;OPTI ON SESSI ON
| DBk neLW O AUTH Mk SH NSRS
#defINTSR2W OQAUTHOPTI ONKEXREENSTFHESrSize ;
#definmaleW CAUTHOPT! ONEeSSEEN: £&: LENGTH8
#definTale W CAUTHOPT| ONGL-eNATYRE LENGTHL6
UINT16 RdmaReadSupported;
LWIO AUTH OPTIONS Options[1];
} LWIO_AUTH_PARAMS, *LPLWIO AUTH PARAMS;

[0073] In the authenticate message 617, an LWIO_AUTH_PARAMS 621 forms the
second part of the packet. Magic 635 is set to 'LWIO'. Revld 637 is set to LWIO REV _ID.
Endian 639 is set to sizecof(ULONG_PTR). PageSize 641 is set to the CPU page size (4k on
32-bit machines and 8k on 64-bit machines). BaseSequence 643 is set to 0.
MaxRdmaWindowSize 645 is intended to be set to the maximum number of bytes that the
client can accept in an RDMA transfer; in the depicted embodiment it is set to 64k.
MaxSendBufferSize 647 is intended to be set to the number of bytes that the client can send
to the server in a single request; in the depicted embodiment it is set to 1k.
MaxRecvBufferSize 649 is intended to be set to the number of bytes that the client has
posted to receive data from the server; in the depicted embodiment it is set to 16 bytes.
HeaderSize 651 is set to the number of bytes in the LWIO control header 619. Credits 652



typedef struct { UCHAR Opti onCode; UCHAR Opti onLen;

BYTE OptionData[1]; | LWO _AUTH OPTIONS, *LPLW O AUTH
LVMORPISONS; typedef struct { CHAR Magic[4]; // '"LWO

U NT16 Revld; U NT16 Endian; U NT16 PageSi ze;

U NT16 BaseSequence; U NT32 MaxRdmaW ndowSi ze;

Ul NT32 MaxSendBufferSize; I NT32 MaxRecvBufferSi ze;

U NT16 Header Size; U NT16 Credits; Ul NT16
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andlgse }éN {ghe ﬁ’fg c}o(efﬂwwkﬁ@ée\% ze 641 is set to the
[00ZHU pBytokthe BWIDK AGITH_BARANMS staihire éssa @nof dik oomofiophiohs.
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signafpe.depi ct ed enbodiment it is set to 16 bytes.
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RDMAsdn thewlishtess an authentieate Tésponse en BWIOr AUITES PARAMS structure,
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[()()“/-i‘l?MA FRPASB provides an illustrative representation of the LWIO_AUTH PARAMS
structure 659 returned by the server in an embodiment of the invention. Magic 661 is set to
'LWIO'. Revld 663 is set to LWIO_REV_ID. Endian 665 is set to sizeof(ULONG_PTR).
PageSize 667 is set to the CPU page size. BaseSequence 669 is intended to be set to (client
BaseSequence + 1). MaxRdmaWindowSize 671 is intended to be set to the maximum

number of bytes that the client can accept in an RDMA transfer; in the depicted
embodiment it is set to 512k. MaxSendBufferSize 673 is intended to be set to the number
of bytes that the server sends to the client in a single response; in the depicted embodiment
itis set to 16 bytes. MaxRecvBufferSize 675 is intended to be set to the number of bytes
that the server has pre-posted to receive data from the client; in the depicted embodiment it
is set to 8k. HeaderSize 677 is set to the number of bytes in the common header. Credits
679 is set to the initial number of credits that the server has available for the client.
RdmaReadSupported 681 is set to 0 if the server does not support RDMA read and is set to
1 if the server does support RDMA read. The server sends the following options: Key
(LWIO_AUTH_OPTION_KEY) 683, Sessionld (LWIO_AUTH_OPTION_SESSION _ID)
685, and a Signature (LWIO_AUTH_OPTION_SIGNATURE) 687. Key 683 is set to the
Key that the client had sent previously in the Negotiate Request. The Sessionld 685 value is



[0074] Part of the LWO AUTH PARAMS structure is a set
of one or nore options. The options are used to neke
Lyaapreent i cation nore flexi ble. Each option has an
option code, |ength and data, except for the |ast
option in the list, LWO AUTH OPTION _END, which has
the option code only, serV|1r§g as a null option
termnating the list of options. In the authenticate

r.the fo n
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m{_ﬁ%?%%%—fo Mg/g‘t}urﬁ 657 is an MD5 si gni ng of the

E’ excluding the signature. [0075]

Returning to FIG 5, at step 605, if the Key sent in

typeérte Atthaieti c AEONEC SSTATUITMICONES {t he key that was
retiNT®@ i n the negoti ate Tespomseiaver the pipe, the
SerlINT32RDMAs to the clienBtasuan aut henticate

} TWEpOrts  TATUSVWB COAKIT H IRARANS 15t suatrusepLocrc! udi ng an
ei ght-byte Sessionld, to the DataVa address and

t yps&at i satred tDataib Mmmsmwtalm@ls@o&s@vtded by the
cl itmreasan t he authenticat echepsage. At step 607 the
sernrero gendsaans aVBEx MBG SIATUS_RESPONSE to conpl ete

) i asicheirest RESPOE 99,7 6L BThEo RBGPENHEESRIMPONSE ;
illustrative representatlon of The TW O_AUTH PARAMVS

structure 659 returned by the server in an enbodlnent
FI1Go Ciphavides ar fiuswative nmgesent8Gan ofshskWIO aMSGLST ATUS RRESPONSE

' 689§@tarﬂe§b e sERze#th thpautmhﬁfbnﬁﬁén élﬁb&ﬁ[heﬂt%&l}e age
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OXCQQ QO@@&]gmg’ drefshdeniad”) s set to 512k.
MaxSendBuffer Size 673 is intended to be set to the
nunber of bytes that 1glileeRserV{sr sends to the client

in a single response; in ‘i%é“faé%‘t cted enbodi nent it
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serVg BBt £ 2ot ot it s Bk vl Bt s spitered
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r n
Len %e’?’éﬁ%g"% the Ry s e PG G0R o enldr S B
the iz pichol WP Cﬁﬂﬁ%ﬂ@ﬂ 1 Oppoded98 is sghtp a Si gnature
LW(Q.\GIZ GO HRIGHHTON Bk GNATIIRT) | B8dt10Key 683 is set to

ep t ha ent in.the
LR AR AR, St it SV RS ateh Gl
mespagkR £y7diB 715 issstl thﬂ/mm’t@r of peading il© regugiststoprthawdicot. iThat
Creiﬁﬂts' fR5d Wil af Qﬁm?ﬁ‘)r tH@§erve§‘§o eﬁ?&@ﬁt@ ht&?@cr@cﬁtsqwme%'oﬂ&%ﬁw Bhus

allog}&gl a&aﬁ“ﬁ@altoﬁﬁtagﬁhgﬁ Z(B%Ie%uests as explalned thlenher below The number of

outstanding client requests at any one time cannot exceed the “Credits” value. As before,

Cookie 715 is set to a client-specified value.



[0077] In an enbodi nent of the invention, the
LW O MSG_STATUS RESPONSE structure has the foll ow ng
Lviroropat . typedef struct _LWO_ | O STATUS BLOCK | Ul NT32
Information; U NT32 Status; } LWO_|I O STATUS BLOCK,
*LPLW O | O_STATUS _BLOCK; typedef struct
LW O _MSG_STATUS RESPONSE {16 Ul NT64 Cookie; LWOQ 0
STATUS BLOCK los; } LW O MSG STATUS RESPONSE, *LPLW O

o, TS SR SR A

followingrfomeitby the server to conpl ete the authenti catl on
in an enbodi nent of the invention. Cookie 691 is set
iq val ue set by the client in the header of

ty%heSR@ e nes %RF%Q ornmation 693 is set to
yt es o ) 1 UTH PARAME pl us ei ght

@%\é%?at us 695 i's et l%Er;lfyl ng suclcess)
Ted"). File
} %g IS ra’clon ?E‘lﬁ’z@ FIG 5, at step 609,

V\,hen the new connectl on has been nmutually
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[008HbodRewmntingdth FIGES, ianstepb i 10ke selVee rdspends twithtanOn NMess ag e

LW?@ S%ﬁ%?éi%%ﬁéﬁ@for W&@g@g file f 19 1%@{1 83}5)?\/\?2G2%q p&ogldes an
il u%tr@vament@fonwfl@stmuMse_sw@%ﬂ?@ms&m seot yfthe
serve én zhﬁs’ﬁﬁhbﬂm?é%oﬂhé’ ﬁaveﬁthﬁ $hgAndton Wﬁ?lsLsWtQ_ﬂFel P@d ?to be

o ?n sHRGEID Eaelsy, by e oG UorEres TUS

codgop MQT!@S)&{?EV@ mesmb@mmvahleltm the qlne1$t$aga$he header of the

regicte®flietrfesdakd. | S set to the number of pending 1/0
requests on the client. The Credits field serves as a
hint to the server to allocate nore credits to the
connection, thus all oWBroaekdingi onal outstanding I/0O

[0088duUegs} ﬁus n;ﬁ)?nt eifet: @bxﬂl%gtlJnE’ Eltehegfabll?s?lle@ ¥Y1d i ??he{w @p&rreg fstered

cl1ent ests at

qut st andi
anddh B rachs hahasmaf e LT Brotoss! brgisy Pre keyaites 15 | s
emtsdimdnts ¢f tid L WO pspewl fsiaadsytaheteic VOVERD 73 9ealib arﬂcﬁ@ﬁ@l;. Read

ope}Sa?iPﬁéq%r eﬁ%h&ﬁﬁus?r{g ﬁ]ﬁl@IA QVY]ﬁn'\:NII‘I 0¥ard 1rr]neplelfnvc\3’n%d using Fs>é1 VB
operations. ertes are not implemented using RDMA in order to provide a better security
model. If the server exposes its address space over the NIC for RDMA it introduces a data
corruption vulnerability that can be exploited by a malicious client. In this scenario, the
malicious client issues, in a loop, RDMA write operations on a given server virtual address.
Because the server address space is finite and at some point server virtual addresses must be
reused, the malicious client eventually catches the server using the same virtual address for
a different connection, causing the data to be written into a server buffer that might be
associated with a different client. The asymmetric I/O model in the LWIO protocol guards
against this possibility. This feature is a principal difference between the LWIO protocol
and other RDMA-based file transfer protocols, such as DAFS.

[0083]  Returning to FIG. 5, at step 613, the client begins posting I/O processing
requests. Server-to-client completions of I/O requests are either in non-polling mode or



follow ng format: typedef struct | SRVRESUVE KEY
ResunmeKey; | NT64 Sessionld; U NT32

LVMFe2agAndAt tri butes; | LW O_FI D_PARANS,
*LPLW O _FI D_PARAMS; In the LWO FI D PARAMS 705 of the
register file nessage 701, ResunmeKey 717 is set to
the server request resune k]e7y that was returned over
the initial file access channel. Sessionld 719 is set
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[OOQHII M Z?IYC s%rver responds to the interrupt request message after another I/0 request
has been processed. FIG. 9B provides an illustrative representation of the
LWIO_MSG_STATUS_RESPONSE message 825 sent by server in an embodiment of the
invention. Information 827 is set to 0. Status 829 is set to 0x0 (success) or another
NTSTATUS code on failure. Cookie 831 is set to the Cookie value in the header of the
interrupt request sent by the client.




17 polling node. In non-polling node, 1/0O conpletions
are interrupt-based, using ordinary send/receive
Lvmemgages. I n polling node, |1/0O conpletions use RDVA
and are not interrupt- based. [0084] The fl ow di agram
of FIG 8 generally illustrates, fromthe genera
perspective of the LWO seldver, steps taken in an
embodi ment of the invention with respect to conpleting

an 1/0O request in polling e or non-polling node. A
client 1/0O request speci flcneg‘dtﬁhet her the server
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LVIVR29789 18 Credits [0088] As has been noted, al
client-to-server 1/0 requests include a credits field
Lvirpeordee header. The credits field is a hint to the
server regarding the nunber of outstanding 1/0
requests that the client would |like to send to the
server. It is the responsibi9ity of the server to
manage credits. Credits provide a novel solution to

t.h b buf f . If. the client .
a villE pRRET SRR g i 3l Bhe Spiver normall daeb ot ndpRptherpasiive
updatecra¢seagenfif & st ane aeghtive fipdatet ik gent.SEypieallyt the 8Bdid rdtii@s zero.
[0098]1 €Nt ‘%o&fl G6kive, mstfﬁgﬁ re&%d?%’é%a%/e E dgl?i é?e(ﬁﬂ%e%sa%e the

out st andi ng credit request connec
cheg{ 15 5?@)1“8@1@ SendlY creditapsssagse todhg wsvesrqae gq)rvqg(]lgcrg@hthat ihis giving
up |’Iihb apper B2 bitoeBOf§ed D&Y in MiccR6 hie abd‘o&ldlﬁglﬂjtsétQG N QUN’-rl S€s, -1.

ke b
SR b AR R M
to - édhwqrgqr agpumes thet thel pg eng h@srfgashpd processing dhre servspctiedibmessoge
andiDelidible @NetdiVe net crodiBResk@ghl. t he server sends a delta

005 R 1o DR bt B GSTRSLRty snding
an L WhO &6t STATHSRESPRNSE messageltl thaclent didicatedes siepd00Mn FIG.

11 @%‘rpﬁ{@%@ﬁi 1ﬂﬁ§i¥a\t/1\?éore fb@eﬂtaﬂl\()ﬁ Q&' ih@ 'lW mqﬁ%@%

103 8F‘Pé’é’p§‘b“h§§“€% AP Gmep e . ermation 4G4 s s 18
the nppen 82 b oft® skt insthé heanidert dfehecl WDt OBCODEJCREDET thessage sent by

the gﬁ%?(x}ay ?re %ﬁf‘{‘ﬂ% %1 éﬁglalttg Gero ”é{QFH?Eo f1s &{t Fod(l))g()s sxgm?ymg sugeess. If

erver has ne cate
the uppeg 42 bits pfQffyeh wergsef tp.a\négaﬁwpra@ml,ver tBe agrver s¢t9 Btussl 03@ to

LWIO_CR¥EDIINND FF YGIRGEder to(dDéw)the @Qﬁktbeetilr%% oredit. mk{eﬁoﬂs is
rni lient.receives e
set {oqgg (13%)0153 alue sgpgyf %w c[:%ng n%%‘? \9%1'Pm01:}. dercn")f $it is
LWJ@qQP@@@ELG PEbowsbagé-t h an LW O OPCODE_CREDI T nmessage
to the server on the sane connection. This nessage
signifies either the releaglng of a single credit or

notifying the server of the®funber of the
[0098d W yThd ¢lossamasshge isawbied ® stopalfO ploeessingdon a fraticults &l thhf was

echd'h%ed MR TRd fe@ﬁtr&ﬁo%l sgagb nOM:’&ethé &) é?rresﬁ&it%o%y%%@@ﬁsts will

e
fail Gl FRan ey Rt LG vstwgggﬁgwer{tﬁw& of ge close
messageisentrbydhd clichtin anterrlbsdmfeﬁlcbfltlﬁdadvdnﬂoﬂl Tke ¢165e,message 1041

corﬂﬁﬂlgéscdaéoﬁgn&ﬁheﬁaegﬁoly O(?Pcoh% 1643%5 Leqftoo{%l BPCE)b%l EngE (0x4).

Flagt ieHort WHREBITR A AG N TERRUPILDEH) o Creite p04RGBTt o the
nunﬁHéQGQﬂenEﬁh@I/Ohbq@st@ fof\thek@en@ T dokle U3 RlskMS a client-specified value.

h CREDI T t
Fia 368% £380 PP 18Ot el o i nvention. . The
[001%\! O BrcepRr @SEderwmﬂa@s 44Ol HIST ( csa"mﬁru S BESRONGENTHG. 12B
proh&@s%ﬁllés@gﬁve fepeQaBition Q?t%{: gﬁﬁﬁv&ﬁnﬂ%ﬁ \IéngGOIDCODI\I'I'EERRSEEDI T
LWE@Q@ G Eﬁﬁﬁﬁ%ﬁsﬁ 265556?“1{‘1? T dherrGRise f agrembhediaertof the
1nvdn/t1_6h r nfioremtien H059tineet & 0.eSthius Corlkis eet 10 Indisating kudcessa Cookie
1059hd £PMothPEEKid Gffue/BhtUfas sbifin ttﬂ%ecligllxt'c?d% request.

Cancel
[0097] The cancel message is used to stop I/O processing for a particular Fid that was
exchanged during the registration stage. When the cancel is issued, the server completes the
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Cancel [0097] The cancel nessage is used to stop I/O

processing for a particular Fid that was exchanged
Lvmieaordsg the regi stration stage. Wien the cancel is

i ssued, the server conpletes the LVM229789 20 request.
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[0111] In the non-polling case, ImmediateCookie 1627 and Cookie 1629 are set to
client-specified values. The server can complete the vectored read request in this case with
an LWIO_MSG_STATUS_RESPONSE by way of a normal send, or with an RDMA with
immediate data if the read is successful. The immediate data of the RDMA write is
accordingly set to the ImmediateCookie 1627 value of the read request. In the polling case,
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Vectored Write
[0115] The vectored write message is used to perform a gather write into a particular
Fid that was exchanged during the file registration. All write data is sent using ordinary
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oth%GZIi{hg cLJ%%tf gt%gl?e{p% ch%g @Pageig'%g i§ se toaﬁhF nwg a7 8ﬁggges of data
spapned by ithe 14p. Thelastipage mme b¢ partialfdye tashe EbngtlepagaheterreBagtRize

1728 l’iﬁiek 1554 th@l&:all’ﬁd%é ?ﬁs@lni%yﬁtbl |hIrJ tRé ﬁolﬁﬁ $he 15aekend i et the
n

e S seh iAol b W 6T S ORETok I e
RDMesedo hasMii 1129 anthe wyseriMBGEmaRUBNBIESPONSE, or t he
[01Fﬂr Vemn tﬁ@ﬁ‘orﬁﬁ‘(ﬂﬂng éa@y‘?&‘ l%ﬁ?ndiilattoﬂaﬁyeﬁ bnd &1.52¥0J, %%ﬁrver
ros OFHE& n Whlcs case, ngfv{lmdé(g data I s set t he

H i W anasess githe OMS@ 16B
[0120]ovi Blés 12D prdvides an dtustrﬂxveﬂ@ﬂﬁ%ﬁtaﬁdlﬁtﬂthm of t he

LWW]@SW ﬁgl‘@#ﬁﬁﬁ)@@%ﬂr@éﬁwd Rn/_gﬁe&%glep %ﬁ athr%%}bﬁﬁ {nYeRt of the

i N~ the non- case I n an e
mvmv@nkiﬁaﬁwn%iB’»ﬂmqt énthg gumbgr of btes wrtiern Status 1739 is set to 0,

indicating success, or to another NTSTATUS, indicating failure. Cookie 1735 is set to the

Cookie value set by the client in the header of the write message.

[0121] In the polling case, for both non-collapsed and collapsed I/O, the server RDMAs
an LWIO_IO_STATUS_BLOCK. FIG. 17E provides an illustrative representation of the
LWIO_IO_STATUS_BLOCK 1741 returned by the server in an embodiment of the
invention. Information 1743 is set to the number of bytes written. Status 1745 is set to 0,
indicating success, or to another NTSTATUS, indicating failure.



nunber of bytes read. Status 1649 is set to O,
i ndi cating success, or to another NTSTATUS,

Lvy pagr&9at i ng failure. Cookie 1645 is set to the Cookie
val ue set by the client in the header of the vectored
read nessage. [0114] In thefgolling case, first the
server RDMAs the read data,2%and then the server RDMAs
an LWO_| O STATUS BLOCK. FIG 16D provides an
illustrative representa&l‘onc S% t he
LWO | O STATUS BLOCK 165 etlifned by the server in an

[0122} o d Whelstillstrafiyeeembedispantsof the| inentiom haverbedr6iistiatedsant]

destébeld i will H@@'pr&faté&khﬁ&aﬁ&@@ha@fe%éﬁ%e mde JithSu S axrtlﬁg fom
i ndi catb%%g%uccess or an STATUS, [ ndicatl

the rehich, SRRy PR PRSP AP 6 ispBpechhezeip gy by irigmeesble wit
otherestapa dreorider taseldevedhqranfeaesultalngedition, the illstrating examnples
desBreldiabN ere n&'uﬂeﬁcﬁ@% g@ﬁ%ﬁb@&gﬁ Ginfitihb ﬂ)gfeﬁttb% (}8 'tlleﬁ)remse

e te data, IS sent_using
foriot A Do0% e SORRP o4 RIS BRS (e chHibUAMiNoionemtive
constridtibes) andeduivalcnadalltiyg tithingkes spirit avd xEpe v Bihk fitleHige -

If the client sends nore data than this, the
connection is termnated. [0116] FIGS. 17A, 17B and
17C provide illustrative representations of the
vectored wite nessage sent by the client in an
enbodi nent of the invention, with FIG 17A
illustrating the non-polling, non-coll apse case, FIG
17B illustrating the non-polling, collapse case, and
FIG 17Cillustrating the polling, collapse case.
[0117] The write nmessage 1701 includes a common header
1703, imediately followed by the data to be witten
1705. In the common header 1703, Length 1707 is set to
the nunber of bytes of data being witten. Qpcode
1709 is set to LWO OPCODE_ WRITE (0x3). O fset 1719
is set to the byte location at which to begin witing
the file data. Marker 1715 is set to OxFF. Credits
1713 is set to the nunber of pending UO requests on
the client. Fid 1717 is set to the File Id on which
to issue the /O [0118] Flags 1711, 1721, 1727 is set
to OxQ, signifying polling 1727, or else to

LW O HDR_FLAG | NTERRUPT (0x80) 1711. In the latter
case, flags can also include LWO HDR FLAG COLLAPSE
1721 to indicate that all pages in the wite contain
the sane data, so that only a single page of data has
been sent. This is an optim zation intended to
mnimze the transfer of redundant data. LWO HDR FLAG
_COLLAPSE can only be wused if the registered file
flags include FILE-NO | NTERVEDI ATE- BUFFERI NG ( Ox8)

and t he PageSi zes exchanged during the authentication
stage are even multiples of each other. In the case
of a collapsed I/0O, NunmPages 1723 is set to the nunber
of pages of data spanned by the 1/O The | ast page
may be partial due to the Length paraneter. PageSi ze
1725 is set to the | ocal page size in bytes. In the
pol ling case, losVa 1731 is set to the |[|ocation at
whi ch the server response status

(LWO_I O STATUS BLOCK) is to be



RDMAed. 1osih 1729 is the associated nenory handl e.

[0119] In the non-polling case, for both non-coll apsed
Lviarydzseol | apsed 1/ O, the server responds to the wite

nmessage wWith an LW O _MSG STATUS RESPONSE. [0120] FI G

17D provides an illustrative representation of the

LW O MSG _STATUS RESPONSE 17233 returned by the server

in an enbodi mrent of the invention. Information 1737

| nunber of bytes witten. Status 1739 is
“ﬂ§§¥ﬁf§Léﬁwbﬁﬁ§icating success, or to anot her NTSTATUS,

indicating failure. Cookie 1735 is set to the Cookie

valye sl oint BEoRILARY ad i (ol |

e S?r%ﬁ' i 0121]. (I)n t(ﬁgé?)o F‘?%S‘@ggg% t?sg(rfmtgg?ﬁ% C&Sputer toa
“”Wﬁﬁp [CLFSBATSIA% col | apsed I/ O, the server RDMAS an

LW O_| Oa STiéxf tifinBlg@nt¢he fils€xondplkerpr ovi des an

illustrati I i of the

LWO I Oﬁéﬁ%ﬁ@ﬁ%{ﬁ%%ﬁ’g@&@?‘ﬁg&% the server in an

enbodi n@hleashpne RBMA ehanral lisking theffustreampoter did4Be sesombt
conipter, WeheRi BRI firffcoRphit®Sandthd $e86hd colputés cdnifitnibaie ccdance

R T e G .

While illustrative enmbodi nents of the invention have
been il irystysanese HRRR /6 broW i
S c"i‘aﬂl% 1 \91’?&:?&{;, alqul g{e%sl/(g gﬁ)\é%sjgfnﬁggzgev\ﬁe%%%pﬂatmns

appreci ated that various char ) )
are HE‘@%IP‘%‘F s a0d; wilte ApSTaiens aseimplemented 45ine pang opergtions.

steps descri bed herein nmay be interchangeable with

ot her s ' t ' .S .result. |n

add 11 onre Pl A LAAR LR bl SR SR sl =
secopddefirrk proiesed to be exhaustive or to limit the

invention to the precise forns disclosed. On the

: he preci se osed. Cn the
o tor nat 1 e o U EER0 oL R ' g

within the spirit and scope of the invention.

LVI2297§8e SRteW#¥T1dim 3GtkdERelsRond proodY Rl@RY f OF

of fl oadi ng an input/output (1/0O task froma first

conputer to a second conputer, conprising: a client

r udni ngAmemphter-féadalile modipmtsering @omputecexecutablé ingtractiohfigand

BRARAISEEAE 88n ﬁ%&% |y kK]
C(f)mt%%e first tfo g%zl;el% Eaéfo{d ﬁgf%i%%’gﬁg‘ conﬁgé}zl??ﬁv%%%tg#l an,Q
offlpadingran,ipu 88% &P tagk dromefissbeommutes gnpircand comrmvins thasistem
comprisiag:cor dance w th a protocol conprising a network

di scove ' se.. 2. Th

yat o apeBy BRI Blucl itk BT B RT0 o sy o
comphiies whepein the disd campypraand shessepong| comphteeepnumimieptRDVKCcrdahce

with'd pro@colRRdirpEisiap 8 nafwdrit df@do@@i?liih@ﬁ a8 b YOSR6Wssing phase.
operations. 3. The systemof claim1l wherein 3%e
protocol is used in association with a
7. A method for offloading an input/output (I/O) task from a first computer to a

second computer, comprising:

discovering, by a client on the first computer and a server on the second
computet, one or more shared RDMA-capable providers; and

posting, by the client, an I/O processing request for completion by the server
on the second computer.

8. The method of claim 7 wherein the discovering one or more shared RDMA-
capable providers further comprises:



second network protocol. 4. The systemof claim3

wherein the second protocol is SMB. 5. The system of
Lyacp2878 3 wherein the second protocol is CIFS. 6. A

comput er - r eadabl e nedi um stori ng conput er - execut abl e

instructions and conputer-readable data conprising a

conput er program product f&’ use in a system f or

of fl oadi ng an input/output (1/0O task froma first

conput er, : 0 r he system. ¢ rising:
at IeastOb%%é E‘m}%{:b ﬂg&he‘ y{e?ﬁ %U%Sé%sﬁeeﬁ(?e nﬁ?mglb UtEr
and t he OB&HRHAY theghips &pipe {thibe srvert he first conput er
and t he sefiem)By GBS erARIPIHE aGRES dHdTeqsERBARNCE
with a pr tocg\lt, con&rl Si n@ a. networ k di scoverny uphase
“and an P75 BREESPRE PRLYE PiPs, 2 DEBRHYMR FrIPqIsF including a
mingfgl lishelf qegnnzom drengders.out put (1/ 0O task froma first
conmputer to a second computer, conprising:

di scover] ng, .b client on the first conmputer and a
server egﬁ@%@?@ﬁwﬁ&ﬁmﬁmﬂm or nore shared

RDVA- c apmbtieg, py thei dtienitsan RDMApasiédtion tdhe k&®ercdveniharedn

RDM A M8 65svidig: d,gauest for conpletion by the server
on the s coﬁ‘%g’g%ﬁ uter. 8. The nethod of claim?7

wher ei n2vthentigatangs e tiersljens aad e seryereths RIMA crRmMation.

capabl e providers further conprises: LVM229789 27

obtai ni cli a _server request resune key

fro%thg‘ggren%le??!a?d%l&% g T BYPHA& i ent, a pipe to

t he ser (agisteringnbi the clieny, anp er mbrediles fovese withethpsquesr oser the
RDNEO&madtRnr equest ; and sending, by the server over

the pipe, a negotiate response including a m ninal

list of common providers. 9. The nethod of claim7,

f urltlther Thomethiod iofiglaint t Gewhéreig thdxygittering biesortmorafileRBbMprises:

connect Eé}ﬂiﬂggbg} g A&k Y@t‘hte Qs ﬁrfﬁltgﬁg ﬁ% rf’égr%%én pabl e

provi der; .and "aut henticating, i i t he
server , SEHRERRRE serstde thehentydregtive fileeompirtion mepsagen
9, further conprising: registering, by the client, one

or re.i X Wt h. the [ V.er,. Qver RDVA
coriRact Mt ol Botiifo Whisdin A FRNELBIRIRONA cofgbdtion
furtheg $PBPEISNHg one or nore files conprises: sending, by

the cli estlinigpbyt fhe cE@k \e@rauthentica@iréduRst thdshye PGS 3&9er, AR

[ he server to the client, a register file
aut%g{r%r%lltéglt%fl%egy?%sss%g@fgué?lu‘%ﬁg.a e method of claim9 wherein

t he aut Héba kayanatehss e peeviRDh/keyossnttecthe sarver to the client, sending, by
the server, an authenticate response message to the client.

13. The method of claim 12 wherein the previous key is a key contained in a
negotiate response message sent by the server to the client.

14.  The method of claim 12, further comprising:
sending, by the server to the client, a status response message to complete the
authenticating.

15. The method of claim 7 wherein the posting the I/O processing request
comprises sending, by the client, one of (a) a close request, (b) a cancel request, (c) a read
request, (d) a write request, (¢) a vectored read request, and (f) a vectored write request.



further conprises: sending, by the client, an

aut henti cate request nessage to the server, the
Lvigeporent i cate request nessage including a key; if the

key matches a previous key sent by the server to the

client, sending, by the server, an authenticate

response nessage to the cli€ht. 13. The method of

claim 12 wherein the previous key is a key contai ned

in n ent by the server to

theﬁscllg(rilitg'iﬂe ﬁoﬁﬁﬁﬂﬁ?fﬁggﬁﬁﬁéﬁ ns?ﬁ.lZ further

conpr i sicAgPleteg by thy, sepyyr theaeadkieqesst and theheectorédenaad request by
sending data usiag ROMA WIRS 55aaiohs, aﬁ@ rrpl ete the

aut hent i The t 7 wherein the

post | no Diplel b Bie sEREr, I i anest o s et Sufnemipst by
sengiipg dpfa uging aermal gand opérafiens. a cl ose request, (b) a

cancel request, (c) a read request, (d) a mwite

a_ vect or ead request, and (f)
v ec or eg h%\n“'?efhé’d Pg f § W[ZVR)E? wstoses vie rq‘l‘\‘é“ﬂ@‘ﬁ’@ﬂ aof
collgpsziflag i5a htfadbltd‘feﬂle equst.i si ng: conpleting, by the
server the read request and the vectored read request
sendlng data using RDVA wite operations; and
C on]ﬁf et iIAg Mmethpd ohelan 7 yaprein posting the Orrlﬂ.i@ﬂ%%ng regepst fucther

incluéstindiedingfiliether the bapletih bySBOSH NG sBlEbd g@ﬂm@%&l@'
send operations. 17. The nethod of claim 15 wherein

the vectored wite request includes a collapse flag
i n 13- hedhemethpd phelaine bRiwherein 118: indieasingetttedur tie completivy

shou\lhfbé & Fol RS InbaTcdntiRistd 1@1@&91%@% 'tl{ég:ofn?il'ﬁ@ﬁ thdutt ﬁd? gE in polling

es |n i catiyn et her conpl eti on
m"‘m’ ﬁmEﬁBEﬂ iﬂp% “g{}ﬁaﬂﬁ{é’fh’ﬁg@ Proeessigg e hod S of
cla|n118 wherein the indicating whether the conpletion
showl d_tnge idunRa bt Lt r@%}%psmﬁnﬁrfsﬁ@ 'nd' cating that

t he conﬁjﬁtlon shoul
setti ngdpe ?Wb‘flﬁlﬁﬁFS tth%f e F%npdetr%éa@rld a?t bten@: pqﬂ}l@ mode,
complatingswi thgsereths /0 ﬁ?bessﬁﬁg?re?ﬁﬁsﬂﬁ;@eﬁc(ﬂjmg: h statils bﬁmk to trl]le first

hBA the client indicates that the
co @t‘,‘fﬁ% P? Wal SFRP%\;%} g'gns fdr!

etion s not be in polling node, conpleting,
by the server, the 1/O processing request by sending a

st attus ﬂih@ﬁlkthb@ofé]@mflg mnhepajmtsﬁ% by way of RDVA

Lo el ip g AR LTt S Y i mode, an e
cliegtdyap peat %wtwmequ%bmmawp Ithersgrvan dendingnbly theeerver to dretchent,

an lﬂtaﬁud;aewpo@da nheR$RE by Ray beALGahafReaR0e to the server,
sendi ng, by the server to the client, an interrupt

response nessage by way of an ordlnary send. 22. The
met2Bod he methbdrof/clae? whereipgestingghd K@ ptdc@singaeqrst fogher

inclh @B YRty ingalifiber of credits in a header of the request.

23.  Computer-readable media storing computer-executable instructions for
implementing a method for offloading an input/output (I/O) task from a first computer to a
second computer, the method comprising:

discovering, by a client on the first computer and a server on the second
computer, one or more shared RDMA-capable providers; and

posting, by the client, an I/O processing request for completion by the server
on the second computer.



i ncl udes specifying a nunber of credits in a header of
the request. 23. Conputer-readable nedia storing
Lvaeeaypast er - execut abl e instructions for inplenenting a
nmet hod for offloading an input/output (1/0O task from
a first conputer to a second conputer, the nethod
conmprising: discovering, by2% client on the first
computer and a server on the second conputer, one or

nor h ca abI ro der and tin

AN S A TR
congpyrisiige server on the second conmputer. LVM229789 29

24. A methmh Bpasémaqgaeﬂemfcfeﬁa Srel n@&ag@&uhfd&gt put.

f of f|.oa ﬂ rot oc g sen
infogmayicn: il ¢ QR RuE EPtits, ST ie e heR adigsative mmber -,
the serbarraqtites thefcliedtdo seeite Woreditqunber of credits, wherein,

if the n ' ryver

e TR o ORRRL BTG N oo o S e
serysf, N predit fsssegesaandeqiharivise sendinigeby theicliens uiihe gerviry oneruzedit
messhgegnitd t 0 t he server, N credit nmessages, and

ot her wi e t he erver

credit %?rrepsa €hg élglgﬁﬁxgeosrem bé’cth @}egfj S?ndllfbgs VAL S%‘é’ﬁrttoﬁliﬁ client,
aﬂﬂhéﬁﬁpméﬁﬁwﬁ@ghdlng, by the server to the client, a

stat us response nessage.






