5 February 2007 METHODS AND APPARATUS FOR REESTABLI SHI NG A DATA CONNECTI ON
WTH A WRELESS COVMUNI CATI ON NETWORK  BACKGROUND 5 Field gfe the | oygntion
The present invention relates generally to wireless communi catl on devi ces
and associ ated networks, and nore particularly to nobile stations

comuni cati ng data vvithi n wreless networks such as General Packet Radio
Service (GPRS) networks. 10 Description of the Related Art A wireless
comuni cat | QIRTHEND CAND ARHARISIUS FOBREBSEABLISHHNG s PARA; COPINEGT 9§cket dat a
protocol (PDP) cont ex{ITH A WIREGESREOMMUENICGATIRNNBTWORF ce (OPRS) wirel ess
network through a GPRS attach. The GPRS attach makes the w rel ess device
known to the network by sendi ng BAGKGRGUNEt i on and routing area
|nformat|oE; |hﬁ &relh%ss device 15 goes froman idle state to a ready
state if t &l aa: is successful. During a GPRS ch procedure,
encryption par arreé resenameiéwnabiﬂtﬁehf@@aﬂlefW€ﬁeﬁsW@I“W“P@Pt@é‘sda SUEFI BB and the
GPRS net wor k. bigfty | HAE51ati0ks Ssifnhynicadoyd ldath he

Wi rel ess chg %%ﬁsgaaggﬁﬁ t wor k ret(ienfii t heir ctive encryption

par amet er s. mmmwmgesamemﬂw@ﬁd@é\%ﬁﬁ@é’a%h@ﬁdﬁW {C%i%ﬁﬂ tﬁg%wor k, however,
the wireless 20 device may be powered off or reset. This will cause the
wirel ess device to reset its data connection paraneters (e.g. its

encrypt ion e ton jated e wirel ess network will fail to disconnect
since the wirel %Sv%uéié‘s\é'c@:ﬁmhﬁwmbﬂevfzcecw&mﬁgmobﬂmﬂmdnh@tahharhe* epaskeevi ce re-

enters network covera e and sen ta establ i sh
a PDP contdasg protogel @) @P ¥R %ﬁf’a%‘r‘fgf P?)Qltlmtt ﬁpmém@?lgﬁéggggg/?gée@ﬁss
out - of - SYNGeWirdih tHrbifzh 2 HIRECAEH. | The GRRSaatethepakos thelvdreEPREVIFEtIRI® Thus, no

encrypted data can _be tran b gga\ﬁbﬁeiﬁgwuglaedemtmrk
successf ul | e BetEe by SHS [5% ’ﬁ"’(t%gn d% rs}fetéhﬁon document XP.2167429 A,

use of g TempOfréhYn Iu:mgstnato d sie ey skad@mbra RS(WE@S? 3‘?“6?53@3@’5“5 2 FE&r i bed.

et o nal LOthB Qv Ekldaeadm t he
al | ocati on BEC {nf%\%or ! Dilaet ﬂ@ﬁ%ﬁa@héﬂed'@@t&e ireRhs

sponds to the dealgﬁflbwﬁﬁ hlesprewous
30 one. Hovﬁue}?RStMWdiLIWhﬂstﬂherfbﬁ prangegan i festh SOERSRY PO PHEPerninal s

powered  of hh@let bR el hvd@c@pﬁonr;asdﬁiewm the termnal in
this si tuat‘{egﬁe%‘g%g%(l’)}? tI%0 ﬁere feslséeel resulti n need Wﬁ%l%&ds and
nes

apparatus for r életsmabmoehvwvam&a?% Egm T %He?”ﬁ 8'?35’
defici engi 6§k ala) B Bow@EA 8K by reset.1This will cause the wireless device to reset its data

connection parameters (e.g. its encryption parameter), but the wireless network will fail

to disconnect since the wireless device is out-of-coverage. When the wireless device 1e-
enters network coverage and sends a GPRS attach in attempt to re-establish a PDP
context, the emcryption parameter of the wireless device is out-of-sync with the
25  encryption parameter of the GPRS network. Thus, no encrypted data can be transmitted
between the device and the network successfully, including PDP context requests.
In GSM document XP 2167429 A, use of a Temporary Logical Link Identity
(TLLI) for GPRS is described. After the terminal is powered on, & new TLLI has to be
allocated; the allocation of a new TLLI corresponds to the de-allocation of the previous
30 one. However, the TLLI must uot be lost from mexmory when the terminal is powered
ofF which suggests that the TLLI is not reset in the terminal in this situation.
Accordingly, there is a resulting need for methods and apparatus for

. reestablishing a data connection that overcomes the deficiencies of the prior art.
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5 February 2007 WD 2004/010721 PCT/ CA2003/ 000954 SUMVARY Met hods and
apparatus for use in reestablishing a data connection W th &bl 9867
comuni cation network are described. Initially, a wireless comunitatl on
device maintains a data connection with a wireless conmuni cati on networKk.
During an 5 out-of-coverage condition with the network, the wreless device
is powered off. After being powered back on and regai ni ng network

cover age, tWe2pi¥i8l2éss device transnits a nessage tBCVREMRBIRYr k whi ch
causes one or nore network paranmeters associated with the data connection
to be reset. Subsequently, the wreless device transmts one or nore

addi tional nessages to the net wor k SUHMaREst apl i shi ng the data connecti on.
In the 10 parti culMsthoesrheidipyenads d:ealed ibecktdbRshRE i, ddheord@tien @BAection is a
Packet Data P h,a eral . Packet 10 Service

( GPRS) attachl;n‘lgr&t%%% IRerFcQQn I%RN 3‘L‘b§%0r]f1%@¥ % VEHES C%nrllmdmfcqb one or nore
addi t i onal neé@’&@é@lntaﬁ’eP—Qfd@@na?cwwe&al\w@a@kgnmunﬁamn@eﬁerkviDQerlg(a@RS) attach

request, AdvapiR@esuitdcondidlalid tEORRB&! !h9 RiriSs dSHESE AkkRbE: yAﬁe‘%am essly
mai nt ai ned foE) the wirel ess device despite network connection

conpl exi ti es. "B REHCHESERIP E9gpite #H@rmwgm@ EFRS ST tAgsE apr esent
i nvention w | nengwibie desak whetlcdoyes viyor Q)forc&t)ﬁtaiﬂimhﬁram%fs Bsséc@fef@nce to

attached fi UiEJae %Mﬂﬁ“ec&énr@o ba%'gset{: S%seq:{ientl o w1lef%§sde¥1ceg*gnsar‘r muhich Ll lustrates

pertinent conpone U REET TPER OWT BR° conmuni cat es
Wi thin a w repdigionat gresages é(attheorwtwéq Worrdcstabhﬁlllr@ th dits cennprvipre  dethai | ed di agr am

of a prefepr egalﬂ{\éufa?&%ﬁm{éﬁm%eﬁﬁ&bﬂ?rlhcdcﬁ&é'c%ﬁlectfaﬁ 1sF|Ig'cl\ei]-Datf bfFoccd 1S a
particul ar strucg/u e of comunicating with the wirel ess 25

communi cat i onFaYfRExt "I‘—*ih@é}e‘l?{alé’ﬁ“&e@aﬁ‘Péerf”%(\ﬁé’ﬁ@raft?h%?ﬁtdl’? e Fbe a met hod
of reestabli shiikgmacidabg, and ho ek moRr amﬁdﬂaianemgeeineﬁ&es@@aMhmP@ad:I on network;
FIG 6 1is as ar relating.to the nmethod described in
relation to é?%s @e& cgvggflgg &n?l E)quﬁ g‘(} aptggeg'ﬁlyl 1% H%t? rRPEE  of the for mat
of a di sconn_e@lbstmﬁdwemmhmﬁlayambbfou@edmﬂ@s daviss ddspireewordcopactanet ers of the
data connegti Qhpiedities.

BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of present invention will now be described by way of example
with reference to attached figures, wherein:
20 FIG. 1 is a block diagram which illustrates pertinent components of a wireless
communication device which communicates within a wireless communication network;
FIG. 2 is a more detailed diagram of a preferred wirsless communication device
of FIG. 1,
FIG. 3 is a particular structure of a system for communicating with the wireless
25  communication device;
FIGs. 4 and 5 are flowcharts which describe a method of reestablishing a data
connection with a wireless communication network; '
FIG. 6 is a system flow diagram relating to the method described in relation to
FiGs. 4 and 5; and
30 FIG. 7 is an illustration of the format of a disconnect frame which may be used to

reset network parameters of the data connection.



5 February 2007 WD 2004/010721 PCT/ CA2003/ 000954 DETAI LED DESCRI PTI ON OF
THE PREFERRED EMBODI MENTS I n the techni ques descri bed herei Q’Feﬁrﬂr&‘ibﬁfs
conmruni cation device maintains a data connection with a wfel'ess

conmuni cation network. During an out-of-coverage condition with the
network, the wireless device is powered off. After being powered 5 back on
and regai ni ng networ k coverage, the wireless device transmts a nessage to
the networROdH#eH2auses one or nore network paramefeFEARE&¥ated with
the data connection to be reset. Subsequently, the wrel ess device

transmts one or n%ﬁﬂtﬂm_%% IE ﬁ ;ﬁfor
reestablishing the data p%ﬁgéﬁ? : R VBBt di ment descri bed
herein, the data dbHhEEINW dessribed PeeiketwiBias soPneicdw|ded® nfzRBRE acont ext Wit h

a Ceneral Packet cdadiien S&1 ¥ vG&esk @nﬁ@nic%oﬁ%@tﬁreﬁmi)uﬂhf% b3 giss a
e_additional nmessages |ncaf udes a

di sconnect frane, an he on r nor ] }

Gener al Packef&glﬁ%rﬂ}”%’ é@?‘?}fv@g tg‘d!’%“ deasorEslebt Altadvaneossedusl y, a data
connect i on 5i s back obst astiniak hytwele avtregsthy witadsnicdico @thshiara rdieenb el ess devi ce
despi te net wopk, cPnneqtd 0 it 15 FIG 1.1s a. block diagramof a
comuni cati on system lodégsl\%%io%hg?lr?g u%gygﬁ(apar%eﬁeirﬁ %SS%CF%'E iR él’?)%a%i ch

communi cat es fHPSHRFhioabaniees| Sgkseqentiufie cdtclesndeniet warskits 884or vpbi | e stati on

102 pref er abl yiditofl udesged v kB URlwoll ®Pk@Mablidtre @e KQY BQALHorL 16, @nd  per haps
1f6, each of which are coupl ed

one or nore auaxticluli a%% é%%rt interfaces (Ul) , €

to a control PEFUOEOEBRY ARrhet horpp thegdalsicarpectisn 5 adackebPamBPecd r equency
(RF) transi@ei (POP) cop@xtoiithafeharal PARE Radid Savicc(GPRMN@achhbht, Heyriisaad ik Y,

control ler 1064l ' entral. processing uni which runs
operating syst el%% %ngg?i\g/\lg%’g’gﬁ[ ﬁ§%r%r?‘g?r18rre§%én85r%énﬁsesa e ’(“%18 es%h?)‘é?ﬁcf&dﬁ%nt roller 106
wi |1 normal | yRedntesbe dGBRAI Mtaghp araaesh onAdfntamobrislye as tiat icomedio, is wher eas

Si gnal proces&bdtgtially R&kAsiPRBinARRTE! B Sbi1oM dcdicE QIPURALGAL BRedsyinct i ons are
typically perforféﬂad in RF 25 transceiver circuitry 108. Controller 106

i nterfaces w YAP§8i°ce display 112 to display received information, stored
i nformati df, userFiGnput s bloaindiagrine of b k@nmukRyo ayebnil 10d, whishhihdildesmy be a

t el ephone typg. key SN hanuperic keypboard, i.s.normally provided
for entering data t?_or l(sa'ir2 o"jrh%ée"‘ﬂ Jﬁgnﬁ%%? ﬁgougl% 5t“i’l%ﬁsslcﬁpzﬂ'f,nm?iﬁlf%lr W% f or

transni ssion 1% Mebilgotaion 4 preferably| ieghtdesrrevimalibeley 116, pkeaberdd 14.ebephone cal |,
cormands to BAaRene%ast agien u@maéﬂ@ce%t%} 118NeadiPF w10 GcROSHRL ] yy Ot her or

different user inputs. bile station 1 sends conmmuni cation signals to
and recei ves BTN Og'at -oaﬁo]ier 106 is also coupled to radio frequency (RF) transceiver

20 ¢ireuitry 108 and an antenna 110,

Typically, controller 106 is embodied as a central processing unit (CPU) which
runs operating system software in a memory component (not shown). Controller 106
will normally control overall operation of mobile station 102, whereas signal processing
operations associated with communication functions are typically performed in RE
25 tramsceiver circuitry 108. Controller 106 interfaces with device display 112 to display
teceived information, stored information, user inputs, and the like. Keyboard 114,
which may be a telephone type keypad or full alphanumeric keyboard, is normally
provided for entering data for storage in mobile station 102, information for
transmission to network 104, a telephone number to place a telephone call, commands to

30 beexecuted on mobile station 102, and possibly other or different user inputs.
Mobile station 102 sends communication signals to and receives communication

signals from network 104 over a wireless link via antenna 110. RF transceiver circuitry
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signals fromnetwork 104 over a wireless link via antenna 110. RF
transceiver circuitry 3 5 February 2007 WD 2004/010721 PCl/ 003/ 954
108 perfornms functions simlar to those of station 118 andcg§p§%fﬁy2989
including for exanple nodul ati on/ denodul ati on and possibly
encodi ng/ decodi ng and encryption/decryption. It is also contenplated that
RF transceiver circuitry 108 may performcertain functions in addition to
t hose perf oVeW+pYT2BSC 120. It will be 5 apparent toPEHEAEBIRPYI ed in art
that RF transceiver circuitfy 108 will be adapted to particular wreless
net wor k or ngr Oﬂﬁn q@ g sa$t|on 102 is intended to operate.
Mobil e station 18 |ﬁ%?ﬁ@g?s h{% BPY o sekqer 4E and BEC 112, inclwdizg f9rng one or
nor e rechargéahmé bakﬁémme@amﬁﬁmmBatMﬁryp&ﬁﬁyprawmﬁ@ﬁk&hﬁgtrhﬁa| power to
el ectrical ci E:Wpﬁ&ydecr}&loh nltgppll[;c! &Pé}nﬁlgtie&) {ﬁatjlgzt'_ratnscgﬁer C%%;I;[it%r 13[653' nrerface 132

provi des for a mechanical an connec 132.
Battery i nter PHOE £y%in Qngispminaddition & these aprérd B3BSOHRE it WIégﬂI at es power

to the devisceappibgno miad &kﬁileﬁtnaﬁat 3 ﬂc@%ads&wteﬂﬂ'&}cym?@@éf @r t%r%!i tedg
transmtter of sceiver circuit )l ca or tur ned on

f
only when it ?argeuglfar‘?’ il P Ok ViB Rk H%Hh‘Fhsthfﬂﬁe“ "s?é)ztlﬁlf"l‘FééFdde to

conserve resoercg@s. Simlarly, an RF 15 receiver of RF transceiver

circuitry 108 is ne f t0.conserve ower until
it is negded to rg)gogilk\c/%tg?{ 1ﬁf~‘n&19£é Q%At{‘%rlgtyr ac%%’ Nk e BB ik ng

desi gnat ed t FeRigtepble hatigies gﬁ%bﬁ?@ﬂvs}ﬁ&moudes:@@ﬂn@pmt ®slettgiahgreaitrubscr i ber

I dentity I\ibduineno@ﬁd%&noxlﬂﬁ WhAEH ik 6000 f\a@@&f&q t 4 mobile
station 102 at _a Si mter?‘n@efég?izt. aSI M? 1 ) |H§Elghlgﬁ%{deﬁgm¥ a

. type
convent i onal qon?ﬁﬁ?cfn G IERte lﬁgﬂsaﬁupéeﬂdo #&evlapiolds shislscr i ber) of
mobi | e st ati owgl02 rawet tb(ﬁlepEVISGDnWhénZIﬁobmﬂQatdﬁ\AbZQ ful@n@agudmhaf rE hi ngs.

Wthout SIM 14 1 IS N ul l'y operational for
communi cat i on torngéJQE V\/%?l:@Jee "é@&‘# s B Igp]fﬂlie)@d % tH@f‘edr‘?‘|°P}§¥“§“M 40 into
nmobi | e st at i of§rdiggzo ﬂf'aﬁo%ﬁdd ’tﬁ@@?rwlﬁawmcmﬁ/@ ca(s@msommesaﬂymlaxﬂudanalkﬂ of hi s/ her

subscri beds s ekstivees RESMcA4D cBRHET and nenory
for storing mforma{)lltl ) Cd? nge S I\l/lgéllé%yp?cg@c%ﬂ&?ca%' gﬁe&)%tﬁﬁ%%%?face 142, it
N

i s coupled t PNt B& FHPE g SC‘ESr‘r‘i‘FEfﬁ’ia@%thf@hﬂll) idpréng desdemated n order to
identify the tsursdeds.ber, SIM 140 contains sone user paraneters such as an

| nt er nati onal NbeBﬁle%ﬁ&ﬁbzbgm Hdentit t%luéf!“b(%#&" N@%agﬁtﬂﬂge{%of using SIM

140 is that end users are not neces physi cal
nobi | e st at i gHpichdy qopmegted to or inserted in mobile station 102 at a SIM interface 142. SIM 140

20 is one type of a conventional “smart card” used to identify an end user (or subscriber) of
mobile station 102 and to personalize the device, among other things. Without SIM
140, the mobile station terminal is not fully operational for communication through
wireless network 104. By inserting SIM 140 into mobile station 102, an end user can -
have access to any and all of hisfher subscribed services. SIM 140 generally includes a

25  processor and memory for storing information. Since SIM 140 is coupled to SIM
interface 142, it is coupled to controller 106 through communication lines 144, In order
to identify the subscriber, SIM 140 contains some user parameters such as an
International Mobile Subscriber Identity (IMSI). An advantage of using SIM 140 is that
end users are not necessarily bound by any single physical mobile station. SIM 140

30 may store additional user information for the mobile station as well, including datebook

(or calendar) information and recent call information.



30 may store additional user information for the nobile station as well,

i ncl udi ng dat ebook (or calendar) information and recent Cal_;||: b{]jag#lg% on.
-4 5 February 2007 WO 2004/010721 PCT/ CA2003/ 000954 Mbbi |l e §F

consist of a single unit, such as a data conmunication device, a ceIIuIar
t el ephone, a nultipl e-function communication device with data and voice
conmuni cation capabilities, a personal digital assistant (PDA) enabled for
Wi rel ess cohMi®ation, or a conputer incorporating HAVEARELHAH nodem
Alternatively, 5 nobile station 102 may be a nultipl e-nodule unit

conprising a plurakjphyson %@Hﬁ{y bifsist &9 gl@%g& %%hlagglﬂagad%ionn%gbm |n no way

limted to a conputer or of evi ce cofihect M€ rpdem 1n
particul ar, fB/Bxaaseitla cleghonenempipie-fuaction sormymidalon skvidhi wigrdamaod FI G 1, RF

transcei ver cwdi@utdrrﬁxmniﬂﬁnaaﬁyfiblﬂrﬁseﬁlrb@rséﬂlpm a@s?sta'nmlﬁx E?eq @8 aradio
nmodem uni t that % be jnserted intq on a atop onmputer. In this

case, the 10 val o T EORBUR R WSHPYCT ‘?‘f&‘ipgfé‘i‘é’géﬁl Qﬁp‘é&)mﬂ&‘? Alfegptishir d 114, one
or nore aufil mabﬂy stilie 101 16y banchutplintodtlt enit dfprienoglieily aSsebdie conput er’

CPU. It is al Sfhp GRIM %mmdfﬁgss CJC%%}& ﬁrmte%%rgclzjo%w.e rteroqggt erga%c& %-860? geconnect to

nor mal | y capabl e of wre mTini cat 1 on
and ef fecti vet Jirdss Glﬁ%eﬂbdﬁ@?fé?ul%fforﬂzamnleanstbemv@b sgfiandilnck digerd®8f and  ant enna

110 of a si ngke: un:u:tcraﬂ@uﬂvﬁau@u@mo%nd%%nﬁf116 hﬁ?%e Qn%ﬁ%ﬁtéaeag 2aPgye. Such a

nobil e 15 stati tion %}] %/ % particular I [ enent ati on as
descri bed | at @ PA™F &PhPRo ‘PSB”E’ tBlalif’é”'@[‘ Atl4PipR coppitenf Inpthigeasp, thavpbi | e
station 102 d@tﬂmmmpvatre\@ouidnnmddteﬂﬂiyomg,hceyuoﬁxelleﬁsan&&m&eﬁduﬁxﬁ&x net wor K

104. In the elngg& 55‘3951169{:93 lLl%dleéa Gﬁ% coggrerss di"%t %%ﬁe&{pgte%&gf I gured in

accordance with Genera vice | fal Syst ens
for 20 Mobi | OPRESN)OT PEYIRAGPIESYT @6 norwlly shmbls ofiwiralss dombOdicitincheydes a base

station cont ra@hge@lo cohBSG) ar{h%ﬁec\ﬁbél sﬁ&e@é&&‘ﬁfﬂﬁ%%s&%@ﬁ‘iwxﬁ&ﬁobg 118, a

Mobi l e Swi t chi Fgﬁﬁ ter% 9 Locat i on Rﬁgl ster (HLR) 132, a
Servi ng Gener"al o[ dﬁ‘é‘?e\f?%‘és‘(”@gﬁé‘?%d%ﬁﬁ’ﬁ‘bﬁww péagEsN) 126, and a
Gat eway GFRS s8UppdL mafNode a (eehlicila Snpldifiatich2 désGiveOMP} Bekidion BSC 120 and to
a landline nefwnrdc. s gf PubI ic Switched 25 Tel ephone Network (PSTN)

124. SGSN 126 is couple C 120 and to GGSN 128, which is in turn
coupl ed to a publ¥ebilprstager \l@t eomgrinigatese o kb B (vsmsh casmirvatidint er net ) .

HLR 132 is cabpb@diolo M ehBimealor Y& 6, wﬁﬂsgs WC 3 céltﬁg&rétp n 118 is a

fixed transceiver sta '8 and station
accordanceé Wi eneral Packet Radio Servu:e (GPRS) and a Global Systems for

20 Mobile (GSM) technologies. Wireless network 104 includes a base station controller
(BSC} 120 with an associated tower station 118, a Mobile Switching Center (MSC) 122,
a Home Location Register (HLR) 132, a Serving General Packet Radio Service (GPRS)
Support Node (SGSN) 126, and a Gateway GPRS Support Node (GGSN) 128. MSC
122 is coupled to BSC 120 and to a landline network, such as a Public Switched
25 Telephone Network (PSTN) 124, SGSN 126 is coupled to BSC 120 and to GGSN 128,
which is in turn coupled to a public or private data network 130 (such as the Internet).

HLR 132 is coupled to MSC 122, SGSN 126, and GGSN 128.
Station 118 is a fixed transceiver station, and station 118 and BSC 120 are
together referred to herein as the fixed transceiver equipment. The fixed transceiver
30  equipment provides wireless network coverage for a particular coverage area commonly
referred to as a “cell”. The fixed transceiver equipment transmits communication

signals 0 and receives communication signals from mobile stations within its cell via
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together referred to herein as the fixed transceiver equi pnment. The fixed
transcei ver 30 equi pnment provides wreless network coverag_g,-i_F(c‘_B%uaz;,g 007
particul ar coverage area conmonly referred to as a "cell 3
transcei ver equi pnent transmts communi cation signals to and receives
comuni cation signals fromnobile stations withinits cell via -55
February 2007 WD 2004/010721 PCT/ CA2003/ 000954 station 118. The fi xed
transcei verV@¥YhBht nornal |y performs such functi offS/E003HWEI ati on and
possi bly encodi ng and/or encryption of signals to be transmtted to the

mobi | e st ati ogatoh 1@g:cq59g ] r.edet er m ned,
conmuni cati on agéot ocol s %n%awgél%ﬁg?{e&ﬂeﬁ”o %Ich r%‘fcp‘g‘fnc ¥E 2 ontrol | er.

The fixed trafiS P?}’earndQOSé‘a]éile?ﬁ?@P& a"éfofﬁnplaptioy Oﬂmlélm tattessmitied topbs si bl y

decodes and dectilypiasen infacd'bﬁﬁﬂﬁs.ﬁﬂi)i}arn&ﬂéf oA ER e NoobgRAkS, T ecei ved
from nobi| e stgtgéops a"%e? Conmuni cat 1 on pr ot ocol s and

paraneters nmay v a\rﬁggﬁrs’dﬁd? Poé‘H?I ?fe’fWF{%”m Fore faghipieiveone net wor k
may enpl oySa fﬂlﬂl’?ﬁl@m einilartyoldubdatales mdgofsidiyaieedies aa@ed.fdsyp@ ﬁihecesﬁlir)f tu%f ent

frequenci es thapuRther B tﬂ‘é"OFeiéé d1Q.4h J &l nk
comuni cat i on sygt om 100ﬁl G rﬁrg ?neO\sg‘ént éa%one lwtﬁ’ﬂréts di’f'f er ent

channel s, typr&EUpigatgp PTO@F‘%}% fmd rPaldFlﬁefF Fﬂér] van bgwieRMA)ffechiamvelks., Fand

associ at ed praaﬁxmﬁd)lose u&@ﬁl‘kbﬁyvﬁﬁjkbyvﬂ &ﬁér&ﬁﬁnd’&@lﬁtmr%he%gdﬁn@% rz{{(pgtl l e station
102. An RF Cah[% Frl L m,ted r sour ce t hat must be conhserved, typically
rent ire UGHFIFSI’ 888

due to linmits 1h ove REFYPHSand a limted battery power of nobile
station 18®2. ThosBesikicldsdidk shawmintcommbricadd s BI0IcAKE. Il‘b@ﬂése@ts wiel €l ess

network in achygake BEdEh G IR t)éﬂi&ﬁy Eﬁrar'&”r% %éucr?c% O(%‘EL Pr}agac{ﬁﬁv served by a

station 118 (i.e. or station's ependsi erall
expanse of HECHBTAPEIEpEEbetvep Wlfii@ﬁ ﬂqtmhtodlamp@:ﬂemtsmr‘n@yAbéthonnect ed by

mul ti pl e sw tchdaes i 1s zﬁlﬂﬁiteﬁ@id&ﬁd’eseha( ROd: bS DAV L4. tﬁﬁ’cﬂﬁ)}' al.! tc?gml%xn Mgt pl e network
station's 102re|stere net wor k

controllers. ar% an m[? t%t
operator, perAansnt iGaIRIC gL pragr %f@%ﬁtﬂt‘@n §2atThesp Slﬂ!ﬁﬁﬁ “U@b‘fﬂ'lis profile) as
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station’s 102 current location) are stored in HLR 132. In case of 2 voice call to mobile
station 102, HLR 132 is queried to detertmine the current location of mobile station 102,
A Visitor Location Register (VLR) of MSC 122 is responéible for.a group of location
areas and stores the data of those mobile stations that are currently in its area of
25 responsibility. This includes parts of the permanent mobile station data that have been
transmitted from BLR 132 to the VLR for faster access. However, the VLR of MSC
122 may also assign and store local data, such as temporary identifications.. Optionally,
the VLR of MSC 122 can be enhanced for more efficient co-ordination of GPRS and
non-GPRS services and functionatity (e.g. paging for circuit-switched calls which can

30 be performed more éfficiently via SGSN 126, and combined GPRS and non-GPRS
location updates).
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interworking with external data networks can thereafter commence. User data may be
20 transferred transparently between mobile station 102 and the external dafa networks
using, for example, encapsulation and tunneling. Data packets are equipped with
GPRS-specific protocol information and transferred between mobile station 102 and
GOSN 128,
Those skilled in art will appreciate that a wireless network may be connected to
25 other systems, possibly including other networks, notlepricitly shown in FIG. 1. A
network will normally be transmitting at very least some sort of paging and system
information on an ongoing basis, even if there is mo actual packet data exchanged.
Although the network consists of many parts, these parts all work together to result in
certain behaviours at the wireless link.
30 FIG. 2 is a detailed block diagram of a preferred mobile station 202. Mobile
station 202 is preferably a two-way communication device having at least voice and

advanced data communication capabilities, including the capabilitjr to communicate
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transmtted are processed, . includi ng nodul ati on and encodi ng, for exanple,
by DSP 220. %@g@c I‘ﬁ?iﬂﬁr@% gBermg, channel selection, and like, and in example shown

20 in FIG. 2, analog-to-digital (A/D) conversion. A/D convetsion of a received signal
allows more complex communication functions such as demodulation and decoding to
be performed in DSP 220. In a similar manner, signals to be transmitted are processed,
including modulation and encoding, for example, by DSP 220, These DSP-processed
signals are input to transmitter 214 for digital-to-analog (D/A) conversion, frequency up

25  conversion, filtering, amplification and transmission over communication network via
antenna 218, DSP 220 not only processes communication signals, but also provides for

receiver and fransmitter control. For example, the gains applied to communication
signals in receiver 212 and tansmitter 214 may be adaptively controlled through
automatic gain control algorithms implemented in DSP 220. -

30 Network access is associated with a subscriber or user of mobile station 202, and
therefore mobile station 202 requires a Subscriber Identity Module or “SIM” card 262 to
be inserted in a SIM interface 264 in order to operate in the network. SIM 262 includes
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flash menmesy QRAingyisiedn satvyaralutedr fyainics@loyese 238 [epse@nl Viored in a

persistent store such as flash memory 224, which may alternatively be a read-only
memory {ROM) or similar storage element (not shown). Those skilled in the art will
appreciate that the operating system, specific device applications, or parts thereof, may
be temporarily loaded into a volatile store such as RAM 226.

25 Microprocessor 238, in addition to its operating system functions, preferably
enables execution of software applications on mobile station 202. A predetermined set
of applications which control basic device operations, including at. least data and voice
communication applications (such as a network reestablishment scheme), will normally
be installed on mobile station 202 during its manufacture. A preferred application that

30 may be loaded onto mabile station 202 may be a personal information manager (PIM)
application having the ability to organize and manage data items relating to user such as,

but not limited to, e-mail, calendar events, voice mails, appointments, and task items,
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20 211 and input to microprocessor 238. Microprocessor 238 will preferably further
process the signal for ocutput to display 222 or alternatively to auxiliary IO device 228.
A user of mobile station 202 may also compose data items, such as e-mail messages, for
example, using keyboard 232 in conjunction with display 222 and possibly auxiliary VO
device 228. Keyboard 232 is preferably a complete alphanumeric keyboard and/or
25  telephone-type keypad.  These composed items may be transmitted over a
communication network through communication subsysterm 211.
For voice communications, the overall operation of mobile station 202 is
substantiaily similar, except that the received signals would be output to speaker 234
and signals for transmission would be generated by microphone 236. Alternative voice
3¢ or andio FO subsystems, such as a voice message recording subsystem, may also be

implemented on mobile station 202. Although voice or audio signal output is preferably

accomplished primarily through speaker 234, display 222 may also be used to provide
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20 211 and input to mcroprocessor 238. Mcroprocessor 238 will preferably
further process the signal for output to display 222 or altgkgghhﬁgbﬁe;o
auxiliary 1/0 device 228. A user of nobile station 202 nay al’'so Coipose
data itens, such as e-mail nessages, for exanple, using keyboard 232 in
conjunction with display 222 and possibly auxiliary 1/0 device. 228.
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20 station. In particular, FIG. 3 shows basic components of an IP-based wireless data
network which may be utilized. A mobile station 100 communicates with a wireless
packet data network 145, and may also be capable of communicating with a wireless
voice network (not shown). As shown in FIG. 3, a gateway 140 may be coupled to an
internal or external address resolution component 335 and one or more network entry

25  points 305. Data packets are transmitted from gateway 140, which is source of
information to be transmitted to mobile station 100, through network 145 by setting up a
wireless network tunnel 325 from gateway 140 to mobile station 100. In order to create
this wireless tunnel 325, a unique network address is associated with mobile station 100.
In an IP-based wireless network, however, network addresses are typically not

30  permanenily assigned to a particular mobile station 100 but instead are dynamically

allocated on an as-needed basis. It is thus preferable for mobile station 100 to acquite a
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Inc. FIG 3 shows a particular systemstructure for conmunicating with a
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i nformation t%et@&k%ﬁ@r@g%%& tf&zd%( ?ﬂd %5 tation 1 %Méga%o%[; Iﬂﬁgw-or k 145 by

setting up a wreless netwo romga bile
station 100. Pfelpsd@apelfs-create this wirel ess tunnel 325, a uni que network

address s associ NeRdbrnkpdRBbS £ kil 2 1 uipled Md BkRrPATEG Wi T €l ess
net wor k, however, network addresses are ty |ca]IJ not 8permanent|y

assigned to a"B& ?ﬁt%iy%rco‘ﬁﬁrﬁﬁelsé“’%fi e gk 1"6’613?5’19{13 f“ﬁ%taia% eetdithani cal |y
al | ocat ed on ammais- Mgededhdrasgiysery febv df Siede RetGoRERTy@oRRNES, fifke mapht| e station

100 to acquir ng@lmea&e% B cg%gzléae@!nf%goagraﬂal\:gpwm QSASf ' t%}g%Z%Wg% ﬁ IgA‘goquI 000954

net wor k address an at ewa éterni o as to
establish w P@Wé@%ﬁst?@ﬁ En BSEBOmNéJEMf ko eddtewremtlm c@@brens33geimer al |y used

to multiplex adoiks ﬁﬁ%ﬁ?ﬂlﬁs hmg%en@-ma%ﬁﬁp bet%éﬁ’galg%y@m%bﬂ@s%t:%r fldys Servers, and
bul k connecti ons such the Internet, fo anpl e ere are nornally

very few of tﬁ’ié’glgle’rf‘gihﬁiﬁf?@°18‘}‘&“rc§im€fﬁﬂﬁt3¥ 188‘39“’“@? ﬁ@@@#‘ié@“é‘?"@g%ﬁ% i ntended to
central i zelOexpleuom[DPycPaVsaanb abhe prlfcﬁld&@Su netewesklusRmetiaeism. Network entry

poirts 305 ofLen U, SOTELPLIL oL 3001 552 £ EsOLIL L on Comanent 935 Lhat

assists in address assi gnnen
stations. In 8Hi é\TOﬁ@%&quéfk roets é1§§rer?e®o¢tm fogthe moivplanemtork3BBthes shown as a

dynam ¢ host gRRfaluGhktiod %oﬁs@u&éd%oﬁ%&hdaﬁd%&cﬂi% aQPﬁbI%&rmg: gL providing

an address resol ution chanism ‘A central interna onent of wrel ess
dat a net wor k BB & ngtwod it 31008 foeentiaizehousaadsal IfixgA traﬂ@@%ﬁtkﬂ%ut ers 315
are proprilét asp rooatih émpatichicd il arcian&uw\mrgk net@stk ;ﬁtcheyem@zqwaﬁbnafbxt grnatively be

construct ed ffgé%ﬁlso%ﬁ%gt[on bR 0 et Co'xkaentr dgg%glb 1 sefge e ar d Eh?rreg}%geei pur pose  of

network route 0 centrallze ver
stati ons 15 '3@timo tieralof yetives| remmﬁéfdaﬂdmaas mélblatthewebry rhaatergendrsebavor k i nto a

central | ocatic@nf Rhed 315900 m%tguch%&»@ el thoRBord AEKsichifr. NBEMORKy O Y POI Nt
305. In sone networks there may
router 315 will access & name server 307 in this case shown as a dynamic name server

20 (DNS) 307 as used in the Internet, to lock up destinations for routing data messages.
Fixed transceiver stations 320, as described above, provide wireless links to mobile
stations such as mobile station 100.

Wireless network tunnels such as a wireless tunmel 325 are opened across
wireless network 345 in order to allocate necessary memory, routing, and address

25 resources to deliver IP packets. Such tunnels 325 are established as part of what are
referred to as Packet Data Protocol or “PDP contexts” (i.e. data sessions). 'To open
wireless tunnel 325, mobile station 100 must use a specific technique associated with
wireless network 345, The step of opening such a wireless tunnel 325 may require
mobile station 100 to indicate the domain, or network entry point 305 with which it

30 wishes to open wireless tunnel 325, In this examplé, the tunnel first reaches network
router 315 which uses name server 307 to determine which network entry point 305

matches the domain provided. Multiple wireless tunnels can be opened from one
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multiple tiers of network routers 315 and cases where there are master and
slave network routers 315, but in all such cases the funct

simlar. Oten network router 315 will access a nane serve?gggvﬁﬁﬁzo?%is
case shown as a dynam c nane server 20 (DNS) 307 as used in the Internet,
to I ook up destinations for routing data nessages. Fixed transceiver
stations 320, as described above, provide wreless links to nobile
stations sUXA2BEVABHI | e station 100. Wrel ess net wor REHEAABIOB ch as a
wirel ess tunnel 325 are opened across wreless network 345 in order to

al l ocate nece%ﬁfe%ta%%mfo: re[dgH;ltaﬁc g}'f t(ﬁf[e% %I’&l% ate\w%g Jﬂg 59\}1'(!‘6??1'?{}1& 0 del I ver IP

packets. Such tunnels are es d as are referred to
as Packet Dat 3e0¥ht %6Itheé‘Pm*‘PBmed%fﬁ‘E“é%Ff‘sm“@i is @eﬂ @@E’%ﬁd%@é’iww To open

Wi rel ess fj unngdint3BS andmebdskasy &ioa:us%b ailu@&_tlgﬁlds&acﬁlﬁﬁtha n&dR 8 Blbdy! the &z&%ﬁhnl que I
associ ated wi e e ste such a wirel ess
tunnel 325 rra%ﬂ?’"’gr\gﬁ?trry Ouﬁ%gg; IIECS gt QIFF SIHEIY qpﬁﬁﬁgﬁﬁ)sg?rgoﬁ%magﬁ. n, or

net wor k entr yalppoitedn IB@Hireai formatkie ghion 1003 Whet 8B sddios lppden wictaddess t unnel
325 I n t hl S ﬁ&@]@pgtaﬁon tlb@ alti(".“ %ﬁllll.lll{c%,\%(? tO éﬁ?ﬁ%ﬁﬂgﬁ% qﬁ%oy}ﬁ)atlgn anoéiéfgé%BlS V\hl Ch

uses name server 307 to determ ne entry poin mat ches
t he domai n prW%@lffoﬂvﬁ?t?"i’%ll@twnpléké‘é@“tl%nel s can be opened fromone 12 5

February 2007 W@@ﬁltﬁ}ﬁaﬁl@iMﬁy@é&@%ﬁe@@x@ﬁﬂaem@dn@no%ﬁeasftdu@l{‘s 100 for
r edundancy, Ol L0, ACCEes services on the network.

Once the donail “REHE '8 fsl? Wﬁ&“‘w r%“%]ﬁﬁﬁé‘f’ ‘ylf %4%t"ﬁléf?a‘é3?t’“% HOEHs 8™%het wor k entry
poi nt 305 land3aetessaran peisduiricesvigveowbl-oeaige gedll, ieackr t@frecidnee nodes al ong

the way. Net z\é&ﬁllﬁes%@tdrb?( th%%@icss%&ﬁ%%%éﬁ%ﬁ?s}p}s h'?h af%a%{r@asscs)r}fgreﬁ?ls 1§ tion (or DHCP

335) conponent to ocate an ess ation 100. Wen an
| F addr ess hascl@dis [Bpidgesewepraily resaived fhemabilastition 1000¢heaniclosowmehi cated to

gat eway 140, imfug f&&tdpaﬁd C@:&ethbﬁnadb@ss ld‘lesrtmrvﬂ%ss tﬁﬁ@i‘ﬁﬁts%‘dwowla‘lo to nobile
imted |ife, depending on

station 100. Wrel 25.1yp as a
mobi | e stati ofi- g% %@3%8505&%518’ 5’¥ Ikga%ﬁ%kﬁé%tf’lr?ﬂb‘tlﬁ/“atw R %’éeéhehet wor k 145
w |1 tear 18owyeniiranghiess Gountnad @lotocd QICPRE: oaérwrmragemwmtdaolmmﬂ)od of inactivity

or out-of-cover agﬁqulranq ’a e' f{bwa{agﬁ;lhl& egc%g ap %1&50% Jf ?tas-e%ké[ﬂ%%{l%a d by this

wirel ess tunnel 325 for s to
reclaimthe |qﬂn@eprevs%atweﬂffw%muwatms@éwlecﬂ“hﬁﬁpwqmtbpﬂFéGs%peztanmtp 100 when

wi rel ess tunnglice é’pgﬁtic\&@g&mf tortﬁél w&&@ﬁ&dwe SESolvbia b, A8 e @8®cnhid of OSt and

I tun at ewa 140Ioses all ability to
Mhitiate | ‘5 0. hiede SR RO o S B oth ' ek o

Beginning at a start block 402 of FIG. 4, a wireless device (e.g. 2 mobile station)
maintains a data connection with a wireless communication network (step 404). During
the establishment of the data connection, encryption parameters between the wireless
device and the network are established. In this particular embodiment, the data
connection involvés both an attachment and a PDP context between the wireless device

25 and the network. In general, an “attach” means that the w‘ireless device is registered to
the network. An attach also allows for mobility (i.e. the network is able to track the
wireless device’s movements). Furthermore, the wireless device is authenticated and
ciphering is enabled. When a Packet Data Protocol (PDP) context is activated, an IP.
address is assigned for the wireless device and subscriber-related parameters are

30 provided so that data is capable of being transferred. When a data application on the

wireless device is activated, for example, a PDP context between the between the
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15 over Transmi ssion Control Protocol (TCP) or over User Datagram Protocol
(UDP). FIGS. 4 and 5 are flowharts which descri be a net ho QBrua 007
re-establishing a data connection with a wreless communi cafl onn ?

The flowhart of FIG 4 pertains to device operation prior to the wireless
devi ce being powered off, and the flowhart of FIG 5 pertai ns to device
operation after the wireless device is powered back on. inning at a
start bl ocRVAYP+YP2FI G 4, a wirel ess device (e.qg. aPQWZP‘E"’ dtion)

mai ntains a data connection with a wirel ess conmuni cati on network (step

404). During the establishren t dat.a connection r ion

par anet ers beV¥EsH ‘?“E’lﬁeea“\‘?mthreé‘?t@%rg 18 Cﬁétf/frq% hen fg a?pﬁéanﬂ’é‘f Wf?tegqgelﬁ%ﬁ abl i shed, In
this particul @ﬁte:emmstﬂutmmég;strithetodiaetvareless@mwetkmmns| nvol ves both an

et wor k. || - genor Sy WEf e Bl TERHOF, I SENERT, BEVMEREREE | 0°

regi stered t cexpariecenepanistir seaf events aBo oad. éh? vaqe!ee%weaée%%m PHYF (i e. the

networ K i s5abl,@erfel chifaiek wtuhl e n¥hvbE! (&@%O@ﬁmﬁ%@eﬁm\s@mﬂtﬁo}e oulfdgr t her nor e,

the wirel ess device |s aut hent ted and her When a
backet | Data FPOHE I PO Ebriatcn o Hebreobpaa st P s | <

assi gned for thideghvihe efrelss rnd@vnkcavmndaemgbﬁcasﬂcberagw,elheawwspaavam ers are 30
brovi ded. S0 Akl Rl gGROHY Gl G By bEARSLERS EdmplheuRurlal e
application A 'ce 5 s activat ea nrg

context bet wersmation of 1 NEERswithfeon thel\@wsswmmawtow@mwwz efzﬁwolonl

PCT/ CA20034 00Q2R4s it £ b $nableNdnE@sctlci eniRekiMtile duferigicaat ed. Wien the
application is term nated, the PDP con%fei%te]'tends g%?% t he, istration to

the wirel ess net wiPle 1 AEFIFS do%ssHa f1fomme 1§ ke eéag(‘f‘bﬁﬁi%egt“i °on is

est abl i shed, tdigninar @kess epvs ae thee wpdess entesk arigpanthemyl ént den. of events.
For one, t he / I ,condi tion
with the net m%“refg'%%‘%ﬁ’éﬁgte?ﬁgeebdﬁgg’%&;d ci?iglgg" gl\g%s gg\nce o ggtggutgtg%? coverage
when, for exanpeswhiche ndesdcive byale HﬁWOIIkGiH@@r’fh@%@ég@fam jopdidandior recei ve

data threughytfg, g ﬁs%srege%tiep AeameW kR BSING OhectiOh,- ﬁawﬁgag@, t he
W reless device is powered o step 4Q08) Thewf)owerl n of f be due to,

for exanpl e, EHRREAITEMLL FAYS BN ‘E)f‘et‘éi?fkéﬁséﬁlfesg SCUFF R P G eI ess
devi ce, an aqiafaﬂﬁﬁ‘eiscforpmrdle@@d aftf copfiectidne WHED thaien@fpeaspatexiece, thor an

i nadvertent regset. he. wi rel.es |c e the wirel ess
device is i nfc%l‘!l lc‘oilretseﬁ 1&15 Olit o "% WI{h%h %ncqf el l%m%&e{fthgggrgl%ssg%&gr ansmt a
"detach" request Begirnive at ﬂtaetlbéslsmﬂ@f Her % tkprww}ewtdew@eﬁ Ieoyesh back sown.

g gr tn ati vel Yisted 4635, RELQFEPRNNG rRYVEER Y, &) bxalR, MMl GBriciRY ice transm ts
a "de

ON/OFF switch on the wireless device, an automatic powering on of the wireless
device, or an inadvertent reset which the wireless device experiences. Next, the wireless
device identifies an in-coverage condition with the wireless network (step 300).
Conventionally, in this situation the wireless device transmits an attach request followed
25 by the transmission of a PDP context request. In at least some networks, however, no
data communication is thereafter possible because the network did not reset the former

data connection and still maintains the previous encryption parameter.
In the present application, the wireless device fransmits a disconnect frame
message to the wireless network (step 508) prior to establishment of an attach and PDP
30  confext. This disconnect frame causes the wireless network to reset the former data
connection between the wireless device and the network, including resetting the network

parameters (e.g. the network encryption parameter) associated with the former data
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request which is not received by the network due to the out-of-coverage
condition. The 15 wireless device also resets its pararreter l=fe%r %@ez‘gg?ta
connection, including its encryption paraneter. However, e ne does
not reset its corresponding network parameters for the unrel eased data
connection. \Wen the encryption paraneter on the device is reset, it is
out-of-sync with the encryption paraneter of the w rel ess network.

Begi nni ng a¥o 20kt1812t bl ock 502 of FIG 5, the wirel eBS/EeiBE¥4s power ed
back on 20 (step 504). The povveri ng back on may be due to, for exanple, a
manual actuation of alg C@V vxtch on the wrel ess de}g ce,..an automatic
powering on of "R wi ref esw“‘:(’i‘é*é/ gice sty i ARPelPEER L0 MESETSRhi ch t he

W rel ess devi TEwEK 38p |SH:r)chcausBlmetepcrjsznm pirareleesse nosleiv isge, thaeirdids | es an

| n-coverage conglf AN hlickD il feelSS, REINO inhis! B0 Rk dovic

Conventional ly evice transmts an attach
request foll oW@érmB@chpﬁéﬂteﬂl&ﬁgﬂd sRPgPpnigt I%th@@ﬁm@éﬁ?ﬂ‘éb‘%% (seRdfdast . I n at

| east sonmesnet wor kg;, 6RQ‘Q%\!&WﬂowWngQ%E@ctﬁ@M&h@@ﬁ/Vfd?&edta%héhiﬁ@ﬁ@@zfter possi bl e
because the network did- n&ﬁ reset connect | on and still

mai nt ai ns t he®PrEYROUE s %&?ﬂ%iog}% pr?sﬁlttaPchaBP'bs { bl i cation,
the wirel ess ﬁi&lfcﬁd&ﬁtlhfc&lﬂmtés tha wiieBGalariectommuainges with s 8GN tand, ithe Wi r el ess

networ k (st e, g08kn RN £3 GRSARMANIRIk LhasdllaBh! 3Okl 30 context.

Thi s di sconnec rame auses to reset the former data
connect i on bevingen devire epksrei- @fsﬂgvmwmbcaam afiqquatehe eepRmigicaty fith @&l ng resetting

the netwonk RALAEBE 648 sthi®n I whildBe RELME KB RCHY PLdoPhPal 18BbS) associ at ed
with the former data -14 5 February 2007 WD 2004/ 010721 PCI/ CA2003/000954

connecti on. Nt GP%CW‘FC&IF%%SSShHé{?WEeTFF A AT 0o Pt AR PeliBest to the
Wi rel ess netmbd(of(tﬁteepm&.’hﬁa wirdBRCauBeis illemeh Nt bwof-@asagaet &res are now in

sync, the w reI ¢ $2 smu:naet‘ VI ce q%?sr anm}}eﬁg{%}}%‘r%ﬂ&ngmg §1h§§0§mdeVI ce.

Finally, the W Peress text request and a PDP
Cont ext is thélemfitebt jveishefo beirlgerdwired-<fp the piplessSleyigeGrangnis ¢ “detapyst em f | ow

di agram depi cljng wﬂlcﬁ%%Et@é&&éd@ﬁ’tﬁeg&w&ﬁﬁ%t@@l'e bshr.AGeoed@lafion.cONnect i on wi th
a wreless network accord ’%ht 0 the present appl ication. Prior to the

met hod outlined i i @F‘@aﬂ@ Wit e \prepeat @@Lwaa%r\n%fé RO 6Bt h an SGSN
and, in turngowstida natwa%bheura@e at (RS einsditda Hikoalgiane baseGBRAL | on.

Sonmetinme later, t hehl{;h rcac% etﬁe S&%{@C & 6@865111 ?f:lg%on%fbthg %‘éﬁ% ﬁ%@orﬁl%}v\ﬁ?““m

adequatel y cor?%nl ca Surroun ase s I on. ile the
wirel ess devi Wqﬂspammetsafasseml@rva@éhe data chimeesion M\ﬂ?ﬁ encgypigPnippremetiect ri cal

circuitry 2b S M oloWRessT vRe Shikhe HAWEK TBY cBEmiRatedigdRNOhe Rields®NT

device then preferably transmits a GPRS Attach request to the GPRS network which
reaches the SGSN (flow 604). In response, the SGSN informs the HLR of the attach

and the HLR acknowledges it (flow 606). The SGSN then sends an acceptance of the
attach to the wireless device (flow 608). Next, the wireless device {ransmits a PDP

25  Context Request to the SGSN (flow 610). In response, the SGSN sends a request to the
GGSN to create a PDP context (flow 612). Because the encryption parameters of the
wireless device and the GGSN are now synchronized, the GGSN sends a response to the
SGSN (flow 614). Subsequently, the SGSN sends an Accept message to the wireless
device (flow 616). The data connection being fully established, the wireless device goes
30  into astandby or ready mode. .
FIG. 7 is a block diagram showing a GPRS disconnect frame 700 which may be

transmitted by the wireless device when it returns to coverage after being reset during an
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period of tinme. Since the wireless device is infornmed that it is
out -of -coverage, it does not transmt a "detach” request tgF%E '535?55
network prior to being shut dowmn. Alternatively, just before
powered-of f the wireless device transmts a "detach” 15 request which is
not received by the network due to the out-of-coverage condition. In
accordance with the present application, once the wirel ess device regains
power and R #8+NOBbverage, it preferably transmts BCHFALBHANWEY frane to
the GPRS network which reaches the SGSN (fl.ow 602). In response, the GPRS
network resets Ej{1etvvork aranﬁters aSSOﬁlated he data connection

te

(e.g. the enctyPriobHehaTEIEY eff)besese © °£F“"P‘iwg“waﬁﬂé‘haéé‘?“8%\?ia‘é§%s and the
net work may cotamimpacatcersagadiqed viithahewild daaaosnectide Wi eaestthe thapr ever abl y

transmts a @Pﬁasl%htcﬁ&%&%ﬂ%%@sk?o %Or mSwB%] &%‘Q‘%Ea%l};%hs%b mfye@ches the SGSN

(flow 604). In response e~ attach and the
HLR acknow ed{j’é‘éﬁdlﬁtact‘lﬁ\{eélwsmsu“ﬂqﬁ@n@mﬂ%el‘l’é‘i"ffoﬁfends an acceptance of the

?ttach_ Eo shg Wi rgis%g&cﬂ%w@ i€ &elfil?éﬂtn@@?%%mmfgﬁééﬁm l&ﬂ?maé C@rln@lS(EL@eVI ce .
ransmts a . . eques ow res onse, e
SGON sends- a PERSE PO HED RN i einstp R ot W%Wﬁé@&%ﬁe Sy 612)

Because t he enawing 8GEENLpatsgerekapmgpede hiemea Dighess freey 7T00@reéamadlyt he GGSN ar e

now synchr oni gy, J BecHeaM RenHs /@Ms&&%&%m& Qddlitnec (S Y 614)

Subsequent |y, sends an Accept nessa | ess device
(flow 616). TW% déﬁfhesécfﬁwe&qzl Wﬂ%loﬁg“ Piglors} Estiminptpis HEY, bit R i r el ess

dﬁVl ce goe%a oag.rnbﬂ'ﬂ?r@sp@w@%C&?]dlbymoi?ng%Q@dlye M@ponﬁho@mtﬁ& (S&Pmﬂal gglg dlt ﬁgram

show ng a onne ra [ Yy e

o g o T RSt BB e B r g s T oGl Aur | e an

-15 5 Febr uarfrn200F PDVWD '20@64/&(9fllOiéZﬂ_va]RCT(CmﬂﬂBlﬂﬁnﬁﬁ):@EZﬁamﬂh& lmﬁngcaover age

condition. | %omﬁnd%§§e%§b% ’Ié;;ﬂ Uﬁ@%@ﬁdstah:' ﬁmgﬁ% b IS Wi TaSH2g8s causes
SSO at e 1

net wor k par aneters a a connection to be reset so
that a new y seldg{laplf fhe pestorkisends aconmudtc Bndegian CBoitddeset Holieviaee, any

sui tabl e @S&ﬁ@&méwmwoohlstéeﬁﬂf?eﬁﬂhé &vRE tirevierib Hﬁthé%@ﬁ?odfn&%ﬁm fes1odependi ng on
t he network. sgconnec is defi ne(g in the specification Logical
i bR gRe o

Li nk Control Loy 7iagedf ?OE%‘FUF?)‘Q&“@%‘ MFCEﬁh?‘%@‘&@@HI‘iﬁor packet

transfer bet vfeemsdohectdmmcsammd 1#he: seiget, Wi 09, r%%lvel;l.l(ﬁmkcﬂiﬁﬂﬂ’mxchang_es are
in franes. &.?ﬂa@% E?f"‘ﬁ%le O;S%Qtyg{cﬁ rof?sﬁ bt ILLR bt dha %E&gge@.d ress field

702, a control Tiel sequence 708. Address
field 702 corbi &% b@PﬁuSa tfp HiOmd & @l corffok fipdtin. ﬁm bf 2%(13{!}) alpset to 74 0 Bitg

20 722 is the poll or final bit. When the frame is issued as a command, the bit is a poll bit.
When the frame is issued as a response, the bit is final bit. In this embodiment, for a
disconnect frame, the remaining bits 724, bits 1-4, are preferably set t0 0, 0, 1, G,
respectively.  Typically, LLC frames have an information field, which normally
contains various commands and responses. In a disconnect frame, no information field

25 is permitted. Frame check sequence (FCS) field 708 consists of a 24-bit cyclic

' redundancy check (CRC) code. CRC-25 is used to detect bit errors in the frame header
and information fields. The frame check sequence is determined in the specification
Logical Link Control (LLC) Specification (GSM 04.64).

Final Comments. What have been described are methods and apparatus for use

30  in reestablishing a data connection with a wireless communication network. Initially, a
wireless communication device maintains the data connection with the wireless

communication network. During an out-of-coverage condition with the network, the
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10 command/ response (CR) bit 712, and a service access point identifier
(SAPI') 714. PD bit 710 indicates what protocol the frane i I

frames set PD bit 710 to "0'. A frane with PD bit 710 set ?OF%EEMVSZ'OB?
invalid. CRbit 712 identifies a frane as being a conmmand or a response.
If the device sends a command to the network, CR bit 712 is set to '0". If
t he network sends a command to the device, CR bit 712 is set to "1'. Since
15 di sconne¥P 4%89E1700 i s sent fromthe device, CR BYVCAHBPES K s
enbodinent is set to "0'. SAPI 714 identifies the data |link controller
identifier for which a franme is intended. |In a disconnect frame, SAPI bits
1-4 are set t eirdlgss Ogviod jis wered ofp eThii capiey the @oeless devickiteregpt FOpManieEnt i fi es t he
type of franeas@&%hx@mg'dgtxc&ﬂéaﬁmﬁ sigée algeame@me@&qs apdrdseg sect ets. In

this case, because the franme 1s a control function, bits 8-6 220 are all
set to '1'. Bwirelss pgwahovill Gilindscgesiest Sreforablyatiteppeing naERt PaTk ot e is i ssued
as a command, ydefi@nPhdiwdrR coveREY, ltheDiiteless N wrinditS 4 BBRagk So e Je@drkas a
response, theﬁgjt Is final bit. :kn thits ererotdcii rn%}?tthwfo"\r{maec Jisgonnect
frame, the reMECRFARS BSOS ™55 AOVEK pararetds asspriated wilh Wp G4 PSR {90, 0, 1, o,
respectivel y. refypiSataddusntly LiheGrifeleanasich manemigrone of mereradditional friceshags towhi ch

normal [y contai ' . 65 fertdd cBbSSGeRect franme,
no i nformati o%hefxgtzlfrééég&%%b%gEgl&?gg%fw%cgﬁgp%heq i:‘néeql?encé (FCS) field 708
consi sts of adgacdnqctienyis piPecket R Riefert Y DRhoaRxt (ARE) Ceageld 2eRedds | s used to
detect bit erkgige IdPRENBEHRAE B @RELRFe is @RFcdndoOfritiel bdthd ol SnoreThe frane

(LLO Spechiti cstiren ek gorigaf Coprahoebrnts virEEoiGe BBl desor ! bec
are met hods andvaappatdy us dftocometon S subsantiglysseableisyhinaigraiaeddéer dheconnect i on
with a wrel e%«?rel‘ésgﬁ'l‘e(}&’cgggsg&én%&o&%%%ﬁﬁédénctn&ke%dﬁiéé.' y, a wreless comunication

devi ce mai ntains connection w e wWreless comunjcation
network. During arfheeatovefleseibedemhgdmennefites rrseiippaicatipba Bfepdsfio Yt he - 16 5
February 2007 ¢ \¥Q.200¢/ ORQ% 2+ sRETHh GA203406095A1wtise| Qsdficdem: aa i s power ed

off. This causes the wireless device to reset its paraneters ssoci at ed
with the dbta YESHE P | BinParfryEr W?P@E“ef“ﬁé”wutfﬁe%a??g ‘W?ﬁ Sf%peoolﬁtﬂ?eof-cover age
the wirel ess apetaon k Thd inbenficai desctibeddiesinom me edcitedRiadieinghd i, cowf ek  bei ng
power ed back an, and, .r. i,ninNg. n rk coverage, the wrel ess device
transnits a rréﬂs[ﬁs”ﬁ%f’é‘ufg%g@ %harr“fg?l%egtno Rihi ch causes one or nore network
paraneters associated with the data connection to be reset. Subsequently,
the wirel ess device transnmts one or nore additional nmessages to the
network for reestablishing the data connection. In the preferred

enbodi nent 20 t he
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data connection is a Packet Data Protocol (PDP) context with a General
Packet Radio Service (GPRS) attachnment, the nessage is a di SF% aer&t rrame
and the one or nore 10 additional nessages include a Genera CK 2IQa
Service (GPRS) attach request. Advantageously, a data connection is
substantially seam essly nmaintained for the wreless device despite
networ k connecti on conplexities. The above-descri bed enbodi nents of the
present application are intended to be exanples only. Those of skill in
the art may efdegiysl terations, nodifications and 15 variations to the
particul ar entodi nents without departing fromthe scope of the application.
The i nvention described herein in the recited claij t t QoBOUEr and
enbrace all suitabhe changslsod fvft@EI"hYoPoWesﬁcfomﬁH% tFrﬂb?eﬁl(il,cray 2%)87 CLAI M8
1. A nethod for "%ﬁ .vthﬁl\é aa}laW rﬁi m‘ﬁwﬁﬂ%tdﬂmmmm@q )coqnﬁnsmg
reest abl i shi nge®* &ohnect i on wth a w, é@%e\%ﬁe dat. BmRehiviol netwidek et hod
conprising thee stb@pfmﬁmmnxtﬂa‘ﬂﬂﬁﬁ ?@”% tiga Wt A et |§n with the wirel ess
conmuni cati on eé thelsdditenaletepd et eri zed by the
e@g {§eu%g(fﬁﬁfe): cRRd idpeddty y

addi t.i onal w rel ess comu J \GEfC it d @R put-&f- power ed
of f during an out - ofth%m'éﬁfsa“gﬁ’gm&’a’r‘fﬂ‘i“t“l %ﬁm TH%?E rf%’\(/a\llﬂrge|(S%)fsl b?tﬁmm”' gation

network (104) sy Q OO ®itR he Wiedlas nﬁnmmkabpaﬂ

d
connection are resg in the wirel oCilthi BR @ew ee thdOZelat not in
the wirel ess conreumeieark (B?’F%‘P%P’iﬁﬁeld%% é er the w reI ss ﬁggﬁum cation

devi ce (102) i g, RAWELR6h mﬁk(ma)butnmmmwmwowg rel ess
conmuni cati on network (%qumg%%v Clgss ﬁ% ah&?d@ﬁit% @og)m@rpewag@mm(on,
on to

parameters of the data pe reset in, hich
communi cati on net Wogdsrhildd)a messagbhte tkﬁewhﬁ‘éssd’l"’mﬁ“ﬁﬁc?ﬂ"f \N#WO%% Eﬁﬁ) whe

characterized by the step of: af ,re%mtoaaaﬁm@sngmmm@qg@ to bp &€l t ti ng
one or nore additi offdi® mEs ages to thew §pS conmmuni cation network
(104) for reestabl |ﬁhhm@ﬁreﬂdaecmmwl‘@6%’&§‘f’?%z Oith the wirel ess

comuni cation network (104). 3. The nethod of claim11, further
characterized by the step of: tr m s&agL, attaching to
and establishing a Pack£ fl%%@gﬁ“{%&%gfe% \{ft halt he aweg el ess
comuni cati on net woLde (hiMhising the nessage, transmitting one or more additional messag

ablishing the data connection

o the wireless commumcauon network (104) for reest

with the wireless communication network (104).

3 The method of claim 1, further characterized by the step of:

after transmitting the message, attaching to and establishing a Packet Data

- Protocol (PDP) context with the wireless communication network (104).

4 The metbod of claim 1, further characterized in that the act of

i intain ireless
maintaining the data connection comprises mainfaimng an attachment to the wirel

communication network (104).

5 The method of claim 1, further characterized in that the act of

maintaining the data copnection comprises maintaining a Packet Data Protocol (PDF)

context session.”
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4. The nmethod of claim1, further characterized in that the act of

mai nt ai ni ng the data connection conprises naintai ning an at t he
wirel ess comunication network (104). 5. The nethod of cl a%%%ﬁ%r%nﬁgr
characterized in that the act of naintaining the data connection conprises
mai nt ai ni ng a Packet Data Protocol (PDP) context session.' -18 5 February
2007 6. The 'nethod of claim1, further characterized in that the act of
transmtting the nessage conprises the further act of transmtting a

di sconnect fr ame 6(700@het-,gethckteoﬂviclaﬁhehsﬁmtbmmmaé@{’?e&nmngﬁ\é'ﬁta{;1%4). 7
The nmethod of claim 1, further charageterized, i hiaktidzhalicomedriam e

net wor k par anstaemsitt@@rﬁﬁfrq@?gﬁﬁomwia/%?l onégar ameter which is reset in the
wirel ess corrr%&; Sk Qfte10R Cu@mlmi6dd hetimark @&Ponse to the message. 8. The
met hod of cl ai , turther characterized in that the powering off of the

Wi rel ess communi cation device (102) during the out-af-c r GRdi tion
causes the messageqt 0o bpnet mansnoftdam EMHQECWW@P@S‘“&%%&%%%& on net wor k

(104) when the wirel ess_commni,Cat Q9. ele\Waftheted @Bjch iepsit s theeTivaask
coverage. 9. APW‘FEIPéfé"%‘etErSr?ﬁlﬂﬂlﬁgg%?iegﬁggev;ﬁce $202) conprising a receiver
(212), a tranggdidnehtdadid)ork GA€ iprespense odBPr§iser s (238) coupled to the
receiver (212) and the transmtter (214) and being operative to maintain a

data connection with a wireless comunicati.on Kot HdDowetieoftd 1 el ess
communi cation devi ge (201 mpphef ‘flﬂPthg\"“ "’Eﬁ%’f%%ﬁ%%edﬂ i ndt%ohat f he one or

T e Cont ol 1 €08 y{ AR s b ARSERbh WBviko (12 dvie e ros el VEBERERCERE on

device (202) i8 were during an, out - of - coverage..eanaickbk10d)t h t he
Wirel ess conmmupiusat the messesevierie R f‘e%ﬁ?c'het“ﬁrg{egso%e- or am)re net wor k

paraneters of {he data.cQRPARkicHondeviceded) rézains REVHRCEIEYE  communi cati on

device (202) but not 1n the wireless conmunication network (104): after

the wirel ess communi cation device (202) is powered back on, . g nmessage

to be transnitted t@ the mmgemmmd@aﬁ@?@ﬁ@%ﬁ%?‘fﬁﬂf‘gﬁlﬁéh causes

the one or nore net\/\gétlé_ parﬁ Btgrcén 1esN183 80 Bbvpleaan eatdear 2d2)radiiéset in
! et wor

the wirel ess CORRIEGAHHGRC 104). . 10. The wir , gcation
devi ce (202) ofiagdnaitmn (914) faud beieg OPQEW%[P%F@W%E&% c??ggﬂ%%ﬁ%ﬂg%%? nor e

controllers ( 23(:% are funtheh @RS EE witBledsCommunication device (202) being further

zed in that the one or more controllers (238) are operative (o:

characteri |
is powered off during an out-of-

i€ the wireless communication device (202)

coverage condition with the wireless communication network (104) such that one or

. . - olass
more network parameters of the data conmection are reset in the wireles

cation device (202) but not in the wireless communication network (104):
cause 4 Message

communi
afier the wireless communication device (202) is powered back on,

to be transmitted to the wireless communication network (104) which causes the one

i i ireless
or more network parameters of the data connection to be reset 1 the wir

communication network (1043,
10. The wireless comraunication device (202) of claim 9, further
characterized in that the one or more controllers (238) are further operative (o:

e one or more additional messages to be fransmitted to the wireless
on with the wireless

caus
communication network (104) for reestablishing the data connect

communication network (104).
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cause one or nore additional nmessages to be transmtted to the wirel ess
communi cation network (104) for reestablishing the data cong%cg)iron %61,1 t he
wirel ess comunication network (104). -19 5 February 2007 £

Wi rel ess conmuni cati on device (202) of claim9, further characterized in
that the one or nore controllers (238) are further operative to: cause one
or nore additional nessages to be transmtted to the wireless

comuni cation network (104) for reestablishing t at.a Ch with the
Wi rel ess conmuni calj onTietwieicks (coouprnicios g\ﬂé‘ﬁee&%%fjt%ec@%n%mqn?i&ng of the
message is performedq after th | [>e) ire Artheropdmtivecte: (202) regai ns
coverage with ‘ihﬁfé"t@ﬁ‘?iegime‘g%t %Soowﬁgae?igﬁoﬁn ngg'\;\{)?k énl%gea & 2ne TheieW el ess
conmuni cati on devi ggusé 202)or afore [adfifipm] MesPERP PCHArac e;,';ﬁzz?@ i_r;}Ftsgat t he
Wi rel ess comuni cati on devj ¢ bftati weldod fonnention With ey r

manual |y duri nijmﬂ‘fﬁnctﬂﬁrfn-nc?&ogg\(}ggg%}erdgondig\t&iﬂ%n. 13. The wirel ess

communi cati on geminetaf@ORiwak (IOFMEM O, further characterized in that the
data connection conprises.onBarkely Batie Restgcsl perfopmyd aRFnEe @t h t he

Wi rel ess connection network (104). 14. The evwﬁ{ | s iR TUathaditation devi ce
(202) of cl ai ne@pminiratiore devies £03t PR &GV TP the data connection

conpri ses an a%étg&}mm?_ to the wireless comunication network (104). 15.
The wirel ess comrunicati on device (202) of claim9, further characterized
in that the one or nore controllers (238) are operati vg céo trgaqﬁm'w& a
message conprising @ di ggonweassf campunice) devige Q0% Pb| EET cbrrrtrlunflfcati on .
system (100) conprising.a wrele jscadh oddviaet @odkis( godred altwi r el ess
conmuni cat i on G’éaﬁcéeé’z?‘g@)ﬂ‘%at\% r@ﬁgsggtggﬂ%lg%necti on _established with the
wirel ess commupieahiédally aabaoslly dutig e optE-CAreFage SWIIO™ [ ansmitter (214); and
one or nore device (102) including a receiver (212), controllers (238)
coupled to the receiver (212) and the transmtter ; i &SS
communi cation system.(100y bt @WH@?@PP%“’%Q&)@;?&t ﬁltgﬂsvi%{mef‘?s]s

communi cati on cﬂﬂexgcitgneze %noan)at lh% cﬁﬁ?&ﬁﬁécbi&n Esmprises a Packet Data Protocol (PDP)

context with the wireless connection network (104).

14, The wireless communication device (202) of claim 9, further

i i ireless
characterized in that the data comnection comprises an attachment to the wirel

communication network (104).

15. The wireless communication device {(202) of claim 9, further

. 4 o
characterized in that the one or more controllers (238) are operative to fransmi

message comprising a disconnect frame (700).

16. A wireless communication systein (100) comprising a wireless

_— . . "
communication network (104); a wireless communication device (102) having a data

connection sstablished with the wireless communication network (104); the wireless

ncluding a receiver (212), a trapsmifter (214); and one or MmO
the wireless

device (102) i ‘
controllers (238) coupled to the receiver (212) and the trapsmitier (214);

coramunjcation systemn (100) being characterized in tbat the wireless compunication

device (102) is operative to:
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-20 5 February 2007 cause a disconnect frane (700) to be transmtted to
the wirel ess communi cati on network (104) in response to the,.wrel esg 07
comuni cation device (102) being powered back on after bei ﬁ?eb&w 8 of f
during an out-of-coverage condition with the wireless comunication
network (104) where one or nore network paraneters of the data connection
were reset in the wirel ess communi cati on device (102) but not in the
wi rel ess communi cation network (104). 17. The wireless co ni caltsison system
(100) of claim 16, _fur hefcofear aeder i(208) fon behgesehigdofe BF WOFE
controllers (238) of the wregl .CQ L GAatd 00 old@Vidsaninidd@dn devicef urt her
operative to: comammigitionFEvSK (ﬁ‘i@énéggWFgﬁa é)%euglg,a;es for _5&%8% | i shing
the data CO“QE&BibQﬁg pheredackvion eifiers beinm ponAitd o | Y ng g1 P8R of claim
char

16, further acterized.in th he. &lpb@one onpeE sewok Packet
Dat a Protocol comiifgn wityht gﬁgsslcgwgﬁvﬂg?%@gg@% ni cat .on swsk&m (100)

of claim 16, fyrldeks oflahaanscondertion Wore teRitin {17V iEHE® §P™iore control | ers

(238) are operative to, cause AcaabPpiReki(oa).t o be established by
causi ng a Gene(rl%gr)bp%ﬂ?ﬁ’é‘ttgﬁ?‘g ?1%J§ gﬁ?cea (GPRS) attach request to be

transmtted to the wirel ess comunication network (104). 20. The w rel ess
communi cati on syst ﬁg} (100) Aeiesd @oMubficationr iysem (OORrddceleir A6d TyrRet hat t he
data connection corprises a Ceneral PaCkgﬁmFi%g)%f%%%&e%sc&uﬁ’@aﬁm

attachment. _ @faracterized in that the one or pore coDiT
device (102) are further operative to:

wansmit one or more addifonal mesSages for reestablishing the data

connection.

18. The wireless communjcation system (100) of claim 16, further

. . p
characterized in that the data connection comprises a Packet Data Protocol (PDP)

context. -

19. The wireless communication system (100) of claim 16, further

i ta
characterized in that the one or more controllers (238) are operative o cause the dai

connection to be established by causing a General Packet Radio Service (GPRS)

attach request to be transmitted to the wireless cornumnication petwork (104).

50. The wireless communication system (100) of claim 16, further

characterized in that the data connection comprises a General Packet Radio Service

(GPRS) attachment.
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