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METHOD AND SYSTEM FOR PRIVACY ORIENTED
PROVENANCE AT THE POINT OF SALE

CROSS REFERENCE TO RELATED APPLICATION
Thus application chams the benefit of Untled States Patent Application
Ne. 177319532, which was filed on May 13, 2021, the entive contents of which are

hereby incorporated by reference for ali purposes.

The present disclosure relates fo privacy-otiented provenance at point
of sale, specifically the use of a Ulockehain to track item provenance toenable a
verification of the atthenticity of a product at a pouy of sale through transachion

NILS|AZEs.

BACKGROUND

Blockchain was nitially created as a storage mipchanun for ase in
conducting payiment transactions with a oryptographic corrency. Using a blockehain
provides a number of benefifs, such ag decentralization, distribiied compuiing,
transparency regarding transactions, and vet also providing suonvmity as to the
individuals or entities mvolved 1 a transaction. One of the more popular aspects ef a
blockcham is that it is an iomutable record: every tragsaction ever that is pagt of the
chain is stored therein and cannot be changed due to the computational requirements
and bandwidth limitstions, parficilarly as a chain gets longer and a blockchan
network adds more nodes.

Because blockchains store an immmtable record for any niamuer of
data, some blockehains have been developed 16 store information regarding the
provenance of items, such as tracking the production and distribution of perishable
goods or lugh value Hems. For exanple, a blockehain may be used io track produce,
where an enfry 1nay be created when the produce is harvested, picked up from the
harvesting location, dropped off at a distributor, Toaded info a fruck by the distitbutor,
arrived af a retailer, accepted by the vetailer, and sold to a consumer. These entries
inay, as a result, store the lifecvele of genuine products.

However, consunets may have no abilify o aceess a provenance

blockechiam, to idertify a desired item on such a blockchain, or be able to understand
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the data being stored therein. Af the same fime, consumers may have a sigmificant
mierest m ensuring that s product they desire for purchase 18 authentic, stich as a
consumer mterested in medication or an expensive luxury ftem. Thus, there s a need
for & system that enables consurmers to verity the authenticity of a product for

parchase, which can leverage a provenance blockcham.

SUMMARY

The present disclosure provides a description of systems and methods
for vertfying product authenticily at a pout of Sale through transaction messages. A
point of sale may collect product identifiers from products that a consumey 18
interested in purchase as part of the tfraditional checkout process. The product
identifiers can be mchuded in special data elements in a transaction message that i3
submitted to 8 merchant’s acquiring bank through for the pavinent tragsaction. As
part of the processing of the transaction by the acguirer, the acquirer can consult a
processor to check the authenticty of the products bemng purchased by exanuning a
provenance blockchain forthe product identifiers included in the transaction message.
If the products are deternuined to be authentic, the fransaction can proceed as normal.
If the preducts are not anthentic, then the acquirer can deny the fransaction aud stop
thie consumer from purchasing & counterfeit or frandulent good. The consuiner may
also be notified of the inauthenticity of one or more of the products through the point
of sale, which can reassure the consuner of vther products being purchased, oy enalde
the consumer to leave and select snother merchant. By using standard fransa¢tion
niessages, the consumer experience can remain the same and existing communication
paths and processes can be utitlized while stll providing this additional service to the
benefit of consnmers, merchants, and manufacturers alike.

A method for verifving product authenticity at a point of sale through
transaction messages includes: receiving, by & point of sale device, bue or more
product identification values, each product identification value corresponding fo a
product being purchased in a pavment fraiisdction; generatimg, by the point of sale
device, a trausaction message including one or more data elements storing the one or
more product identification values, where the transaction message s formatted
according to ene or more standards; fransmitting; by the pouyt of sale device, the
transaction message to a first processing systern; transmithng, by the first processing

systest, the one or more product wWentification values parsed from the one or more
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data elements inclnded in the received transaction message to a second processing
svstem; recetving, by the first processmg svstein, a vertfication result for each of the
one or more product identification values from the second processing system; and
processing, by the first processing systent, the payment transaction, wherein
processitig includes (1) transmitting a response nessage to the point of sale deviee
denying the payment tansaction if the verification result for at least one of the one or
more product identification values indicates a fatled verification, or (i) ansmutting
the ransaction message to a pavment network if the verification result for each of the
ane or motre product wWentification values mdicales a successtul verification,

A system for verifying product authenticity at a peoint of sale through
transaction messages includes: a pont of sake device; a first processing systern; and a
second procéssing system, wherein the pomnt of sale device receives one of more
product identification values, each product identification value corresponding to a
product being prvchased in a payment fransaction, generates a fransaction message
meluding one or more data elements storing the one or more product identification
values, where the ttansaction message 15 formatted accordibg o one or iore
standards, and transmits the transaction message to the first processing system, and
the fisst processing system frausmits the one ot more product identification vahies
parsed froin the one or more data elements included in fhe received transaction
message o 'the secend processing system; receives a verification result for each of the
one or more product identification values from the seconid processing system, and
processes the pavient transsction, wherein processing wnchdes (1) ransmitiing a
response message to the point of sale device denying the payment fransaction if the
verification result for at least one of the one o more product iWentification values
midicates a fatled verification, or {41} ransmitting the transaction message to a
pavment network 1f the verification result for each of the one or more product

identification values mdicates a suceessful verification.

BRIEF DESCRIPTION OF THE DRAWING FIGURES
The scope of the present disclosure is best understood from the
following detailed description of exemplary embodiments when read in conpunction

with the accompanying drawings. Included in the drawings are the following figures:
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FIG. 1 is a block diagram illustrating a high level system architecture
verifying product authenticity at a pomnt of sale throuigh fransaction messages 1
accordance with exemplary embodiments.

FIG. 2 1xa block diagram ilhwstrating a coyapuliug svstem of the
system of FHG. 1 for use m verifying product anthenticily in a payment fragsaction i
accordance with exemplary embodiments,

FIGS. 34 and 3B ave aflow diagran dlusirating a process for
verifving product authenticity at & point of sale through transaction messages and a
provenance blockcham tn accordance with exemplary embodinents.

FIG. 4 is a flow chart illnstyating an exemplary method for verifving
preduct authenticity at 8 peint of sale thyough ransaetion messages in accordance
with exemplary embodiments.

FIG. 5 is a block diagram illustrating a computer system architectiwe in
accordance with exemplary embodiments.

Further areas of applicability of the present disclosure will become
apparent from the detailed description provided hereipalter. It should be understood
that the detailed deseription of exemplary embodiments are intended for illustration
parposes only and are, therefore, not infended to pecessarily limit the scope of the

disclosure.

DETAILED DESCRIPTION

Glossary of Tenis

Blockchain — A pubhic fedper of all transactions of a blockchain-based
currency. Oneor more conputing devices may comprise a blockehain network,
which may be confipired 1o process and record transactions as part of a block m the
Blockehat., Once a block is complited, the block is added to the blockehain and the
fraunsaction record thereby updated. In many instances, the blockchain roay be a
ledzer of transactions in chronological order, or may be presented in any other order
that may be suitable for nse by the blockehain network. In some coufigurations,
transactions recorded in the blockehain mav inclide a destination addiess and a
currenicy anrount, such that the blockchain records how mueh currency is attributable
o a specific address. In somie instapees, the tranisactions are finavoial and others not
finanecial, or might include additional or different mformation, such as a source

address, timestamp, efe. Insome ermbodunents, & Blockehain may also or
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alternatively include nearly any type of data as a form of transaction that is or needs to
be placed m a distributed database that mainitamns a continvously growing list of data
records hardened against tampering and revision, even by ifs operators, and may he
confirmed and validated by the blockchain network through proof of work andior any
other snifabile vertfication techniques associated therewith, In some cases, data
regarding & given transaction may further inclide additional data that i3 not diectly
part of the transaction appended to ransaction data. In some mstances, the inclusion
of such data in # blockchain may constitute a transaction. In such instances, a
blockehain may not be directly associated with g specific digital, virtual, fiat, or other
tvpe of currency.

Payment Network — A syStem or network used for the tansfer of
money via the ise of cash-substitutes for thousands, millions, and even bilhions of
frausactions during a given period. Pavment nebworks may usea vartety of different
protocols and procedures iy order to process the transter of money for various types of
transactions. Transactions that may be performed via a payment network may include
product or service purchases, credit purchases, debit transactions, fund transfets,
account withdrawals, etc. Pavment networks may be configured to perform
frausactions via cash-substiuies, which may include payment cards, letters of credit,
checks, transaction accounts, efc. Examples of networks or systems configured to
perform as pavment networks include those operated by Mastercard®™, VISA®,
Discover®, American Express®, PayPal®, ete. Use of the term “payinent network”
herein may refer fo both the paynient vetwork as an entity, and the physical pavment
network, such as the equipnent, hardware, and software comprising the payment
network,

Transaction Account — A financial account that may be used to fimd a
transaction, such as & checking account, savings account, eradit acconnt, virtual
paynent account, et A transaction account may be associated with a cousnner,
which may be any suitable tvpe of entity associated with a payment account, which
may mchude a person, family, company, corporatipn, governmental entity, ete. In
some instances, 8 fransaction acconnt nway be viral, such as those accounts operated
by PayPal®, eic.

Issuer — An entily that establishes {¢.g., opens} a letfer ot line of credit
in favor of a beneficiary, and honors drafts drawn by the beneficiary against the

aniount specified in the letter or line of credil. In many instances, the isstier may bea
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bank or other financial institution authorized to open lines of credit.  In some
mstances, any enfity that mav extend 2 line of credit 1o 2 beneficiary may be
considerad an issuer. The line of credit openad by the issuer may be represented in
the form of'a payment accowt, and migy be drawn oo by the beneficiary via the use of
a payinent card. An issuer may also offer additional types of pavment accounts to
consumers as will be apparent to persons baving slall in the relevant art, suchas debat
aecounts, prepard accounts, electronic wallet accounts, savings accounts, chegking
accounts, ete., and may provide consumers with physical or hon-physical means for
aecessing andfor ntilizing soch an account, such as debii cards, prepaid cards,
automated feller machine cards, electronic wallets, checks, etc.

Acquirer — An entity that may process pavitent card trangactions on
Behalf of amerchant. The acquirer may be a bank o1 other financial institution
authorized o process payment card fransactions on a merchant’s behalf, In many
mstanges, the acquirer may opeén a lite of credit with the merchant acting asa
beneficiary. The aciuirer may exchange fimds with an issuer in instances whete a
consumer, which may be a beneficiary to & hine of credit offered by the issuer,
transacts via a payment card with 2 merchaut that is represented by the acquirer.

Paymesit Transaction — A transsction between bwo entilies in wiich
money or other financial benefit 18 exchanged from one entity fo the other. The
payment transaction may be a transfer of funds, for the purchase of goods or services,
for the repayment of debt, or for any other exchange of financial benefit as will be
apparent to persons having skill in the relevant art. In sonte nstances, pavment
transaction ‘may refer to fransactions funded via a payment card andéor payment
accow, such as credit card transactions. Such pavment fransactions may be
processed via an issuer, pavinent network, and acquirer. The process for processing
such a payment transaction may mclude at least one of authorization, batching;
clearing, setflement, and funding.  Authorization may include the furnishing of
payinent details by the consumer 0 & merchant, the submitting of transaction details
(e.g.. mchuding the payment details) from the merchant to their acguirer, and the
verification of payvment details with the issuer of the consumer’s payment account
used fo fund the transaction. Batching may refer to the stoting of an anthorized
transaction in a batch with other authorized transactions Tor distribuiion to an
acquirer. Clearing may include the sending of batched transactions from the acquirer

to-a payment network for processing. Settlement may tnclude the debiting of the
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issuer by the payiment network for transactions involving beneficiaries of the issuer.
T some mstances, the tssuer may pay the acquirer via the pavient network. o other
mstances, the issuer may pay the acquirer directly. Funding may inclnde payment to
the merchaut from the scquirer for the payment iranssctions that have been cleared
and settled. It will be apparent to persony having skill in the relevant art that the order
andfor categonization of the steps discussed above performed as part of payment
fransacion processing.

System for Verifvineg Product Authenticity at Pougt of Sale

FIG. 1 illustrates a systemn 100 for verifying the awthentictty of
products at a point of sale through the use of a provenance blockchain and traditional
fransaction messaging.

The system 100 may mclude one or more blockehain nodes 102, Each
blockchain node 102 may be part of a blockchaim network 104, Each blockchain node
102 may be a computing system, such as Glustrated 1 FIGS. 2 and 3, discussed
nyore detail below, that is configured to perform functions related to the processing
arid management of the blockchain, inclading the generation of blockchain data
valaes, vertfication of proposed blockehain transactions, verification of digital
signatures, generation of new blocks, validation of new blocks, and maintenance of a
copyv of the tlockchamn,

The blockcham niay be a distribuied ledger that 1s comprised of af least
a pharality of blocks. Each block may include at least a bloek header and one or move
data values. Each block header nwy wichude at least a imestamyp, 8 block reference
value, and a data reference vslue. The tunestamp may be a thne at which the bleck
header was generated, and may be represented using any suitable method {e.g., UNIX
timestamyp, DateThme, efc.). The block reference value may be a value that references
an eatlier block {g.g., based on timestamp) in the blockehain, In some embodiments,
a block reference value w a block beader may be a reference to the block header of
the mwst recently added block prier to the respective block. In an exemplary
embodiinent, the block reference valiie may be a hash valne generated via the hashing
of the block header of the most recently added block. The data reference value may
siinilarly be a reference to the one or more data values stored in the block that
mcludes the block header, In au exemplary embodiment, the data reference value

may be a hash value generated via the hashing of the one or more data values. For



WO 2022/240529 PCT/US2022/024203

1d

oy
A

30

mstance, the block veference value may be the root of a Merkle tree generated using
the on@ of more data values.

The use of the block reference value and data reference value i cach
block header may result i the bloekchain being immnmtable. Auy attempted
modification to a data value wounld requive the generation of a new data reference
value for that block, which would thereby require the subsequent block’s block
reference value to be newly generated, further requiving the generation of a hew block
reference value in every subsequent block. This would have to be performed and
updated in every single blockchamn node 102 in the blockehain network 104 pitor to
the generation and addition of a new block to the blockchain in order for the change to
be made pefmanent. Computational and commmmnication limitations msv make such a
modification exceedingly dittficult, 1f not impossilile, thus renderiitg the blockcham
immutable,

Tn some embodiments, e blockchain may be used fo stare
information regarding blockchain transactions conducted between two different
blockcham wallets. A blockcham wallet may include a private key of a crvplographic
kay pair that 15 nsed to senerate digital signatures that serve as authorization by a
paver for a blockchain transactiont, where the digtial signature can be verified by the
blockehain network 104 nsing the public key of the cryptographic key pair. In sonme
cases, the term “blockchain wallet” may refer specifically to the private ke, In other
cases, the term “blockcham wallet”™ may refer to a computing device {e.g.,
manufacturel system 106, point of sale device 108, scquiring financial ustitintion 114,
verification processor L1E, ete.) that stores the private key for use thereof in
blockchain fransactions. For instance, each computing device may each have their
own private key for respective crypiographic key pairs, and may each be a blockchain
wallet for use m ransactions with the blockchain associated with the blockchaim
network, Computing devices tiay be any type of device suitable ' store and utilize a
blockchain wallet, such as a desktop comypizter, laptop computer, notebook computer,
tablet computer, cellular phoune, smart phone, sipart watch, smart televisipn, wearable
computing device, implantable computing device, efe.

Each blockchain data value stored i the blockehain may correspand to
a blockcham transaction or other storage of data, as applicable. A blockchain
transaction may consist of at least: a digital signature of the sender of that is generated

using the sender’s private key, a blockehain address of the recipient of currency
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generated using the reciptent’s public key, and a bockehain ewrrency amount that is
transferred or other data betng stored. In the case of the blockéhain being used for
data storage separate from currency, the currency amount may be replaced by or
added to such other dita In some blockchain transactions, the transaction may also
mclude one or more blockcham addresses of the cender where blockehai corrency is
currently stored (e.g., where the digital signature proves their access to such
currency), as well as an address senerated nsing the sender’s public Key for any
change that is to be retained by the sender. Addresses to which crvptographic
currency has been sent that can be used in future fransactions are reforred {o a3
“ontput” addresses, ay each address was previously used to capture output of a prior
blockcham transaction, also referred to ay “vnspent fragsactions,”™ doe to there berng
currency sent fo the address in a prior fransaction where that currency is still unspent.
In some cases, a blockchain fransaction may also include the sender’s public key, for
nse by an entity in validating the transaction. For the traditional processing of a
blockehain transaction, such data may be provided to a blockehsin node 102 in the
blockcham network 104, either by the sender or the recipient. The node miay veuly
the digital signature vsing the public key in the cryptographic key pair of the sender’s
wallet and also verify the sender’s access to the fimds (e g, that the nnspent
transactions have nof vet been speitt and were sent to address associated with the
sender’'s wallet), a process known as “confumation”™ of a transaction, and then inchude
thie blockehain transaction in a new block. The new block may be validated by other
sodes in the bleckchain network 104 before betng added 1o the blockchain and
distributed to all of the blockchain nodes 102 in the blockchain network 104 in
traditional blockehain inplementationts. In cases where a blockchain data valne may
not be related {o a blockehain tragsaction, but instead the storage of other types of
data, blockchain data values may sull include or otherwise mvolve the validation of a
digital signature.

In the systemy 100, the bleckchain network 104 may operate and store a
provenance blockcham, A provenance blockchain may be a blockchain that stores
data regarding a supply clain, where events in the supply chain are stored therein.
Such events may include, for instance, product manufacture, pickup by a distribution
entity, transportation from oue storage factity to another, delivery fo a retatler, sale by
the retailer, resale by a consumer; addition of & product to a grouping of products,

separation of a product from a grouping of preducts, chargeback of & product, efe: In
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some cases, a Blockehain data value stored in the provenance blockchain for such an
event may mclude detatled informaiion about the event. In other cases, the
blockehain data value may include a hash value of detailed information about the
event, where the detailed wiformation mav be stored {uo a separate dala storage. In
sonye instances, documents and other data may be stoved mi the blockchain data
valies, such as dreetly or via hash values that can be used o veufy the undetlying
data (e.g., an executed contract) that may be stored elsewhere, stich as possessed by
the entities mvolved in the executed contract. Additional mformation regarding the
use and operation of provenance bleckchains can be fonnd in US. Patert Application
No. 16/873, 154, entitled “Method and Svstem for Generalized Provenance Sclhution
for Blockcham Supply Chiain Applications,” by Steven €. Davis et al., filed May, 15,
2020, which 18 herein incorporated by reference i ifs entivety.

In the systeny 100, a consunier 110 may be muterested in having the
authenticity of a product being muchased prior fo buying the produnct. When a
preduct s mapufactured, the manufacturer system 106 may assign a product identifier
to the product. In some cases, the product wdentifier may be unique o the product,
such as a serial number that is unique acrosy all of the produets that are mamitactured.
In other cases, the product wdentifier may be assigned to all producis of a conunon set,
such as a lot mumber assigned fo-a set of medication, where each fem in the sef nwy
be considered the same foriracking purposes. The product identifier may be any
suitable type of value of a suitable length, such as an integer or alphantmeric value.
The manufactured product may be stored on the provenance blockehain, where the
creation of the produet may be stored in a corresponding entry in the blockchain.

The product may be storéd m the provenance blockchain viaa hash of
the product wlentifier. A hashing algorithm mav be applied to the product identifier,
which may resulf in « hash value that'is stored i the provenance blockcham. The
hashing algoritlin may ensude that the product can be tracked, without revealing the
underlying product identifier it a one-way hashing algorithmn is uséd, such as te
prevent a nefarous actor from labeling a counterfet preduct with the serial number or
other product idemtifier of a genuine product. In an exemplary embodiment; the
hashing algorithm may be a one-way, collision-resistant hashing alporithm. In some
cases, manufacturer systemns 106 may be encouraged to use non-sequential sertal

numbers and other product identifiers as an additional measure against connterfest.
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The distribution of the product may be tracked using the provenance
blockcham, as discussed above. The product may eventually be delivered foa
merchant for purchase by the consumer 110, When the merchant receives the
product, a new enlry may be entered juto the blockchain that includes the hashed
product wdentifier and an mdication of accepted delivery by the merchant,

In the system 100, the consumer 110 may be issued a transaction
account that is to be used £ paying for the destred product. An issuing finanetal
institution, such as an 1ssning bank, may issue a iransaction acconnt to the consumer
110 and, as part of the issumg of the tansaction dccount, may issue a payvinent card,
such as a credit card or debit card, or other payiaent instrunvent fo the consumer 110
for use in conveving account details to enable & pavinent transaction 1o be processed
that is funded via the consumer’s issuad transaction account,

When the consummer 110 is interested in purchasing the destred
product, the consumer 110 may select the product and approach a point of sale device
108 to conduct a payment transaction and begin a checkout process. Ax part of the
checkout process, the pomt of sale device 108 mayv collect a product identifier for
each product being purchased for which authenficity is to be verified. In some cases,
the conswner 110 may indicate which product(s) for which they would like the
avthenticity to be verified. Iin other cases. the merchant may have rules regarding
which products being sold are o have the authenticity verified, such as any product
that 1s tracked via a provenance blockchain, or products above a predeternuned price
point. The point of sale devige 108 may collect product identifiers nsing any suttable
method, such as the reading of a maching-readable code with an vptical inaging
device, raceipt of the product identifier via electronic transmission, such as through
near field communication or radio frequency, entry of the product identifier via an
ingmt device by an employee of the merchant or the consmmer 119, efc. In some
cases, the received product identifier may be the hashed product identifier. In other
cases, the point of sale device 108 may hash the product identifier upon receipt fo
genetate the hashed product identifier.

The point of sale device 108 may also collect any other nformation
necessary for the processing of a payment transaction for purchase of the produci{s) fo
be verified and any other products. Such information may nclade transaction account
wiformation for the consumer™s ransaction account o be used to fund the pavment

transaction {e.g., read orrecetved from the payinent insttuinent, such as via the
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reading of a magnetic stripe, veceipt of a near field comunnmication transmission, efc.),
a Wansaction smowt, pot of sale wdentifier, currency type, transachion e,
transaction date, merchant identifier, merchant category code, lovalty data, reward
data, coupon data, ete.

In order to iutiate the processing of a pavinent transaction o facilitate
payment by the consumer 113 for the selected product(s), the point of sale devyce 108
WY generate ¥ transaction message. A transaction message may be a specially
formatted data message that s formatted pursuant to ene or more standards governing
ihe urierchange of financial fransaction messages, such as the Infernational
QOrganization of Standardization’s ISO 8583 or ISC 20022 standards. A transaction
message may mclude & plurahiy of data elements, where each dats elerent sfores data
as mdicated in the applicable standard(s). In some cases, the transaction message may
mnclude one or more bitsiaps, which may mdicate the dala stored inveach data eleiuent
in the rransaction message. Each traiisaction message may also Hichide a message
type indicator, which may mdicate a fvpe for the tansaction megssage for yse i the
processiig of the trausaetion niessage.

A teaditional transaction message may store data necessary for use i
the standard processing of a payment transaction i predefined data eloments, such as
the storage of a transaction amount, trafsaction accomint data for the consaumer’s
transaction accoust used to fund the paviment ransaction. transaction accouat data for
a transaction account of the merchant used 1o receive the funds m the payinent
fransaction, and the above trapsaction data, such as the wansaction tie, fansaction
date, point of sale identifier, currency type, transaction time, transaction date,
merchard dentifier, merchaint category code, lovalty data, rewatd data, cotipon data,
ete. In the svstem 100, the fransaction message may slso stored the hashed product
identifier for ench preduct for which suthenticity 1910 be verified. In some cases, the
hashed product identifiers may all be stored in a single data element. In other cases,
the hashed product idemtifiers may each be stored 1o their own data element in
instances where multiple products are to have their aathenticity vertfied. In some
instances, a transaction message may require an additional bitmap for the definition of
additional data elements for use in storing hashed product identifiers, such as tf the
mmber of products being verified exceeds a predetermined number. In some
entbodimants, the data elements used o store hashed product identifiers may be data

elements reserved for private use according to the applicable standard(s).
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The point of sale device 108 may electronically transmit the
transaction message o an dcquiring financial mstitation 114 using a suiiable
communication network and method. In some cases, the point of sale device 108 may
electronically toansmit the transaction message directly o the acquiring fnancial
mtitation 114, In other cases, the point of sale device 108 may electromcally
transint! the transaction message {0 the acquiring financial institntion 114 via oneor
more internediaries, such as throngh a payment network 116, In some iustances, the
transaction message may be electronically transmitted to the acquiring financial
mstitution 114 via payment rails associated with the pavient network 116, either
divectly by the point of sale device 108 or thronghi the payment network 116, In some
embodiments, the communication network snd methad may be specially configured
for the transnussion of specially formatted transaction messages. The acqurmg
financial mstitution 114 may be a financial mstitatien, such as an acquirng bauk, or
other eitify that issues a fransaction accowt to the merchant for use m receiving the
funds in electronic payvment trausactions nvolving the merchant.

The acquirmg financial pishitution 114 may recerve the transaction
message and nay identify that one or nyore product verifications are to be performed.
Such an identification may be based on the stovage of one or more hashed product
identifiers in the predetermined data elements, the inclusion of a specific bitmap or
bitmap data in the fransaction message, or other indication, such as a data flag stored
iy a predetermined data element that may indicate that product asthenticity
verification is requested or indicate the nmniber of product verifications to be
performed. If no product verifications are to be performed, the transaction message
may be processed nsiitg fraditional methods.

To perfonm the vertfication of the authenticity of a product being
purchased by the consumer 110, the acquinng financial institution: 114 may parse the
hashed produet identifiers froy the ransaction message. A vertfication proeess ay
then be performed using the hashed product identifiers. In some embodinents, the
acquiring financial instifution 114 may perform the verification process. In other
embodiments, the verification process may be performed by a verification processor
118, which may be a third party computing system and/or entity separate from the
acquiring fnancial mwstitation 114, In embodiments where the verification processor
118 perforns the verification process, the acquiring financial nstintion 114 may

electronically fransmut the parsed, hashed product identifier(s) to the verification
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processor 118 using any suitable communication network and method. For example,
the verificstion processor 118 way ulilize an application progranmung biterface for
the subunission of hashed product identifiers for vertfving product authenticity.
The verification process may fnelude examination of the provenance
3 blockchamn to identify mclusion of the hashed product identifier. The verification
proecessar 118 {e.g., or acquiting financial institution 114, as applicable} mav wdentify
all blockchain data entiies included in the proveénance blockehain that include the
hashed product identifier. The verification processor 118 may then venfy that the
product has 'passed through proper chiain of custody from the manufacturer to the
10 merchant, such as by verifying that the provenance hockcham ncludes an initial
entry from the manufaciurer, and proper delivery and acceptance by sty distributing
entities, followed by receipt of the product by the merchant associated with the point
of sale device 108, If there are no blockchain data eatries that sticlude the hashed

product wdentifier, or if the chain of custody of the product cannot be successtnlly

oy
A

verifted {e.g., the merchant has accepted possession of the product but the
mantfacturer has not vet registered pickup of the product by a distiibutor), then the
verification of the authenticity of the preduct may fail. Otherwise, the vertfication
iy be successtul, and the preduct may be determined to e authentic and gentine.
In cases where the acquiring financial institution 114 does not perform the verification
20 process, the entity performing the vertfication process {e.g., the verification processor
118} may retwn a verification vesult for each hashed product identifier to the
acquiring financial istiftion using the appropriste communication methad.
The acquiring financial institution 114 may accordingly have a
verification result for éach hashed product identifier. In cases where every
25 verification is successiul {e.g., all ofthe products being purchased are authentic and
gepne), the sequirmg financial mstimtion 114 may continne with the processing of
ihe pavment transaction using taditional systems and methods. I one ar more
vertficationy fail, the acquiring financial mstitntion 114 may deny the pavinent
transaction, such as by rettrning an authorization response {ransaction message o the
30 point of sale device 108 that inclndes a response code indicating denial of the
pavment fransaction. In some cases, the response code mayv mdicate detial becayse of
unsuccessful verification of the authegticity of one or more products. Int some
nstances, the authorization response message may indicate the product or products

for which suthentication failed, such as by stoting the hashed product identifier for
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each failed verification in a predeterniined data element or elements. In some further
mstances, a reason for the fatled verification may be further indicated, suclias
indicating that the hashed product identifier was not found, chain of custody not
verified, efe.

In some embodiments, the pomnt of sale device 108 may display 2
notification to the consumer 110 via a-display device thereof information regarding
the unsuceessiul verification(s). Forexample, the peint of sale device 108 may
convey which product{s) were not snccessfully verified, and may provide the
consuimer 110 with the cpportanity to still purchase the produci{s) or to continme with
the transaction without the product{s} whose suthenticity verification failed. In swch
mstances, the point of sale device 108 may subnut anotlier iransaction niessage to the
acquiring financial institution 114 for processing of the payviment fransaction for the
products selected by the consumer 110 after viewing the notification. In cases where
the consumer 110 does not wish to cordinne with the payment transaction, the
payment transaction may be canceled and the consamer 110 may leave without
purchasing the unsuccessfully verified product{s). If the payment trangaction is
successfully processed, then the consumer 110 may be provided with the purchased
product{s).

The systeins and methods discussed herein enable the vertfication of
the authenticity of products at point of sale. When a consumer 110 wants o purehase
a produet whose provenanee is stored in a provenance blockchany, the authenticity of
the product may be verified as part of the processing of the pavinent ransaction. By
conveying the hashed product identifiers m the fransaction messages, the verification
may be performed using existing comnmnication methods and technologies, which
may enable the verification to be performed using existing point of sale systems and
firtancial mstifution systemns. In addition, no actions need o be performed by the
consmner 110, which enable the consuner 11010 be assuded of the anthenticity of
products being purchased without having to perform any actions outside of the
standard fransaction process. As a vesult, the methods and systems discussed herein
provide for valuable services to consumers 110 and merchants, ensuring that
counterfeit products ave pot sold, without affecting the consnmer expertience, and
relving on exisiing technologies and processes. Such a process may be additionally

valuable 1 casey of health and safety, such as to prevent the sale of counterfedt
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medication, 1o enable a consnmer 110 o be sure the medication they are pruchasing is
gentiine,

Computing System

FIG. 2 illustrates an embodiment of a compating system 200 m the
systern 100, Itwill be appatent to persons haviig skill 1n the velevant art'that the
embodiment of the computing system 208 illustrated tn FIG. 215 provided as
ilustration only and may not be exhaustive to all possible coufigurations of the
computing system 200 suitable for performing the fimetions as discussed herein. For
example, the computer svstern 500 iHustrated in FIG. 5 and discussed 1t more detail
below may be a suitable configuration of the computing system 200. Blockchain
nodes 102, point of sale devices 108, acquuting financial mstitutions 114, and
verification processors 118 in the system 100 of FIG. 1 may be mmplemented as the
computing system 200 {e.g.. or computer system 300} and include one or ore of the
compouents as ilustiated in FIG. 2 or discussed below.

The computing system 200 nway include & receiving device 202, The
receiving device 202 may be configured to receive data over one or more networks
via one or more network protocels. In some instances, the receiving device 202 may
be configured to recetve data from other blockehain nodes 102, manufacturer systems
106, point of sale devices 108, 1ssuing financial institutions 112, acquiring financial
mistitutions 114, pavment netiworks 116, verfication processors 118, and other
systems and entifies via one of piore communication methods, such as radio
frequency, local area networks, wiveless drea networks, cellular communication
networks, Bluetooth, the Intervet, etc. In some embodiments, the receiving device
202 nwy be comprised of nubiple devices, such as different receiving devices for
recetving data over different networks, such as a first recaiving device for receiving
data over a local area network and a second receiving device for recetving data via the
Tnternet. The recetving device 202 may receive electromicslly fransnutted data
signals, where data-may be superimposed or otherwise encoded on the data signal and
decoded, parsed, read, or otherwise obtained via receipt of the data signal by the
receiving deviee 202, In some instances, the receiving device 202 may include a
parsing module for parsing the received data signal to obtain the data superimposed
thereon. For examaple, the receiving device 202 may include a parser program

configured to recetve and trausform the received data signal into usable input for the
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functions performed by the processing device to carry out the methods and systems
deseribed herein.

The recetving device 202 may be configured to receive data signals
electronically transmitied by point of sale devices 108, acquiring financial msiitations
114, or payment networks 116 that may be supenmposed or otherwise encoded with
transaction messages. Lhe recetving device 202 may be configured fo receive data

signals electromieally transatitted by acquuring financial institutions 114-that are
supertmposed or otherwise enceded with hashed product identifiers, vernification
resiilis, or notification data. The recetving device 202 may also be configured to
regeive data signals electronically transmitted by verification processors 118, which
may be superiinposed or otherwise encoded with vertfication results.

The eompuiing system 200 may also melude a conmunication medute
204, The commmnication module 204 may be configured to trapsmit data between
modules, engines, databases, memoriey, and other compenents of the computing
svstem 200 for use W performing the functions discussed herein. The commmunication
module 204 may be comprised of one or more communication types and utilize
various communication methods for connnunications within a compiting device. For
example, the communication module 204 may be comprised of a bus, contact pin
connectars, wikes, etc. In some cmmbodiments, the commmnication module 204 may
also be configured o communicate between infernal components of the computing
system 200 and external components of the computing svstem 200, such as externally
connected databases, displav devices, mput devices, ete. The computing Svstern 200
may alse include a processing device. The processing device may be configured to
perform the fanctions of the computing systeny 200 discussed herein as will be
apparent to persons having skill in the relevant art. In some embodiments, the
processing device nry include and/or be comprised of a plurality of engines and/or
medules specially configured to perferi one or more functions of the processing
device, such as a querying module 214, seneration module 216, validation modale
218, transaction processing module 220, ete. As used heretn, the term “module” may
be software or hardware particularly programed fo receive an input, perform one o
more processes using the wput, and provides anountput. The mypmt, oulput, and
processes performed by various modules will be apparent to one skilled 1o the art

based ipon the present disclosure.
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The computing svstenr 200 may include a2 memory 212, The memory
212 may be configired to store data for use by the computing system 200 m
performing the functions discussed herein. The memory 212 mayv be configiwed to
store data using suitable data formstiing methods and schema and may be auy suitable
type of memory, such as read-only memory, randony access semory, ete, The
memory 212 may wclude, for example, encryption keys and algorithms,
communication protecols and standards, dats formatiing standards and profocols,
program code for modules and application programs of the processing device, and
other data that may be suitable for use by the computing system 200 in the
performance of the functions disclosed herein as will be apparent to persons having
skill sur the relevant art. In some embodingents, the metnory 212 mav be comprised of
or may otherwise include a velational database that utilizes stimctured quety language
for the storage, wdentification, modifyving, updating, accessing, eto. of structured data
sets stored therein. The memory 212 may be configred to storg: for example,
transaction data, blockchain data, communication data, transaction message
formatting standards, hashing algarithms, ete.

The computing system 200 nwy include a querving modnle 214, The
guerving modole 214 may be configured to execute queties on databases to 1dentify
information. The querving module 214 may receive one or move data values or query
strings, and may execute a query string based thereon on an indicated database, such
as the memory 212 of the computing system 200 to identify infornwtion stored
theren. The queryving twdule 214 mwiay then outpul the identified information to an
appropriate engine or module of the computing system 200 as necessary. The
querying modile 214 may, for example, execute a query on the memory 212 fo
wdentify a hashing algevithm for hashing a product identifier, toidentify transsetion
data for genersting a transaction message, 10 dentify blockchain data for a
verification pracess, eic.

The computing system 200 may also include a generation module 216,
The generation medule 216 may be configured to geuerate data for use by the
computing systern 200 i perfornsng the fanctions discussed herein. The generation
module 216 may receive tistructions s opyt, may generate data based ou the
mstractions, and may output the generated data to one or more modules of the

computing systemi 200, For éxample, the genération miodule 216 may be configured
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to generate hashed product identifiers via applying a hashing algorithm to a received
product wentifier.

The computing system 200 nwy alse include a validation meodule 218
The validation modale 218 may be configured to perforny validations for the
computing systens 200 as part of the functions discnssed herein. The validation
module 218 may recetve insfructions as put, which may also include data {o be used
i performiig a validation, may perform a validation as requested, and may outpit a
result of the validation to another medule or engine of the computing system 200
The validation module 218 may, for'example, be configured to perform a venification
process to verify the awthenticity of a product via identity blockehain data valuesin a
provenatce blockchain that include a supplied hashed product wdentifier and review of
the blockehain data values to ensure proper chein of custody of the corresponding
product.

The computing system 200 may also include a fransaction processing
module 220, The transaction processing module 220 may be configured to perform
funections for the computing system 200 for the miliation aud processing of electronic
payment fransactions. The transaction processing module 220 may receive
trausaction account information and ether fransaction data as jnput and may output
transaction messages or mstimctions to other modules or engines of the computing
systern 200. The transaction processing modale 220 may be configured to, for
example, generate transaction messages that ave formatted pursuant 1o one or piore
applicable standards, which may tnclude transaction data as well a5 hashed product
identifiers stored m predetermined data elements.

The computing system 260 may also include a fransmitting device 222
The trapsnutimg device 222 may be configired to fransmit daia over one or more
networks via one or more netwerk protecels. In some ixstanices, the fransmutting
device 222 may be configured to transmit data to other blockchain nodes 102,
mamifacturer systems 106, point of sale devices 108, issuing financial institations
112, sequining financial institutions 114, payment networks 116, verification
processors 118, and other entities via one or mere communication methods, local area
networks, wireless drea networks, cellular comnmmication, Bluetooth, radio
fregnency, the Internet, ete. In some embodiments, the ransmiiting device 222 may
be comprised of pusltiple devices, such as different trap$imitting devices for

transmitting data over different nefworks, such as a fust ttansmitiing device for
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transmitting data over a local area network and a second transmitting device for
transthitting data via the Interpet. The frabsnutting device 222 tay electronically
transnut data signals that have data superimposed that may be parsed by a receiving
coniputing device. 1o sotne mstaunces, the transnutting device 222 may include one ot
more modules for superbnposing, encoding, of otherwise formatting data into data
signals suitable for ransmission.

The transnitting device 222 mayv be confipured to electronically
transnut data signals to point of sale devices 108, acquiring financial istitutions 114,
or payinent networks 116 that may be superimposed or otherwise encoded with
fransaction 'messages. The fransmitting device 222 may be configured fo
electronrcally traxisnit data siguals to acquunng financial mstitations 114, verification
processars 118, or point of sale devices 108 thiat ave superimiposed or otherwise
encoded with hashed product identifiess, verification results, or netification data. The
transmitting device 222 may also be confignred to electronically ransmit data Siznals
to acquiting financial institutions 114, which mav be superimposed ov otherwise
encoded with verification resulis.

Process for Verifving Product Authenticity st a Pomt of Sale

FIGS. 3A and 3B ilusirates a process for the verification of the
authenticity of one or more products being purchased at a pomt of sale using
{ransaction messages 1 the system 100 Hystrated tn FIG. | and discussed above.

In step 302, the pouitiof sale device 108 mway read product identifiers
from onie or more produdcts to be purchased by a consumer 110 using a suitable
method, such as the reading of machine-readable codes displaved on the products that
are encoded with the product identifier of the corresponding product. The product
identifier may beunigue to the preduct or may be otherwise associated with the
product, such as a lot number for medication. In step 304, the point of sale device 108
may {e.g., viza geueration module 2167 hash the read product identitiers {o generate a
hashed product identifier for each product for which anthenticity is to be verified. In
some cases, the constimner 110 may mdicate the products for which they would like
the anthenticity to be vertfied. In other cases. the products may be identified via cne
or more rules of criteria, which may be automatically identified by the point of sale
device 108 upon reading of a product identifier. In step 306, the pomnt of sale device

108 may {e.g., via a transaction processing module 220) generate a transaction
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message Tor'a payment fransaction for purchase of the products whose praduet
wdentifiers were read m step 302. The transaction ruessage may be specially formatted
pursuant to one or move standards governing the interchange of financial transaction
messages, and miay wclade a plurality of data elements stoting iransaction data
meluding one or more data elements that store the hashed product 1dentifien(s).

In step 308, the powmt of sale device 108 may {e.z., via a ansmitting
device 2221 electronteally transmirt the geterated fransaction message 1o an acquring
financial mstitution 114, such as via payment rails associated with a payment network
116, In step 310, the acquiring financial mstitution ! 14 may {e.g., via a receiving
device 202) veceive the fransaction message from the point of sale device 108, In step
312, the acquiring financial rustitution 114 may (e.g., vis a querving module 214)
parse the hashed product identifier(sy for products whote authenticity is to be verified
from the predetermined data element(s) inowhich they are stored, which may be
1dentified via one or more bitmaps i the transaction message. In step 314, the
acquiring financial institution 114 may (eg., via a trapsmitting device 2223 submit a
verification request for each of the bashed product identifiers to the vertfication
processor 118, such as using an application programming interface made available by
the vertfication processor 118, o step 316, the vertfication processor 118 mav{e.z.,
via a receiving device 202) receive the one or more verification requests, each of
which may inclade 2 hashed product identifier passed from the {ransaction message.

In step 318, the verification processor 118 may (e g., via a validation
madnle 218) perform a vertfication process for'each verification request. The
verification process may inchude identifving all blockchain data values stored in a
provenance blockehain that include the hashed product identifier and determining if
there is a proper chain of custody from manufscture of the product all the way
through to possession by the merchant associated with the point of sale device 108. In
some cases, & device wdentifter for the point of sale device 108 or mierchant idéntifier
may ncluded in a verification request to ensure that the merchant involved in the
transaction is the same merchant that accepted the product for sale in the provenance
Blockehain, The verification processor 118 may identify a result of the verification
process for each hashed product identifier {e.g., success or fatlure) and, 1 step 320,
may {e.g., via a transmitting device 222) electronically transmit the verification resuli
for each verification request {0 the acquiring financial institution 114, such as via the

application progranuning interface.
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Tn step 322, the acquiring financial institution 114 may (g, viaa
redeiving device 202) receive the vertfication results) from the verification processor
118, Instep 324, the acquiring financial instimtion 1141may (e.g., via a transaction
processing podule 220} deterniine if the payrnent fransaction s fo be processed. The
deternunation may be based on the vertfication results, where one or more failed
verifications may result in the payment trassaction being declined by the acquiting
financial instinaion 114, In snch an nstance, an authorization response (€.¢., as
indicated by the message type indicator in 8 fransaction message) may be returned to
ihe point of sale device 108, In'the example illusirated in FIG. 3B, the acquuing
finaneial institution 114 may determine that all verification results were successiul
amd may, i step 326, electronteally ransnut {e.g., via a frausmitting device 222} the
fransaction message for the paviment transaction to a payvment network 116 of ssuing
financial mstitplion 112 via payment rails for processing using fradstional methods or
systesng. In some mstances, the hashed product Wentifier(s) mayv be removed Gom
the transaction message prior to forwarding by the acquiring financial institution 114,

In step 328, the acquiring fnancial wstitution 1Hid may {(e.g. . via a
transputting device 2224 electromeally transmit a notification message fo the pemt of
sale device 108, The notification miessage ay iwdicate that the anthentication of
each of the applicable products was successful. In step 330, the point of sale device
108 may {e g, via a receiving device 202) receive the notification message. In step
332, the notification message may be displaved to the consumer 110, which may
ensure the conswmer 110 that the products being purchased are genutue as a result of
the successful verification of the authenticity using the provenance blockehain, The
payment fransaction may be processed and produets given to the consmmer 110 using
traditional methods.

Exermnplary Methed for Venfvine Produet Auwthenticonty

FIG. 4 ilinstrates a method 400 for vertfving produiet authenticity af a
poirtt of sale throngh fransaction messages.

T step 402, one or more product identification values may be recetved
{g.g.. via a receiving device 202) by a peirt of sale device {e.g., point of sale device
108}, each product identification value cotresponding to a product being purchased i
a payinent trausaction. In step 404, a transaction message may be generated (e.2., via

a generation module 2161 by the poirt of sale device that inclndes one or more data
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elements storing the one or more product identification values, where the transaction
message is formatted according to one or yiore standards. Tn step 406, the tvansaction
message may be transmitted (2., via a transmitting device 222) to a first processing
system {e.g., acquiring financial mstitttion 114} by the point of sale device.

Tn step 40K, the one or more produet identification values parsed from
the one or more data clements weluded in the received transaction message mayv be
transnutted {8.g., vis a ransmitting device 222) by the first processing system Yo a
second processing system {e.g., verification processor 118). In step 410, the first
processing svstem may receive {e.g., via a recetving device 202) a verification result
for each of the one or more product identification values from the second processing

svstern. In'step 412, the pavinent transaction may be processed {e.z., via & transattion

processing module 2203 by the fist processing systeny, wherein processing meludes
{1} ransmifting {e.g., via a fransmitting device 222} aresponse message to the pomt of
sale device denving the payment transaction if the verification result for at least one of
the one or more product identification values indicates a failed verification, or (if)
trandmitting the transaction message to a payment network {e.g., paymeéent setwork
115} if the verification result for each of the one or more product identification values
indicates a successiul vertfication.

In ong embodiment, the trangaction message may be ansmitted 1o the
fivst processing svstem using payment rails. In some embodiments, the first
processing system may be ah acquiring financial institution system and the second
processing syvstem may be a third party processer system. In one embodiment, the
one or more standards may inchude at least one off IS0 &583 and 183 20022, In some
entbodimets, the otie or nyore data elements may be reserved for private use
acearding to the one or more standards.

In one embodunent, the one or more product identification values may
be transmitied to the second processing system Osing an apphication programining
mterface. In some embodiment, the method 400 may frther include generating (2.g.,
via a generation module 216), by the point of sale device, a hash value for each of the
one or more product identification values by applying 2 hashing algorithm to the
product identification value, wherein the pue or more data elemerds wcluded 1o the
fransaction message stores the hash value for each of the one or more product
identification values inplace of the product identification value. Tn one embodiment,

the method 400 nway also include: receiving (e.g., via a receiving device 202), by the
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second processing svsteny, the one or more product identification values from the first
processing system; detenminiig {e.g., via a validation module 218}, by the second
processing system, the verification result for each of the one or more product
identification values based on inclusion of the product identification value ina block
of a plarality of blocks comprisitig 2 blockehain, whete a fatled verification ccenrs it
the preduct wentification value is not jncluded in any block of the plurality of blocks;
and fransinitting {e.g., via 2 fransimitting device 222), by the second processing
system, the verification result for each of the one or more product identification
values to the frst processing system.

Comnputer System Architechure

FIG. 5 lustrates a computer systent 300 1 which embodiments of the
present disclosure, or portions thereof, niay be implemented as computer-readable
code. Forexample, the point of sale device 108, acquiring financial institution 114,
and verification ptocessor 118 of FIG. 1 and the computing systemt 200 of FIG. 2 may
be implemented in the conputer systemn 500 using Bardware, son-fransitory computer
readable media baving wistiuchions stored thereon, or 8 combination thereofand may
be implemented in one or more computer svstems or other processimg systems.
Hardware may embody medules and components used to tmplement the methods of
FIGS. 3A, 3B, and 4.

Hprogrammahle logic is fised, such logic may execute on a
conuercially available processing platfornrconfigured by executable software code
to become a spectfic purpose computer or a special mupose device (2.g.,
programumable logic array, application-specific integrated civrcutl, efe). A person
having ordinary skill in the art may appreciate that embediments of the disclosed
subject matter can be'practiced with various computer system configurations,
including multi-core multiprocessor systems, minicomputers, mainiframe computers,
comptiters Imked or clustered with distnbuted finchions, as well as pervasive or
miniatwre computers that may be embedded into virtually any device. Forinsiance, at
{east one processor device and a memory may be used to implement the above
described embodiments.

A processor unit or device as discussed herein may be a single
processor, a plyrslity of processors, or combinations thereof. Processor devices saay

X w

have one or mote processer “oores.” The terms “computer program mediuny™ “notr
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fransitory computer readable medinm,” and “computer usable mediun” as discussed
hiereus are used to generally refer to tangible nredia such as a femovable storage utit
318, a reypovable storage vnif 522, and a hard disk installed in hard disk drive 312,

Varicus emnbodinents of the present disclosure are deseribed in tornig
of this example computer system 500, After reading this description, i will become
apparent to a person skilled in the relevant art how to imaplement the present
disclosure using other computer systenis and/or computer architéctures. Althongh
operations may be described as a sequential process, some of the operations nry in
fact be performed mparallel, concurrently, and/or in a distributed epvironient, and
with program cede stored locally or remotely for access by single or multi-processor
machines. In addition, n some embodiniends the order of operations may be
rearranged without departing from the spirit of the disclosed subject matter.

Processor device 304 niav be a spéctal purpose or a general purpose
processor device specifically configured to perform the functions discussed herein.
The processor device 304 may be connected {o a comnmnications infrastructare 506,
such ag a bus, message quene, nefwork, multi-core message-passmg scherie, ete. The
network may be any network suitable for performing the functions as disclosed herein
ard ay iclude a local area network (LAN), & wide area network (WAN), & wireless
network {e:p.. WiFi), a mobtle comnniincation network, a satefhite netwark, the
Iuternet, fiber optic, coaxial eable, infrared, radio frequency (BF), or any combination
thereof. Other suitable network types and configurations will be apparent to persons
having skill in the relevantant. The computer system 500 may also inchide a main
memory 308 {e.g., random access memory, read-only memory, etc.), and mav also
inglude a secondary memory 510, The secondary memory 510 fnay inclnde the hard
disk deive 312 and a removable storsge drive 514, such as a foppy disk drive, a
magnetic tape drive, an optical disk drive, a flash mensory, ete.

The removgble storage drive 514 may read frots andfor write to the
removable storage unit 518 in a well-known manner. The removable storage wait 318
may mchide a removable storage media that may be read by and written fo by the
removable storage drive 514, For examyple, if the removable storage diive 514 is a
foppy disk drive or untversal serial bus port, the removable storage unit S} mavbe a
floppy disk or portable flash duive, respechively. In one embodiment, the removable

storage unit 318 may be non-fransitory computer readable récording media,
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Tn some embodiments, the secondary memory 310 may inclade
alternative means for allowing contputer programns or other mstrugtions to be loaded
into the computer system 500, for example, the removable storage vt 322 ad an
interface 530, Examples of such means may inchude a program carttidge and
cartiidge mterface {e.g.. as found i video game systems}, 8 removable manory chip
(e.g., EEPROM, PROM, ete.) and associated socket, and other removable storage
wnts 522 and interfaces 320 as will be apparent to persons having skill in the relevant
art.

Data stored in the computer system 500 (e.g., in the mam memory SO8
andior the secondary memnory 510} may be stored on any type of suitable computer
readable media, such as optical storage {e.g., a compact disc, digital versatile dise,
Blu-ray dise, etc.) or maghnetic fape storage {e.g., a hard disk deive}). The data miav be
configored 1o any type of suitable database configuration, sach as a velational
database, a structured query langnage (SQL) database, a distribnted database, an
object database, etc. Suitsble confignrations and storage types will be apparent o
petseiis having skill 1n the relevant art.

The computer system 500 may also mclude 8 conmmunications
mterface 524, The conunuucations interface 324 may be confignred to allow software
and datato be transferred between the computer System 500 gnd external devices.
Exemplary commumications mnterfaces 5324 may include a modem, a network interface
(e.g., an Ethernet card}, a communications port, 8 PCMCIA slot and card, efe.
Software and data transferred via the communications interface 524 may be m the
form of signals, which may be glectronic, electromagnetic, optical, or other signals as
will be apparent fo persons having skill 1 the relevant art. The signals nay fravel via
a commbunications path 526, which may be configured to carry the signals and may be
unplemented using wire, cable, fiber optics, a phone line, a cellular phone hink, a
radio frequency ok, ete.

The computér system 506 may further include a display interface 502,
The display interface 502 may be configured o allow data 1o be transferred between
the computer systern 300 and external display 530. Exemplary display mterfaces 502
may mehide high-definttion multimedis interface (HDMI), digital visual mterface
(DVT}, video graphics array (VGA), etc. The display 530 may be any suitable tvpe of
display for displayving data trangsmitted via the display interface 502 of the computer

svstern 300, including a cathode tay tube (CRT) display, liquid crystal display (LCD),
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light-emitting diode (LED) display, capacitive touch display, thin-film transistor
(TFT) display, efe.

Computer prograny medium and eomputer usable medinm may refer to
memories, such as the mwain memory 308 and secondary imemory 510, whick may be
memory seaunconductors {e.g., DRAMsS, ete.}. These computer program products may
be means for providing seftware fo the comuputer system 500, Computer prograigs
(e.g., computer control logic) may be stored in the nain menoty 508 andior the
secondary memory 310, Computer programs may also be received via the
communications mterface 324, Such computer programs, whett executed, may enable
computer system 500 to implement the present methods as dizenssed herein. In
particular, the computer programs, when executed, may enable processor device 504
to tmplement the nyethods iHustrated by FIGR. 3A, 3B, and 4, as disenssed herein.
Accordingly, such compsiter progranis yuay represent controllers of the computer
system 500. Where the present discloswre 13 implemented using software, the
software may be stored in a computer program product and loaded info the computer
svster 300 using the retnovable sforage drive 514, inferface 320, and hard disk deive
512, or conmuanications iterface 524,

The processor devige 304 may comprise one o more modules or
engines configured to perform the functions of the computer system 300, Each of the
modules or engines may be implemented using hardware and, i some instances, way
also ntilize software, such as corresponding to program code andéor programs stored
i the main memory 308 or secondary memory 310, In such istances, progeant code
may be compiled by the processor device 504 (e.g., by a compiling module or engine}
priof to execution by the hardware of the computer system 500, For example, the
program code may be source code written ina progranuning lsngnage that is
translated mito a lower level language, such as assembly language or nrachine code,
for execution by the processor device 504 andfor any additional hardware components
of the computer system 500. The process of compiling may inchude the use of lexical
analysis, preprocessing, patsing, semarntic analysis, svntax-directed franslation, code
generation, code optinization, and any other technigues that may be snitable for
franslation of program code nito 8 lower level language suitable for controlhing the
computer svstem 30010 perform the functions disclosed heretn. It wall be apparent to

persons having skill in the relevant art that such processes result in the computer
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svstern 500 being a specially configured computer system 300 muguely programmed
to perfornt the funchions discussed above.

Technigues consistent with the present disclosure provide, ameng
other features, sysiems and metheds vertfving product authenticity at a ponit of sale
through transaction message. While various exemplary embodiments of the disclosed
svstem and method have been described above it should be understood that thev have
been presented for prposes of example -only, not lindtations. TS not exhaustive and
does not linut the disclosure to the precise form disclosed. Modifications and
variations are possible m Jight of the sbove teachings or may be sequived from

practicing of the disclosure, without departing from the breadth or scope.
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WHAT IS CLAIMED I8:

1. A method for vertfying product antheptictiy at a point of sale through
transaction messages, COMPrisg:

receiving, by a point of sale device, one or more product identification values,
each product identification value corresponding te a product being purchased 1o a
payment fransaction;

generating, by the poiat of sale device, a fransaction message meluding one or
more data elements storing the one or imore product identification values, where the
fransaction message is formatied according to one or more standards;

transmitting, by the point of sale device, the transaction message to a first
processing systent;

iransmitting, by the first processing svsten, the oue or morte product
identification values parsed from the one or more data elements included in the
recetved transaction message o a second processing svsien

recetving, by the first processibg systen, a verification result for each of the
onie or more product identification values from the second processing svstem; and

processing, by the first processing systeny, the paynient transaction, wherein
processing ticludes (i) ransmitting g response message to the point of sale device
denying the pavmentfrausaction if the verification result for at least one of the one or
more product identification values indicates a failed verification, or (i) Yansmifting
the traunsaction message {0 a payment network if the verification result for each of the

one or more product identification values mdicates a successiul verification.

1 The method of claim 1, wherein the transaction message i transmitied

to the st processing system using payment tatls.

3. The method of claim 1, wherein the first processing system is an
acquining Hnancial mushitulion systentand the second processing svstern 1s a third
party processor sysfem.

4, The method of claim 1, wherein the one or more standards includes at

least one of: ISO 8583 and ISO 20022,
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5 The method of claim 1. wherein the ocue or more data elements ate

reserved for private use accorditg 1o the one ot more standards.

&, The method of clatm 1, wherem the otie or more product identification
valges are transmitted o the second processing system using an application

programming tterface.

7. The method of claim 1, further comprising:

senerating, by the pomnt of sale device, a hash valie for each of the one or
more product identification values by applying a hashing algorithm to the product
wdentification value, wheremn

the one or move data elements included in the transaciion message sfotes the
hash value foreach of the one or more product identification values in place of the

product idemtification value.

8. The method of claim 1, further comprising:

receiving, by the second processing systern, the one or more product
identification values from the first processing svstent,

determining, by the second processing system, the verification result for sach
of the one or more product identification values based on mclusion of the product
identification value i a block of a plurality of blocks comprising a blockchain, where
a fatled verification occurs if the product identification value 1S not inchided in any
block of the plurality of blocks; and

transmitting, by the seeond processing system, the verification result for each

of the one or more product identification values to the first processing systent

9. A system for vertfyving product authenticity at a point of sale through
ransAction Messages, comprising:

& pomt of sale deviee;

a first processing system; and

a second processing system, wherein

the pomt of sale device
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receives one of more product identification values, each product
wdentification value corresponding to a product being purchased in & payument
fransaciion,

generates a trausaction message including one or more data elements
storing the one or more product identification values, where the transaction message
15 formatted according to one or more standards, and

transmiite the transaction message (o the first processing system, and

the first processing system

transinifs the one oy more product identification values parsed front the
one or more data elements included in the received transaction message to the second
PrOCcessing svatent;

regeives a verification result for each of the one or more product
identification values from the second processing svsteny, and

processes the pavment transaction, wherein processing nchdes (1)
transintfting a response message to the poiat of sale device denyving the paviuent
transaction if the verification result Tor at least one of the oue or wore product
identification values indicates a failed verification, or (i1} transnutting the {ransaction
message o a payment network if the verification result for each of the onie or more

prodhrct wentification values indicates a successthl verification,

0. The system of clamm 9, wherein the transaction niessage is fransmitted

fo the first processing system using payient rails.

11, The system of claim 9, wherein the first processing system is an
acquirmg fmancial nstitution system and the second processing systen is a thivd

parly processor system.

i2. The systemn of claim 9, wherein the'one ov fitorg Standards tncludes at

{east one of ISO 8583 and ISO 20022,

13, The system of clann 9, wherein the one o miore data elements are

reserved for private use according to the one or more standards.
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14, The system of claim 9, wherein the one or move product identification
values are fransmifted {o the second processing systeti using an application

programming interface.

15 The systemn of claim 9, wherem

the point of sale device generates a bash value for each of the one or more
product identification values by applyving a hashing algorithm fo the product
wdentification value, and

the nne or more data elements meluded v the transaction message stores the
hash value for each of the one or more product identification values in place of the

product identificstion value,

16,  The system of claim 9, wherein the second processing svsiem

recerves the one or more product wlentification values fromy the first
processing systen,

determmines the verification resalf for each of the one or more product
identification values based on inclusion of the product identification value inva block
of a plarality of blocks comprising a blockchain, whete a failed verification occurs if
the product identification value 15 not mchuded i any block of the phwality of blocks,
and

transimits the verification result for each of the one or more product

identification values to the first processing system.
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