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A METHOD AND APPARATUS FOR PROTECTING DATA FROM MIS-
SYNCHRONIZATION ERRORS

This invention relates generally to data processing systems and more specifically to a
system for ensuring that a mis-synchronization between a read head of a magnetic disk drive
and information stored in the drive does not result in erroneous data retrieval.

BACKGROUND OF THE INVENTION

Digital data processing systems typically include data storage devices, for example,
disk drives. Data is recorded on the disks in concentric tracks, and each track is divided into a
number of “contiguous” sectors, often with gaps separating one or more of the sectors. Data is
retrieved (read) from or stored (written) in the sectors by a read/write head. As the disk rotates
under the head, data is, for example, read from a particular sector when the head is over that
sector. -
To begin a read or write operation the head is moved to the track containing the selected
sector. Unless the head vas used in the immediately preceding read or write operation, the
head, or more specificai. . dmer and clotk circuitry associated with the read/write operation,
must then be synchronized to the disk so that the information rotating under the head can be
read. Once the circuitry is synchronized, the head locates the start of the appropriate sector
and performs the read or write operation. If, for example, during a read operation, the start of
a sector is not exactly located, inappropriate information read from the disk may be interpreted
as data.

The data are typically stored on the disk in encoded form. Prior to recording, the data
symbols are encoded using an error correction code (ECC). Encoding the data avoids the loss
of information through misinterpretation of the retrieved data, should one or more of the data
symbols become corrupted due, for example, to a defect in the disk or to noise signals in the
read or write channels. The result of misinterpreting the retrieved data symbols is erroneous
data, and the error cortrection code is employed to, as the name implies, correct the erroneous
data.

Specifically, before a string of data symbols is written to a disk, it is mathematically
encoded to forrn ECC symbols. The ECC symbols are then appended to the data string to form
data code words - data symbols plus ECC symbols - and the data code words are written to, or
stored on, the disk. When data are read from the disk, the code words containing the data

1



WO 96/24134 ' PCTAUS96/00534

symbols are retriévéed and mathematically decoded. During decoding, errors in the data are
detected and, if possible, corrected through manipulation of the ECC symbols [For a detailed
description of decoding see Peterson and Weldon, Error Comrection Codes, 2d Edition, MIT
Press, 1972].

Reed Solomon codes are often used as ECCs for data recorded on disks. The Reed
Solomon codes are cyclic codes, whic:lnmnmstlmtifxl.x2 s Xg e Xy is a code word, where

& arc:codewm-clsymbo!at,thenx2 r Xy e Ko Xg 1salsoacodeword,x3,x4 - X e X1 Xy i8S
alsoacodeword,and Xqs Xg «e xn.xl,.,xz,mayheacodeword,whetexl.andxz,.are,

respectively, symbols adjacent to the code word, for example, the first and second symbols of
anext code word. |

As discussed above, the code words are recorded on the disk in the contiguous sectors.
A head that is out of synchronism with the information recorded on the disk may start reading a
code word after one or more bits or one or more symbols of that code word have rotated past
the head. It thus finishes reading with one or more bits or symbols of the code word recorded
in the next sector or with one or more bits of information recorded in a gap between the two
sectors. If the mis-synchronization is by an integral number of symbols, the information read
from the disk may form another code word. Ifso,adeeodercmusethe:emwedsymbolsto

"correct” any erroneous symbols in this code word. The decoder forwards these error-free
symbols to the system component that requested the data, and the system then further
processes these symbols as if they are the requested data.

To prevent synchronization errors from resulting in the alteration of data, prior known
systems have, before recording a code word, included in the ECC symbols a “coset leader."
‘When the code word is later retrieved, the decoder removes the coset leader from the ECC
symbols before it corrects the data symbols. As discussed below, the coset leader can be
accurately removed from the retricved information only if that information is the recorded code
word. Otherwise, removing the coset leader will most likely result in the introduction of an
uncorrectable number of errors, since the coset leader is “removed” from symbols other than
the ECC symbols to which it was, for example, added.

The coset leader can be any sequence that does not belong to the code used to encode
the data. If all possible code words are considered as a group, adding the coset leader to the
ECC symbols in the code words, in effect, shifts the entire group by an amount “b." When the
coset leader is later removed from the ECC symbols in each of the code words, the code words
are shifted back by the same amount b to the original code words. If a code word is misread
due to mis-synchronization of the head, the result of removing the coset leader from the ECC
symbols shifts the codeword by an amount other than b, which usually results in the
introduction of a uncorrectable number of errors into the code word.

The coset leader can be thought of a sequence of patterns or values, one value for each
of the ECC symbols in the code word. In some prior known systems, the coset leader consists
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of a series of identical patterns, for example, a series of 1's. The encoder thus adds (modulo
2)ﬂwsunecmmmeachofdnECCsymbdsmddledecoderwmovesﬂmtcmmmﬁmn
each of the retrieved ECC symbols. 'l'hehatdwa:ereqnnedmhandletheeomleaderoperauon
consists of an adder and a dedicated one-symbol-sized buffer.
| UsmgthesamepMoreosethadereonmfoullofﬂwBOCsymbolsdoesnot
yield as high a level of protection as using a coset leader that consists of a sequence of different
patterns. Ifdmcosetleadereonslmofarepemdconmnmtmomvablematanus-
synchtomzanonmaymhnmfmmwmﬁmdecodaualegmmmmmmmasa
code word with a correctable number of errors. 'l'hnsmayoccnr,forexample when the coset
leadercmstmtuconecdyremoved&mnmmynfnﬂmostofﬂ:emhevedECCsymbols. A
ms-synclum:zahonmmorehkelytomhmdnmﬂoduchmofmunmmbbmmbuof
enorswhenasequmceofdlfferentpauemsxsnsedutheeosetlender
'mem:sapmblemMusmgdlffetentpmems,nmly,a significant amount of
bufferspaeexsteqmtedtommepm If, forenmple the code word contains k m-bit
ECCsymbols.theencoderrequucskm—bntbuffers. 'l‘hmsmconmwthesmglem-bxt
buffqmqmmdmﬂlesymmuusethemmmforeachofdeCCsymbols There
mthnsam-offbetweenbufferspaeeorcmp"redem and the protection of data against
mis-synchronization errors.

Thelmemmkmemd&mmmssmglemmmor
symbol, a coset leader, which is a series of k m-blt symbols that resembles a random sequence.
The encoder is mmally setto an m-b:t initial coset leader constant. It then encodes this constant

to produce the (k-1) remaining m-bit qoset leadel_- constants. These constants are produced
simultaneously with the ECC symbols and are combined, i.e., XOR'd, with the corresponding
symbols before the symbols are concatenated with the data symbols to form a code word for
recording. Accordingly, the k coset leader constants need not be stored in buffers.

The corresponding decoder similarly generates the coset leader from a stored initial
constant. It XOR's these constants with the ECC symbols in a retrieved codeword as part of a
demodulation operation. If the head that read the code word was in synchronism with the
stored information, XOR'ing the k cosct leader constants with the ECC symbols of the
retrieved code word removes the coset leader from these symbols, and thus, reproduces the
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original ECC symbols. Otherwise, the XOR operationi combines the coset leader with a shifted
version of itself and introduces into the retrieved code word a number of errors that exceeds the
error correction capability of the ECC.

When the code word is thereafter decoded, the decoder will not attempt to correct the
data retrieved by a mis-synchronized head. It will instead label the data as uncorrectable.

Specifically, the encoder encodes the data symbols in accordance with an ECC over
GF(2™), and produces k m-bit ECC symbols. The encoder includes, for encoding the
constant, an m-stage linear feedback shift register (LFSR), which is set-up in accordance with
a maximum length polynomial in GF(2). The LFSR is pre-set, or hardwired, to initialize to the
selected initial coset leader constant. In the preferred embodiment the coset leader is encoded
over GF(2), the initial coset leader constant is 100001011, and the encoder is set-up in
accordance with the polynomial X2 +X5+X +X3+X%41.

To produce the ECC symbols, the encoder encodes the data symbols in a conventional
manner using an ECC-symbol generator and produces, in k 9-bit registers, the k ECC
symbols. When the first of the ECC symbols is shifted out of the generator, the LFSR is
initialized, so that it contains the initial coset leader constant. The contents of the LFSR are
then XOR'd with the first ECC symbol.

The LFSR is then shifted to update its contents in accordance with the polynomial set
forth above. This produces in the stages of the LFSR a next coset leader constant, which is
XOR'd with the next ECC symbol shifted out of the ECC symbol generator. This shifting and
XOR'ing continues until each of the ECC symbols produced by the ECC-symbol generator has
been combined with a corresponding coset leader constant produced in the LFSR.

The encoder next re-sets the LFSR to its initial condition for the next code word, and
again encodes that constant to produce the k-symbol coset leader.

The cormresponding decoder uses the same LFSR to produce the coset leader constants
that are removed from a retrieved code word. The decoder also includes a demodulator, which
demodulates retrieved information into code word symbols. As the demodulator shifts out the
ECC symbols, the decoder XOR's them with the contents of the LFSR, shifting the LFSR to
generate a succession of coset leader constants, as discussed above.

The hardware required to produce the coset leader is minimized by using the hardwired
LFSR. Accordingly, a k-symbol buffer is not needed. Further, there is no delay introduced
into the encoding or decoding operations by the LFSR, since the LFSR supplies the coset
leader constants to the XOR gate at the same times as the encoder or decoder supplies to the
gate the corresponding ECC symbols.
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meaboveandfmﬂneradvmtagesofﬂnemvennonmaybebemrunderstoodby

referring to the following description in conjunction with the accompanying drawings, in
which:

Fig. 1 is a functional block diagram of a system constructed in accordance with the
invention; and | |

Fig. 2 is a functional block diagram that depicts in more detail an ECC symbol
generator and a coset leader generator of Fig. 1.

Referring now to Fig. 1, an encoder 10 includes an ECC symbol generator 12 that
' encodesddatasymbolsmaecordmwxﬂamECCwerGF(zm) to produce k m-bit ECC
- symbols. Theencoderalso mcludesacosetleadergenerator 14 that produces k m-bit coset
leader constants. An XOR circuit 16 combines the constants with the corresponding ECC
‘symbols, as those symbols are shifted out of the generatar 12. The resulting symbols are
concatenated with the d data symbols via multiplexer 18, to form a code word that is recorded
on a magnetic disk (not shown).

A decoder 30 later retrieves the ECC code word from the disk and in a demodulator 32
reproduces the d data symibols and the k ECC symbols. As the ECC symbols are shifted out of
the demodulator 32 they are XOR'd in XOR circuit 16 with the coset leader constants that are
produced by a coset leader generator 14. The XOR circuit 16 thus removes the coset leader
from the retrieved code word. Assuming there is no mis-synchronization, an error corrector 34
manipulates in a conventional manner the data symbols and the ECC symbols concatenated
thereto via multiplexer 36 to correct, as necessary, any errors in the code word.

If there is a mis-synchronization, the anempted removal of the coset leader resuits in the
introduction into the code word of an uncorrectable number of errors. The error corrector 34
thus does not attempt to correct the code word. It instead signals a system controller (not
shown) that the code word is uncorrectable. The controller may then request that the code
word again be retrieved from storage. The decoder will thus not inaccurately correct
information that was retrieved when the head that read the information was out of synchronism
with the stored information.

Referring now to Fig. 2, the coset leader generator 14 consists of a linear feedback shift
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register (LFSR) 40 that is hardwired to contain, when reset is enabled, the initial coset leader
constant. The LFSR 40 has m stages 44 and a feedback path 46 that combines, in XOR gates
48, the contents of selected stages and supplies the combinations to other stages as update
values. Foreaseofunderstandmx.themetlmeushownmthednwmgasanmw and the
clock line is omitted.

In theprefenedembodlmentﬂlel.FSRwhumm#n {(m=9) and is setupm
accordance with the maximum length polynomial X4 X 4+X +X+X2+1 over GF(2°). The
initial coset leader constant is 100001011, When the RESET line is asserted, the LFSR 40 is
set to the its initial state, with the contents of each stage 44 forming the first coset leader
constant. Each shift of the register thereafter changes the state of the register and produces in
the stages 44 a new 9-bit coset leader constant. After k-1 shifts of the register, the LFSR 40
has produced a series of k 9-bit symbols (k<2™) that resembles a random sequence.

The sequence produced by the LFSR 40 has the property that XOR'ing it with a shifted
version of itself produces another random sequence. Accordingly, a mis-synchronization of
even an integral number of symbols results in the decoder introducing an uncorrectable number
of errors when it attempts to remove the coset leader.

Referring still to Fig. 2, the ECC symbol generator 12 receives, with a switch 11 in the
closed position, d data symbols and operates in a conventional manner to encode these symbois
in accordance with the ECC, to produce k ECC symbols. When the encoding is completed, the
ECC symbols are held in k registers 13. These symbols are then shifted out of the generator
12, one-by-one, while the switch 11 is in the open position.

When the first ECC symbol is shifted out of the generator 12 to the XOR circuit 16, the
LFSR 40 is at the same time re-set to contain the initial coset leader constant. The contents of
the k stages of the LFSR are then combined by XOR circuit 16 with the corresponding m bits
of the first ECC symbol. The XOR circuit 16 preferably consists of m 2-bit XOR gates (not
shown), which operate in parallel.

As the next ECC symbol is shifted out of the ECC generator 12, the LFSR 40 is also
shifted and its contents again applied to XOR circuit 16, this time as the second coset leader
constant. The XOR circuit 16 XOR's the constant and the ECC symbol, and produces a next
symbol for recording. The two generators and the XOR circuit continue producing the various
symbols and constants until all k of the ECC symbols have been combined with the
corresponding coset leader constants.

In an alternative embodiment, the coset leader generator may be shifted a total of k
times and the initial coset leader constant used only to initialize the LFSR, rather than as the
first symbol of the coset leader. The LFSR is thus re-set before the first ECC symbol is shifted
out of the generator and thereafter shifted each time the ECC symbol generator is shifted.

In another altemative embodiment, a buffer (not shown) stores the initial coset leader
constant, and supplies the constant to the LFSR at the appropriate time. As desired, the buffer
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maycontainapluralityofinitialconsmm,sothatttleI.ESRmaybeusedwpmduceoneofa
number of sequences.

Referring again to Fig. 1, tl'ledecoderSOthateotrespondstotheencoderIOuuhzesme
samcmsetleadetgenmumpmdueeﬂnemladermmmthMmmbemmoved
from the retrieved code word. 'Ihegenetmlhsshlﬂeddmngdecodmgtoeomspmdtotm
ptoducuonoftheECCsymbolsbytlwdemduhtorSZ ‘The XOR circuit 16 XOR's the coset
leadermmmprodneedbymcmumthmempmdngCCsymbokproduced
byﬂxedemodulatorSZandforwm'dsﬂlemulungsymbols v:amult:plexer36 to the error
corrector 34. Aoeordmgly.thecosetleaderconmdonotreqmrebnffemg

Ifﬂ\eheadthattemmmecodewordwumsynchrommwmmesmmd
mformanmﬂ:edecodernmmesﬂiecosetleaderﬁomﬂaeBCCsymbokmwhxchnwas
added. Otherwmelt,meffect.XOR‘sdleoosetleadetwnﬁn:thvemonoﬁtself This
pmducesmﬂwBCCsymbolsmotherrmdomSOQ“Mwhmhmﬂtsmmumomctable
numberofemrsmthecodewordandﬂwcodewordbungwwdaseompwi

nlssmpnsmgﬂmmLFSRcan.byk-lchmgesfrmnmuumm,pmduceak-
symboleosetleaderﬂ:athasallthenecem propemes nmly.matmnblesamdom
sequenceofksymbolsmd,wthOR‘dwnﬂlashxftedvunonoﬁtself forms another

_ randomsequence. Smeeﬂlecosetleadercmbesogenelmd,ﬁwhudwmreqmredbythe
"msetleaderopmmmmﬁmﬂywdmedﬁomlhamquuedmpnorhownsystem This
|scnucalbecsesyswmchsmbecmmngmomcompactandmedemelypopulated

The foregoing descnptnonhasbeen limited to a speeific embodiment of this invention.
It wnllbeapparem, however, that vamtionsandmodlﬁcatxonsmybemademme invention,
w:ththeattammentofsomeorallofns advantages. Thuefote,ltxstheobjectoftheappended
claims to cover all such vanauons and modiﬁcanonsascomewnhmthetmespmt and scope of
the invention.
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1. A data processing system including:

a. anetrorcorrecnonsymbolgenmtorforenoodmgddatasymbolsusmgan
error correction code over GF2™ ) and producing k m-bit error correction
symbols;

b. acoset leader generator for encoding an m-bit initial coset leader constant
and producing a km bit coset leader as a series of k m-bit coset leader symbols;

c. combining means for combining the k etror correction symbols with the
couupondingkoosetleadersymbols, the combining means combining the
symbols and constants as they are produced, respectively, by the error
correction symbol generator and the coset leader generator.

2. The data processing system of claim 1 wherein the coset leader generator consists of
an m-stage linear feedback shift register, and the coset leader symbols are the corresponding
states of the register.

3. The data processing system of claim 2 wherein the linear feedback shift register is
initialized to the state corresponding to the initial coset leader constant and then shifted k-1
times to produce the k symbol sequence.

4. The data processing system of claim 2 wherein
a. the error correction symbol generator encodes the data symbols using an error
correction code over GF(29),
b. the coset leader generator linear feedback shift register is characterized by the
maximum length polynomial X>+X 34X 7+X3+X2+1 over GF(2).

5. The data processing system of claim 4 wherein the m-bit initial coset leader constant
is 100001011. _
6. The data processing system of claim 1 wherein the combining means consists of one
or more exclusive OR gates.
7. The data processing system of claim 1 further including a decoder, the decoder
including:
a. ademodulator for producing from a received signal d data symbols and k m-bit
error correction symbols; |
b. acoset leader gencrator for encoding an m-bit initial coset leader constant and
producing a km bit coset leader as a series of k m-bit coset leader symbols;
c. combining means for combining the k error correction symbols produced by the
8
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demodulator with the corresponding k cosét leader symbols, the combining
means combining the symbols and constants as they are produced, respectively,
by the demodulator and the coset leader generator.

8. A decoder for decoding d data symbols that are encoded into a code word, which
includes k m-bit error correction symbols that have been combined with a coset leader, the

a. ademodulator for producing, from a received signal, d data symbols and k m-
bit error correction symbols;

b. acosetleadergenmformdmgmm—bnmdooutleaderconmrnmd
producing a km bit coset leader asuenesofkm-blteosetleadersymbols.

c. combxmngmemsforcombxmngﬂnkmorcomcnonsymbolsprodueedbyﬂle
demodulator with thecou‘espondmgkcosetleader symbols, the combining
means combining the symbols andeonstants as they are produced, respectively,
bythedemodulatorandthecosetleadergenuamr

9. The decoder of claim 8 wherein the coset leader generator consists of an m-stage
linear feedback shift register.

10. The decoder of claim 9 wherein the linear feedback shift register is characterized by

the maximum length polynomial X>+X3+X”+X3+X2+1 over GF(2).

11. The decoder clﬁm 10 wherein the m-bit mmal coset leader constant is 100001011.

12. The decoder of claim 8 wherein the combining means consists of one or more
exclusive OR gates. ' '

13. A data processing system including:

a. an error correction symbol generator for encoding d data symbols and
producing k m-bit error correction symbols;

b. acoset leader generator that, from apredetemnned initial state, produces a km-
bit coset leader as a series of k m-bit coset leader symbols;

c. combining means for combining the k error correction symbols with the |
corresponding k coset leader symbols, the combmmg means combining the
symbols and constants as they are produeed, respectively, by the error
correction symbo] generator and the coset leader generator.

14. The data processing system of claim 13 wherein the coset leader generator consists
g
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of an m-stage linear feedback shift register, and the cgset leader symbols are the corresponding
states of the regxsfér

15. The data processing system of claim 14 wherein the linear feedback shift register is
shifted k times to produce the k symbol sequence.

16. The data processing system of claim 14 wherein
a themorcomcnonsymbolgemencodesﬂnedmsymbolsusmganm
ootrecuoncodeaverGF(z ); and
b. ﬂxecosetleadergmhnwfeedbacksmﬁmmxschamtenzedbythe
maximum length polynomnlx X84 X7 +X3 4% %41 over GF(2).

17. The data processing system of claim 16 wherein the encoder is initialized to the
state 100001011.
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