
17 OCT 2003 W01'00/674-00 IL PCT/AU00/00382. INTRINSIC SECURING OF FIBRE
OPTIC COMMUNICATION LINKS FIELD OF THE INVENTION This invention' relates to
optical waveguide systems formed  for- securing live-fibres against
tampering andtapping-off  of data in optical fibre communication links.
ART' BACKGROUND Optical devices are commonly used. in industry and science,
10 and include laser :cavities, waveguides, lenses, filters  and other
optical elements ands their combinations. Such  optical devices are used in
a variety of instruments and  installations. 15 Photonics technology has
revolutionised the communications  and sensor fields This: is mainly, due
to the rapid  development of optical and opto-electronic devices . A  wide
variety, of glass materials;, material -dopants, and  waveguide structures
are available and. this provisional 20' specification relates to optical
waveguide systems formed  for securing live-fibres against tampering and
tapping-off  of data in optical!! fibre communication links. Communications
using an optical. fibre have a number of  25. attractive features and
advantages over conventional communication means. These advantages include,
! the  following  Greater bandwidth and capacity  , Electrical isolation 30
Low error rate  Immunity to external influences  Immunity to interference
and crosstalk   Signal security:: Ruggedness: and flexibility,  35
Potential low cost The high exp:ectatiibns of optical fibres as information
carriers in communication systems:;:have-been justified by 1 7  OiCTI~
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their performance over the past two decade-s. Due to their  high bandwidth,
, lour attenuation ..and mechanical. properties-'  each fibre is capable of
replacing over 1000 copper wires- in telecommunication systems. With these
characterilstics-i  it is no surprise that optical fibres have become the,
most  affordable and efficient medium available in the field of
telecommunications. Furthermore, the increased capacity,::  ease of system
expandability,. and reduced installation,  operation and' maintenance
costs-of the technology-,- is alts-o  making a strong 'impact. in industry,
replacing many of the - traditional communication sy-s-tems. The use! of
optical fibres. as the.: main backbone of most communication systems has
meant that large- amounts of  ? information. can! be efficiently and cost
effectively transferred from point to point. Modern fibre optic
communications networks deploy optical fibre over millions  of, kilometres
worldwide,, carrying important and  confidential information of a
government, military, 20 financial and personal nature Although it was
initially ;_  thought that optical fibre transmission would-be  inherently
secure, we now know, that it is relatively easy  to `tap' information. out.
of: an: optical fibre with  negligible interference, to the optical signal.
it has 25 became, obvious that in order to extract 100, 4 of the
information which':? is transmitted via th fibre optic cable, it is
sufficient to bend the fibre only slightly or:  clamp onto it at 'any point
along; its length and photons of  light will leak into the receiver of the
intruder. Even 30 when only 0.1 d1 !!(2 ) of the signal is Leaking, it will
contain. all of the information being transmitted in each  photon. The
user: at the other end will never know that  his information has been.
tampered with since they will  experience no apparent interference with
their: 35 communications. A loss- of 0.1 dB, represents, the lowest
practical detectable opt:ica1' loss.. in a fibre! system by  modern test
equipment and network management:systems. The 7 OCT: WO 00/67400 I
vulnerable to intrusion~; tampering and tapping-off 



PCT/AU00/00382 same technique,! could also~,be used in order- to introduce
false. inf ormat,16h~ or to corrupt: -existing information flaw- This can
have serious security implications for users~of  optical fibre
communication. systems, especially- telecommunications carriers, . banks,
brokerage, houses,  treasuries,. defence organisations, government
organisations, embassies and:, corporations,, to name a few.,,  All these
information carriers and users are totally publicly raised Ito-date
because~ suppliers and, users have  failed to understand the potential .
threat and because:  there have, been no effective~ solutions-.~Most people
today  still believe that optical''' fibres, are the most secure- means,:
of communicat ions, which is not actually, true. their data.. This,
vulnerabiIity;~is sue has not been (ie~4, thicker coatings on ,the fibres,
thicker and harder~ encryption,of the information being tramsmitted;
physical security systems based. on physical barriers' Until recently,,the
only available techniques  protection against intrusion of fibre optic
telecommunications involved the, use, of: L protective! jackets on the
cables and: housing~~the cables in  conduits); and static or slowly
varying: measurements, using optic-Lall 1.11 time domain
reflectometers(OTDRs): to detect-fibre  fracture, sharp ~bends,. fibre:~
attenuation or connector  losses. 3.0 Encryption techniques can. be very
costly, they often slow.  the-system -peedlconsidera-bly-/unacceptably and
are not  ever totally secure. Physical security measures are not truly
effective in  uncovering tampering with a fibre optic, communications
link- since they, requirei, the if ih-re to: be cut, fractured or severely
bent before the problem can be detected. IV() 00/ /740 0 11 17 GCT 2 3
PCT/A U00/00382 OTDR:s are ineffective at detecting dynamic, or transient
disturbances to-a f,ibre cable. In addition,. their  



functionality limits, them to measuring, only optical,  losses, but with
relatively low, sensitivity, . thus they are  practically limited to,
detecting significant and permanent  or very slowly changing, (and' often
destructive) effects! on  the cable. With. millions of: kilometres of
optical fibre, deployed) l0 worldwide, the monitoring of' fibre cable,
tampering, integrity and the: prediction! of ::the onset of. failure and"'
damage is critical to the security and I reliability of  fibre:
communication systems Most current techniques: for- monitoring fibre,i
optic cable:- tampering or integrity are 15 based, on static or
very--slowly varying measurements using  an OTDR. However, it would, be a
technological  breakthrough to be able ! to obtain real-time, quasi-static.
d dynamic information about non-destructive: disturbances anywhere along
the fibre cab'le_. This would have the  20 further advantage ~ o
monitoring;, any disturbance to the le and any structure or material, near
the cable or to which. the cable "is attached.,.. Such a. capability should
also enable simultaneous, real-time fibre optic.  communications and
sensing, applications such .as structural 25 integrity monitoring, leak"
detect ion, ground, monitoring,.::  machine condition monitoring,,and,
intrusion., detection.. This is possible::because optical fibres can be
more than  mere- signal carriers. Light -that is launched into and 30
confined to the fibre core 'propagates along the length of  the fibre:
unperturbed unless::act-ed upon by an external'  influence:. Specialised,
sensing;:;.instrumentation may be  configured such; :that any disturbance
of the fibre which.  alters some of the characteristics of. the guided.
light 35 (ie, amplitude, ; :phase, wavelength.,, polarisation, modal
distribution and time-of -flight) 4 can, be monitored, and  related. to the
magnitude of the disturbing- influence. A, 7 OCT 2003~ WO '047!67 40.0 Such
modulation of the, light  measurement of a 'wide range:  including: Strain/
residual' stra-in  displacement  damage 



cracking  vibration/ frequency  deformation l + impact acoustic emission
liquid levels  pressure: temperature 15  load PCT/AU00/00382 makes possible
the ~of events and conditions, Fibre optic sensor technology has progressed
at a rapid  pace! over the last decade Different confgurat ions of fibre
sensing, devices have been developed for monitoring r..  specific
parameters,. each differing by-:the principle. of  light modulation~, Fibre
optic sensors~~ may be intrinsic or  extrinsic, depending on whether: .the
fibre is the sensing ~  element. or the informat.ion-carrier, respectively.
They  are designated "point" sensors when the sensing gauge 25 length is
localised to discrete regions. if the sensor is  capable of s.ensiiig a
measurand field continuously over its  entire length, it. is known..as a
."distributed" sensor; "quasi-distributed" sensors utilise point sensors at
various locations. along, the fibre length. Fibre optic 30 sensors can be
transmissive or can be used in a reflective  configuration by ;mirroring
,tie fibre end-Lace. Hence, fibre optic sensors' are actually a class of
sensing  device. They are not limited to a single configuration. 35 and
operation unlike many conventional! sensors such as  electrical strain
gauges and. -piezoelectric transducers.  Consequently,; fibres are now
replacing ,the role of '1 7 at:T aI WO 00/674'01.) PCT/AU00/00382':
conventional electrical devices in sensing applications-to  the extent
where we are now seeing a. multitude of sensing  techniques and
applications__being expl'ored f~o~r, practical- gain.. However, to--date
most fibre.,optic sensor systems are. based  



on point sensing devices, thus requiring a large number of  sensors to
cover. a large area or long, length of interest.  The subsequent cost and
complexity, of such systems is most  often restrictive or impractical. Very
few distributed t.e:chniques ' have been developed and  are' commercially.
available. of those that. have been developed, most.monitor only
temperature and fewer still  have the capability to actually locate the
region or  position of the~sensed. parameter or disturbance- along the,
fibre length.; they simply detect, alert and sometimes  quantify that an
event has occurred'i. Furthermore, many; of  these techniques are often
Limited to; monitoring static or  very slowly varying parameters due to
,the; requirement oaf.- measuring and averaging the time-of-flight of very
narrow,. low: power back=reflected optical pulses (most area based or  OTDR
principles ).'. 25 However, it would~be a significant. advance to be able
to also obtain real.':--time, . quasi-static and dynamic..  infarnat.ion
about any form of disturbance . to, the optical'' l fibre and their
location,..-particularly transient events,  which are too quickly occurring
.;to detect .with OTDR  techniques . This can be achieved by combining a
distributed sensing technique incapable of locating the,, events-- with a
compatible technique that i.s capable of:' locating- the events . Such a.
capability would; enable truly distributed sensing applications such~.~as
fibre cable 3 5 tampering or third-party interference detection, a.s well
as offering the further: advantage of monitoring any structure or material
nears the fibre- or to which the fi.b're. Oc 71 WO 00767400 PCT1AU00/0038'
is= attached (i.e.y structural integrity no.ni.toring,  pipeline leak
de.tecti.on.,,, ground .monitoring, machine  condition monitoring and
intrusion detection of high  security areas) Our International application
no. PCTIAU951=5W discloses  fibre optic distributed. vibration sensing
technology. The  sensing; technique was based on an unique fibre optic
modalmetric sensor conf igura.tion_. This technology  overcomes the
inherent. weaknesses of most multimode fibre;  



optic sensors, offering tru.lY localised, mechanically  stable and linear
sens.ing. The sensing is achieved by  using a modalmetric interference
effect, which is based on the modulation of the modal distribution
(effectively  15 changing the intensity): in a multimode: optical fibre by
external perturbations:. In this, method, the sensor  response. is: a:
direct function of the disturbance on the  sensitive portion of the fibre.
The disturbance may be in the form of physical movement ( compression
(radially;' 20, or.. axially), elongation,- twisting, vibration, etc,.) or
microphonic, effects (ie~:,, travelling stress waves or  acoustic emissions
h . The ability to vary the sensing length to fit specific applications is
a major and unique  advantage of this: technology,- This is:particularly
relevant if long sensing lengths:: are- required,: as is the:::::  case
when combining the sensing- tech.neique with fibre opti
communications.The. only limitation imposed on the  sensing length is in
the optical power. budget of the  system. Therefore,, if , a longer sensing
length is desired  a higher power laser is required.. The system of this
international application provides a  simple, effective and inexpensive
technique to detect and"'  characterise both small and large disturbances
on any 35 optical fibre cable, anywhere along its entire length,., and.  in
real:-time.. This offers the capability of  simultaneously utilising a
fibre-optic.: communications M 7' `DICT: 7n3 WO-OW6H4OO PCT/A U001O03'82
cable as a tampering-alert, .intrusion -alert or integrity  testing
sensing~cable, . thus providing::con.tinnous,, real- time monitoringii_of
the fibre cable and any structure near  the cable (ie., .ground,., tunnels,
ducts, pipes, buildings,  equipment, vessels, etc-.Y.. One. of the: key
features: of the technology, iis, its  configuration-flexibility since it
is;wavelength  independent. This makes it possible to use with any 10 of
optical fibre, thus . it can be simultaneously retrofitted and integrated.
into- any existing-fibre optic 



communicaat ions cable, without: requiring the ins_tallation.::  and.cost
of a new cable,.. 15 Subsequently, this technology was to be capable to be,
operated simultaneously ' with ~ a communications system  within the
same-optical fib--e or cabla, adding. significant value to any
communications system in. regard to security  arid-enabling easy
integrati.on of the distributed sensing .L  20 technology into an existing
fibre optic network,. To achieve this, they demonstrated a wavelength
multiplexed! iii  optical fibre system which-can he used' in both standard
singlemode: (9/125 gm) and standard. multimode (62.5/12,5 optical fibre
systems for simultaneous,, communications and- 25 sensing. Figure (1)
illustrates:; the configuration used for the  demonstration of: a
simultaneous fibre optic. communications  and sensing system. The, system
configuration, consisted of 30 the fibre link 11;'. either single or multi
model, with  standard 3 dB (50% splitting ratio) 2x2 fibre couplers  3a:,
3b~ at each end to allow for the multiplexing and  demultipl.exing of the
two wavelengths at the transmitter,  and' receiver ends, respectively. The
choice of sensing 35 wavelength was important as. the responsivity of the
InGaAs  detector.x 2h: in the communication channel needed to be
ne-gIigible: at the sensing wavelength. Thus, the 7'0 T,2fl3 WO 00"6740011
F'AT'/AUOO/00352 communication channel 2a~ was~ chosen to operate at, a
wavelength of 1:300 nm whilst:the sensing channel 4a. was,,  chosen to
operate at either 633 ,~nm or 850, nm. This  ensured that inter-channel
crosstalk was negligible, the Si 4b detector utilised in the sensing
channel., would..  not: respond to the 1300,1 nm- communications , signal.
Figure (2.) illustrates the results: from the sensing  arrangement shown in
Figure -(l) ))when a vibrational 1.0 disturbance was :applied. to: a short.
section of: the. fibre.  link. A. vibrational disturbance was applied to: a
small  section (5 cm) of the fibre-link using) a cantilever beam~I~
arrangement. The fibre i wassimply taped longitudinally:  along the beam
length.. A typical sensor response- is shown. 



1.5 in Figure (2a) for a 28. km singlemode (SM) link, and. in  Figure,,
(2c) for a 53 km multimode (!4):,: f'.ibre- link. As. can  be seen, very
goad, signal quality was obtained. In.  addition, the Fast Fourier
Transforms (FFTs) (Figures 2b:'.`  and.. 2d) clearly identify the:! natural
frequency of the beam 2'00 to. be -18 Hz with both . links Simultaneous.,
non-interfering, communication and: sensing ,,,  was, thus successfully
demonstrated. on a SM opti-cal. fibre.- link: with a c:ommunications data
.rate of 50 Mb/'s__- as well.'' ds 25 a 500MHz analog. communications
channel l 'bandwidth system: using a sensing. wavelength) of: 6,33 nm. and
8.50  respectively. While this technology had proven itself effective, for
3,0 securing fibre optic communications cables it still had..  one
significant: limitation- that would limit its,. commercial  attractiveness;
,,., it was, not- capable of pin--pointing the  location. of
the-disturbance to the: fibre. In order to  overcome this major
limitation,, ..our International.  application no PC'T'/AU99/01028
discloses: a compatible  methodology and : technology,, for locating
disturbances in_  fibre optic sensing systems.:: The teclizii_que relies on
the 7 0C `'1l NO WO 00/67400 101 PCT /AUOO!00382 measurement of the time
delay or, difference between  transmissive counter-propagating~ optical
signals affected  by the same. event in a. two-ended fibre arrangement. in
this novel arrangement,, as: illustrated in, Figure (3 ) continuous-wave, ,
(CW),i optical. signals S and. Si are  simultaneously launched, preferably
from a.- single: light  source,, into opposite ends- o a sensing optical.
fibre 1 or  set- of: fibres and simultan=eously detected. by', synchronised
photodetectors. Pulsing of the optical signal is not 10 necessary, although
it: may be employed! in - some  arrangements'. Any sensed :parameter P
:which acts to alter  the counter-propagating.,iisdgnals...will effect both
signals,~:  in the-same manner,, but because the effected counter
propagating signals: must each continue travelling the  15 remainder of',
the: fibre.: length: to their: respective  



photodetectors there is: a resultant, time delay or time  difference
between the detected signals. The time delay:::- is directly proportional
to the location of the sensed  event along the fibre length. Therefore, if
the time 20 delay or difference is detected' and, measured, the location
of the event can be determined. At the same time, if a.  compatible sensing
mechanism-is,, being employed: the sensed:  event.. can be quantified
and/or i'dentifi'ed (:ie., strain,  vibration, acoustic emission
temperature transients, 25 etc..). In. addition, non-sensitive fibre optic
delay lines  L may-be connected to the sensing fibre at: either or both!
ends in order to add additional delay between the  transmissive
counter-propagating-signals and to provide  insensitive lead _ fibres. .
This. technique enables dynamic and. transient events to be::  located in
virtually any distributed fibre optic sensing..,  system,, and its:
transmissive .counter--propagating technique  does, not pos:s'ess... the.
limitations and complexities of OTDR  principles. The system has the
following advantages: OCT )nIIJ WO 4,016+74OO 11 PCT/AUOO/O03'82 Operates
on. virtually any existing type of- transmissive distributed fibre optic
sensor, enabling  dynamic and transient events, to:: be detected,-
quantified,, ...  characterised and located anywhere along the length of
the  optical fibre..,,. M, Operates :in a transmiss~ive-configuration.,
thus  delivering the entire optical signal and, power back to the  detector
and not requiring, signal averaging. .  Determines ;the location: of events
via the time delay  measured between counter--propagting optical.. signals
effected by the same disturbance. The spatial resolution! therefore,
limited and: set by the speed of the data  acquisition. system Does not-
require laser pulsing, although: it is  



capable of operating with..pulsed techniques_. With the, twos
above-mentioned advances,:, there has been.  proposed one possible
configuration for monitoring and  locating disturbances to, a fibre optic
communications 20 cable by utilising, a; non-active- (""dark's): fibre in
the!  cable, as illustrated. in Figure (4). However.,. feedback..  from
industry has also emphasised the...de.sire to:: monitor '  active: ("live")
nifibres: in ::certain circumstances:: 25 A.. simple solution to this
requirement.. would be to utilise- the! wavelength, multiplexing, method
illustrated in Figure  (l) . However,- the use of =3 ''dB couplers
imposes:; an  additional minimum optical Loss of 6 dB,, which could
severely impact the optical power budget. of most 301 communic:ations
systems. Ultimately, it would be desirable  to implement: the modalmetric
sensing and the. locating  techniques in such an. optical, arrangement that
would  minimise the optical power losses to a, c:ommunications: systems.
if,.. likewise,. the: arrangement also. minimised; the` 35 optical power
losses to the sensing syst.em., then it would  be possible to::design.
and..',configure a communications node junction by-pass arrangement for..
the sensing" signal in W4) 00'x'67400 7 OillT 2a3  PCTIA-U00/003$?: order
to extend the sensi-ng: fibre, length. beyond one  commu:niicaticn:!node.
Thiss: would be particularly useful for  ring topology networks;. BRIEF
SUMMARY OF THE INVENTION  The object of: the present iizvention. is to
provide optic;a:l  waveguide systems: formed.J. :ca'r securing live-fibres
against  tampering ' and tapping-o:ffs1 of data in optical fibre.
comrtuni.cati.on l'inks;f while: miniin~ising optical power losses  to
both. the communications and:3!sensing signals. The: present invention,
provides:;'an. optical waveguide  communication :link, including;   a
waveguide :for:: conveying signals from one  15 location to another
location; a data transmitter for launching, a data signal i  at. a: first
wavelength into theiwaveguide;. a. data receiver for receiving the data
signall.1111  from the waveguide;: 



2. a sensing signal transmitter for launching a  sensing signal At a second
wavelength:. different, to the  first wavelength; into the waveguiid!e; . a
sensing signal detector for detecting the:  sensing signal after the
sensing signal has travelled  25 through the waveguide;., and signal
splitting means between the! wavegulde and  the data receiver and?
the'-sensiir g signal, detector so that=  the signal at the first
wavelength is separated-- from the:: sensing signal!! aft the t second.
wavelength by the signal,  30 splitting means.: so that substantially all
of ' the data  signal without significant: loss and. without any.
significant component of the sensing signal is directed the data receiver,
and! sub-stant'ially all of the sensing ssignal:1 without any significant
loss and without any  3:5 s;ignif:icant. component of ~ the - data signal
is directed  the- sensing sigiial detector... WO Ot !674OO. PCTLA
UOO/OO3'82' Thus:,, according ;,,to the: invemtio:n both the sensing signal
and! the communication signal. can be launched into a single  waveguide and
transmitted Along-the waveguide whereupon'  the system. separates the
individual wavelength components the. sensing:.:signal andli the data,
signal for transmission to their respective data receiver and. signal
sensing  detector so that: if both signals are received without
s,~b.stant.ial contamination-by the other signal and with  minimum optical
power loses Thus-, sensitivity of the. 1.J transmitted data, signals ands
sensing signals is: greatly  enhanced thereby enabling proper
communication: of data. and so proper sensing of any.- attempt. to
interfere with the waveguide to : tap' off data from the; waveguide. in
the- preferred embodiment of the, invention.the signal  splitting means ;
comprises a. wavelength'  multiplexing/demul.tiplexing waveguide coupler.
According to the` preferred' embodiment of. the invention the  data signal
from: the waveguide and the, sensing signal from the sensing signal,,
transmitter are: received wavelength multiplexing/demultiplexing coupler to
combine  the. signals for transmissicri al'c ng the: waveguide. 



25 The util.i.sation:of wavelength, mult.iplexingldemultiplexizxg,  (W,DM;
)': waveguide:devices to combine and separate the  individual wavelength
components of the communications and'  sensing signals ;,iii the same
optical fibre, minimises the  optical power l'o'sses. For example, while a
typical 2x2 13 . coupler splits the transmitted light fix either -
direction -.  into: two roughly,'-equal signals (510/50% power split),, a
WDN  coupler efficiently taps of f or inserts specific . ,  wavelengths
with considerably less' loss (typically -10%) 35 17 0O'.T 2 t 3.  WO OO/67
4`00PCT7AUO0%00382 _ 14  In one embodiment of the: invention the sensing
signal.  transmitter and !Isensing;, sir ail detector are at the said  one
location and said. another: l'ocation' respectively. S However, in other
embodiments' the sensing - signal  transmitter and.the sensing signal.
detector are located  both. at one or the other of the -said one location
or the  another location, and wherein'a reflector is provided for .:
reflecting the sensing signal back through the waveguid.e 01 after
separation, of the sensing signals lf:rom the data  signal by the signal
splitti'zig means. P=referably the! reflector comprises a, reflective
mirror. 1 In one embodiment the sensing signal transmitter comprises  a.
counter-propagating sensing signal transmitter for  launching
counter-propagating sensing signal's into the  waveguide and travel
ih.opposite directions through the  wavegulde to enable the : position of
any disturbance to the 20 waveguide to be determined:'by the difference
between the-,  time a perturbing sensing , event: is detected in both
counter-current -sensing signals Preferably processing means is provided
for proces=sing the  sensing signal to determine a change in parameter
within,.,  the signal to identify; a disturbance to the waveguide.
indicative of tampering with' `the: wavegui.de . In, one embodiment of the
invention. the, communication link'  .30 i'ncl'udes a plurality of
communication nodes, at least one:: of the nodes including; a said data
transmitter, a second!' H'H  



node including a -said data ,receiver and, a furth :r said  data
transmitter;ll and a third node including at least a  further said data
receiver,; the waveguide interconnectingiir 33 each. of the nodes, so that
the sensing signal passes  through the wavegu.ide from the first node to
the third  node., 7 OCT 203 VO'H/67400' PCT/A UOQ/00382 In a still further
embodiment the waveguide: forms a  continuous loop,, including a plurality
of communication  nodes arranged along the loop, at least one of the loop
having a said sensing signal-transmitter- and a said  sensing signal
detector.... Preferably a. said signal combining means is provided for:
directing a. data i sign al from a data transmitter at. one of  iCr the
nodes, to a..said data. receiver at another of the nodes. The present
invention may also be said t.o- -reside in an  optical waveguide
communica.tion..link including; T a waveguide for conveying signals from
one  location to another lo:catiian;. ....  a data: transnxiitter for-
launching- a data signal. into the wavegui:'de; a first wavelength
multiplexingldemultipiexngr[ir 20., waveguide devi,ce coupled to they.
;waveg Uide,- the. waveguide; device having a~ ~~:first output:: arm, and a
second output- a  a sensing signal, transmitter for launching sensing
signal having a wavelength. different to the  wavelength of the data signal
into.: the waveguide for  25 transmission. with the data-signal along the
waveguide. a data receiver coupled to the, first output f-.or,'.receiviing.
tie data signal. from the waveguide devise;., a sensing signal' detector
coupled to! the second.  output arm for receiving a. sensing, signal from,
the 30 waveguide devic,er. Preferably the"waveguide device-comprises,a
wavelength  mult.ipiexingfdemuiltiplexing ;coupler . 35 Preferably a second
waveguide device is coupled to the  



waveguide remote- from th :f ifst wavegui.de - devi.ce, the  second-
wavegui.de! device: having a first; .input. arm and a WO 0.0/674OG: 17 U'C
T i 20'03.  PCTVAWOO/003'82 second input arm, the first input ar.mibeing
coupled to the  data transmitter and the second input:: arm, being,
coupled!'..to  the sensing signal transmitter--so that the data signal. and
the sensing signal are transmitted to,the.second wavegui.:de  device for
launching into the waveguide., Preferably the. second waveguide~ device is:
coupled to the  waveguide by an::output arm which receives both the, data
signal and sensing signal from the second'. waveguide  device. Preferably
the: first waveguide device is coupled to the  waveguide by an input_ arm
so that both the:: sensing signal' d data signal. -are transni.tted.
through. the input. arm to the. firrst w:avegu.ide device.. . Preferably
the first waveguide .device. comprises a. first  wavelength raul!t pl exi
ng Id ulta pl exzng (WI) ) , coupler  having the input arm and the first
and second output.  ?J arms. Preferably the: second. waveguide device
comprisees a second  wavelength mu1tiplexingfdemu itiplexing (WDR) coupler
having, the.: first input arm., ..the., second" input arm and the  output'
arm. Pref:erab:ly the;iwaveguide: comprises- an optical. fibre. The
optical fibre may be a: single mode fibre or a multimode:  fibre. 1;.0 Sn
one- embodiment the second output arm of the: first WDM': :  coup:leer is
connected) to. a. ,re.flector to reflect; the sensing  signal.-- back into,
the waveguide through. the WDM coupler,  and: the second s:[i aput. arm of
.the second W,DM, coupler is 3.5 connected to, any a~nc.i.l.lary. ,goupler,
the ancillary coupler  having-- first and second. ancillary input arms,.
the first  ancillary input.;arm being connected to the sensing sgna.llli. 7
UCT:.2013 WO 00/67400- PT1AU00100382 transmitter and the second. ancillary;
input arm, being  



connected to they sensing signal 'detector, so that the  sensing signal
reflected, back. from the reflector passes  through the f irs!t WDM
coupler,, andl throu.gh., the second WDM'[  coupler to the second input a=;
-. through the ancillary  coupler to the second anci:llar .. --arm and then
to the  sensing signal. detector 11 The.:preferred embodiment of the
present invention provides  a waveguide system for securing...live-fibres
against  tampering and tapping-of f of data in, optical fibre:
communication links,, which.. may include: _ providing a sensing system
light source : operating at. a;- 15, wavelength. different to :the
communications' system light source;  . providing a wavelength.
multiplexing, waveguide light  splatter or coupler (single! or multi model)
which  efficiently combines; the sensing and communications  signals into
one..  providing a silica. waveguide (single! or multi moded)for  receiving
light: from the wavelength multiplexing! waveguide.  light splitter or
coupler, the silica waveg,ide being capable, of transmitting the sensing
and communications  25 signals in the required manner along its length, but
particularly such that- the:sensing wavelength and the  wa'veguide
characteristics satisfy the requirements; of the _ modalmetric sensing and
locating, techniques: described  earlier: while un.ffecti;ng the:
communications signal;. 3 0 : providing a wavelength demultiplexing
waveguide light  splitter or coupler (single or multi modedl which
ef'fi'ciently splits or separates..the sensing and  communications s
gnallis, into two - ~output wave.guide~ parts  whil.e
minim'isiing_,-optic.aIl power losses to both' the 35 communircations, and
seas i'ng ,,signals,: and  providing detector means; for det.ecting the
sensing  signal and, if roc p.zired,, the counter-propagating sensing
7OCT2V WO 00/674{30 PCT/AUO0/0:0382 1s optical signa is effected.by. the
sam.e!,,p:arame-ter and for  determining the time. delay- or difference.
between th-e  



signals in. order to determi ae: the location: of the sensed,  event.
Preferably further silica waveguides.:are connected. to the  first silica
waveguide at either or both ends in order to  pr:ovide. insensitive lead
iwaveguides and, if' applicable,  add additional ?delay between the
transmissive counter- propagating, sinai.s . In. another embodiment the
sensing wavelength output port:r  of. the wavelength demuitiplexiing
waveguide coupler i.s_,  terminated with a reflective mirror so as to:
operate. they 5 sensing technique: in a-re.-fle,ctive mode., Similarly, a
mirrored waveguide could 'be- connected to the sensing  wavelength output
port, of the wavelength de uItipl-exing...  waveguide c:oupler. 2 0 if -
only the sensing technique is uti.lis:ed,, preferably, the  detector means
:-comprises : * a photodetector for;receiving the transmitted or  reflected
radiation f-rom the: sensing signa.ll in. the sil,iidd  waveguide;. and''
25  processing means fora receiving signals - from the  photodetector ad
analysing the: signals in order to  register the sensed events,, if the
locatingir techniquie: is, utilised..as wel3I as the  3''f sensing
techn.i.ique, preferably the detector. means  comprises: .- first and
second- photodetect.ors for simultaneously  receiving the radiation from
the counter -propagating- simalls in the silica w,aveguide.; and'
processing means for- receiving signals from: the first second
photodet.ectors :sand analysing the signals in order to, register the
sensed events and determining the W000/67400o 19.:= ?i OCT 2O 3
PCT/AUOO/00382 time delay or difference between the counter-propagating:
sign ales effected from, the same : disturbance, thus  determining the
location of the- sensed events. In a preferred_-embodiment:: the silica
wavegui.=de is a.  mu.ltimoded. fibre at the sensing, wavelength and the
lead,  



wavegu:ides are:singlemode -fibres at the sensing  wavelength.. In a,
preferred.Iernbodiment,: but without lixaitatibrx, the  distributed
sensing, technique is~ based' on. a modalmetr'ic  technique utilising the
fusion . splicing of:' insensitive  s.ing,lemod.e fibre to sensitive
mwltimode, fibre. 15 in another preferred embodiment, the transmissive
counter- propagating signal method fog locating events is employed,  and"
suitable optical devices: are employedi at- one or both  ends- of the
system to detect, t h& signals.. 20 In a preferred embodiment th:e
wavelength  mu~lt.ip.lexiing'ldemultiplexirxg,,i(WDM) couplers are 2xl WDM
couplers. In other, embodiments:: they may be any: suitable  multi-port
de-.rice, such as- 2x2, ; .. 3x1, 4x2., etc'.. 25 In a, preferred:
embodiment all the optical. fibres and fibre  device-s are connected by
fusion, splices. In, other  embodiments the:optical. fibres and fibre,
devices may be  connected by any, suitable or- appropri.ate! technique,
such'  as mechanical splices;, connectorised leads and through. 3..C
adaptors, etc. In other e.mbodi.irients; the WDM couplers may: be,,
replaced with  alternate wavelength filtering,.,,.conditior~ing,
c-ombining,:  splitting or, ddirecting devices. I:n other embadiment.s a.
plurai.ity, of WDNM couplers are  utilized in a ring topology network,
forming- junction. by II 7 OtT 2{1 WO 00/67400 PCTIAu_UO/00382 20 pass;
arrangements for the-sensing, signal in order to  extend, the sensing fibre
length'' beyond one comnu nicatiorn ..,  node... Preferably the w~aveguide:
comprises at least one optical  fibre and/or at ;least one optical fibre
device. in some  embodiments of `the invention: the waveguide may merely
comprise an optical fibre without any additional elementsi.  However, the
optical fibre- can include, passive:- or active  elements along its
length.- Furthermore, the optical fibre  cane include sensing elements
along, its :,length and those  sensing elements: can comprise: devices
which will respond...  



to a change in the desired parameter in the environment of  applications
and influence the properties: and  characteristics of the sensing
electromagnetic radiation"  propagating in the waveguide- to ,thereby
provide an  indication of the change in the parameter.. Preferably any
suitable - cW1 or pulsedi single or multiple 2~J. wavelength s:o.urc:e or
plurality of sources may be employed'.. In a preferred .embodiment, ,
without. I imistation,. a CW or  pulsed coherent laser diode is utilised to
supply the  optical signal. In an alternate arrangement,. multiple  light.
sources, of the same or, varying wavelengths,. may 25. used to gene=rates
the seensing signal or . a plurality of be;,; sensing signals.- In other,.
embodiments it is possible to  combine the sensing and data transmitters
into one  transmitting device.. The preferred, embodiments of the present
invention offer.:.,  the potential to, utiliise al.l fibire, low-cast'
optical  devices in conjunction with laser diodes, light emitting  diodes,-
photodet.ectors,, couplers., WDM couplers, isolators:  and filters. In the
preferred. embodiments::of the present- ihvention. any;r  suitable light
source, coupler and photodetector 17 OCT 2003 WO 00/67400 PCT/AU00/0U3B2"
21 25 fibre will be: sensitive to various parameters,. Once the  light is;
launched back: into the singlemod& fibre fr-om~ the.  multimode fibre,;
only ai: single mode is, supported and  travels to the optical components
of the system.. Lead- in/lead-out fibre desensitisation. andsensor
localisation.  is achieved in: this ma,-finer. In,,practical applications,
the : s.inglemade:::fibre should be made sufficiently long to  attenuate
all. cladding modes in order to improve the  signal-to-no se : ratio. This
preferred! erredl! embodiment applies;  for-both di.rectibas of travel of
the transmissive counter- fibre must remain singlemode.d daring the
entire-period  travel. in the singlemode fibre. Once the: light: is
launched into the mul.timode fibre from the singiemode  



fibre, several.modes may be excited and the mn.ltimoded arrangement maybe
used with the sensor and Ioc;atimg  sys;tems. In a preferred embodiment,
the required optical  properties of the light source are such that light
may be  launched into and propagated in.. the siinglemode waveguide'  For:
localisation, the: light : propagated in, a si ngl.emode propagating
optical signal's . Utilisation of, properties and. characteristics of the
electromagnetic radiation .propagating in' the wavegui.de  sensor enables:
monitoring: to-stake place in a non- destructive manner. Thus,... the
sensor- is not necessarily  damaged, fractured or destroyed! !!in order- to
monitor and  locate the desired parameter. In another embodiment the
mul.timoded fibre is replaced' by_ -.  two single moded-fibres and couplers
and the sensing  occurs on a phase interferometric principle In: the
method, according, to the !: preferred embodiment of  the! invention,
electromagnetic radiation at the sensing 35 wave--length is, launched' into
an optical waveguide (single:  or- multi mod?ed).,.such aa an, optical
f:ibxe, from a light  source,.. such as a pigtailed. Laser diode, fibre
laser or 'O 674 }O  WO 00/67400 71 f UT C.U PCT/AU00,100382 light emitting
diode, and propagates, along, the optical  wavegaide. The : optical
wave-guide is fusion sp-lliced, or. otherwise connected (temporarily or,
permanently) , to one: input arm of:' an optical waveguide wavelength
multiplexing  light splitter or coupler .. (s.iagl e or multi.. moded) and
when  the electromagnetic radiation reaches the coupler the ec:tromagnetic
. radiation can branch out. into the output waveguzid.e arm of- the:
coupler'. Simultaneously,  electromagnetic radiation at; the
communications. wavelength i0 is launched into, another optical wavegui.de
(single or  multi moded) , such as an optical fibre, from. a light  source,
such as a, pigtailed ::laser. diode, fibre laser- or  light emitting
diode:, an.d...propagat:es along the optical wave.guid.e.. The. opt:ical.
waveguide is fusion spliced, or  15 otherwise connected (temporarily or
permanently), to the:; 



second input arm- of the- wavelength, multiplexing coupler  and when. the
electromagnetic radiation reaches the coupler  they electromagnetic:
radiat-ion can likewise branch out into  gua.de: arm: of the coupler: as
the the= same output, "wave 2.0 sensing signal.::,:. Thus, the wavelength!
multiplexing coup,lbr  efficiently combines both the seas-ing,,and.
communications:,.  signals into a single: output' waveguide arm.. If a
wavelength multiplexing coupler with two output arms i.-s: ::  used: then
the unused arm is ,.fractured or otherwise 2.5 terminated to avoid back
-reflections-. The output. arm of  the! wavelength mult:iplexing,coupler,
is. fusion, spliced,, or  otherwise connected (temporarily or,
permanently), directly  to the main wa.vegui,de: transmission link (single-
or, multill,  moded for the, communications: signal and multimoded. for the
0 sensing signal) .~ Both the communications andl sensing signals propagate
along the -entire length: of the  waveguide, without interfering with one
another, until  they reach the' opposite end of the link. The! main
waveguide is: then fusion spliced, or otherwise connected:'~  (temporarily
or :.permanently),!, to they input arm of a  wavelength demultiplexinng,
"coupler and ~when the signals  reach the coupler they are efficiently
separated and OCT 2flt WO 0W67 400 PCT, A UOO/OO382 branched out into: two
separate output arm's of the coupler.  The output arms of the wavelength,
demultiplexing coupler  are then terminated at appropriate photodetectors.
Appropriate electronics; - signal processing schemes and  algorithms
pro:ce:ss the signals from the photodeteetors, to.,  obtain the desired
information.. lers are 2x1 warn'  ou DM p  c a,preferred embodiment the: W
couplers _ In other er bodi ients they may be any suitable  multi-p-ort
device, such as :-2x2, 3xJ., 4x2, etc,_. 



in other embodiments a p:].ur_a-ity'._ of WDM couplers are  ut.ilised to-
form-junction by-pass arrangements: for the  sensing, signal ini, order,
to:::extend the sensing, f ibre, length, 15 beyond one communication node.
I a preferred em- bodi.ment alit the optical fih';rrres; and fibre  devices
are. connected by fusion.. splices. In another  embodiment the optical'
fibres and, fibre: devices are 20 connected by an+;1 suitable
orc-apprapriate" technique, such,:  as mechanical spilices,,, connectorised
leads and through- adaptors, etc. in another embodiment the sensing
wavelengthoutput port  25 of the WDM coupler is terminated with . a
reflective mirror: so as: to operate: the: sensing" technique in. a
reflective  mode. Similarly:, a mirroredi fibre could be connected toy  the
output port -of the -WDM coupler. 10 In another embodiment,. the
transmissive counter p al method for locating events: i s employed,
~.opag~a.ting~ sign ands suitable opticalll devices are employed at one or
both'  ends: of the system to" detect the signals. 35 In other, embodiments
the WDMM, couplers may, be. replaced with  alternate wavelength
filtering::; conditioning,, combining.,..  splitting or directing devices
WO 00,,'67400 2 4 1'7 OAT 2003  PCT.iAUO O/00381:: Preferably the
instrument op:tica1 and electronic  arrangements will utili~se no;ise..
minimisation techn gizes Preferably, all the optical and electrical
components will  be located in a single instrument control box, with
individual optical fibre input/output ports. ti:=cal devices, electro-optic
devices,. acoousto--optic::,::. devices,. magneto-optic devices and/or
integrated optical  devices may also he utIlli.sed . in the system.. BRIEF
DESCRIPTION GF. THE DRAWINGS Preferred embc diments. of the present
invention will be .  further illustrated, by way of example, with
reference:_to i5 the following . drawings. in which. 



Figure 1 shows: an integrated fibre: optic sensing and communications:
system; ixtilising, the modalmetric sens:ziig  technique; Figure 2a,.
Figure 2b, Figure 2c and Figure 2d are. graphs  20 showing the results
from.. the sensing arrangement shown in  Figure I when .a vibrational
dEsturb:ance was applied to :a  short section of the. fibre lid,; Figure 3'
shows; -,the basic principle of the waveguide  transmissive
counter:-.propagating signal method for.  25 locating events: in fibre
optic; sensing systems; Figure 4 shows-'a combined fibre optic sensing and
communications::arrangement,: utilising; a modalmretric  sensing- technique
and the ability to. locate- disturbances  formed by the method of Figure 3;
. 30 Figure 5 is a,,,v.iew showing~,,a genera I.embodiinent of the  present
invention far. a t-ransmi.ssi.ve sensing arrangement  operating over : a
singlemode optical fibre telecommunication Ii Figure 6 is a, view showing
a, general. embodiment of the 35 invention. for a reflective:: sensing
arrangement ope=rating; over a singlemode optical: fibre telecommunication
ii 7 OCT 2003 WO 001674H - 25 P'CT/AUOO/00382. Figure 7 is a view showing
.a general_ embodiment of the  invention for a,.two-ended.counter-
propagating sensing and:  locating arrangement operating over a sing:lemode
optical fibrei tel.ecotmnunicatiOn li': Figure 8 is a view showing
a-general embodiment of the:  invention for a..: single-ended
::counter-propagating, sensing  and locating arrangement operating over a
sizxglemode opt:icai fibre telecommunicati.:on 1i Figure 9 is a view
showing :another general embodiment of  10 the invention for a
transmissive- sensing arrangement operating over a::multimo_de ::optic-al
fibre t:el_e-com unicatib ri  link; Figure 10 is a view showing another
general, embodiment of!'.  the invention fob. a ref.Z!ective sensing
arrangement. 1S.'_ operating over a~~~:mul,t.imo:de =opti.oal fibre
t:elecoxunic.ation  



link,; Figure 11 is a view showings another general embodiment: of  the
inventi.on' for. a two-ended counter -propagating sensing:: d locating
arrangement operati.zig over: a multimode 20 optical. fibre
telecommunication link; Figure 12 is. a view showing another genera'
embodiment  the invention for a s.ingle-.ended c:ount:er-propagating
sensing and! locating arrangement- operating over a  multi ode optical
fibre. telecommunication link; 2.5 Figure 133 is; a view showing a further-
general embodiment the i-nvention, utiliising a plurality of WDM. couplers
In, a, s:ingiiemodo optical fibre , three-node, point--to-point  network
arrangement, forming is Junction by-pass  arrangement for the sensing
signal in order to extend the 10 sensing. fibx:e length beyond
one:::communication node;  Figure 14 is a view showing a. further general
embodiment. .  of the inventions: utilising a plurality of WDM couplers i-n
a: n :lltimode optiidal fibre, .. three-node, point-to-point network,
formingma junction by-pass arrangement for the 35 sensing signal ih order
to::extend the. sensing fibre length  beyond one communication node; 7 OCT
2M3 50000/074 50 PCT/A U00/00382 Figure 15 is a view showing; yet another
general embodiment  of1 the inventa'.ah, ut.ilising, a transmissive sensing
arrangement andi a Plurality: of : FDM couplers: in an opticail  fibre ring
topology network; farming -several junction by7  pass arrangements for the
sens.ingi signal in-order to  extend the overall sensing fibre length
-across the entiire '  ring: topology network;- anN F,gure 16 is a view
showingoyet another general embodiment the invention, utilising,; a gaunter
-:propagati:ng sensisig and locating arrangement and. applurality of WDM
couplers .  in an optical fibre ring topology network arrangement,  forming
severall junction b.y pass arrangements for the  sensing signal's;',; in
order to extend the overall sensing  fibre length across the entire: zing
topology network.. DETAILED DESCRIPTION OF THE PREFERR:ED:' Ei ODTNEI I'S
Preferred embodiments of the invention; without: imposing..  



any: limitations; will be further described with, reference  to the above
mentioned drawings, The-drawings and the 2 0 following embodiments; are
'provided in as.. general a formas  possible to avoid confusi6n"' While, it
may- not be  specifically' stated on illustrated inA.the- following
embodiments. and':':dr.awings.,..,in! the preferred embodiments the
following features are utilised',! and not intentionally 25 omitted, where
appr.opriia.te-:  the dist.rib'uted sensing:technique is based on a
modalmetr'.ic technique uti'lising;:t.he fusion splicing of  insensitive
single-mode fibre! to:.sensitive mu.ltmode fibre;. the transmissive
counter-propagating signal method  30 for locating events is employed,
where appropriate, and  suitable optical: devices a-re: employed at one or,
both ends:;  of the system to> detect:: and process the signals; further
silica waveguides are connected to the main  silica waveguide,
communication link a.t': either or both ends  35: in order to provide.
insensitive lead waveguides and, if applicable, to add additional delay
between the  transmissive cou:nte.r-propagating; signals; 1.7 OCT 21 D .
WO000/67400 PC1TIAU00r00382 " 27.   any suitable light: source; coupler and
photodetectoz  arrangement may be used with the sensor and i locating
systems. In. apreferred, ..embodi.ment, the, required optical  properties,
of the light source are such that light may be  launched into; and
propagated in the sin, glemode- waveguidei. For lbcal.isation,the l.ight
propagated in.. a. singlemo:d.e  fibre- must remain sing~lemod!ed during
the entire period  travel in thee: snglemode -fibre once the light is
launched into the: multimodei fibre from the singlemod.e  fibre:, several
!I!modes may..be: excited and the : multimoded fibre: will be sensitive to
various parameters.. Once the=  l..i,ght: is launched' back. into! the
singlemode fibre from tlje!  mui.t imode fibre-, only, a s=ingle .mode is
supported and travels. to th:e !~!optiaal,. component-s_ of the-system.
Lead 15 in/lead-out. fibre: desensitisation.. and, sensor localisation
iz!: achieved in  'this,. manner. In practical applications,., , ;  thei
singiemode fibre. should3 be..made: sufficiently long to:  



attenuate all claddings modes, in order to. improve the signal-to-noise
ratio. This: preferred embodiment applies  20 for both directions of`
travel of the transmissive counter- propagating,op4;ical signals where:this
technique is utilised;'   utilisation of properties... and characteristics
of thc:  elec.tromagnetid' radiation propagating in the waveguide 2.5
sensor enables :;monitoring;, to: take: place iin a non- des,tructive
manne.r. Thus,;,. the sensor- is not necessarily::  damaged, fractured, or
destroyed in order to monitor and,  locate the desired parameter; ,
utili.s.a.tio..n of all-fibre, _low-cost optical devices in  30 conjunction
with laser- diodes, ..light. emitting' diode.s,.  photodetector.s,:,
couplers, WDM couplers, isolators and  filters;  the wavel'eiigth
multiplexi.ng/de.mulFt,iplexi.ng (WDM)  couplers are 2.x1. WDM couplers,
...in other embodiments they..  3 may be any suitable multi p-ort.device,:
such as. 2x2, 3xl.;.  4x2., etc.;. andil. 17 OCT 393~ WO 00/67:400 28--
PCTVA UOO/00382 the optical fibres and-fibre. devic.es arei connected''by
fusion splices. In another embodiments- the optical fibm76s  and fibre
devi:de's are connected by any suitable or appropriate technique,,,
suchiias mechanical splices,  connectorised leads and through~ adaptors,.
etc. Figure 1 illustrates the configuration used for the  demonstrati,on of
a simultaneous.. f~ibre optic communications  and sensing system. The
systerm configuration consisted 0~ 1,'-~ the f ibre Link., 1, either
single;: or multi moded, with  standard 3, dB (50% splitting ratio)~, Zx2
fibre couplers 3a  and 3b at each end tol allow ;for- the multi.blexing and
demultiplexing,i,of theo two, DwaveL~!ngths,~:at the transmitter.-,  2a and
4a and receiver. ends-2b and 4b-i re-spectiveily. Thk,  choice of sensing
wavelength was important as the:  responsivity of-the: InGaAs detector 2b
iii, the communicat ions; ~chninnel needed to be negligible at the  sensing
wavelength. Thusj~ the comraunlcatiorxs channel" was  



chosen to operate at ai wavelengt:h of 13-00. = whilst the:::: 2~O sensing
channe-111was chosen. to operate~~ at either 633 nm or-,  85a =. This
ensured. that inter-clianneil crasst-alk was  negligible, as- the Si
der-tect-or - 4b utilized in the sensing  channel would riot respond -ta
the 1300'.nm communlicati.ons s ignal. The content of ~our aforesaid
International AppIlication  NoSr. PCVAU915/001568 and" PCT/AU9,St/010,28,
is: incorporated  into t-'his: specification by this- reference. 0 Figures
2a, to 2.,d show, the results from, the: sensing  arrangement shown in
Fkgure-i when a vibrational  disturbance was applie-& to a short section
of, the fibre.,  link using a cantilever beam arrangement. The fibre was
simply. taped longitudinally:, Along the beam length. 3 5 Results are~
shown for a: 28: 1=a singlemode (SM) link and a  53 )an muiltimode -(MM) f
ibrea link~~ As, can be seen, very 6 good s.ignal quality was;~ obtained.
in addition, the Fast 47OC'T2O WQ OOV6 7.40 PCT!AUOO!O33s" Fourier.
Transforms (FFTs ) clearly 7 identify the natural  frequency of the beam to
be; -18 Hz with both: links, Fi'gure 3 shows the basic:: principle of the
waveguide  N transmissive. counter -propa.gatiizg signal method for
locating events; in fibre optic..sensing systems. The  technique relies on
the measurement, of the time delay or:  difference between transmissive
counter-propagating  optical signals; affected by the, same event: in.. a
two-ended 1 fibre arrangement. In this novel arrangement, continuous- wave
{CW), optical signals are simultaneously launched,  preferably from.i: a
single light source:,: into opposite ends  of a sensing opticall fibre or
set of fibres and  simultaneously ,detected:: by s-ynch.ron,ised,
photodetector:s 15 Any sensed{ parameter which. acts to alter the counter-
propagating si'gial.s wzl'l effect--both signals in the sames  manner.
However, because the effected counter-propagating  signals must each
continue= t-ravell1xzg, ,the remainder of the  fibre length to . their
respective photodetect.ors there is a >O resultant time delay. or, time,
difference, between the  



detected. signal!s'. The : time delay is- directly- proportional.  to the--
location of they ! sensed. event along the: fibre length  referenced from
Port 1. according to the following formular Point of disturbatzc:e p,,,;,,
where: d, is the total length.-of 'the optical.. fibre "'in.2, dt  is the!
resultant : time delay or time di'fference: between the  detected signal's
and, v is: the speed of:': the optical signali 30 given. by c /nfjb,,,,,,
where . c iih :the; speed ..of light: in a vacuum.  (13`xl?o3 mis) and
n'fibr., is the effective refractive index ofi_  the optical fibre
Simillar.ly, the point., of diisturbance referenced from port.,  35 is;
given by: Point of disturbance , (2) \VO OU:'674O0 PL'.T11AUOO/00352
Therefore, if the time delay or, difference is,: detected. and  measured,
the l'ocat.i.on _of .the event can be determined. At  the same time,. if a
compatible -sensing mechanism is beijng  employed the sensed event.. can he
quantified. and/or, identified (ze . strain, vibration, acoustic emission,
temperature transients,. etc.) .... In addition, non--sensitive  fibre
optic delay lines may :be connected to the sensing  fibre at either:=or
both ends in order to add additional  delay between the transmissive!
-count.e,r--propagating signals fibres. This may assist.  13 and to provide
insensitive lead engineering the te'chnique!~ into -a practical working
syst It is interest.ing to note.!!!that.this result illustrates  that it is
required to only::know the, length of the entire  fibre link, dr::, and
not. the respective: lengths. of the  various sensitive and. insensitive
fibre- regions in. the  system. This ihform:ationcan be easily obtained at
the :.':  design and installation stages~; ;rof a project, or post-
installation br~ the! use of an Q,TDR. Then.,, once the total  length is
known-and the time delay, At, is measured by the  system, it is a-straight
forward calculation using  Equations 1 or 2 to determine the location of
the sensed.  event. 2: Figure 4 shows a cormbined' fibre optic sensing and



commul,i.ications; arrangement,,,ut.ilising a modalmetric  sensing
technique and the-ability to locate disturbances  formed by the method of
Figure-3. In a,practical  application of thin technique, ..-i.t will
usually be 30 desirable for both launch 5points of the counter- propagating
signals t:o :be at the same-'physical location.  One method in which this
can easily be achieved is by  usinga multi-fibre cable-which will
effectively form a  single-ended system. In this arrangement, one
singlemode 3:5 fibre 1 is utiil.isedi as the: communications fibre, whilst
two fibres 2 and 3, one singlemode and one multimode,, are  required to'
set. up the:'modalm.etric intrusion sensor (event WO 00/67 4N,, 17 OCT 2003
PCT: A. UOO/003S - 31  detection and location_.. d'etern nat:i yin,} over
the s region of interest peci f ed  ('ihin sleeve 4} . A perturbations p
anywhere along the mult.izzode fibrei two- Cotznt:er- sZee~ve 4 will p'opT
gatlal " gen! raLte,  g Re.x,.~ o z si.gnals:. Me:asuxng  t.he> t.i,me dif
f:erence in th i e r r  ..e-s e tz p c ve time of at  arrzval  the,.
transmitter end of thy 7 the disturbance to be ink will allow. the location
de tern.ined . rIMIre 5 i S"i  



m.'e:UT showing a general  pyres-ens embczdiment of the:: inuentic n for a
transmissive sensi xg arrangement  operating over a, sin:giemode optical
fibre  .telecommunication lin.k. With reference-to F  according to a, gore
5  Preferred embodiment of: the-p.iesent invention,, coherent laser Ii 980
ght at the sensing wavelen  rzn is launched into, a gth  9 8 0 I= singl
emode o 6a- from a Pticax fi:bre  Pigtailed laser diode with..opti:ozra7
integrated  isolator 4- and Pro pagates  .ong the:: optical . .  The
optical fibre 6,a, is fusion fihre 6a.  sPl i ced 57 to, one 6b,, Of a
98QYL55Qj rim z' input: a s nglemade.fi br :  ` 0 p e optic Wavelength
1exing cou l p er 3'0 an  wavelength d , whew the light at the sen.szn
ngth reaches the coup ler... g the out P 3Q it is branched out Zrrt  put
arm 5a Of the coupler 30'. aneausly,las'ez light at the cp~uxs ~Lt3.t  



zcation s wawele gth  . launched into a 1:S50. nm sin n 1550 urn zs l g
2:5 Pigtailed la emode optical fibre 7a f'xar~!I a laser diode with
optional integrated isola and3 praPagates al sox :20  ong the optical
fibre, 7a. fibre 7a is fusion spliced 50: to the of the 980second input arm
7b  /3 S5Q singliemode: fibre Optic wavelengt  multiplexing coupler 30, and
when:: the light at the h 3 communica.tio:ns wavelength reaches the
coupler: 30' it  likewise branched out: into the s zs  eoupl er 3 0" output
arm 51a of the as: the se. sing' signal'.. Thus, the wavelength
multiplexing coupler 30: efficiently' combines both  s'Cnsirx e out e I' ~
coupler g' axz arm d ~ Sa. comtnunz c a ~, n The out-uons; t signals into:
a sigl out- put 5a of they Wave- leng~thp ut  mult%Alexing coupler 30 is
then fusionsPliced 52, to: the main X5.50 , dixectl. z= sirngl.emode.
Optical y:fibre transm_jssi.on. , .. M tl` 211  WO 00/67400 VCPALOO/00382
32 Link 10:00 _ Both"`the coommunicatiions- and sensing signals propagate
along the entire- :length of the 15.50 siinglemode optical fibre
transmission link. 1&00., without  interfering, with "Lone another,. until'
they reach the  opposite end of the li.nak 1.000,. The 15510 nm..
singl.emode:  optical fibre transmission link 1000 is. then fusion  spliced
54 to the input arm 5b of a 980,/15501 non singlemode: fibre optic
wavel?ength d zlti:plexing coupler 3.2 and when the signals reach the
coupler, 332 they are efficiently  



10 separated ands branched out into two separate and7 respective output
arms' 6c and? 7c of; the, coupler 32.. The  98:0 rim sensing signal output
arm Gc of the wavelength  demultiplexing coupler 32 E then fusion spliced.
5,8 to a 98.0 nm singlemode fibre; 6:d' ;pigtailed InGa.A.s d :hector 42 15
Similarly, the 1550 nm. communications signal outpilt arz 7  of the
wavelength d!emialtip .exingii coupler 32 zs, then fusion  spliced 56 to
a!,155'0: nm- singlemode fibre 7d.. which is  connected to pi:gtai.led
InGa.A,s detector22.. Finally,  appropriate. electronics, signal processing
schemes. and 20' algorithms process the signals ffom the photodetector's~
tom  obtain the desired' informat-irih. Figure 6 is. a view showing .a,
general embodiment. of the  invention for a reflective sensing arrangement
operat-ingr:i : 25 over a singlemode optical. fibre telecommunication li In
the embodiment of Figure 6, according to:: al preferred  arrangement of the
present -invention., coherent laser light at the sensing wavelength 980
nm_: is launched into a 98D singlemode optical fibre 6a from:: a pigtailed
laser- diode: 30, with optional integrated'ii i.solaator 40 and propagates
along[;  the optical fibre! 6a. The-optical! fibre 6a is fusion  spliced 60
to one- input arm 61e of a 980 nm si hgl'emode  coupler 44 and when the
Eight at the sensing wavelength  reaches the coupler 44: it is branched out
into the output.': 35 arm 64 of the coupler 4'4'.'. if a . wavelength:
mull' tip lexing , 1 )  coupler with twoi lioutput arms ;is used then the
unused arm is fractured or otherwise terminated to avoid back WO 00 6 7 400
PCT/AU4:0/003512 33 reflections. The light at the sensing wavelength
then,-,  propagates along optical fibre 6g. The-optical- fihrei6g i.s
fusion spliced. 62.to one input arm 6b of a! 980/1550, singlemode fibre
optic wavelength multiplexing coupler -30  and when the light at. the:
sensing wavelength reaches the  coupler 30 it is branched out, into the
output.. arm 5a of  the couple-r- 30'r Simultaneously, laser light: at the
ccimuunicationsl wavelength. 1550, nm is launched., into a 1550
singl.emodie ;:optical. fibre 7,a from a pigtailed laser 



diode with. optional integrated, isolator 20 and propagates ong the optical
fibre 7'a. The optical fibre 7a is (union spliced. 50 to the second input
arm 7b, of the  9801/1550, nm singlemade fibre optic wavelength
multiplexing  coupler 30 anal. when the light::at the communications 15
wavelength reaches the coupler: 3.0 it is likewise branched out: into, the
same output.. arm 5a of the coupler 30j as the  sensing signal! Thus, the
wavelength multiplexing coupler 30 . efficiently  combines both the,
sensing and  comunications signals iii.to a: ;single output coupler a  5a.
The output arm 5a of the i wavelength multiplexing coupler 30 is:: then
fusion. spliced 52':,: directly to the main  1550 nn singl:einode optical!
ifib'xe transmission link 1000.  Both the communications and sensing
signals propagate  along the ent:ir.e length of 'the; 1550, nm.
s:ing,l.emode optical 2.5 fibre transmi'ss:ion link 1000, without
interfering with. one  another, until"' they reach the opposite end of the
7.i nk  11000'. The 1.55:0' nm single=ode optical fibre transmission link
1000 is then fusion spliced 54 to the input arm 5b"  a 980/1550 nm
slnglemode fibre- optic wavelength 3 0 demultiplexing. -coupler 32 and.when
the: signals reach the  coupler. 3-2 they are efficiently separated: and
branched out  into two separate and' respective output arms 6:c and 7c of
the coupler, 3,2. The, 1.5501 nm communications signal output  arm 7c of
the wavelength length;;demultiplexing coupler 32 is then  3:5 fusion
spliced:!-56 to, a1550. =-- singl ode, fibre 7d. pigtailed InGaAs detector
2:2. The 980 nm: sensing signal  output a= 6c:: ,,!of the wavelength
demultipl.exing coupler 3-2 WC 000/674O0~ 34' 'lt7.'OCR''2013  PCTIA
UOOt003&2 is then fusion !,spl..iced !!64. to a u 980 nm singlemode fibre
6h  terminated with'. a reflective mirror 46. The sensing  signal is thus
;ref lected.' .back in the opposite direction  along-fibres 6h-, 6c, 5b,
100.0,...5a,, 6b: and 6g, and branch'ed 5 through coupler: 44 to output arm
6f. Thus the sensing signal propagates along the. entire length. of the
1550  singlemode optical fibre transmission. link 2.0!40 twice, 



effectively doubling sensitivity. The output arm 6f of the coupler 44~'!is
then, fusion spliced 616 to:~a: 980  10 singlemode fib'zb 6d pigtailed
InGaAs detector. 42. Finally, appropriate eiectronkcs,, signal processing
schemes and al'gtbrithms: process; the sic, nal.s from the  p.hotodetectors
to obtain-the,, d!es:i.red information. 15 Figure 7 is a view showing
another, general embodiment of  the invention for a two-ended
counter-propagating sensing  and locating arrangement, according to the
method shown In pure 3, operating over a single-mode-optical . fibre.
telec.ommunicat.ion link. A. 9.80. ,nm counter-propagating  sensing system
; 300 is used to launch a sensing signal ih  one direction of the 1550::nm
singlemode-optical fibre  transmission link 1:000 and the system 300: is
suitably  tisne~-synchronised with. a second 9 8 0 1 nm counter-propagat ng
sensing system 320 launching a, sensingsignal in the  opposite direction of
the- 1550, -nm.. si_nglemode optical fibre transmission link 100'0: Any
disturbance P that acts to: alter the counter-propagating sensing i
isignals along 1:  1000 will effect both .signals in the. same manner.
However, because the effected counter. propagating signals:  3,0 must each
continue travelling the remainder of the fibre, length to their: respective
photodetectors, in systems 300  and 320 there is a resultant time delay. or
time dif:f'e:renc:e  between the detected signals. The time delay is
directIV_  proportional to: the location of the sens.edl event along the 35
fibre length, as described earlier. Time. synchronisation  between
system-300 and 320 is important in determining the  time difference
betweeen the counter-propagating signals... 7 OiC T 1003 WO '40/6740( 35
PCT/ A U OOIOO382 Figure 8 is a. view showing yet another general
embodiment  of the invention for a _siug1!e-ended counter-propagating,
sensing and locating arrangement, according to the method 5 shown in
Figure,:4, operating over a s;inglemode optic.-al fibre telecommunication
link.. A single-ended 9:80  counter-propagating sensing,,system 3,50 is
used to simultaneously -launch',, propagate and, monitor two counter:1- 



propagating sensing, signals in the 1550 nm singlemode. 13 optical fibre
transmission link 100!0' fusion spliced 74 to another optical" fibre:
(single or multi mo:ded)' in the: same or nearby, cable: 1.20:0.. Any
disturbance P that acts to alter the counter-propagating sensing,signalls
along llin}.s  1000 and/or 1200 ~ will' effect both. signals in the same
manner.. However., because-the effected counter--propagating  signals must
each continue travelling, they remainder of the  fibre length to, their
respective photodete:ctors: in system  3:50: there is a,i,resultant. time
delay or' time difference  between the detected signals. The time delay is
directly  proportional to: the location of the sensed event along the
fibre length, as described earlier. Time synchroni.satiiab  in this case
can:' be easily achieved by utilising a common, signal acquisition syst 25
Figure 9 is a. view showing another general' embodiment of::  the present
invention for.- a.ILtransmis,s:ive sensing  arrangement operating over a
mu:ltimod!e optical fibre  telecommunication link: With reference to
F.iguvree 9,  according to another preferred ~embodisraezxt of the present
. 3 C invention,, coherent laser ;light:: at the sensing wavelength, 1310
nm is launched into a 1310" singlemode optic:all fibre 8a from a: pigtailed
laser diode-with optional,  integrated isolator 4.1 . and propagates::
along the optical  fibre 8a.. The :optical .fibre 8a: is fusion spliced 84
to. 35 one input arm, 8b of a 850/1310 nm mullt'imode fibre: optic
wavelength multiplexing coupler: 34 and when the light at::  the sensing
wavelengt:h.re:aches the coupler 34 it is, 7. UCT2003 WO 00/67400
PCT/AU00/00381 36 branched out'' into the output arm 5c of the coupler 34
Simultaneously, laser light at the communications  wavelength 85D: nm is;
launched!! into a mul.timode optical!:]  fibre 9a from a pigtaiiled.laser
diode with! optional.  i1te.grated isolator 25 and propagates along the
optica-1- fibre 9a_. The optical fibre 9a is fusion spliced 80 to:  the
second: input arm. 9b of the 850,/1310 nm multimode fibre  optic
waveleng,th multiplexing ;,coupler 34 ands: when the  light at the
communicati,ons wavelength reaches the coupler 



10 3A it is likewise branched! out into the same:! output arms 5c:  of. the
coupler: 34 as the- sensing signal.. Thus, the  wavelength multiplexing
coupler 34' efficiently combines:  both: the sensing and communications
signals into a singe  output coupler. arm 5c. The output arm 5-c of the 15
wavelengthmultiplexing coupler 34 is then fusion spliced 81, directly to:
the main multimode optical fibre  transmission link 1500 Both the
communications and  sensing sgnal'':s propagate along the entire length of
the  mul.timode optical fibre transmission-link- 1500;, without-
interfering with one another, until they reach the  opposite end, of the
link- 1500~,.` The multimode optical  fibre transmission link 1.500 is
then, fussion spliced 82 to  the. input arm! "5d of a R50/1319: nm
multimode_ fibre optic  wavelength demultiplexing coupler 361~ and when the
signals  reach the coupler 36. they are: efficiently separated andi.!i.
branched out into two separate-and respective output arms  S c and 9c of
the coupler ~ 3 6. The 1310 nm sensing signal' output arm Sc of the
wavelength demulltiplexing, coupler 36 is then fusion spliced S8 to a..1310
nm sing1.emode fibre::8d pigtailed InGaAs detector 43. Similarly,, the 850
communications' signal, output arm 9c of the wavelength
demul'tipl,exing'-coupler 36' is then fusion. spliced. 83 to: a multimode.
fibre 9d. pigtai..l'ed or receptacled. Si.. detector..  21'7:. Finally,
appropriate electronics, signal processing  35 schemes and algorithms p;
rocess:: the signals from the ph,otodetec.tor:s:=to obtain the desired.'
information. WO 0016400 17" OCTFNi2OO3  PCT 1 AT 030:01003$2 Figure 1.0 is
a view showing -another general embodiment. of-.  the invention fdr a
reflective sensing arrangement  operating over.: a mul'timade optical fibre
telecommunication  link. In the embodiment of Figure 10 according to 5
another preferred arrangement of the present: invention,.  coherent laser
night at the sensing wavelength 1310 nm is  launched into a-131.0 nm
singleinode optical fibre 8a from -a  pigtailed laser. _di.ode with
optional integrated isolator" 41  and propagates along the optical fibre
S:a The optical l.0 fibre 8a is fusion spliced 86 to one input.. arm 8e of
a 1310 nm single=ode coupler 45 and when the!light at the. ii  



sensing wavelength reaches the : coupler 45 it is: branched' 3 out into the
output arm 8g of the coupler-- 45'., If a  coupler with two output arms is_
used them. the unused  is- fractured or: otherwise terminated to avoid back
reflections. The light at the::sensing wavelength then  propagates along
optical fibre .8g. The optical fibre 8:4,ir i.s ;fusion spliced 87 to one
input. arm Saks of a 850/13,10 multimode fibre! optic wavelength
multiplexing coupler 34'''.  and. when the light at the!,, sensing
wavelength reaches the  coupler 34 it is branched out snto. the output arm
5c of - the coupler 3'4-. ' If a wavelengt-h multiplexing coupler with.
two: output arms is used then. the unusedl arm is fra.ctured  or- otherwise
terminated to avoid back-reflections . S inultaneousl!y, . laser, l.i.ght:
at. the communications  wavelength 850Jnm is launched into a mult.imode
optical.  fibre 9a from a. pigtailed laser diode with optional  integrated
iso.l!ator 25 and propagates' along the optical''?  fibre- 9,a. The
.optical" fibre 9'a is fusion spliced go to:~ 30, the second input arm. 9b.
of the 850!1310 nm multimode fibre  optic: wavelength multiipl'exing
coupler: 34 and., when the light at the communications. wavelength reaches
the c:oupl!er  34- it: is likewise branched out.: into the same: output arm
a5c  of the coupler 34 as the =sensing signal. Thus, the 35 wavelliength
multiplexing coupler 34 efficiently combines  both the sensing and)
communications signals into a single  output coupler .arm 5'c'.. The output
arm 5c of the 4 7 OCT 24U3 W'O: 00/67400 38 FCT:/A.U00f0a382 wavelength
multiplexing coupler 34 is then fusion spliced  81 directly tc the main
multii rode op ,',ica3 fibre  transmission lank, 1500. Both the
communications and  sensing signa:l!s: propagate along the entire length of
the 5 multimode: optical fibre transmission link: 1500:, without:
interfering with one another, until they reach the  opposite end of the
link .1500. The multimode optical  fibre transmission link 1500 it then.
fusion. spliced 82 to  the input armo5:d of a 85011314:: nm multimode=
fibre optic 10 wavelength. demultiplexing coupler 36 and.. when the:
signals  



reach the' coupler 36 they are efficiently separated and"'  branched out
into two-separate- -- and'respectife output arms. 8c; and 9c of the
coupler::36. The 85G nm: comm'uni cations  signal output arm 9c of the
wavelength demu.lti.plex.in:g 15 coupler 36 is :when fusion spliced a3-to a
multimode fib'he 9d pigtailed on receptacled. Si detector 27. The 1310
sensing- signalnaut:put armo Sc of the wavelength demultiplexing coupler:
36; is then fusion spliced 88 to a.  131.0 run. singlemode' or rnultinode
fibre 8h -terminated with l a 20 reflective mirror 47. The sensing signal
is thus  reflected back in the opposite direction along fibres 8h'  8co Sd,
1500, Sc, 8b and' 8g, and. branched through coupler  4 S to output arm 8 f
. Thus :the ,:sensing signal, propagates::  along the entire length of the:
m-multimode optical fibre 23 transmission link 1500: twice:, effect.i e:ly.
doubling  sensitivity. The output. arm 8f of the coupler 45 is the:iz
fusion spliced':::89 to a 131%nmw .zinglemode fibre Sd  pigtailed. 2nGaNh
detector:4-3. Finally, appropriate,  electronics, signal processing schemes
and algorithms Ask process the signals from..the photo-detectors to obtain
the  desired information. Figure 11 is a,: view showing another general
embodiment of  the invention for a two-ended counter-propagating sensing d
locating: arrangement, -according to the! method, shown, in Figure 3,
operating, over a multimode optical fibre  telecommunication link.. A
1310.1 non counter=propagating WO 0015_740.0 39 17 UC 2  PCT/AU00100382 "'
sensing syst.em! 400: is used:'.': to ,launch'. a sensing signal i:rn  one.
direetiion Hof the: main multimo:de optical fibre  transmission link. 1500
and.. the system 490 is suitably  time.-syn.chron,ised with a . second
1-310: ;nni counter- propagating sensing system::.420' launching, a sensing
signal  in the opposite direction. of the: main multimode optical.- fibre
transmission link 1.5010. 33.n..y disturbance that acts  to alter the
counter-propagating sensing signals: along-,  l'~ink 1500 wilI:' effect-
both'''signals in the, same manner...... 10 However, because the effected
counter-propagating signals  



must each continue travelling:the remainder of the fibre  length to their
respective -photodetectors, in systems 4!0[0:  and.. 4.20 there is a-
resultant time d~e:lay or time difference  between the d 4tec'ted" signals.
The time delay is directly 1 proportional to the location of the sensed'
event. along the  fibre length,, as described earlier. Time synchronisation
between system400 and 42:0:is.impo'rt.ant in determining, the  time
difference between the counter-propagating sigrzal!s' 20 Figure 12 is
a:.:view showing' another general embodiment of  the invention: for a
si'ngXe-,-ended counter =propagating  sensing and l'odating. arrangement,,
according: to the method  shown in Figure 4, operating over a multimode
optical fibre telecommunication link. A single-ended 13.10  25
counter-propagating sensing system 450 is: used to simultaneously'
launch,.. propagate aud..mon.i.tor two counter- propagating sensing signals
in- the main multimode opt.icu.l  fibre transmiis's:ion link 25C M fusion
spliced. 94 to another  optical fibre :::single' or multi'. moded.): in'
the same or 30 nearby cable 1700. Any disturbance that' acts to alter.. the
counter-propagating sensing signals along links 1.580  and/or 1700' will
effect both signals in the same manner-.- However, b:e ~caus.e the!
effected.. counter-propagating signals  must each continue travelling' .
the remainder of the fibre 3 5 length to their resp.ecti 'e
photodete-c'tors in syystem.. 45 0  there' is a. resultant time delay or
time difference between  the detected signals. The time, delay is; d
ec:tl.y 1 7 OCT 2003,  WO 00/67,400 PCTIAUOO/00382 4 0~ proportional. to`-
the lioc:at;ion of the sensed event along the  fibre length, asr described
-earlier., Time synchron.issation  in, this case: can be easily achieved by
utilising a c:omrnorz  signal acquisition system.. Figure 13, is a view
showiing- a further general. embodiment!  of the invention, utilisii g a
plurality of WDM couplers:~:in  a` singlemode optical fibre,,. three--node,
point-to-point.  network arrangement, forming a -junction by--pas,s 10
arrangement for_ the sensiiigi signal in- order= to extend the  sensing
fibre length beyond' one communication, node. With  reference to Figure 13,
according to a further preferred  



embodiment of the present i:rivention, starting at  Communications Node 11
Ni coherent, laser. Sight at the. 1.3 sensing wavelength 980 nm is launched
into a 980 si.nglenode opt.i:eal fibre 1.6a from a~ pigtailed, laser diode
with optional integrated i.solat.or, 1140, and propagates aI .g  the
optical fibre 1.6a.. The-optical fibre 116a is fusion: spliced 157, to-one
input arm. 16b of a,980/,1550 20 s.inglemode f.ibr:e optic wavelength
multiplexing coupler 1:30  and when the light at- the.-sensing wavelength
reaches the..  coupler 130 it is branched out.:int.o the output arm 15a of.
the, coupler 130:: Simultaneously, at Communications:: Node_'! 1  laser
light at' the communications wavelength 1550 nm is 25 launched into a::1550
mm singlemode optical fibre 17a, from,  a pigtailed laser diode with
optional! integrated isolator  1.20: and propagates along the optical fibre
1:7a. The  optical fibre 17a is fusion spliced 150 to~ the second  input
arm 17b of the 980:/1550 run sing:emode fibres optic 30 wavelength
multiplexing coupler 130 and when. the light at  the, communications
wavelength reaches: they coupler 130 it,; is likewise branched out into the
same output arml5a  the! coupler 1.30 :':as the sensi?ng signal.! ! Thus,.
the wavelength multiplexing, coupler 1!301 officiently~ combines  3'5 both
the sensing and communi:cations signals into a single output,. coupler. arm
15a~. The output arm 15a of the  wavelength multi:pl.exing, coupler 130 is
then fusion spliced 1?' OCR' 203 WO: 00/A"400 PCT/A.U00/00382 41 152
directly;to the. main..1550 nm singlemode optical fibre:  tra'nsmi-s:s-ion
link 2010 0 Both the communications and ': _  sensing signals propagate
along the entire length of :the  155.0 nm! singiemode optical fibre
transmission link. 2O'D:o,  without interfering, with ,one! another,, until
they reach the  opposite end -of the: link 2000. The 155:0ram singlemode.
optical fibreo transmission link 2000 is them fusion spliced 154 to the
input 15b! of a, 980;/"15.50 singlemode: fibre optic. wavelength
demultiplexing coupler  



1E 13:2 and when..the signal's reach the. coupler: 132 they are efficiently
separated, and branched out into two separate  and respective output arms;
16c and 17c of the c.oup.1er :1.32.  The 1550 ram communications signal
output arm.. 17c of the  wavelength demultiplexi!hg coupler 1.32 is then
fusion 1.5 . spliced 1-56 to ~ a 1.5;50 nnt :isinglemode fibre ,1;7d
pigtailed  InGaAs detector 12.2 at Communications Nnde 2 N2, where
appropriate electronics, signal.. processing schemes and'.  algorithms
process the signals from::the: pho,todetector :122  to obtain then: desired
communications information.. The'' 9801 20 rim sensing si-gna.l output. arm
' 161c of. the wavelength  demultiplexing coupler 132' is then.. fusion
spliced 158 to a  9.80 nm. or 1550 nm. sih-glemodeop,ticaI fibre 20:01
which.. acts  to by-pass. Conumunic.a.tions: .Node 2 so:: that the sensing
signal. continuous.. propagating7 towards C:omun cations Node  25 3 N3;;.
Continuing on:,,, tfie::sensing signal. thus propagates  along junction -
by--pass, fibre 20 01. until fibre- 2001 i,s :  fusion spliced 257" to..
on.e -:input- arm. 1.16b- of a 980/1550 Hnm  s~inglernode fibre optic
wavelength: multiplexing coupler. 23.0  and when the light at. the sensing,
wavelength reaches tine 30 coupler 230 it: is branched: out into the:
output arm 115,c: of  the: coupler 230. Simul"t:aneously, at
Communications; Node 2  laser light at- the communications wavelength 1550:
aam its  launched into a 1550 nm'-singlemode optical fibre 117a from,  a
pigtailed l i'ser diode!wi .th optional integrated isolator 3 220 and
propagates a.longi,the optical fibre-117a. The;  optical fibre 117a is.
fusion spliced: ' 2'5 0:' to the second, m  input arm 117,b: of the
980/15519 rim ssi.glemode:: fibre optic 17 OCTII2O3: W:O 00/67410
PCT$AU00/00381 421 - wavelength. multi.plexingii coupler.. 230 and... when
the light at the communi.cat ions wavelength reaches, the coupler 230 it is
likewise branched out into the same output arm 115a  the coupler 230,:as
the sensing signal. Thus, the wavelength multiplexing, coupler 230
efficiently. c-ombines both the sensing' and communications Signals into a
single  output coupler arm 115a.,. The output arm 1.1.5a of the  



wavelength multiplexing. coupler-. 23!0 is then fusion spliced  252.
directly to the second main,, 1550 n= singlemode optical  fibre
transmission link 2:002:.. Both, the communications and sensing signals
:propagate aibrg::the entire.. length of th 15:50. nm singlemode! optical.
fibre transmission link 2002, without interfering with one another, until
they reach. the  opposite: end' of.-the link 200'2 Thee 15.50 nm singlemode
optical fibre t.ransmissi.o=n link 20022 i~s then, fusion spliced 254 to
the input, arm 115b of a 980/1550 s:ing.lem.ode fibre optic wavelength
demultip.lexing coup ler : r  232' and when. the signals reach the coupler
232; they are:  efficiently separated and.! branched outinto two separate
andrespective  232.: The 1550  the wavelength  spliced 256 to output arms:-
116c: -.and 31.7c of the coupler communications s a-1 output~ arm 117c of
demultiplexing coupler-2312 is ;then fusion  a, 1550 nm.singl.emode fibre:
:117d pigtailed'' InGaks detector. 222 at Communications Node 3.
Similarly,.  25, the. 980 nn sensing signal! . output arm 116c of .the
wavelength demultiplexing coupler 232 is then. fusion  spliced 25:8 to a,
980 rnm. si iglemod!e: fibre l26d pigtailed  InGaAs! detector-242. Fina.1ly
ap.propriate~ electronics,  signal, pro.cess;ing schemes and. ai?gorithiasi
at Communications 3 0 Node 3 process: the signals from...the photodetectors
to  obtain the desired information. In this method,; the  sensing signal.
was propagated along two optical fibre  links 2000 and 2002, while
-sti.l'l. u.til.i'sing only one  transmitter 140 [ iFend and one detector
242' end. 3 At the 980 nm sensing wavelength it is possible to: also  use
true multimode fibre iii place of the, singlemode fibr:.es X17 OCT .2003 ''
O01167'400'1~ PCT/A 000/00382 43 2.00,0.,. 2001 and 2002 if.: the-
communications system was  operating over as multimode' link. 



Figure 14 is a.. view showing ;a further'::generaal embodiment 5 of the::
invention., utilising ;4 plurality of W couplers in  a mul!timode optic-al,
fibre,.: three--node,, point to-p:oinit  network, forming, a! j unct'i'on
.by-pass arrangement: for the  sensing signal in order to: extendi the
sensing fibre length  beyond, one communication node. With reference to:
Figure:. 10 14,_ according to a further preferred embodiment: of the:
present iaventlOh, st.arti'zzg at Communications Node: 1  coherent, laser,:
,light at. the . sensing wavel ngth 13.10 nm is  launched into a ~
multimode optica'l' fibre 18:a from a  pigtailed laser::diode with' opti
nal ii tegrated is.olator.'... 15 141 and propaga .?es along the: optical
fibre 1.8a.The  optical fibre 18a is fusion splicedi 184 to one input army
i.8'b. of a 8 5 0 /1 3110 nm multimode fibre optic wavelength multiplexing,
coupler 13.4' d when the. :light at the sensizig wavelength reaches the:
coupler 134 it- is branched, out i ibo  20 the output arm 15c of the
coupler 134'.. Simultaneously, . at Cmmunications! Node 1 laser light at
the communications,  wavelength 8:150;:.n= is launched into a multimode
optical  fibre 19a from e i!ia pigtailed. laser diode with optional.
integrated Isolator 125 and. propagates along the optical 25 f:ibr'e 19a.
The.-optical fibre 19.a is fusion spliced. 1.80 to  the! second input arm
1~9b of the- 850,111310 nm multimode  fibre optic wavelength mul.tipie-xing
coupler 134. and when::  the light at the. communications:: wavel''ength
reaches the  coupler 134 it'' is likewise. branched out into the same 30
output arm. 1'Sc of the- coupler 1134 as the sensing signal.  Thus, the
wavelength multip..l.exing coupler 1314. efficiently  combines both the
sensin.gi,4.and c.ommuni. 'ations signals- inter  a single output::,coupler
arm.l5c. The, arm 1Sc of  the wavelen'gth' S'ui't..iglexing .coupler 134 is
then fusion 35 spliced 181 di'r'ectly to the -main multimode optical fibre;
transmission Link 215.0. Both the communications and  sensing sign-als~~',
propagate- along: the entire length of the! i WO 00/67400 44 i 136 is then
fusion spliced 188: to a~ multimod.e or 1310  



singlemode optaeal fibre 2160 which acts to by-pass output arm 18c of the
wavelength demultiplexing coupler commun.icatiions information. The 1310m
1nm sensing signal.. 7 O CI T 2003 PCT/A UOO/00382 multimode optical fibre
transmissjon..link 2'150:, without::  int-er-fe-ring, with one another,
until they, reach. the  opposite end of the: link 2150. The multimode
optical  fibre: t.ransmiss.ion link 2-15.0 is then fusion- spliced 182 to
the input arm, 115d of au 85'0/1310 nm. multimode fibre optic'  wavelength
demultiplexing- coupler. 136 and when the signals  reach.- the coupler 136
they are efficiently separated and'.  branched out. into two. separate and
respective output a,=ns  18'e and 19c: of the coupler 136. The 850 nm:
communscatioizs  signal output arm 19c of the wavelength d.emultiplexing
coupler 136 is ;then fusion splliced 183 to a multimode  fibre 19dh
pigtailed or receptacled Si detector ..127 at  Communications Node 2:,.
where: appropriate elect.ronics,,  signal processing schemes. and
algorithms process the  signals from the photodetector,127 to obtain the
desired. 20 Communications- Node 2: so that the sensing; signal
contiziuous propagating towards Communications Node 3. Continuing on,., the
sensing signal, thus propa=gates along,;;,  junction by-pass, fibre 21110
until fibre 21.50 is fusion spliced 284 to.: one input arm 1l8b, of a
850/13310 25 multi.mode fibre =optic wavelength multiplexing coupler 234
and. when. the l'iht at the ::sensing wavelength, reaches the  coupler 234
it is branched ou.t into the output arm 115c of  the coupler 234V
Simultaneously, at Communications Node ' 2  laser li.ght at the
communiiicati:ons wavelength, 85.0 nm is 30 launched into a ,
mul.timodeoptical fibre 119a from. a  pigtailed laser ..diode with optional
integrated isolator  225~ and propagates along the optical fibre 119:a. The
optical fibre 1119a is fusion, spliced 2,80 to the second.  input, arm 119b
of the 850/1310 nm multimode fibre optic 35 wavelength multiplexing;~
coupler., 234 and when) the light at; the communic:a.tions wavelength:
reaches the coupler 234 it is likewise branched out into t.e same output
arm 115c 7'OCTAN. W01100/674W 



45 PC1./AU00100301. the coupler 234 as the sensing signal. Thus, the
wavelength multiplexirng: coupler: 2:34 efficiently combines~  both the
sensing: and communications signals into a single::  output coupler arm
11S:c . The. output arm 115c of the  wavelength multiplexing coupler 234 is
them fusion spliced  281 directly to the second. main m-ultimode ,optical
fibre  transmission link 2170. Roth, the- communications and  sensing
signals ' propagate along. . the entire length of the  multimode optical
fibre transmission link 217G, without __0 interfering with one anoth:er,.
until they reach the  opposite end: of, the link' 2170. Thee: mult.imode
opticall.  fibre transmission link: 21.70: is.;then fusion spliced 282 to
the input arm. 115d of a 8.5-0/1310 nm mult.imode, fibre optic  wavelength
d.em.ul:tipl.exing,;;coupler 236.'a.nd when the signals I5 reach the
coupl?er 236 they. are e:ff icii ntly separated arid.  branched out.. into
two separate and respect.ive output arms, 1.18c and? 119c of the coupler
236. The 8;50 com unications rs.ignal output arm 1l.9c of the_ wavelength:
demult:ipl.ex:a.ng;;coupler. 23,6 is then fusion spliced 283 tore.
ul.timode fibre ,11.9d piJgtailed H r receptacled Si detector  227, at Corn
icatiOlls Node 33 . Similarly,. the 1310  sensing signal:-'output arm
11:Sc. of th ..!wave:le rgtb deemultip.lexing:i,coupler 23,6 is then fusion
spliced. 288toi is  multimode or 1310 nm s.iinglemode` fibre 118d,
pigt_ail-ed. 25 InGaAs detector..243. Finally, appropriate electronics,,.
signal processing schemes ,and algorithms at Communi.catio:ns  Node 3
process' the signals from the photodetectors t.o  obtain the des:ix.ed
information: In, this method, the  sensing signals 'as propagated along two
optical fibre 30 links 2150 and~, 2170, while sti'll' utilising only one
transmitter 141'' end! and, one detector 24.3 end. Figure 15 is a, ,view
sh.owing,; ye.t another general embodiment  of the invention, utilising, a
transmissive sensing  arrangement and. a plurality of'WWtPM couplers in, an
optical 35 fibre ring topology network, forming - several jlunction by
pass; arrangements for the: sensing signal in order to  extend the overall
sensing ;fibre:: length across, the entire 



1 7 OCT 2 D3' WO 00/67400, 4.6  I PCT/AU0:0/0:0382' " ring topology
'network. In -this arrangement, ring topo.1.o  network (RT17), nodes
500,502, 504, 5-06, 5:08: and 510 are  interconnected via optical fibre
(single. or multi model:)  links 600,. 602 604,, 606, 608 and 610, by a
logical sequence of appropriate WDt couplers;; 550:, 552,.. 554, 556,7
558, 560, 562.,".''..564,, 56:6,- ..568, 570: and 572:... Me=anwhile, ..a
sensing signal is l'aunched,`,from a pigtailed, laser diode;" with optional
isolator, 52:0 around' the network fibres 600:,  602, 604, 606,;::608 and
6:l'0 by the same logic:al sequence of  appropriate WM. couplers :-550-,
552, 554, 556:, 558, 560:,. 562, 564, 566,:756.8, 57.0 and 572 and junction
by-passe  f~ibres (sin.gl.ie''or multi moded),~65:0, 652, 654,,.. 656 and
65:8  until. the:: signal is finally:: received at detector- 540, in, a
similar fashion as that described in . detail for Figures : 13  and 14. The
advantage of: this; 'arrangement is that the overall sensing fibre length
was extended across the.,  entire ring, topology network; while still
utilising only  one transmitter 520 end. andi:l one- detector 540 erzd.
Fi:.g'ure 16 is a : view showing yeti another general embodiment 20 of the
invention,, utilising a counter-propagating sens:ilrg  and, locating
arrangement . and a, plurality of WDM couplers:  in.an..optical fibre
ring,. topology network arrangement,  forming several3 junction by-pass
arrangements: for the  sensing signals in order to extend the overall
sensing 25 fibre length across the entire, ring topology network. In  this
arrangement, ring topology, network (.RTN) nodes, 70UI7702, 704, 706,708
and 710 are. interconnected via optical fibre (single: or multi..moded) ,
links 800, 802, 804,. &G6,,  808 and 810, by-a, lo.gi.cal sequence of
appropriate WDM 300 couplers 750, 752, 754, 756,: 758, 7'60:,: 762',,, 764,
76:6,, 7'6:8,  770 and 772. Meanwhile, a counter-prop:agating sensing
system 720 simultaneously :launches counter:-propagating  sensing
signals-around the network fibres 8010, 802, 8':04:!,111  806, 808 and 810
by the same. logical sequence o.f 33 appropriate WDM!rcou.plers: 7501,
752,, 754, 756,.. 758, 760:,.  762" 7164:, 766" 7'68, 770:: and 7:72 ;and
junccti.on: by-pass  



fibres (single. or multi moded) 850;, 852, 854",. 856 and" 858: 71,
U'CTii2Jfj3 \VO 0'0/67400 47 PCT/AU00/0038' until the signals are finally
received at. synchronised  detectors in! the" counter-propagating sensing
system 720,...  in a similar fashion. as that described, in detail in the
other figures. The advantage of this arrangement is that:  the overall
sensing fibre length was extended: across the  entire: ring topology
network, while utilising: only a  single! instrument control box, with
individual. optical  fibre input/output ports. Z' APPLICATIONS OF' THE.
PREFERRED! EMBODIMENT-S'  C:Qmmunications using optical fibres have a
number of  attractive features and!' advantages over conventional
communication means, and their performance has been proven  over the past
two decades.- The -value -,off Bred. by these 1-S systems hasnow; ~:been
augmented by the ability to  sd_multan~eously' monitor,. in. real =time,
the integrity of the  cable,. as well as any structure or: material near
the cable  or to which theycable is. attached. This attractive and...
useful new feature should' increase the: d technology . Not. inclusive, but
indicatively the following examples illustrates the:. appli.catii.ons: in
..which  a combined  communications and sensing (dual), system. may, be-
used::  Any fibre optic comrnunicat.ions systems which, need to be 25
monitored against and detect, intrusion,, tampering- or  tapping-off of
information, from. the optical f:ibre.s,, such:_ as.::- Singlemode or
multimode ib:1formation technology (I_T')  networks. and links S0
Si.nglemode~ local area networks (LANs)  Multimod.e local!I!area networks
(LANs)  S;inglemode'wid area networks (WANs).  Multimode wide.: area
networks; (WANs)  Short haul.. tel!e ommunic-ati:ons 3.5 Long-haul t-el ec
ommuni c.at ions: 



Private fibre optic" links ..and networks  Public fibre optic links and
networks WO 00/67400' 117 MET P TtA U04I00382 4 8-  Commercial.- fibre
optic 1'i ks and networks  Government fibre optic links and networks
Military fibre opti.c links and networks  Defence fibre optic links and
networks  Embassy fibre optic links: and networks  Industrial f:ib`r'e
Optic lii-k's: and networks Financial organisation. fibre: optic links and
networks  Ahy fibre optic- communications systems which. are also.
uti.ljsed for sensing applications; including:: Public
t.eleconnunications.:::  Private telecommunications=  Infor atiah
technology networks National security  Industrial ? security  Law
enforcement  Counter-intelligence  Physical perimeter security  intrusion.
detection & location  Pipeline integrity monitoring Pipeline third party-
interference detection &  location Pipeline leak dete.ction: & location
Public road authorites. Private road ventures:: 25  Railway authorities
and' freight operators Road transport. operators: Anyfibre optic sensing;,
systems.-which are al. o utilised  for: tel.ecoxt ianications, . includi'x
g: Public tel'e'oommunications  Private: tele:conmunications!
Informa.tionr technology networks  National security Industrial" .security



Law enforcement  Counter-intelligence  Physical perimeter "security
Intrusion. detection &:: l< cation. ?'I T 203 W'O~ 00Y67400 = Pipeline
integri:ty monitoring  Pipeline third party. interference detection- &:
location 49 10 PCTIA U&0/0038 Land. and. offshore , building &,
construction structural ipeline leak detection. &:location integrity
monitoring &:desig'n. WI Machine performance monitoring & des.ign.  Rail
stock monitoring (Flat spot: detection)  Power generation.
and.2transmiscion companies  Petro-chemical &. industrial plant monitoring
& de:sxlggn organisations  .. Aerospace/aviation design and. maintenance
organ sat ions  Public road, authorities 15 P=rivate road ventures Railway
authorities; and freight operators  Road transport operators Airline
operators:  Mining companies Earthquake monitoring organisations-
Oceanographic companies Since modifications within., the spirit and. scope_
of the  invention may readily be effected by persons! skilled 215 within..
the art,,,, it is to be understood that this invention  is not limited.,
to~ the particular embodiments - described by  way of example hereinabove.
71 OCT 20M 50 n 



THE CL AIMS DEFINING THE INVENTIGN ARE AS FOLLOWS 1. (Amended)An optical
waveguide communication link,  including; the sensing aignal detector1
signal without any significant loss and without any  signi fi.cant
component of the data signalll is; directed t a wav~eguide for conveying
signals from one  location to another loca:ti.bh;,, a, data.
.,transmit.ter..for:launching a data signal  at a. first wavelength into.
the : areguide; a data -.receiver for receiving the data signal  from the
wavemuide; a sensing sig,na.ltransmitter for launching a  sensing, signal
at a second wavelength different to the  first wavelength, into th.e:
waveguide; a sensing signal detector for,detecting the  sensing, signal
after the sennsingi _signa.1 has, travelled  through: the waveguide and
fay:: dett-ectin.g, only from the  sensing,. signal which. propagates
through the said wavegr.:ide, a change in a parameter of the sensing;
signal  caused by a disturbance to the waveguide to thereby alert  to
tampering with the ;rwaveguide; .and signal: splitting means .between" the:
waveguide andiM  the. data receiver- and the sensing signal detector so
that the signal at they first wavelength is separated from the sensing.-
signal at the second wavel.engthi,by the. siLgnal.  splitting means so that
substantially all. of the- data  signal.. without significant loss and
without any  significant component" of the sensing signal is- directed to
the da~:ta receiver'. and substantially all I of: the sensing 2. The link
of cl.aim,L l..:wheren' the signal splitti.ngrr  means comprises
a...wavelength mult.iplexiiig/demultiplexing  35: wa reguide couple-rs I7
Oei .5? 3. The li'hk of claim 1 wt- rein the data signal from  the
w:aveguide and the sensing, signal from the: sensing  signal transmitter
are rec'eiv.ed. by a wavelength  multiplexing/demultiple.,ing coup.er to
combine the. signals  for transmli ss ion, along, the -waveTaid'e_ 4.. The
link of claim I wherein the sensing signal  



transmitter and sensing signal detector are at the said  one location
and!-said another: location respectively. 5. The link of claim 1 wherein
the sensing signal..  transmitter and.' the sens:ingr signal detector are
located  both at one or the other of the said one location or the .
another location and wherein a reflector is provided for  reflecting the
sensing signal back through _the waveguide 1 after separation-of the
sensing signal from the. data  signal by the signal splittin:g,: means.
6'... The: link of claim. 5 wherein the reflector  c:ompris,es a.
reflective mirror. 7. (Amended) The 1-i nk of any one. of claims 1 to 5
wherein  the sensing signal transmitter comprises, a counter- propagating
sensing signal transmitter for launching  counter-propagating sensing.i
sig,na:ls. into the wave-guide and. 5 travel in opposite directions through
the waveguide to  enable the poait.ion of any disturbance to the wavegui.de
t:o:  be:: determined by the difference. between, the, time a  perturbing
sensing event:w.hich causes the change in  parameter is detected ih both
counter-current sensing 0 signals S' (Amended)The li'hk of claim I wherein
the sensing signal  detector includes processing means for processing the
sensing. signal tole determine a::change inl,ithe_ parameter 3_ within the
signal to identify -a disturbance: to. the  waveguide indicative of:
tamper, ing"with the waveguide. :n n,. 7 OcTi iii2Do3 9 . The link of
claim- 1 wherein the communication  link: includes a plurality of
communication nodes,,, at least  one of the nodes "inc.iud!ing a said data
tranismi^tter, a  second node including, a. said data- rec'ei.ver and a
further  said''data transmitter, and a third node including at least  a
further said data receiver, the waveguide  intercor-necting each of the
nodes so that. the sensing  signal passes through the wavegtiide from the
first node toil  the third no-de. P 10, The link of claim 11 i'wherein the
waveguide forms,  a continuous loop. includiingr,a:_plu.rality:..of
communication  



nodes arranged along the loop,. at least one of: the loop  having a said
sensing signal transmitter and a said  sensing signal detector.. 11 A said
l srignal. combining;; means is provided. for  directing a data signal from
a, data transmitter at one of.  the nodes,, to a said data receiver at
another of the  nodes. 12. (A,~aended) optical waveg;u,iide communications
link  including; a wave-gv..i.de for co-r,vevix g signals: from one
location to another locatiion; a data transmitter for launching a data.
signal  into the wavequidC a first wavelength multiplexing/dtt-multiPlexing
wav eguide device coupled, to the wavegu,'ide,, the waveguide7 device
having, a first output. arm and a second output arm;  alsensikg signal
transmitter for launching a sensing signal having a wavelength different to
the  wavelength, of the::data signal into the waveguide, for transmission
with the data signal along the~waveguide; a data r;ecei.ver, coupled . to
the first . output arm.  for receiving the data signal from the. waveguide:
device.; 1 ? 0 T 2Op.3 53 a sensing signal de=tector coupled to: the second
output arm. for receiving~~ the -sensing signal from--the  wavegaide
device'and icr detecting.,, only from the sensing,  signal which-
propagates through the. said waveguide, a  change in a. parameter of the
sensing signal, indicative of  a disturbance, o-fr-the w'a,,-eguide and
thereby alert to  tampering with the wa-reguid!e 113:. The link of: claim.
12 the wave-guide device  comprise s a 'wa :eThengt h m~iltzpl~zV:Jng;
rdemultip e irzg  coupler. l.4'. The: link of c_laim 12 wherein a second..
waveguide  device is coupled' to the, wavegui'da re-mote_ from the first
wave.gu de device,; the: second waveguide. device having a  firs i'hput
arm.: and a. second. input arm, the first input  army being coupledt to
the- d; :ta, transmitter and the second  input arm being, coupled to the
sensing signal transmitter.  so' that, the data ::::signal and.the sensing
signal are  



transmitted to the second waveguidee device for launching  into: the
waveguilde,. i5. The link of claim 14 wherein the second  waveguide device
is coupled-to the, wsveguideby an output  arm which receives both:
the,:data ,si-gnall and. sensing signal  from. the second wavegui_-de
device i. 16. The link of claim._12 wherein the first wavegui.de'  de.vic:e
is c-oupled. to the waveguide by an input arm so that  b'othh i the
sensingiisigixa,1and data . signal '-are - transmitted 30 through the
input' arm to the first waweguide. de.vice.. 17'. The link of claim 141.
wherein the, first waveguide  device. comprises-:.:a first. wavelength
multipl.exing/c3emu!ltiplex.ingi iil(;,DM) : coupler having the input arm
and the first and second ~_'output 514 input arm,, the second input arm and
the output a $?i OCT 2U3  ~f7iDIIIT2113 is. The link of c'laim 17 wherein
the - second  waveguide device-', ccmpri!ses -a .second wavelength.
multiplexing/demultiplexing (WDM) coupler having the first 19:. The link of
any one~ of claims: 1.2 the wa.veguide comprises an optical fibre. wherein
20. The link of claim 18 wherein the second output  arm of the first WDM
coupler i.s connected to a reflector  to reflect the sensing signal: back
into the:waveguide  through the WDM coupler, and the second input arm of
the  second WDM co-uplIdr is connected to an ancillary coupler,  the
ancillary coupler having"first and second ancillary  input arms, the. first
ancillary input arm being connected to. the sensing signal transmitter and
the, second ancillary, input arm befngi connected to the. sensing signal
detector  so. that the. sensing, signal reflected back, from the  reflector
passes:--through-the ,first WDM coupler., and  through, the second WDM
coupler to the, second input arm, through. the ancillary coupler, to the
second ancillary arm  and then to the 'sensing, signal detector., 3011 21.
(Amended)A' method for securing live-fibres against  tampering and
tapping-off of data, in optical. fibre  



communication, limks., including providing a sensing, sy.s:tem light
source,  operating at a wavelength different to the communications  system
light source,; providing a wavelength. m .ltip'lexing waveguide  light-
splitter or. coupler (singl; ' or multi moiled) which, efficiently combines
the sensing and conunuaicat ions  signals into o_ne-wavegu.ide;. providing"
a silica waveg .ide~ (single- or, multi~,  35 moded) for receiving light
from the. wavelength.  multiplexing wave'guide light splitter or coupler,
the 1 7 Q T 2n3 55 silica wa.veguide...being capable: of transmitting the
sensirig~  and conununicatibris signals;:. providing a
wavehength~..dernult;ip,lexizig waveguide light splitter or coupler (singl'
or mnl!ti modedY which splits or separates the sensing and communications
si.gnal;s.  ihtc two output wave-guide ports while minimising optical power
losses to - both the:: communiibation, s::: and sensing  signals-; and
detecting the sensing signal to determine,  from, the sensing osignal
which:' propagates! thro-ugh the  wavegui.de, if a parameter of the
.sensing; signal has  changed thereby indicating tampering with the silica
wavegri.de has = taken place . only  s:aid. 




