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VIRTUAL PRINTER INTERFACE NODE 

TECHNICAL FIELD 

[0001] A virtual printer interface node intercepts communications between the cloud-based service 

and the conventional non-cloud-ready printer and provides the appropriate conversion so that the cloud-

based service and the conventional non-cloud-ready printer can effectively communicated therebetween 

[0002] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. 

[0003] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. The inline virtual printer interface node 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. 

[0004] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0005] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. The network virtual printer interface node 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller converts 

commands, received through the communication interface, from the cloud-based service, residing on the 

internet, to native protocols of the non-cloud-ready networked printer. The microcontroller communicates, 

through the communication interface, the converted native protocols to the non-cloud-ready networked 

printer. 

[0006] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 
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networked printer; and a microcontroller operatively connected between said first communication 

interface and said second communication interface. 

[0007] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. The inline virtual printer interface node 

includes a housing, a first communication interface to provide communication directly to the network 

router, a second communication interface to provide communication directly to the non-cloud-ready 

networked printer, and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0008] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0009] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0010] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0011] The inline virtual printer interface node includes a housing, a first communication interface to 

provide communication directly to the network router, a second communication interface to provide 

communication directly to the non-cioud-ready networked printer, and a microcontroller operatively 

connected between the first communication interface and the second communication interface. 

[0012] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0013] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0014] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface, 

[0015] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 
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[0016] The inline virtual printer interface node includes a housing; a first communication interface to 

provide communication directly to the network router; a second communication interface to provide 

communication directly to the non-cloud-ready networked printer; and a microcontroller operatively 

connected between the first communication interface and the second communication interface. 

[0017] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0018] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes anon-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0019] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface, 

[0020] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0021] The inline virtual printer interface node includes a housing; a first communication interface to 

provide communication directly to the network router; a second communication interface to provide 

communication directly to the non-cloud-ready networked printer; and a microcontroller operatively 

connected between the first communication interface and the second communication interface. The 

microcontroller polls the non-cloud-ready networked printer to retrieve identification information 

associated with the non-cloud-ready networked printer. The microcontroller creates an authentication 

code based on the identification information retrieved from the non-cloud-ready networked printer and 

identification information associated with the non-cloud-ready networked printer associated with the inline 

virtual printer interface node. The microcontroller registers the created authentication code with the 

cloud-based service. 

[0022] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller polls the 

non-cloud-ready networked printer to retrieve identification information associated with the non-cloud-

ready networked printer. The microcontroller creates an authentication code based on the identification 

information retrieved from the non-cloud-ready networked printer and identification information associated 

with the non-cloud-ready networked printer associated with the inline virtual printer interface node. The 

microcontroller registers the created authentication code with the cloud-based service. 

[0023] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. The network virtual printer interface node 
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includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller polls the 

non-cloud-ready networked printer to retrieve identification information associated with the non-cloud-

ready networked printer. The microcontroller creates an authentication code based on the identification 

information retrieved from the non-cloud-ready networked printer and identification information associated 

with the non-cloud-ready networked printer associated with the inline virtual printer interface node. The 

microcontroller registers the created authentication code with the cloud-based service. 

[0024] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. The 

microcontroller converts commands associated with a first application programming interface language, 

received through the first communication interface, from the cloud-based service, residing on the internet, 

to commands associated with a native application programming interface language of the non-cloud-

ready networked printer, the first application programming interface language being different from the 

native application programming interface language of the non-cloud-ready networked printer. The 

microcontroller communicates, through the second communication interface, the converted commands 

associated with the native application programming interface language of the non-cloud-ready networked 

printer. The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. The microcontroller creates an 

authentication code based on the identification information retrieved from the non-cloud-ready networked 

printer and identification information associated with the non-cloud-ready networked printer associated 

with the inline virtual printer interface node. The microcontroller registers the created authentication code 

with the cloud-based service. The first communication interface may be a port to receive a first cable 

connected to the network router and the second communication interface may be a port to receive a 

second cable connected to the non-cloud-ready networked printer. 

[0025] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. The inline virtual printer interface node 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. The 

microcontroller converts commands associated with a first application programming interface language, 
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received through the first communication interface, from the cloud-based service, residing on the internet, 

to commands associated with a native application programming interface language of the non-cloud-

ready networked printer, the first application programming interface language being different from the 

native application programming interface language of the non-cloud-ready networked printer. The 

microcontroller communicates, through the second communication interface, the converted commands 

associated with the native application programming interface language of the non-cloud-ready networked 

printer. The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. The microcontroller creates an 

authentication code based on the identification information retrieved from the non-cloud-ready networked 

printer and identification information associated with the non-cloud-ready networked printer associated 

with the inline virtual printer interface node. The microcontroller registers the created authentication code 

with the cloud-based service. 

[0026] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller converts 

commands, received through the communication interface, from the cloud-based service, residing on the 

internet, to native protocols of the non-cloud-ready networked printer. The microcontroller communicates, 

through the communication interface, the converted native protocols to the non-cloud-ready networked 

printer. The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. The microcontroller creates an 

authentication code based on the identification information retrieved from the non-cloud-ready networked 

printer and identification information associated with the non-cloud-ready networked printer associated 

with the inline virtual printer interface node. The microcontroller registers the created authentication code 

with the cloud-based service. 

[0027] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. The network virtual printer interface node 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller converts 

commands, received through the communication interface, from the cloud-based service, residing on the 

internet, to native protocols of the non-cloud-ready networked printer. The microcontroller communicates, 

through the communication interface, the converted native protocols to the non-cloud-ready networked 

printer. The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. The microcontroller creates an 

authentication code based on the identification information retrieved from the non-cloud-ready networked 

printer and identification information associated with the non-cloud-ready networked printer associated 

with the inline virtual printer interface node. The microcontroller registers the created authentication code 

with the cloud-based service. 

BACKGROUND 
[0028] Cloud computing is the use of computing resources (hardware and software) that are 

delivered as a service over a network (typically the internet). Traditionally, cloud computing has been 

-5-

SUBSTITUTE SHEET (RULE 26) 



WO 2014/164602 PCT/US2014/022968 

focused on web/cloud-based applications and web-connected mobile devices. However, as these 

web/cloud-based applications and mobile devices have become more capable, users expect the same 

capabilities from these web/cloud-based applications and mobile devices that the users receive from the 

users' personal computers. One such capability is printing. 

[0029] Printing architectures and protocols (print drivers) of conventional personal computer 

operating systems can be complex and many times are proprietary to the manufacturers of the printing 

device. 

[0030] In contrast, a cloud based system is based upon achieving coherence and economies of 

scale, thereby relying upon converged infrastructure and shared services. Thus, the complexity and 

proprietary nature of the conventional printing architectures and protocols negatively impact the feasibility 

of implementing a cloud-based printing service. 

[0031] One solution has been the development of cloud-ready printers. These printers have built-in 

systems (native support) for connecting to cloud print services. A cloud-ready printer has no need for a 

personal computer connection of any kind or for a print driver. The printer can be simply connected 

directly to a network and then registered with a cloud print service to enable such a printer render print 

jobs. 

[0032] However, this solution is not readily backward compatible with the vast number of existing 

conventional network printers that rely upon the conventional printing architectures and protocols. A 

network-ready printer is a printer that includes a network interface (wired or wireless) that allows the 

printer to be directly connected to a network. 

[0033] One conventional approach, as illustrated in Figure 1, to enable a conventional network 

printer to be "cloud-ready" includes running software "connector" on a personal computer 20 associated 

with the conventional network printer 10, wherein the software "connector" registers the network printer, 

through a network 30, with the cloud-based service residing on the internet 40. 

[0034] When a print job is submitted from the cloud-based service residing on the internet 40 to the 

registered printer 10, the print job is actually routed by the network 30 to the associated personal 

computer 20. 

[0035] The communication channel 60 between the network 30 and the associated personal 

computer 20 may be wired or wireless. 

[0036] The software "connector," running on the personal computer 20, submits the print job to the 

printer 10, through the network 30, using the personal computer operating system's native printer 

software. 

[0037] The communication channel 50 between the network 30 and the printer 10 may be wired or 

wireless. 

[0038] The software "connector," running on the personal computer 20, also communicates, through 

the network 30, with the cloud-based print service, residing on the internet 40. regarding any status 

information associated with the printer. 

[0039] Although this approach provides the printer 10 with a "connection" to a cloud-based service 

residing on the internet 40, the solution requires that the personal computer 20 remain powered ON, be 

executing the software "connector," and be connected to the network 30. 
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[0040] In other words, the conventional approach for enabling a non-cloud-ready network printer to 

be a cloud-ready printer is not a standalone solution but requires a personal computer in combination with 

the conventional non-cloud-ready network printer. 

[0041] Thus, it is desirable to provide a device for a non-cloud-ready printer, which enables the 

printer to be cloud-ready. 

[0042] Moreover, it is desirable to provide a device for a non-cloud-ready printer, which enables the 

printer to be cloud-ready and does not require a personal computer to be running. 

[0043] Furthermore, it is desirable to provide a plug-n-play inline device for a non-cloud-ready 

printer, which enables the printer to be a cloud-ready printer. 

[0044] In addition, it is desirable to provide a plug-n-play network device, which enables a non-

cloud-ready printer to be a cloud-ready printer and does not require a personal computer to be running. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0045] The drawings are only for purposes of illustrating various embodiments and are not to be 

construed as limiting, wherein: 

[0046] Figure 1 illustrates a block diagram of a conventional system to enable a conventional 

network printer to be "cloud-ready;" 

[0047] Figure 2 illustrates a block diagram of system using an inline device to enable a conventional 

network printer to be "cloud-ready;" 

[0048] Figure 3 illustrates a block diagram of system using a network device to enable a 

conventional network printer to be "cloud-ready;" 

[0049] Figure 4 illustrates a block diagram of an inline virtual printer interface node; 

[0050] Figure 5 illustrates a block diagram of a network virtual printer interface node: 

[0051] Figure 6 illustrates a flowchart showing the generation of an authentication code for the 

virtual printer interface node; 

[0052] Figure 7 illustrates a flowchart showing the authentication process between a virtual printer 

interface node and a cloud-based service; and 

[0053] Figure 8 illustrates a flowchart showing the identification of the proper translation application 

to be utilized by the virtual printer interface node. 

DE XILE )DE IL VI 

[0054] For a general understanding, reference is made to the drawings. In the drawings, like 

references have been used throughout to designate identical or equivalent elements, it is also noted that 

the drawings may not have been drawn to scale and that certain regions may have been purposely drawn 

disproportionately so that the features and concepts could be properly illustrated. 

[0055] A cloud environment uses of computing resources (hardware and software) that are delivered 

as a service over a network (typically the internet). For example, in a cloud environment, a user can 

"rent" application software and/or databases, wherein the "cloud" providers manage the infrastructure and 

platforms on which the applications run, and the databases are stored. 

[0056] In another example, end users may access cloud-based applications through a web browser 

or a light-weight desktop or mobile app while the software and user's data are stored on servers at a 

remote location. 

[0057] As mentioned above, a user may desire to have a conventional non-cloud-ready printer be 

fully functional with cloud based services. To have a conventional non-cloud-ready printer be fully 
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functional with cloud based services, the issues with the native protocols and architecture of the 

conventional non-cloud-ready printer not being readily compatible with the protocols of the cloud based 

service, 

[0058] As illustrated in Figure 2, an inline virtual printer interface node 25 is provided to enable 

communication between a conventional non-cloud-ready printer 10 and a cloud-based print service, 

residing on the internet 40. The inline virtual printer interface node 25 is connected between the network 

(router) 30 and the conventional non-cloud-ready printer 10. 

[0059] The communication channel 62 (connection) between the inline virtual printer interface node 

25 and the network (router) 30 may be wired or wireless 

[0060] It is further noted that the inline virtual printer interface node 25, if the communication 

channel 62 (connection) between the inline virtual printer interface node 25 and the network (router) 30 is 

"wired," may include a cable jack port (RJ45)for receiving a cable coming from the network (router) 30. 

[0061] On the other hand, it is noted that the inline virtual printer interface node 25, if the 

communication channel 62 (connection) between the inline virtual printer interface node 25 and the 

network (router) 30 is "wired," may include a cable jack for plugging in directly to a port of the network 

(router) 30. 

[0062] Moreover, the communication channel 55 (connection) between the inline virtual printer 

interface node 25 and the conventional non-cloud-ready printer 10 may be wired or wireless. 

[0063] It is further noted that the inline virtual printer interface node 25, if the communication channe 

55 (connection) between the inline virtual printer interface node 25 and the conventional non-cloud-ready 

printer 10 is "wired," may include a cable jack port (RJ45) for receiving a cable coming from the 

conventional non-cloud-ready printer 10. 

[0064] On the other hand, it is noted that the inline virtual printer interface node 25, if the 

communication channel 55 (connection) between the inline virtual printer interface node 25 and the 

conventional non-cloud-ready printer 10 is "wired," may include a cable jack for plugging in directly to a 

port (network interface) of the conventional non-cloud-ready printer 10. 

[0065] The inline virtual printer interface node 25 converts the native protocols of the conventiona 

non-cloud-ready printer 10 to a unified protocol that can be used by a cloud based service, residing on 

the internet 40. in addition, the inline virtual printer interface node 25 converts the protocols used by the 

cloud based service, residing on the internet 40, to the native protocols of the conventional non-cloud-

ready printer 10. 

[0066] Since the inline virtual printer interface node 25 is a physical device that is inline between the 

conventional non-cloud-ready printer 10 and the network (router) 30, the system does not require a 

personal computer to be running to enable the conventional non-cloud-ready printer 10 to be "cloud-

ready." 

[0067] In another embodiment, as illustrated in Figure 3, a network virtual printer interface node 35 

is provided to enable communication between a conventional non-cloud-ready printer 10 and a cloud-

based print service, residing on the internet 40. The network virtual printer interface node 35 is 

connected to the network (router) 30 and communicates with the conventional non-cloud-ready printer 10 

through the network (router) 30 

[0068] The communication channel 62 (connection) between the network virtual printer interface 

node 35 and the network (router) 30 may be wired or wireless. 
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[0069] It is further noted that the network virtual printer interface node 35, if the communication 

channel 62 (connection) between the network virtual printer interface node 35 and the network (router) 30 

is "wired," may include a cable jack port (RJ45) for receiving a cable coming from the network (router) 30. 

[0070] On the other hand, it is noted that the network virtual printer interface node 35, if the 

communication channel 62 (connection) between the network virtual printer interface node 35 and the 

network (router) 30 is "wired," may include a cable jack for plugging in directly to a port of the network 

(router) 30. 

[0071] Moreover, the communication channel 57 (connection) between the network (router) 30 and 

the conventional non-cloud-ready printer 10 may be wired or wireless. 

[0072] The network virtual printer interface node 35 converts the native protocols of the conventional 

non-cloud-ready printer 10 to a unified protocol that can be used by a cloud based service, residing on 

the internet 40. In addition, the network virtual printer interface node 35 converts the protocols used by 

the cloud based service, residing on the internet 40, to the native protocols of the conventional non-cloud-

ready printer 10. 

[0073] In this embodiment, the network virtual printer interface node 35 receives commands from the 

cloud based service, residing on the internet 40, through the network (router) 30, and converts these 

commands to the native protocols of the conventional non-cloud-ready printer 10. The network virtual 

printer interface node 35 then communicates the converted native protocols to the conventional non-

cloud-ready printer 10, through the network (router) 3C'. 

[0074] In addition, the network virtual printer interface node 35 may receive information from the 

conventional non-cloud-ready printer 10, through the network (router) 30, and convert this information into 

a form that can be readily processed by the cloud based service, residing on the internet 40. The network 

virtual printer interface node 35 then communicates the converted information to the cloud based service, 

residing on the internet 40, through the network (router) 30. 

[0075] Since the network virtual printer interface node 35 is a physical device that is in 

communication with the conventional non-cloud-ready printer 10 and the network (router) 30, the system 

does not require a personal computer to be running to enable the conventional non-cloud-ready printer 10 

to be "cloud-ready." 

[0076] Figure 4 illustrates a block diagram of an inline virtual printer interface node 250. The inline 

virtual printer interface node 250 includes a housing 251, two communication interfaces, 253 and 259, a 

microcontroller or processor 255, and a memory 257. 

[0077] The communication interfaces, 253 and 259, enable a communication channel to be 

established between the inline virtual printer interface node 250 and a conventional non-cloud-ready 

printer or a network (router). 

[0078] For example, communication interface 253 may enable a communication channel to be 

established between the inline virtual printer interface node 250 and a conventional non-cloud-ready 

printer, and communication interface 253 may enable a communication channel to be established 

between the inline virtual printer interface node 250 and a network (router). 

[0079] If the communication channel enabled by the communication interface 253 is wireless, the 

communication interface 253 would include a transmitter and receiver capable of providing wireless 

communication. 
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[0080] If the communication channel enabled by the communication interface 259 is wireless, the 

communication interface 259 would include a transmitter and receiver capable of providing wireless 

communication. 

[0081] If the communication channel enabled by the communication interface 253 is wired, the 

communication interface 253 may include a cable jack port (RJ45)for receiving a cable. 

[0082] For example, if the communication channel enabled by the communication interface 253 is a 

wired communication channel between the conventional non-cloud-ready printer and the inline virtual 

printer interface node 250, the communication interface 253 would include a cable jack port (RJ45) for 

receiving a cable coming from the conventional non-cloud-ready printer. 

[0083] If the communication channel enabled by the communication interface 259 is wired, the 

communication interface 259 may include a cable jack port (RJ45)for receiving a cable. 

[0084] For example, if the communication channel enabled by the communication interface 259 is a 

wired communication channel between the conventional non-cloud-ready printer and the inline virtual 

printer interface node 250, the communication interface 259 would include a cable jack port (RJ45) for 

receiving a cable coming from the conventional non-cloud-ready printer. 

[0085] If the communication channel enabled by the communication interface 253 is wired, the 

communication interface 253 may include a cable jack for plugging in directly to a port of a network 

interface. 

[0086] For example, if the communication channel enabled by the communication interface 253 is a 

wired communication channel between the conventional non-cloud-ready printer and the inline virtual 

printer interface node 250, the communication interface 253 would include an integral cable jack that 

would plug directly into the cable jack port (RJ45) on the conventional non-cloud-ready printer. 

[0087] If the communication channel enabled by the communication interface 259 is wired, the 

communication interface 259 may include a cable jack for plugging in directly to a port of a network 

interface. 

[0088] For example, if the communication channel enabled by the communication interface 259 is a 

wired communication channel between the conventional non-cloud-ready printer and the inline virtual 

printer interface node 250, the communication interface 259 would include an integral cable jack that 

would plug directly into the cable jack port (RJ45)on the conventional non-cloud-ready printer. 

[0089] The microcontroller or processor 255, in conjunction with memory 257, converts commands 

from a cloud based service, residing on the internet, received through one of the communication 

interfaces (253 or 259), to the native protocols of a conventional non-cloud-ready printer. The 

microcontroller or processor 255 then causes the converted native protocols to be communicated to the 

conventional non-cloud-ready printer through the other communication interfaces (253 or 259) 

[0090] The microcontroller or processor 255, in conjunction with memory 257, also converts 

information from a conventional non-cloud-ready printer, received through one of the communication 

interfaces (253 or 259), into a form that can be readily processed by the cloud based service, residing on 

the internet. The microcontroller or processor 255 then causes the converted information to be 

communicated to the cloud based service, residing on the internet, through the other communication 

interfaces (253 or 259). 

[0091] It is noted that the microcontroller or processor 255 and memory 257 may be realized by an 

application specific integrated circuit (ASIC). 
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[0092] It is also noted that the memory 257 may have pre-stored the information and commands 

necessary to convert the commands from a cloud based service, residing on the internet, to the native 

protocols of a specific conventional non-cloud-ready printer, 

[0093] Moreover, it is noted that the inline virtual printer interface node 250 may include functionality 

to identify the make and model of the conventional non-cloud-ready printer connected thereto. Based 

upon the identity the make and model of the conventional non-cloud-ready printer connected to the inline 

virtual printer interface node 250, the inline virtual printer interface node 250 could download, from the 

internet, the information and commands necessary to convert the commands from a cloud based service, 

residing on the internet, to the native protocols of the identified conventional non-cloud-ready printer. 

[0094] Figure 5 illustrates a block diagram of a network virtual printer interface node 350. 

[0095] The network virtual printer interface node 350 includes a housing 351, a communication 

interface 359, a microcontroller or processor 355, and a memory 357. 

[0096] The communication interface 359 enables a communication channel to be established 

between the network virtual printer interface node 350 and a conventional non-cloud-ready printer or a 

network (router). 

[0097] For example, communication interface 359 may enable a communication channel to be 

established between the network virtual printer interface node 350 and a conventional non-cloud-ready 

printer, and communication interface 359 may enable a communication channel to be established 

between the network virtual printer interface node 350 and a network (router) 

[0098] If the communication channel enabled by the communication interface 359 is wireless, the 

communication interface 359 would include a transmitter and receiver capable of providing wireless 

communication. 

[0099] If the communication channel enabled by the communication interface 359 is wired, the 

communication interface 359 may include a cable jack port (RJ45)for receiving a cable. 

[0100] For example, if the communication channel enabled by the communication interface 359 is a 

wired communication channel between the conventional non-cloud-ready printer and the network virtual 

printer interface node 350, the communication interface 359 would include a cable jack port (RJ45) for 

receiving a cable coming from the conventional non-cloud-ready printer. 

[0101] If the communication channel enabled by the communication interface 359 is wired, the 

communication interface 359 may include a cable jack for plugging in directly to a port of a network 

interface. 

[0102] For example, if the communication channel enabled by the communication interface 359 is a 

wired communication channel between the conventional non-cloud-ready printer and the network virtual 

printer interface node 350, the communication interface 359 would include an integral cable jack that 

would plug directly into the cable jack port (RJ45)on the conventional non-cloud-ready printer. 

[0103] The microcontroller or processor 355, in conjunction with memory 357, converts commands 

from a cloud based service, residing on the internet, received through the communication interface 359, 

to the native protocols of a conventional non-cloud-ready printer. The microcontroller or processor 255 

then causes the converted native protocols to be communicated to the conventional non-cloud-ready 

printer through the communication interface 359. 

[0104] The microcontroller or processor 355, in conjunction with memory 357, also converts 

information from a conventional non-cloud-ready printer, received through the communication interface 
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359, into a form that can be readily processed by the cloud based service, residing on the internet. The 

microcontroller or processor 355 then causes the converted information to be communicated to the cloud 

based service, residing on the internet, through the communication interface 359. 

[0105] It is noted that the microcontroller or processor 355 and memory 357 may be realized by an 

application specific integrated circuit (ASIC). 

[0106] It is also noted that the memory 357 may have pre-stored the information and commands 

necessary to convert the commands from a cloud based service, residing on the internet, to the native 

protocols of a specific conventional non-cloud-ready printer. 

[0107] Moreover, it is noted that the network virtual printer interface node 350 may include 

functionality to identify the make and model of the conventional non-cloud-ready printer connected 

thereto. Based upon the identity the make and model of the conventional non-cloud-ready printer 

connected to the network virtual printer interface node 350, the network virtual printer interface node 350 

could download, from the internet, the information and commands necessary to convert the commands 

from a cloud based service, residing on the internet, to the native protocols of the identified conventional 

non-cloud-ready printer. 

[0108] It is noted that since the network virtual printer interface node 350 is not inline with the 

conventional non-cloud-ready printer, the network virtual printer interface node 350 may be located 

(connected to) anywhere on the local area network. 

[0109] It is noted that the virtual printer interface node can receive power over the cables connected 

to the communication interfaces. If the communication interfaces are wireless, the virtual printer interface 

node would receive power from a power source. 

[0110] It is noted that although the virtual printer interface node has been described with respect to a 

conventional non-cloud-ready printer, the virtual printer interface node can be utilized with a conventiona 

non-cloud-ready multifunction printer; i.e., a device having at least scanning, printing, and copying 

functionality. 

[0111] It is further noted that although the virtual printer interface node has been described with 

respect to a conventional non-cloud-ready printer, the virtual printer interface node can be utilized with a 

network stand-alone scanner. In this situation, the virtual printer interface node converts the commands 

from a cloud based service, residing on the internet, to the native protocols of scanner. 

[0112] The virtual printer interface node enables a conventional non-cloud-ready printer to be 

availed of cloud-based control based services. These services that are based on acquiring data from the 

conventional non-cloud-ready printer as well as sending commands to the conventional non-cloud-ready 

printer. 

[0113] For example, these services may include break-fix service contracts, supplies contracts, 

remote monitoring services, and other related print services. 

[0114] To enable these services, the microcontroller of the virtual printer interface node provides the 

mechanism to translate between various local area network (LAN) side protocols; such as simple network 

management protocol (SNMP), hypertext transfer protocol (HTTP), hypertext transfer protocol secure 

(HTTPs), exchange web service (EWS) screen scraping; and wide area network (WAN) or cloud side 

protocols; such as customer premise equipment wan management protocol (CWMP) being used as a 

transport protocol with command set being (a derivative of) the Technical Report 069 (TR 069) 

specification set 
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[0115] The microcontroller of the virtual printer interface node may also provide the mechanism to 

translate between the native application programming interface of the conventional non-cloud-ready 

printer and the application programming interface of the cloud based service. In this situation, the virtual 

printer interface node acts a proxy between the conventional non-cloud-ready printer and an application 

that communicates using a different interface platform by providing either a universal application 

programming interface on the WAN side or cloud side of the virtual printer interface node or enabling the 

communication with various interface platforms, wherein the memory would store the necessary 

information and instructions to recognize the interface being used by the application attempting to access 

the conventional non-cloud-ready printer and provide the proper translation to the native application 

programming interface of the conventional non-cloud-ready printer. 

[0116] The microcontroller of the virtual printer interface node would also provide the translation of 

the native application programming interface of the conventional non-cloud-ready printer to the 

application programming interface of the cloud-based application that the conventional non-cloud-ready 

printer is attempting to access. 

[0117] For example, a third party provider may offer an application which communicates via the 

interface platform of the third party interface platform. The virtual printer interface node would act as a 

proxy to allow the third party application to communicate with a non-enabled third party interface platform 

device (conventional non-cloud-ready printer) having a different application programming interface. 

[0118] The microcontroller of the virtual printer interface node may also provide the mechanism to 

translate between local area network based protocols for the conventional non-cloud-ready printer to 

firewall friendly wide area network based protocols so as to allow the conventional non-cloud-ready 

printer to be able to connect to external services (cloud based services). 

[0119] In the various situations described above, the virtual printer interface node would need the 

appropriate translation application (translation program and/or translation driver) to enable communication 

therebetween. 

[0120] As illustrated in Figure 8, the virtual printer interface node, at step S810, determines the 

identity of the device to which it will act as a translator (proxy) and the cloud-based service being utilized. 

[0121] With respect to the determination the identity of a printing device to which it will act as a 

translator (proxy), the virtual printer interface node may identify the print driver for the printing device, or 

the virtual printer interface node may identify the application programming interface utilized by the printing 

device. 

[0122] If the device was a scanner, the virtual printer interface node may identify the driver for the 

scanner, or the virtual printer interface node may identify the application programming interface utilized by 

the scanner. 

[0123] With respect to the determination the identity of the cloud-based service being utilized, the 

virtual printer interface node may identify the application programming interface utilized by the cloud-

based service. 

[0124] This identification process enables the virtual printer interface node to identify the translation 

couplet. 

[0125] The virtual printer interface node, at step S820, determines if the appropriate translation 

application for the identified translation couplet is stored on the virtual printer interface node. 
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[0126] If the appropriate translation application for the identified translation couplet is stored on the 

virtual printer interface node, at step S840, the appropriate stored translation application is retrieved from 

a memory in the virtual printer interface node. 

[0127] If the appropriate translation application for the identified translation couplet is not stored on 

the virtual printer interface node, at step S830, the appropriate translation application is downloaded from 

the internet; i.e., downloaded from a website (server) associated with the manufacture of the virtual 

printer interface node. 

[0128] The acquired appropriate translation application is executed, as step S850. 

[0129] The microcontroller of the virtual printer interface node can execute a web server application 

to provide administration, interaction, reporting, and control from a user's browser which is connected 

through the local area network or proxied through the cloud connection for remote device interaction. In 

the later situation, the virtual printer interface node, as noted above, would provide the necessary 

translations between the native protocols and native application programming interface of the 

conventional non-cloud-ready printer and the cloud based service. 

[0130] The virtual printer interface node also enables a conventional non-cloud-ready multifunction 

printer to be availed of cloud-based content based services. These services are based on moving 

documents to and from conventional non-cloud-ready multifunction printer to the cloud services such as a 

cloud service bridge 

[0131] The cloud service bridge is a universal gateway to cloud based third party services. The 

virtual printer interface node implements a special cloud service bridge client that facilitates the document 

interchange processes between the conventional non-cloud-ready multifunction printer and the cloud 

service bridge, which in turn may pass some or all the document to a third party service for additional 

processing. Such content based services may include: workflow automation, content conversion such as 

print-ready conversion, optical character recognition, etc. 

[0132] The content based services could also include consumer services such as brokering and 

optimization of content that may be available on the broadcast TV or other internet based news channels, 

feeds, images or other content. 

[0133] Various examples of content based cloud services are described in co-pending US Patent 

Application Number 13/673,733, filed on November 9, 2012, and entitled "NETWORKED PRINTING 

SYSTEMS." The entire content of co-pending US Patent Application Number 13/673,733 is hereby 

incorporated by reference. 

[0134] The virtual printer interface node further enables a conventional non-cloud-ready printer to be 

availed of device networking services. These services enable conventional non-cloud-ready printer, 

through the virtual printer interface node, to join a network of other devices that can be exposed to 

various communities. These communities can be part of a social network, for example, and once 

exposed to the conventional non-cloud-ready printer, can utilize the services from the conventional non-

cloud-ready printer. 

[0135] For example, the virtual printer interface node can enable the conventional non-cloud-ready 

printer to be connected to a social network such that when content is uploaded to the community, the 

content can be readily or automatically printed by the virtual printer interface node. 
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[0136] These communities can also exist for the purpose of enabling an ecommerce model to 

charge for the service of using the conventional non-cloud-ready printer once the conventional non-cloud-

ready printer is exposed to the community, 

[0137] As noted above, conventional non-cloud-ready printers utilize different versions of an 

application programming interface making it difficult for a third party system provider to invest adequately 

in learning a programming system that has a limited applicability, thereby limiting the benefits the third 

party system provider can provided for the conventional non-cloud-ready printer. The virtual printer 

interface node implements a universal application programming interface protocol converter such that the 

third party only needs to invest in a single programming language and interface. 

[0138] As noted above, since the virtual printer interface node enables the conventional non-cloud-

ready printer to be availed of cloud based services, the virtual printer interface node can be used to gate 

services for the conventional non-cloud-ready printer. 

[0139] For example, if the conventional non-cloud-ready printer is a multifunction printer (having 

printing, copying, and/or scanning functionality), the virtual printer interface node could be used to gate 

services in the MFP based on a subscription model, 

[0140] In this scenario, the virtual printer interface node acts to block usage of the multifunction 

printer, through content intercept or passing of settings to the multifunction printer to enable or disable 

certain features. If a valid active subscription is confirmed, the virtual printer interface node would enable 

those features. 

[0141] For security purposes, the virtual printer interface node can utilize authentication protocols to 

prevent a misuse of remote services. 

[0142] An authentication process is illustrated in Figure 6. As illustrated in Figure 6, the virtual 

printer interface node, at step S610, determines the identity of the device to which it is connected. 

[0143] If the virtual printer interface node is an inline virtual printer interface node for a printing 

device, the virtual printer interface node would identify the printing device 

[0144] On the other hand, if the virtual printer interface node is a network virtual printer interface 

node, the virtual printer interface node would identify the router for the local area network. 

[0145] The virtual printer interface node, at step S620, also determines its identity. 

[0146] At step S630, the virtual printer interface node creates an authentication code based upon 

the identity of the device to which it is connected and its identity. This would enable the authentication 

code to be linked or tied to the device/virtual printer interface node pair. 

[0147] It is also noted that the authentication code could be generated using a password or other 

mechanism that uniquely identifies the authorized user of the virtual printer interface node. In this 

instance, the virtual printer interface node can be utilized with various devices by the authorized user. 

[0148] At step S640, the generated authentication code is registered with the cloud-based service. 

[0149] It is noted that the generated authentication code may be registered with a cloud-based 

service associated with the virtual printer Interface node so that if the proper authentication code is not 

received by the cloud-based service associated with the virtual printer interface node, the virtual printer 

interface node is blocked from being utilized. 

[0150] if the virtual printer interface node is blocked from being utilized, this state of operation would 

not prevent the connected device from being used under normal conditions. In other words, the 

communications would pass through the virtual printer interface node without processing or translation. 
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[0151] As illustrated in Figure 7, when the virtual printer interface node is invoked, at step S710, the 

cloud-based service associated with the virtual printer interface node requests an authentication code, at 

step S720. The virtual printer interface node, at step S730, generates an authentication code in a similar 

manner as described above with respect to Figure 6 

[0152] The authentication code, at step S740, is transmitted to the cloud-based service associated 

with the virtual printer interface node, and the cloud-based service associated with the virtual printer 

interface node validates, at step S750, the received authentication code. 

[0153] If the received authentication code is valid, the cloud-based service associated with the 

virtual printer interface node may transmit an activation code to the virtual printer interface node to allow 

the virtual printer interface node to be utilized. The activation code could be time based in that the 

activation period of the virtual printer interface node may be defined in the activation code; i.e., activation 

for thirty minutes. 

[0154] If the received authentication code is not valid, the cloud-based service associated with the 

virtual printer interface node may transmit a deactivation code to the virtual printer interface node to block 

the virtual printer interface node from being utilized. 

[0155] In the alternative, if the received authentication code is not valid, the cloud-based service 

associated with the virtual printer interface node would not transmit an activation code. In this situation, 

the virtual printer interface node would be designed not to be activated (functional) without the proper 

activation code. 

[0156] For example, the virtual printer interface node may, when the virtual printer interface node is 

connected to a conventional non-cloud-ready printer, poll the conventional non-cloud-ready printer to 

obtain unique identification of the conventional non-cloud-ready printer; such as the media access control 

(MAC) address of the conventional non-cloud-ready printer. 

[0157] The virtual printer interface node may combine this identification information with the 

identification information; such the media access control (MAC) address, of the virtual printer interface 

node to create a unique authentication code. 

[0158] This unique identification code may be registered with the cloud based service associated 

with the virtual printer interface node such that whenever a cloud based service is accessed that requires 

the functionality of the virtual printer interface node, the cloud based service associated with the virtua 

printer interface node would request the authentication code. 

[0159] If the virtual printer interface node is connected to a different printer than when the 

authentication code was registered with the cloud based service associated with the virtual printer 

interface node and the authentication code is based upon the device/virtual printer interface node pair, 

the authentication code generated by the virtual printer interface node would be different from the 

registered code because the code would be a combination of the identification of the new printer and the 

identification of the virtual printer interface node. In such a situation, the cloud based service would block 

utilization of the virtual printer interface node. 

[0160] However, as noted above, the printer could still be utilized in the local area network 

environment. 

[0161] More specifically, each time the virtual printer interface node needs to communicate with a 

cloud based service; the virtual printer interface node would create an authentication code based on 

current conventional non-cloud-ready printer connected thereto. This tying of the authentication code to 
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the identification of both the virtual printer interface node and the conventional non-cloud-ready printer 

prevents the virtual printer interface node from being improperly used with another unauthorized printer. 

[0162] On the other hand, if the authentication code is a user/virtual printer interface node pair, 

whenever the cloud based service associated with the virtual printer interface node requests the 

authentication code, the virtual printer interface node would have to acquire the user identification 

mechanism and generate the authentication code therefrom. The user identification mechanism may be 

acquired through a user interface on the connected device or other input mechanism. 

[0163] In summary, the virtual printer interface node intercepts communications between the cloud-

based service and the conventional non-cloud-ready printer and provides the appropriate conversion so 

that the cloud-based service and the conventional non-cloud-ready printer can effectively communicated 

therebetween. 

[0164] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. 

[0165] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0166] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0167] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0168] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0169] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0170] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0171] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0172] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 
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network router; and an inline virtual printer interface node. The inline virtual printer interface node 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. The microcontroller converts commands, received through the 

first communication interface, from the cloud-based service, residing on the internet, to native protocols of 

the non-cloud-ready networked printer. The microcontroller communicates, through the second 

communication interface, the converted native protocols to the non-cloud-ready networked printer. 

[0173] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0174] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0175] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0176] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0177] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cioud-ready networked printer, 

[0178] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0179] The non-cloud-ready networked printer may include scanning, copying, and printing 

functionality. 

[0180] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0181] The microcontroller converts commands, received through the communication interface, from 

the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready networked 

printer. 

[0182] The microcontroller communicates, through the communication interface, the converted 

native protocols to the non-cloud-ready networked printer. 

[0183] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0184] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0185] The communication interface m a transmitter/receiver to create a wireless communication 

channel with the network router. 
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[0186] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. The network virtual printer interface node 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. The microcontroller converts 

commands, received through the communication interface, from the cloud-based service, residing on the 

internet, to native protocols of the non-cloud-ready networked printer. The microcontroller communicates, 

through the communication interface, the converted native protocols to the non-cloud-ready networked 

printer. 

[0187] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0188] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0189] The communication interface m a transmitter/receiver to create a wireless communication 

channel with the network router. 

[0190] The non-cloud-ready networked printer may include scanning, copying, and printing 

functionality. 

[0191] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between said first communication 

interface and said second communication interface. 

[0192] The microcontroller converts commands, received through the first communication interface, 

from the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready 

networked printer. 

[0193] The microcontroller communicates, through the second communication interface, the 

converted native protocols to the non-cloud-ready networked printer. 

[0194] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0195] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0196] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0197] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 
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[0198] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0199] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cioud-ready networked printer, 

[0200] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0201] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0202] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0203] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. The inline virtual printer interface node 

includes a housing, a first communication interface to provide communication directly to the network 

router, a second communication interface to provide communication directly to the non-cloud-ready 

networked printer, and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0204] The microcontroller converts commands, received through the first communication interface, 

from the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready 

networked printer. 

[0205] The microcontroller communicates, through the second communication interface, the 

converted native protocols to the non-cloud-ready networked printer, 

[0206] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0207] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0208] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0209] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0210] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 
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[0211] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0212] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router, 

[0213] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0214] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0215] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0216] The microcontroller converts commands, received through the communication interface, from 

the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready networked 

printer. 

[0217] The microcontroller communicates, through the communication interface, the converted 

native protocols to the non-cloud-ready networked printer. 

[0218] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0219] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0220] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0221] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0222] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0223] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0224] The network virtual printer interface node includes a housing; a communication interface to 

provide communication directly to the network router; and a microcontroller operatively connected to the 

communication interface. 

[0225] The microcontroller converts commands, received through the communication interface, from 

the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready networked 

printer. 
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[0226] The microcontroller communicates, through the communication interface, the converted 

native protocols to the non-cloud-ready networked printer. 

[0227] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0228] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0229] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0230] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0231] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0232] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0233] The microcontroller converts commands associated with a first application programming 

interface language, received through the first communication interface, from the cloud-based service, 

residing on the internet, to commands associated with a native application programming interface 

language of the non-cloud-ready networked printer, the first application programming interface language 

being different from the native application programming interface language of the non-cloud-ready 

networked printer. 

[0234] The microcontroller communicates, through the second communication interface, the 

converted commands associated with the native application programming interface language of the non-

cloud-ready networked printer. 

[0235] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0236] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0237] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0238] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 
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[0239] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0240] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cioud-ready networked printer, 

[0241] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0242] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0243] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0244] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0245] The inline virtual printer interface node includes a housing, a first communication interface to 

provide communication directly to the network router, a second communication interface to provide 

communication directly to the non-cioud-ready networked printer, and a microcontroller operatively 

connected between the first communication interface and the second communication interface. 

[0246] The microcontroller converts commands associated with a first application programming 

interface language, received through the first communication interface, from the cloud-based service, 

residing on the internet, to commands associated with a native application programming interface 

language of the non-cloud-ready networked printer, the first application programming interface language 

being different from the native application programming interface language of the non-cloud-ready 

networked printer. 

[0247] The microcontroller communicates, through the second communication interface, the 

converted commands associated with the native application programming interface language of the non-

cloud-ready networked printer. 

[0248] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0249] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0250] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0251] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 
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[0252] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0253] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cioud-ready networked printer, 

[0254] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0255] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0256] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0257] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0258] The microcontroller converts commands associated with a first application programming 

interface language, received through the communication interface, from the cloud-based service, residing 

on the internet, to commands associated with a native application programming interface language of the 

non-cloud-ready networked printer, the first application programming interface language being different 

from the native application programming interface language of the non-cloud-ready networked printer. 

[0259] The microcontroller communicates, through the communication interface, the converted 

commands associated with the native application programming interface language of the non-cloud-ready 

networked printer. 

[0260] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0261] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0262] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0263] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0264] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0265] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 
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[0266] The network virtual printer interface node includes a housing; a communication interface to 

provide communication directly to the network router; and a microcontroller operatively connected to the 

communication interface, 

[0267] The microcontroller converts commands associated with a first application programming 

interface language, received through the communication interface, from the cloud-based service, residing 

on the internet, to commands associated with a native application programming interface language of the 

non-cloud-ready networked printer, the first application programming interface language being different 

from the native application programming interface language of the non-cioud-ready networked printer. 

[0268] The microcontroller communicates, through the communication interface, the converted 

commands associated with the native application programming interface language of the non-cloud-ready 

networked printer. 

[0269] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0270] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0271] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0272] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0273] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0274] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0275] The microcontroller converts local area network based protocols received from the 

conventional non-cloud-ready printer to firewall friendly wide area network based protocols, the firewall 

friendly wide area network based protocols enabling the conventional non-cloud-ready printer to be able 

to connect to the cloud-based service. 

[0276] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0277] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0278] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 
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[0279] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer, 

[0280] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0281] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0282] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0283] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0284] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0285] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0286] The inline virtual printer interface node includes a housing; a first communication interface to 

provide communication directly to the network router; a second communication interface to provide 

communication directly to the non-cloud-ready networked printer; and a microcontroller operatively 

connected between the first communication interface and the second communication interface. 

[0287] The microcontroller converts local area network based protocols received from the 

conventional non-cloud-ready printer to firewall friendly wide area network based protocols, the firewall 

friendly wide area network based protocols enabling the conventional non-cloud-ready printer to be able 

to connect to the cloud-based service. 

[0288] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0289] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0290] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0291] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 
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[0292] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0293] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cioud-ready networked printer, 

[0294] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router, 

[0295] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0296] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0297] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0298] The microcontroller converts local area network based protocols received from the 

conventional non-cloud-ready printer to firewall friendly wide area network based protocols, the firewall 

friendly wide area network based protocols enabling the conventional non-cloud-ready printer to be able 

to connect to the cloud-based service. 

[0299] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0300] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0301] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0302] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0303] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0304] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes anon-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0305] The network virtual printer interface node includes a housing; a communication interface to 

provide communication directly to the network router; and a microcontroller operatively connected to the 

communication interface. 

[0306] The microcontroller converts local area network based protocols received from the 

conventional non-cloud-ready printer to firewall friendly wide area network based protocols, the firewal: 
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friendly wide area network based protocols enabling the conventional non-cloud-ready printer to be able 

to connect to the cloud-based service. 

[0307] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0308] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0309] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0310] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0311] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0312] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0313] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0314] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0315] The microcontroller registers the created authentication code with the cloud-based service. 

[0316] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0317] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0318] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0319] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0320] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 
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[0321] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0322] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router, 

[0323] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0324] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0325] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0326] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0327] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0328] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0329] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0330] The inline virtual printer interface node includes a housing; a first communication interface to 

provide communication directly to the network router; a second communication interface to provide 

communication directly to the non-cioud-ready networked printer; and a microcontroller operatively 

connected between the first communication interface and the second communication interface. 

[0331] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0332] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printerinterfa.ee node. 

[0333] The microcontroller registers the created authentication code with the cloud-based service. 

[0334] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0335] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 
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[0336] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0337] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0338] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0339] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer. 

[0340] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0341] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0342] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0343] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0344] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0345] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0346] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0347] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0348] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0349] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0350] The microcontroller registers the created authentication code with the cloud-based service. 
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[0351] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0352] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0353] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0354] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0355] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0356] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0357] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0358] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cioud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0359] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0360] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0361] The network virtual printer interface node includes a housing; a communication interface to 

provide communication directly to the network router; and a microcontroller operatively connected to the 

communication interface. 

[0362] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0363] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printerinterfa.ee node. 

[0364] The microcontroller registers the created authentication code with the cloud-based service. 

[0365] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0366] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0367] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 
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[0368] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 

[0369] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0370] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0371] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0372] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0373] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0374] An inline virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a first communication interface to provide communication directly to the network 

router; a second communication interface to provide communication directly to the non-cloud-ready 

networked printer; and a microcontroller operatively connected between the first communication interface 

and the second communication interface. 

[0375] The microcontroller converts commands, received through the first communication interface, 

from the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready 

networked printer. 

[0376] The microcontroller communicates, through the second communication interface, the 

converted native protocols to the non-cloud-ready networked printer. 

[0377] The microcontroller converts commands associated with a first application programming 

interface language, received through the first communication interface, from the cloud-based service, 

residing on the internet, to commands associated with a native application programming interface 

language of the non-cloud-ready networked printer, the first application programming interface language 

being different from the native application programming interface language of the non-cloud-ready 

networked printer. 

[0378] The microcontroller communicates, through the second communication interface, the 

converted commands associated with the native application programming interface language of the non-

cloud-ready networked printer. The microcontroller polls the non-cloud-ready networked printer to 

retrieve identification information associated with the non-cloud-ready networked printer. 

[0379] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0380] The microcontroller registers the created authentication code with the cloud-based service. 
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[0381] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0382] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0383] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0384] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0385] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0386] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0387] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0388] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0389] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0390] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0391] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0392] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0393] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0394] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and an inline virtual printer interface node. 

[0395] The inline virtual printer interface node includes a housing; a first communication interface to 

provide communication directly to the network router; a second communication interface to provide 
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communication directly to the non-cloud-ready networked printer; and a microcontroller operatively 

connected between the first communication interface and the second communication interface, 

[0396] The microcontroller converts commands, received through the first communication interface, 

from the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready 

networked printer. 

[0397] The microcontroller communicates, through the second communication interface, the 

converted native protocols to the non-cloud-ready networked printer. 

[0398] The microcontroller converts commands associated with a first application programming 

interface language, received through the first communication interface, from the cloud-based service, 

residing on the internet, to commands associated with a native application programming interface 

language of the non-cloud-ready networked printer, the first application programming interface language 

being different from the native application programming interface language of the non-cloud-ready 

networked printer. 

[0399] The microcontroller communicates, through the second communication interface, the 

converted commands associated with the native application programming interface language of the non-

cloud-ready networked printer. The microcontroller polls the non-cloud-ready networked printer to 

retrieve identification information associated with the non-cloud-ready networked printer. 

[0400] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0401] The microcontroller registers the created authentication code with the cloud-based service. 

[0402] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0403] The first communication interface may be a port to receive a first cable connected to the 

network router and the second communication interface may be a jack for plugging into a network port of 

the non-cloud-ready networked printer. 

[0404] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a port to 

receive a second cable connected to the non-cloud-ready networked printer. 

[0405] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router and the second communication interface may be a jack 

for plugging into a network port of the non-cloud-ready networked printer. 

[0406] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a port to receive a second cable 

connected to the non-cloud-ready networked printer. 

[0407] The first communication interface may be a jack for plugging into a network port of the 

network router and the second communication interface may be a transmitter/receiver to create a wireless 

communication channel with the non-cloud-ready networked printer 

[0408] The first communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 
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[0409] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction 

[0410] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0411] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0412] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0413] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0414] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0415] A network virtual printer interface node for providing communication between a cloud-based 

service, residing on an internet, and a non-cloud-ready networked printer through to a network router, 

includes a housing; a communication interface to provide communication directly to the network router; 

and a microcontroller operatively connected to the communication interface. 

[0416] The microcontroller converts commands, received through the communication interface, from 

the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready networked 

printer. 

[0417] The microcontroller communicates, through the communication interface, the converted 

native protocols to the non-cloud-ready networked printer. 

[0418] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0419] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0420] The microcontroller registers the created authentication code with the cloud-based service. 

[0421] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0422] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0423] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0424] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 
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[0425] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0426] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0427] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0428] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0429] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0430] A system for providing communication between a cloud-based service, residing on an 

internet, and a non-cloud-ready networked printer, includes a non-cloud-ready networked printer; a 

network router; and a network virtual printer interface node. 

[0431] The network virtual printer interface node includes a housing; a communication interface to 

provide communication directly to the network router; and a microcontroller operatively connected to the 

communication interface. 

[0432] The microcontroller converts commands, received through the communication interface, from 

the cloud-based service, residing on the internet, to native protocols of the non-cloud-ready networked 

printer. 

[0433] The microcontroller communicates, through the communication interface, the converted 

native protocols to the non-cloud-ready networked printer. 

[0434] The microcontroller polls the non-cloud-ready networked printer to retrieve identification 

information associated with the non-cloud-ready networked printer. 

[0435] The microcontroller creates an authentication code based on the identification information 

retrieved from the non-cloud-ready networked printer and identification information associated with the 

non-cloud-ready networked printer associated with the inline virtual printer interface node. 

[0436] The microcontroller registers the created authentication code with the cloud-based service. 

[0437] The communication interface may be a port to receive a first cable connected to the network 

router. 

[0438] The communication interface may be a jack for plugging into a network port of the network 

router. 

[0439] The communication interface may be a transmitter/receiver to create a wireless 

communication channel with the network router. 

[0440] The microcontroller may execute a web server application to provide administration, 

interaction, reporting, and control from a browser which is proxied through the cloud-based service for 

remote device interaction. 
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[0441] The microcontroller may gate services provided by the non-cloud-ready networked printer in 

response to restrictions communicated from the cloud-based service to the non-cloud-ready networked 

printer. 

[0442] The identification information associated with the non-cloud-ready networked printer may be 

a media access control address. 

[0443] The identification information associated with the inline virtual printer interface node may be a 

media access control address. 

[0444] The microcontroller may poll, in response to an authentication request form the cloud based-

service, the non-cloud-ready networked printer to retrieve identification information associated with the 

non-cloud-ready networked printer. 

[0445] The microcontroller may create an authentication code based on the authentication request 

triggered identification information retrieved from the non-cloud-ready networked printer and identification 

information associated with the non-cloud-ready networked printer associated with the inline virtual printer 

interface node. 

[0446] It wili be appreciated that various of the above-disclosed and other features and functions, or 

alternatives thereof, may be desirably combined into many other different systems or applications. Also 

that various presently unforeseen or unanticipated alternatives, modifications, variations or improvements 

therein may be subsequently made by those skilled in the art which are also intended to be encompassed 

by the following claims. 
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CLAIMS: 
1. An inline virtual printer interface node, residing in a local area network, for providing 

communication between a cloud-based service, residing on an internet, and a non-cloud-ready 
networked printer, residing in the local area network, through to a network router, comprising: 

a housing; 
a first communication interface to provide communication directly to the network router, via 

the local area network; 
a second communication interface to provide communication directly to the non-cloud-ready 

networked printer, via the local area network; and 
a microcontroller that is disposed inside the housing and that is operatively connected 

between said first communication interface and said second communication interface; 
said microcontroller converting commands, received through said first communication 

interface, from the cloud-based service, residing on the internet, to native protocols of the non-cloud-
ready networked printer, said microcontroller communicating, through said second communication 
interface, the converted native protocols to the non-cloud-ready networked printer. 

2. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a port to receive a first cable connected to the network router and said 
second communication interface is a port to receive a second cable connected to the non-cloud-ready 
networked printer. 

3. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a port to receive a first cable connected to the network router and said 
second communication interface is a jack for plugging into a network port of the non-cloud-ready 
networked printer. 

4. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router and said second communication interface is a port to receive a second cable 
connected to the non-c1 oudready networked printer. 

5. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router and said second communication interface is a jack for plugging into a network port of 
the non-cloud-ready networked printer. 

6. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a jack for plugging into a network port of the network router and said 
second communication interface is a port to receive a second cable connected to the non-cloud-ready 
networked printer. 

7. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a jack for plugging into a network port of the network router and said 
second communication interface is a transmitter/receiver to create a wireless communication channel 
with the non-cloud-ready networked printer. 

8. The inline virtual printer interface node as claimed in claim 1, wherein said first 
communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router. 

9. The inline virtual printer interface node as claimed in claim 1, wherein said microcontroller 
executes a web server application to provide administration, interaction, reporting, and control from a 
browser which is proxied through the cloud-based service for remote device interaction. 



10. The inline virtual printer interface node as claimed in claim 1, wherein said microcontroller 
gates services provided by the non-cloud-ready networked printer in response to restrictions communicated 
from the cloud-based service to the non-cloud-ready networked printer. 

11. A system for providing communication between a cloud-based service, residing on an internet, 
and a non-cloud-ready networked printer, comprising: 

a non-cloud-ready networked printer, residing in a local area network; 

a network router; and 
an inline virtual printer interface node, residing in the local area network; 
said inline virtual printer interface node including, 

a housing, 

a first communication interface to provide communication directly to said network router, 
via the local area network, 

a second communication interface to provide communication directly to said non-cloud-
ready networked printer, via the local area network, and 

a microcontroller that is disposed inside the housing and that is operatively connected 
between said first communication interface and said second communication interface; 
said microcontroller converting commands, received through said first communication interface, 

from the cloud-based service, residing on the internet, to native protocols of said non-cioud-ready 
networked printer, 

said microcontroller communicating, through said second communication interface, the converted 
native protocols to said non-cloud-ready networked printer. 

12. The system as claimed in claim 11, wherein said first communication interface is a port to 
receive a first cable connected to said network router and said second communication interface is a port to 
receive a second cable connected to said non-cloud-ready networked printer. 

13. The system as claimed in claim 11, wherein said first communication interface is a port to 
receive a first cable connected to said network router and said second communication interface is a jack for 
plugging into a network port of said non-cloud-ready networked printer. 

14. The system as claimed in claim 11, wherein said first communication interface is a 
transmitter/receiver to create a wireless communication channel with said network router and said second 
communication interface is a port to receive a second cable connected to said non-cloud-ready networked 
printer. 

15. The system as claimed in claim 11, wherein said first communication interface is a 
transmitter/receiver to create a wireless communication channel with said network router and said second 
communication interface is a jack for plugging into a network port of said non-cloud-ready networked 
printer. 

16. The system as claimed in claim 11, wherein said first communication interface is a jack for 

plugging into a network port of said network router and said second communication interface is a port to 
receive a second cable connected to said non-cloud-ready networked printer. 

17. The system as claimed in claim 11, wherein said first communication interface is a jack for 
plugging into a network port of said network router and said second communication interface is a 

transmitter/receiver to create a wireless communication channel with said non-cloud-ready networked 

printer. 
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18. The system as claimed In claim 11, wherein said first communication interface is a 
transmitter/receiver to create a wireless communication channel with said network router. 

19. The system as claimed in claim 11, wherein said non-cloud-ready networked printer includes 

scanning, copying, and printing functionality. 
20. The system as claimed in claim 11, wherein said microcontroller executes a web server 

application to provide administration, interaction, reporting, and control from a browser which I proxied 
through the cloud-based service for remote device interaction. 

21. The system as claimed in claim 11, wherein said microcontroller gates services provided by 

the non-cloud-ready networked printer in response to restrictions communicated from the cloud-based 
service to the non-cloud-ready networked printer. 

22. A network virtual printer interface node, residing in a local area network, for providing 
communication between a cloud-based service, residing on an internet, and a non-cloud-ready networked 
printer, residing in the local area network, through to a network router, comprising: 

a housing; 
a communication interface to provide communication directly to the network router, via the local 

area network; and 
a microcontroller that is disposed inside the housing and that is operatively connected to said 

communication interface; 
said microcontroller converting commands, received through said communication interface, from the cloud-
based service, residing on the internet, to native protocols of the non-cloud-ready networked printer; 

said microcontroller communicating, through said communication interface, the converted native 

protocols to the non-cloud-ready networked printer. 
23. The network virtual printer interface node as claimed in claim 22, wherein said communication 

interface is a port to receive a first cable connected to the network router. 
24. The network virtual printer interface node as claimed in claim 22, wherein said communication 

interface is a jack for plugging into a network port of the network router. 
25. The network virtual printer interface node as claimed in claim 22, wherein said communication 

interface is a transmitter/receiver to create a wireless communication channel with the 

network router. 
26. The network virtual printer interface node as claimed in claim 22, wherein said microcontroller 

executes a web server application to provide administration, interaction, reporting, and 
control from a browser which is proxied through the cloud-based sen/ice for remote device interaction. 

27. The network virtual printer interface node as claimed in claim 22, wherein said microcontroller 
gates services provided by the non-cloud-ready networked printer in response to restrictions communicated 

from the cloud-based service to the non-cloud-ready networked printer. 
28. A system for providing communication between a cloud-based service, residing on an internet, 

and a non-cloud-ready networked printer, comprising: 
a non-cloud-ready networked printer, residing in a local area network; 

a network router; and 

a network virtual printer interface node, residing in the local area network; 
said network virtual printer interface node including, 

a housing, 
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a communication interface to provide communication directly to said network router, via 
the local area network, and 

a microcontroller that is disposed inside the housing and that is operatively connected to 
said communication interface; 
said microcontroller converting commands, received through said communication interface, from 

the cloud-based service, residing on the internet, to native protocols of said non-cloud-ready networked 
printer; 

said microcontroller communicating, through said communication interface, the converted native 
protocols to said non-cloud-ready networked printer. 

29. The system as claimed in claim 28, wherein said communication interface is a port to receive a 
first cable connected to said network router. 

30. The system as claimed in claim 28, wherein said communication interface is a jack for plugging 
into a network port of said network router. 

31. The system as claimed in claim 28, wherein said communication interface is a 
transmitter/receiver to create a wireless communication channel with said network router. 

32. The system as claimed in claim 28, wherein said non-cloud-ready networked printer includes 
scanning, copying, and printing functionality. 

33. The system as claimed in claim 28, wherein said microcontroller executes a web server 
application to provide administration, interaction, reporting, and control from a browser which is proxied 
through the cloud-based service for remote device interaction. 

34. The system as claimed in claim 28, wherein said microcontroller gates services provided by 
the non-cloud-ready networked printer in response to restrictions communicated from the cloud-based 
service to the non-cloud-ready networked printer. 

35. An inline virtual printer interface node, residing in a local area network, for providing 
communication between a cloud-based service, residing on an internet, and a non-cloud-ready networked 
printer, residing in the local area network, through to a network router, comprising: 

housing; 
a first communication interface to provide communication directly to the network router, via the 

local area network; 
a second communication interface to provide communication directly to the non-cloud-ready 

networked printer, via the local area network; and 
a microcontroller that is disposed inside the housing and that is operatively connected between 

said first communication interface and said 
second communication interface; 

said microcontroller converting commands associated with a first application programming 
interface language, received through said first communication interface, from the cloud-based service, 
residing on the internet, to commands associated with a native application programming Interface language 
of the non-cloud-ready networked printer, the first application programming interface language being 
different from the native application programming interface language of the non-cloud-ready networked 
printer; 

said microcontroller communicating, through said second communication interface, the converted 
commands associated with the native application programming interface language of the non-cloud-ready 
networked printer. 

36. The inline virtual printer interface node as claimed in claim 35, wherein said first 
communication interface is a port to receive a first cable connected to the network router and said second 
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communication interface is a port to receive a second cable connected to the non-cloud-ready networked 
printer. 

37. The inline virtual printer interface node as claimed in claim 35. wherein said first 
communication interface is a port to receive a first cable connected to the network router and said second 
communication interface is a jack for plugging into a network port of the non-cloud-ready networked printer. 

38. The inline virtual printer interface node as claimed in claim 35. wherein said first 
communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router and said second communication interface is a port to receive a second cabfe connected to 

the non-cloud-ready networked printer. 
39. The inline virtual printer interface node as claimed in claim 35. wherein said first 

communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router and said second communication interface is a jack for plugging into a network port of the 
non-cloud-ready networked printer. 

40. The inline virtual printer interface node as claimed in claim 35. wherein said first 
communication interface is a jack for plugging into a network port of the network router and said second 
communication interface is a port to receive a second cable connected to the non-cloud-ready networked 

printer. 
41. The inline virtual printer interface node as claimed in claim 35. wherein said first 

communication interface is a jack for plugging into a network port of the network router and said second 
communication interface is a transmitter/receiver to create a wireless communication channel with the non-
cloud-ready networked printer. 

42. The inline virtual printer interface node as claimed in claim 35, wherein said first 
communication interface is a transmitter/receiver to create a wireless communication channel with the 

network router. 
43. The inline virtual printer interface node as claimed in claim 35, wherein said microcontroller 

executes a web server application to provide administration, interaction, reporting, and control from a 
browser which is proxied through the cloud-based service for remote device interaction. 

44. The inline virtual printer interface node as claimed in claim 35, wherein said microcontroller 
gates services provided by the non-cioud-ready networked printer in response to restrictions communicated 
from the cloud-based service to the non-cloud-ready networked printer. 

45. A system for providing communication between a cloud-based service, residing on an Internet, 
and a non-cloud-ready networked printer, comprising: 

a non-cloud-ready networked printer, residing in a local area network; 
a network router; and 
an inline virtual printer interface node, residing in the local area network; 
said inline virtual printer interface node including, 

housing, 
a first communication interface to provide communication directly to said network 

router, via the local area network, 

a second communication interface to provide communication directly to said non-
cloud- ready networked printer, via the local area network, and 



a microcontroller that Is disposed inside the housing and that is operatively connected 

between said first communication interface and said second communication interface; 
said microcontroller converting commands associated with a first application programming 

interface language, received through said first communication interface, from the cloud-based service, 
residing on the internet, to commands associated with a native application programming interface language 
of the non-cloud-ready networked printer, the first application programming interface language being 
different from the native application programming interface language of the non-cloud-ready networked 

printer; 
said microcontroller communicating, through said second communication interface, the converted 

commands associated with the native application programming interface language of the non-cloud-ready 

networked printer. 
46. The system as claimed in claim 45, wherein said first communication interface is a port to 

receive a first cable connected to said network router and said second communication interface is a port 
to receive a second cable connected to said non-cloud-ready networked printer. 

47. The system as claimed in claim 45, wherein said first communication interface is a port to 
receive a first cable connected to said network router and said second communication interface is a jack 

for plugging into a network port of said non-cloud-ready networked printer. 
48. The system as claimed in claim 45, wherein said first communication interface is a 

transmitter/receiver to create a wireless communication channel with said network router and said second 
communication interface is a port to receive a second cable connected to said non-cloud-ready 
networked printer. 

49. The system as claimed in claim 45, wherein said first communication interface is a 
transmitterlreceiver to create a wireless communication channel with said network router and said second 
communication interface is a jack for plugging into a network port of said non-cloud-ready networked 

printer. 
50. The system as claimed in claim 45, wherein said first communication interface is a jack for 

plugging into a network port of said network router and said second communication interface is a port to 
receive a second cable connected to said non-cloud-ready networked printer. 

51. The system as claimed in claim 45, wherein said first communication interface is a jack for 
plugging into a network port of said network router and said second communication interface is a 

transmitter/receiver to create a wireless communication dhannel with said non-cloud-ready networked 
printer. 

52. The system as claimed in claim 45, wherein said first communication interface is a 
transmitter/receiver to create a wireless communication channel with said network router. 

53. The system as claimed in claim 45, wherein said non-cloud-ready networked printer includes 
scanning, copying, and printing functionality. 

54. The system as claimed in claim 45, wherein said microcontroller executes a web server 

application to provide administration, interaction, reporting, and control from a browser which is proxied 
through the cloud-based service for remote device interaction. 

55. The system as claimed in claim 45, wherein said microcontroller gates services provided by 
the non-cloud-ready networked printer in response to restrictions communicated from the cloud-based 

service to the non-cloud-ready networked printer. 



56. A network virtual printer interface node, residing in a local area network for providing 
communication between a cloud-based service, residing on an internet, and a non-cloud-ready networked 
printer, residing in the local area network, through to a network router, comprising: 

a housing; 
a communication interface to provide communication directly to the network router, via the local 

area network, and 
a microcontroller operatively connected to said communication interface; 
said microcontroller that is disposed inside the housing and that is converting commands 

associated with a first application programming 
interface language, received through said communication interface, from the cloud-based service, 
residing on the internet, to commands associated with a native application programming interface 
language of the non-cloud-ready networked printer, the first application programming interface language 
being different from the native application programming interface language of the non-cloud-ready 
networked printer, 

said microcontroller communicating, through said communication interface, the converted 
commands associated with the native application programming interface language of the non-cloud-ready 
networked printer. 

57. The network virtual printer interface node as claimed in claim 56, wherein said 
communication interface is a port to receive a first cable connected to the network router. 

58. The network virtual printer interface node as claimed in claim 56, wherein said 
communication interface is a jack for plugging into a network port of the network router. 

59. The network virtual printer interface node as claimed in claim 56, wherein said 
communication interface is a transmitter/receiver to create a wireless communication channel with the 
network router. 

60. The network virtual printer interface node as claimed in claim 56, wherein said 
microcontroller executes a web server application to provide administration, interaction, reporting, and 
control from a browser which is proxied through the cloud-based service for remote device interaction. 

61. The network virtual printer interface node as claimed in claim 56, wherein said 
microcontroller gates services provided by the non-cloud-ready networked printer in response to 
restrictions communicated from the cloud-based service to the non-cloud-ready networked printer. 

62. A system for providing communication between a cloud-based service, residing on an 
internet, and a non-cloud-ready networked printer, comprising: 

a non-cloud-ready networked printer, residing in a local area network; 
a network router; and 
a network virtual printer interface node, residing in the local area network; 
said network virtual printer interface node including, 

a housing, 
a communication interface to provide communication directly to said network 

router, via the local area network, and 
a microcontroller that is disposed inside the housing and that is operatively connected to 

said communication interface; said microcontroller converting commands associated with a first application 
programming interface language, received through said communication interface, from the cloud-based 
service, residing on the internet, to commands associated with a native application programming Interface 
language of the non-cloud-ready networked printer, the first application programming interface language 
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being different from the native application programming interface language of the non-cloud-ready 

networked printer, 
said microcontroller communicating, through said communication interface, the converted 

commands associated with the native application programming interface language of the non-cloud-ready 
networked printer. 

63. The system as claimed in claim 62, wherein said communication interface is a port to receive a 
first cable connected to said network router. 

64. The system as claimed in claim 62, wherein said communication interface is a jack for plugging 

into a network port of said network router. 
65. The system as claimed in claim 62, wherein said communication interface is a 

transmitter/receiver to create a wireless communication channel with said network router. 
66. The system as claimed in claim 62. wherein said non-cloud-ready networked printer includes 

scanning, copying, and printing functionality. 
67. The system as claimed in claim 62, wherein said microcontroller executes a web server 

application to provide administration, interaction, reporting, and control from a browser which is proxied 
through the cloud-based service for remote device interaction. 

68. The system as claimed in claim 62, wherein said microcontroller gates services provided by 
the non-cloud-ready networked printer in response to restrictions communicated from the cloud-based 
service to the non-cloud-ready networked printer. 

-45-


