WO 2020/036660

RELYING ENTITY
el 161

1/6

PCT/US2019/030595

TARGET ENTITY
144

ASSERTIONS MODEL
MANAGER
131

DI PROVIDER
121




PCT/US2019/030595

WO 2020/036660

2/6

VN
191

ALLNG ONIATEY

2

011

HHOVNYIN
THA0W
SNOHLHESSY

SN0 A

bl

2

el

%

HIAOYd
{d

il

e

']
O

N

el

Vil



WO 2020/036660 PCT/US2019/030595

3/6

ASSERTIONS MODEL MANAGER
131

NETWORK PROCESSOR MEMORY
INTERFACE |« R L o
131C =
A\
COMPUTER-READABLE MEDIUM
131F
ASSERTION ASSERTION
GENERATION MODULE EVALUATION MODULE
131G 131H
PACKAGING MODULE TRANSMISSION MODULE
31 134

I
/ ASSERTIONS MODEL \
DATABASE
\ 131K /

ASSERTIONS MODELS
131A

TYPES OF ASSERTIONS
1318

TYPES OF IDENTIY ATTRIBUTES

~ =] 7




WO 2020/036660 PCT/US2019/030595

4/6

RECEIVE AREQUEST FOR IDENTITY ATTRIBUTES ASSOCIATED
WITH ATARGET ENTITY
{(IDENTIFIER OF RELYING ENTITY, SESSION IDENTIFIER)
$202

REQUEST

~ NO
VALIDATED? -

2204
Sy REPORT
3| FAILURE
208

PERMISSION GRANTED BY
TARGET ENTITY?
9206

“NO

YES

IDENTIFY, BASED ON THE IDENTIFIER OF THE RELYING ENTITY, A
PACKAGE DEFINING TYPES OF IDENTITY ATTRIBUTES
2210

‘

{DENTIFY A DATA ACCESS TOKEN ASSOCIATED WITH THE
PACKAGE
9212




WO 2020/036660 PCT/US2019/030595

5/6

20
Ty

TRANSMIT REQUEST FOR THE SET OF IDENTITY ATTRIBUTES TO DI
PROVIDER(S)
(DATA ACCESS TOKEN(S))
$214

kA

RECEIVE THE SET OF IDENTITY ATTRIBUTES FROM THE DI PROVIDER(S)
8216

i

HASH IDENTITY ATTRIBUTES TO GENERATE MESSAGE DIGEST
5218

:

STORE MESSAGE DIGEST TO EVENT LOG
8220

i

TRANSMIT THE SET OF IDENTITY ATTRIBUTES AND THE MESSAGE
DIGEST TO THE RELYING ENTITY
5222




WO 2020/036660 PCT/US2019/030595

f

300
RECEIVE/RETRIEVE AN ASSERTIONS MODEL /
302

v

DETERMINE ATYPE OF IDENTITY ATTRIBUTE CORRESPONDING
TO ATYPE OF ASSERTION
9304

v

DETERMINE A SOURCE OF IDENTITY ATTRIBUTE DATA
CORRESPONDING TO THE TYPE OF IDENTITY ATTRIBUTE
$306

v

OBTAIN THE IDENTITY ATTRIBUTE DATA
5308

v

CALCULATE A VALUE OF AN ASSERTION
5310

v

CALCULATE A STRENGTH/CONFIDENCE SCORE
5312

*

CREATE ASSERTION OBJECT
$314

N
<N

&

~_ ASSERTIONS?
T no
STORE PACKAGE OF ASSERTIONS
S318
3
OBTAIN AND STORE DATA ACCESS TOKEN
8320
v

UPDATE EVENT LOG
$327




