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APPARATUSAND METHOD FOR | NTEGRATEDPAYNMENT AND
ELECTRONI C MERCHANDI SE TRANSFER Cr oss- Reference to

weebeoesh12ppl i cati ons This patent application eC®iUSB006/026917

SHANDISE; ERANSKER et i oned
Provi sional Patent Application Serial No. 60/699, 015,
i ngluding .t ol ef. pendi X thereof, is expressly

A ettetr et oy feterence in its entirety.

Fi ghid mtent Bepllcasiemtiadns Thebapefs 8NUnitdll Siatds ProvieloakieBatent
Eggerally to the electronic and conButer arts, and,
Apphegtionigrial Nor £07699.015 Hlsgamiuly 13nd0fut sdaentitld “Ticketing

' a e onk c ' :
E e e e PBcf o IR Yo, fopementioned
Provpsiymab nPaténtaApplitdtons Sarial dal.i 6&699,015, elrebtdirgnitbe complete

rchandi se (al so.known as."e-nerchandi se; the terns
appeRfl B P ERST I OBy e BB S orear e g st
separate infrastructures. For exanple, a payment

_ transaction may be conducted using a paynment card or
Fieldofithe Inyentiow devi ce, together with an infrastructure

9 05 Ol RFePBHIRIl o Rt ] Sl

and,! B8 partkuBiklyalto CaAentd ahs, mevieFor FUstrenicl pyyahdnts and
oi.nts, benefit coupons, vouchers, data, a
elec&i’f}lﬁﬂ@&‘r}@%ﬁ@r%@ﬁeror "unl ock" code, and simlar
non- physi cal itens) is handl ed by a separate, perhaps
conplinmentary, infrastructure which may invoke the
Backaumd tof kb Invehtioset ure in order to charge for the

goqds, a separate process., Net herl ands Pat en )
ApEWP’&%fXa SRS Risatisand &&Eﬁrg RE dlestipaic Toerghapdlise fplso

knmbig fqge féﬁﬁ@f&haﬁsewg HRGLOSES e %sémh&?%a%géagm?er@iﬁﬂ H{ie?‘jagjil@@ by

e right to a specific facility by neans o _
sepasate itfrastanafureS hBorewuipdé, tai mymeht transagtiogmay ke pediciedwsding

via a termpnal and cont r.ol stem T ight to th
a vyt d SR e dEORL Gre Bt Pt e i hetes
onlyCHeUpayinedt. NSimilaaY S HEltkP df deMbfeBaidsel fBF ek@mpled elddfonic
~access. The smart card is used not only to pay for the
tickqty cfakensd digitel credgntialytmawies mBye.sloyalty paingy denefit coupons,

[ i 0 lec r ti .
oL 98, 20BN SRR PR, LShBB sl e
is hanidpdtbytacseparbitet perBapsawintplinyentdrorinfrigrupaysrehichtthey 2ebke the

and .for the subsequent use of the facilities, that is,

Ayt (RSASEPSES BOTARA0 PRATER Y SbF F90GRES UFFRAERS BIoSE®s
;’gﬁx}%g{gg%l?ds Bt oA itbalbn RANTV38 1602, Publidhed UaHe AP 095, of

Nederland PTT,’ discloses a method for the acquisition.of the right to a specific

facility by means of a smart card. The acquisition of the right is performed via a
terminal and a control system. The right to the facility can be an access or a usage
right. A smart card or other registration device is used to aid the access. The smart
card is used not only to pay for the required facility, but as a registration and
validation means to replace paper tickets. Thus, the same smart card can be used for
the purchase of the right to a future facility, for the payment thereof, and for the

subsequent use of the facilities, that is, the exercise of the purchased right.
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descri bes card chargi ng systens. A host ticket
facility is operable by both credit cards usable at a

W@ a00d/00892%1/ wr i t e devi ce and concessi onary paynedr/USznee26917

usabl e at a cont actless card reader, and a security

oSSR bR IS, E52d AT SPBIIETR B8pioLdy 2. 200

deso‘iﬂb@i @eﬁ& cﬂﬁgin%%%t&'ﬂh | AfiRssegciap @lacﬂﬁp ?s@ﬁ)‘été%!l‘@ﬁsyb&ﬁ rcﬁe%m cards
whi ch ost facility is able to cal cul ate. A card

usabdt &t i n@rdslygcﬂ/@mw sleviee candb@mcefh;amang payreendrcandy gsabde dt a
1t transacti on
conthSRAEE R 0ReR AAER Yhahity M BRRCIL R 16 erpen thp e

readt®r ahd ahs nidst Ifﬁkghtynfs@['é‘ﬂaliﬂ Glaphraek sttoﬁa 3 &dveadsi Al fares and
center. Unlted St at es Pat ent No. 6,402,038 of Stanford

concgpsignary fpiss yacl firehast, facifin is ablgdarcalquintee Aicerd shargimg

sy SR80 g, oL SE10ES 4l d eflvco

devics swadecterdy lbstween A0 O¥yrd dhiesddro mﬂ arEHobD d=cikugd fappadsaiittg
d
oo S e e A e R s g o el

et alNQ4sdBd rinftent pbo L appQs ﬁ‘)ol% $if @bt RNhARENYSHIPHS <084 reiference
addi ti onal applications useful in particular trave

just desgribsd-s, for exanple, airline, hotel, rental car and

ST FReCPRPER, bl QD et AT ol ol T RSR Ry 5,000

discloaés methbdgardr £HpaiaaR O Fav e Helhted Smatiffhdis smAdt@bd. In one
chains, and rental car Eenm es, the ability to

embedimsnt, (fhe SeaL et avtens islirdes i gaed doldar idené&Cationjapplication
and § ehcﬁggoﬁgf Cﬁﬂggﬁ%t ngﬁlé F%%ggcm gr%&nglrs SOP{D g{tsplférk&/alniple

alrlmm ﬂmtehlrem]l @n antbpaym&np-lrdsiﬂed apyglicaticms) tMﬁhb@S@ad:mW deagtty

a, smart, _card, r eader. wi rel ess term nal including
feany S Wb Bhri 6 Apmicriats mavﬁsgaﬂnegwgwr%@n@ﬁewa@x aSHAHOES,
hoteF 8hHnO ankl RenthiesMaBalciQl 1R J8TiR & onSeEY rchftx gl% file

and including a térmnal interface, and al $o iInc

Strucaulssrart card router that enabl es RF communi cati on wt h

d der . i ' ti syst i
o SOREE G R ERPE N A FebiTSR 2O G March
9, 200B) URCIdses £ MveREs l:cﬁﬁﬁmhi%hﬁ(ﬁrf a&Bee 1%7 eld%rga& boadtibss AldBce
i ncl udes an RF ant enna, separate fromand external to
for a ypaart pereireadsr. dAaWﬂle{?ﬁaﬁeﬂémah@@iUdH&a wpt carsl a@phca‘uon host,
suchr%détJ lc@l’it &j s‘iifaﬁlp ? hegrq}[le %11‘?&1 o% a te gecﬁﬁﬁy ﬁonn% ‘[ d
mruni cat1 on Tr &

1nc111dn@ RFerﬁﬁl’(ed‘ lima*feida @rld aliie(B itchelisga I‘stnaﬂ &aﬁﬂ @Ak Ithh’ﬂtehﬂﬂes RF
host or to . the term nal interface, based on

commuypication pifh & Goafastess Gerl TeRderdn a oketng sysavR icerovisigd. The

smaltt’\gélfdfz%% %ngil;lg%% §%%t1%§ ScSBﬁfaﬁf‘E ORREH S &%t BY B C 4P Bard

router includes an RF antenna, separate from and external to the smart card

application host, as well as a modulator/demodulator and a card access module and
router for routing communication traffic arriving via the RF antenna to either the
smart card application host or to the terminal interface, based on information included
in the arriving communication traffic.

United States Patent Application Publication No. 2002/0147907 of Ross,
published October 10, 2002, is directed to a system for authorizing transactions using

specially formatted smart cards. The transaction system includes the use of a fixed
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publ i shed October 10, 2002, is directed to a system
for authorizing transactions using specially formatted

W@ r0089eF ds. The transacti on system i ncl udes PEBEUSHE6/026917

of a fixeddata structure that allows multiple

cataf i Pl B 0 B oS B et T Bipetigp and access a

tranéaﬁﬁ@i{ f:ﬁﬁeé%arah@s §P@ﬁﬂer—f@%ﬁuéeﬂ ‘?ﬁtb‘ﬁ?&s a ’['H%rEH{aYt afm hchudes a
defi ned file structure, and the data fil

mensry ¥gthe defined) datreBleatrutmes end te daéaﬁlmﬁhysufr@ mchldeatat least
| ea ncrypted read/ st one

one EREGT W ot BB e SR e Sl S B bysChSn-

encryiptiel] r&@dwiite feeld.r TNS bkt 0rdHE be Mt tnhetr&¥BdtionGe6tem and
aut horization device interacts wwth a defined data

the pmpg eard u@ttmrezaﬁ%\ﬁea@e teratie wihra definegl dejai fileg structure
plication Publication No. 2001/0018660
provgeﬂé)gﬁp? s'ed August 30, 2001, is directed to an
el éhiiﬂede‘rateBi Rdtetti Agp]k;aﬁbmrﬁlmﬁdat'rmt BNad 2001 1000l 6609 of Sehr,

r S|tor cards. lurality of entities
Publg%é %?Qiﬁ 1§ fepetersioan s‘sle%tﬁ%m“o Fy‘Q Syster gl dagthods
utiliSi8R helli-sSRA ﬁﬁtd}rc@i/dsd@( %lu’i‘&lﬁy ?f ChiidsOfre Eﬁ&iﬁhﬁ%@e@n suchts

as to automatically conpile, issue, utilize and
an eperd cegmiZer.cidatissien cantatsseidee piowidedndrsisd visitergpoipelagion.eso as

o oL PR YRS o ekl R EL 8 BB Sivion

to 1éieati #Rdek¥rtsifmeht 6V, tana bl thh@ie@érﬂ-bﬁ%dd eﬁtﬁfelﬁ[h‘ﬁlts‘)gyrhe
and have the ability to store in the card

portelierbiokasing zaerst are kealizeds bip Fraetd cenditeqnd(ar dshit @arélrtédlmlogy and
ol i L S0y S 260 AL Mot
pomBl onet dddost fralanhé f4rd atmonetadf valae dr hwhdgioints pevisekly lasded

crypto %hlc certlchatlon of carg data apd database
ti

onto; thee Amepies identifigauem 9f sardeblderedas wel) ashayagigehic

certifiOstidedF AR1 ¥4 bhd Sﬁa%g 1ﬁf§11n'1é¥ﬁheganaé t%ﬁéﬂ}p%sen ]pdedhmto the
poi nt - of -servi ce [ocations upon’ presentat’ion o

cardg,aardl anr badmiified ond anlidafiat abvdreus gwintiafestvider looati@stupon

presggchm%{g gﬁjérragﬁrgﬁﬁéllgéldsfgpg&%r rg@_résalt ﬁg;and unl i nked

I nPrias hrft wehig@ss ﬁBﬂicldhﬁg %ﬂ‘lg)!d Saratel andQmligkd¥payment and e-
desirable to overcomne t i ciencies of prior art

mel‘t}@@ﬁlﬁ‘? trug sticlstingeinfraguctuies andviearsacsian®r i nci pl es of the
?@\s&hd 'bmﬁ ﬂ_élb?ent %ngrco?x% tﬁee&gmle%[lél%§ %hla {) E{%Fte{:%mq&
ef i Clent conbinat aynmen rans i'onhs u3|ng a
paynment infrastructure MAth enmer chandi se transacti ons
usi ng an e- mer chandi se infrastructure, while allow ng

Su ure to concentrate on its prinmary
f
uﬁ?}%?% R R i o

comblmﬁ‘tlfalst(vﬁ.l ehyment Ttmnsa,ctlmns)msmgora phymemtk édfsasouctateharith e-
merchandise tr%‘sdalc 1§nsCL?sr1]ngb§n le-'n?e%c andide Eﬁi%ag’?ragt%:lreo r\]Nhﬂe %Tllgw?ric’g gach
infrastructure to concentrate on its primary function, typically without the necessity
for detailed understanding and incorporation of the other infrastructure. Thus,
provision of tickets or other e-merchandise can be linked to transaction, such as a
payment transaction. An exemplary embodiment of a method (which can be
computer-implemented) according to one aspect of the invention, includes the steps of

facilitating interrogation of an electronic payment device by a first terminal to obtain
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paynment transaction. An exenpl ary enbodi nent of a
nmet hod (whi ch can be conputer-inpl enented) according

wa o00ones9espect of the invention, includes the BCEPS2006/026917

faci litating interrogation of an el ectroni c paynent

' rst ter naI tainfinanci al . data,

finafele oo facRlifelifi el o &SR S pafpGaition, and

facﬂit@tﬁﬂ@' s FR Of tl%@ﬂe?&iahdh&@lte'lﬁ&i nF@nmtieh. Qfle elR6tronic payment
e-nerchandi se related i nformation. The el ectronic

devipayampbe idteviogated by beﬁnshteemmgasoeds lby obtafn fiwencial data and
.termn as, tao _obtain Ci dat a_and

optiosRshSte 265 Bitraiing 30 2 ikt A7 e oo B piay dovicp e

elec@bie€ PRkt dRRYI¥ESH &eadrﬁ“gurea'%c@uﬁfgt 1004 p@ylﬁéﬁtrlﬁﬁﬁstructure
devi ce can be configured according to a

The ifisst tersipal aprhave THESY tepinal paymenhmodyle wahﬁgu@dfacwdmg to

a 0
e SELALNClARKIR, TR0 CoR A SeQBF hABhb o
configarehasedidirng oo dlectrofit ingsrecleadae dofihtmgtui® ah coupled to the
el ect ronl c mer cha{]di se | nfrast ruct ure and coupled to

first feraningl Rgymegt fodale. pAiRraegtion ef theelestiande paymentaigvice
can B pdrREmel %‘t}tﬂﬁé)ﬁfs@ eﬁﬁiﬁgﬁ Rrr&‘ﬁ %ﬁulgan be perforned by
the first ermna ule. The generation of
t héhe gresrathemdf ﬁ@er—aiemhemmsmfedatﬂhtnfmmaﬁ@n doe odumebhy the

frst i gl bR e S o S e B SRS ErrfereRlifise
relatb® umeme@iog% HIRNEIECtRANOBAYm AL UG8 EaNbeord BYEhE Yirdt R@minal

first term nal paynent nodul e. The transfer of the

payreeriepedidadi See tenifeeof iths srmechadisegelatsdeinfpmmitionas done
a ta.t

il BIAAELIOR 0 ch SONCHL S SEERIASRG Gy B o

payrhdre Oyfitaktouatrepr oWMHese dm a)pltlsnalbpﬁjfﬂe ddats hie obtamed the e-

mergrrer chandi se reI ated ipformati on can he gener at ed

U Birtechinipnmation say bt generaiediprsedep thegpatile, dak
exgrmh [
e Bhothl: SHRCE P Skafblad SRESIARN bP% IHLAAL TP thicgrated
payment land elertoaicmpatchatisel warsfed can isdledt 2 paymemenchdadnd en

nodul e at. is co ed to ment nodu
clect S retAtoF B B s GRIGL e RECUPR e |G payment
modBRYJAB Me doRfib@Sh dedriing 18k pdyencdl BEtds0tGrRIdCHB RICEEnic
nmodul e can be confi gured according to the electronic

mercrk@ndjlsm ma e jcan rles conftguede acepmdingoiguthes elc@tmm«e merchandise

oGRS SRRl B RE BB P

(s A@fbxaﬁlp&ryi amdo@xﬁneap@f apsleatoniypayaidnt gevies (saeh haih asrd or
phone), accordin g to anat her aspect of the invention,

appre@#ﬁtﬁlﬁnqoa’ééurs 5 PhoRe), agcordipsio Winthes psRestelhe invention,
can thdnd eaﬂ@?grlé’ast she 8?5 B56P 380 1%&%21;5 ‘%ﬂ%@éﬁf Vehe

to ac:|||tat per f or mance Sne or hore
procedsepsard bs ©petatide h@rfmﬂutate@wfoﬂnamuercﬁf oret biothosd ef)ﬁleofnethod
ted in.the form

steps, HesgRPeiF Beink "R s TG CIRG! SERDET Dhen ST RREHGS ca be

impleSRae®kE the form of an article of manufacture comprising a machine readable

medium that contains one or more programs that when executed implement such step
or steps.

One or more techniques of the present invention can provide one or more of
the following substantial beneficial technical effects. These can include, for example,

allowing for the close coupling of separate infrastructures, such as, for example,
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medi um t hat contains one or nore prograns that when
executed i npl enent such step or steps. One or nore

wao ewhnisgues of the present invention can proviBPET/O8m0€026917

nmore of the follow ng substanti al beneficial techni ca

ef f.ects. The nin lud for .ex ng.for
cleofipi€ Bhiertan JeRaReo LS I sepeorfe RuLpirefn Bb g iR and
resp@ﬁmbﬂ@és SAER! FuRhQ&CHy Q{Uﬂiér RPEIE Bhe BN ehoré Gl@hiiTtechniques
ile still respectlng t he separation of functions and
allovv@grﬁnd@gtmﬂhmt thes refflacing kxisting pdyemrent protegeds, e suelsp ey that
LNV techni gues e
the Aafep@ond el Pt ST R et B CRTUPY, opppren

infre&ttﬁdi’cuﬁ WAyt filvéer,! MearexkanslhgnNembalment caifpatinklie the EMV
other parts of the_existing paynment infrastructure,
payrpet styiderdens dissussad arerfplully Pekivh ozl PAERENt e GPRIpRiion Fan
Iy I
remfifi b MaBEXSR PUGPER Lol SLlUaGY SR InT BB i poasoya
mmwm*McahbnmﬁhqmmnMﬂapen standards and the rel evant type
rqQcesses can renmin pl.i cabl Still

furt ﬁeﬁmh?ﬁa 15 oY% AROIBRE 4Bt © i)ycq%lgﬁpg/ PegEN; ARyl data

handlﬁ]é%ﬂyor%ﬂga&aﬁﬁcmw RBe 80Eh96n 8F Bp@0&heme payments, such
functionality, the ext'éensi on of open scheme payments,

as C@d&wa@spaofrr@dta caebalfagdifatedingg ewdronpentsawhére thadsipnpliy ouly

n where traditi tickets
e S AOU e bRl LR Pl et heve been
acceﬁasﬂdSBe&me ga e@6ntagE Ah@ thanBREA UEE 0P JWFRIY cal)df datited, be
andl i ng an or stora e can, if desired, be

implepsnigetett adsingleaagnlitgfien bl patne: eHidatiasseton tme gnd

com fe A i rédt S dC hEdhihy o8 B?edgtroe ¥ying separate
At o kel B RGuRs o8 dp b

ticu S ‘oppads 0 enplo
cardsm@:hbﬁtcms (far ﬂaﬁn@i’cl andt daven hadddin g eyl roe nttorag) aghalt @pemally for
hand d/ or storage, ~and especially. hi eed
high g OHEERe PEPIRF OIS SUCHS B mEn icksting o8 R
tran@RHoPANERAL be SURBIBEHY RAuLdIR HRPaRA 15 Phet é’t@?écﬁlﬂqﬁes Yet
reduced as conpared to prior art techniques.
furtltetu,rthh eomplehay ob thsl exd managendné poesh mrimgmbeuanthi]ya@éwd
be subst ant.i al | educgg since o

single card .
sinc Y G oaR B SBLeHFRER Sendoneatr grd SRR sithonic
mer ﬁﬁlﬁ@llg@ Bﬁblfc@tl@{%mah%tshﬁﬁﬁ'te@aﬁﬂﬁﬁt ShHARE EQeh WirtRE Womplexity

change. 'Even further, conplexity of term nals can be
wmgse@n b radeced wiRes lickgting and piher c-menghantian pragessing need

not ﬁ%@%%@&“%e}eag%eﬁ%lde ;égﬂﬁr ?ﬁﬁﬂﬂ;aoée's’ n é’éﬁeﬁ‘&t ‘ﬁh&'e‘?gl i

processi ng ne ers emer ¢
meréhandisé dmadtiohylityi (i.e., fuhationtlitg el ¢dck Sixie edcC bersdid esubstantially

r ubstantjally unnodified). In not her
unmggggé} %’6 et BPOth‘Eﬁ' %%ieﬁtv ERE IV emq)r@ Clﬁﬁ‘?lﬁ & Steagﬁqlﬁé rGRfpermit
comﬁﬁﬂﬁbﬁ‘ 8F bRk aﬂ?&%@t%m@ Rl @ REEL Qéli\%rynﬁf & E‘iﬁgfé'tsﬁeg), in such

delivery i'n a single step, in such
a waaylmerthe paamesctraimsactaomdanc éhedddlivesr yf @fmechmdrma wuélses a

perrr‘?i%I %(I)q tr%%el? are closely bound, thus minimizing the risk of payment without

delivery or of delivery without payment, and in such a way that multiple payment for
the same e-merchandise or unintended multiple delivery of merchandise for a single
payment can typically be avoided.

These and other features and advantages of the invention will become
apparent from the following detailed description of illustrative embodiments thereof,

which is to be read in connection with the accompanying drawings.
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permt to travel, are closely bound, thus m nim zing
the risk of paynment w thout delivery or of delivery

wowdnoedtpaynment, and in such a way that multipCEUS2006/026917

paynment for the sane e-nerchandi se or unintended
mul ti ple delivery of nmerchandise for a single paynent
can typically be avoided. These and ot her features and
Briammwopﬂwtﬂmﬁ#enti on will beconme apparent from
e Tof[Towng detallTed description of illustrative
enb&@di helnves anrrxewiple ofigriystens and varigus eemporientsdberaeltthiioran

- W th the.accoppanyi drawi ngs. Bri ef Description of
lmp]teﬁlgnﬁ'eghvﬁl%ugeg Ogﬁﬁqx{z{éﬁgjﬁ%\/\s an exanple of a system and

VaFIQUS skdnpemespesificheeplary bgilicaton blven®rt techniques to a
techni ques of the invention; FIG 2 shows one specific
contggllef9ressy SEFi cati on of inventive techniques to a

CoRy 08 Eednae o%ﬁl@[gry Eleg‘lor%g’sté.lpg aRodrb) Q%ta]gﬁ){cﬁ 8f the

exenpl ary nmethod steps accordi an aspect o
inventimgntion; FIG 4 is a specific exenplary flowchart

shaowi,ng .an exenpl ar ransaction flow at the entry of,
2 B i PP rarplary CRE AN Pyow BE e e tappegtion
flowat e ehtSRETGI shbemdBE ﬁiﬂnﬁ‘éﬁt %ﬂ_ BUeh@y f@ol Bboyiiag; exenpl ary

t
met hod steps'in one specific exenplary transaction
f | &¥of Dis astpeeifin getared levthahshowing kemplaryanetbediseps in one

0 speci ki c ex | ar thod.steps for the
specfil et WapRB AL 10T 8 SRR R e B et
Sy FIE@Ns kiswPaytigidtexainplafe ndd stégsGor theSth@dGetRU MR af the
data flows for purchasing and storing e-nerchandi se,

exit forg FQIHToRgd ascspipivaicy 198 paymeny of Bgiesites; FIG 8

ex I aé’*%mﬁj ' - C ' .

[ ngrﬂa'df%ovgxenp !’:lf@ %tégl[m}é ﬁg% ]Eélg%bs?neggﬁ dﬁ%ﬂ{%és eroclelrsamgse’
includimglestengral seouisy feanaed;; FI G 10 shows purchase within
an empl ary inventive,extended trust del; FIG 11

pie @&&éﬁw{éﬂ@w@é%@ mgreymm@@ﬁ{f?ev sclidingeregnplary
secubifyfehrpmdel ; and FIG 12 is a block diagram of an

exXenpl ary conputer system useful in one or nore
enbtdi hrehoves agfadithmabirest emidel;nvent i on. Det ai | ed

De iptihon of Preferred Enbodi ments Attenti,on shoul d.
o el R B e e B R B g ol
FIG. 11 shows usage within the exemplary inventive extended trust model,;
and
FIG. 12 is a block diagram of an exemplary computer system useful in one or

more embodiments of the present invention.

Detailed Description of Preferred Embodiments

Attention should now be given to FIG. 1, which depicts an exemplary
embodiment of a system 100 together with various possible components of the
system. System 100 can implement inventive techniques, and can include one or
more different types of portable payment devices. For example, one such device can
be a contact device such as card 102. Card 102 can include an integrated circuit (IC)
chip 104 having a processor portion 106 and a memory portion 108. A plurality of
electrical contacts 110 can be provided for communication purposes. In addition to or

instead of card 102, system 100 can also be designed to work with a contactless
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enbodi nent of a system 100 together with various
possi bl e conponents of the system System 100 can

w0 pp7eesns | nventi ve techni ques, and can i ncl UPET/UR®0€026917

nore different types of portable paynent devices. For

deviFt S B9 1 13arcrrd 032 NS0 1o g 2 piocessor

portfon’ ¢14 tanﬁ'é:)m&ﬁ‘ér? pitoaMBNI AR RARESSION RAA!bd PRovi@B for
and a menory portion 108. A plurality of electrical

contgeitesactosnmudicaaom, aclprasy i fde dexople onsiugiredivi fiequency (RF)

S Inad|t|on oor ead o
clec BB oo tesn A corSiistod &1 el S ol Ridiiouat appropriate
circ@aRaCbheeHISHIBN EanSdifdtioas dé‘rﬁ(ﬁcﬂllétﬂo% d&anhebnddrdidnatnd the like
i nclude an 1C chip 114 havi ng a processor portl on 116

can he groyidadnoNgte ﬁwtcarélﬁ 193,81 126¢ ghemplaey abovaigly pédevices that
an AP0 LAEELEE TR, RGBT T o
embmdmmis & thes mivehtidngra dral-dsteifadeadenics, liﬂidisoemp\ldyled [ d))ea'[ce
t t ) nore of nodul atio
13055560 e Dot Bevicssnioer Si2o 1 BRARE e R RO bobean Have o
simiPdr QinH B tor NPIeRicde 1302 GRLMRs &Q?C cﬂ#ﬁl?@ﬁ Bafing Qﬁ;‘r@ereyso?&)oﬁlon

variety of devices that can
1304 enhainggresrygfortidre] e sk mﬂmathftelmmcall nonta@s 38 1@yimilar to

e hments of t i nve |on a, dual ter. e devic
cont S8 b B e ratidoiut Sl 358 afettifaad b RHE S At T20,
togedRY ivEaets ad Odcilldth2 of @cilldtbids bhdbi HEJiEOMI %p%ﬁ@teb&fcuﬁﬁnfor

have a simlar formfactor. Device 1302 I ncl udes an | C

one phmgrel FomodEgtion dampqhdetm d@wmﬂfwmrpnl gobthgdidke aasrereribed
: f 1
Wlthg ?‘{‘(ﬁ%*cg ?O t]dg g@%nﬁ cts P%{é# }’ateo ﬁ I“%%ér o{)/ C%lmc?%g nﬁlgct \?’aﬂgble

interdiacea the rheaprdIrded,swith |0@Erat10n a)ltheewtsa B2l sﬁlﬁ@et‘[@ QlKevMed o2,
an_oscil | ator o OSCi I | ators, and/or additio

1122 e dfsperimtioncafdsices ylamsntss 96 COPPRBFES é@2 S ﬂ%@. 188; 110,
112,dem d}*ﬂ @Atign, 12@ OLMb%g ViR rtﬁicfo BociAGh tapee gyp : ﬁﬁlcable to the

‘deséribéd wth rega evice 112
corréspondiag étets 13RaH 04 ﬁéO& kaO&thHJOaﬂB%Oi M@mcfrmsel%pmﬁ e 8

(dlscglr oy g@g&@%ﬂna h]fgger al i gﬁq@e{l Hl%ﬁ ol.FlF 81? %]g]u e and Volatlle

menﬁir?rrents or corrponents 102, 104, 106, 108, 110, 112,
114, 116, 118, 120 throughout this docunent are
eqUae1(s Ao il sk C@I@amhﬁfoé‘tﬁﬁméslp@ﬁﬁdl%g 1iL6 end m@nory units

4 0]
o8 580, D908, 10219 o480 MR ES 108 et s
timencimd\iopwttdulygt porls. \Bmlcﬂtelehfentma Rayell ﬁiﬁ)@vnl 103hd 02 art hihd agauiot
contajn processi ngq)um ts 106, 116 and msm)r%q units

sepag@ly 1Husgratad, Ppg Py ‘%} of fhed Cs 494 1 bl cap plsodp¢{ugg & go-processor,
sy DL SR R AL Ll N o e
conjuh@ionCvatlt paoabssing units is@@arl hb elthe idohtrslt matessary Otve handle
comglgltn&ao(g%sts ¥ 'ee%S m%glgfry ulnjft410 ? c? ther}ﬁpllflc?output ports. The timer
can provide a timing reference signal from processing units 106, 116 and the control
logic. The co-processor could provide the ability to perform complex computations in
real time, such as those required by cryptographic algorithms.

The memory portions or units 108, 118 may include different types of
memory, such as volatile and non-volatile memory and read-only and programmable

memory. The memory units can store transaction card data such as, e.g., a user's
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agai n, well-known and not separately illustrated. The
control logic can provide, in conjunction with

w@e@ceswing units 106, 116, the control necessBCHUSIH06/026917

handl e conmuni cations between mermory unit 108, 118 and

primpgy s BRI SR P AT et i e 10 B e ke
the dﬂ%ﬁati@lg 58 dfa8é eardINe2, qqum@ B&AlinE Ytk MaQY LAE ek Btes
ility to perform conpl ex conputations in real tine,

appl@atzcbnSagnd toeedese dile raenaggmenty pt Gifrcapbasic shigosérviens to the
ar r units nplud
apphé:aﬁ? 5 I tséﬁ%lgg/ pgébogr}nerpg r,morme Orsn[’léT aggﬂig‘rﬁ g?%lqe{ d%ectly on

hardmfb ¢l atnby ®e fw@deyt}ﬁl’&bnieﬁ?@df o ypeaatdagpmmnmbl dPerating
nory. The units can store transactl on card ®
Syst%ttaafs Gh basuseé @ implepenty theppresentyinyertimis HgmBELTOS
opeb TREST wopOEhis e, ikt Iyl B e
operatier adystemss yistsedn bwafisVAndCARBE mhmﬂpgy c@icensed Apd Sun

MG ol 450 ONGNOTh Gt SABAAF HBi £ S0Sar USdve ot

propfiRRly CHletAm em$ | dvaildbld &8dth Ya ORuliRdr d\ﬁ@r\%nd&‘s,g could®¥e
be outside the domain of the operating system One

empbﬁed aPrefierablys therpetriing spsterbds siorad inaeadrpily megmpory {EROM™)

o SR TS PR LRI ot
non-GARENet dﬁifd?&&)@adﬂ@ Byed lof Agenfor$ i@l YBalsHBE Qtﬁecpﬁl th8¥Remory units

CARD(tm technology (licensed by Sun M crosystens,
108,148, | 4150 Network Circle, Santa Clara, CA 95054 USA),

o SIREL20 SBR SR, BUFLETS Al S8 2 e

portmpxeﬂa& i 1§ mys bismindudst @read horerappteaiohy asrﬂmnyec{ hézeM' At

ry partion 108, 118. .In, an alter ate
Presm%ﬁ Pfsnﬁrredfsraé@ﬁrdﬁeﬁﬁh igh 6‘%"}109(%@?&"}%‘% i) S grEn i fhg BMV

payr¥ &t BtdnldSrdt YR %rtHfbynEW@'o ayC #hee/RevWesTcd. E‘orﬁﬁe It will be
menory units 108 Ih addition to the basic

appredatedl dbat, phreatiyd eimbabylgt hlw GPEY astimigrd yisfinen theehehayior of a
temgrk?éfl QY pr e o Gl BTG o8 %{%n%#ﬁgﬁ Efry-gompliant

termﬁfaefb%hm@lr aﬁcariﬁj aueh ta0seibd G4 itSe1E IEMWREdng@anO NSt BN also be
conformis the EW paynent standard set forth b

y
appregiied, thet @pphgations /ipwigcerdaaes ol .the tprogent ipgention can be
[ a4, |y speaking, the EM/ standard
Conf?%%rdﬁglsa taggtytbehafvfe%%tr‘g 2 terni nal ; however, the card

cansheteiprhidguioad 11D aosdaaipiesveft hvadikt of sy menipddvives that
itself

erm pal _behavior, and in such a sense i ; .
can Ewne@m ik techniqygs) of thy BisSHE 1BYFHHER dt ﬁ‘éd’r’c%i’ function of

e ARG 00 5 CORSAACE, LRI, BESSEIL 1 B

handsets, or access cards for a public transportation system, that implement

techniques of the present invention. Such devices could include cards having a
conventional form factor, smaller or larger cards, cards of different shape, key fobs,
personal digital assistants (PDAs), appropriately configured cell phone handsets, or
indeed any device with the processing and memory capabilities to implement
techniques of the present invention. The cards, or other payment devices, can include
memories 108, 118 and processors 106, 116 coupled to the memories. Optionally,

body portions (e.g., laminated plastic layers of a payment card, case or cabinet of a
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As noted, cards 102, 112 are exanples of a variety of
paynent devices that can be enployed with techni ques

w@boorkesops esent i nvention. The primary functi onCDUS100€026917

paynment devices may not be paynent, for exanple, they

PD/ga%tH?sPagfl L. ul ar p&o&i(egsgrgé%osq%%é cess car dlsbgf 01r18aand

prodeesq)mWel%ofTﬂehﬁeﬁbﬁése ngs Imec@hIceﬁtalrﬁay;ﬂhcgeaﬂscaesciescnbed
coul d include cards having a conventional form factor,

heresmaﬂlhe IPrefes3onF @@6, Llr ok b@ apetstivf todefefcutecone ehmoes Irkzéy)d

ers Jstants (
steps 13t BRLRBRT el ofheo BRI e Doty applicaion
identifid@EAIDEVIINkRY it6 Softdvire doB€ iPthe F8SS bh ﬁnawarermﬁpwa in a card
capabilities to inplenent techniques of the present

memeiyesishonas e degtidenllyorerasebler nsegAmmableeviceEenlyc gpemory
(EEPR@ de nenories 108, 118 and processors 106, 116
coupl’éed to the nenories. Optionally, body portions
( e Agnumbanefndiffetnptypss of tdrayenls caf ba em@ldyedl twithagydtem 100.
case .or. cabi net of aPDA, chip nfBackag , and the |ike)
Such, tgrmigals Go BaludP 1 cREiAGY B8l 221 d@tiEPdp F daigHeses With

conté&ﬁtprpé&&flce-rf@ HRMRIdRSe 1%1}' 134 %oﬁﬁglﬁs@ﬂ} RBtdace with \6%61653

_ I cati ons as descri be erein Focessors
deVlm.G 1Zam doeomaipaedtermenal d2@x ot thad ﬁ@ormrctlmmf‘ endetictess” are

0,be d i.hed, herein a i.cati ons .can. be,
use iy REipl PR SRR RS g i il g BRSBTS pbfhar i
the SRAAIMNBIOE sEEIRrinhold}s. f cbbiRed ftbiimaar ?Z@is%s%ﬂta@ td Midface
card nmenory such as an electrically erasab

withwithgr Reeb FleVl%thl dhky Tepnirly niavEEROmyact mrmuraﬂfewnb plug-in
cont%tie%? ?eeclﬁ%ra @S@%R{d {e%{ﬂa %65 ceﬁlaﬂlcp.\l%le nlB'GI%X t processor

system ermnascanln eac aC

portioar IﬁOI;] ahd h22adanhodule 4d2t ANota ttbdtfthe @rintiples Qﬁﬁo@@ﬁrudtﬁbﬁ ef
ﬁg 102, .a wirel ess tern%nal 4conf|guredt
terml 46 bl iePPlog BIPES Y Pab0l Ganing angrarg dessfibpch gydetail for

illusk8ivd NUpds26: NRESRIeE NHodueO r1t3Qthlc1§S§e & 1gu}f‘écf efo?sé%ntact

are used in an interchangeabl e fashion herein and
comprhwiceiidh Metlh Grd os devics 10Amrl doatactless rrontmeuniesdionngitlotard or

u ter m pol . nmbi n rmnal, 126 i.s . designed to
devighiider G Eoll (i Bbeph BN erbferh et Topidey B niiact it
diffebeitrypaal of ARl e, EHIAAEE off &nfcRBdsy. WekhinRlsUR2! 124, 126 can

cont actl ess readers Conbi ned term nal 126 can i ncl ude

be canpasipdrty aimesesaingeenies 60 visor p¢mnut@13@etwar1@1%\8 r dlgtheark 138

coulﬂﬁgéﬂlge églzeixa%g%eear efj‘téer% ?812 [ lppo%tr a%? 0?19 zgc{cg%s‘ingogenter
140 t:a[ mchidk sfoaaghnagle, Liesst colapetet 6f deikaiet of @!bajrﬂléﬁtiiefliéél DRe
oses. Reader nodul e 132 can be configured for

o TREHIAGRC! ASFHATKT S5t ROPIIPEH. o diseHsserbbFle, inygntivsy terminals
Ak HolRIEIOY
can AL AT RAAOTLAE LR RSB L
can ibat iamziememvbdl rindi;dfﬁmre;nﬁnhwpﬁs amfl/o¢ ahtaﬂetwareg Incat actrede
or. CO ctI ds?g eg al s 12(2{ 124, .126 gan
embodimen s e modules may be software modules running on the same processor.
Stand-alone terminal 134 is representative of a terminal that is not connected
to a computer network (either not connected at a particular time, or not connected at
all, by design), and is otherwise generally similar to the other terminals described.
An appropriately configured cellular telephone handset 142 can also be
employed in system 100. Handset 142 is depicted in semi-schematic form in FIG. 1,

and can include one or more IC chips such as chip 144 including a processing unit
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be connected to a processing center 140 via a conputer
network 138. Network 138 coul d include, for exanple,

W0 b@7/0089¢F net, or a proprietary network. ProceBGI/I§2006/026917

center 140 can include, for exanple, a host conputer
of .an issuer Q pa t device.. One or_nore distinc
146 a0 &R gl 12801 S0 AR GRGT UG Vbl Bdermindl oa be
providbdevih ianRnh£1 50 BRKHTC AR RMCArRANTEIZ0 FRE RSaRdRlcsdibed
to el ectronic nerchandi se nodul es; the nodul es can be
antepifp|l@fedredthenhanssetnardd havermaa pesond raitennanor dtker eayrhent
r [ S he dul es.. SO
oppIRg o, SR R AL By R R R ALK
coil teterhaad used4n iaStypepl Gaet"adakd € Hahdsetd BANEdhaach Rt equspped
..hot nn&pted to a conmputer network (either not
withcg, sitadlecdispley 4 5fratturthel. 40 anprRPrialy PO SpRletiZeeptaglso be

: er .
ot RS0 IR0 LS SR Bl bl
circutionf i Ther dspley bhdilpawet el cae bhantswihndda] odth the $vodassor

enpl d in system 100. Handset 142 is depicted in,
portigg; DLIHEHRIPES P AN FFMORT deifet &R0 CABIIRSG ObnBprand
matdi®ofe bmeh Bl ABpieRd Sl tRe éfén%&%'dédic@ﬁn@l@f gcessing

uni t146 and a nenory unit 148. fel ess conmmuni cati on

wi Tthoae aspent efathe quiesebeinpeniivmed sléciroaitt paymeent S6vige, which

' ’ ; .sim | . b -d i bed.
Y By RSOOSR B 1 T RERSG SRR

suchaRtiepnE4f 026,184, ¢faysyerin apRplas 6ateBNDO. WMaé edibdtan include a
antenna 180 is _depicted schemati calél y(tbut coul d be,
y

procgssgr, fop cxgnpleathechinessaine iy 109, 41 discusspyapove.  The
. ! a i i .

deiSE ISR A Ay RO SULRTBGH L[4 guse

aboveutipt ¥s dbpleddo tled procemopr Buititethe Secite paneptisnslylihelade a

can. i ncl ude, far exa e, a battery and appropriate
comaup@aﬁlqwo%%%@!t gsp?(g:&)lleéin@ tas\%qceg%ﬁ BP‘? cetglfi)g%g{ to interface
withldte£RRANEE hethbiiihe tARiRIOLLs 394, 198! §10nThdddnlBhEiBitions

types of portable paynent devices can conbine or "m X
modaff/zd:amC& e, fmexanplepthe chatatrisrld§ odepientasd 26n13(hd 80 together

..exemlary devices in FIG 1. 1n.one as t of t

with SRR RS Bheh 2y b aiemiRioS, FefBRedh etilRigrs and
relatd®Yirb@trPP tHat Bb@nits itcRfz0itotwth iR tdrdeddld VRAtdodghct or wireless

transactions by a user with a term nal, such as 122,
commppricatigns  Thgprocgssop of {ha anpataieshcansbes gperable 10 Perigme one or

' ' 0 414 [

mord SR B oA N FinRas R80T e, BT ot Vi pgrforn
suchdeptirations avia dlasdwdra cabeloéques reid oy undetCihe amfloem®er yf program
) ortions %08, 11$ 148 di scussed above, that is .
instraeiaye eipred it e Br BieeWeBPry BBl hdhe Poreblgdlsyice cenrnclude a
bodyPBbitRRal b LRGIHIER GRITAMR h&%ﬁiﬁﬂg% gag%ﬂl: eoohga(tas |Bscussed

coupl ed to the processor and con to ihterface
abowg) iththe casr off fsalart wehisad2oh&2,0fr thébandseindhasdis ad@Bodylddthe

1£§ %ﬁ; The communi cati ons nodul e can include, for
case@ ?ﬁﬂlsg, 4'(2he contacts 110 or antennas 120, 150, 180

t ogekAlebe appreciated that the terminals 122, 124, 126, 134 are examples of

re
eg., a

terminal apparatuses for interacting with portable payment devices in accordance with
one or more exemplary embodiments of the present invention. The apparatus can
include the aforementioned payment and electronic merchandise modules,
implemented, e.g., via a processor such as processor 130, a memory such as memory

128 that is coupled to the processor, and a communications module such as 132 that is
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with appropriate circuitry (such as the aforenentioned
oscillator or oscillators and related circuitry) that

w@enioes13 nterfacing with the termnals via cOPCEHUS2006/026917

wi rel ess communi cation. The processor of the apparatus

an, be operable t formon r nor te f
couplEd 9 de” Biessat apd hiie by fhudorovil ghe PhieH; goweyres
102 81D, Penf oTHe $ifbssePeB@ickR e HicRalla il \WBRheuhREGRMVEH Sortable
and/or under "the influence of programinstructions
paymewr éevi¢es ohe wkr tvie the vorynunidations PhedulorlBabl Eheldetingnal
can _include a bod rtion. For exanple, this cpuld be
aond Bl it B G S8 Ry Ceoiilos I 3BisSsp daly of BY iefesHim
instr@@8énsaftored MR ez ds. B02h 1dde codld dpfiend1Bnets plovidead Seins a
and bqdy in the case of handset 142. It wll be
centggh lncatipR e as ERceTRE qeatarilAg oyermepworkolfs. 126, 134 are
exaiRl 83v0lied S gi@l/icgso R Gﬁ,aﬁ 15 &re E)?é’fellagl\rxﬁﬁ‘f t7'8@9—c¥)\4nﬁonant
portabl e payment devices 1n accordance one  or
contawir eardx enplaviges esrbdDFCTENes Bield HEomimhesiemionisn\oe iS00 4443-
The apparatus cgan ipnc)ude the aforenentioned paynent
COmaﬁ%}ﬁeﬁgm% Ferdindr CRESBT o 40 RRSEAS; SFHRpt UnsHh 08, owehgd or
tapp¥d 3nahP tREESS 04 DM GD8 2RhRL IEES 8HtackBEly BahBTRY the %ﬂ’égﬁom'c
as nenory 128 that i1s coupled to the processor, and a

datage theumpeiatityofschipibuthe carddi 2 as otl®R witelesss desdaupl ed t o

th rgcessor._and confiqured todnterface with th
oGP STEES e AR EIN oBbilioh oy BUEARE Bethd ulspinp o
contédltdRecerP 8y adth Sinta@c&OAATY RiifhEé R MWpbdl of e iabdrRioR AN RYstem
devices of a user via the communications nodul e 132.
200 Tepn ther rfPh 8XaEplPar &t EsROrEionf yplkitleorp \FomPHRES disROrtation
. X . . y
b GEILHERAD FERERET I 5o BRI, o ppgemens
parkpptiweaah] anddbe ikoviyde 200man haenin altrancepdinto202sdandanasit

. [ t 40 t k 138. Th .
voirk g o SRSt fepBaeal? cas bedetisd Seat ramureamy: Pomd a
secoé_@ Jtefiidrfh?ﬂ'QbB 3 bERBARE Ec(l;?@t{r% %xi? %2%122045.‘31% Vfifl b@?gpr(egﬁéﬁ that

I el d Communi cat i ons) - conplian
thermayi bei myltipde elgryoandoesi pests, aml tpeeath may be pravidedPwithan

be .t.ouched d the term. 4 128, . Whi
som ke SEhEee abEPBSThEn R SRt R o i e
integri®d Pagief 4nd difeti®RicPmbidhitiBseC@ddfol kda @ haRhBf infrastructure,

. wreless device. FIG 2 shows an exenplary application
in agspcipidem Hitgpaselestropisemprshendiseoiniragresturenmndon| codj uaeiiens with
| C i ect .
on B A el o RS RER b el 280 JRRES ol accorging o the
payrhémniafrasttgtiron Mehdslie, 280 conpket@® éxaaptar taithaddd card, a
i nIrastrucéflef]Triﬁgq i ncluding ogne or nmpre railroad stations
contpgtlest carel.e oge, o Rthgrtiedneat dsserired aboKgiseum and t he
| T Merm BB RIRA0R At i 4 305
exi tmpl)lgixnt 204. ?&H?ely?g?%tﬁ%r ?nnﬁg{l gg%ﬁlgg% (j&éﬁ%%%at e TS
to thedjagment infastnantre apditht 12620 @ndifigured to interrogate the electronic
payment device 210 to obtain financial data. Further, terminal 206 can include an
electronic merchandise module 214 that is configured according to the electronic

merchandise infrastructure and coupled to the payment module 212. The electronic

merchandise module 214 can be configured to facilitate processing of e-merchandise

related information, for example, ticketing information. The payment module 212 can
be further configured to facilitate transfer of the e-merchandise related information to

the electronic payment device 210, in a transaction conducted in accordance with the
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second term nal 208 can be | ocated adjacent exit point
204. It will be appreciated that there may be nmultiple

weniorposantl exit points, and that each nmay be prOWUM®A6/026917

with an appropriate termnal. The termnals, such as

e e 0 SRR GTLARH el TS et BRI

1ncld<féfefna§dtérﬁﬁt M6 for| AnREBAS IBinAMiWMibA (B5preh:ead h¥Aufation and
nmer chandi se infrastructure, and in conjunction wth an

con@rsetm mmul’@y,pwylﬂrémowaelw itheeart gud linitar detha eligcussed tabave,icgn

onf i d tothe ment_ ik nfrastr.uc
also SR bR & ey Mo SRl Incl el eaattc ot eBptgeted
cardg, FIGNNGLE kigs She asrader 2 8C1dl anph@n 9,16 @an Bk @eparaie‘éh@@es&& can
descri bed above. Term nal 206 can include a p

be ipfgerated with tha, termingl 286 /1(¢-§umegmaric@prdils g21t20tht31ﬁg% p?aﬂ?émd-
Payrhéﬁtrfﬁg&ﬁlg Cir d”‘% c{r?ﬂ b hSrcRhRfseC gl @uﬁﬁgﬁ% htaxée network

nterrogate t Foni'c paynen evice
conrrebth(manIO N2 a]]t \dﬂlt ae dpprdciated thatrifi dealre06 somfe network
i ¢_nmer chandi se dul e 214 tha

i ncl ude an, el ect.r oni
connegign gav@dbea@e%\aa?dﬂ C%‘ EHRCEHUL £ D IO ARY: F¥RFd Pﬁ életwork

deschB&f:cI ﬁﬁ)tv% Wik aring Fl@u P! £ the aiNSeRINIRM;S C'JR@H lc8nebed to
he el ectroni ¢ nerchandi se nodul e 214 can

the S@mﬁqrghﬁf@rént eetwvarkislas Wasieedpridements g4 .0226e 2a&,r23@am 986 of
termiiiy 308 b SRR Rorie ol <FEGTRLSne 8% piaps 218

220,00nflf gumexchi posfaci litate transfer of the e-nerchandi se

related information to the electronic ga%ment devi ce
218 g o CpRseBbedmersnpavPeY medalecdldaifed Wit Hiself be

com%eEtgfi' f&aﬁch&lvoﬂ?taidag& bhE B atib HféaiSB %E&ﬁlgllsél'\?tﬁa

t the paynent e can 1nclu an an enna
merchandiacinodsle 2d d mFurtheain @m o(rapme embbéltmaentﬁ; dothaiuhieati@ndith

conver sl on CIFCUIt[y,_ known in the rt_and
the egreyof 313@ BRYRER VRS éléladls%way@gﬁt moddergd?, and any data

that hEB?l's 45ied %assg&' bERREen (i \Grd WIERImIRHUHIR GRS S] 4 BehaRdled

r eader r contacted cards, 218. Note that the reader
by tl_z:]mtymmt andedn 232 206 bethreobacted pad av™adless ¢ardsy. or can be

S S 0o S

of & ENinErabRicGhRANG 8 PRV afddficeas Nave PEMALK system
cgﬁﬁgctl ons 220, 222. It will be appreciated that |}fl

incopnesdtingd EMYV s iswfl @s ribeineperated nhe dYlpsierGasd | Ttepmational Inc. in

con B35y TN RATEELE BRI, <PealtP e LA

paymiérdt igfrasttictomdy Iaﬁsxw(aﬁathﬁa@@@nﬂedtﬁd (A@O‘)b tQAne or
dlffere net wor ks s desire El ements 224, 226, 228
23§ptio Y» paymeRt peduls ALY cambe further sarfigwrd & Ftgringalp the

elec%«?ntg %rﬁﬁél&oﬂ]éi}l&g2ﬁi &TBbhfh prbfile %e %érre %Jc@’a 1eAGer (%21%6

206. In one or nore paymnment
electmodc pay 24 dElEled hothisi dase fthie dectommmetchendise rmodige b4t &f the

ﬁrst?r}gnn?a?tzw € conin glu%gc{ {oolg]rogeasg t}Peee-gl%%c%gBéhlsg pe?ate(i/ m?ormatlon
based on the profile data. The processing of the e-merchandise related information
can include generating, reading, and/or updating the e-merchandise related
information. It will be appreciated that different types of e-merchandise modules 214
are possible. For example, there may be some which only generate e-merchandise,
such as ticket vending machines; there may be some which only read e-merchandise,

for example, a portable device of a train conductor or other ticket inspector; and there
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mer chandi se nodul e 214. Further, in one or nore
enbodi nents, conmmuni cation with the card or other

w@2opmeeso1dlevi ce i s handl ed by paynent nodul e 2HQT/US2906/026917

any data that needs to be passed between the card and

t he merchandi se noqul e 214 i s handl ed by the. paynent ..
e 6 G ROE (B BBRHC CoMEHEERITardr EOPEbISt Poddea dragyion
macBieVeyurffer 2MeRX AP 1R EQnBintd WHRISI R MY &md BE all of the

skilled artisan, one exanple of a paynent
foregoifg as amucanbiaatian. t has Evive emphasized dluat by eyayi ofeexagaple, many

g TN -

for €aRboHREIoh OTHOWdRr, [tBRUS hirel \S£HmF18%S anBRENNEESAE S present
Furt her, one exanple of a pa%{[rrent Infrastructure is an
(A

inventiem sat be cmpleyedoln) BarY epPl{cARQ)S, SyhsteyRy itperpomof payment
F: . e .

 BENER R R RGPS, DUEBORE 0L S Shing cees

to ammbieaient parkd, nhisedat andehetlkeni ng to a hol der of the

ol Siedli £l Bt 26 fodeicabet s fus ifhstvo physically
r . . e . .

e LB e TP A0 e SRmaSat i single depice
comgising tWhediprete edgialgdafices Hee.esafovard amutivdes) rmefl st eidgle fully
intei ntf grdreratéan can i.n@l ude generating, reading, and/or

HRGLIPREe fHBE 2oWdPBhandi se rel ated information. It

W IAttelor BT hawesd gikat toIFid.eF, atticht P&@&qt@ﬁ flowchart 300 of

e- ner chandi se nodul es 214 are possi ble. For exanpl e,

exerpplaryengthod pleps atperding thamptpgeigeliibe itvendome Fahmetiiodewhich
C ¢ in hj : [ e be sone

can (4 Spftuleh S B eRR, N TRE TR0} o NBE SnfEn B SR o

electienit a@ercandist rtainnfﬁc @ﬁwsmqi@ﬁeﬂtr 1rﬁlfab1etgctlﬁ1b ak &tssddibﬁﬁﬁgskrﬁlﬁ an
and theremay be those ich only update e-nerchandi se,

clockghic RIRHEe infraskaetugeal i dhg ieow_ewﬁémﬁlwe cayr fpq pér the kind

deschiBES SHLHRY b/@ft@foﬁpélﬂﬁﬁ% MRAYLES 30D! Bl 03 GO TR IR es Habili®ing
the foregoing inany conbination. It is to be

interogaitias iof @d ddvaonivypayayent ewra brplaefirstrtampieed pe obtim findduvéal
inwention.are illustrated wi.th regard to ticketing .

datag 5 iR 9Bl . TP o bR oo GVE el Eifpae

paythéntRietRbY To% &Rdnit, pAittént BSAE B4EBe BEnfigieePIRERMg to the
i nvention can be enployed in many applications,

paympid riaffaytructire gangl thenfinst tesmjnrd rpan dase @ pasimednanaedde and an
i nf. ract ill b icial..such .
ciec LU Bl o SrRBBEL WL et 16 e

intefrdgde€ion WD ehel cdectidhid, padhfent dehce 2Rbbapertietet ibpate Ead terminal
i ncl ude wo physi cal |y separate devices,

e.g., t . a
payge grosiulfePtionalnpni th Hep phbicitaiedniorognienedit exfily data
risthi8 6 JENIGSEHIPILGE AUt Lol e HRAInSEV IAGE
pe %PI g saogt vvar% mdd%%g@%a%%gg fdré}gll%e %Il{eyéﬁ%fl g(gr ét}%e%ed
hereite VifaodlitdidigTgab attior ddxdudedt peefoiming fleocadtidnnemakiig thevastion
.to FI.G 3, vvhihch resents a . flowchart 300 o£
easier, helping to Carry the action out, or causing the action to be performed. Thus, by
way of example and not limitation, instructions executing on one processor might
facilitate an action carried out by instructions executing on a remote processor, by
sending appropriate data or commands to cause or aid the action to be performed.
As noted, the financial data can be, for example, an account number associated
with the payment device. By way of example and not limitation, the profile data

could include information such as the fact that the person is a student or a senior
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exenpl ary nethod steps according to an aspect of the
i nvention. The nethod, which can be

w@ooopiosons i npl ement ed, can be enpl oyed for i ntBQrES®A6/026917

paynment and el ectronic nerchandise transfer via a

in rastruct e i 300|at|on with an
citizB S0 AT ¢ IO 10t | EHrTHE (B A e CathgPries of profile data
coula H‘é%%%@&j' $6r e;aginﬁl@ e &eﬁ%dﬁf ReuEEsEHED ﬁgkéli?lgyﬁoﬁle data,

After beginning at 1 ock bl ock 304 inclu
suchf gsciehior attizeiy of sftdent @@@1& drurtier, aqardetmmbcmpmﬁlqcmtmld also
e nm na in fina

o SRIEE % Fuf A e By L IR e

for ¢Xafipld, vientafe viHees theQuakd nRBE Hindle He6nal Tﬁ@rma’uon such as
el ectroni ¢ paynent devi ce _can be configured according
the siget pfecloBymprnd ther Hker ud¥hare theymaolilpedats ristobiadned, ke e-

r
e SERRE R0 RIERLOT 8 B0aglh ELSBLAR S pisoni
merdHatilis@modtile basedemrthgatdidadat. t he el ectroni c paynent

de anb erformed b e fi rm nal pa
éﬂtl@n 1{/86 Hﬁ sﬁéd g?]@ky oétep ébg AR éqqlwg %ég?ltatmg
genérmcﬁf BPQ:aﬁlleﬁﬁaxﬁﬁ%’ rdhied i 1'11?0&11%{1911 ﬁ?;ﬁ@ ik gtef'rﬁmal Q@c&@&c

he electronlc paynment devi ce be obt al ned
mer@]@edilSﬁ eneduls. " Sach |infaamangti @mlddndlude, i focl aemle, ’ucketlng

TR E NG TR IR S Ot

inclide PeilRfmbofaRebr ofMéltherdhanWRY rolhtedXiabRationdo MBS clectronic
linmitation, instructions executing on one processor

paymeheeviessi Vint Hice fiav temingh paymangdnedule.pyvithinta (tansaniion

cond‘atfé{%ﬁl'ih'a@(g?rﬁgh a v(}lmeef R, %fazsd%fé dbt\ﬁe %nlgxl frastructure. In
appropriate (fata or manas t o caus gta?]

one achbraentmdheens rtﬁ@frmdctloeﬂnapbed payrhaltftﬂaﬁ@mamal [tdadwd be

opPTEqReSEr: i et e ARP S gt ol e
asulHe{Tbite?ﬁ'll%ym%ﬂﬁrdﬁ%&gtioh%ld%@t a could include information

such as the fact that the person is a student or a
sedisoratéd, ithe profile daga drat icah @qbtlbmalb[ bowbtairfedria. step 304 can

rt .t wo,or. nDre C of rofile data coul d
inotigl bRttt iR e ok o T lesBlopic, B! s
menibef KE4 A8 Rivaid bR stahe oF lécﬂluﬁﬁt}sﬁ*ﬂnﬁﬂelﬁbﬁt' 0fEs that are

student status. Further, card nenber profil at a

assogigied gwvith s Qi@sspﬁfl@@b@éhllp shlehenfittement gategmiss c@e rplatediedthe
elecl{/\ﬁ%{w tnlfe%cﬁa\ll\lﬁfeg? 2?0% a:fn iléhlsislc %Fg?r%erslcc!é)ﬁfjde Blg! ’ ani%ent’s to
discoumit® brmptiividépes.u CAls aSteHh&l Shé %x@ﬁpl@fyoblhb&ﬂmeﬁﬂ dhé Retitlement
i ke. Where the profile data is obtained, th
categqiss dpanHIcEIde tgnsnosiation fae rﬁateig@ﬂes@ @md e @@ﬁé@@né@e pglated
ndi se nodul e based
infofti¥fopirtas lﬁ{i%ﬁgk"’ﬁ&%‘t‘?"g@g 06 will be
. di s%tsuxﬂaij tbcéin[ques Sif epe 30&ntian mmy: Ibaohsedi dcidontral 'Bnitgance to
4 eneratifl on of {r\ér chandi se rel ated i nfornation Eh%
and/g it M oy AQPTAIHCATOT &Rl 49ES ARy 108e Ig@ewn ¢

conceffe@ WiTBE drdfan&coidltBe byagdnkl d€hisily SRR Biatd FGRbnPR, when a

single fixed fee is charged for access, such as entrance to a museum or amusement, or

in mass transportation systems, such as the New York subway system, where a single
fare is charged for passage between any two stations. However, in other applications,
it may be desirable to also control exit, and/or to link the ticket or cost information to

both the entrance and exit points. This could correspond, for example, to a system
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i nformati on. Optional steps 310 through 316 will be
di scussed below. Step 318 can include facilitating

w0 ean®ésols of e- nerchandi se rel at ed i nf or mat i onPEDUS1006/026917

el ectroni c paynent device, via the first term nal

a nt. modul W t hi sactl conducte in
suclg(r% g@ﬁ sl ﬁﬂdqrﬁ‘@“? n%{nw dMFﬁ% pAyienthe steps:

desdrbbd 3§EI0WetdtbSuted h QABe@on"WiE eﬁ%@g 'offﬁfétkﬁ)ldetr @nﬁa controlled
transacti on nmay be a payment transaction. should be

accegh pysé@n,a@reidm smoh/@am thet ¢ratercthedise aclstad tlmfonnemwl lheitépsr308

[ or. ht onl e a. sub
and 36 ol #8108 D5l . St indatheSi eftio el wshilminal
sucH &B&Errﬁﬁlﬁl 0¥ inF16!. Dycanan @ik ahdeasé thbugi op aé-”%elﬁ%ce terminal.
i.nclude information identifying the hol der of

In this easer aslditionghsfemsan desjpdecstens3 20, mmﬁlefs fagflitating] 1a@srogatlon of
e DEYL00 905080 IS 94258 MM g T 4E R0 fom e

systeﬁmmoetﬂﬁzhn Bystdhentn tpoint eferthativat (&Mxhﬁ‘érrﬁmﬁll 1hQJS§Hnee bReady
t he .el ectroni.c nmerchandi se; for exanmp

Y dir W docation d-¢i ithq St xif ﬂq%m sTftecFXé‘i @m@ﬁk epudgt be,
for é?(‘éthl\‘)lé &9BSnal 288 BOFRY 2 | @te@@?ﬁz %??g}g @%%a&ﬁ@ﬁﬁ%?@é’%r 1 B%gof

entitlement categories may i nclude transport
providing gdicketsto thm holdhearrd dergimadis®e the halder vianthe rebmttemnnal

my in e trans rta n, ti cket information.
eyt bl TRt R Ot el dsfes e B oS Sifopation and
cont€S)R20kesE BYSt@N €Rit phoind RFbRKatRXl (b.of, & Ri8n %Pﬂfere%tlt&%mal) It
access system In sonme cases, one nay only

will pg gppticpigted\thatiheelreh peavided in H@Ps%?@t(emlselvmese hgymb gould be

df
an RPREAB LR e o RloalATE of gl Rl e oS ey or
amlis ene ot moy enbodirasitts, tha Bspakt ahd exit fYSiRIF065 36O nA§ be

t he I\EW Yor k subway system where a single fare is
diffexedy gBer ﬁ&mﬂss%@etr@ém&éwnawt@%s@ms. dIFgbWaB viRgtEe or

unddrBroRhd %&sté&ﬁ{){he Gitd 8P §mtr ! ﬁ oﬁﬁpﬁee lothtegla“? 9 station

control ~ exi and/ or to e ti c et or cos
wheieref parset haandetda toain, hwhikethe sd:aoad ©e exih termitial 2 contlé be Tdehed
coul d corres r.exanpple, to.a s e h as the
ot o GBI AT GPD S ER e NGB S eowals Gt 1 sairagrand
exit rRRRISBES ih BRELE A WnRacAasut Bls tHul§ QRARCTdr %Qa.r\‘\i)ltehon a
entrance of the holder to a controlled access sys

bus, yrhere faresuddpendaseon hdve far-anertedvaledi %ereedltatbmuinal Wthh would

or ma n in steps.3 Id inclu
be ch RS AR St TR Rl oBlin TRt et gp fr one
travdled rdynafor sxehplas fgl(fbﬁm positiodts |s?stErhG(G?S) Qﬁnother tsﬁﬁtﬁble
case be thought of as an entrance term nal In

techpigues, AbeiiclecBarir reymgat dac eraploged setinths z@ethmdeplyted in
FIG! ?Cdah'ﬁeatfbpgxdnﬁﬂg z{ 991?[5&’[ s Mdib rf?eq?t{al?c f(l{ﬂﬂ e&rﬁ%ﬁ%@? Bird, a

device by an e erm n upon ex
contﬁcrt@i‘rcarrﬂ,eo&y dmeénmteﬁmceodml(hhmlﬁg bvthncoardctlysspadiotirequency (RF)

BRI NG RN R T,

such! RC Bl R hplel B eBoliht telDhHRL A Pﬁgyh‘i&e? fob, and the like; all that is
required is that the appropriate capabilities be present to interface with the terminal.

It will be appreciated that in one or more exemplary embodiments, it may be
desirable to provide appropriate security features, to minimize the chance of fraud or
improper usage. Specific examples will now be provided within the context of a

ticketing application. When an open data store is used for a ticket, the card or other
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for exanple, termnal 208 of FIG 2. Step 322 can
include facilitating one or nore of providing a ticket

wa o0ovkesondl der and charging a fee to the hol dePCT/UBm06/026917

the exit term' nal paynent nodul e, based upon the
contr ol

ces t t f t
devifioey Bp v ceg Sty By STvER 19 pBNRRLIHY BRfRErgh i Rggerd
to da!tepé?c ?@ NI0thist d38e, Xd ﬁckteﬁfégrhﬁ:ﬁic)itloﬂ Willhded thadapay Setiat weh
he ticket prOV|de n step 322 (or el sewhere

as slnem@ng)(l eouipyitgea divkel @cmo@mrccard)c%eteplaa pHywierer, in other
embodu%légtts RN R o%ei Ide 10%t COuﬁ{]g ag: %ﬂﬁ?prtlééér] I’Sn&ﬁlg t)gré%rt

odThent VERt AN

One 2@? myd betodirhpley amtansactén &Xﬁhm?l @chaptie dppﬁﬁbﬁi@ﬁrtfaﬁéacﬁﬁn
syst eEb such as a subway, netro or und %r ound syst em
counfgs A (Cp &t thedjutlapia paﬁr@té%éla RYTHERCtop aviEhe

prevalt e y@&&son et Ind @523318@ e9 %F(?\ggedav\;lﬁlﬂi Ehg Mﬁéaﬁ &fhtﬁe

second or exit term nal e locate

aforesmemtmned BNBY epw:(ﬁxe:nsmn Thx skifled artisamiwith thevteachings ipresested
oss bl e t.hat the, nce a exit ,termnals in

in PP igAaPE Denf IO Ao rea sl g CGMER (Oroper types of

syste@xARls@and@ysa bus, where fares depended on how far one
traveled. The exit termnal, which would be the sanme
asMomespeeificalzathe eademnial readenpadtierbeta termivkbroesid ask for the

ar on rave
arciibe BARE s SO8 AR RSP e RO TR e SRR
ATCTd:na FEANG#H ﬂmhess@@/mlﬁﬁnndawncz@de OMAQSDQHat\M d¢diculdies, ard badd
depicted in FIG can be, for exa a cont actl ess

pass i ibacls foetagearedy o @éizyr dswvisei usingythe Au ata cemandt die Paldata
comfPand® Wt réf%{;% Ept GRE Qtopag\é'd%gché"a Ja GR0LOHEFRSS ahd e

requency cont act I nt er aces. Furthernore,
matdhbda itel eumem vahiek.d Thasweowdd sop-re@ayl ofitoranefitiatats caad dny t]arscard

r_exanpl e, el lular .telephone, a
holdgn P Rer sk ot DAY o Gcr Gh Pl PambRid dpif @ltnefiication
(CDAPREARE bkEnGARARYIdohidiaRe lefiifilte R dIARETROGiMify

e termnal. be appreciated that in one or
ie., whewe se’mm attympﬁstto deadevﬂhd tidket daty ﬁt@m mhma@rcb andeopy it

0 de m nim
ontofibl sARF e S c e LARL A ERe A Qi LDR.
the pabientA¥GNE cal atbdl Qlﬂat \atifileht btemB O fus® theardnk4deehl Ng

ap lication. Wen an open data store is used for a

ith refarpreedadidCod, whaneitdedesired tmimplemenyrseirdi taghpiques,
opt1<§1%? yt%% %56 ¥ \{IllCciSC? fagllﬁﬁ%'gtthg ﬁ‘ﬂ&lr% 3R R tl?ea le%chent\{\% h%rment
devieq rblyl thalﬁlrﬂ netdhihhl, tteebtainm aataetich afunge lﬁad &ud&c@ﬁl‘c number,
NCEL NN TR T
facilfRh ca@&l\fétﬁ)% SO a%t}féflgé’dbﬁﬁ c@@@ﬁﬁﬁé ’t}étt?aﬁﬁﬁféﬁ'c%ﬁnter and the

support. One way wou 0y a transaction
accogntumimber; shec ho% carhbe,afopl axampleo mhq M€ acBieprd 12ocamt clude

facililinEe AaleHR FBHR A ED ey eop el ke ot tmper
obtafR® FRMRAR BlebBomt Phideet Widdi Hatchens aBh¥tioEoddi& and the
account number included in the authentication code. If they do not, as indicated by
the NO branch of block 312, refusal of storage of the authentication code by the
electronic payment device can be facilitated, as shown at block 316. Such refusal is
responsive to the determining step revealing that the transaction counter and the

account number obtained from the electronic payment device do not match those
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af orenmenti oned EMWV specification. The skilled arti san,
Wi th the teachings presented in this application in

whaond/oossid | be able to readily adapt the exanpP@r/Us82006/026917

ot her types of systens and standards. Mre
. S cnflcall th r eader r. reader ortlon
inclidilen 419, SLIRRIFOR RoF. « UOPlePe g (e PrTgry Teduce the
hkemfofawﬁta RAHIRE Frah AN theTﬁfatcthl G kRb 180N SR B the YES
i ncl ude the "ATC and PAN i n the nmessage authenti cation

branghad {l0kC} 12, heptionallys sdkenmangedsteciivd eoubal fasdigsted Hit glecision

o the ard or_, ot her i ce. usi
block ofif, ke 2 BB iePethns FuBbbe A hSiclE <k Al eI fenature
assoclAgdSWRR g trahsabiiéh, dBt axarkiplb kS ENE & t@ﬂédmét_ﬁgd known as
matched its current val ues. This woul stop B Thus

Congirimes! QDM@\Q (Graewtions gopy comananly defiurdde. aSF

P FAAL GO0y SO P

the bﬂgmalem?rd) ahd %ﬂﬁfnﬁqg (eeteaipan ae sopf leg$1}ﬁhﬁltﬁ’i ﬂitgcehnfg data, onto
tsto ead valldt datafrom

anofﬁh e%tﬁ@%é%?&%ﬂa e&B 5y cap e subsastially ues @r climinaied. I
will MBGphragihidd %t e FAN 288 gkﬁrﬂﬁn? ‘%Nv'eﬁ’tl d:ambe %ﬁo

paynment nodul e can detect tha fraud atte
any pgfeus@ldt teed tnoa s apetfoomed Wigether; eeﬁtbclemcboth cak|bE. pe@formed or

i.s desired t r|t tec
noitffieIBeek, & e T i ARUGET PARET iy’ POt SR any
approptige bRt dndmop hlltthe st@bﬁﬁéeﬂ%lcﬁrrmm ax@eyarﬁ@ulalbémhﬁ@n

first tern1na| to obtain a transaction counter and an

Oncg ecesiivnel hambeon sensstieddn Hegk aleamapesssingeroceeds to continue
fxgpementi oned ATC and PAN. Step 310 can include

bloc? 394
aCilitating cal culation of an authentication code

usilmgnbiher tapproaeic tdx@ﬁhpll@jd ndfemay hobdibleagsRoathes tohRburity
t he code can be, ﬁ nple, the MAC. Step 312 can
enhanGeinenfe SieRT iF7 tl%&lw%g facHiaténg Byerraration of iReelpgiFonie gayment

dev%é W § stt 't i Y B@tﬁlnae[Wa&s Q&logci:%ﬁﬂt@f sd%ﬁrgg 31{1 ﬁﬁgk@, aah%‘f‘éétromc

rom-t e el ectronic payment device nat
paymemné@ma aglentifemsech aBI oCztrﬂeIDacamiJlah ¢lectimmic |pra§zﬂnanlede\'rice—

e,aut hentication c t he dlcate
zondy(IS MEHIGRL bR OBl B b " el ine  Supanet ot an
authbhgafith BRRIduERhs B C BdRdRY thbe- n?érﬁféhﬂfé@ k&a@@iﬂﬁﬁﬁaﬂon the
device can be facilitated, as shown at block 316. Such

trangagfiers aouitsr, r s pelpgtonic peymiet devies rdentifigr.sawp the electronic

eal i n t .the transacti.gn co nt er e.account
poyifERI:BRehotRen o ARESE: ERSERES PR B RLEHEon
of rdp(Daty fimidoia titosgisacd dndetinted ahdn qlegpatyh@ﬁt dsadd-gmefditrandom

npl ementi ng these steps can reduce_the |Ike|lh00d of

numaerp Bl wyllfasat?&lhwfn& Heimppaing Hdgtestigec bptedbe linkgge of the e-
mercﬁsl‘EH&g@%&Qe&)MHﬁatm%oQflggféptr&ﬁ? ?%ﬁ?&& 3108 Q@gﬂt]? '39' H{rther

detecti on can ecl sion
detatd$ wdkbésﬁrd;wdbdbehbmmthln@aetbmcﬂlﬁis fand8r and a uni que
daaauth nti.cati on si gnature assom ted with the

SURY PHRCVIEWr OB QhpiaEe epibadiBARRtss Pl Higt IV entiag: sgprovide
techﬂﬂﬁé‘!n 8% combining payment and e-merchandise infrastructures and/or

transactions while allowing each to concentrate on its primary function, and with little
or no need for one to understand or incorporate the other. Thus, in one or more
aspects, the invention can provide techniques for incorporating data handling

operations into a transaction, such as a payment transaction. In one particular
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Combi ned DDA/ AC Generation, nore commonly referred to
as "CDA". Thus, chances of replay (attenpting to copy

w@e@vioasesiy | egitimate ticketing data back ontBCT/EH82006/026917

original card) and skimm ng (attenpts to copy

legitimate ticketing data onto another authentic or.
exenp A TR R (e JTEoa) PP gt s dReypmentioned
EMekiafiigat ed. It will be appreciated that the replay and
ski m ng prevention steps can be perfornmed in any
or dbps, gelthiquesdoindte prespwr inyemtig peoywt g predesyieg ofrnon-
bot h, can..he rforned, neither. . lndee i ener.al
vayety SRR e ERh P03 Reifst PR onedn HRE Shghore
exengglpfyohbati@ests, diita hantlingQdan el cdnbigctéd SRBINS&H P Eansaction.
carried . out in any particular sjituation. Once a
As dﬂS@ﬂ%%ﬁWVlﬁa@g%éé%fFéér?e terraepls parpinglude smeprchangdise 484 pgyment
modffeSC & & 60 riﬁl?[&‘r‘fenpédggg s%éaﬁatal Hﬁﬂ%feh lodhis' ?Iaggparate
exenplary of many possibl'e approaches to security
softvearhamodutent ,Instreper aaorei erobadimefitaciwe tsaparag applications are
L pt.errogati on of an el ectroni.c paynenf device by a_ .
proviqepigne I6F rrReArhapgiog ik 4 ket Gad i for SaLmERS. Tk Acvies
sucha3 2Ahfd oag #8681 9oG RRWR ThtedBYd GRth e ynidn® hoRaN The
as Card I'D, and an el ectroni c paynment devi'cegenerated
e-mareheidise it nchsarc ticketinBNDIn bordoriveyed ta dtei gagd or other device

' . h [ ' d h .
oL 84 8 SN AP FCD SRR A RS, W faori

tickdtihg s athidr @meRtmMdide, ddth eae be stor @b thayH® B odRYidedice, but
.identifier, and the el ectronic paynment
usingjelfie c peyyaendr Mfiegiridwgoprasyistag . oTHbe ecad.epsmpepei er more

emb%@ﬁieh{st dd @Qisgﬁbéﬁ)ﬁﬁﬁlgﬁlc H}tfﬁgt?@ét@r)é ér a éj i ia%céljagnce with the

ransattion co et and e paynen evi ce-generate

aforeradrthioned BEVDE specificavieh] SasmdbhalcEMVE edrmimgndskdanrbengsed to move
detection, based on lin aggaéof t he emerchandi s

non-pEyra¢re fafan FYst S BRTPBIL Fedat e ElOMGHPTe thsaSpRe AF ofhsy pegnent
devi!\ﬁjt@é]{ bl inlde fd%ﬂﬁfb%%cggbgfﬁlgagw Iéﬂat e ?é’ ARty Bl QWed for

_ h regard to . . By way of reviéw, ‘one or
ordinppy epueshiasad iraematiornst  Fhthérnsperitfic orxanpitespshowiigge application of

e b R B o RO B v
resp@RENFIGE. @ogicent rate on its primary function, and wth

little or no need for one to understand or incorporate

t hin Bienfetlowingudiscuspioprrd [WESndrd “sendedt encompassen warel¢roent
such®& ng%t%gﬁtd ﬁlotdﬁféh il ? Yot fe {méngg %8 O%H%t/ o191 §j a{)v%illél a‘qgl’lnlliplg”

operations 1nto a transaction, such as a paynent

encobfparseacin @lemdnd @ik pardmetchadidixempdatey 214. FIG. 4 shows
exe [ qpl enment ati on,, the paynent transacti on enpl oys

B emererd oid 1Ewt@g%a¥faa¥ dlovighdhe ewehip au@@}lyf@rﬂteg Fgcess
s G SRREE HER 0 eI of U 0508 gl AT
cont¢xtant abe i aoreniemtionsl dEMNorsendard, with appropriate modifications
implementing techniques of the invention. The techniques are applicable to both
contactless and contacted applications. As shown in step 402 of flowchart 400, an
activation request can be sent from a ticketing application to a payment application.
An appropriate card polling and activation sequence can be conducted at step 404. If
an invalid card or multiple cards are present, as determined at step 406, a card

deactivation sequence can be run at step 408, and a “NAK” symbol can be sent from
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exenpl ary enbodi nents, data handling can be conducted
Wi thin such a transaction. As discussed with regard to

wo-L@B7/083913 ermi nal s can i ncl ude e-nerchandi se ap@I/US2006/026917

paynment nodul es; these can be inplenented as separate

har dwar e nodul e te software du
the AGropeie TpRPACEoSk Re) Cespremannsn feaierdat dnote the
temm@m@ggnetgﬁl%}{agw@&w@handl se such as ticketing, and
one for paynents.” The déevice, such as a card, only

ne€udy inothekaasswhtiow singld errd s arssenti thh redder paly implement the
The e:nerchandi,se such as. t.l cket
aonIRibh e 5 9F 55PRBTE FpBiRigp Rt e B LSRG brock
4121 DRt WAE N Ecad Bl fatdaf) a9kt Bloblen14.y BactPfiath @yBittude profile
nodul e. Appropriate tlcketln? or ot her e-nerchandi se
inforgaatipnsuph pea dickating peefilenms well e dbalatdserWhewngliplgeards are
[ t 0
presétﬁ %&qnﬁfﬂeeg@glﬁ&ﬁgtreg&{e ng(a)idl't‘ ﬁhﬁ'{t@ a@{rﬁg%g §éit{éﬂce Bs Iu%s
[ n1[1t sisp A6 the epprapridieapplicai@oisdaitiardwilt bep HES, the reade1 can
oned EMV sp ation. Standard

f f
read Sy MRE 0. B D SO Pt Ay BenBHt THAY) FRSATV et %é thesRAN figm
the @sﬁ%@ BRAgIs8 8sad Q)thm&%.\’ﬁﬁt 1latbiNgseCah Qheoéxa%ﬂ]@ EhRAY TERLG.

devi ce can be ma downwar d- conpat i bl e, hat It can
4, tlbeappbamdrydmm gglaldla‘nb withr die rRNESMART M PAS S® application,

R DR RS TEES S il e mr SN Hpioratignal

IncoEiWatEdi am\o&w& Wis Is ey BS: REBSRELE S8 iﬁﬁﬁl@&tagf)&prlate
| GS n'the fol | ow ng di scussion of

spectficatierey canel?fcmmd@ée\glﬂaﬁr @npmm bupaxaléeal HeayapedR0, thsoighder
can gerjt;@ oﬂ% ysals{& n% rp)fif e%&i%a?%%éhs 24 ed-f an aclﬁlgat e%{ry 1es%opse as a
resul f. thl duccebsihih GaDaX eomhaihyls. MRt b 412 plse tdadé can receive a

transaction _fl ow at the tr%to a controlled access
debit gafry spmigied and Aprss afasttory the terapBalos 4 REeP@tipy forrp, dirst
Gen%@%@@@mﬂﬁﬁ& r DA cb kR dﬁqo eﬁfturef M?arallel in step 418,
af orenenti oned EMV st andar appropriate
appraputé idetat isorsd fropl thereatd mgothacthwmzmbys adfeatlRecord command.
enti on. The

Typioiy oo et it I ak St FADkgnRe Dt Bt cpppmand

befoid 8RR #8dratadhed iht @88 Bl AGHY VS kERMHCOBINESEnGRR AC
be sent froma ticketing application to a paynment

comppepdl dmbiask. 42Anthagpad@preoatees @ara@smmcn@lfmt@ (TC). In block
d
426, Qﬁé te‘éﬁé I oeﬁdé &‘lggf@%%ﬁ res Oélg gg)?tgtg t[egjinér?ag o @ﬁl}mg e cllearmg

nvaI i

-recofﬂeterm ned at step 406, a card deacti vati on sequence

can be run at step, 408, .and a "NAK" synbol can be sent
{ r Bhblsk A2gaardeicamingtion dy mada whelhop| e Rad 1y other devics has

gene(%gc‘ti 512%%{&%{1&9 ﬁﬂe&ﬁgﬁéﬁgﬁ%éiﬂ @iﬂb? 8 &r{] etﬁc%gig&é&?\keqﬁlest
cryptogsam AR Q@)X dIf isaclpisethe ndse, tlieereathGﬂechnm lthe irapshetitentvithout
ﬁthhtep %rocessing as shown at block 410. Conversely, following the “no” branch at
block 428, a determination is made whether combined DDA/AC generation was
requested. Note that “DDA” stands for Dynamic Data Authentication, “AC” stands
for Application Cryptogram, and the two are combined into “CDA” which stands for
“Combined DDA/AC.” If such generation was requested, at block 434, the reader
retrieves the public key of the electronic payment device (such as, e.g., an Integrated

Circuit Card (ICC)) and verifies the signed dynamic application data (SDAD). At
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application selection, and an appropriate application
on the card is selected at block 412. Data is then

wo eand/oé3903n t he card, as at bl ock 414. Such datBCTEHS006/026917

include profile informati on such as a ticketing

f bal ltjple.ca

blocf 36t ite SDAM i orBeREPEReie Moot ik g

is 1n@oﬂ'r&rtmt‘lﬁél lrecRIBF HENMRs t1RSrabachiBR as lpBr 51061@ 440.6 In #e“no” branch
riate application is initiated. In step 418, the

of blOé d;é watir dasaduthbnticatien thaneaformedat bleck 432 by rtheuteh@er The
e ut _nma retrlev PAN f.r.om

readfEYNE Ser BlboBYIAE Bt e VAT U, A48 R RelRgaion, s

Notd ﬂh@t ERARP kndN M Tetiinkl Cerificativh R 3@y, hGat 60flagd dkderhed by
npliant wth the (]\IESMART PAYPASS(r) appl i cati on,

the @r@@ak%wgglnpm%tsm p’(rm}na ﬁﬂbﬁ]ﬁ}p @e@tydecmlons It

passysaﬁh? r‘c&%ﬁéj Lqut il lra%E,tuA %Fo%[(? Qtr3§t E&l(a 4*@‘&?@’%&&1 f)]érforms

I's purely £or purposes o exanpl e, and

appra}mate proca$mgmmctmmddmmmamsﬂmnmmgminamd Atgamh appropriate

tep 420, the reader can

aral | el
b1tsg1€n%8%¥]ﬁ%arﬁsg PP?]@“EP’E?ftht%?aélnd bal-ance as part of an
actd YRR 40t fhe ﬂeﬁ&&%ﬁf@m@&nﬁﬂaﬁﬁé{ kdn afawsﬂo FURE 8S31tUb a
Get Dat a commands. At step 422, the reader can receive
TC aeqiebt; t ase rdteteymwdm bleakd 4A4r dlesd rdaden fgeeptst the transaction;

conb GRS BRRELPALED 018 i SRS s

410.StBPbIHLR, 44@%&@&%@& Sehl@! thel Debi®ahty’ A¥pbRR A REminal,
ot her device by a Read Record command. Typically, in

contgifingfhe elcAEHE P tTh@ readeraratendithe Dsbi Entiyercsmompe to the
r ngd, S {

termiH ‘ér%onl‘feﬁﬁﬂ{g agﬁ (glﬁ dt'h? alqlesi i étgl?e(f gﬂé?;?%s?)g\@% suitable

exceptimirhmﬂhngnnzm b@::knlﬁétﬁentbd] By tleadeder rie theesiss tiait the card or the

transacgtion certific TO) bl ock 426, .t he reader
othel daiee ks 1 BPIPORA Y @er% s A somRente WHLPG appreciated

that %Rﬁkﬁu% N ¢ heache@rizndkeqss diaol 149198 k4628, c%rrce{ eRlond to

determ nation is nmade whet her thé card or ot her ice
actidma $akge e pa tpwlication pykl. datihen bawkh 402, A8 #20) 422 yptdohSanam

cors 0] LB LDSLL S8 SO haB LT 0 R LR

may be@BERAUOH Wnhb&ibn Wit ehfmaPfca8@SaleR@tiass. Shown at
bl ock 410. Conversely, follow ng the "no" branch at

bl &t Rengpd teunyl dn g marmat EMV itignspgtien Wiest teg rigkindsiphieation is

IS L4535k W o g,
termiri ridip @xhalm:i aahtefzhingl RFoA ﬁhal?eﬂd aﬂehﬁrib%ecﬁ e é‘e@dﬁﬁ 43Rel for

into "CDA" which stands for " ned DDA/ AC." |f such
a CryEoREr Rt Qo tying Sleteayined thydhe abmtﬂ %@ﬂaswsan theecard Hagaydoes its

risk gﬁ%/&é? ¥ E@ncﬁl’tg lthé%ehﬁi)ﬁapfn &rp% g«% ke %bl%np%%qﬁlodlﬁed

{'ce (suc .g., an Inte Orcu
transabi@) flomnskt verth flicesn,t Weersiagding diyan fivinc tleppdri ctitlieting or e-

sl SO0 SIS ot R L Rt o

other e-merchandise terminal. Such data can be read by the normal EMV Read

Record command, or by one or more GetData commands. When the card or other
device is asked for a cryptogram, the card is told certain data items in a format
requested by the card. The card request will typically include the ticket tag so that if a
ticket is present, it is passed to the card when the cryptogram is requested (if ticketing

is not understood, zeroes are simply passed to the card). The card logs the data in an
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is incorrect, the reader declines the transaction as
per block 410. In the "no" branch of block 430, static

waladoaoessthent i cation i s perforned at bl ock 432P@TUs1966/026917

reader. The reader will set an appropriate b|t in the

TVR if .the static data aut ation fails.
extenspRirio Ehteaﬁ?é’%la%?ns?‘é?‘?ﬂ e (S/%?‘?nta & |1%ﬁ13?2é’8Eﬁ1‘?1§ to é’“%tio a
dataGort Ib3fbee BLAREAS %ﬂm%ﬂa& el ﬁé@t Naihist KRt beCAsHel B alRData

results of the termnal's risk managenent deci sions.
comman@a@ﬁelg et Mﬁlrsatloa toheormal BMVY, itgen A€, douenWﬁh@nkcmymamty

erforgre, appr oprji ate essin

actm%ei% ti | on %ﬁ% er %enal r| s lr(r)tlalna}baé’ﬁen ISC’IJSﬁe above.
Optiepdly) pf drtie Jd@t logging done idddRncdren, 3I8s PthtDaQﬂ%e@rnoﬂBé €llowed

tests fail. In bl ock 442, the reader perfornms term nal
by ageyntegiamigdypsis. If the result is a TC request, as

de d,,. r

tr i R aoorti e pffdioh 18 LBRRE, (AT TERKR I5, purfgom o
Getlllréébssmg@pmcrmmnhamh Tms Gbemlmanddel%thatteﬂnhma:lksoﬁﬂd)basicnfacts

ck 448, .the reader ds the Debit Entry ponse

abogt o st g FRaCtBn e ¢ SAGPIOKIEleE |3 RRPHG IS SWBich, IsTHed to
detefBRE $hiGATer R FiB R PSR hedd Yo bk rERSRL PR L BoteMnbodiments,

term nal containing the output fromthe first Generate
suchAgranegpiorsde, Buickabble, thedeplicationhziedl.oqatpriomy Ab& " parameter

i ppl d.b t.h hat . t
fron 1R NI cp e citic)  JUE it i B0 St s N Bfnf B e
for £ 8iNERBEnsatlionM Rbcd?@s aaPmes batredl dishad tHel RRGMRABR] cotdBand.

gﬁ 428, 430-436, 438, 440, 442 and 446 can

Othes slefadtspisimuch as the oibing belarestaatbeaprdapith p GetPea cpwwsnd.
FUNO%EI ?u%gtﬁ C?ﬁ%?nanﬂ% gli(e 02 as §%I% 'of aQ&g}%ﬁ?‘ng ,,olaen a sequence

orresp to actions en at ranspor
of eypegaphingiss esctweé! continendst epth IMAESG ¥ wBy e more card

aoD o st T RO dr SRR Ob LR GFYRoBARP his ype
of thm akd hQppd bpmﬁéﬂ@ tifak ABLs ARAEVE B VLT icdn $B!BFERIOMA

the card or other device, data is read fromthe card
number off deta sT@ecw wsed foeﬂmmgltlclmts kammbadyfinesl. aHdlftothésaahn be
yS|s for t he car i s, aske
operg AR e i bt B B o Rt e o iy e sl
are @@ﬂltptalﬁﬁlrpﬁﬂ'etah@Bﬂﬁlpeﬁ'ldtﬁ)ﬁs £ﬂe§J6s:ﬁB‘1€| ysis and responds
termnal in an a%%o iate fashion. In the

no§neicidhe datestiems evedfin ingl F'ile Racerds, is walded CDOLL.
This' c?a[%j 1@%1 %ﬂ% Qhé E[eq{:ﬂl}l Sné Efrsfj of tt ktgtbleen %Jé)i{l} mlé t@ﬂ%&%&oﬁg&gam

ate I ona

requesy, itdias ﬁdchl%tam@nq rcuﬁ"eﬁl@l’ aﬁd tﬁérlﬁl&anrb g8 t@l ba Added aDukha
dat, can be read by the normal EMWV Read Record

tag fopfisketior Wherisymeizaangiscyst takibe terunal provdsrs tighrber athe e
s S:00n 1A Ry SR TR ey
that blya tages mat dndet$teod; ererbes acpuddd ini | This yeitwalday blenmjlpJMed to
ensure ?ha% acr¥o%t-tictk%gngs %r tnlggIe-rin];rcﬁandise terminal will not reject a card or
other device employing inventive techniques.

The cryptogram can be requested by means of a “Generate AC” command.
This cryptogram is typically only understood by the issuer, but the card or other
device may digitally sign it using RSA. RSA is a well-known algorithm for public
key encryption that can also be used for digital signatures. The terminal can check

this as it obtains the keys that it needs from the terminal file records.
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ticket is present, it is passed to the card when the
cryptogramis requested (if ticketing is not

wap@enstdedd, zeroes are sinply passed to the ceeOyS20061€26917

card logs the data in anextension to the nornal

o PTG SRl o BB SR 5 VRl SR o b s
transfa@ﬂé&?ﬁbw LS sERslzbst LeEet Wi Bﬁeﬁeﬂ&&@éﬁ&s& omw&k 3001 the

in avariation to normal EMV, it can be done w t hout

readginieceiweyd QB @ARDhEP chgunaalsl 2 toging neding for sawls iBghenfield
(in tﬁg E:lls s(f% cil?)%ya%ﬂgs (ﬁ}» %:Ja?]?)gocé{n a\f/ :%t g?)%k %E@ 1Y, s&ﬁ%l Ogred 1s

presémt 1nbﬂaefi@élli JOile drebd/er ansvespﬂlegatp@matﬁmu sdéctioh@rplbéle 512, If
appropriate application is selected, the term nal_ can
multile cajdmage presit.obe $eadsy @tl@t%@edmﬂoseqmcs ag Ghrittash 508

and Bl%lci( % 16 h?\t %Fd'cﬁ" @l th§ Q%ep ?e%ﬁg tlfeqﬁgtsreg&alﬂorﬁ I&Fe 'E&fn%eﬂ Iﬁlle
transacti on an a1 SO provi a paraneter
Recarded Thiz 1cebedndrdasntamwﬁ1e @IAN'euhmapphcaEJoh expey datés ame eptidrally
rrbodl nment s, ,such parane er

ead (in on re
the ?gﬁ s%que§l n&@ tlﬁ wapg%m%ndq&mﬂée%mt ety ppeed

advanfigbs, tREPARELS, 1f ﬁ@ﬁﬂeﬂhﬁe lf%b@aﬁe%lpi‘f?l"-‘elnfy' SRdr @Bdrd. MieSvariables
latter record i's a |ist he data itens to be read

menfigpedatheriughbenttara fsaibel t@nthe Rbt};l@d dgtisenfronh e B W m@hﬁCﬁtmn
d R d t .
e A e

date CAHITRAN. seiN@hBBhtiberPUt BRI PAK GBHRMAGS néhBerdO A6t A81udad in the
scri pt a sequence of cryptographically

[
recogﬂeéhﬁr@@deé@ﬁefgh@galm In one or nore card

of P AR 320, @%2&‘%3[%9%?%& PR AN ot SR o

applimﬁﬂéiu epatyadatdaxt thel GesCard iDhraspense. MQ(blodnsma tsanepdertredtives
An er of ‘E@PC? stores used for storln h lﬁets can
a stopp ekt pryaRand g paspesthodala an PE@ahien frhe Ruiaiz eomipand.

‘The PRAMLL céthmBnd,fFoLBIeNidkEAGh otB&T d-Rletdhdndisy, iVVER in K@l 4.

these detalls are exenplary in nature and ot her
The \raadeatsmdsstharfeclq@bs»mdﬂm e-fmmhaﬁdlseheo diat aaidt with the RitData

the, Ter .File Records.i l.. Thi,s,data
comiraid (R & bsie PR gy A1 bR s e i “achivhuion
sequehdPbdcash, Whilk he beck FHZ@ ché‘ E@:ard@ﬂ HESims fhe Q&ﬁllﬁélctﬁa@&erytmng
anmount, currency, the like. To this can be adde

procggsledx apRIOPTERIEl OF Blpélk etld GPenst MKe pasrashentldi &x, the oreader
h
mfo%ﬁ%% (t: e&%ﬁlgél%%%%ﬁg{h%%g% 0%3m rllgéhegtr . ofrh:r basic rule

unitewilt be aﬁbﬂe’cﬁteértﬂarbiocl& 506t516f 588 bad 504 daﬂtcorrespond to
zero ef| led in, This feature canp

actlvg&%% %@%gppﬁgatmslay %&kS 204 8ad t52@ Kt pw&esgen&l to activity at the
tranéf;@ﬂ 16&7TEBERRE 0B %lb 599 B8 mlshs E&{ c g&id @ t;EI_lﬁi(‘ielﬂal‘-’xreader

her devi ce enploying inventive tec ues.
nﬁm@ﬂypsogran1can be requested by neans of a "Generate

F Ié.omr\}v%'a flowchart 600 of exemplary method steps in a transaction flow
at the exit from a controlled system, such as a transportation system, for payment at
the exit. At block 602, the reader receives the ACTIVATE EXIT command and
begins polling for cards in the field, as at block 604. If no ACTIVATE EXIT
command has been received, monitoring continues, as indicated at the “no” branch of
block 602. The card polling and activation sequence is depicted at block 604. At

block 606, a determination is made whether a single card is present in the field; if so,
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icts an exenplary reader transaction flow for t he

“Sensit rAaI@ biicka61( dk eerfonmeg Hbe readerrsehdmei dbit mpcmsectra the

o R 0 508 S5 B DR o
furthep Rerdfid. | AR6r gRlidaion seRchdn i ek 504 .a thikeh kidkdingQBofilefand

a sinq#e card is gresent in the fleld t he reader
balapgs co8 Berrgadh pioblpekap] 4o And Srecnprontiaig amlwe%orslﬁzmtlmed at block

616.MHh t)io%tfa%amésrea&e% BIR S otlg%év ?eg, gqget»ﬁ&tepm
renoval seguence as at ock 08 an I 1
sequbha@ckurblid, arﬂtaepph%ﬂa rexpepdatet hat blqckt62r1eﬂmrrdacfer oeads focher

al F Recard Thi rdc tains the PAN,
recofR g0 aRaiere Al BRI PRYRr Gkt B Ing THme B 620,

the [SEA#EREE: ekt tMRéd® ﬁx%ﬁlea'braﬁﬁ@@ ARy PIAN: EddasskeRinber
of fer speed advant ages, t he can, it desired, be

and pppdigatéen ¢)tpnétrd,atecﬁsrpert of @@OA@TWA@E\@XI%BMSWMGE;W the
f
real PR ey oo ot Bel B3 ek SRR P o

r eg® rbcbcarﬁez ﬁt@dee[d%f fdc€ivesthe bt Mkit e@mhE@bhdParSesRhé Yata
date, and PAN sequence nunber., |If the PAN sequence

as a fFRSERIGNSoR 3t fufuie finwtdeenerrte K remprad. theaindadarallghes at
I , I t

block AR YRl gope Soclinalt 88 i 880 ST LoRaRAGs  Fieay

the tdabimalhbast deat et Oeabsit EkD coesypmdsieefondt the lrexcler B2, sentighe first

r ead receive tore t t C nd. a par ses the
GenGi§R X6 SRt ar i CaihbAst POk DEACH ECHIERA Srnat and a
trandAbii R gt CAHIEN Eme f Ymp. hernt bl%glgt62@r 1! R&Her sends the PutData

e-nerchandi se, is shown in block 524. The reader sends
commpad td tokuve dhe tanlda‘efrom thecatanbilsia hlock 648, dwrrdader téyuesiea

ut Dat a t LS| secure nes ' .
transgiicrRt T 2he (it uE 1&’??%?6%%“0&0&6‘&& G BBRE G0 1 block
632,Vihiid &etéﬁmhb@ @\}heﬁl&gtHer&rd[ @ htell HinOA AT bINARIET; rﬂ‘@acl:h is the

‘that ever t hi ng proceede roprlately Bl ock 510

case; &l thm ye%obtaeélpothasrewéﬁrt lipesp dher tregapkion mgthork further

pock S el PO 09 05 SEBITPL bt B

block 684 edpdied combmet DDA @igetdatianpphd ratiesosnd. | ik is the case,
cks 504 and 5 correspond to actjvity at the
the th“gFﬁéfB%‘Ft’eﬁ dcm prickeygmel vaiss thosgiebsynanie agplication
S t
L A kR A P e
block rég8s dlg itransactionvis declined, wh11e if the SDAD is correct, processing

continues at block 642. If the decision in block 634 is negative, static data
authentication is performed by the reader at block 640. The reader will set the
appropriate bit in the TVR if the static data authentication fails. In blocks 642 and
644 the reader performs processing restrictions and terminal risk management, setting
the appropriate bits in the TVR if one or more tests fail. The reader performs terminal
action analysis in block 646. If the result is a TC request, as determined in block 648,

then the reader accepts the transaction, as per the “yes” branch. In the case of a “no

23



10

15

20

25

30

at the exit froma controlled system such as a
transportation system for paynent at the exit. At

whkackodD?, the reader receives the ACTI VATE BXITUS2006/026917

command and beglns polling for cards in the field, as

ansvAsBF JRRSIOHOR it HTREo B LOR 830 t0e SR TP, iereader

should'fse BE ANAD a9feR i@ ee BRL not 8 ’ICWRQISQPJ[(J &1 cPME terminal risk
activation sequence is depicted at bl ock 604. At bl ock

mang@®end refstter M ridodkod2, st,hmatéewf@ﬂh de delsit nyit eespansg nosthe
he fi.eld: so, t he reader nobves the

termﬁ‘g fC?’g{ﬁ‘Hl%% he SleREipg gygo Iéé at block 612. Conversely, if

multtvipll 8 pfdsate] BaPihe sefiod ddptéERddG. oMb hinffdeScatibe of a
rempval sequence, as at block 608, and the "Send NAK"

standgjr EM ¥ 1o egurse pdingrlar cxameple.ciens 620 md<o23. depil be further
apprgcﬁét@&’{ﬂ@a% bg&clés Nt §14M d1a! g%f' YPlsisHe Nt 34 58t %ﬁ)d RYb €844,

I TSt génerate’ response as descri
646 td 65@ carhesredspondiia &tioappd the applmatlsnllexceﬂ i ®arthdr, blookk604,
i cketin

61 ticket fil d b
608 PP ChanispRerBaBI 45 St EhiBe SEBHDE Sl L 1 S, g0
620,i62bt drdte39 cah chlr n@@cﬁterﬂnﬁalbllegg& iRBictibhe reader reads

‘record one of SF to retrieve the PAN, PAN sequence
nulier 7a$id>W§p pbwct—:lm emesshandige dat erittgt thl the kpaymgnt tdewice

ot h ds t t Lall r I.red
ot SRS s PO o vimet Parsigtopn R apeebf o and
8, tht REille@ aftRhn $AN @g&ﬂebﬁtetﬂr(ﬁﬁ €ho cdnt&d ehd AgniBicce!of the variables
bal ance, PAN, sequence nunber and apEI i cation

and wilbalsy apmwa@éh@iachﬁferém VtaﬁéblA@W‘F(EﬂEkP'P pBpdhederminal,

Reacl\é? %H(}f\@ba*c? %cr( hﬁg‘ié eﬁg? 1(4\5’ n gér gﬁlc%tg' gfd r{ﬁé X?&%galﬁhgrates

a ralﬁﬂ)?h ntinéer Batter Th@ Cremﬁﬁsl ctaﬂt&ﬂa[ﬂ&batchaxmge d@l‘nﬁ@nﬂ ti@ne@ndom
Ear es the data as preparation for. a future first
num n

1t BSIAR 3 BRSTRAY sian H{OWR)- pAb S1ip sfageq enlyy the hgpinal
knmﬁzﬁNt*%d ﬁgc&ﬁfﬁchﬁ%awﬁa@'m* ?md iRl R | B¢ ¥ %é?&?ﬁ&l

commands. Typically, e termnal has sent t Debi t
sendExdant ASOMYeE mefromandt tve theeRdaderi o intiate ritle tdpph(ﬁatmst The

Ternf gl Qe g HORR Gh Go0 S PHS O O Baret SRS i g he
ACTIVANE re‘s{ibrﬁ% dss 0 THiINRIch@as] @l g. SBB daxnb heg qur@@éga Card ID

conmnmand renove the ticket fromthe card

tag s §arstonps Prefile tage abher Tormingd slse inclydey rlré*amﬂlcg?mg to the Reader
v R oy R e B R SRRl
o1 D POL I Efleh: s AR g SRl t%ﬁ%&aﬁgmé&r

actmateartha@arcbn Invistelpol (4, ther Rbmller pele«:tes]se appropifiats upplidation ahd
case, as at_the " br anch, ion is

lm“%ﬁj@e aRpligattoR- da4tsh 74?5 éﬁ?ﬁﬁ A S%E @ g@% Paf reggives

RND'&x Agay eﬁfe@ard %{oréSIRND'aid heinGR3Gile MaRorF B Ghter use d ing

retrieves the I CC public key and verlfles the sig
the DEBEEmmd @mﬂ}vﬁﬁtqoumneuhdt ahmtpridenck o6 BB indikcateh o ﬂnegimedl that

non—leatady I%GI%FO)PY Irr?u%% Ibe upda é? with h%"%[vﬁ\%h ac%m(rjr(lee}n ! ni"ﬁ]eeﬂeg&er

retrieves the Customer Profile and Card ID from the Card in step 706.

In step 707, the Reader sends the data objects requested in step 702 to the
Terminal in the ACTIVATE response message. This includes the RND, ATC, Card

ID and Customer Profile. The Terminal determines the Amount based on the
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bl ock 638, the transaction is declined, while if the
SDAD is correct, processing continues at block 642. If

wWao b@7desoisi on i n bl ock 634 is negative, stati CPCHUS2006/026917

aut henti cati on is perforned by the reader at bl ock

: d
CustopR?  Fofffe Gt SEP o e FhueOHTRL 2 NEACT AV 9 ety B e

MerfiftddBOIREHA ATE heasies Ipe if %EWOPF OLIg§ Sk Othe Merchandise is
restrictions and termnal ris managenent, setting the

hnk%ﬂotgrtbfpfiardﬂé) #51d thetiefore ffccamrvit be uwden grothor (B Eng)Cadi AS it
also élzlcguc{eg %{N%érfécﬁ rﬁll tsl cg m %a?eeae @ toa ﬂlal er%arﬁ ebtlhe CI‘l“he

Tenﬁh@l@foxéﬁﬂw M&ehaﬁd’i& meH@IME}HcIQAMSE reﬁvélbp@am:ﬁnme Ia$D
"yes" branch, In the case of a "no"answer, the

and ArTQn\glalé hwﬁec‘rlglab @cr i Hesed 119, theokermasd geneggtes the Receipt.
C oA Heb A e TS scrgm M R L ANk ey eigpd iepam
the ﬁdﬁ&nﬂ&lﬂﬁ&ﬁ&ﬁg tindl %%élkéc% thd 1t REkIeP é@{)artt be tHee]@EBrTWRITE

ds the debit exit ponse to the term nal
comgend.aiAti step Th the dhradergsernés: tred MHRCHANDISE fap'p}oec itegeditbr

with S o EnEIa1F gRPokt Bl kibeinty, g’ Car it of Bie BRmir

comflaB®S AR $Rpand, B Lardl heMbinhs BEcri ifsh hand &ﬁ'aﬁﬂ nérﬂ@i a
bl ocks 606, 614 618, 624, 626, 628, 63 634-6

Proofadf, Pegmppent. 6 4he @m@l kerps6BY wnsiatesoinchustines the Meeidtamélﬁe and
Rec%éto 1ﬁevr§lgl@ll ' ﬁl%}no? %Ygﬂﬂ[\l F%r{,) ?ér%t%cp | éasi’t GOQA%he %l\?IOﬁiT

can corresp O 0 I onNs- a nspor

comfriafdl A stepl n@k&lefilﬂé’adeﬁ dhds GRO% tHhd, Cad Gs part dfah]e COMMIT
correspond to tfrm nal -reader interactions.

comaRpgs Ul ﬁawqcral@t et the (MMl commaangy i blgpk 71, tﬂrr‘ecfaréwﬁeﬁ?s if
H* B &as(aft tIr %rﬁ@éﬁtr%ﬁngEN@éﬂ%)mM LOWF (;En@?i rrﬁrss s

transac regard to FIGS. 7 an
the ease.i themthei Cardapdres iistronfyobatile henmopt dkstotdsehe Merchandise

topefiel Ml B RATATE b MedhBTis S Binednpn. 6k A REE e hn
the H&kelPt e@htamaeaﬂr@e" CaAth] §ePtisafiQ tﬁé‘f%ﬁé’ﬁt 4188 PhlaBikdd®in non-

steps. In step 701, the Term nal generates a random
volagilgremotyNt . The Terminal cal cul ates a chal | enge H
fromthe random nunber UN* usi nl%éa one-way-function

( OlFplockt 716 the fterger apihegticates ther@ardaiThr reswd aufentigagion
oo R SRS b Lk R e

passBethd @rodfof Payrhemtie thelBermypil ircbibelonl 7. The Ter mi nal
i ncludes the tags of the data el enents that the Reader
shﬁ[ﬂ}dSrmomsnhmm ﬂhlaee AETdheAd e nespmhs@ed&slsﬁgemté@mjt)s and

i ncl.udes, RND t a ATC t I D t and
authegfigity and ﬁreaf HGPBIC‘? &7 Ghapgae it egfgaarl%é ngmal

Merbﬁbﬂﬂﬁé‘ﬁé Dehulifpid- B@l{é%%@i@a!'getﬁ@ﬁ a§ Qiohﬂ&&tﬁ%ﬂgﬁﬂm\dﬂ eeﬂnét hge

Card nust be conpleted with COMW T conmmand
updatede plerd@ndisd aviRemdeain gneﬂhcécep &.ﬂss i inghe ongmat:Mmrchanﬂlsa is a
singf:e:a’lhdckiet,s t}f1eo H}rn]&iate tirrl]\?ali%eelf%g Ghe Ticket. The Terminal goes through the
following steps. At step 801, the Terminal sends the ACTIVATE command to the
Reader to initiate the application. The Terminal includes the tags of the data elements
that the Reader must return in the ACTIVATE response message. The Terminal does

not send H* to the Reader. This indicates to the Reader that the transaction does not

have to be completed with the COMMIT command.
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activates the Card. In step 704, the Reader selects
the appropriate application and initiates the

w@pplioesats on. In step 705, the Reader sends H*PEDUS1966/026917

Card and receives RND and ATC. The Card stores RND and

andh s e dsartewthrelof e S Thaica sshgd te
Readdt@ciadtéh thé @ard) OR-s¥g %?3', kiR REBRF YeltBiSthe Qﬁ?f@ﬁ%?ggﬁn@égﬁtﬁn

.the COM T conmand. The Reader retrieves
and mitigtps bieappliction IDstep §Ats the Readet sendssthe GFDEHAILIENGE*

n he.,dat a .obj. e requested in
comfiy o RLRLTS R T g S AR U ey
latermisesd@éng TRi BEBIT |ddd@saridne TRA ardTdoes Gt dedelyedP® from the

Custoner Profile. The Term nal determ nes the Anobunt

Readpss diomdicatestns the rfeard thas o OMMIs easpmab wilh gl sent and that
handi se,
mon-E0laFH, e n b O ied PR B BT bQAREC AT

Me dd i Solinked therefore it
Pt ARPAES e Repl iidddet e WRERCHANINSH SRR’ Gty
storddnial e eGartl.h eTHNUIFRTH ANDISE teng 8lope lcol@ink eVIbRiaMlided, RS
ane Card either, The Term nal stores the Merchandi se

and fin (nén pERSHNEF Beadsrvetrisps thndard I romibe RRpl akisteprdo7,
the ReAdEr DSURHRG: IID, ﬁl\ﬁ), &?C%%xg ghe;%%l{({;]%gN gg‘.eﬂ@%loge to the

generates the Recel pt. erm na ends
Terminel MERCHANDITSRA & \Reb opesshgget Ineblovk t308; hiee Taymial checks

I dat d the Receipt t R , as part of
whefbit SRR TEAE SHIF A st R TED a0 el Gie Rucbe SuFElar
Card IT®  MERCHANBLSRB0S NYE TRRRINP AL NSks Wid fbevi NErEBNARE Ig))]yer the

rel ated data and the Receipt to the Card as part ]
samgq fardJEByur usesrtheinely RND gné A T, 3The Fernteal dtopes the Migchandise

i o R AR COAER, oBL U IR R CRp T R BRI
In blacid 8 R cled mnniﬁangmwr@cééhaeaép@ry until UN‘ is presented

as_part of the COWM T command. At step 714, the Reader
sefygteRRt Lthe dTramingl spnds theapaw MERGH Teryslepa tegether

: NpLEGEI n [ k h
with BRORCEA B (R {eiloiX My SRR BRI WIS clbhan " Ge
DEBTHMRIENCGESminand leen danter as z&\FA (oiit) so tHat tthérs ik snot figancial
. case, .then the Card dates ifs non-vol atile nenory.
impqEf g BieeCaine TR & Qi ReHet HEROS 1o ORKEIERG FRFEDISE

[
envel B2 (EEEIANL 2%, RAMAOIhe 290 &1 PLEST HIDERIP bfinldld. In
blockBlaeithe Cetdasterts the dvferchaglisentogethen vathi RANDvendrATClin the

| ock 716.. t he .Reade ut henticates.the Card. The card
Merflfi o Rapone 2686 e Aok RB R R SpBetar d 11 nkced
t ol RepSayid, I8D5 i shda 8 U NtHeNRedRE ChuthbhfcdteAder CRAs ;@ﬁ card
the Proof of Paynment to the Termnal in block 717.
authentication assures the Reader that the Card linked to the Card ID is a genuine
card) and the Reader passes the Proof of Payment (for a zero Amount) to the
Terminal.
It will be appreciated that in general, prior art systems rely on merchandise to
be delivered after payment. One or more inventive techniques enable a trust model of

data storage that allows merchandise to be delivered before payment occurs. Within

this data storage concept, the availability of the merchandise is free but the usage

("consumption") is restricted. Unlike physical goods, it doesn't cost anything to
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FIG 8 shows how the e-nerchandise is read, checked
for integrity and authenticity and then replaced by an

wapaanesded t he Merchandise. If the original MPChESINGE6917

is a nmultiple-ticket package such as a London

" Ot e i a8 kRS e o Prog iR ¢ Rt aplone
as oh@ isfgu®d Bk %aﬁh@ﬁ‘f% reck¥8d %@fdﬁé the élg%dsdﬁé esnsdubRd TrhdtBlore,

he Term nal” goes t hrough OW Nng steps. At step
the &ugt mddel Tdr dataadtorsgnds bdﬁevﬁbﬁb\f;@ér@actmm]yd peutinefte to e-

t th | t T
merqRRREE o £ FatalicBn et AP Rure iR e Be it FNED addiiopl
cardNugiétidrality’ uthd a$ hestNaTihYAdduef)e SIROBSE JPPESADE. shdtlld provide

Term nal does not send H* to the Reader. This

proteciigh @gpiast qleningas welkh e pgains re-tpreok gcmds a&hus thegistegration of

por B S L D RO SARARS it
newitsust aioddl, ahdenReadere am“enu@é e:%theesCﬁnOimﬂlélnﬁit ep-d3fBdata

t he Reader selects the appr0pr| ate application and
storggg; |u€¥1§@é§5tﬁﬁg e fransestim 119w step 804, the Reader

S_el_'T.gSrex;’lQ@/ e %lﬁlfr%st ﬁl%ﬁ%fgﬁafi cﬁag) 2[12191%' ﬁﬁ%guﬁgﬁéﬁﬁsts

The Card stores RND I'n atil nory for
the agguireiuior pgyrménd. ﬂEBhErcthﬁdesTme cGantdwitlo geodscaftm a simple

oK SE5A 16 L R L8 R S 1RG5 S

pay fiméeadiahi ke pﬁan&r theNéftienert YReked W thb dxRAdBEBhel, the

command. | n step 805, the Reader retrieves the
mGTQhENCPhN[IeQES oy edditienat fhnetionplitys it testhingl andecadr i@, catieol

e t n
ciso FRAPPASocaueh R 0L 05, YL RN s ML W
acquiiterar(chthd issher fot mpnzfg@ﬂmentds@oﬁdader sends the Card I D,
RND, ATC and t he MERCHANDI SE envel ope to the Termni nal

| NFIGeo ALt Eh&Readiteaslagest thateh! BCthisBRBdel! Rre is a clean
Ter m nal checks whet her Merchandi se' was cal cul at ed

sepagafien of FspRMEbiliiesd ATC for the particular Card ID. If
so, in block 809, the Term nal cal cul ates the new
o  TWermotrahatit serespomsibienfer ﬂmmendiagaindcﬂiﬂelﬂozuses t he new RND

nd ATC. .The Terrin' al ores the Mer &ﬁ?ndi se in the
ﬁfép@eﬂmmlgﬁsgw& %%)é aymenty irmanakkpf-and ATC wit h
hemﬁﬁhﬁﬁhd aE lﬁrerlﬁévplaofé&nﬁﬁ&mai hlee ARhMBARA odengkalrede

a Recei pt. diep 811, the Term na sends the new
acquNER@&NHBI t@ﬁnaaiv edmfpms tto gut menchamtt(he tth ¢éheRemdingtm4ahireh ¢hat

a e s TR e e e Th a0F gre ATl AT af T shislds the

complegite of SheQafd NAGELHRIN froRAeHe ARrdhAk:; R is b 846R Bh#on
t he Reader sends the new MERCHANDI SE envel ope toget her

betwigpn merghaniRaddssyer efghe epsd 886d as part of the DEBIT
Comggten&&l trust model applies when the goods are in electronic format. In

this case, the e-merchandise gives access to a service (transport, music, and the like),
further referred to as “usage”. A typical case is a client buying a ticket (e-
merchandise) at a vending machine and then putting the ticket into a turnstile to open
the gate (usage). If it concerns an e-ticket, a data carrier is needed to hold the data.
One choice for such a data carrier is the payment card used for buying the ticket. As
the card is the carrier of the ticket, the card will be involved at time of usage. This

extra involvement of the card requires an extension of the trust model to include both
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bl ock 813, the Card stores the Merchandi se together
with RND and ATC in the Merchandi se contai ner and

wG@r@rmeesdthe Recei pt in the Recei pt container. POI/ESEPE026917

814 815 and 816, the Reader aut henti cates the Card

acautssy g Rt 16 OSSP REOSE st mRIHE i ¢ fgeet
at thBe@;iﬁﬁ PAgSes Hie] Pﬂﬁ@frat@§ th@@)%ﬂ%ﬁéd (rﬁﬂrm@el!@crtﬁe papunt )
tothe Terminal . It wil 5re0|ate that in

g eHalike FIGr 9.othe aendisg @na@hme rl@0y ind'Ired @ raedilesethe gobds (e-

r eshg? t Lent | Ve
merct #%esquesg éon gkéﬁ ?e% a? ulso tO ghn%[ gl rr?&,g- ag or aé/ n%eﬁgt This
requitkd ﬁm&d&iﬁbﬁél&@%l&ﬁ“ tht Bendtlel Méﬂcﬁﬂl‘tb@‘h@ heerglayiifedtes on the
occurs. Wthin this data storage concept, the
acqUEGRILP ABPISHSHL oF tipREcheR dloxh dhaebtexerts @gcasstiot grodg swighout
0 I
payrhor QTR a1l JFRAL A G e R BRUEBIEBR ag 4P AtRerms
-me@ciemdmn (binky date. T]neséenmfchpndm Hasng) wloeothhathdn de sesvice it
. lon ne is_.sure that recei yved .bef ore
sives R Gobueess o€ iEbmetmiat: DeHRrERsE BoME Re Hrgael Tosue long
as a Slienf 80P ER 1BYGod . NBL iQUGD (iR BRd POOE IsCebREdDAS in FIG 9.
pertinent to enerchandi se. The nmerchant can use thi
tr f C
{ UASETAPETTICY 10y i o ichEPliEhosfle 230003 ?’“fghfs‘f%é& cs
suchappéil tansport 1§ ﬂlb,utheb gateolvlildé‘tedirsdtdénetﬂlptm thgaanddtl 06| Aniharg is

ai.nst use. of Thu the
no pfnel b, AR AR ol it e it Oy 100K ot pliegyon
additidiek @t ﬂnféﬁoﬁ’élﬁ? ras SproREGHR Bgélﬁ:ﬁ) cRRRPleRSeddAs NBMée, there
trust nodel, and one or nobre inventive technlques can

musf bey isksion of trustdietveratthe wetshagendshaigseerf ast. and sinpl e
Q review, in the traditional trust
rrogeﬁrﬁg}f&?gogdéq%mgrent the merchant trusts the
1. daeitedted by @ frap@sterhit.is ﬁhﬁlaﬁﬁf&hamamé vicameldoeds! i ent
W|th goods after a sinmple "OK" fromthe acqui rer. The
2. REEUIFROIE he acquirer will honor this "OK' and
as part of the settlenent process hi
éysé%fggﬁ%‘h%%@@%se the nerchant also relies on
Merdﬂdtstalmadljl' héwnetyo nﬁﬂéttgtlrignfake pobddsain thagataltey oely on the
control .distribution.and usage of e-nerchandise. . .
card  GiRgionafie IorgeSinAHEEARIORBE s PR hcﬂﬁégj%q QYighip the
extedtd 8 d3MEHhd FherBRARIENRNEN Ohe GOQAS -to Féo@tmp usage of e-
il lustrates the traditional trust nodel. In
merqh@@rbse andrfepeovide eplmltmnassleqsaagamsmiomﬁg and replay
t he

bi |
voRER ARkt i ERa g2, B AE-Gf Hriahold PRFbnbpll yhte
shouwp‘afo(d@aygmm) term nal 904. Merchant and acquirer have

a (commercial) relation based on trust: if the
1. usage of unpaid goods (extended responsibility of acquirer)

2. cloning of goods (extended responsibility of issuer)
3. re-use of goods (extended responsibility of issuer)
Protection against fake goods remains the responsibility of the merchant.

The relevance of having generic data storage functionality on card and
terminal will now be described within the context of the extended trust model. In one
or more inventive embodiments, protection mechanisms as just described can be

implemented
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acquirer (via the termnal) confirns to the nerchant
(i.e. to the vending nmachine) that a transaction is
WG ameceewiul
shields the conplexity of the card interaction from

t.he rrer_ci}gnt; there, i no direct relation between
*  Vippemric BRmskigERingt the card 906. The extended

: [ when the goods are in electronic
* \%1%%?%3{1:&??@&}/%@@'8%21& the e-nerchandi se gives access
o Withaut sguitinganfrchanspaislledRess by, eithedcdrd or terka). f urt her
referred tqQ as "usage". A typical case is a client
buytfysage of grastic it fliih se) at a vendi ng machi ne

t ' hcket into a turnstile to open
* Igﬁ%rségﬁgo‘?%gs‘%dgg%ﬁP%dlgjfhggoncer ns an e-ticket, a data
capr i @an besusaé Bntattkeiing) ddydlty henddhd Hke One choi ce for
such .tflata carrier is ﬁqhe paynment card used .for
buf by A RTERERNSSACH REVEER HIC IS UPHIIAE PICERaBE ¢ he
Ui gkefyithbit&nbM ook thedPedily RlqiiEmaiis bt IR Bdrcharge.
This extra involvenent of the card requires an
o Acquiesitoprofidd teeminalsshatnodel to i ncl ude bot hacquirer

and i ssuer. G..10.illustrates,t proposed trust
m&elé@&e%ﬁgkﬁdl‘%ﬁm@’@y &t th?ﬁlge vendi ng machi ne;
FI' @ Withbhtlkesicllos of R pBeinp aRRdeiEmS bf HRA8rcRntt he
gate. Unlike FIG 9, the vending nmachine 1002 in FIG
o Nlerchamdyfodess gehrsiqpeydsn( eards aldinaiigels 1008 to t he
term pal . 100 1.0r tq.confirmtion. of payment.
Quenfele i ekt BHLIOTRS itiefte

r eqQui om t he

e bC hwithout Khewlels batte pa hlieﬁﬁapgﬁcattfb@. acquirer to
I | ement a transaction flow that prevents access to

godirse wietaHowt! pesyrhengiverrap dhe dignctipetiy prexided by the geperic
f th ant i | i S
data e 1 REE N ivel the R BEAGHH. o %ed Lo BB MO iy ghe ord
(andvtetmigaly tsheuld taiile fdreallseierthast dpecific weguifte@ss Th @ne lon more
case of non-paynent, .the nerchant pears no financjal .
embp%é@n@sth@&ﬁ&lsa%eda&eﬁl%ﬁﬁ%%ﬁam@é e phist E%Iejgl th?rf%l?omng
tabld:Ssuer of the card 1006 is depicted as in FIG 9. As
seen in FIG 11, when the client exchanges the e-goods

Thi s

Fundib@slitffor ser yMesirguch as rail transport 1112,, the

ast o 1110 "t Al ke Ai ractl v + N card 11

B R T T e T Y

t hen goods 908 are delivered. TheP@EDUSNEH26917

Qffefelie | ORR
functionality

Mefilee, there
nmer chant and
data created
same as genui
repl ays of ge
of detecting

-'p_@ﬁp%ﬁ% Rl fublchsst. Ahe3RGthdnP R u&hd client
as protection agalnst counterfeit goods.

puadftlelfer a rel ati on of trust between the
t he .i ssuer. erfeit ?oods i ncl ude: 1.

Count. .
By HVFIEAGHE & PHHALT T4 1 ar to or the
se gRaHnfe o5 PRRA:RN AR ne goods 3.

*nui ne good Merchants al ready have ways
fAsktbe gbed profiletih eegehiant spEbidle, a slngleoclienhmay
have different profiles for different merchants in the same

card.

. Management of

single tickets,
booklets

(“carnets™) as
well as

A single ticket provides a one-time access to a service. After
usage, the merchant invalidates the ticket so that a client
cannot use it again.

A booklet is a collection of single tickets. Hence, a booklet is

a particular type of goods that is used gradually (e.g. one
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card functionality to protect agai nst cloning and
replay. Therefore, within the extended trust nodel,

wao b@7/esochant relies on the issuer to control BPGEHUS2006/026917

enerchandlse and to prOV|de count er neasur es agai nst

ronl oy rn nrAdany 'Fr\r t+t ha

Ul 11 ullu 1] ||||u| y’ L] \W ANV pwy | T C IIU
S@l?f%ﬂ?&éﬁs trus PETFFtB&EThetUdn the data storage shoul d

protect agai ngf sub%cnﬂ?cﬁﬂ@iv@é aéUéE’@’coda ga9ts c(v%i‘taqeﬁléaeq time.
responsi bilify of acquirer) 2. cloning of goods

(ext ended r esgbagnbdity oﬁlthcfsubspypaon is3lefined by ¢heomersbanis(a
(extended res nS| bili t K uer]i)l Prot ecti on agai nst
fake goods re ?eﬁé r %ﬁg By P )ty of. the nerchant.

3. MNibgageflefl aREE AOfreé&b’c' B0 pasITe biven Ot heStREMIQhen goods are
functionality on card and termnal will now be

T§eaiRiei bed wi § Bk¢hapgr feloreriaes.oft tlinsvsekt@nigar ttouptoof that
model . In oney g/rshm &titf&ieﬁgt sgghee @9‘35 g?gt Bei present on a
protecti on nmechani Sns as esCt i b an be

I mpl ement ed vimind. generi c (payrrent) termnal via a

generic (payi car Wi t hout requiring nmerchant
control | ed kerﬁg’tg RO UPBRAFDLIORS, dSSPTE oA ¢ IePR¥sage

of "generic devices al Tows,  Issuers to provide payment
cards that o Can be used for ticketing, loyalty, and
t h@he i ikeentiowV ¢4mo etpkoyp Mercbwara rvggldtm nsofMQ/veEpedtsh e Software

. .issuer. and .t he nmerchant o know ed

inchigBS B isE0F LiIF? BpFm ey o oK ey o Sefvare

migh Verslo}&T, T &atpldlah c@nﬁ&ﬁoﬁamﬂﬁs@erﬁ@ﬁal tmkm nge, 134,
| oyal ty, and the i ke o Wthout know edge of

206 s%ft&:l mea@qwghé reeremeployed; Her eaanuhiarin . confstioh awﬂs paygnent

o35 BERFELE R TER G2 $5020% LELCARLRP S VST

can iﬁﬁ}ﬂ&meﬁigﬁrt@f all b€ opayIN®BEe APdts 613151‘0@@563"61"’[1@6 I;e'ﬂt Env\éhhd)n
now be 1ﬂg}@{\;en on the functl onal i t% provi ded é
As Sél@Wérlrﬂc ti, é’@‘?ﬁi%lfge 30ncesrmarest e pageesimel 220 Gwhlch could

corrggr xd, n tBE)E ?sfg? g?{‘tf(’)&l@ 86,f f;]r(’iﬁttd Hle Iﬂeﬁttb%e%flﬁl?oré %}%cts of

nerc ant speci
the methoils, esmm snd fumctines drscmseds hereiro (iohtectively, tshewn as process

128()(e ﬂa\e/filigﬂﬁgw g%{elg&q'g ll&gg co&d%resdwtn?ﬂ\;utgg o? ?ocalean(f t 1retp?oéegsor
1220 could be distributed or singular. The memory 1230 could be implemented as an
electrical, magnetic or optical memory, or any combination of these or other types of
storage devices (including memory portions as described above with respect to cards
102, 112). It should be noted that if distributed processors are employed, each
distributed processor that makes wup processor 1220 generally contains its own
addressable memory space. It should also be noted that some or all of computer
system 1200 can be incorporated into an application-specific or general-use integrated
circuit.. For example, one or more method steps could be implemented in hardware in
an ASIC rather than using firmware. Display 1240 is representative of a variety of

possible input/output devices.
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Functionality Meaning 1. Retrieval of Cient profiles
contain informati on about the client fromthe

walpdof7eesoms cl i ent perspective of the nerchant.Pdines2006/026917

merchant can use the client profiles profile for

S i Vin ac es 0 arti Her services determning the
—Y—MS A% ent profile is merchant

SPaGiik ikGowA i® tHRHE pakti @Rl dfedheftﬁ\&ﬁo@afslse%ﬁse@ﬁ the ¥thdBSand
for different merchants in the same card

appasgiisidismessed bérein man §e distituked aqammlrt@@sofam@néaqtumfréhat itself
SS ser Vi [ e tickets a t he
com%%egharﬁomp%al Ie&calefco?e ‘%CII 131 é C(S)l’]}}‘_}]iljél rea l%)?ee %tode means
embbdied | k2o rrn@tcou?lﬁtdrt rea@zﬂjlél prég@mr B6des rﬁeaﬁ§ i dpelblestin
is a collection single tickets. Hence, a booklet is
conjyqtiongrith a gamppier Fyen fﬁéaé"ﬁ’ Qb gl ot spme of ghe gers to perform
I Ly g 0 n
the GCARR! & plclietheOtaralils | JUERIORREAY AEPLRRBL Wk le
medimmmtagdaetaarefsbnda’mlamdlmie ge fioppy fliska rhard diivaspeonieact disks,

4. S0f twar e i be e | oyed, for exanple, in
EEPREife coh BTG FEok @ AN e 3 spnsmasgion ppediingle e Hpgictwork
compéing ﬁbéﬁ@ﬁ?ﬁfc@ tﬁé gltaREde RboyRhs, 504 wh¥RS X Hannd] 'i‘lsmg time-

connéction wth payment devices such as cards 102,

'divisigre mulgpie. a@p@, cod¢-divasipn onlkltlpleagcream, etheyy sadéorfi@q@ency

t,can | nent of .one re aspe
chan 552 el G5B bloBrd Bk S e GRR Fose
withFA Gompdter I‘ﬁ?ﬁf@lﬁl}’m&?% weff THE cOmpute réHdasleSide Ml is any
(whi c cou d correspond, e.g., to processor portions

meclmesm farsgllqveng gposrast toneabmsiartions epé e, sicht remagnetic

vandgﬁ)'hF?ect : ’@(:Smgﬁlg%ril gﬁ{ {rleg%glggé %@8%&1‘%&(%%&% ?B‘spactﬂ%sk
neithe )cofk@ﬁfa:r cpsitds hed dBIS’E]'SI dmgtdlbdoiertincath abaktaich@ memory
c r 1220 co Jod be distri bu ed or _Si ngtkjl 3 The
that il Fortiest st ETIHHIOEHEN \erd g medp aficps, and
funclBE L1 SseBheRRH. ISuBh nfFRITAL YsterR! arfMYinSEIFR e b Qé}rlgcfl out, e.g.,

t hese or other types of storage devices (including
by presessing capabilon onaderdess 0Bt Z3bldle 192,t 1245 é%@ehﬁﬂ t1d0, 206,
carnds 102, ted t .

208, G Ao PR s SR oo B o bl s girihvisg or
localPERE @RS Bfockdials FBUKE De URstAb@CE S Winghdat0 THE IBEAdies could be
contains its own addressable nenory space. It shoul d
implgmentep easrvoy elgetiipgls magneticopr apticabimerpenyupe eng pembination®f
thesé @ okﬁ? T tgégsr 5P %t%l‘a%g deg Bs Mo e?oQJef Ftﬁé o sﬁ'ﬁ%ﬁm};}'f’g sfuld be
genera -uS€é Iniegrated circul exanp , -one or
constroed bmdﬁboén@tgepm ewohpabe anyphforeatondable thdedwad €rdo or

written to an address in the addressable space accessed by an associated processor.

With this definition, information on a network is still within a memory because the
associated processor can retrieve the information from the network.

Thus, elements of one or more embodiments of the present invention, such as,
for example, the aforementioned terminals 122, 124, 126, 134, 206, 208 or payment
devices such as cards 102, 112, 1302 can make use of computer technology with
appropriate instructions to implement method steps described herein. By way of
further example, a terminal apparatus 122, 124, 126, 134, 206, 208 could include a
communications module, an antenna coupled to the communications module, a

memory, and at least one processor coupled to the memory and the communications
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an ASIC rather than using firmvare. Display 1240 is
representative of a variety of possible input/output

walea7oes15yst em and Article of Manufacture DetBGCT/BSW86/026917
is known in the art, part or all of one or nore

mod R Sty o PO R b SR T D e
antehriaSAdl copRARRiSEshs 3n SRR W SopligR dabt8ts"Rd HARNAMh&Hs could

conmput er readabl e code neans enbodi ed thereon. The
be prowifsd te mtereegithi eor}mﬁgasamré dﬁ@cwsnh§15|as:onmet@m<ﬂ)e | n

or MeitigR? bl B SRPRURED BHCHElr iR Oy e e

preséid EinPgitiah a¢ans BRIl ST U6HHGkeh BERIriin éﬂihipris&@ U@Iﬁputer program
readabl e nedi um may be a recordabl e nedlum

coder ggisyadgpiet 4o pﬁ%f@lan @pe g3l of dhepeters of @Wsmeéadﬁmlan@? set
r

Tort PR RS pRleriRc 1R, b & EARRILE BhR o i K fibiony B

embodibd es a oompatemresaelhbis sneclhann Ehrthm; ouge b e em‘ts)dunents of the
mul tiple acces code-di vision nultinpl cess

Presgiit HaYeItiog; eary F‘@&Eﬁj@n%foem’aﬁ?ﬁ OJIPTIAHAZ ﬁ‘ﬁgﬁ Et‘iﬁ Cﬁﬁse the

comﬂlﬁ&e LoReSy thatorkalt flod %tebg'f ?rrﬁgfhb@d" o§ l(':leﬁlﬁg’ls%t rQ¥h WeRin,

a conputer system may be used

togemmmmamgm Fpesds ¢lemerys os fczﬁtrgrenes: depictednahdrdescribed

allowing a conputer to read instructions and dat a,

herellych as magnetic variations on a magnetic media or

heMBbug&annagtfa@m ebédidestdr bAGRe gﬁregexﬁ oRagtondihg¥e been
The conput er stens and servers descri bed herein each
desceibest berpinavive fefespnemiet thoapqompsaying Wraviags dkisdp bg understood
e
that RGN0 31 1%2%@5 B bt B REbABdmeRli R pf riogs gttor
chanbenadd modifatiolxemanibe irealediyt oneesldlled bythprapceitboutgleparting
capability on Flenents 102, 112, 142, 122, 124, 126,
ﬁDHT%QS“Eﬁ@rS@@%O PEAVHOByY any conbination of the
foregoing. The nenories could be distributed or |oca
and the processors could be distributed or singular.
The nmenories could be inplenented as an el ectrical,
magneti c or optical nenory, or any conbi nation of
these or other types of storage devices. Mreover, the
term " nmenory" shoul d be construed broadly enough to
enconpass any information able to be read from or
witten to an address in the addressabl e space
accessed by an associated processor. Wth this
definition, information on a network is still within a
nmenory because the associ ated processor can retrieve
the information fromthe network. Thus, elenents of
one or nore enbodi nents of the present invention, such
as, for exanple, the aforenentioned termnals 122,
124, 126, 134, 206, 208 or paynent devices such as
cards 102, 112, 1302 can nake use of conputer
technol ogy wth
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appropriate instructions to inplenment nethod steps
descri bed herein. By way of further exanple, a

WO e00miossals appar at us 122, 124, 126, 134, 206, 2PSr/vsahe026917

i nclude a comruni cati ons nodul e, an antenna coupled to
Cl.the comuni cations nodul e, a nenory, and at |east one
AW qcessor coupl ed to the nenory and the
Wha€ RroBimkeeat i onsnodul e and operative to interrogate a

contact| ess paynent device (in lieu of the antenna and
1. cofmuempetei-snelemetdighemethogr %qyr irdgesated npaysnent sand glepigenic
merc%lagd'{gentrgncf%&%ig abﬁe(lgﬁnrlgﬁfligﬁgstrtugmlr e Egsggg{l% ot %{%tctronic

paymnen evice s as ‘a contact card). Accordrngty,
mercdhindiéd infre@nrpre eingdrBthgtthattegnsf: or nore enbodi ments of
the present invention can include a conputerégrogram

c ofesHitainggnicseg e e oloy peienicoRry MsE hfevict i & dstitgrminal to
. - 1 . .
obtaBEAALHL B9, lid MoctBhic MEpBLPRRARY b8 oRhoIER allording 1o
the papmputtiefrastarctire,fsatd Btstterpimbhavingra Yirdt éerertha diagohentmadule
onput er readab) e nmedi um _Further, qne or nore .
configR Roreriias o R EApRE TR REEHE A AR RET gk elgotronic
merch@iRs emoBRRPT ifpArGi0dgcofRY et t heCabBOrdME GRFRMANETse
. to carry out one or nore steps of nethods or clains
infragteyctirg and coenled o, saidfest kesmingt paynayne modulep sad appapgation of
said ETBALS b LEAULEES 185 dSpeledl 3nd.deact 108G HeLEen
ATTRETG PP  FRETS 8 BROSHNERE Yo f e nEtShr dldfe! Payt
modulavent i on have been described herein with reference to
t he acconpanying drawings, it is to_be understood that
t hiecilibiing: Eeferatiomef q-mRichardliseo relpisd einfpraation by said first
i . j.Qus ot her changes and
wnnﬁ%gg'?%E@%%ﬁg%%%§&%§b%§ggh@y one skilled in the art
wi faditdtinge paantfengof rsaid tchmershapkseorrelatedr itfoanhatidve to said
i nvention.Clains, Wiat.is clainmed is; 1. A ... . .
eleotroppAvEIent ApvienEaseld Hret oyl qaymaregPdtledviship adipsaghgn
condBb3E il ARbRIaHES GhARMUShahliANRlLind Wl ShyRRMTEMastructure.
infrastructure in association wth an’electronic
nmer chandi se infrastructure, conprising the steps of:

facjlitating d.nterraggat.ion of an ectroni.c, pa nt
2. gefheinefp B ey B A s s B oS RGPV,
sapdfiel Qafar peMtAiniayRE At halgd 6€ shidi Bgcteanit i iyhRdt device is
according to the paynment infrastructure, said first
obtainigdini nal having a first terninal paynent nodul e
configured according to the paynment infrastructure and
a first termnal electronic nerchandi se nodul e
cosdid gunedhactiar eilagd tinfoieaticl & pemnated rosr edidnihiss eerminal
i nfrastructure and coupled to said first term nal
electippicragicharsdsn wodulgbasedpsridpyatiiesidtdor sai d el ectronic
paynent device being perforned by said first term nal
paymnent
3. The method of Claim 2, wherein said profile data includes information

identifying said holder of said electronic payment device as a member of a class
having at least one of a plurality of entitlement categories associated therewith, said

entitlement categories relating to said e-merchandise.

4, The method of Claim 3, wherein said entitlement categories comprise
transportation fare categories and said e-merchandise related information comprises

transportation ticket information.
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nodul e; facilitating generation of e-nerchandi se
related information by said first termnal electronic

woregochesyts se nodul e; and facilitating transferPOf/USBNE026917

e-merchandi se related information to said electronic
paynment device via said first term nal paynent nodul e,
Wi thin a transaction conducted in accordance with said
5. Ti RO giealodddtt @aaRd, SMsbiP AXABMKps] A bRSIRCTUEBmedion WED
method of Caim1l, 'wherein in said step of
entrange iof iat laaldergtoi mcentralipsl aasess gysishi krd daitle-perabandiss gelated
ol hol der of sa'éid eltectr. nﬁi#cﬂga%msnt device is
! Olgf:?tngflﬁ%l&?n%eﬁdm 3%%”@’-%1?6 SHATEE" r el at ed i nfor mati on
is generated by said first termnal electronic
mer chandi se nmodul e based on said profile data. 3. The

6. nmethomegiodoinm 5. wesrein raidafit frreinal ds gaeatrRes fgeaigal,

ﬁmh%géw%g@gag&%h%%@goﬁai d hol der of said electronic

ce as nber of a class having at | east
onéciiftatingihterabation of saghéledttomiepdyntat device by an exit terminal

associ at e rewith, said entitlenment categories .
upory &Rf Pgeiio NAaFy et ih e De. 10 400t Re STt O oF ey £PfL
inforatiOREEAd Bx® dbithifN HdviR BN bxif rBGON ifBSmEeRARLHSIE configured

transportation fare categories and said e-nerchandi se,
according tethei payorentinfmstrecnsr indem ¢xittespinel aleciwonit inadcehandise

i nf tion. 5. ..Th t f daim.l,. ' i d
mockfBSORER 69D Betf L DS oA tn B B Bt
to saitPé:deterthidalPpasaitht Aoligl, agicess system and said

e-nerchandise related I nformati on conprises initial

enfacilityiigrat leagfnerift i on. 6. The nethod of Caim5,
wherein ' e t.erqd [ n entrance termnal,
furtherp%g%é%fl%etttﬁéﬁga%g??i %r?gl steps of:
facil it ehdrgiggiafectorthghadidery of said el ectroni c paynent
. device by an exit term nal upon exjt.of said holder .
via Sﬁw&ﬁltésnr@n%mwt gt base YRAnsaichinitial enigh pRxpt b%?rmaﬁon
andéﬂic%mfs‘a{&eﬁﬂ%ﬂniﬁgﬂ.t term nal having an exit
term nal paynent nodul e configured according to the
paynment infrastructure and an exit term nal electronic

merchandi se dul e configured accordi ng,to.th . .
7. ol &5t PBHIE Ghbr A R ege I PG EIAIET (PR Eh A Stif el tyrpinal
are th@tdghexi t term nal paynment nodule; and facilitating at

| east one of: providing a ticket to the hol der, and

8. The method of Claim 6, wherein said entrance terminal and said exit terminal

are distinct.

9. The method of Claim 6, wherein in said step of facilitating interrogation,
profile data pertaining to a holder of said electronic payment device is obtained, said
profile data including information identifying said holder of said electronic payment
device as a member of a class having at least one of a plurality of entitlement
categories associated therewith, said entitlement categories relating to said e-

merchandise.
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charging a fee to the holder, via said exit term nal
paynent nodul e, based upon said initial entry point
WO ndoooesats on and a | ocation of said exit termPaEi/US2006/026917
The nmethod of Caim6, wherein said entrance termn nal
and.said.exit .termnal are.the. sane, 8. The nethod of .
10. & by Bl PEi TR G afiereim cBiq SHIIFRFRtaRo8oI eamprise
tranbgriAlif@ Fard cBte@bidd AL sai e-nldiendMRIL AR Fr@hiRiGn comprises
wherein in sard step of facilitating interrogation,
trangpogtatipeticket enfemmatminni ng to a hol der of said el ectronic
paynent device is obtained, said profile data
including information identifying said hol der of said
5 11. el etkr plihodpay &aim dEVinGereads saidmebesniof payntdn@Sdevice is a
having at |east gne of a plurality of entitlenent
confagf{esgidicleqsne (Rl aaoximéyedid-h, said entitl ement
categories relating to said enerchandi se. 10. The
met hod of Claim9, wherein said entitlenment categories
12. corfihe nshdd afiGlpon tl atvhemeinf saideelecttorgopayasenbdelvisaisdh contacted
e-nmer chandi se rel ated i nformati on conpri ses
ransportation ticket information. 11. The nethod of
10 Claim1, wherein said electronic paynent device is a
contactless radio frequency (RP) proximty card. 12.
13. Thdhpen¢tbed of Cbhiai i Wheithe sa{ relestiodicepayriand Mievicp ay aratvial-
in’teﬁL cé?céfdnﬁasfén?%l?ogﬁ é@ﬁ%@ﬂeﬁ%&é&ﬁ%n%&%& gglgtgcfztegn%ér@c%&
dual i nterface card having both contactless radio
frequenc RF) and contacted interfaces. 14. The
14. rretTlhédn‘if]IzO ACkim Lywbereinnsaih Flgcisonie epmert ¢ryjaeelins a non-
' as a noncard formfactor. 15. The nethod of
15 Card%?%aﬁl(rf}w&i(!}'further conprising the additional steps of:
facilitating interrogation of said el ectronic paynent
devi ce by S%Iéﬂ first termnal. to obtain a transaction

15. ¢ odie sethiodptLdainy Lourberfompaisingthe additional sigps of:
calecuikat i : AU i ' j N '
IO M Bl SRRy Sl
termfiized itd dtainiartrpndationwomitagandeat dveourns auohber; ansact i on
counter..and .sai d account nunber obtained from.said .
20 o ERRHRE SR abnt S et B FRLiA g rshsaction
couR& M kidakEn s hdmdgcount nunber included in said
aut hentication code; and facilitating refusal of
st cdlgfating detgiraingng méwthet aeidomanseeléonh powuerdand eeitrasapent

number obtained from said electronic payment device match said transaction counter

car

and said account number included in said authentication code; and

25 facilitating refusal of storage of said authentication code by said electronic
payment device, responsive to said determining revealing that said transaction counter
and said account number obtained from said electronic payment device do not match
said transaction counter and said account number included in said authentication code,
whereby a likelihood of replay fraud is reduced.

30
16.  The method of Claim 15, further comprising the additional step of:

facilitating skimming detection, based on said account number, said

authentication code, and a unique data authentication signature associated with said
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paynment device, responsive to said determ ning

revealing that said transaction counter and said
wa@ewonetdtshunber obtai ned from said el ectroni c PaEyIe2906/026917

devi ce do not match said transaction counter and said

account | un%gr,included_i ai d aut hentijcatjon caode,
tranggeon, by ap ‘55‘5189 spPidafieforat peghete gaidy gecount

#isaHen Foge i
7 - hatiRg the
nmgglg?%ﬂgl%ﬁye%%@%éaﬁt{l ?‘%%%@%Sﬁ%%ﬁ%ﬂ ng . det ecti on,
based on said account number, said authentication

co and i qu a aut henticati sk gnat utr e
17. 2o 38R YIRS, SRS a0y RBR PE R on
coggilithGhg! dhefoSaidh BEGaldNklBHORIEN payddingl RGLRUBY said first
nunber being signed by said unique data authentication
termdpad hapbied a fransaphen gediierd ap elecirenignpaymenfrdeige identifier, and
LS| [oIRY SRsuer: facilitating
anelﬁg{@?}r: @%@?‘?ﬁ&n@%@g?gﬁ%%@?om C pegynent devi ce by
saifatilitatisg cdleulaticradfl iroavhémicatich ¢ddarmaeat b0 Baid @unérehandise
an el ectronic paynent device identifier, and an

relatgfl o MPIHIRLON Spifk TGO e COEHYF ot FlaFFNG mavgent device
. . _ o RO
a8, o g BRceale R0k IAURRI PRI OCC,

t r davsdlteting deeotion ef regay drasleda rsani trapmytientcogge esd said

i dentifi i d el ect ' t
poy e Rt P A RRRYO imber . | aci 11 Lat i ng det ect on

of replay fraud via said transaction counter and said
paynent device-generated random nunber. 18. The met hod
18. of Top aiethorof Glam hérfugberempiisige itheaddiidinal gapblist ep
of . facilitating skinmn ction, based _on |ink .
of it RbalihiG e BRh P 57 St R b RARe

relatel] @cbimtion tp ayideidcudaicipagmbsteletick idmtifid®. The net hod
of Caiml, further conprising the additional step of
facilitating paynent for said e-nerchandi se, said

5. POYTEBCAGEN CLPR, ARl Soh el ShaBognd) of i
paympentrfensaid evinerehardise, Fidk pmathdnd dcafrrith aften $@J trinsférhersaid e-

onpri si the additional,step of facilJitating fraud
mer B PO ISR P R0 Cl5r O BPAMEGSTom £ an
attenpted usage of said enerchandi se rel ated
information. 21. Atermnal for integrated paynent and
20. el dbemethed efecleirandi Suther eoraprésing the agddisiepatesiep of facilitating
Lnfrastructure in association, W th an el ectyonic .
frang BeleBTE Vel PR RPLR b Sty PR B o Nef of st o
mer€la@éisé etated pEym@nRiondevi ce configured according to the
paynment infrastructure, said termnal conprising: a

payment nodul e configured according to the paynent
21. ! nﬂAr vt ki ﬁtéagl?fgted payment and electronic merchandise transfer via a

payment infrastructure in association with an electronic merchandise infrastructure
and in conjunctioﬁ with an electronic payment device configured according to the
payment infrastructure, said terminal comprising: |
a payment module configured according to the payment infrastructure and
configured to interrogate the electronic payment device to obtain financial data; and
an electronic merchandise module configured according to the electronic

merchandise infrastructure and coupled to said payment module, said electronic
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configured to interrogate the el ectroni c paynent
device to obtain financial data; and an el ectronic

waoreoockesyds se nodul e configured accordi ng to theCT/US2006/026917

el ectroni c nmerchandi se infrastructure and coupled to

ai aynent npdul e,. sai.d el.ectroni cnerchandi se dul.e
merchadiey BRI B8 SOERRH tor BEDHRORELSPg off & melchatie
relat&t HBSE@0H! se related information; wherein said
paynment nodule is further configured to facilitate )
t r wheteiy sapd payanant exodsledh fimthies eontfigusadetd fheiliteaganstm of said

L N RN RT g —

* condeted iPadRhcé MithasitfisehdisiRiata?ahd shitepdydat hdlas®fictdeal m

21, wherein: said paynent nodule is further configured
to interrogate the el ectronic paynent device to obtain
7 pr?ﬂé{e?mgﬁiéf@faaﬁﬁ&i NiNge4,0 @ holder of said electronic
" paymnen evi ce; ané’salglfirst term nal electronic
mesaid apadinseat modidle is sfuethaf configded do pintespates died electronic
e-merchandi.se rel ated i nformati on gasegr? on 1sai d.
payrpnb flpyiee ipgbiain profiledafaperanmg) o ghotger Phiad elegiruie pyment
devid@hflq Processing of said e-nerchandise rel ated
I Af or mati on conpri ses generating said e-merchandi se
r ebaad Eidstiterironateldcomnic 24erchbindise eraduleal coffigired o 12dgess said

e tiearaand dRBRTbesarn 55 Sallf Bher chandi so
related information. 25. The term nal of Caim 21,

wherein said gr ocessi ng of said e-nerchandi se rel ated,
23. i nTbe riemiindl eloffrimsel wheraini said PapeesEngef $9ith gimechandise

rel ated.infor ion. 26, . er :
relatt R Bl BB Al A SR RhaRE REF A AfEh.
conput er usabl e program code for integrated paynent
and el ectroni ¢ _nerchandj se transfer via paynment .
24.  nThademintlure Cimad bowPEF O PEPFeSHIE 08 kh frperchandise
relatg@fng&ﬂ%ﬁ%oh@}&@s%édf&rgpwe-lm QREPULRY iBb AR
product 1 ncluding: conputer usable program code for
facilitating interrogation of an el ectronic paynent

deyice by a first. termpal. to.obtain.financial data, ..
25. saithe dPRUpfont CTHy At IeTEY T BAITOTRG A it Sanerchindise
relat8® &P A n (cOmipl8eARABIY sal Né-hR8dHaHEk Feate® AfSknidtioA!
term nal having a first term nal paynment nodul e

configured according to the paynment infrastructure and

roni ¢ “mer chandi sé
inclidMg @sinpuet Lk[s@bl@nﬁrogfahﬂﬂc@de tfor Sadegratdd phyrhedtnmimthlelectronic
paynment nodul e, said interrogation of said electronic .
merghaidian trapeoy ¥ia »ERTYCIEdpfaTvERIe YN dasogiaipp Syith ap sieggpnic
. . ; I for
e HAEE i R A bt Bk PR AT O
computer usable program code for facilitating interrogation of an electronic

fAl i nal el [ 3. ' | )
26. 20{% fcéh}ptg rrranglgo%Fadﬁ n@r%%hréc tmﬁ(gm]gﬁ?srelcg ajl dc':o%?pu%’cd Ws&ble medium

payment device by a first terminal to obtain financial data, said electronic payment
device being configured according to the payment infrastructure, said first terminal
having a first terminal payment module configured according to the payment
infrastructure and a first terminal electronic merchandise module configured
according to the electronic merchandise infrastructure and coupled to said first
terminal payment module, said interrogation of said electronic payment device being

performed by said first terminal payment module;
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related information by said first termnal electronic
nmer chandi se nodul e; and conputer usabl e program code

wo ooo70eso13 i tati ng transfer of said e-nerchandi B&I/US2006/026917

related information to said el ectronic paynent device

via said fir termnal, p nmodul e, wWthin a
! 2RZREET B AIREBAA0R 4t Cobialbe BRnitRiam of &merchandise
relatfeﬂ ﬂﬁﬁﬁhﬁiond@it RiPhdt RAhRPAYIRRC ﬂn@fchﬁlﬁlﬁéﬁﬁl)&iﬂ@ and /-
he conputer program product of O aim 26, further
c 0 npmpgﬁen gsabdmpmgwn wsdebfos fpeibitptiagntoster bbsaid lstra¢mahanglise

rofd |l e dat t.ai.ning to a. haol.der. of el ectronic
relafl BorRart B (iR Rarobihdhe dBvES birtin BeY i gt
moduly, a¥itHh laoﬁaﬂsﬁctﬁﬁn@fndﬁﬁgd by aS@rardcewith &0 NERALial data and
el ectronic nerchandi se nodul e based on sai d profile
Sald@awentzsﬁa%@wé@nput er program product of O aim 27,
wherein said profile data includes information
identifying said holder of said el ectronic paynent
27. detlhe ecoa@u&rnjﬁﬁ‘gﬁrn pfodactc bASHaila 26N QJr&Ier |ceaptising ecopdputier
| urali ty ent i tlement categories 'associ ated

usabyRRogiRn ﬁo °S'aF abtairingrellerdatecanriagorg s hddeaf sgidiedpetronic
payrﬁéﬁt%e%c%ﬁ&@ﬁ%aﬁ?e-n%?chaﬁ&is@ tagtd ﬂﬁbﬁn%ﬁ)}ﬂq? génegﬁgd 5% said

for facilitating I ntegrated paynent an tron
first hermded ebtictrenic maarefaedise i dalegmyerbont sdid prodide daigt ure in
association with an el ectroni c nerchandi se
infrastructure, said electronic paynent device being

28. COMhk QuinBGicA BRREM P& IftTaiRAYMBMerdil khi@DREIE Ubh ncludes
said electronic I}yﬁ/ment devi ce conprisin a nenory;

infopptiontiderdf¥ing said hotdse oF said elﬁ@upmédnavmesl ayiogepryember of
L at
a cla??{mgvnq% gtglgg’s% She ?F AS gliglraa(flgf(g@%ntl\ﬁ%melqt cat CI é (ajsge e%tgd Bherewﬂh

i'on 0 ronic pay
said ehtitdmdre catepaiestrelaii @i saidf ¢-mafutiaadiselat a, said first
term nal having a first term nal paynment nodul e

configured according to the paynment infrastructure and

29. & A HeckBhid glieablien! Qﬁ&?%

confi guerced ac@g%qal ng t%l thg)re eC??[r Slﬁtng&%ﬁi ﬁagyment and

elecirorfic asdrchmﬂisadrmﬁr ofmjplpaylmbmt Bdifagtridturst int assaviiatmh with an
n af said electron

d nterr 0
clecti e MerTROtise” TGO Er oiga csoiallt o PRyt ey naring

conf@ﬂ&?ﬂéeoiﬂlﬁg |t@ thd P&rhdrk Qﬁfri@ru%?@ rald 8@ct9§mc payment device
e- nmer chandi Se relat'ed i nformati on by said first

Cmnp@ﬁhgnal el ectroni ¢ nerchandi se nodul e;
f litating transfer of said e-nerchandi se rel ated
?‘g?er?rna? V’oeﬁldt 0 said electronic paynent device via said

fi esleadt@nBipieiesfoayomiéd 0@ Membirf, Rbidl @otdsstIREle &Perative
to:

facilitate interrogation of said electronic payment device by a first
terminal to obtain financial data, said first terminal having a first terminal payment
module configured according to the payment infrastructure and a first terminal
electronic merchandise module configured according to the electronic merchandise
infrastructure and coupled to said first terminal payment module, said interrogation of
said electronic payment device being performed by said first terminal payment

module;
» facilitating generation of e-merchandise related information by said

first terminal electronic merchandise module; and
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conducted in accordance with said financial data and
said paynent infrastructure. 30. The electronic

w@2opmeeso1dievi ce of Cl aim 29, wherein said procECEUS2006026917

further operative to facilitate said term nal
obt ai ni profil e dat ertaini to a hol der of. said.
el ectr o'ﬁlﬁ?%l%a%%gﬁ?&%re& %éc,'i PP B 4eleed. nERtin e gaid

elecfr@ﬁié‘b@ﬁnélﬂfdé{/ﬁ@tvia%id SrsOeRRIaL ﬁﬂln%t aflflel Witk a transaction
term nal el ectronic nmerchandi se "'nodul e based on said
conduetstliih ecabadance 9ith sTlddinzheiet davmpnd grag pemend enfraseuchire.
Claim 30, wherein said profile data includes
informati on identifying said holder of said electronic
30. Payme %lec%ﬂibﬁﬁrﬁén@dmd@fm 29 CWASSInNRAK P@cébor BFfther

one of a plurality of entitlenent categories )
opergidvoloi aeibithte $rid tewhingl olaingnganelilel dateeprrtabangigor iadder of said
.at | . d e-nerchapndi se, . Jhe electronic. .
cloc ST kel 381G “WBER 28 ne dhinel yufd ullipy i
geneogted dyisdil fist Renfnal slestidrc ficegitintite eAdnRCHdsed oiishid profile
entrance of a holder to a controlled access system and
datagaj d e- merchandi se rel ated i nformation conpri ses
initial entry point information. i 33. The electronic
paynment device of Caim32, wherein said first
31. t el elctrosic paymentrdemce of €larinn3{), whetwn edid psafilel data includes
. rocessor.is furth oper.gtive to: faciljtate
inforptop ATy e g L ob rul elssiPRC paymERt Ao s mymbst of
a cla®Xhavih€hiTea® bnd!BONplRMlfty 6f ertletheiOtAQIOriES AISated therewith,
system to said initial entry point information, said

said eRiiflernent gitagoridsaclating wrsaiske-merahendisel payment nodul e
configured according to the paynment infrastructure and
an exit term nal electronic nmerchandi se nodul e

32. cofmhé gelectbnie Gay@eimg devicé e Elget RONiviheredt A gr&®@ssor is
infrastructure and coupled to said exit termnal
opergiysioriterion srid; steps dn pernertiempvith gntrprcgnf adipddes o a controlled

e S St e L S o D00, B S
poinbadedhatipon said initial entry point information and a
| ocat iion of said exit term nal.
33.  The electronic payment device of Claim 32, wherein said first terminal is an
entrance terminal, wherein said processor is further operative to:
facilitate interrogation of said electronic payment device by an exit terminal
upon exit of said holder from said system, to said initial entry point information, said
exit terminal having an exit terminal payment module configured according to the
payment infrastructure and an exit terminal electronic merchandise module
configured according to the electronic merchandise infrastructure and coupled to said
exit terminal payment module; and
facilitate at least one of:
providing a ticket to the holder, and
charging a fee to the holder,

via said exit terminal payment module, based upon said initial entry point information

and a location of said exit terminal.
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