ATOM C MULI TPLE MODI FI CATI ON OF DATA I N A DI STRI BUTED STORAGE SYSTEM
BACKGROUND [ 0001] Distributed systens, including server farnms, web

servi ces,weandiodi4si2ri but ed, network-attached storage systPerasShawmciseTone

i ncreasi ngly common, providing vast amounts of conputational and storage
resources. Distributed storage systens use storage space across nultiple
nodes throughout a potentially w de-area network. Data access routines for
accessi ng AROMIStMURATPDE MOPSFICATION OF DATAGN A DISAREBSYEDSTORAGE™MNage
mul tiple client sessions requiring Sysifgneous access. However, to

mai ntain a consistent view of the data, nodification access nust be limted
to one host at a tinme. Additionally, a client session performng nultiple
nodi fications nmust mai ntain data @éﬁgggggﬁgy)throughout t he application of
the nultiple nodificatjions. SUMVARY [0002] Enbodi nents of the invention are
def i ned dﬁ 09He cl ailfstrvaicdyviysises: WRIUGING SSREF arms, RichHeTvases) angydistipuigdof
various aspects of the invention are provided here for that reason, to
provi de awtwursraiachedoftotdge syissolsobavcebecand ingrdaginglyd oeemans etawading rvast
concepts that are further described below in the detail ed-description

secti on bhehcmts ditdosnphitatishilyanidstarage teb@tehe dDiseibuckeniidrbye sBieniscdk i@sgeor
essential features of the clainmed subject matter, nor is it intended to be

used as ga@é forb8y Insiflad 'n@ﬂ'est Arslehenim MR tdnlisl P %H@-af}fa ﬁeka@o&l apaedaguly ect
matter. 003 Enbodi nrents of the present invention relate to performng

mul tiple . 'f&aﬁéq%gk? p# atf sfored offROfes® 'S e&%bﬁ?edf%@%g%ﬁttéﬁ ‘Px{ﬂstm‘éﬂh%f t he

call ed a onlc I'on. I n sone e one
mul tiple nDdl ications is not succ ssf ul . if the precanditiaons are
ot ety Rl ReSon Rl ki S ARRR Y S Hpveb o PEOR HehS ARG t he

streans to their original state before the start of the atomc multiple
10 view of the data, modification access must be limited to one host at a time. Additionally, a

client session performing multiple modifications must maintain data consistency

throughout the application of the multiple modifications.

SUMMARY

[0002] Embodiments of the invention are defined by the claims below, not this
15  summary. A high-level overview of various aspects of the invention are provided here for
that reason, to provide an overview of the disclosure, and to introduce a selection of
concepts that are further described below in the detailed-description section below. This
summary is not intended to identify key features or essential features of the claimed
subject matter, nor is it intended to be used as an aid in isolation to determine the scope of
20  the claimed subject matter.
[0003] Embodiments of the present invention relate to performing multiple
modifications to one or more streams as a single atomic unit called an atomic multiple
modification. In some embodiments, if one of the multiple modifications is not successful

(e.g., if the preconditions are not met), the modifications successfully applied are reversed,



nmodi fication. BRI EF DESCRI PTI ON OF THE DRAW NGS [0004] Il lustrative

enbodi nents of the present invention are described in detail below wth

r ef er encewoaotongs@art ached drawi ng figures, wherein: [O00@BT/USRE@Y/0d0sdEpi cts a
di agram of an exenplary network environnment suitable for use in

i mpl ement | t he resent i nyention; [0006 IG. 2 depi a bl ock di agram
of an exéﬁ‘b‘%&?%t BorfiPhdOd Fc%“%ﬁ‘i‘lt sipice L? e SEH ?ﬁﬁfreeﬁmw rguiiR s
present invention; [0007] FIG 3 presents a bIock di agram of an exenpl ary
stream i rmedifieatitance with an enbodi ment of the present invention: [0008]
FIG 4 presents a block diagramof an exenplary neta-data block in
accordance with an enbodinent of the present invention; [0009] FIG 5

t bl ock di t
Becordance w th an onbol IERCET TR pﬁé%%’ﬁb‘ﬁ. BRERGE calion L
H ustr at[ﬁﬁﬂ f1ow Iﬂuﬁ%‘[l@ e%ﬁb%‘ﬁ’i glt?l 0?‘1:5111 B%Sénqrm{? 1f08raqﬂe %sr{;}ﬂeallg l(%tall

nDdlflcatlon to on as a I'n accor dance

w th an nt of the res i nvent.i on 0011] FIG 7 illustrates a
f1 ow ia&e gv mﬁbena%@ﬁaﬁa%&dre%gﬁgwgs ee]essfm modi fication if it

is determned that a second nodification would fail in one or nore sel ected
streans i[A0@dcor dadde. hidepickr dEngyeri afantcxemplanengivedesitviiopynent sugable fen 12]
FIG 8 illustrates a flow diagram showing a nethod for performng nultiple

nodi f i catusomnsindeoo@ingrtherpreserg imveatisn;as a single atomc unit, including
determining if one of the nmultiple nodifications would cause an

i nconsi stjgpgs] or f &1G. 2idRpRECOPBAIARgWN Bf @M cfimshyrRRfputhe dbECPEEREBM
invention; and[0013] FIG 9 illustrates an exanple of a %tlp | e

modi fi catd,ple ih BmPRARKIANEE pskRk invention;

10 [0007] FIG. 3 presents a block diagram of an exemplary stream in accordance with
an embodiment of the present invention;
[0008] FIG. 4 presents a block diagram of an exemplary meta-data block in
accordance with an embodiment of the present invention;
[0009] FIG. 5 presents a block diagram of an exemplary multiple modification in
15  accordance with an embodiment of the present invention;
[0010] FIG. 6 illustrates a flow diagram showing a method for performing multiple
modifications to one or more streams as a single atomic unit in accordance with an
embodiment of the present invention;
[0011] FIG. 7 illustrates a flow diagram showing a method for reversing a
20 successful modification if it is determined that a second modification would fail in one or
more selected streams in accordance with an embodiment of the present invention;
[0012] FIG. 8 illustrates a flow diagram showing a method for performing multiple
modifications to one or more streams as a single atomic unit, including determining if one
of the multiple modifications would cause an inconsistency or fail, in accordance with an

25  embodiment of the present invention; and



an enbodi ment of the present invention. DETAI LED DESCRI PTI ON [ 0014] The
subject matter of the present invention is described with specificity
her ei n t owoeeto/@s@vyut ory requirements. However, the desecirSean/osassel f i s
not intended to limt the scope of this patent. Rather, the inventors have

cont enpl that t |.ai med subj ect tter .mght al so bhe enbqdi ed .in

ot her wail@&%ﬂo e ifleS dfttarent rBpls 0 P%Hﬁ?%&ﬁ@%&o&rm@?% aneeyifhar 1o
t he ones described in this docunment, in conjunction with other present or
future teamadlodghey of Misrmsesgarinventiodough the ternms "step" and/or "bl ock"” may

be used herein to connote different el enments of methods enpl oyed, the terns
shoul d not be interpreted as inplying any particul ar order anong or between

vari ous steps herein disclose%€£¥ﬁ§$£§g§CF§%€@Fqmhen t he order of

i ndividual steps is explicitly scr Enbodi nents of the present

inventio di r ect,ed i tinpl ndi fi cations..of hat. | s
stored i Hog{ﬁi stri glr}%eesc}ltb ec%rtt Qgg ?glges p%sglgy@\gérlﬁfogﬁ § s(f%cs)ér}g%g %@%gg%mﬁéﬁtya

net wor.k conposed of nultiple.nodes distribu eq?throughOQE.a Iarge &thork,
each dni tNETN dAMECE SRMILY RIS Shy AW pichr BF idesrrpfioR iiselhds sddafegred to
potentially sinultaneously. Furthernore, there is consistency to be

mai nt ai ndniadhoseepdiof tlip datenbi Retbsr, dhe greatoachasscontranmatedutlrdk thq plaaegler f or

a consistent view of the data to be maintained across all client sessions
accessi ngubjeet dattta; nmiphli hisoaltd ombodict he datia wageds il dibferait natpador
Wt hout coordination over the nodification of the data, it is possible for

two cli erdonf@sdiofSf §tep@mmhilhiy/ ol the oRbLERSriBdd MathR dodumBnt, REEIFIrti6A tvitNner ,
causi ng unpredictable results. Furthernore, w thout atom c application of

mul ti pl egd.t%frqfrgs%ﬂte&dﬁﬂfre '@ﬂhélb 3l | %gb?eoxje}, a@ltﬁoﬁ’%ﬁﬁlie%rﬂlsf‘%{ept’ Qﬁd/gf’“‘ﬂ)l?&?’o?f aa

nmodi fyin i'ent session to |eave a in an rnconsistent state, o

Secong, Che Db B9 8r H h  SRHRE PR RS e

primti Veno? g rir%érlp?er‘gesd ssr i?nprlgiglgf Ia1r13? garticular order among or between various steps herein
disclosed unless and except when the order of individual steps is explicitly described.

[0015] Embodiments of the present invention are directed to making multiple

modifications of data that is stored in a distributed manner across a network of storage

15 nodes. In a network composed of multiple nodes distributed throughout a large network,

cach unit of data can be accessed by a plurality of client sessions, potentially

simultaneously. Furthermore, there is consistency to be maintained across different pieces

of data across the network. In order for a consistent view of the data to be maintained

across all client sessions accessing the data, modification of the data needs to be

20  coordinated. Without coordination over the modification of the data, it is possible for two

client sessions to modify two pieces of data in an inconsistent manner, causing

unpredictable results. Furthermore, without atomic application of multiple interdependent

modifications, it is possible for the failure of a modifying client session to leave data in an

inconsistent state, or for a second client session to read data representing an intermediate

25  1inconsistent state.



to coordinate the nodification of data. In particular, when i ndependent
application of individual nodifications would create a tenporary

i nconsi stwotosv@s®y it is desirable to have the abilityPCo/tsppopersuttipl e

i nt erdependent nodifications to one or nmultiple pieces of data as an atomc
transacti 88 t her eb%(%gqr eventing incqgnsistenci.es i.n.the view of the data
from ot hdPVHli ent sELRICEHY these fyes OF SCPPHHERGECTH BTNHYE ONETAtORS AFFDEUITGS: |
al so desirable to be able to cancel an entire set of nultiple nodifications
i f one ortorpepediegte theemodiivation I9& detic c s prticnlpr, aplin wdepandertednplipttonedit i ng

i nconsistencies in the view of the data resulting froma partially

successf uhdividansmodifiomionddetiuld aratk laytgmpdratysindesistal ktatet @ ibdesabble td bawpeci fy
one or nore expected preconditions that nust be nmet before a particul ar

nodi fi catth@BbiiBokPpSUaEIEHES iHtckdepafdnt 8B diflcA86RAY oAk bPWuNEIE bicBE ofSRES ONS
to coordinate the application of independent, potentially conflicting

transacti j N jm st G- -\ . itati t of

ai o r pout'Say SRRy BRI Bty FFERARL Mo INheiEEHARE VI LPH % 56
session Y are,both executing an alqorit that requi.res the o _read, t he
val e of QB AT e G ARRlS o PR i FRat AT Bblate i K
based on the previous value of data A and other external data deternined by
the respdet§apeclcyn sptiresest Qfomultiplg adifigagpnsif epe 0§ J8Qicopl Jcahgarrat by f or
client session Y). The new values of A and B can then be witten as an

at om ¢ operesifolly applwsly drerelyi preecntiog linghsistenbies th et viee rof teaditagesultiengral ue
of data A and witing the new values of data A and data B, it is possible

that cli efdm sessiigly tcasdfidltiaagictis@sAdditonallyoithis rdesichbliatcabdAablt tb Bpedhime
time, then independently conmpute new val ues for data A and data B. First

clienp s&midMate 8Rpkctd¥SIeIndfthns 388 %iljl%f‘bé/ itk béfod 4 Eéﬂ%ulﬁ?m‘@ﬂiﬂg_@?ér@@iﬂ

respective new val ues for data A and data B using an atom c nodify

t ransacti,Qn t id | . er...the eff t | ification
bl od b5 e PR aBoltld I S HEP R in N e b0 S Eb ARt hnd TR o
applied hy, client sessi. Y, resulting in patentialinconsistency with

r espect t%df‘é%?{l aPOtﬁ%ajg anfEfFE%ﬁfa UNF 1Bt a SPEMHSYG, M without

necessitating the use of distributed locks.
[0017] By way of example, client session X and client session Y are both
15  executing an algorithm that requires them to read the value of data A and compute new
values for data A and data B which are based on the previous value of data A and other
external data determined by the respective client session (data Cy for client session X and
data C, for client session Y). The new values of A and B can then be written as an atomic
operation. However, since no lock is held between reading the value of data A and writing
20  the new values of data A and data B, it is possible that client session X and client session
Y both read data A at the same time, then independently compute new values for data A
and data B. First client session X and then client session Y will attempt to write their
respective new values for data A and data B using an atomic modify transaction, and both
will succeed. However, the effect of the modification applied by client session X is

25  effectively undone by the modification applied by client session Y, resulting in potential



traditional network-based file systens would require that client sessions
claima distributed |ock across the read of data A through the wite of
data A amsiocatod4B)27t her eby preventing client session Y PCcormSc@adsosg? t he
val ue of data A until client sessi on X has conpl eted updating data A and
data B. However, use. of a distri but cjf i ntrodu es signi fi cant over head
and r esul POTPRIACHOYIEN FPHGFT & GRETRY b‘éﬁt%d QYRIEETH sy WL APPRENTEG TRYent
session X fails to release the lock, then client session Y can be prevented
f r om makitrgitimelmeseorkriuedd rile e$ygstem|5hevq@u1<ésréﬂnmqu rbEnclion ssseipds ddia rreed
for explicitly distributed | ocks by allowi ng client session X and client
sessi on Mistobstpé tackyacprse dendad b dsta tAh diroughsthe lneiteret dathenatcdéata &, thengity t o
wite new values for data A and data B. In this exanple, client session X

and cli erfrew@sifg @lenf RAGoh Yefibin Radiigithd ©hNE &f dtada Airdil @lidat Rsforf Xnhie
replaced, it nust be true that the value of data A has not changed since it

was rgad l&@& ggaiﬁl' Oghta! A‘Mahél datdc dﬁeﬁ%vde()et' iﬁe %P%aél&mbﬁ{eﬁ dl%clg(? trodu e

modi f "cati 0 s occlrr ed bet ween readi ng data’Aand witing “dat a
B. Fbmever i n X.W.ll not .su datl n at S|nce
The var il ot Rmgda b enaa s aiaingsminlSaRy: MhSibel &a il
update. Cient_session Xis free to abandon the op eratlon or to restart
the enti ressiydelitle toyelpass dha ipchathen glispicressignin caq he argycatad drommaking a
remai ns consistent both internally and with external state. [0018] The
speci fi ¢ meagrasshedefmistynilbd prasenthevangbwevdids the nged for erphgitlydfstrarugett lotlor ns.
Common forns include files and groupings of simlar files. According to
sone enbagdi diertisg clicnt hssiph eSai clicAv &R88ibO 1Y, totspeci flagracdngitivng @it ardt bt
streans, wherein each streamis a data entity conposed of m scel |l aneous

stregg ”E&/l?éﬁaﬂl%y REECRBT td GRité %e@ val@sSfol €@t R, dAL T8 tﬁ%néiaﬁ{plé)cﬂh'eﬁry
expiration time, etc.), as well as an ordered sequence of references to

extents. £ag &1%&83&1 +t 38 s%H)?Se%& St ﬁl%?héf%%’eo&hsta Rra%% cfﬁgafé%gr‘ﬂ%g §1Rleq aPPeENd
bl ocks. Each append b 'S bl & 'S CO a con guou's
order edseene ot byl Valuiss, e extent r et erences, my, by, appended to
will succeed in its update, since no modifications occurred between reading data A and
writing data A and data B. However, client session X will not succeed in updating any
15  data, since the value of data A changed between reading data A and attempting the update.
Client session X is free to abandon the operation, or to restart the entire sequence by
reading data A once again. In any case, all data remains consistent both internally and with
external state.
[0018] The specific data being stored in the network can be in many different
20  forms. Common forms include files and groupings of similar files. According to some
embodiments of the present invention, the data is organized into streams, wherein each
stream is a data entity composed of miscellancous stream metadata properties (e.g., a
stream name, access control policy, expiration time, etc.), as well as an ordered sequence

of references to extents. Each extent is composed of a contiguous ordered sequence of

25  append blocks. Each append block is immutable and is composed of a contiguous ordered



but once appended, extent references cannot be deleted froma stream It is
possible for nore than one streamto contain references to the sane extent,
or even fwoa108048@7e streamto contain nmultiple referenees/useomierssane
extent. New append bl ocks may be appended to an extent until the extent
becones seal ed, ter ich the ext nt becones |nnu%(g ge an extent is
seal ed, iSFq‘&Qﬁ?IB eal ey, eXI&Bb RIS RY PragPnsBechie heane ofa SBFaPenpved
from an extent regardless of whether or not the extent is sealed.

Ther ef or dut oneeapnended catene rfercaensycagraivpd delepd donf aoromAkidepaisije for one
enbodi ment of the invention, streans are organized in a file systemby to
storing enm$nhmdmkam&mﬂaokam@ﬂn@&muﬂmmﬁ)ﬂmdmmenﬂentprb@@ﬁbtgsﬁ@mpﬁeﬂnextent
servers, and storing neta-data describing each streamon a centralized

server Orto$88tain mhkti@ht defr&RUPloetlc iR Bxteht. NV Hpend TocRPREN e difcddéPtoan
extent, the client session interacts with the correct independent extent

eI Ve, Ca%”é;&&ﬂgﬂﬁﬂhe %9{% 9&&%%%%&69&& \kzﬁlcﬂ'thle)(teﬁPﬁ{i&%e% i fi@es not

facilitate coor ati1on o appends to distinct extents n contrast, the
net a- datqafor all rel at rea is nal %Pned n a centrghlzeg4 erver, so

ef fi ci ent SR BA ?dd FHPRELE Jnue %F dy B85 8¢ Bogifishez0 By
way of exanple, the nmeta-data associated with each stream coul d i ncl ude

i nf or mat iT6MOEE Froas ap rrate regdlesy ploathethgier ngt dhopatenty susfalede Thawttes i er
(GQU D), access control policy, expiration tine, and an ordered |ist of

r ef er encetretos tirbedsttennly erémtn srake up the stream One advantage of this
organi zation is that extent references can be copied fromone streamto

anot her vootmut t heAsweding @ oy embedimdatt ¢f the inveatiowg tswedrks alengimnetd i@ y
reference lists are altered in the neta-data stored on the centralized

servey. BRcaysen! e Rk AN JRRCHRYI 92 @BLY oRi RGN el@Hée[SEE&Hﬁéda

t hey can be eff|C|entIy i ncluded as part of an atom c mul

Todh {1 SRl shCRL IR AIROYLIBLA RLchiR, UPRELAR o E: 1%ead ghgod el

coul d befﬁl rp anon es®in netmor ose S led in
the art Vgnllalll tlgﬁt?)g Qéuzp e({ Ql%uB ro‘%ssgpvtersl n g %H)gn% (?ac‘gallj Itod al?' %Ete}{t, tlc1)e latn@[1 sfesosliorlrlat S

interacts with the correct independent extent server; consequently, appending to extents is
highly scalable, but does not facilitate coordination of appends to distinct extents. In
15  contrast, the meta-data for all related streams is maintained on a centralized server, so
efficient coordination of updates to stream metadata is possible.
[0020] By way of example, the meta-data associated with each stream could
include information such as the current stream name, a globally unique identifier (GUID),
access control policy, expiration time, and an ordered list of references to the extents that
20  make up the stream. One advantage of this organization is that extent references can be
copied from one stream to another without the need to move any data in the network.
Instead, only reference lists are altered in the meta-data stored on the centralized server.
Because the duplication operations only affect stream metadata, they can be efficiently
included as part of an atomic multiple modification. In other embodiments of the

25  invention, the meta-data itself could be distributed among multiple nodes in the network.



ot her than streans. [0021] According to sonme enbodi ments, the invention
provides the ability to batch multiple stream precondition constraints and
mut at i on WPeneki48023 into a |ist of operations and have Phe@rsecfoo6isd’ as one
atomc multiple nndification Qperations include: stream neta-data
precondlpfon cqgréralnts rean1cre€t|on stream del t|o é ?n1

renani ng, | SpPKIEES i et 83 $8G08H128 e RECSTE ARYEHER SOF &PP Pefat& {Q18REs,  and
setting of m scellaneous stream properties such as expiration tineg,

r ead- onl ytldralan sige®ss control information, and replication policy.

Addi tionally, some enbodi nents of the |nvention provide the ability to
express dPe3H- st r eaiecopin@atd wns dnbddénems,dhe met@icanmesidethotbidity to batch

nodi fication operations within the sane nultiple nodification. For exanple,

within a rﬁMhEle@t@aﬁ%bédn@ﬁidn%nsﬁrahﬁtrs ndBYutheora6ishiritionl dhto QPR i lopBatianp! i ed
to streans that are created by the multiple nodification. Simlarly, within

a mul i pl drH%% fiid (ﬁké%'il ésh&{e atOfYe len%@ﬂhfohﬁﬁl fp%@r&h RSinfRRL! §fLahO

streans t at are ete renaned |cat|on
operatlonst associ tln ch |n |V|dua operatio recorﬁ in the nultiple
nodi fi catTof atPFe‘.EPI{ ? %3? %‘Fh FIERHIoN, SHCHY Jd5Uny SHEAT §eMitiPge
streans in a Cross- streanloperatlon by their respective record indices in

the nul t i PIPHCHOH; o cxBing §x 1584 FeéeTpses émﬁ%athegﬁtfe@a}ﬁs anchedidng elemisceliasowy e

created or whose nanes are changed during the multiple nodification can be
r ef er encetteam paoperti¢sneich ps chpiravortgec, otad-oidy flalgt aqskess ermdtiol indeimiagion, Fulr
exanple if there are 5 records in the |list of operations to be perforned,
then if trbgliction pplidyatAdditiomllg) &aiid drgbalimens Sf thednvendioy pedviddihe abiliey to
operations can refer to that streamas the streamin operation 3. [0022] In

accor@anc&piist RrARsfERRpBRALRs INRrinMEREIRMCE BV HEHES nlddfi@Rbh 'obé’raﬁ@ns _
express non- nDdlfylng precondition constraints as operations in a nultiple

ol L 20l SFIGEE RRERRUANR Rt DETRELNAS IRuAY AR hodiefibh BANOS T

the state © reans can ca

modi fication to i f preconditions are n
may be a(fi(? tlonal ol?erat?ons aptphgd Stoa st?ean?s that are created by the multiple

modification.  Similarly, within a multiple modification, there may be additional
operations applied to streams that are deleted or renamed by the multiple modification
15  operations. By associating each individual operation record in the multiple modification
with a target stream identity, and by referring to source streams in a cross-stream operation
by their respective record indices in the multiple modification being performed, streams
whose identities are created or whose names are changed during the multiple modification
can be referenced at any time in the course of the multiple modification. For example if
20  there are 5 records in the list of operations to be performed, then if the 3rd operation is
creating a new stream, any of the other operations can refer to that stream as the stream in
operation 3.
[0022] In accordance with an embodiment, the invention provides the ability to
express non-modifying precondition constraints as operations in a multiple modification.

25  These operations by themselves do not result in any change in the state of streams;



met. This allows nmultiple clients to inplenent coordi nated mani pul ati on of
stream state without requiring the use of external |ocks or other

synchr oniwatoov4s@@chani snms. Exanpl es of preconditions tiratr/usagooeosspeci fi ed
i ncl ude: stream exi stence, stream nane, streamidentity (a uni que 1D
preserve cross, renane, byt changed.across_del etel/rec stream

ver si on ﬂl?ﬁ‘t?éf?r theyr @Ml a@‘cli“éen%l“i?tﬁg? “%Prﬁ’ﬂsif“é’%f”éﬁ? ‘i‘lgf IPTE “&%‘ér%e 199023]

I n accordance with a further enbodi ment, the invention provides the ability
to eff ecthsteMpiscallomisqauléiplsorlicntsrie inmlesmans gperdinstesnmanipplotioreaf streasasiteas

part of an atomc nultiple nodification. A streamcan be nodel ed as an

or der ed seithoainceqatingefher essccef ¢xocraaintodmsoors otlat asymkboka(iex treathanhistneat ar e
di stributed throughout a network of storage nodes. It is possible to copy a

stream byE:gipKsyofTRedinABioht $hat eyt spafidh civindliddg stedn® Wkisteh &2 Mr¥nk Rafbe sanme
data, but in neM/extents However, not only is copying l'arge anounts of

data firom,ang 188%&1 %ijﬁnl‘ﬁ Ser@lly §8¥9 rl%ha et MBEé(géc?gss' d%ie%&?éc}’e%te)

act|V|ty t hat |nvo ves e netmor é but the sane extent may
ref erence one stream % F E to effectlvely dupllcate
FeRt oS

very |ar dgreg‘)é tefsb%]sn%‘ﬁabeé Sérteﬁlélaeé?%tio& té{n%n P T Possibly in a

different position) sinply by duplicatin the extent; this action is

li ght wei d 5 2Ynd redbisreydinsecupys Hgthsr e qdiments thednrsndian areasmsdhe ability
Furthernore, all of the state that is manipulated to performthis type of
dupl i cat ito reficativahe dnplicateaportonshyf sttpemcemten lintpretes- stesams se pagrof ah atomic
consequence of this nodel is that duplication of potentially |arge portions

of st reamglopleenbdificgivnonesttdaheadi borimodébdbben oededeqpetdeasimeftrasepart of
an atomc nmultiple nodification, without requiring |ocks to be held for

| ong jger | @H8eRfust dE bldekt §BEEnSPHlad aus ‘%hsitrhélﬁecf? @t%ﬁ’gﬂd& Bé ﬁ&@voﬂ@%y SRIHAROSES,
i ncl udi ng stfeam concat enati on, garbage col l ection, log/ journa truncati on,

si ngl e-i E{S)Otd‘&{"(i* nng F)?ed Q% reﬁgdol &@ﬁ,hlre\édm%tltg §01198} legrlttn?% Qq’ﬂ Gh a

| ar ge nunber o eralons O an atomc nu

nodi fication to. uce th nber of transa ions required to conplete a
cert ai narBGH Bt flvx‘;g? KAmg; &?@%ul?fﬁt 1 BAY £SO £ %‘ﬁ?‘ie&n’éoqfa?%‘ydlér‘é)ﬁwg Jarge

transactions, they nust be ' o ' o
amounts of data from one extent to another an expensive network/disk-intensive activity

that involves multiple network nodes but the same extent may be referenced by more than
15  one stream. It is possible to effectively duplicate very large sections of a stream into a
different stream (possibly in a different position) simply by duplicating the extent; this
action is lightweight and requires no copying of actual stream data content. Furthermore,
all of the state that is manipulated to perform this type of duplication can be maintained by
the central meta-data server. A consequence of this model is that duplication of potentially
20  large portions of stream content from one stream into another can be performed as part of
an atomic multiple modification, without requiring locks to be held for long periods of
time. Clients could use this capability for many purposes, including stream concatenation,
garbage collection, log/journal truncation, single-instancing, and aliasing. Additionally, it
is possible to batch a large number of unrelated operations together into an atomic

25  multiple modification to reduce the number of transactions required to complete a certain



redundantly conmmtted to persistent storage before they can be considered
conplete. The | atency/ perfornmance of durable storage (disk) commt

oper at i orsocar/dago2a maj or limting factor in the scal abPCirtust@ent@samnance of
a transaction system and the ability to conbine many operations into a
single commt can be advant agﬁous. Al.so, since thfz server can be able to
exani ne AMOUGF Of MEPTEHAINGE A dplarBPETISHIANG At 4FP %Ham&%qnsoﬂ}emlﬂ%ﬁeons
can be inplenented that would not be possible otherw se. [0024] In

accor dandeduiidently eeramittasoeineesattent sidieed bafetsttheshcanaled ¢ansisleeed commwletpiThay to
express "all-or-none" semantics and "sinultaneous operations.” All-or-none
semant i cdatguey/pnfoemandtchailt dirdblantoragegidak) oommit dpeeationk thpbe amgof limdtingon
fails, then the entire nultiple nodification fails and the state of the

streams sBiBE e thel RhlaPWiEN/HérEdthiaple 8f & tha@fdctibA syiemShid thePIbiIRE th Lohibenest art
of the multiple nodification. This allows clients to rely on the

consi gt e '}ﬁélnr?g(tpegelﬂﬁ)ﬁl? §Ab %Osﬁiglg@&ﬂlnﬁ@catn%. ATt e%o:ug. Rfsol fcd ML 5ERLEcan be

nodi ficatlo taneous” operations in a I'ple nodification system

allow certaipn sets of ification.,t@ occur.in a single atom¢ nultiple
o 11 caPBnR R HOCH &7 S i ReF Sppine wPe e R R 1T ver e
performed strictly sequentially. By way of exanple, it is possible in the
same nul tlpﬁieéner’i*%%hi“c‘é‘?ql@ﬁmtl?? Roéﬁﬁy?eo%?r%s&m "A" to "B" with one operation,
and renane stream"B" to "A" in another operation (i.e., to swap two
streans i[A02He nandspacedwmcchvitiweoropembhodiornsls, ththesmtivndaolercatthoatslityoul d
not succeed if perforned sequentially, since the first operation would fail
due to a toaRpePACH|-60ChdrcSisomantRErdhdr Yinngtahbussopeutivoaguenil-oghdne sseiahtcs
require three operations and the introduction of a tenporary stream nane

(i.e.10 renamBiccdthak & an§ opcfRRBATE theBnultiBle ModificSMRMRils, thed Bic cBiide mhikippoul d
al so conplicate the process of "unwi nding” a partially conpleted rrulptl pl e
[

o 124 O R ST € S RSP FLARLAL 8 oSS
set of oheratiofs LAt Ae all, apalletclmult Meokly, Sl RoLPO I neee
consistency of the state as well as the atomicity of the multiple modifications.
Simultancous operations in a multiple modification system allow certain sets of
15  modification to occur in a single atomic multiple modification that would be difficult or
inefficient if the operations were performed strictly sequentially. By way of example, it is
possible in the same multiple modification to rename stream "A" to "B" with one
operation, and rename stream "B" to "A" in another operation (i.c., to swap two streams in
the namespace with two operations). These two operations would not succeed if performed
20  sequentially, since the first operation would fail due to a namespace collision. Performing
the swap sequentially would require three operations and the introduction of a temporary
stream name (i.c., rename "A" to "C", rename "B" to "A", rename "C" to "B"). It would
also complicate the process of "unwinding" a partially completed multiple modification

(all-or-none semantics) if one operation fails after others have succeeded. An atomic

25  multiple modification is treated as an unordered set of operations that are all applied



states, and allowing the server to optimze inplenmentation of the atomc
mul tiple nodification. [0025] According to further enbodi nents of the

i nvent i onwvotzhw/@s@@gent invention provides the ability t®cCrrgsh@memisssi npl e
client-accessible distributed | ocks and distributed Ieases using atomc
mul tiple nodifica |o Stre data inhcl udes an ex a.ion ti.me

pr oper t y STRA{aeapslhe Hiaiogtng W deal Lroticetifot 4O GIPERE g #F yrogEipietted
after a specified |nterval unl ess the expiration tinme is extended usi ng
t he expi rséat¢sorand; pdowmgcts) saiveti &n opfittizeaimplesenttioy| af fice amcfm@lélp{eo a
set of clients can conpete for a |lease or lock by attenpting to create a
new st r eanodifitdtioan agr eed- upon nane, and can extend a | ease by extendi ng
the expiration tine on the streamthat was successfully created. Oanership

of a | eag e()isgck MayAQerdhf €S iRt ¥mdddeebndsothRrifeamidh ! hepréRnaiyc@idier
stream neta-data atomic nultiple nodification by adding existence of the

self-ar egaér&ﬂdése@é Sbitity RAMAGHcd: S50 @hérﬂ-‘é%?etsﬁ)i% cﬁ?tﬁgﬁ’t?d ik ARd ﬂﬁrﬂﬁl‘ﬂsa‘ﬁ pon

nanme as di t1 onal precon itions to t I catl on. i ent
fails whi,le hol.din ase or

Lot ot 1 dsfey St Bbofc RARTE ittt 1 SRRR Bae P peb ST Bt R don iBiher

client to claimthe | ease. Because the | ease or lock is represented_as an
or di nary MEPPERNNat f8 hoBice tafauTeet HATHNS s baguiomatpaly delcted P@éfn% spesifged
nanespace organi zati on, access control, browsing/view ng, etc.) are

i ntrinsi oafetwal anlasy thbkepifagion ltigesie sxended. Byksingghewetiratip@ 028] inAogjondiag| vy,
an enbodi nent of the invention is directed to conputerreadabl e storage

medi a enboidy ki gtodopuleple exatifidaiohea katsdfraliehis @as cbmpeteebf aldisagr &odkedyhod of
performng multiple nodifications to one or nore streams as a single atomc

uni t.joOn eatt@ﬁlpﬁ'ﬁg € StchRMBevisBesif WA éﬂjaér‘ééd HP&H ﬁérﬁ@ta'ng NaA%Sx&AH actad by,
streans. A lock is acquired on the one or nore net a-data associated With

fjhe sel ecé;‘?egdﬁlt rtﬁ%@psl 3% t%*&fth%ss§r8§ﬂliﬁeﬁqxré’s“ shPce%ﬂﬁloi @Je%%he %{sﬁ "ot 21 ©

e- couple ro ecte reans. rfrca s i%

per for neqea%g/lécq(emsagl ‘t?eCte&gctls{Ite yeggéfed a-lrshg prllrggg% 1tf36?1st%clc1na3} %&er stream meta-data
atomic multiple modification by adding existence of the self-created lease stream and its
continued possession of the agreed upon name as additional preconditions to the multiple

15  modification. If a client fails while holding a lease/lock, the lease or lock file can be
automatically deleted when its expiration time arrives, allowing another client to claim the
lease. Because the lease or lock is represented as an ordinary stream, the tools and
mechanisms available for streams (e.g., namespace organization, access control,
browsing/viewing, etc.) are intrinsically available for leases and locks as well.

20  [0026] Accordingly, an embodiment of the invention is directed to computer-
readable storage media embodying computer-executable instructions for performing a
method of performing multiple modifications to one or more streams as a single atomic
unit. One or more streams are selected for modification as selected streams. A lock is

acquired on the one or more meta-data associated with the selected streams. The names

25  associated with the selected streams are de-coupled from the selected streams. A a
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with the selected streans are re-coupled to the selected streans. The | ock
associated with the neta-data associated with the one or nore sel ected
streans iwonelogased. [ 0027] According to anot her enbodi memtuS2edam68aveNt i on
is directed to conputerreadabl e storage nedi a enbodyi ng conput er - execut abl e
instructigns for_ performng a nethod of performng nmultjple nodificatjons
o one. ol af Medebansais SIRGrBoh o8 e SHRTE SEHEor THBEME? ASSEI o

sel ected for nodification as selected streans. A lock is acquired on the
net a- dat avidlstissileeted swparns aacselred tdths seleetad stropms. nEivdeckaasseeiptad adthni t h
each of the selected streans are de-coupled fromthe selected streans. A
first nodhé eatdonadsscipied wathnthd omnot inercselcetetl atteahy Badsasetlt i s det er m ned
that a second nodification would create an inconsistency if performed. The
first nodghrgati on A&okdify $€hRGh@dembdRRH, tife MOMRIOREH.-dirtBRd téBmputer-
associated wth the selected streans are recoupled to the sel ected streans.
The | @ack e - . |at 1 | gsh-fiont i s..Ieleased.
[ 0028 Aé%%%ﬁ%ﬂ%ﬁ?%@éﬂ J?tﬁer%g%%bgﬂ%@%%?@%ﬁga?§V§ht|oﬁﬁ%ggg'rg%?gégék
conput err eadabl di a stori. coput er - execut abl e i nstructions, for .

por For m ECEoHEE RGBS BRI TERAEr b S Of FloCa e PO ot SRE'GROmiS e
streans as . a single atomc unit. One or nore append-only streans are.

sel ect ed W QBYIOF Mose PEspntssag selegicd fos modiirationas selreted staeags r 8dosh it he
net a- data associated with the sel ected streans, where acquiring the | ock
conpr i sesicrodid gi tlge mest-datasseiciaredawph gble seleeted stteanasre Tho nemes absvelatest r eam
The nane associated with each selected streamis decoupled fromits

associ at editls eh@cbedhskeleand stkedms ate dedoilipledtiionn ths sépgtd adedms.t he el ect ed
streans. It is determned if a second nodification would create an

i ncongi stghdvicitfon2RPhé@smelif ot REe NRMLLH CatchAR. WaULd 46eRAHEd @Rat a second
i nconsi stency, then the first nodification to the selected streans iIs

then t ne TeUARIBRORRAREARORh EALRRAINM, RrRBed SRCHALPIAERBSOEIENRY

associated, wth the selected streans are re-coupled to, th
selected streams 1s reversed. Il"fle names assoclated w?tlh tﬂe selecteﬁ streams are re-

coupled to the selected streams. The lock on the meta-data associated with the selected
streams is released.

15  [0028] According to a further embodiment, the invention is directed at computer-
readable media storing computer-executable instructions for performing a method of
performing multiple modifications to one or more streams as a single atomic unit. One or
more append-only streams are selected for modification as selected streams. A lock is
acquired on the meta-data associated with the selected streams, where acquiring the lock

20  comprises modifying a stream with a predetermined name to be a lock stream. The name
associated with each selected stream is decoupled from its associated selected stream. A
first modification is applied to the seclected streams. It is determined if a second
modification would create an inconsistency if applied. If the modification would create an
inconsistency, then the first modification to the selected streams is reversed. If the second

25  modification would not create an inconsistency, then the second modification is applied to

11



sel ected streanms. The | ock associated wth the neta-data associated with
the selected streans is rel eased. [0029] Havi ng descri bed an overvi ew of
enbodi merwe 20fo/mB@7pr esent i nventi on, an exenpl ary oper @Crag2@aws089nment i n
whi ch enbodi nents of the present invention may be inplenmented is described

bel ow in Erd r %ﬁ rOV|q, ener al. h?fqr %frlous aspects. of the
present it qtehSiroRE S e r 1P A %?%SP%lPtF “tl gslected Hroggpsereinregurled o {5 cal
net wor k topol ogy 100 consists of a nunber of interconnected network
segment s sygmtedlmamioﬁ he1lpgk asspskntee gitinthe goetadletacebsedatad [vathy e sedaotask k
115. Network segnent 101 has host 106 and two nodes 105, 107 that

parti ci patreamsisdaleascdt or age. Net wor k segnent 102 has two nodes 108, 109
that participate in data storage. Network segnent 103 has host 111 and two

nodes 11Qpodgj2 t hatHRMid H&cRBdEar SveivibR oFteibddRnen dtht YresB@ttiMRinkios egment
104 has two nodes that participate in data storage 113, 114. [0030] By may

of exanplg gmglg%( §f> t'i‘r?gn&%%ﬁm%ﬁt ﬁlh@hl@ﬁh%ﬁglﬁ%?l '&tﬁ&hre@énttlﬂ\‘?e hiBf %‘ia!

nmet a- dat a e streams store roug out t he net wor dlng
lists of ex ent fe e each st and t he set of nodes holdln

cach ext dib v GER0RT nelbn el HTkiR Masor®t B8l pECER DS ¢
desire to perfornlan atomc _multiple nodification to a stream having extent
i nst ance® stherpé%ﬁeewnﬁe%r@nllﬁeﬁﬁﬁrdnwaealbo@ Figaé 11 1ortiearda gepiedr R&twekas t he
neta-data controller. In this case, both hosts 111 and 106 woul d

si mul t angopdbgy é@(hctonséfctﬁl@§tasn11mbemcufeinmﬂ_c@mncptwhhetmhlamwem@ 10hel@ediBed
streaml s neta-data and a race would occur. By stipulating appropriate

pr econdi ti0dncaphRsgmaititbanccidil tohawger naderlor igiNetvetk tdgenchi (G hdsadyerl6 t o be
successfully processed by node 110 will be allowed to nodify neta-data

assoqipat efldWomddee 1857 BAMhatT &+iSip&eNA dAROGoRgE. e%%ﬁ&rk%glnémf A2 has'QRUI i ng
the second node to deal with the precondition failure by, for exanple,

abandoni 3%85{:?0@‘31%@%15‘[ a&rt?&PeItQ% Ahdy! s@&a%g O RVt go%;ﬁ%n%%fzﬁ}%ﬁ %]st M Sad

i sdesire avi’or i n m st c concurrency irst and

na n
second qtgvgsno es PIO ?12 that participate in data storage. Finally, network segment 104 has two

nodes that participate in data storage 113, 114.
[0030] By way of example, any of the nodes on the network could act as the
15  location of meta-data describing the streams stored throughout the network, including lists
of extent references in each stream, and the set of nodes holding each extent. Client
sessions on host 111 and host 106 could simultancously desire to perform an atomic
multiple modification to a stream having extent instances stored on node 112 and node
109. Node 110 could be serving as the meta-data controller. In this case, both hosts 111
20  and 106 would simultaneously send requests to node 110 to make changes to the desired
stream’s meta-data and a race would occur. By stipulating appropriate precondition
constraints, whichever node originated the first request to be successfully processed by
node 110 will be allowed to modify meta-data associated with the stream. The second
node’s request would fail, requiring the second node to deal with the precondition failure

25 by, for example, abandoning the operation or restarting from a consistent point. This is

12



coordi nate nore conplicated activities that involve nmultiple distinct
transactions, they can establish |ocks and | eases including preconditions
on and nmewppolcaus@n of dedi cated | ock/| ease streans in PoEUS20m20608pT e
nodi fication requests, requiring a losing node to wait until the lock is

rel eased fo. performits nodifications. [0031]. Referring nowto FIG 2, an
exenpl ar YCNEHEDGEVIOR Gy ARfEMISHC HRAGUERAG e@ogénlé% ﬁvt i SeRhPRAS RGeHBYi ce
200. Computing device 200 is but one exanple of a suitable conputing

envi r onneeprdipde morgeamplipatoddetivitios ﬂ@gg@ggeamytlplie filgtiact ensagions, thelecaicope
of use or functionality of the invention. Neither should the conputing
devi ce 2QBtabhsH mhdobs prrelt Bdsaasinhhndingg penyndige@pendenay oanipeltion efedddicagddat i ng
to any one or conbination of conponents illustrated. [0032] The invention

may be deasgyichgdsticamt e tENanRipl CABH @Rk re@@é@@y&&{mﬁ@@mm%;@mi thevaiseabl e
i nstructions, including conmputer-executable instructions such as program

nDdU|%S’JHﬁﬁﬁg18&§§?ﬂ§%e g)%ﬁgﬁggggﬁ5&35m er machi ne, such as a persona

data assi stant or n evi ce. neral |y, program nodul es

LN G LN e R WL

abstract data types. The invention may be practiced in a variety of system
conf i gur &Ly a5 icraarHpendaviccndll Gevirubag deypg dRR s breers errerle of d
gener al pur pose conputers, nore specialty conputing devices, etc. The

i nvent i orsurtalyle abgywubeg pnacaninget and igngt mitdndee do coggeat amg lismafiooasrentls wher e
tasks are perfornmed by renoteprocessing devices that are |linked through a

conmuni cakopnsf inetorukctidn@RF3S tWE ivengder Biotkertshofld Ghe 2ompotiqpuddving 2BV ce
200 includes a bus 201 that directly or indirectly couples the follow ng

devi ggs: H%etirY?r'r:pketg@ VdsCBavaflZ argP leleus S%JFE R Yoqdémeritt QIAYER 405any@Ree or

i nput / out put /[ O) devices 206. represents what rmay be one or nore
buses (s ta, bus, or conbination thereof). Al though
t he varigﬁgmbz%@ g?gﬁhﬁﬁéP%gﬁgyeﬁgﬁomn with lines for the sake of clarity,

in [0032] The invention may be described in the general context of computer code or
machine-useable instructions, including computer-executable instructions such as program
modules, being executed by a computer or other machine, such as a personal data assistant
15  or other handheld device. Generally, program modules including routines, programs,
objects, components, data structures, etc., refer to code that perform particular tasks or
implement particular abstract data types. The invention may be practiced in a variety of
system configurations, including hand-held devices, consumer electronics, general-
purpose computers, more specialty computing devices, etc. The invention may also be
20  practiced in distributed computing environments where tasks are performed by remote-
processing devices that are linked through a communications network.
[0033] With reference to FIG. 2, computing device 200 includes a bus 201 that
directly or indirectly couples the following devices: network device 202, CPU 203,

memory 204, storage 205, and input/output (I/O) devices 206. Bus 201 represents what

25  may be one or more buses (such as an address bus, data, bus, or combination thercof).
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reality, delineating various conponents is not so clear, and

nmet aphorically, the lines would nore accurately be grey and fuzzy. For
exanpl e, wargioppseessors have nenory. W recogni ze t hat PEUAlI$2009/0608¢7 nat ur e
of the art, and reiterate that the diagramof FIG 2 is nmerely illustrative

of an exeppl ar o utin t can be u ed | nne n Wi th. one or
nor e enbo%il? %{stﬁ% Vel @Pg@eﬁfﬁé’rvﬁﬁﬁ WIW‘% Q}} aiiﬁto rFREY Hisy ween
such categories as "workstation," "server," "la top," "hand- hel d devi ce,"
etc., as radlityadelinpuingampus eampgnERis s ReiEo §Le@p@n6fmqrap@prlealbfntherlélreewen@e to
"conputlng device" or "node." [0034] Conputing device 200 typically

i ncl udes mor¢accetaielyobe eoeyp ahd fuzzg adédn| exampth, anan@oprpadsesrs rhasd adneorpeiNea can
be any avail able nedia that can be accessed by conputing device 200 and

i ncl udes re&iglﬂlz\éqlhatt el ignek AgMOobRttel £t i RiteraRNMBYEIcEdiAREMNEMF IR D YADI e
medi a. By way of exanpl e and not limtation, conput er -readabl e nedi a may

conprisse gggq r Fggéggagg] 93%9 rage
WEdIaSInC hg&r &8 atl noﬁ%ﬁ@%%@bﬁ@ﬁ%@%ggg h%mén n%%ﬁpgﬁ%QEb e
medi a |nplenented i d or technol ogy.for .storage informati

Such as CORBLOSPY 8@38@%‘%’ Rt efhon ™ atod biveidh 8ot fpd perbatHes or
ot her data. Conputer storage nedia includes, but is not Iimted to RAM
ROV EEPROIEORESER TRTETRIQGE OBFEF meipiep: | o apRbheldydevigs, Rokd- as gilk are
versatile disks (DVD) or other optical disk storage, magnetic cassettes,
magnet i ¢ doapeplatedywehinghdssipe of blagearshretrérere torbgmatitiog sltvicelger ‘dedé.Ces, or
any ot her nmedi um which can be used to store the desired information and

whi ch carf0b®]acces sesmpptingodavitiel 200 dgvdatie i280des] HA3H¢ty NemEnypuidérdeadudleudes
conputer-storage nedia in the formof volatile nenory. Exenplary hardware

devi q@s ifAixdehid-r_idbe FRAA %hn KUK, 8%aiRONM mbiQ BHC20R hasbddas,
conputer-storage nedia in the formof non-vol atile nenory. The nmenory my

be r emvac%kﬁngtlﬂg %9@9‘2@8 la%d 1r%lu&scb %)'Vnﬁrt 1eO£th Qc%v%?aftlle F‘?ég VaIB?er were

devi cesi nC State rives rives, etc.
CbnputlnqldeV|ce 00

on-removable media. By way of exarnple and not limitation, computer-readable media

may comprise computer storage media and communication media. Computer storage

media includes both volatile and nonvolatile, removable and non-removable media

15  implemented in any method or technology for storage of information such as computer-

readable instructions, data structures, program modules or other data. Computer storage

media includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other

memory technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,

magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage

20  devices, or any other medium which can be used to store the desired information and
which can be accessed by computing device 200.

[0035] Memory 204 includes computer-storage media in the form of volatile

memory. Exemplary hardware devices include solid-state memory, such as RAM. Storage

205 includes computer-storage media in the form of non-volatile memory. The memory

25  may be removable, nonremovable, or a combination thercof. Exemplary hardware devices
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i ncl udes one or nore processors (CPUs) 203 that read data from various
entities such as nenory 204, storage 205 or |/O devices 206. |1/0O devices
206 al | owoanuusizg devi ce 200 to be | ogically coupl ed PoTatSh@w/ocSseT ces
i ncl udi ng i nput conponents and out put conponents, sone of which nay be

built in. Illustrative conpopents.include m crophone,, joystick, g pad,
sat el | i t dngjpdgsol -%tﬁé?e,m%& htidrdrivgrenticalsdion grives: ci CCO@W a?%cedﬁiﬁece
200 includes a network device 202, facilitating communication with other
net wor k dedlidessoncTiengistiweragsade (¢ REs 2P thet rwad slatarfre diaripenentitics ©1dess ce.

[ 0036] Those skilled in the art will recognize that the data stored in a
net wor k oheraay204i, sigrage 206 es /@ deviess 206desl/Ordesicos 2¢ealhodesmpotany device
formatted in many ways. By way of exanple, it is common for independent

data filemo ®UBH 188SicaTHS boupliéd &S other ARAidet lifGudinBrifpllr &ifschichd HACHIBHL S,

and the like to be stored in a distributed manner. According to an

enmbodiznme f I i - 1d I el ed 0] | I f: nse,
wht oh ey opRontie, MHETLE BhiciHha bt BRATIED, Bhilafl (BRpb RO ndhIEHT

depi ct t 300 | ary.data format used f ta st d
on whi oh THRPPR s> e SR o Harb i H s e G B Fer S5 ERYCHr Sont

invention, atomc multiple nodifications. A stream. 300 is a collection of
data t hatCompytpgi Qf‘énqeyﬂﬁ)sglﬁbida% etk ot i Po fadhiatipgiseandirrdonvithhe
invention, the stream 300 is append-only and may be very large in size,
possi bl y alkaeetivorly doyiceranbhetrictrearktderice 202 eéteanin sddotiagel/Oafsasict y of t he
networ k nodes. The stream 300 is accessed by a handl e, or nane, and each

stream 9g0636]las st re@et SKilled hatheaart @ilerdcognizatitht @RCESs stpadd iBys nddgotk 6if Nng to
sone enbodi nents of the present invention, each stream al so has an

assogipat ednGuRldbyict)icamel h&%@tdrfs'lt(cgﬁ%e( 134D canvih fd?rﬁ}lﬁﬁémﬁlt mRRy %?519@331 for

the life of the stream (i.e., unli he name, which can be nodified, the

GUI D per e i dentifi it i a .300 n be
Creat og. AEBERAmRE B istcbfinduc r FRRRGIEREE WRENen LIl BRONIRPAERD O
an orderedlﬁgguence fextentsﬂi%%aégoz, 303. Ext%nt 30 302, 303 are

units of %9 QGRS FEGunIgnts, 3 ¢ to'be stored m a distributed manner. According

to an embodiment of the invention, data is modeled as a collection of streams, which may
be organized into a conventional hierarchical namespace. FIG. 3 depicts a stream 300 as
15  an exemplary data format used for data storage and on which may be made, in accordance
with some embodiments of the present invention, atomic multiple modifications. A
stream 300 is a collection of data that is logically associated. According to some
embodiments of the invention, the stream 300 is append-only and may be very large in
size, possibly exceeding by many times the individual storage capacity of the network
20  nodes. The stream 300 is accessed by a handle, or name, and each stream, such as stream
300, has a retention and access policy. According to some embodiments of the present
invention, each stream also has an associated globally unique identifier (GUID), which
cannot be changed for the life of the stream (i.e., unlike the name, which can be modified,
the GUID permanently identifies its associated stream). The stream 300 can be treated as a

25  sequence of bytes, for example. The stream 300 is composed of an ordered sequence of

15



Extents 301, 302, 303 are al so append-only and each extent 301, 302, 303 is
identified with a globally unique identifier (GU D). Extents 301, 302, 303
can be diworotwums7anong nany nodes in a network. ExtenPseT33200986M47 303 are
commonly replicated, and the replicas of the extents 301, 302, 303 can be

distributed a ny nodes in_the ne rk. Extents 301, 302, 303 ve a
size | m%twﬁgﬂé@)3oéngxgpg %151.@&9?; ?ﬁ@mgﬂﬁw afla?atwan%r P8 é@& The
size of an extent 301, 302, 303 is sonetines limted in order to divide the
st ream i fbdenih dAks3A2n 303 sy alse appeseete dnil paghexiented0k, 3025 307 s wdertohiask y,

| oad bal anci ng, replication, searching, and/or data-mning. The size of an
ext ent nayitlah glwbbily hnique ettntifiert ((GJ1Dg) [Exteatsr 3d09€2,\30Awde be distrithueedsdénosrage
system [0037] According to sone enbodi ments of the invention, the stream

300 st or afadyafdIee RCLBethvorke Exien@X30aN80ANYS @fe dRERbM9 RerRicatc@Cald tBO feplitas
replicas of each extent. For exanpfe, a replica of extent 301 is stored on

d 04 I f : ] 305.
node 3 dﬁgfge éﬂé&?@@ﬁ%oi 30R%dafi B 31isBui@ l’éltg{é}gl-l (%hh&% ﬁwtg%ﬁgorﬂn FIRAR

It shoul noted that extents can be repli se scenari os, the

extent d accessed. at  nultjple locatio whi ch .are the | ocations
of its et SO 305 FASE BRI Mt (it SRt AR hERRenitingEt o FebnErhEier and
the location of its replicas nay change over tine. For sake of clarify and
si npl i ci thhe 575 of agextast 40 bRly 1”(3/31 igspmatimss timaed Heprdes © dirde dha Hwamyipiont s
are not replicated. One advantage of storing references is that it is

possi bl e dhonleddhatmagxiceproceseddemeparelldl don faitr waonony .t lhadibaleopyg,ngpleatiooyi ng
any of the data associated with the extent. By way of exanple, if another

copy of exhehing36Hd/oiSddtonbigingddiid die of dreatic@Ofay bike Wdaimitahbynagefaddd does
not need to be altered or copied. Instead, an additional extent reference

i s ad@ed t@vieRembii&lofPic Q3lafOLysiGherences already in stream 300. [0038]
Streans are réepresented by neta-data, which can itself be distributed

throughoyp,ife net \g?gc?ﬁdeir?% tétsé?ﬁlg%rr%dﬁx{&‘?%f glei ﬁl‘%gmf]o%f il St{%lﬂ]:?g&%ﬁ)qg%ce

wi t h anenbodi’ nent resent invention. Referri now y way

of illustration, . . .
reterences to each extent and/or location or locations of replicas of each extent. For

example, a replica of extent 301 is stored on node 304 and instances of extents 302 and
303 are both stored on node 305. It should be noted that extents can be replicated. In those
15  scenarios, the extent data may be accessed at multiple locations, which are the locations of
its replicas.. The GUID of an extent will not change, but the number and the location of its
replicas may change over time. For sake of clarify and simplicity, this example only
illustrates the scenario where the extents are not replicated. One advantage of storing
references is that it is possible to add an extent reference to a stream without copying or
20  moving any of the data associated with the extent. By way of example, if another copy of
extent 301 is to be added to stream 300, the data on node 304 does not need to be altered
or copied. Instead, an additional extent reference is added to the list of extent references
already in stream 300.
[0038] Streams are represented by meta-data, which can itself be distributed

25  throughout the network, or stored on a centralized server, in accordance with an
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nmeta-data 400 is a collection of data containing information about a
stream According to sone enbodi nents of the invention, the neta-data 400
associ at edownton48023t r eam i ncl udes the name currently as®otitst@d/oosth t he
stream 401 . Nanes of streans |locate the streamin the directory structure
used by clients accessing data. Nane an change treams gre noved and
nmodi fi ed.® Ypent tF%P Fret @%@Pne‘%?fg“% Ii%?‘? F@‘gngi B Wap tlﬁu%@@égs
streans by name 401 . The neta-data 400 al so includes a GUJ D 402, which is
an i dent if¢tardata0 i g cgllestianiof dateicqueiranrgiinfernpdipprahelits sjreamd Ascerding el y
associated wth the stream(i.e., the GU D 402 for a stream never changes,
and no twonetendanbnahanétichevaaior, Bolnta-ddiaelOetssocitatdw4b( sussmcinelndes Wi t h
a streamal so contains the list of extent references 403 that make up the

stream ERERaBX t@iéntFyelsedc@NsEwARIhd frak 4018 SNan@Asfistiebth@loc@XtBO Streadth
allows a client or server to locate all replicas of the extent in the

net worzk, L di i g u t !

mul ti 8I e tﬁ%ﬁﬁ ?ﬁ?ﬁ@?@%%%@@g@ﬁ %)ér%rengsn &nag{lt ;NSP%Q%%&C% %ﬁso‘sﬁtg%%ﬁne or
nore streans., By, way..of exanpl.e, nodificatipns include creating, a new
Stroam  dBPGE M HOBRdankor Eia Roomestreofiicns i APE Ao BepPoor o
streans, creating a CO{)y of an existing stream and c%pyi ng a subset of the
ext ents ofreamspy Bams ¢61 aThesHadds #ehaiso mebules & (YDA, Wwhidhds ap fdegfifipr
recogni ze that there are many ot her possible nodifications that could be
used i n dbatbs glbrlbnuniquerakkispermaaneatip pind cxalisivaly essooidictliveigdt thostreafu(ind. ng now
to FIG 5, consider an exanple of an atomc nultiple nodification. A

mul tipl e thediUliDcad2 6o & efrcamd nevistohutddspmsd bOIwo aasimt shat therpand TYIsHr eam
501 from"A" to "B" and renam ng stream 502 from"B" to "A". It would be

recoqii zeghdeth agesidskd &ded WithNestRhtn alld@ntsd e 18t ehdasd rgﬁléegc&om ng

nmet hods woul d require a tenporary storage area to perform such

Todi 11 Cat .0y W0t OISR GOIRLAKES Yol g BROYSTADGSLOMAR! L oo
since recovery 10gic woul'd néed to clean up the tenpordry storage are in

case of errors andwould further neﬁd to ensur e that .both stream 50.’Id. and
st ream 5FOMS AR 1q1tgﬂr0§§§fe|r)}o ocate all replicas of the extent in the network, providing

physical access to the actual data.
[0039] Atomic multiple modification involves performing multiple modifications
15  to one or more streams. By way of example, modifications include creating a new stream,
deleting a stream, renaming a stream, concatenating two or more streams, creating a copy
of an existing stream, and copying a subset of the extents of a stream to a second stream.
Those skilled in the art will recognize that there are many other possible modifications that
could be used in combination to make up an atomic multiple modification. Turning now
20 to FIG. 5, consider an example of an atomic multiple modification. A multiple
modification set of instructions 503 consists of renaming stream 501 from “A” to “B” and
renaming stream 502 from “B” to “A”. It would be recognized by those skilled in the art,
that using standard data copying methods would require a temporary storage area to
perform such a modification, and would introduce complexity in recovering from failures,

25  since recovery logic would need to clean up the temporary storage are in case of errors and
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consistent state after recovery fromfailure. However, according to one
enbodi nent of the invention, the atomc nmultiple nodification is executed
as if it we?20ma48i2¢p, thereby sinplifying the recovery IPogius2609/06¢3at bot h
stream 501 and stream 502 are in a consistent state in face of failures,

and there i 0 tenporary storage area to clean up. B y of ex l e, the
names of V&?lﬁ%&mtéﬁgg%?ﬂdwﬂ%ﬁﬁ%mh Atrcp 0Tgind %%%‘éé\[ﬁ?v@ﬁ% T
renoved fromtheir neta-data, so that both streans becone nangel ess. This
de- coupl eonsipientsitate after reewiers Femsfedwambearerep according svprisephadimpntef the

nodi fications to occur. [0040] A first nodification 509 in the nodification
set 503 iisvgeiphpthvedtontia rhitiplecasdificstiore ameb&hitdds ag df liteisr emaned, tierély. " To
acconplish this, the nane of stream501 is set to "B", and stream 501 is

reatt aPh%ﬂn%Inylﬂgethé trERABIYNBERSRALR boliNitfeahS 5GLUSHPSEfH 509 4lant RniigRspace
collision, because the nane "B" becane avail able for use when stream 502

vas dgt achgd ;{ %é%@‘soggtﬁlhﬁM %ﬁﬁ‘tﬂégﬁg Qﬁgﬁypﬁﬁﬁfﬁﬁ?ﬁge TRAi ! gah 1%“5% %Iye]éf g the

nodi ficatlon set s al so pe Is case, strea to be
renamed to "A'. .To acconpl.ish is,,the n of,, st m 502 j.s set to "A",
ot canpatls: HE PSR s, 10 R SPahalh s i S8Rl iR n e o
wi t hout a nanespace collision, because the nane "A" becane avail able for
use when T§MpPEhen thejamekedais v dhat bath stisams Peeomrs Hanfdead8is deerpaples the
Referring nowto FIG 6, a flow diagramis provided that illustrates a

met hod 60G0cims fiparthosirganynamesphomdllowing multinde modiffcegartsitoecan. one or nore
sel ected streams in accordance with an enbodi nent of the invention. One or

more strqaos0jar e sed deitadodificatizndi00i i@ahé afvdifkatioheyws 08t is Ppetfokn&D 1In thixose
skilled in the art wll recognize that there are a nunber of ways in which

stregs cakd diban Seh 6cteel fRARMERWM FBeatd AbonBYishVas, Ahe BXAEBF Srea@N501 is
application could provide a |ist of streans, each referenced by either its

odi 1 cateol  ThontT Srt i uifed SRR BRESARE, PR TRESATH gar o

for each streom el ud ngbhe, Lhet of XL ont LS ane SR ARRORL USSP Lhe

stream 502 was detached from the stream namespace. A second modification 512 from the
modification set 503 is also performed. In this case, stream 502 is to be renamed to “A”.
15  To accomplish this, the name of stream 502 is set to “A”, and stream 502 is reattached to
the stream namespace. This is successful without a namespace collision, because the name
“A” became available for use when stream 501 was detached from the stream namespace.
[0041] Referring now to FIG. 6, a flow diagram is provided that illustrates a
method 600 for performing an atomic multiple modification on one or more selected
20  streams in accordance with an embodiment of the invention. One or more streams are
selected for modification, as shown at block 601. Those skilled in the art will recognize
that there are a number of ways in which streams could be selected for modification. By
way of example, an application could provide a list of streams, each referenced by either
its current name or GUID, that are to be included as streams selected for modification.

25  The list of names and/or GUIDs is used to find the meta-data for each stream, including
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of the invention, the physical |ocation of each streamis also |ocated
based on the information in the neta-data. [0042] A lock is acquired on the
nmet a- dat awesswoi4si2ed wi th each of the one or nore streamsTABR@owewk4T or
nodi fication, as well as the stream nanespace covered by the nmultiple

nmodi fi cat | o?, a}s shown_ at bl ock.GOq% % e a Iocr:é I S .acqui red,eﬁgh . sel ected
st reans, HEOlaxEcy A¢TGRNET 4587¢idfef BithgRc siredgnasiarging 49 eoge B&Hée&tsf rom
their respective nanmes, shown at bl ock 603. According to sone enbodi nents
of the i mfetheigrentioni she abysipal aloexfionhefl gpglt isean op @0 dasatsdpbased on the

nodi fications in a way that the nodifications effect the streans as if the
nodi f i catihfommatb@cinrthedchesi-datd.t aneousl y. By way of exanple, the decoupling of
streans fromthe associated nanes is acconplished by creating a tenporary

nmappi ng gbe42|ng t hea dkas Aejuire@BR hdBic@idabd 4s6a0m Nt chéh HRIMBSné 6F mBach of
the selected streans. [0043] Miultiple nodifications can be made in a way

t hat Bheys.tlggrﬁy lseftete nfo?trﬂgéliﬁlc%’ﬂnt iagl @eﬂ"s%g: {hieg%}éaﬁln ng@%%d%?é’%ﬁv%r@@ by the

nodi fications are shown in 6, one Int w I T recogni ze

t hat any nunber of.odifications coul d cqnbined to form i ngle atomc
it ot & TAPE BREIGREOh st A oRoEh 05 e darbl: afhBiefe Miretindd 1ot
nodi fication is performed on the one or nore streans, as shown at bl ock
604, and SHeaBeoHHChaWi thigstedifondsleignerrignaraing. ars dstrgupledfion) el regsctive
According to sone enbodi nents of the invention, these nodifications are
made sucmanteat shdvey anpppeklré@o deconding tubtraaemimdimends ob ghosedntion,sdéis al | y.
By way of exanple, nodifications include creating a new stream deleting a

stream rfecidtitgdgh@ applicadsn ofipadtipl® ghodifeativisaiial wapthad tist hedificattomsalicty a
copy of an existing stream concatenating two or nore streans, and copying

a subget @l benext anlie AbaficAldRARh R HRIARbEL o8P LO0HlRR. Hd Of

the nodifications in the atomc nultiple nodification are conple , the

Streams afg,l 8reHRlElnd RoRANB oM aRs Rl Q8kmERG e A LRLARDY L RpGaRP

mapping storing the original coupling of stream GUIDs to names for each of the selected
streams.
[0043] Multiple modifications can be made in a way that they occur as an atomic
15  multiple modification. Although two modifications are shown in FIG. 6, one skilled in the
art will recognize that any number of modifications could be combined to form a single
atomic multiple modification, operating on one or more selected streams. A first
modification is performed on the one or more streams, as shown at block 604, and a
second modification is performed, as shown at block 605. According to some
20  embodiments of the invention, these modifications are made such that they appear to occur
simultaneously, as opposed to serially. By way of example, modifications include creating
a new stream, deleting a stream, renaming a stream, updating the metadata of a stream,
creating a copy of an existing stream, concatenating two or more streams, and copying a

subset of the extents of a stream to a second stream.
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enbodi nents of the invention, the stream nanes are coupled to streans based
on changes nade to the tenporary mappi ng by each of the nodifications

appl i ed twothw/m@sn2respondi ng streans. GU Ds of the streaog/se@9nsesd7 t o
track these changes and effect the re-coupling. The lock or locks on the
met a- dat ociated wt h of he one. or, nore . sel cted streans, as well
as the stPEMh name ‘Ecﬂ% deszl IR A e ROmT Ty ERlE: wACCa b é%sed,
as shown at bl ock 607. [0045] Turning nowto FIG 7, a flow diagramis
provi ded corwietpd, |the strepmssarg rerepundel! POmNQSy shvavi @irbh)@kg6% Agcording euionapl e

nodi fication on one or nore selected streans, wherein a nodification in the
mul ti pl e endehdiment bOths inwentinalthe streant oaptedre ceu{dedaecsjttdaht)s,bai;erd @cdongance
wi th an enbodi ment of the invention. It is possible that in the course of

per f or m ngadehs thd@hipofedy nAPpingBk dash UPtRMALi ABAtonSHplicalte tHEricksedingn, one

of the nodifications falls to conplete successfully once it is perforned.

By way Ofstr%mgpF?JIDEWtMeﬁﬁ&%fe' 1%'8& id Ba& %éetdhahges%ﬂ'e?fe ougﬁ &g}rﬁgg bot h

attenpt to resu a streamwt he sane nane

o cuccedihe PAEFasths phaR Pl er BEsEHAL ST (e ohron ROR A he

nodi fi cati ons were perfornmed and there |s no way to perfaormthemas if they
Were si mTERREGNS RS ST BRURICT Oveied Doyl @Hltlpéﬁ modiicatigiyisreleascfons
performed so far as part of the atomc multiple nodification are reversed
and streanshevaadedoek 6&/.reset to the state before the atomic nultiple
nodi fi cati on was begun. Simlar to nmethod 600 of FIG 6, one or nore

streans goe43el ect erhirhidg nbhetoappl 7 caflowidggfrarans gooided thaglitusph®s a method
nodi fication, as shown at block 701, and a lock is acquired on the

net a-jgat @%Sﬁ?cﬁe%ﬁﬂm dhaBaRd nﬁflﬁﬁl@%n&ﬁh@éﬁo%dor§bﬁ@%?%nox@sseﬁela%\dﬂst@am@ ock
702.[0046] Each selectfed streamis de-coupled fromits associ ated nane, as

shown at bl.9gk ,103A00A i kS &B qg%k&a}(ggutg@rsnl uBRLbS At 0L B QRURE iror €

sel ected streans, as s own at S 614 of

FIG 6. Adetermn ion is
accordance with an embodi ent 0 ﬁle mvention. It is possible that in the course of

performing the modifications making up an atomic multiple modification, one of the
modifications fails to complete successfully once it is performed. By way of example, two
15  modifications in a multiple modification could both attempt to result in a stream with the
same name (e.g., through stream creation or a rename). Therefore, if the multiple
modification was allowed to succeed, the resulting state would depends on the order in
which the modifications were performed and there is no way to perform them as if they
were simultaneous. Once such a case is discovered, all the modifications performed so far
20  as part of the atomic multiple modification are reversed and stream meta-data is reset to
the state before the atomic multiple modification was begun. Similar to method 600 of
FIG. 6, one or more streams are selected for the application of an atomic multiple
modification, as shown at block 701, and a lock is acquired on the meta-data associated

with each of the selected streams, as shown at block 702.
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second nodification to the selected streans woul d not conplete
successfully, as shown at block 705. One skilled in the art would recognize
t hat t herwoanw/oasrry ways that such a determ nation coul &Chase@d®cosAT cor di ng
to sone enbodi nents of the invention, a history of tenporary reversible

mut ati ons t naII rovi d mechani sm f unw n

step in tﬂé‘f@rocesﬁa&? Ea 18 Ho-speried R 1 ﬁtsecwg.rhﬁ@aﬁt glwv%t §047]
Once it has been deternlned that a failure will occur in the application of
t he at omitdogkul03i gade frsampdifigetians applécdrte dis onsaariraers selieted Kagaansoaeshoapl i ed
are reversed, as shown at block 706. After the reversal of any

nodi fi catat d»rh;&knmale sinaldr he béalke €02 dindta0d arfel 1Gs thr eAnktamination doupldedhatia h
their respective original nanes, and newly created streans are del eted, as

shown at b@Hakmd@Ficat@nCs theelsamd fticanisivaisd Rev@NRAaD sh@SITSIBg as Shdwpams have
been re-coupled with their original nanes, and newly create ‘streans have

been del eJéS’éic 704 88&%? 168 it AP GRulPre élﬁi’@“th%% r@té)&ﬂé nZeQﬁn w%r nﬂllthla&lch% bl ock

607 in FI n accor ance mnt sone enbodi men i nvention,

Cel oot od Crrali rlfoﬁé{)”ﬁﬁ% B o %ao PR b e <R i

det ect ed that one of the nodificatjons makin the atomc multip

nodi fi catdfol¥MRSIATY wTxePibla Hutatnsi e wasHt fopp 1%‘tﬁnb’| BEvidena |1§e‘§198‘rsflbc§0rand
the streans are returned to the state they were in before the start of the
at omi ¢ nuinwipdieg mmdstep oathe proceSe performing as tatcsainedtigle seldefotagdn f or
nodi fi cati on, shown at bl ock 801 and a |ock is acquired on the neta-data

associ at g009|t h t heDsel ieahebecnt detaibnedsthoma fakurdIC scB02n tisd appliditidrood! ocks
601 and 602 of FIG 6. [0049] Each streamtargeted for deletion or renam ng

i's dgpcoypl e@nfi¢ ﬁﬁﬁltiﬂl@ nﬁﬁﬁﬁﬁh@ﬁ Qﬁie ﬁ@ﬂﬁi@a@cﬁm%ﬂ&‘ﬂﬁv@%ee{ﬂl a‘ﬁﬁhecﬁ@f’é &, §d I st
modi fication is perforned, as shown atblock 804, simlar to bl ocks 603 and

604 of FIG 6. {"foaf‘ 508, h ﬁ?tefjﬁlte%{@e% g@ghﬁaﬁ ﬁcH“c?nsarHEAe tﬁ%ﬁé Qen?c?%il Bre Ond

nodi fi catl on wou 0 €O ess own a

This determ nation caqrg ﬂe in a manner |n1Iar({o t he deterntnatlon of
streams are re-coupled with their respective orlglna names, and newly created streams are

deleted, as shown at block 707. Once the modifications have been reversed, streams have
been re-coupled with their original names, and newly created streams have been deleted,
15  the lock is released, as shown at block 708, similar to block 607 in FIG. 6.
[0048] In accordance with some embodiments of the invention, a method for
performing an atomic multiple modification on one or more selected streams is depicted in
the flow diagram of FIG. 8. If it is detected that one of the modifications making up the
atomic multiple modification would fail, the atomic multiple modification is aborted and
20  the streams are returned to the state they were in before the start of the atomic multiple
modification. One or more streams are selected for modification, shown at block 801 and a
lock is acquired on the meta-data associated with the selected streams, shown at block
802, similar to blocks 601 and 602 of FIG. 6.
[0049] Each stream targeted for deletion or renaming is de-coupled from its

25  associated name, as shown at block 803 and a first modification is performed, as shown at
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bl ock 705 of FIG 7. For exanple, if applying the second nodification would
associate a streamwith a nane that has al ready been associated with
anot her swopeamvsi2her by the first nodification, or in RCHASLI09060847
transaction, it is determned that the second nodificati on woul d not

o 1§ catleRk G sbuidsaerdpstec Guandoed of IS € hBnd ch deeoas homeiee 419 on | s

performed, as shown at bl ock 806, the streams are re-coupled to their final
associ at epheates, ofas sewndrmedifipttsokvewd, fae completeckcenssiibkes govehat
nmet a-data associated with the streans selected for nodification and the

st r eam narekpdte dhe deelrmamadn cas bs mowke iata dhock sBiiar tealbd detbrmihatsen off eps
may be perfornmed simlarly to steps 605, 606, and 607 of FIG 6

respect i ugbdk 7408SHIG. 7t Fohewample, ifiapplyshgttat 8&dbnd @b difidioh R uSEERBEate a
nodi fication would fail, then the first nodification is reversed, as shown

at bl ack Q7 ififa ﬁ%? ﬂ'{}?g%g ﬁrera% GOPLsEtidt0d WG aho@Et GEAR ci ggpg

nanmes, as shown at y Created streans are and
t he | ock th t a- dat the st | ted f
e ok REHERE, R I%P%é%%aﬁ%?%%@s AL R ek e

Each of these steps may be perforned simlarly to steps 706, 707 and 708
of FIG ?Wﬂégﬂ@dﬁmuéﬁﬁsu%ﬁﬁ@ﬁb’By way of illustration, FIG 9 denonstrates
an exanple of a nmultiple nodification being carried out. The exanpl e of
FIG 9 ird@03es an If mpl sndeterminod thht dhe cisewkib anatifieatiopgtars yist parfofmed
depicting state in a system In such a system the state of the systemis

r epr esentsadcdiyfubly, sthepsthotscesnt miodiflvgtieo P lpetfernsddatag dhofvar ambloock 808 ked
checkpoi nts and then various smaller deltas containing changes nade from

the hast kRomDacheckBRLdto thAirlRgl 558D RaRed, a8 Ehd?x];n ihas& SRl habihe Tl@rri ve
at the current state of thesystem a client would apply, to the |ast

snapshot, gl L. dS tﬂ% gt?ilcfa?asagsgc%@& véxlﬁlg hr%e rms% fok 191804 86 hl%ﬂlfi]c%ﬁ6n SReRFhOL .

Snapshot s an as occurrin recent snaps are ol d and

no | onger n her ef or || n n per |
rce)m\cl)eg&sgegr%dfa%’les{oac% e?reoreiaease% % n at%l Cgb& E%cl? esceaste sernlag catty

performed similarly to steps 605, 606, and 607 of FIG. 6 respectively.
[0051] If, however, it is determined that the second modification would fail, then

15  the first modification is reversed, as shown at block 807, the streams are re-coupled to
their original associated names, as shown at block 808, any newly created streams are
deleted, and the lock or locks on the meta-data associated with the streams selected for
modification and the stream namespace are released, as shown at block 809. Each of these
steps may be performed similarly to steps 706, 707, and 708 of FIG. 7 respectively.

20 [0052] By way of illustration, FIG. 9 demonstrates an example of a multiple
modification being carried out. The example of FIG. 9 includes an implementation of a
“checkpoint + log” system of depicting state in a system. In such a system, the state of the
system is represented by a snapshot containing complete state information called
checkpoints and then various smaller deltas containing changes made from the last known

25  checkpoint. A log contains a list of these deltas. To arrive at the current state of the
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snapshots and deltas. Those skill in the art wll recognize that there are
many ot her system applications for atomc nultiple nodifications. [0053]

For exanpWwe,20mamsizder a system storing a photo al bum wreraseéve/opisat o al bum
is represented with three streams ALBUI\/I CHECKPO NTS 901, ALBUM DELTA 902,

and ALBUM DATA 9 AL NTSQ S s the co ete |ist f al |
phot os, a%fé‘e@n%? “@h‘gHi‘HPg_' Eﬁ}ﬁ?ﬁ{s QL E)‘;Pfi?]E&FQ?S 1865@ guoﬁc‘%mﬁ%a Yhe

del etion and addition of photos is stored in ALBUM DELTA 902. The act ual
phot os arthe dsbsnagshios ﬂnm&@mﬂ dolt®s ocFhirRIgdiesNre tht e ivesnt seapabetess el by
many t housands of clients concurrently, each addi ng new photos, editing and
r epl aci ngandhotlosger deédeidi thgrgitre! @ garbagnesticngoppotas caapoaddtdllygeploot okl, et c.
Periodically, the ALBUM DELTA 902 file may becone very | arge and cause

clients ta@XBRin8RICRad. TRGs skaAdint thERE wifrS@gnEX R tiSert BroAhBNRATA @RS may
no | onger have any references fromany recent checkpoint or delta (e.g.,

t he pRot %Bk&t{oﬂgﬁﬁa%ﬁ'ﬁhﬁtl avs ga?gg% been del eted). [0054] Each of the
e

t housand Pients may eac se streams open. The gar bage

col l ecti ocess jmay eve tual |. re un eded |te m t he
ctreanms. BORICsans e, Priter B eed OG0 ufeowg?r&? @fhf
extents, the first wwth an old checkp0| nt 904 and the second wt

| at est cHeRpoiist owsesentsd olithchBERHoisHEBS U &I@JM&H@QEP@NE& t9ﬂé new

checkpoi nt contains a conplete system snapshot. ALBUM DELTA 902 al so
consi st s AEBbYl.DEDTA 802.emtds ALBAMIDAEAXB B UNsS U KIKAINTS 80 hstorekel t as
fromthe current checkpoint 905 are all in the | ast extent 906, of

ALBULM DEhd BompleBUMt DATA phOD s cait @indsatioAih s tattiing avun garsicaliat poiadiratimag t hem
are extents with no referential streans; in other words, extents that could

ber engv edphchfic %3R8 ditiBR oY pRHNbS IV Sordll tnh ALBUN, D]§LTX 90Z. (1% %10tugl:l-ﬁhoté)s]-4
915) are to be kept in the AE BUM DATA stream To clean up the unneeded

extents, Lhe 0arhageycel hRTl i PRACERS, GRhFRFRE RLEASy Rl b Mnas

nodi fi cati ons: renove ent

of clients concurrently, each adding new photos, editing and replacing photos, deleting
photos, renaming photos, annotating photos, etc. Periodically, the ALBUM.DELTA 902
file may become very large and cause clients to experience long load times. Also, extents
15 in ALBUM.DATA 903 may no longer have any references from any recent checkpoint or
delta (e.g., the photos in those extents have already been deleted).
[0054] Each of the thousands of clients may have each of these streams open. The
garbage collection process may eventually decide to remove unneeded items from the
streams. For example, assume that ALBUM.CHECKPOINTS 901 consists of two extents,
20  the first with an old checkpoint 904 and the second with the latest checkpoint 905. The
old checkpoint could be removed, since the new checkpoint contains a complete system
snapshot. ALBUM.DELTA 902 also consists of multiple extents. For this example,
assume the relevant deltas from the current checkpoint 905 are all in the last extent 906, of
ALBULM.DELTA. ALBUM.DATA 903 contains many extents and scattered among

25 them are extents with no referential streams; in other words, extents that could be
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ALBUM CHECKPO NTS 901, renove old extents from ALBUM DELTA 902, and renove
any extents in ALBUM DATA 903 that are not referenced in the remaining

ext ents iWOALBINB@HECKPO NTS 901 and ALBUM DELTA 902. TireTgsednane0s47

col l ection process can use an atomc nultiple nodification to acconplish

t hese nodifications. [0055] An exa of t.om | t] di fication
that the '§APY F@Bﬁﬁ@%ﬂ%?ﬂ%%&f@&%hﬁP& Rt ‘@oﬁ&f%?*éhéﬂ,ﬁ‘%lggwen@ be

nodi fications. Mdification 1: create a new stream nanmed ALBUM CHECKPO NTS
907, del dwcet 4 e MlBWM. BARBAMIGaD. ABGD N upathy wppeded EXTENT theDe®bago t o
the new stream which is assigned ID QRST. Mddification 2 : create a new
st r eam naivHdetAnBhbtEELCOA ARG foraethet fellstvingammaafichti ik REehhd vieDo1AFRE NS Bomand
append EXTENT IDL 9 11 to the new stream which is assigned STREAM | D

VCDE. Modif BUS.COIECKPORNER D 1 2 ré18dY S bIE 3kt MREmANBENIRATAL BR990 ekt €
streamw th STREAM | D DEFF 903, and append EXTENT ID R 912, EXTENT |ID 913,

EXTENE | D334 1n @G EXTENR 191848 4 908 e kRt hal Sedgahaned | D

RSTV. "Since all ations are performed atom ca cl1ents never have

an inconsistent v [t hi | e I it is also
ogi cat 1 yEory a A FBURLGHET IR 'Prcth® FPRUMEBER TSR, dhe barbed

mul tipl enodi fication transactions. These streans _are nodified in a single
mul ti pl e-SRHEHANC AQEH tRANYHCIFoRITHE BtRE eRedificatitiofe  pecempdighy clBetcne
nunber of transactions). But those skilled in the art will recognize that
t here ar ensdifeadiones where nultiple streans nust be nodified in one atonic
transaction to ensure consi stency anong these streans, and

mul ti pl ero0s]i cat i odin sxpPEIE tof @antdeicuseldiplamb iz eti@r daathcosrdR0bkctidany

di fferent arrangenents of the various conponents depicted, as well as

conpagentofel e @nGiRO&R! BlISwM ! RBUiHERAT t Mdiflatsh 1her&Ri kidewand
scope of 'the present invention. EnbO(% ments of the present invention have
been desqf i Rgd MINAL B M CHECKPOINTS 907, delete stream with STREAM ID ABCD
901, and append EXTENT ID B 910 to the new stream, which is assigned ID QRST.
Modification 2: create a new stream named ALBUM.DELTA 908, delete stream with
STREAM ID AFDE 902, and append EXTENT ID L 911 to the new stream, which is
15 assigned STREAM ID VCDE.  Modification 3: create a new stream named
ALBUM.DATA 909, delete stream with STREAM ID DEFF 903, and append
EXTENT ID R 912, EXTENT ID S$913, EXTENT ID Y 914, and EXTENT ID Z 915 to
the new stream, which is assigned ID RSTV. Since all modifications are performed
atomically, clients never have an inconsistent view of the album. In this particular
20  example, it is also logically correct to modify each of these streams in separate multiple-
modification transactions. These streams are modified in a single multiple-modification
transaction for efficiency reasons (to reduce the number of transactions). But those skilled
in the art will recognize that there are scenarios where multiple streams must be modified

in one atomic transaction to ensure consistency among these streams, and multiple-

25  modification support can be used in those scenarios.
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intent to be illustrative rather than restrictive. Alternative enbodi nents
w || becone apparent to those skilled in the art that do not depart from
its scopewOARoBki4Bl2ed arti san nay devel op alternative neang/uskoovopisementi ng
the af orenentioned i nprovenents w thout departing fromthe scope of the
present i tion. [0057] .1t will be understood that certain.features and
P beonbi seIns *ar Mhy diffrng YITARGE RS B'fgthérﬁ&rl&}%&]o%’?l}’?&tﬁ dopistesh @ncEl o

ot her features and subconbi nations and are contenplated within the scope of
t he cl ai ris.conppnets nattshpwn) prtpegsibls witwuy denasting frpguhespineeed srope &f theed out
in the specific order described. CLAIMS The invention clainmed is: 1. One or
nor e conmputeent myantddl. e Embddiancsitsoof thg restptimentdore bamealidea dengitredovitionis f or
perform ng a method of performing nultiple nodifications to one or nore

streams dgfteAt & B! iBuRE@RNE GathBt thant REtrivELHOA BRARNeSEMBodiSBhIECLilNBedokl) one
or nore streans for nodification as one or nore selected streans; acquiring

(602) za | 1R i - W t :

Sol erpoq DpEsotEAITRIL T AIIAIIHARERG Rofifitiche, AMANG Mol 8, o ans
fromone pr nore nanes associated with each strea erformn 60 605) a
AR ST B e ek S SRR e B IO T e
(606) each of the one or nore selected streans to at | east one nane
associ at €Braiting foarieseonsafthapigsenenvaslioly (607) the | ock on the one or

nore neta-data of the one or nore selected streans.
[0057] It will be understood that certain features and subcombinations are of utility

and may be employed without reference to other features and subcombinations and are
10 contemplated within the scope of the claims. Not all steps listed in the various figures

need be carried out in the specific order described.
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2. The nedia of claim1l, wherein the one or nore streans are appendonly
streans. 3. The nedia of claim1l, wherein the decoupling conprises

mai nt ai NiWQ 28100(@8Q20r ary nappi ng storing an origi nal coupCirus2eb/oemash of the
one or nore selected streans fromthe nane associated with each stream 4.
The nedia of claim3, wherein the tenporary mapping is based on a GUI D of
each of the one or nore streans. 5. The nedia of claim1l, wherein the
plurality of nodifications conprisesCobA8BMS8r nore of the follow ng: creating
a new stream appending to an existing stream creating a copy of an

exi sting stream del etiTg iavatiogamimeédizam ng a stream updating the

net adata of a stream and copying a subset of the extents of a streamto a
second stream 6. The nmedia of claim1, wherein the re-coupling conprises

associ ating one or jore §Ad &Smbde dofHulRecRIabRh&Iis Slofiff @FmphicRaEuiibich t he
one or nore nanmes. 7. The nedia of claim®6, wherein the re-coupling

. . . : ! e
ctroams. andnishe Stk GERGALY o TGS G REGRR RGp R m R Barih B ohEfRlbl ! 1O
plural.ity of nndificPtions afffft t.he one or nore selected streans by

al t er Png GHEMOPS HPECHETHESPY: 6 SRS R Bout movi ng the data of the one

or nore extents. 9. One or nore conputer-readable nedia storing
conput er - execut abl e i nstselfeHRHED 1} ofc YappissHeays Formpadibertion apepe ey mprfy
multiple nodifications to one or nore streans as a single atomc unit, the
met hod conpri si ng: sskkedtsirogmy;701) one or nore streans for nodification as
one or nore
acquiring (602) a lock on one or more meta-data associated with the
one or more selected streams;
10 decoupling (603) each of the one or more selected streams from one
or more names associated with each stream;
performing (604, 605) a plurality of modifications to the one or
more selected streams;
coupling (606) each of the one or more selected streams to at least
15 onc name associated with each stream; and

releasing (607) the lock on the one or more meta-data of the one or

more selected streams.

2. The media of claim 1, wherein the one or more streams are append-

only streams.

20 3. The media of claim 1, wherein the decoupling comprises
maintaining a temporary mapping storing an original coupling of each of the one or more

selected streams from the name associated with each stream.
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sel ected streans; acquiring (702) a | ock on one or nore neta-data
associated with the one or nore sel ected streans; decoupling (703) each of

t he one owororo48®@lect ed streans from a nanme associ at ed Prtus2@a0m0831 r eam
performng (704) a first of a plurality of nodifications to the one or nore

sel ected streans; determ.ning,.(705). a second of a plurality of

modi fications to tHe one ™ 589%1@1%&@ tein B RN HRBAIY bl s baged on a

i nconsi stency; reversing (706) the first of a plurality of nodifications to
t he one d?UH%ﬂée%@Kééﬁéﬂwsﬁm@HﬁﬁﬁﬁﬁmupIing (707) each of the one or nore
selected streans to at | east one nane associated with each stream and

rel easing (708) the I ock on the one or nore neta-data of the one or nore
sel ected streans. 10. Theenedida of ddiai rh Syhasbier tienpluinditpne orodrforgosst r eans
are appendonly. 11. The nedia of claim9, wherein the decoupling conprises

mai Nt ai ni ddghpaiséLOMOGramnyrenEnE ﬁglosati@%:i dieatidig Ofidvd btiedm, CPYldimgtdoin &dsthgof t he
one or nore selected streans fromthe nane associated with each stream 12.

The di cl.ai , i - ol i i £ i ef f one or
nnrengha%gg%ﬂikﬁ?hé%%ec rg§§H§§%%? ﬁ%%%%fH%ﬁgﬁ%gggg&%ga%PgﬁﬁglﬁFﬁg%g?ein

each of th | upal it f difications create,a.n cQ of .t he tenparary
mappi ng, ‘SRS oddty ol Falreatie anf dRaring sheot SRS PR of edfisaial ¢
streans after, the application of a nodification of the plurality of

modi fi cateMY 488 ci ated with the new copy of the tenporary mapping.14. The
media of claim1l, wherein the reversing the first of a plurality

6. The media of claim 1, wherein the re-coupling comprises
associating one or more GUIDs of the one or more selected streams with the one or more

10  names.

7. The media of claim 6, wherein the re-coupling comprises using a
temporary mapping between one or more GUIDs identifying streams and one or more

nameces.

8. The media of claim 1, wherein the plurality of modifications affect
15 the one or more selected streams by altering one or more pointers to extents without

moving the data of the one or more extents.

9. One or more computer-readable media storing computer-executable
instructions for performing a method of performing multiple modifications to one or more
streams as a single atomic unit, the method comprising:

20 selecting (701) one or more streams for modification as one or more
selected streams;
acquiring (702) a lock on one or more meta-data associated with the

one or more selected streams;

27



of nodifications conprises reversing changes to each of the sel ected
streans. 15. The nedia of 11, wherein the re-coupling uses the tenporary
mappi ng swor2orug4sdre ori gi nal coupling to re-coupl e eachPoff/ush@9onS4Dr nore
sel ected streans to the name associated with each stream 16. The nedia of

claim9, wherein the plu ons co ne or re of
the follow ng: creati ng ﬁ‘ﬁ&yngt&ggo Bﬂ%%ﬁd%ﬁ‘g% Blngen é %‘f?tﬁe@n?tgo
creating a copy of an existing stream deleting a stream renam ng a
stream updating tHemesssasated with gadrstisam, and copying a subset of the
extents of a streamto a second stream 17. The nedia of claim9, wherein
the plurality of nodifi qetfoonmgaff04ct fitshef opmradity obmeddehecised thd omaoms by
altering one or nore pointers to extents wi thout noving the data of the one
or nore extents. 18nofNRElcted FRELECONMPUL er -readabl e nedi a storing

conput er - execut abl e i nstructions for performng a nethod of perform ng

mul ti 5' e nmodifications tp, &Bﬂ?g%g&g? séctohﬁ%!'t*& ﬂﬁalﬁ %T%'dﬁ’c%QﬁQtS tﬁ@?

met hod conprising: selecting ne or app gnd- on streans
nodi fication as one _or nore selected s ug%eams ui r{eB%f(BOZ) a lock on one

or nore neta-data aSJ6UF SYlEHC tfer?nls%o 8re81iﬁaﬂﬁ? D388 ed streans, wherein

acquiring the lock conprises nodify 9 a streamwith a redeterm ned name
to be a lock stream deé@tﬁﬁﬁlfl&w@é@) sheha phurgliie op meddicatipnsgodhs arg g
streans fromone or nore nanes associated with each stream perform ng (804)
a first of a pl uralmey solecteddiréanesat i ons to the one or nore sel ected
streans; determning (805) if a second of a plurality of nodifications to
t he coupling (707) each of the one or more selected streams to at least

10 onec name associated with each stream; and
releasing (708) the lock on the one or more meta-data of the one or

more selected streams.

10.  The media of claim 9, wherein the one or more streams are append-

only.

15 11. The media of claim 9, wherein the decoupling comprises
maintaining a temporary mapping storing an original coupling of each of the one or more

selected streams from the name associated with each stream.

12. The media of claim 11, wherein the plurality of modifications effect

one or more changes in the temporary mapping.

20 13.  The media of claim 11, wherein each of the plurality of
modifications create a new copy of the temporary mapping, each copy indicating a
snapshot of the one or more selected streams after the application of a modification of the

plurality of modifications associated with the new copy of the temporary mapping.

28



one or nore selected streans woul d create an inconsistency; if the second
of a plurality of nodifications would create an inconsistency, reversing
(807) thewbiznaro4sd27a plurality of nodifications to the oog/useomds@4sel ect ed
streans; if the second of a plurality of nodi fications woul d not create an

i nconsi stency, perform Sec a plurality rmlflcalonsto
t he one or m%repsel cte %(Q%TQ?C]@H{& L W erﬁ@‘(fg?reé’ﬁwg)tﬁletfﬁ%togﬁé’lﬁﬁalﬁbre
selected streans to at | east one nane associated with each stream and

r el easi npfpgobiicativas faarissn reviesingnehapgesitp cachmdtthe slecedostreeme. one or nore
selected streanms. 19. The nedia of claim 18, wherein the plurality of

nodi fi cations affect the one or nore selected streans by altering one or

nore pointers to extent sThei tiediat ofroMi, nghdrbie that &-a@fuplihge woe thy terop@ary
extents. 20. The nedia of claim 18, wherein the plurality of nodifications

conpri sesmapendd ktof eth®forighel foaliplowl g ire-66183¢ ichch af NBWoRE R aibreagideisi ng t o
an existing stream creating a copy of an existing stream deleting a

strear) r@RANL ROhA nShk SaidtiakRdatl Bgnthe et adata of a stream and copying a

subset of the extents of a streamto a second stream

16.  The media of claim 9, wherein the plurality of modifications
comprises one or more of the following: creating a new stream, appending to an existing
stream, creating a copy of an existing stream, deleting a stream, renaming a stream,
updating the metadata of a stream, and copying a subset of the extents of a stream to a

10  second stream.

17.  The media of claim 9, wherein the plurality of modifications affect
the one or more selected streams by altering one or more pointers to extents without

moving the data of the one or more extents.

18. One or more computer-readable media storing computer-executable
15  instructions for performing a method of performing multiple modifications to one or more
streams as a single atomic unit, the method comprising:
selecting (801) one or more append-only streams for modification
as one or more selected streams;
acquiring (802) a lock on one or more meta-data associated with the
20 one or more sclected streams, wherein acquiring the lock comprises
modifying a stream with a predetermined name to be a lock stream;
decoupling (803) each of the one or more selected streams from one

or more names associated with each stream;
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performing (804) a first of a plurality of modifications to the one or
more selected streams;

determining (805) if a second of a plurality of modifications to the
one or more selected streams would create an inconsistencys;

if the second of a plurality of modifications would create an
inconsistency, reversing (807) the first of a plurality of modifications to the
one or more selected streams;

if the second of a plurality of modifications would not create an
inconsistency, performing (806) a second of a plurality of modifications to
the one or more selected streams;

coupling (808) each of the one or more selected streams to at least
onec name associated with each stream; and

releasing (809) the lock on the one or more meta-data of the one or

more selected streams.

19.  The media of claim 18, wherein the plurality of modifications affect
the one or more selected streams by altering one or more pointers to extents without

moving the data of the one or more extents.

20.  The media of claim 18, wherein the plurality of modifications
comprises one or more of the following: creating a new stream, appending to an existing
stream, creating a copy of an existing stream, deleting a stream, renaming a stream,
updating the metadata of a stream, and copying a subset of the extents of a stream to a

second stream.
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