PERFORMANCE DASHBOARD MONI TORI NG FOR THE KNOW.EDGE
MANAGEMENT SYSTEM This invention relates generally to
the field of know edge nmanagenment, and nore
particularly enbodi ments of the invention relate to
systens, methods, and conputer program products for
provi di ng a conprehensive system for production
support informati on. BACKGROUND Businesses store
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Each time an incident is escalated to a higher support level it costs valuable time and

negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
-1-



-1 inefficient and far froma best practice. Enployees

usi ng these systens respond reactively to any

incidents and pull associates in a nunber of groups

away fromtheir normal roles, which translates into

i ncreased costs. Furthernore, when audit reviews take

pl ace within a business, a significant nmanua

undertaki ng nmust occur to collect the data and

organize it in a nmeaningful way. This data collection
inefficRACrANEERd S abeQPrcticd. %rh@%?@ks Rink eegd SixtehGespbAd feadtdrely to any

nmeetings to review and anha I ndi vi dual_data in
incidente tangd |pullpgrgeaiatee dthg wmRher q ETRVRS By foppthsir neymay gefes, which
Ummh_gﬂﬁg%ﬂgg%aﬁxﬁmdepartnent basi s since nost LOBs and

ments organi ze and store their data and

dﬁmhamd:re, when dudif eemaemrs talte rpéacs wfﬂluusa, bustméssgcm iznificant manual

articularl |ve i me con 0 dit .
undertfie st St b OIRERIE G nd oBBR P AEHS Atebef Sy, This data
collectiBRod  drEtGhiAARbh iSCRH1IBNEN BY MhehSFaceAiofacedme@itgd eslrdvitwiand analyze

decentral i zed manner and are not standardi zed across

individupbdgadn detall. Andis lgsmspeth dg Hdy e 9eSOBXYYoHER 3| depadmgent-by-
dpath 1 1347 Sl bl A R B8R IR ity o o
in mffdmharrfammem.hé“hps;rip@semnﬂs pastysdazin dmcnmmam tiow, consuming to audit

) statistical a other an Ses ovin SSocC e
aittere3f eptimel iy 20 piRioh Eoe HRAEMAE IudRRORNE focesses are
organi2dih QakbenffalzcdURdrine PhRl drb ﬁo@iitﬂ&ﬁdﬁze@facx@%mé badifss. This problem
since they are not aware that process nmaps,
increasep @ﬁ@@mt Yaﬁiﬁleélzﬁﬁ‘ﬁﬂ’g?éﬁu%meséﬂ%creas%y have al ready been :
t 0
KPR ARG e 8000, RESOCh L S o of
systeni doaumantaubm,r statifticrimand ether amslystsatimpravinge asskeioly slﬁll levels and

rts re act ua and.
ecueatis i Tho PR o B4R PP RRAHE bt BRI ey are
not awaReiher procdd® nBps ptded@dsdavharalysi, Bus ngttive aﬁeﬁy(ﬁe&a developed
generate, distribute, score, . and track %gé of th

e
indeperamily dygetheferrsrciates B\Qﬂpﬁtehaa@%@aeaﬂtbégy d¢ Tustsgarhda g centralized
OnAR6n, | LR AR R Yer GV R! € Wi BrROATh ATy TPRASL of time and

kmmK%25g%|EF %%NNA&V Enbod?ﬁentg'of t he present yﬁ%entlgnlmean
cmﬂdbﬂmnesbﬁmh@wabﬂuhﬁﬁemd§uand/or achleve other

aevan SUIVA ee're 5e sygtgr}l ugﬁ&w ic néptllsg}]es% %e%%%{é%&lﬁtnbute score,
and trefcﬁ rallGotelad kndgvledge pewdraed &y e ageuiaed ofseybﬁsﬁféssl thedugtliong itegrated

perf ormance dashboard nonitoring systemis
systensin AFgHR GBI IGhd central i zed across the channel s and

sub-channel s in an organization. The performance

dashboard nonitoring systemthat is used to track

measure, and



resol ve incidents that occur throughout the channels,
sub-channel s, systens, and applications of an
organi zati on. One enbodi ment of the invention is a
noni toring systemfor use in tracking and resolving
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one or nore graphical charts. The graphical charts
illustrate one or nore of the followi ng factors
associated with the incidents, including response
times for the incidents, intensity of the incidents
or failed custonmer interactions, root causes of the
incidents or failure to resolve the incidents, or
rati os of the incidents or failed custoner
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In another embodiment of the invention, the processor is operable to execute computer-

readable instructions stored in the computer-readable medium to display on the user interface



appl i cation per hour, day, and week, the nunber of
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One embodiment of the invention is a computer program product for a monitoring
system, the computer program product comprises at least one computer-readable medium having

computer-readable program code portions embodied therein, the computer-readable program
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bet ween the occurrence and the resolution of the
i nci dent. Anot her executable portion is configured
for displaying, on the user interface, the infornation
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including response times for the incidents, intensity of the incidents or failed customer
interactions, root causes of the incidents or failure to resolve the incidents, or ratios of the

incidents or failed customer interactions per channel, sub-channel, or application.



configured for receiving, through the use of a
processer, information related to one or nore
incidents associated with two or nore of a business
channel , sub-channel, or application, and wherein the
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comput er - r eadabl e program code. Anot her executabl e
portion is configured for storing the information on

Uik P8 TR6YedGNbdBineRe ttﬁbeﬁlv@ﬂﬁﬁuﬁé%ﬁxpﬁ@f E)fdgﬁuﬂ %roduct comprises

configured for dlsplﬁy on the user erface,

an expewtabde nestian lsonfigised fohahsplaying, serb-the H-Hﬁh anterfacey falled customer
an the informati on about the
HH&W?W@?%%HF@ é@gfa ]&éih each busi ness channel,

sObe @hﬁﬁﬂhﬁient of ta@pﬂmeﬁa:bn @na dampfutsrt fregraac pmddctV\fdrl'a anowledge
enbodi nent of the invention the conputer g am
managSRHL B IO, §hipFIERLCTRTO 85 BOdH SOBBTETScH 1Eish PR Gprgppter-readable
mediufr® [1axf:ihgS F%bﬁ‘lﬁht@ﬂrea@éblé BfogtSR I cddBt RifidECembdhiad MREI®Nthe computer-
related to the incidéent” on a channel, sub-channel
readablp program | wde rsrtionsdeamptiss| cXepeible mortiense| Onpnexeagablerportion is
f VenLi r
cont 964 PR, ol NS A pHOSSETRAL il LA cne o v
mmde]flts rasdocedd wigh twd o ughe bfia hismesf cltahmel,pmbecémmml ort dpplication, and

status of at |east . one ci dent bet
where{ic B BFsiEss” 3P TRyehe SO 81 BpRe Uit ddpumyieaigp deviee, 2

user iAREROLTar@MRRALSBAIteOfeaddbl pRILRL T Q. t D@oURLIexecutable portion is
interface di spl ays |nforna€|on associated with the

configpree for sieping thbiferamtion oz fhe memary deyigerh dnogier geqytable portion is

conﬁghl%ﬁ' fé)? nélsplééﬁx‘%t&f tl{ N elﬂ{ge?fa(:é? &EQ thBNGeMmotd! %ﬂmﬁless channels sub-
Specitic resgonse ti1ne, the nunmper of 1ncidents per

channel sorraiplicasiobs ahmgn;elm thenidforapipédn eladut dine perdehtswssocm with each

nber of .failed custoner interactions
busmeﬁ%&lﬁ’f‘{‘ﬁns@lbfc?‘ ’toﬁ aPpcatifnt s, the root cause of the
| RCTABAL SocoRl with @nNuMHRIméH: of &hé @ chtitfit ®B®omputer program product
interactions in the channels, sub-channels, or
compriggpen caequEHe pertionepniigired o Gsplevieg. EhHsses interface, information
relatecfsfdkﬁi dﬁ?fi@@r?tloi a c‘fll%m) 'cﬁﬁ{dep Q??Pcagoﬂ or ﬁﬂ%ﬁ@aﬁ incident level.

nt of iI'nventi on, e corputer program
plnoahmdter cemtpdlms ofitthe awemmnatﬂheeccpnputq:roprogm pydnecomprises an

oo s R84 8 PR ESE s PRSP ot

one intidéntHheRieen kit Mﬁﬁﬁﬁﬁ?hﬁbih% r@i)llﬁﬁ)ﬁ opthelhh&dent.n yet
anot her enbodlnent of the invention, the caqnputer

phoy#taopes cRRodwRsmp Af SBS IBYPILIER ettt UEBY élta”éa}‘:ﬁ @tplays information
assocﬁgﬁnc“)ltgl{ﬁ@gnéc méye @éﬁ't:{‘ guch tﬁ@ﬁmﬂ@&rof bﬁér@ﬁmf:ﬁ@ﬁ ticREE, incidents
or nore grap i cal arts. e graphical charts
open Iomgeuﬁtmatspe@ﬁemsponm ltleleofhetrhelbemﬂ luwdrrgs perchamgl, sub-channel, and
ted with .the ci dent

apphc?, S(}Spgéer?hg}.l tdﬁ% Efnﬁl > %egh en riatere I,o]S Ifatﬂrel:g Ps(jt91ﬁ1gr }ngeé'gc ohi gesultmg from

the indiddnksS theGrd6tt AORY of thé Inefd%ﬁﬁs,l @1the niiB®dr of &i&ﬂ&uﬂém&ﬂlﬁterachons in the

incidents or failure to resolve the |n%|de ts,
channglg subschgnngls,cor applications as they relate to other ¢ annels sub channels, or

applications.



incidents or failed custoner interactions per channel,

sub-channel, or application. In another enbodi nent of

the invention, the conputer program product conprises

an executable portion configured for displaying, on

the user interface, links to individual incidents for

viewi ng anal ysis and details related to the individua

incident. The features, functions, and advantages that

have been di scussed may be achi eved independently in

Valdnothsr BeEBNGSthefintdheoR! @S @BpliRY PRigran éﬁédumayorbgises an

conbi ned in yet other enbodlnents further tails o
executylple dreriican cmfy 1gsEsn fofj displawpgr e dhe ween Hberfase) Biprmgtion regarding

Wheth‘%%%%%/\é% %ﬂ%@ﬁgv I ng %@g bl(d%(}g %?%ie'd

diyodanotiet smbéditket ofithemverdion; the gomputat pzbgransproduct comprises an

exccutiffe origE Sofieuted 1Y il eodbE e oy SRt i pgphical harts.

The graphicalbiRiQiiNustrafel o€ mbrPsOME GRFwaRY AYOFVAsEWiAEd W the incidents,
interaction between the know edge managenent system

includigg grepnease Hasefos et mreidents.pidensiy of the  Bsidsntg aprc &ilgflt gustomer
mteracﬁgnse '}P&ddaﬁ&!gt ofoﬁ'lf: 1H&dérﬁ§’ Sptfélﬁﬁe to FéngzE echg i {sd %§ r&ios of the
ystemdiagramillustratin e Interaction o
1ncxdent§/mt feilel Gustonive intdradisine pge;hamwhgebmhﬁnnsly st q:lphcatmn
cor&anceb th an tgl t of thet i nvention; %1?
VR &Y ‘WSWeOfp §én¥e&P°]t‘ he® KRORH &t e SR Rofus omprises an
executS& perivoh lchrbdurad fon ﬂls@ﬁyln@V@x{ HeQibeOintdiface, iiks demtifidual incidents
W t hin production sup i n._accordance with an

for vw@iﬁﬁ@&ﬁhﬁlﬁ@n%#efﬁllﬁéelateﬁ%m%wdwlg‘-aﬁaféen&a provi des a
PFHRC R Rurds! %cftlgﬁs tha Qﬁ%ﬂgél%rﬁatsﬁﬂee &l dltS‘?’,—E égl \Q%e&-gﬁchieved
managenment system In accordance mnt an e t o
independtmtly my gariqus embo@nientg ud @Mmewnbmwmn ar deyhsgamiiinednn yet other

embod AR e AV Obr e e P e RHE bt Bt B descrpton

and dr&¢pgoRrt, in accordance w th an enbodi nent of the
i nvention; Figure 5 provides another dashboard for the
knowl edge managenent systemillustrating a
sub-channel summary of the incidents wthin production
support, in accordance with an enbodi nent of the
i NBEHEF OESARIGUHN ©HoFldl SE&¥ERA oV HEW S dH%"ﬁHBé)IﬂAWdN GShe

H—gavg}getgtct" scrnoe%fcn%ﬁ(eilnla nCIog’émh | 1|n|véjn§1§0ﬁ?1t1 :geg : Oaé rrlifnls nr(ﬁ: gc%rc]ft: will now

be madeUp iRl decompangitg Qi Shangs whichirediot necseail y@atvn b sdalgand wherein:

i_nvent.i on;
Figure 1 provides an overview of the interaction between the knowledge management

system and the channels within a business, in accordance with an embodiment of the invention;

Figure 2 provides a system diagram illustrating the interaction of the systems in the
knowledge management system, in accordance with an embodiment of the invention;

Figure 3 provides a home page for the knowledge management system illustrating an
overview of the incidents within production support, in accordance with an embodiment of the
invention;

Figure 4a provides a process flow for the dashboard system of the knowledge

management system, in accordance with an embodiment of the invention;

-8-



Figure 7 provides another dashboard for the know edge

managenent systemillustrating an incident summary of

a specific incident within production support, in

accordance with an enbodi nent of the invention;

Figure 8 provides a playbook interface for the

know edge managenent systemillustrating the

searching and display functions for incident recovery

processes for responding to specific incidents, in

agie el pRviMel B ARHEEHRO FoMBR kR haMBEhém NystEindilifrating a

9 provides a know edgebase interface for the khow edge
channehsheyenest the yaeidents withiy prodaetiongupprat, 3@ aecorlanes with an embodiment

[ functions for the resolved incident tickets,

Ofmegﬁég%%%rdance wi th an enbodi nent of the invention

Hriguttees prOvifesoaniottes dashpoard dasherepwladgenhaagerhort sysan illustrating a

know edge managenent, system illustrating the .
Sub-d@%%ﬁ‘ﬁﬁcwp?% el Hies Peds R CERinG ROARGHOn, RPPRHYy JF cagpordance with an
embodiente®the iﬁﬂﬁﬁtibﬁ;ansaﬁ i onal process maps, in

accordance with an enbodi nent of the invention; Figure

1Higpiedy PigEisles anntlas algshbeard fgr g5t mpwiesiec pppmaggyasat syfgen illustrating
. t i1 ) r j . f. ;
o incRICRSE Rl 5" Sl SR SUR Ty Secrdmce with o
embodamentrod thedevaniibly an  enbodi ment of the invention

FL. 12 [ fl hart, di f th . .
FRHEF AT T —
an incffenBsirhiBdyyCoTad EpdelfMndidemSHARMI pro@UcsiBR Ghippsst, ih Rccordance with an

accordance wth an enbodi nent of the invention;
embodimgifrof thedaveptieni des a process flow for the operationa

;lsxlglt.ng% ﬂrb ni}{%sicz{c}gi?ﬁjoﬂé %ﬁt@fﬁc%ffo} e %ﬂ?éﬁ%%ﬁ&?xﬁ@%?&&ﬂtﬂmsﬁaﬁng

[ ance with an e nt o
the searahiegtandmiisplay fanctiome far3incilentvicdesra popessat fayrasponding to specific

.. l.iability i h t know ed
incidefy i Sintints R B PP PUSRRSe e RBRPAl | abi | |ty scor es
f PiguRas hre&h@RNE knowRdI@basy HiddteRe Vbt FheaknovaedpRdinARigbmeiit system

the invention; Figure 14a provi des an operatigna

illustratimgithe pearehjng afedisglap funegonsnfastherssolvet nciienk Hekefse dy accordance
witha?%ﬂ&ﬁ Httoﬁﬂéﬁ%ﬂﬂ lustrating the reliability scores
or eac

sub-channel, application, and category
wFighiien1 & podvadesed processaoepridieniaes firt the almosvibiigdi mamgemént system

. the 4 nvention; ,Eiqure 14b ovi des .a eratipnal .
ittty R by G e e ol P, CRRAT I sagignat process
maps, PR GRERR willy st @ibddithetof Biclifgentibg, scoring netrics for

two categories, in accordance w th an _ enbodi nent of
tﬁguqen{,lsmrq)\gge,s a process map display for the knowledge management system

illustrating an example of a physical, logical, or transactional process map, in accordance with an
embodiment of the invention;

Figure 12 provides a flow chart display for the knowledge management system
illustrating an example of a flow chart from a customer perspective, in accordance with an
embodiment of the invention;

Figure 13a provides a process flow for the operational reliability index system of the

knowledge management system, in accordance with an embodiment of the invention;



Fi gure 14c provides another operational reliability

i ndex scoring tenplate for the know edge nanagenent
systemillustrating the scoring netrics for two
categories, in accordance wth an enbodi nent of the

i nvention; Figure 14d provi des another operationa
reliability index scoring tenplate for the know edge
managenent systemillustrating the scoring nmetrics for
two categories, in accordance wth an embodi nent of

tfh rb N8N bR tles Rl @pErdtidithe relﬁacbﬂugd endad BbMer pRefodt the Ndlowledge
ab|I|t¥|ndex SCOI‘II’]? npl ate for the know edge
1

maﬂag%%g%ﬁé‘ﬁt lgsreptingntha Teligbifibt mgeSt fe cachoshapggl ,n@taqcerélw@rvvﬂh an
in accordance wth an enbodi nent of
embo#'ﬁ&t?%g%ﬁegﬁgﬁ Figure 15 provides a contacts interface
flogure Réa broowles dn @pcmnagda peiabilisy sidexrscdring usterfadei fiog thehmowledge

searchin d _di spl ay terface f r the
manag AN opet Hsratne be TR EhEs B chshosithSidgtprtitation, and
categofBWi@ER HRAAnnSY $ii RdrdhiteaRiGOirtshiodiniért 61 @b ivhas; ment  of

the invention; Figure 16 provides an incident report

ragire 4 ¢ pravides 28 @peigHoRah éelwhéw by Smd@ﬁﬁ‘ﬁt‘“f fog mmwledge
[ I r h
manse 515 10 56 ERnlEARAC 1f HOLBAE seorine with
embodendy df e mveofiort;he i nvent i on Figure 17 provi des an

d f he kn
Iﬁn&ﬁgte ﬁgt PWSCHG% 3{@ lt}to%glij nu yreg{aamgt?z g@?ﬁg{%g %emlgpate for the

knowldd@e nfh@idementls g@%ﬁﬂﬂlﬁiﬁﬂﬁﬁg\ﬁhet Rodfy RIFRRE Fdrawb cafgddts, in accordance
i nvention; i.gure 18 provides a process flow for the

with afk%wdé@@ﬁo ABEHENG system il lustrating the incident
I Gt f
'T@ gfal ﬁ@npm d%tE g@%lﬁ%{/ edrﬁ)tgfl’é{tloﬁd" @ﬁﬁﬂ%ﬁgg@gx ‘i%&gl}ggs?naplate for the
knowl@luge nrapagtarent fstee Hageating the ferikgroniries e twa alggoTensy in accordance

.. SYSt i.llyustrati.ng the list of open incidents, in
with aré%@&‘%@ﬁ%é’f e‘ﬂveélh x'gn‘oodi nment of the invention; Figure
Fagae oMicdpovidRs tan@ﬂleﬁfbpkﬂﬁﬁbﬂﬂ NnieligRiyuRideatscoiing template for the

interface for the_know e managenent system

knowledge managementsysien lllaftretﬁﬁs ﬂi‘erﬁCBF%’tnieEﬁS ﬁa&w &ategprics in ageprdance
w1thaﬂ bEEntlof He8hventifn; accordance with an enbodi ment of
e Invention; Figure 21 provides another part of the
|E1g:urd eht ru’ovtdtsn iac aontats |1ntee°a¢facfer fthy knbwledge ombmsggment system
. enent I ustra t her
111ustrait1|1,}g %l?e n%ft'arcénﬁn% Hiesgia%ll fﬁ Pog tﬁ% %1 I%)P ?IF i%(g)litactt‘!;'] $elated to one
sectior 6F @il RGletdd hlaamgeﬁf&odyﬂaﬁ,t 1mfacdohemcm\vﬂﬂi b remboll € of the
22 provides another part of the incident comrunication
nventiops er f ace for the

Figure 16 provides an incident report request interface for the knowledge management

system illustrating a request form for reporting the incidents in the system, in accordance with an
embodiment of the invention;
Figure 17 provides an incident report for the knowledge management system illustrating
areport summary of a particular incident, in accordance with an embodiment of the invention;
Figure 18 provides a process flow for the knowledge management system illustrating the

incident notification process flow, in accordance with an embodiment of the invention;

- 10 -



knowl edge managenent systemillustrating another part

of the information |ocated within an incident ticket,

i n accordance with an enbodi nent of the invention;

Fi gure 23 provides another part of the incident

conmuni cation interface for the know edge managenent

systemillustrating another part of the information

| ocated within an incident ticket, in accordance with

an embodi ment of the invention; Figure 24 provides

apgtiRer9 PRevidRl ad Meiddne iHAGRE pLRNTH NhE AnbGleded trRdfag€fent system

for the know edge managenent systemiil | ustrating
illustraging tiprelist pherendncidents, inacspidariconith yremkadiapntiof fegpvention;

e t COLRRC

tﬁghﬁ%n& t(lﬁ‘g%e% I?:aﬂ &rfg‘SZ%Epr ov?‘gigfgh%ﬁo{bh part o# ﬂ%LknOWIedge

managementdsystent dhm;ramlmparo of ithe exfbmeation dncattd:tbwﬂhmom embgdent ticket, in

nent m ] l.l ustrating another part of the
accorqmi lﬁh %%83? é’éﬂﬁlwﬁnﬁ i nci dent ticket, in
aplg@;red anc owcl&sh agtxhehadi @ﬂame @dciddne doﬁmamﬁdaaan ifde@fdéce for the
provi des a process flow for the know edg

kﬂOWI?P&*‘fa@%ﬁme@y%'ﬁtém luptrating AnoHT PAd ofithe Flbf@matlnogslafeﬁﬁ@ewﬂhm an
incideM tREES Jcl:&’ﬂ’ande'%lﬁ%cérn%ﬁ eiblof the vefiBpdi ment of the

invention; Figure 27 provides an acadeny honme page
|F1gmref 22 eprbridles haeothero whie dofe thea margdernt rromnyyngtagon interface for the

i ustratln the certificatign an ul. avai l.able, ...
kmowldger Ry kaR? At Eicwfity SR TG SPmRIPh PR witin an
incideht TR in@[&corﬁiuﬂ:!d i thdh Pisvdinles ofithedatidlgd acadeny hone

page interface for the know edge . nanagenent system

i FIEBSt 24t PTAYdeh Snetert ppTt et itin Taeidenhuginmemiclian | iglsriace for the
knowlbdbet rtﬂguagéﬁ&lt éf&eﬁlcﬁﬁﬁtgﬁﬂl%eanoﬂie} Zraﬂrbfecﬁpﬁ%ﬂi?ﬂﬂmqgc&aﬁwﬁhm an

I nvent | Figure 29 provides an acadeny nod
incidentrticketf icascordance vathkanmbndgrentahtigamentiony st em

IH urrs% %t | 0% t?snh%got grﬁ,lg o dlrgﬁl% a%l%cflé) ot acoumsntler cahon iniéaﬁfgce for the

ORISR on:

mOled@umefla’gememtosyméﬁs11msmtﬁxcgeemtlfek @mfcﬁrthé heforAde Mycated within an
. ..Ssystemof t know edge na enent, system in
incidogy el B ASEORIGR A1 BrVBRIHBEAY ObIed R ont | on.

%ﬁgﬂd@? R RAbER Ghrt EMVBA Ml %Hﬂﬂﬁildawgl\ﬁ{e%'ce for the

E i nen of the présent invention wl now be
knowld@cmamcrnmir%fslfem lastratingi angfhes patj aftthe rueff)@naémelocaﬁed within an

incideltéﬂﬁzggt? ﬁlgz%? %r#cré%ﬁﬂ{ ﬁlvgn%%l méd? ofHe§ 85@, but not all,

|nven Ion are’s | ndeed, the
| Rigartdoqprovidys Dproessd didiveldr the kimwledde hfaaa@ntenf oystem dlnskrating the
shoul d not be_construed as lLimted to the t%n‘ood| ment s

incideRtdespogss OsFSs QPW’ 1n ageqr q.ncef)sﬁ em odiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an
embodiment of the invention;

Figure 28 provides an expanded academy home page interface for the knowledge
management system illustrating the certification and modules available to the user, in accordance

with an embodiment of the invention.
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enbodi nents are provided so that this disclosure wll
satisfy applicable I egal requirenents. Like nunbers
refer to |ike elenments throughout. Although the
enbodi nents of the invention described herein are
general ly described as involving a "bank," one of
ordinary skill in the art w1l appreciate that other
enbodi ments of the invention nmay involve other

busi nesses or financial institutions that take the

PFig&e 20fpréfidesinkachdbnSORb&NES trtéfacidthé Rfowadde thehagement system
performone or nore of the processes or steps

. : . or § P . .
illustrafiag dhq pedulpsisplay fasapssrn i srepidanseatit pn gsmbadimenicefibe invention;
enbodi nents of the invention may involve other
busi nesses outside of the financial industry
dfiparg 80 IpesvideAs prodebs fiew dppheaiadé¢rey sysienookthe knekiedge maagement

the art, in view of this disclosure, the present

systent, FasorIgRee vl B mehadiee f B8 eRlithog or an appar at us
(system conputer program product, device, etc.), or
a conbi nation of the foregoing. Accordingly,

AP RS B P hE Moo R G VST

software enbodi nment (including firmvare, resident
slonbadiments af thegressafanvantion will gew deprybgd mone fully hereinafter with

referert @D’ ﬂﬂia %e@@ﬁ#ﬁ@%ﬁ%ﬂ%ﬁ@d%% Q3RS G o Fg&i Uhbodiments of the

gener a erein as a "sys
inventieur drtd @howor. e, Indaed o thenlamdrgionfmazhbe pmbsdiad in nvayt diffarentforms and

take .t he form of copput er program. pr t -
shouldy G e Fong PECL: GRpRGHL (S sGF < LGRS FE 0N Hhfgriiy rther, these
embodBABM AR praASdidl 8 tRit AAE aRt1oGRE /AIE MABEL HpLi¢BRABRI fequirements. Like
instructions enbodied in the nmedium -12 Any suitable

numbegp pfiat &9 -liksaelpmensp thionphauer - Althengl thenpabeshimprty dethe nvention
ULl of « Il [.€:11 :

gt s, T QRS SO GRTEALErFOHAY o n e o

will a_p]breciaue othitc pthea gnibbdimentpof ded jnvehtéet napeignelte other businesses or

infrared, or senicopnductor system. apparatus, ,Or
financiglypsfuton i Qe Bl g Shwpuain SabinBRea it B bG8k 19 ngrform one
or mof of MR HROBWECHr kRpd ablcabaPdini WPBkide peolmele by hebank. Other

follow ng: an electrical connection having one ar nor

e
embodjnends of die wveniiogi Bk inyobiciecr hrsicssas oW of the financial industry
dwgmB%[tab|e conmput er di skette, a hard disk, a random

access nmenory (RAM, a read-only nenory (ROM, an

eAnsilbbe approgjriadinizine of skill mrthy arteinoigy EERROMsclpsUFe, b present

mventlg?l%q[yy%éd ﬁ%])%?l%q) %sg%t ingeig?o%o rf%g@%g{%”@g%g, a%&%&g%{%g‘rgl{l product,

deviceCeffDULER qnftFHAdh GTHBE TORPOILEL! - AGRERRIE EMddinedts @fShe present
) for carrying out operatiogns of the present invention
inventjogymgy ks iAot dnaro sty dardsigre gmbedimept et Gptirely software

bodj M RGP " AEAR R 'derLtaW RHGH A%, JAVR: oP8h | embodiment
mn(@%ﬂ{ﬁﬁ,%ﬂ-m Hw%leanmwa,f@%co ut er

combiping goftware and hardware aspects that may generally be referred to herein as a "system."
Furthermore, embodiments of the present invention may take the form of a computer program
product comprising a computer-usable storage medium having compufer-usable program

code/computer-readable instructions embodied in the medium,

-12 -



code/ conput er-readabl e i nstructions for carrying out

operations of the invention nay also be witten in

conventional procedural progranmm ng | anguages, such as

the "C' programm ng |anguage or simlar progranmm ng

| anguages. Enbodi nents of the present invention are

descri bed below with reference to fl owchart

illustrations and/or block diagrans of nethods or

apparatus (systens, conputer program products,

dexy Geable tomputel-isablel br BompiReleesd8RAnteian BRGILOLERId. The

of the flowhart illustrations and/or bl ock diagrans,
COmPUH USEBIFIT AN K5adableopredivim maiebes (fernexamnle but not limited to, an

a

cectrinlc, Wb, QPfeet i-Rorp it MARTBP o EHNSDRr syem, spparatus, or
devicec dvipre tspecifjir e@gumphesi(a sbn-achadusing listheof t]lneecqmmpw&rdeaﬂabla naedium would

1ncludgr OC é\%{p@%ﬁ%&&en rc%nﬂ%kﬁlgg ?Lﬁeigé r%g H}Oée &p LS or a tangible storage

mediuf @@E 96 b portatlp abMblier HidkdHeO8 WaRl dsi) Al thhddh AEccBPMBMBB; (RAM), a
such that the instructions, which execute via the

read-oplyoreeny (RPMnan cnghie @rogsampeble rreat-onjy Anereyo(EXROM or Flash
of @&ﬁ 468 dRP R

memo,lggzpl coml t £ t%d% ﬁeﬁg’ﬁg glc):{lgglggem er c}gﬁghble ogtlcal or magnetic

storagd douweshar t and/or bl ock di agram bl ock or bl ocks. These

RGPS B o b B SBL G afons o e

presen® inv@hhi@! nﬁ@qﬂ’! ﬁfﬁff.&bhﬁ‘ afl adbgech lopieBISs, gl ﬁ&ﬂp@* aisdSpte® programming
function in a articul ar manner, such that the

language speh @t (B P§€10 rS&fHFql]ktﬂJéJr Bripatlike. r Hawayire theespspppter program
code/ciQ gﬁiﬂépf‘eaaﬁle At cﬁﬁs Gbr Wﬁ?%ﬁlﬁgﬁe{éﬂbﬁg Wy mventlon may also be

. tructions, which inple unction
writters ymecs:pﬁvmonai prh@dufdl awegramiming) ddngnagsis o sichd aeagrea AED Ipoegtamming
Cl he CO ut er program i nstructi ons may

lmugmgForﬁg%aﬁgﬁﬁﬁﬁ?ngﬁ% ggﬂputer or other progranmabl e
dlahbocﬁmm@ﬁlt}@pﬁmaﬁrﬁieﬂﬁoﬂ @rec‘c&sk&bed beRf &dthQbference to flowchart

oper at i ps to b rmed on the conput er or
illustrafiopy @nﬁfgaaql%%rﬁwg@%ﬁp Bgr’%‘? St 8 PRIl (BYsteiisp rogputer program

produdt$TRERBRNES! 9’ R AN e Ind Sitebd fhgtaéacﬁ BRck BB iH: %Wcﬁ&% iMQr&Hdns and/or
execute on’'the Conput er or other progr ammab

block dipgramatand combman@@s ofthderks ﬁmthqﬂqg&{clmﬁ ﬂtusﬁglqnh gnd/or block diagrams,

can be &ﬂ@?é@%@%{ %9&3%515{%{; %lfoél%% %Q?Eé(lf'{g)g% : %&a&m&%&]&/ p%gerOI%s ructions

may bp rpmfi]mdaah fiongp bmt)lﬁdf Stgemallopiurptﬁﬁe&gﬁ’@ylt& &speel@hbmrpéﬁ computer, or
0 or or uman | npl enent st eps Or acts in

other HP@@F‘H{)% SRR PrUGES e AR 'i?eﬁ’ff)gucﬁfa PHECYIAL WAFhipg, such that the

1nstrucﬁbﬂsu Ghidh ickbdbed KB BR HrldGeskaovt BROSIRNGISTBEr PYotkfthable data

1, in accordance wth an enbodi nent” of the |nvent|on
processing appaseiue dyeaterannghenamg foryigpbementing the fynstiensfacts specified in the

ﬂowchgﬁ%a/gy{;@gkagg&aﬁmgﬁi%n ?‘g edge for all, or at least a

urall across a bank and the sub-
These computer program instructions may also be stored in a computer-readable memory

that can direct a computer or other programmable data processing apparatus to function in a
particular manner, such that the instructions stored in the computer readable memory produce an
article of manufacture including instructions, which implement the function/act specified in the

flowchart and/or block diagram block or blocks.
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channels within those channels. In the illustrated

enbodi nent, the channels include, for exanple, an

e-comer ce channel 2, a banking center technol ogy

("BCT") channel 3, an automated teller nmachine (ATM

channel 4, a nortage, honme equity, and insurance

technology ("MHEIT") channel 5, a card services

channel 6, a deposits contact center ("DCC') channe

7, as well as other additional channels 8. However,

I TheObdBputSTBREINE HhstrubfiorshBial RN bE ABadetiNdhto ki evhBEtee or other

managenent system 1 can provide the sane or simlar
prograsyyblsr daty procefsinE apRHalup (Reause dSpues hewertionl stops fhbg gerformed

y ; h E .
o v 555 4ol o RHF 06350 R 5L g procs
such tkatsthe nsstiuntidrisewhikh exkaxiy en rtha agapetat os piltce prdgratimable apparatus
..accordance with.an odi.ment of t i nvent i.on.
providf | 105 PRy B I ERG IS TOUary sy B B T8, D ar gyer block
diagrai@PR6ck b1VilbdksC OAlRdreiveMi doputerl Woktaml dplethéntedsieps or acts may be
know edge managenent server 120, one or, nore bank

combinpdvilfpepesataray hugygn Bplemsntedsieps A6k In eBWPIt Ry Sysesrbodiment
ofmsﬂ§89mhﬂ this way, a user 104 of the user conputer

Ssystem 110 can receive electronic information from

tFigurk nbvillestigees ntho akremdeige s mavageme 20 sysdhamkl, diit afraskwce with an

130 d the . ba 0 t.er systenms, 140. The network
embod it e g o R P B R PR E o e BB ichiigured t
managk Xn6WRAEe f@ M, ¢ aB1Rs £ Plutkhty dfMANcharelsQRedss ardk and the sub-
network (LAN), or any other type of network

\or , ) or )

channely i thess drnpekt wdh ke dipgrard: gpediment, thg chigglsgpclude, for
ro Wireli i ess ; [ ' RivrEelg

examPgegofm x’ rC e esgcec%ﬂr?rgmﬁﬂi %’a?i]%ﬁk@ tc\%/g{egg tg‘g%/llbg’g)s’o(f ]%W;Th)g chiificl 3, an

automated whlekmagtiné (ATM) cleened 4, Bogagecheme eqatyu st inswamgt teghnology

. tem 1 ener al | onpri.ses . a . co i cati. vice
Mgt Shagt . B0 st ARERY 5o g SR RE L P C S et 7, o5
well abotius edditiohdl ¢hannels 4. t HewkadMin' pthec esbbdichet8Vofc@e invention, the
general ly incl udes circuLtr¥ used for jnplenen%igg t he
knowlgdgRameenens Y/ lovan RegTide Hgramedissiyarsuppar 1 gidrent LOBs,
departi¥ E,%hz%ﬁi@ls%&%@insr’tyﬁe SRsassi ng device may include
a digital signal proCessor device, a mcroprocessor _
dégire &, pravidesvasystens diagrahmo Y0t ibustitin thel intveastion pEihs systems in the
dji gital -to-anal.o onverters, a t her . .
rmowlgied gt G Sr R Fil b B PR R ARpeBRP R e imvention. s
illustrdt@infogurangda Géeg bahpiteiosersl NY it vpatiiehscaplddhda aystveork 102, to
are allocated between these processin devigﬁg
a knovgledgsr pmagemsnieic 120 98 OF mse bapatiiihapssels’d, qpgbone or more bank

compugcrr%?ﬁéﬁg 190 ey HGE wiBYa BG! 1046 tha!N6driBRPlict ¥ys@n 110 can reccive
perate one or nore software prograns based on

electroperip formationefietn hecknomdedge onanagement sesyasdR0, hank defabasps b, and the
stored ip a evi T ' &€
s S g I L PR B SR 1 e s

Internét Ol deGirdatnetiierk (VAN Aileral irea netevoric@ AN oaundy dther type of network
ngnory devi ce 113. The processi ng device 112 yses th

or combination of networks. The network 104 may provide for wireline, wireless, or a
combination of wireline and wireless communication between devices in the network.
As illustrated in Figure 2, the user computer system 110 generally comprises a

communication device 111, a processing device 112, and a memory device 113. As used herein,
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conmuni cati on device 111 to conmunicate with the
know edge managenent server 120, bank databases 130,
and the bank conputer systens 140 over the network
102. As such, the conmunication device 111 generally
conprises a nodem server, or other device for
comruni cating with other devices on the network 102,
and a display, nouse, keyboard, m crophone, and/or
speakers for comrunicating with one or nore users 104.
the tefd FPfdcBRing. 'dHnU@’t rRh&4Y Ninkhugy emrjeumtyh Qiséth Sfor CREPth&tting  the
system 1107i ncl udes” conput er-readabl e i nstructions
commuridation gnd/gr lqgwt faactiomgod ¢ p@émiubﬂe systen. Wb eamiph; lupdecesdieg device
may iR BT PGP B LR ddtice, Bbbits o RS off, QUGG snatog o
digital confuutc sy d@tslttermalﬂ:@ chivertesmmdvthatseppurt dircnite aml/ommkrdinations of
the forgéqqxggfvs onttwigfggggn gzocggv,t ggé%% HE-LEEB%:\@IE a@eeabr located %etween these
procesRE ASABRNLcABRL k& ﬁfieir‘?ébp@gtﬁre'cﬁpﬁmlﬁléﬁn anb 9%@3s1ng device may include
managenent server 120. dge nmanagenerit
functiopghiilyi te p¢rets one BT Grh &crfgﬂarﬁ pmgrﬁm hﬂﬁed PrepaTRBBeTtIc#igbleHastructions
ggm 0 oss all of the channels
thaﬁo#nto}sggﬁgﬁ%?% 9%%ﬁ¥%£péﬁgfgﬁés the information for,
diengocdsting dé\h{tenglé, of it mley corgpyieogsietn 010 is npératbrely coupled to the

commx%gga[kt)ljgrel 2%&%02 a;l\ 6 % ﬁ gﬁ% fn\l,cMg{ﬁ)p% L h ° hﬁi b’ Eg éro%ggsg%ﬂlélce 112 uses the
commitiOMoR B ice TRNAY LHRMImRRR! Wlﬁﬁﬂie Uhowdgd Sahinfend Serb @ 120, bank
source for the location of all business rel ated

databasasf bilbresni othe ranls r@ﬁuvééer sstems  Hi0sevpsstbg nehvegkeli2er As such, the
n, Fj e

s B2 LS O3 T, ey o g o

conunmﬁmtmgl with | alerddasic:e dr121he actproolc 92 agd dmzhsplay,lﬂﬁ)usankbyboard

} devi.ce 23 The pr.ocessin devi ce 122
microigRE TS| PR B SN G| Gt P SEas Uy As further
illustra®éilint PiguRENLY us@Vdoafulet Jysterh el 0F’iﬁ@lﬁ@@ssédﬁﬁblﬁ&#b&ﬁbﬁzﬁstructlons
uses the comuni cation device 121 to conmmuni cate Wt h

114 sterpd in,the memory deder LiSe Whishidnd pder the compeenigadablpingiicdiens 114 of a
web bioigker 376 103%11%5%11&0 Qt[ionsﬂﬁﬁ STGwd 4k Qy e H@‘ﬁteﬁ system 110 to

net wor k e communi cati on
commrgemaée wiithyne orrmoras@heladamdenm tlmeneVer 162. The h@b baewdec ¢15 allows

the usgf ol R 1 p e o TR el Gipplcatonc B 17 kmowiedze

managhien egeR 1IRNagRIEHowiRIeY Ghankd@nemCdppilegion 125 gathers information
conputer-readable instructions 124 stored in the

represepging the knayledge pAhe spcHcs EPHid Qfﬁhe E]Eﬁ"i*ﬁﬁlﬁ dhto opg gppjcation and
stores g%%#fbﬁﬁ&ﬂoﬂ%r %&%ﬂ%ﬁ)ﬂl&p&lu’ﬁ% n[@%l@iﬂ SHE RNt prci?éems that occur

ication 1 oug ?lgure ustrates
withinkthe \Maedg;echa:miag dfrerst 1 Gle mier arg zﬁteasbauh eangzﬂmteem usg tthg gnowledge
t ant tHat th re can be, 0

managggr}gli(&r ﬁpé)llcaetéo&? fieir .go_10 %Od,%e rf10 nEhg fe)cr:'a on gl ng’l:l Fimsmess related
inform@@él REdrémgs, asis:msdmed o gredliesddthibbdlowg the infornmation

for, the know edge nmanagenent system

As illustrated in Figure 2, the knowledge management server 120 generally comprises a
communication device 121, a processing device 122, and a memory device 123. The processing
device 122 is operatively coupled to the communication device 121 and the memory device 123.

The processing device 122 uses the communication device 121 to communicate with the user
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The bank dat abases 130 generally conprise a
comruni cati on device 131, a processing device 132,
and a nmenory device 133. The processing device 132 is
operatively coupled to the comrunication device 131
and the nenory device 133. The processing device 132
uses the communication device 131 to conmunicate wth
the user conputer system 110, the know edge
managenent server 120, and the bank conputer systens
compuled Q@AY 1 foN ehdBAONfabhed. 1305 aBdEke bdnteconfRBYLLYEERS 1190 over the
device 131 generally conprises a nodem server, or
networdt W3r Afesiicledhe yomgpnicatinmenice 421 genaiplbhcosmises ajmpfemeserver, or
. - . . - I | | o .
other ffich 1 AFEIA 8 pn g YEHERY o BB 715, ' s G Bustratod i
Figurepl, abe anowledger mabigementl 4ves t1@0 anklides tdompoerpradablel énsiroetions 124

wored e ORG ASE b g SR e LR AR R GRESEAS 151 of
1mow1&igfer AEfagdRRhi GRplAsn 185, ar RksiRH FRufAR! WLetaRs B OkRwledge

information fromthe various bank conputer systens )
managemgnt server kKHOK erfyysiern dlge iapertang fa/agte {p thepgpan; bfeone or multiple

o BUEHRE o TRFOSTEI 0 GAIAPD s SOk O i

informagbafoe thetkmotvivd gp haydpeoiest sykteoml. edgebases, maps, fl ows,

eratio rel.iabi ity indexes, contacts,, re S .
i Gk e AP den sty SRS o R feER 5 bt processing
devicel 38, KRAIWNIBMBE deVRIRAGSNEME pfatsdstiB dewicelBE i Geatidbly coupled to the
di scussed in _detail below Although Figure 2 )
commynigalion dgyies 18hand ghmineaanasades1P30The Puressigsiexice 132 uses the
comm%ﬁcdtféﬁ%@ﬁ@tlﬁ Eo e uﬁlpzﬁé whifl&he u&?@oﬂ?utgln s%fmm ttﬁeoltxﬁwledge
at abases, each wth simlar conponents tHhat handle
manageaptiserveg] 205 et thedantacmbipritergysems bt oveg theletwork 102, As such, the
i nf ormati on ﬁgé t he nomAedge nmanagement systeth.dThe P
COMMYUFK'Bo ySPERsY £28°PH ‘??e?a‘lnP%n&’o AP Ts &F gother’ device(s) for
commGAOAAR vEaE bBbr 88Ydes dn kHd netvorld 1 GX: € AS ifiighei eistBted 42 Figure 2, the
and a nenory device 143. The processing device 142 is

bank dgiabpses i1V @ contapoopIrsterrepdable Peesv ARLAICHAN Iddviered iythe memory

devicea1@§, bilfn ¥ eVt A BadabllEnRRREGRS A% rARM G6rage dfblications
142’ uses the communication device 141 to conmmuni cate

135. {Fh¢ hatahgorage apdisaportsel3 Ssyrs tusad 1d Ogptuteeandksiowl isfigmation from the

v OSSR S5 7 S R BRSPS o

managéthdnt3pRdatibh Y25 OFG ek Sfle din HBE efibodi@kMEthe bak @ithtRkes 130 store the
device?s) for _communjcating with other devices on.the
data re{giedide Khe @aybagls. Aneviszehpscs.nBanse, flovsy wesaonal reliability indexes,

contac’c(;EiF RO NBcigedcOhmRRR Snfefhcds OHNAGAELRE B e OBBwledge

re users 104. As further illustrated in Figure
managémentrsystemrk whishpue gt disgussalis deta belomt ahlthough Figure 2 illustrates the

v AR SRS e 5 B B 9 i
databaSedTpathevit siafdiabémpdreatsrthatttiaadie chgidrihgrstddmgk and/or distributing the

) applications 145. The bank applications 145 are used,
informga orbgy fhe kngwledge management system 1.

The bank computer systems 140 generally comprise a communication device 141, a
processing device 142, and a memory device 143. The processing device 142 is operatively

coupled to the communication device 141 and the memory device 143. The processing device
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capture the necessary information for the know edge
managenent application 125 along with providing
support for other bank systens. Although Figure 2
illustrates the bank conputer systens 140 as one
system it is inportant to note that there can be one
or multiple systens, each wth simlar conponents
that handl e capturing and distributing the infornation
for the know edge nmanagenent system 1. Figure 3
142 us%.l)a glg%é@ﬁ{uﬁ_ ﬁiaé&fgéﬂgk%‘é‘mgg Sgﬂ?ﬁﬁ@%, E‘vFI nﬁho%g Héér‘“c@%lp%r m{éﬁh 110, the
knowld:dge mamagmdrm BTV laﬁeandltba bark databaggst] 30 overthe netivgri H@ As such,
manual |

the com%lcg ey auagﬂ’%‘?l &4 ygl%'bﬁ}ses.m éﬂ ﬁlgwseélaare or other device(s) for

comﬁﬂmgnwnm AR desades Oh i@MBepage 190, AAé o dkplayOmdubg keyboard,
various, applications within_ the knowl edge nana errent

microphiore. e#dor speakeeh GOl eQrEUREHEge Hitht oG0Pl MfREg disey 104, As further
b s _

o R e

instructiesh B4 rstized G0, the h‘eem@‘pfedenlcreo 43, whiChaianudw thiendemputer-readable

L A A L e

capmr@ﬁﬁdﬁifyssgl@omﬁ(&ﬁlfatl@lﬂfor thé &n&ﬁ%@ﬂ&ﬁagdffﬂdﬂﬁmﬁﬁon 125 along with
pplication 125 is used by f_the

prov1dg\gpwp9rt e Ather hank,gysfemse th%lll E%Teog éﬁd et O e bank computer
systenﬁqQ§ 95 ond HsRE! ﬁrls [rRp TR {0Qfote thiAHAE 880100bne (ﬁ’%lﬁb% s@didms, each

production incidents, inplenent new production
with spghi camporents sl keandlee captiring antl ediginbwies] dhe rinfoamatgpn for the
rnowldde 2 OQUeCtén? steypport . In one enbodi nent of the

T ST on, ot e khow edge managenent system 1 can be

U gge t30illubtifekthe ibbwRidEs nianagentne dpplivatidt homh @a@ﬁﬁﬂ( This is the

I nci dents are eve tix? t hat, occur ﬁéthl n t aﬂ
page ahipeg caradigispt e iyratiom dusay Mok CEpHelt onensitising on, cither
automﬁﬁ:ﬁfl?t SN ALAGLHY 8% khBR1ddBE ﬁﬁx’fﬂg@m@ﬁ’tﬂ sydt@Rd1t O The knowledge

l'ed custoner interactions ("F ') if " the custoner
managr:me@tf ﬁl@dlcefépfb)hotrhepﬁtgﬁ;c iSQielms tabs tfhre thq ivaEOWf applécations within the
| I a '

knowléc%g ng:ﬁxg% ar?e{nt g%séeg? 15d C us ﬂ:h%é Hlaﬁélégﬁentlt ljébﬁféegfe@e%o%gﬂtalns tabs for
the playbéxBk 110, thebpiveedppbise 2005the (iaptB00, xheaﬂtdma@@nﬂs deshbobrds 500, the

oprs S A0 AR S0 B398 7 e i

comm@APdtiof Ant@thce 1@RCLS oS Al (1R atd¥eHS 9B rde6onsOr The knowledge
i nci dent troub eshootlng and anal ysi s of the bank

managémﬁ@immhcatwsﬂémﬁ upad by ofathr tigrp synpes teams, as well as other
i | i . ..
cootof 8,893, o G ASHGTL UMD 0855 o bR i
implerhént IIﬂ@TTpISdlﬂIﬂIlOﬁ rappBcatieny radd dstdrasallsof therknbeicdpe eclatey 36 @roduction
information related to the incidents and accurate
SUPPOttont act groups were not established or maintained in a

In one embodiment of the invention, the knowledge management system 1 can be used to

track incidents that occur within the bank. Incidents are events that occur within the bank
systems and applications that are outside the normal operating procedures. The incidents can
lead to failed customer interactions (“FCIs”) if the customer is affected by the incident at the

time of the incident or at a later point in time. Incidents can also lead to degraded customer
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centralized | ocation. Therefore, incidents were

revi ewed when enpl oyees would get to the next
incident in the queue, or when nanagenent pushed for
resolution of a particular incident, and enployees
woul d not know what process owners to contact to
resolve the incidents. This nethod of tracking and
resolution takes | onger than necessary to review the
i mpacts of the incidents and to engage the

interacBORY OBIAIAL %eéﬁg' %ﬁﬁe@s’ct @PHﬁspla\ﬁﬁ Jgel?cs g e s é“Mh) for each
system woul d | ow for many that occurred for

incidenthdhe Wlﬁ%@ﬁ@gm@ﬁ spiiem d\ﬁ@ioudgﬁlﬁ knowledgriinaragemerffapplication
LT R N e—
symemmheommﬂhmkamﬂ&aﬂmm&ﬂﬁon of i nci dents corresponds

gl# (Scétll HOW d%m rgﬁ@{]f)ccg;/‘é@l%ﬁs S#‘ g@h@%ﬁggl Were ts‘?ored and
o::mploy"e@§j MG RS IRERAT 0P8 adlgrRdnided bis. | REkIRbS, sYMHNE thformation

in turn reduces the negative inpact to custoners. The
related; tgcthel dpridengsaindhaccysis gpfdert girpunsreere nob gepllished sepapitgiped in a

centraﬂpz'racll gcgclglﬁén. gr?heg&%fﬁ it an hﬁ:gq&lﬁ %veré fé%e%ﬁ%eg%ﬁjgg%i%hs;vﬁ?{ﬂd lgﬁteto the next

fcategories. In one e
inciderit e itlttequiese, arrswhmrgamgmmtl pukleedt for emomawe of apaﬁ'&um $ncadent, and

t he |n den ur in the bank co ter
employegs, éﬁ’r‘% E“‘(“i)“’ L@F‘E?S?ﬁ SVEFR t%icair’:‘g? n‘ﬁa‘i?t’* §? Hc@gﬂfﬁ This
metho®¥e ﬁtaaqﬁ%ﬂ ahd Gesehiftioh Uhltes dbRded Rhir0ReRbsaBr o ivfow e impacts of the
out a 0 custoners and/or associ at es. These]g%pes of

inciderjthanddilerengagedhs ageenriaiciesviress éa tesplye ithegncidanis Sugh|asystem would

allow f%ﬂ@%lg;é ﬁ(tﬁf;s’tﬂé; R%ﬁ A Sanhd YeBOHE gé}ér%n@ﬁggr %%

ey are addresse
Erahwelivherftiof the rkndivirdng tiaoagenfens eystﬂnc é vmre dMg@dsmtpnrt with the

zoal of GRS FEIS Ragioias [ e ber i oeattom o ;o cqmpipongs directly

to the Hlinfdey B FOR. Qs sS4, ehibBdialentsUf a8 wl &gt Hih858ienB&R{cR 1 focus on
associ at es. Typlcallg a_wor karound or process change

reducingsthgvembap ped dpigrion RE dncideptsntdichyin e redycss dheinpgatiye dmpact to
aman% the bank to prevent further disruption of service
or outages for the tinme being until a permanent fix

IThei mpidente wae che %x@ed tdytferbmtelev¢l$ )ofi sewerttgninsordereto logganize the

e act qr non-w despread events that have [ ni | . .

incident B8 evelt, o THOBRE B8 i 520D M dng ibogindin B incidents are

orgamieﬂﬂﬁ‘ﬁ) Bfec@é oS 18eh dsi the dndi¥ent6echA DK thebaak c@ﬁlpﬁl@ﬁgi)%ﬂ:ms 140.
basis. I n sone enbodi nents of the invention on

Severity opg (1 tigcidenss pre highnimpegicigolicanheyeatsihas cayss fpl é@mowf service
t
or outab Ao ISR 40 APAAGEHTRY  Theld RPEUincilb BLHbrekan the highest ratng
Typicakp dikre dge rrmwagermmtis i1 \ssvazity Jont o(l) rnamdkenm dmdl ﬂstpjr aye addressed
t he i nci dent cur t t he 0 h :

immedialy 0 BieR G e B TURE ot ieorr aibess Ty Afopt i SHR0Y gpgociates.
Severityteol (2] doBts AR dilimapPatiCaehtd that 2buse @afiaV @rupliyn of service or
outages to customer and/or associates. Typically a workaround or process change is available
for these events, which may be utilized by the bank to prevent further distuption of service or

outages for the time being until a permanent fix is implemented. Severity three (3) incidents are

low impact or non-widespread events that have minimal impact to customers and/or associates.
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either pulling or being pushed, information related to
the incidents that occur throughout the various bank
comput er systens 140 and associ ated bank applications
145 fromthe bank conputer systens 140, as the
incidents occur. Thereafter, as illustrated by bl ock
1504 in Figure 4a, the know edge nmanagenent
application 125 organi zes the incidents by status,
description, start-date, end-date, duration, severity
These Ltlﬁa\é@ bf e\?élﬁﬁsrh‘?@ hXédWﬂ'lE @dnK bn Gn a€n&ARIBASE 1R s0BEEmBoditEMs of the
, _Sub-charinel inpacted (i.e. online banking,
mvent@monbomvelsmnle (buasidriwe 42) iaeidents aredracker b iistkoawledge management
pteractlon etc. and stores the data on the bank
dat abases 130 for analysis by the user 104. As
[ Flglm&tlraaﬂmﬂra&y atﬂadIHOaﬁﬁﬁ'Gcesﬁ fewkidoOtuesdiey thakagelsdpd management

systeng 5@'{ i doisely 7 T ks b Dt s Rk 4 a (o dashboards

500. AR Clllgﬁfﬁeﬂ PN bREKk Q862 %13 ’knoﬁrréﬁg@ %{ana%éﬁlﬂsn@ Eﬁ;ﬂi&ﬁ{l@n a8l receives, by
i ndi vi dual i nci dent | evel hr ou e use of

either guling curbginespehedrgniophitipn reéﬁt%cb tObs}le bn@éwt%@s occtum dhroughout the
Il t r 5

varioud SbeaFk k g)?nplﬁ%e’r %ygt% s C{c}@ss cf ﬁgsro(l%}r’]f}‘)e b%lé}(e lr(lzgtll‘g}rsre ?2[5 from the bank

compmpsbmtem |14;(n a} P incidemngleccut.o Thereafen aanﬂummklymmmdkelsm in Figure

occurring. .at._t bank .on n oV
4a, th, RSoHrIEHe e APICHIR T SRt B AR Sl description,
start- date%imbdaté graties fsleoea{tﬁl $fevel) @hanfBEintpa6led @Y. clcBfddei®l 3, BUT 3, ATM
at her ed and dlsplayed by t he knowl edge nana enent
4, eledy selophanncl, ETRAcER) Goanlibe PERKiBESAgiastBoSRAL, business, e, failed
custonﬁélr luﬁtgx{agﬁt% gtcI Qnd: fgllgéa ‘rﬁ'ge %ta @E %ﬁé@%@@% 3n0af%2 rz%neal%rsw by the user
104. aypllisetaddsy uﬂociemmgmeﬂa{opnmge demaganhant appla:aﬂoh 1215 communicates
rackl t he nu ts that e, curr
with thg B i ST 0L Gh iopiEp meaeres et lodf iR af an overal

channél hﬁlU‘dh@.iM&deﬁﬂ NG RBENREdeRABYdl GRbLENthRAFE o ﬁ&eda'éﬁ)ooards 500. As
S a current incident status section 60 and

illustraid by Dioek 18P the &arelds Wote THRD b 3 orciiaget spplcation, to
My i

access%fl@ l§§% ?gl’gelg aéBﬂrll‘IaJ&Ynl‘glé ?Qg ?A?%rdgﬁtosﬂg&gﬁf‘%ngaa%eg% th'e Nncidents

occurmlgeat (t]ie) bankodeedn ovecall ehtimel 4ub-ghghneh end imipaduab fincident level though

Ver,i | evel two (2) ticket incidents 66. In one
theda%ﬁﬁ #@h the gauges 62 display a reading in the

ngﬁﬁmdMﬁ'n'lfBﬂhatﬁﬁl gath@redQind idisplagtd g)@ the &nb\bﬁdgﬁm@ﬁa’-glement system 1
status level for all of the incidents in each

is displayss fe v ariaug giaahbaéféﬁ, iflgsfragrd inHdgwrbM BdgR HENER dreh illustrated in
Flgureabo el l&x%Wl t ?ll@gﬁo Hlﬁneg}ga%@%b RHAdR rdata@@la@:ﬁ o tracking
|nC| ent "box F el op

he curre tus Ins as the
the nuirbvebf wcidonts that e cusrentls opaorisdhe saiouk @halmsleleleSMFor each channel
nayi,gates_thro h. rest of t ow edge fman
the koGO R do S byl T e O e LS RPRET s section
60 anddalyipRefordihce Sectioh 70! The turdfib dicideanagasartiod 60 dsplays gauges 62
the overall health of the systenB by, prOV|d|n

an
llustrafiag i SCGHORGRGAR, ey RITReBH PBTSEYEIY lgvehpre ) Bicket incidents 64

and the number of severity level two (2) ticket incidents 66. In one embodiment, the gauges 62

system

display a reading in the green, yellow, or red for illustrating the general status level for all of the

incidents in each channel.
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(1) and severity two (2) failed custoner incidents at
the channel |evel. The daily performance section 70 of
t he know edge managenent application 125, in sone
enbodi nents, illustrates the total nunmber of incidents
72 that have occurred thusfar in a day for each
channel in increnents of one thousand (K). The daily
performance section 70 al so gives a general overview
on a scale 74 providing the user 104 a visual display

oA utdre 0BWIIRY luRfwiedddGhARBEMert RBPliALEN MDY, TRk séibd? thd\8etach button

green) or that are abnormal (in the red). The gauges
52 andgbe giEent Beieristapss baxdOysmaing gs B irlped yieveepihe uggrsyscreen as the
: 5 ¢
e GRS Bhond Ot 126k POEILIR ENEIp PRI 81
sIhzdmntviddgamanagdenehhaplcitmndopephgectd &ra todfanuppler management to

o P B S8 e e R oo e 4 60 % Kby one
(1) and dcQbHRy @55 POt aiAtuboACKindlaBhts bkt Blinarneveg.ausi ng the
i ncidents. 'A user 104 navigates to additional tools in

tTe deivpestigaareniegéored? cAghe keawicdge mpmagepent aprliceliony 125, in
e S5, AL R0 Ol i) DLBBHETS TSl gyt

day fobddhtchatnge! ini ikeretbts bbome thageand (K). dTlspdady petfhenabae bgetion 70 also
. erformance sectio 0 and includ the total n er
gives Egeneil PUENIEY S5t Sl TaoRinedhs use i ot fisplpf TR umber of
incidemy! AR breOdormiaN Gh AR ERer)SorNBALHRE aBior@BNQA MR redOWRY @huges 62 and
t he dashboard 500 also illustrates a channel status

scales 3é @rq wigd Sy xmplopees ieapreElly sEaqubiyes &2 irpdnoms @ high Isvs! dae ngmber of
ongoin :qf?lx\fd ts taﬂc? tlﬁe'%%&ns@ fof Mﬁgﬁoﬁﬁétﬁ?&ﬁg@‘g ?&%%4 ﬁqgé}e.ise \%I particular

annel 1 n a nunber O rts. nmay v
channdl kbkowiep amhagheleodl afi ineidentsfaorsamt (doranldyill dosinaotoi additianal data analysis

channe a | i.nk, or. i..con in t.he.dail er f or mance

tools t& o SR sl e i it g hiderBSr 1 ot me e
Chakérs] 4aladicatds it addiforfl GINTRY the kEMABNL managtient application 125
channel status section 50 illustrates the res

2
by sclogiias feiograprdc i ieb-586 ilhhatete) Figicaits pYgetas b dastianard 500 tab
presen#sgarede{s X & APfalC HRE the h%ﬁq%ipag@ do tcﬁﬁ:leggct)her @iﬂ'yg)r?%ﬂﬁ&ncé $&tion 70

e-commer ce channe . The'r onse
and incledé¢sothal toh anmber5dDincidents &2emdt the sealer7dgdlustiatmpg iif thesnumber of

it GELATRLOTYEEI. S40DEL P bSO S0 o AT et s

sectior®5(2artHeGHArak] SlaMs sebtien 56 protidensviky of f@riinpddidf the incidents across
illustrates the nunmber of incidents that were not

cach chanpglin i nuRiber effhiags-o bl usee Kiforar viewrthe patatcLhaaigl gHorgpation by
selecti@%%%flﬁinef"@a?ﬁ%sﬁ N %/ié?n[ l‘li’lrthé1 ﬁécify_S%erl_’B?xﬁaﬂcg QbctAURE I%pgﬁzizmople, Figure

Is aplec ustrating the root causes - ‘
4b illvgfrattshtheicheitolmtdted tistha epmmuvertagemnpé]l X ailhe gbarokbsigies section 502

s T 5o R N AR TR BHSBRE e

514, afdBRIE] r&tio hafli 6! A eQbfmmeedeadh@tnel Bi Mak Iryspotideen @storal chart
ratio chart 516 illustrates the percentage of FCls for

510 indigates deeavreaec fifme it & aking Rrodyciofesupperé o ERalNR @PY Sqyetihi Igvel one
(Dor E&@n@q%l two (2) incidents for a particular day. The FCI intensity chart 512 illustrates
the number of incidents that were not fixed within the proper response time over a period of

several weeks, days, or hours. The root cause chart 514 is a pie chart illustrating the root causes
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A user 104 can drill-down to view the incidents
associ ated with specific sub-channels of each
channel , by selecting (double-clicking) a link or icon
for a channels in the daily performance section 70.
For exanple, Figure 5 illustrates a view of the
incidents in the sub- channels of the e-commerce
channel 2, such as the online banking 520, dotcom 522,
and small busi ness 524 sub-channel s. The incidents
of the@h&ideitS Rk 8y 3[%11 cdn®, e%ﬁ%ﬂp chAER &uch s h@oﬁﬁ@f&ﬁ%le&éeec‘ﬂ’xange a
section 503, ch the same"way as they were
businegs sqaufmﬁleﬁ H‘ﬁdﬁ”)tcﬂlen% arihdl fhibwe| an pnappeoveddichange, or a miscellancous

g7 55 ey O BB BT ATKLATH e e i

relatiod:t(fﬂiea;jzt&dcilamnélbﬁvlﬁlitbﬂ]ebﬁ[knrell st gt uf} Secltl on 504, as

I ustrated | igure 5. The sub-channe us

sedssiolPdxan daqscga ‘?%t@dﬂ’%l‘siilﬁ%ﬁ%f’%‘:@ﬁ@i Wlfﬁﬁsaﬁ%%? Fignchannels of

cach &fdhel eséi’éc%ﬁba% Golbe1ihRo)C HafiE lor SiB6H 118 a éﬂa?nn@lts m the daily
Figure e charts show the break down of the

pel‘fomnmed@ntu@ 7®r Femetarepley-Kigen felllupivdes a vivey gk the ipgidents in the sub-

b-¢ h
chann@§ P fick-Ehim S8 Bhk-ALCE HUR5CORMThe DAL 520, GPflab 520 nd small
businepa$ 24 sublcatintelsc iThe fficiddntdvire dﬁp’llyly@f fot' mhsummma ltl$g channel view

user 4 drills- do int das ds, 500 to.the
Sectlorhgﬁ%gle fglat%me VRRILHS) P¥1 e‘feaf‘eﬁltspllav@{] Pos%e chanpglsleyel ip he daily

perforinnde B4R ﬁ)’ ofBguré QB ?H@{Héid%nt s%ﬁ‘in%ﬁfe‘s &t each of these sub-channels are
doubl e-cli cki ng) the sub-channel nane or icon in the

dlSplamgh Bhsesubl-cBgmnel $thiys sectior §04.1as Rlugirated &1 Fighre SM3De shibrchamacl status
h
SeCtIOI% EQAP g{/@% gmé r{gﬁa%a g&f?}t&ﬁﬁ)&l hétsﬁ)vérg %ﬁgﬁg%cf in:atg% ?%arnnel section

res O I NCI e nts In
502 ofdiguradb, but ﬂ’m—crhhamﬂﬁ)lw thobreaR dpivh @i thedncitientefor aichtdab-channel when

The_.MOD incident list 530 has a ci dent st atus
the usgf 08 SEIFCIES SSRREHALEd B PRl G ] TG
| TGl dentosivatiito sefihl padfulat %Ic%iehhﬁhthiﬁ%n?@ﬂ‘tthé blibkcﬁ'fannels the
nurber 541, the status 542, the description 543 of

user 194 driflydowie it therdqshboerdst508 4 sheswanagenen drty GMQDB4acident list 530

sl AU, 67 51 Gopkle s SEBE 00 5y 1Bt o o on
in the dddhb&dsd 500 illvsaathd lmEﬂgdmrﬂ, THérMS)Dj a:s bioambodalnkmyns thdimanager that
4 to ex

is restgpSPlsTPE i eiaRRl [RaBen o B re pHEFHEE Hhand], SPchannel, or

applicatidnU&tdl at 186 bhdk. FFHEWIO D incidentIBT 530U0A afi ditiddneWatul §3ct1011 540 and a
i ncidents by nonth, week, and day, as well as chan

custoner dogi HOJRRICSB2i AkE esiiest St%tp%ws»‘a%ﬁ%hﬁs therircidant tipke number 541,
the st%l?sg Sa}zéﬁg‘? dg#?%ﬁ&? r54§ Q}g'tﬂe Yﬂc%n? e IsfaltUghd n_g&@ Gl I?:nd date 545, the

ws fhe user to view the nu
durati@u$too limrsvmﬁtga Shavibe chggekjlmpatzmd 5h® andlthe BQI &ﬁar])(ﬁl %1, PHL 553,

and AR SRR e iRl oRBY orBhv e Befl wadSen ks PaPdae o woresoived

1nc1deI|I_t| lgttﬁ@ systen GAY bERE thd) gamu@beﬁcmﬁlcldsmstmrusumlmﬁgﬁre 6, a user
ged into the online banking sub-channel of th

104 Ca@-"é‘%}’i’n‘h?rlé@ eHahn slongh, wegkeandilys asgy dlasrbange @Eﬁémaﬁr of incidents
t e nunmber of custonmer to logged into a
Vlewe&gﬁtgﬁlﬁ gﬁm th® f)aéeh

The customer login view 532 illustrated in Figure 6, allows the user to view the number

of customers who have logged into the related channels, sub-channels, and applications at the
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sub-channel, or application so it can be conpared

agai nst the anount of incidents that have occurred in
t hat channel, sub-channel, or application. In many
cases the nunmber of incidents is proportional to the
nunber of custoner |ogins, but that is not always the
case. The custoner login view 532 sinply provides
anot her tool in helping to track and troubl eshoot any
incidents that occur at the bank. The dashboard 500

bank. FbS&aMpIQWRe (RBMEP Biginl Prdw B2MvilGMatcden FRRG b, (FSviadkaHé number of
each individual incident, as illustrated in Figure 7.

custonTprewhie bavellpggaseiptosp ealing brnkingosubiwhannel ekthe epmyeercgalannel 2.
The ot RGeS W@ o B s DEeL e 63 o channc,

sub-chaxinel, npaapphcttion rsbait wad bo rcompated i ageaitsti the taneuninof dendents that have

occurr%jeiglg}elﬁtit’ @%Psu%%@%g %? 2onlict tgqy? i ﬁlgelmy? c%légsgg% -é-{lllgper of incidents is
proportibia0 orele Mitnise oF efom&2oginb eyt akkE a4 nbtNd1RhYERIhE @Bse. The customer
section 564, the inpact information section 570, and

login gy 537 sl pravidss gaetherntogleithedmns Botrackad trpwhlephgrot any incidents
tthmgﬂﬁﬁﬁg% jon section 562 lists the description, start
ate, end date, duration, root cause owner, incident
t Thekdashboardo#00, algr alldvesntht uede 04 neivizsr the Spacdfidstapputdéadh individual

. ., the.resol ut.i an neet_.the rvice,l eyel. agr t, th .

inciderths {NFls D BEBIE /- Hir YoFel A TR St s ne Bt figkel et 341 in the

MOD HiRRhtgist H®10 Gas i ddtiif RpSMELON THRWetadteRRAS0 ®hnfins a summary
where the failure occurred, what event caused the

of impergant infermatigp goxtpined indhe msidsutfisetn whighihdisqusiedde defpil pelew. The
. fai 1. The | ' | t 29 i :

et {58 1T s LBREL LI LLORAER LR AR, ol Sormaion

sectioneS¢dc theiimpad T@prmodtnisagmat5d 0, subhe shmanmylinforBatiantsection 580. The

PSR SR s I B SR 1 o

owner,SRSide@Ntid80 nlMber Gheshidn IieREBAMMIRE, $Rerityeatdomal resdliton meet the
cause, and the resolution of the incident, as it

serviceclgv pleagrqonest dhrisclatachelapnpke pndthertings ard edimof érelastypdate.  The

casual iR¥SrARIod! dectidneRRY ﬁ%é %el%_rtge %Hﬁﬂg e&{%{iﬂ?‘@v%tf(;ah&ﬂlthe failure,
it I's to resolve the incident, how far along the

and whatdssten tompaadeld thel intpiact ¢fhie fribitac tTheninpagpofdarmation section 570

. rocess, .a ho det ai as been_added he

inctodfy BE G Rec ] cpate! K e EhBilea NESmRAe B RURES SHR iy Fmpacted sub-

channdMst}) thdgeobfaphiz@6dation 584)Qhe AbIES MeihRIDCI BR Ot PEBOS52| hrddihe AML
a user 104 to exam ne and .track the incident progress

553. B supupary Eparation speiont S0 drclndes @rwaymary of ftreyieiah thgpeause, and

the resBti6X 8o 'irﬁgifﬁf? G8it 'cﬁﬁéﬁ?%anﬁb.c’fﬁé Auner 6PAALSEGEbleted in the detail
I'ncident tickets, a user 104 wth a simlar or the

report §élhareidsipandentey hosditfeult hieis Wordgolve thet ingident, how far along the incident
hi.nsel f/herself, or qgthers involved wth a particu

sands; WHIRE it PRICRCa, i P Spraoh o b LB bl hdled 1o e

incideraGekidt] £ds dicushl ip @frthet O&tail @S0 thet ICPBectibn BD@t | Nci dent
may heLE sol ve the present incident. The _detail,
rESotaaibEgom @0 aHEWs Actsglo it 19 BIeEYRS PbiFadeths Tprddent peppress of

particuPtlihdidbatsUr iftBRstAb AEE Aser 104 0B Exanfififhg open incident tickets or completed

incident tickets, a user 104 with a similar or the same issue may reduce the work load on

himself/herself, or others involved with a particular incident. If the same or similar problem has
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fixes involved with each of the production incidents.
Furthernore, a user 104 can also utilize the detai
report 560 to identify the status of an incident and
determ ne the next step in the process of resolving
the incident because the detail report 560 lists the
| ast person to work on the incident, and the | ast
time the incident ticket was viewed. The playbook 100
tab is illustrated in Figure 8. The playbook 100
occurr R B e e RS ey B yelle BE FREfincdent. The
detail rapf)xt ry¢ftand rhheommdhmwlcémtmmewd@ atdetnded betline 96 theeptoeassl people, and

e resql uti the |ingci ts
fxes iYSYRLERT St anine Bt bR Fooel e, 4 gk 1B b o wiize
the detislerepd 0466 ab dadrify e sthanwelandnciderappli dutdrinde themext step in the
mhlcﬁ he/ she, needs the inc dent recovery

procesppf Esolxing ag 3 1}1(:1 depfbegause t alllfggprgg lists thg hlas? gg:slosnotb work on the

incideAtN&ld380 fast tﬁﬁ@&%ﬁﬁ{m@éﬁk H@ke%@‘as yReg the playbook search
section 170. In sone nbodi ments the pl aybook search

sBlaﬁt playboolz 0 06rtap ib elhatrstpém anurqo&gﬁh@plgwmu 1Rg databasgfgives a user
ident regov

access §% Blc&%gﬁrﬁgcrvery gul ﬁéﬁﬁgﬂ%l c‘i%dS Ptl r%g%ve [ ed%sglgre 1nc§v%ff LSPRnrmatlon on
how ahnat¢idemtcan eonedlyed) thdjﬁlelﬁébsl akén sdrethe thsoamen q:frthe @sddents. A

for id ntlfyl the root causes of an
playbopfysedtsht $rstio J3P o PrORESH i HOID ECHTE r@ﬁ i Bpsghanmel and

applicAtlfl fH{j%hlcﬁfh‘stﬂ@héé?lg ﬂﬁ,blﬁb'ﬁientrf@%v@ﬂr %d"@é ljﬁ‘tAﬁé}Hatﬁ)%l , the user 104
resol ved and the st eps taken for 't resol ution.

may swqh@lr theyingiderit dmweryr@ubviéﬂylsgxgﬂh@plmbqusiem‘ph sestipald¢ In some
embocflm At %mﬁlagboc)}h?earc% *gﬁ %)ve{) 'ecqgc % I?i?s 1a§[ﬁ§t all of the
ec 5 S I'nci de

g i ‘on |s e synpt
incideﬂt5r2c0\tel’ge gmidss i £0 ﬁ)rcaluamcétﬁi& sﬂilhehanﬂas bblleneélf @bicted by the user
104, channel s 154, the renedi ation | eader 155, the initial

triage pagi ng groups 156, and any associated notes

f 8h idcitRnt ﬁégé\ﬁé?ﬁ%ulﬂ@ CRV/8 a¥teP ydfeplBeesd AR identifying the root causes of
synpt on i nci den lists the error that produced

an incidpiet dnd dixingrthe peolplan. aBhe neidentarrptvety guidesr] S8nglyde information about
ki
row R ARGl RO ek 90 e 5 BUYE pyRlcchbioy inciden

recoveey/ piitle msm mﬂldmﬁtedjﬁﬁgurel i8c dfte ihdident caomeny gnadeskE® Hakhab overview

o LB 5 S i S b e
channd1§ 954 %e%‘eﬁl@dihh&l 8@k 1394hd hisiAl 'tﬁffg@?)ﬁﬁlhg QME@ 463 and®#ny associated

sub- channels that the error ma f ect

notes. fanibei meidon Toeerear euss, 190, o (et vennympingident Ha? lists the crror that
f r.al

poculSGESLTMGL U5, o QTR IBE SR (b bon 5 Boving a g

failurepootiia Ghdidemt itsalp fhird passiblercanses it of m dymptdmimc[n@nt 152 indicate the

art ner ith t on critjcal ts t
comm@E poREL T b BPoua Forrovie LEPRIY SR gor BorSTS 4B cmor. The
possibfNaatsddSchalkt®s 154 trid@atet tb'tﬂ@ﬁsdi’ﬂ@ﬂrtﬂe gifRYas chamels; @SsubSchannels
a list of the groups that may need to be i ncl uded in

that thepgarar qeayy aldect V@Wdﬁﬁp‘é‘@: deader; K55 digtsy the MOD and the infrastructure
domain generalist (“IDG). The MOD provides senior level accountability over the production

support environments, while the IDG partners with the MOD on critical events to focus on

service restoral and follows established root cause analysis. The initial triage paging groups 156
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resolve the incident. A notes section 156 is al so

i ncl uded giving the person who drafted the incident
recovery guide 150 a place to list any comments or

speci al instructions. The incident recovery guide 150

al so has an incident recovery guide display section

160. This section lists all of the process steps 162

for each incident recovery guide 150. The process

steps 162 include links and notes 164 that further

is a li#ef m@?&nﬁ thGh&leiMed 16 BO VRIMA Yh 4R ASHeR TR pr@&gs in order to

provi de cross-linked references to other areas and

resolve‘d thealngidenti nA tietes lsaepiinebieis ridsvaigelrdert glVlﬂgplth cpatsm nhpodrafted the
1n01d61%|:[|} covk fyﬁilluﬁnl%ﬁ Ql%ig)% tiﬁsﬁ gﬁg DorhAks Bpﬁ)egl%?ﬁl ﬁso ot her

neanagene Frcation 125.
Therieéiders reurbuenyrwlck:p]éﬁlaﬂmdlashmmldent Itebtﬁreryegmdeedlyplay section 160.

This A T3t o S puress Sopsafnfor srepgiicndfoeatist el S0 The process

steps 180 G@8de 1D ahdndtbe16WMRet RRRercREh MR -indight Fdoonal %Mlde t15g ® process
user 104 nay have a problemw th one of the ste and

and prergigle ﬁ@é@rhﬂ]@domc&é%gs for otfagrt qdreqsria@dal\gkﬁrwlmn dbekewyledger management

pp hcém)gen to th%q%k?'g%g?%é%’m%{? E‘? ités;,lé% q{ T IQL{IOE a@%L bﬁ%owmun the

knowltc@e mandgemhntoa;iﬁlmatm W0 i Fhetrdiereadpring spaife: smps &ctthe recovery

procest . ife {04 B850 OB HK 8¢ | roph B | B PECi do taken 1o the
correspdingeptbedst GlePlia the rﬁa@@ 390 QedtRAIeRAGEBorY, Rkiser 104 may have a

di scussed | ater, that have been resol ved using that

problepiawith eng efithe sepyiamaveecside gisgss devitisthe appreprigie épntags4 The user
104 mEP¥eidth B tcﬂﬁtaétn %Eg%ﬂ& oy Erﬂosthla pl {jcdn?acrt ﬂ?t ih Mrd G@Bets 700 tab,

recovery qgul I'n or er to entl OW previ ous
which icndirde e mﬂhe apgepliate dontsetnigr tﬁae that cpantmntar s@epovBurthermore, the

incidef! {1 G BaEN 45 | ER TR BL By R pcire! B Bt piyedgebase 200 tab,

discus$daeheE tehed hal 1Béefl QB0 ddalsimROsl fatbulir tiftlident RR oW IgiRIS SIS0, The
If an incident occurs that does not already have an

user 104 apageview the sividept Heketfeliniod, intthe incident esysgh @bidedl SPiin order to
0
dentify A fEAIR Hhoi G ROV rAPIEREL e in RAPHEbr e 300 00
i I8 dreeensedomat,tthd planb@dl@lﬂmmmludctgmcldanagmm guides 150 for every
n, 125, di enever, there
procud?BR el B o et P BB RE R "L i RS o A8t atreaty
have ahabci@@ redd@etyShfidd P50, itd te@htassiBnddniel fdethe ihéikf toreafista@lincident
the incident is resolved, the conpleted ticket is

recovesy ghidel1 50 andirgd it i Rkey§eplssld0200.  Ther ef or e, _
PRI G O, o 5 M tn 5

As disgiisndd tetow, vdiedever ﬂlereﬁsgumm:l@:nt thlatmedatoés emammd ¢ireplCABQ0 tab can

be usef B e e e BB fin el faebii 6 CRRR okl tora

in the k@6wletigebaQC2A00NTHEOford, Asdobiitds NbaM 1Rdg phbens WRAEDBIving incidents
sectjon 210, a user 104 can search any of the

may seg{eh thekpraavledechase 200 for respliions ofispmilar ipgdents.

Figure 9 illustrates onc exemplary embodiment of the interface for the knowledgebase
200 tab, which includes the search section 210 and the results section 220. In the knowledgebase

search section 210, a user 104 can search any of the available tickets by keyword 212,
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application 214, ticket nunber 216, and date range
218. The application 214 search finds and displays
any tickets related to a specific application used in
production support. The results section 220 lists
each incident found in the search and lists the ticket
nunber 222, start date 224, end date 226, issue
description 228, cause of the incident 230, and
resolution 232. Users 104 of the know edge managenent
applicAdR| 21924k DndrdBer 8 8 EAICHHN EhnpA D1 8. C UFRI aphbREAR DY S sedF&Y finds and
search for related 1ncidents and find resolutions to
displayshanyr édkgtserglatadctod Aresifisetnplisationeusgd dp prodygtior gyworto The results
_ 1 Bt >
soction SN fugh HRERSREY b Je STt FAORE BAE Bl 222, stant e 224,
end datead6, fssuerdebaipting 228 cpute ofl Shedacitiée 280,emé resdbyion@8Xk| oad

tQ troubl eshoot incidents that the ve already. o
e et Sh e b et Aol LA s i eplr ncidents
may sdafl® foPRMtQREIdBkts BAdBAd rRSIBRGAAb Bt deRtddrifeiBRShetore thdsers 104
incident on their own wi thout having to contract those
have i grealpfeithe ingislonfe fapther asyardatessier Frsalgomsf This@reigpiiotheyassociates at
elRk ppl.i [ [
e TR BAERFAY QPRI BLr SRR RSB o
have dlradyd edkien rcampoof imothe past.ndlHehesehs $84rcsn ofilitchthe knowiletipatof other

wsoeiC il RBf O St e oG R BEl et those sesi
associdtbddkS Wi thin the incident ticket allow the users 104
to be sent directly to other tabs throughout the

( .th
KFswhsstig E04vah Syekrditledgspmpragement applicatione kY Saglicknen the selectable
.- | - i t i
O e
incidentkst. 1THe comtemts ofi the intcdenhiisited isydestrilzad ooy dduan descokisg the ICI

00 o4 5 B B B A0 7 S el gor o

throughf\@ 188 XA6WRHEE nanegatant apMcaued M2g8uide atShe playbddke100 tab. For
| aybook 100 tab. Different versions of the incident

exampiq, R edesriipd ates iy resepiarndebait dithy kseard) tgwhetlhd 398 fal, thggusers 104
examitgig% gﬁf}%ﬂ@es‘/l g et iGRPHLS sgg{tglilf‘mgﬁqe&‘(rg& Oédl({EFs‘ -152\§dated to

ater 1n greater W th reg: to the
the paitiOhla8PQidents beinp eviavedragd 2eAtakente thdhassabited ingident reewieryaguide 150
. the c inthe ticket.over.timnme,t ] t.

in the pATERT00 R | Bl e B¢ Blidn oLy BRRBRIN Brderto atlow
the usdrf COMRIYeS howiigtifent Hépottk hiesd sradiried bher R SASOECH B, later in greater

detal Vghaciprhio 1y dCLABH PGPS SR bbb IS AalIPE G dhe ¢tfaecs n the
ticket %ﬁh&% esPine m%%rd)c%gé, ¢Aurcd2bhd s%@&s%é@ &n retséllaﬂléﬁﬁé in@fﬁgrg(;.

process maps.” A user 104 can select (click-on)
ofigtied Oriinweatesftha mapsi{Pstab,30ifich inchidguithe thrge pimatyciapes of process

hat part.i.cul ar 00.. u 4 r
s L0 RS s L ARl SRR an
transadtiongit 33O pre¢gea tiap® nAsusef 104hemi seleenfclickaon)t vy dfefhid nandef the maps
~of the interface for_ the s 300 lists the avail abl e
300 ingrigredQ i9gresoihalehaetirulas pavet Vanldio e WHaRfefiso sqrl{he maps 300

through hex FESArdiBRnARAE40S 18 8HHRE bRToAmehR & HiRf hv&itids, the It side of
procéss map is displayed in a
the interface for the maps 300 lists the available process maps of each channel and sub-channel.

When the process map name is selected on the left side, the process map is displayed in a
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-25 wi ndow on the right side of the maps 300

interface. In one enbodinent, all of the procedures

and systens in the process naps are cross-linked to

ot her process maps and directly accessi ble through

the other tab sections in the know edge managenent

application 125. Figure 11 illustrates an exanple of a

physi cal process map fromthe maps 300 tab. In one

enbodi nent of the invention, the maps 300 section has
windo® dmOthk ripMesidé 8fthé BarsBab l_ﬁ’t'eﬁfﬁ’deaﬂﬁ o lebollitdc@t, HRLIFAR procedures

whenever the curser is over an el ement in thé process
and SYRIEPLS inthenprasese Mepe ate rosstlinked B efBeIsRyOPRsH Maps pu@;F flisgetly accessible

: I | evel

trougf ¥ punielfh EOUGR'SR (R Bolcdb Ehni Bpfeaitps, 200

s]Eighredé 1hakthiates an uaiarmpleoﬁr glo/seal precess wp lfranﬂhm glapehmo tab. In one

embodl S e e e LD AR OB () Pcisiays more

inform@UEH whéneR&iPthe s i SR 23 2nRBPRARS pRIeds tix‘ihpl 'WEérf #C8ement in the
di spl ay. The wi ndow 350 has tabs and |istsS associ ated

procesg i But@lsd orver hidie ebatetnete duied; doyen e |antaaver devel providing more
f

oo RGBS ABPSESaR 1, BRI SIS UGB ement o

ihepﬁ@&ﬁhnﬂﬁb may have a search function, a hierarchy

tree,. and/.or lists.o |nfor ion for
ol gaR PP BE oS RSl o ek it erderplied grer a op-
up wirdokal s etp@edr@ﬁﬁ? fiEihicPBce diBslhy ATROwdbw B0 Hak fbk @8d tists associated
docunentatlon performance  netrics, links to other

aﬁﬂb“tﬁsd’é dheselpmpry, H’é’ttabﬁ wlaie diffstenitgectaahfigdpunand the attributes list

1nform% ({f%&ého&" tillg Bibs. aﬁl y&ﬁ'lé emlﬁﬁlnﬁé(lﬁg %g%hr @g %aﬁ%@td%ee{r function, a
the el enents In the process nap Wt he w ndow

hierar@5Qlrilldowa $secindfioe dhstsﬁﬁmfnanat@atfonwgammlmnﬂaﬁlrpﬁses h'Ehe attributes

. op_ of. the e .M re used, .in,o

in cach B APREE, RRGT AR ARG B el T Edbof o fgnition, performance
metrick Nk ﬁﬂgﬁermmg day st @ekdowldeod @AnagE@aitiapPlicalibll 125, as well

edltln the data |l ocated in the pop-up w ndow 350._ The
as Sysmgqumﬁﬁb@rstbe drnagitsin ﬂ}?d’rﬁ%ﬁs‘éjmpe"vﬁlﬁ dvlﬁﬂwec\mndow 350 is
al t t

oL S48 PR HE BT (S 35 RGABERANERE wot in oo
embodsmentefos |inking to othet dveas of\ih Ierm“balgegnanammﬂt gestea 1 afith dor creating
ande 6%%% zﬂ%ﬁpﬁ %geca ﬁﬁ;e %%natlon related to the

in the bank), transport

T Iﬂ@@lbal(xﬁalﬁmdarcﬁkpx@dhé aardebrd B ghobical &leiailg aboifliaGyStem. They
vi deo data over the internet net wor k devi ces,

include) the;bardware cogipopenss, Jeestipnof dhe perppancals, datakapgs. payers, ¢tp of the
systen%geﬁ%stl RAPACThYp 1cS d.%lb%’é thfé":inﬁ%ﬁﬁtﬁm reffdd46 the box (or the

le identificatio uc | over,
physwalcluardmarvsn thentzank], \h@nmoatt prgyocqlt(ebandammd :Eoomgiafmr deliveging audio &
video Colillr}% ‘éfgt%]i'l a I%egr%qul ?tw% lf%%v(ié’%}%t%%a' eaw?e Prov?derr?gﬁ)lcatlon of the box,

IP Addickd, eapaity tonpéanall foanih\eyseem, ts&g&t h@lé)lderﬁﬂ'ﬂatlon (such as primary,
i nteraction |nfornat|on W th other syste
faﬂoveépﬁqug i &mlgtweaﬁatp&, K VBT gorgamzatlon that is responsible for physical

hardware), object orchestration services (“OO0S™) (used for tying different types of hardware

together), and interaction information with other systems, applications, and/or elements.
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-26 The information for a specific elenent in the

physi cal map 310 can be accessed by scrolling over or

clicking on an icon in the nmap. For exanple, when a

server is included in a process map a user may click

on or scroll over the server icon and a w ndow 350

pops up show ng a nunber of tabs and the attri butes

for the server listed below the tabs. In sone

enbodi nents, the physical maps 310 can have tabs with

'Tlfeofn%ﬂrlaﬁﬁn fbﬁ@'sﬁé&ﬂg clfenn @ tel phyisREl hRdp IMONEnObd Bessed by

summary docunents ("MsDs"), change records server
scrolling pear g tclipling andn lm noheipe Rer cxpmple: yh $The Setvet s dpeluded in a

f r [

procesg- I?l?aé) Q*ﬁ eg 4 Eg&i rsg{?gh%%% tl?ﬁﬂ sé}{}i} %? a%& 'ak@thw 350 pops up
showutgamagtﬁrbeﬂbf aaip| andaﬂhb Cﬂttn]bﬁtﬁs f&utﬁ& |sVer ﬂlstedrimlow ithe tabd In some

to th cidents in.the ase 200
ermbodyBer g B R RARErP AP Gaar 1L Gr oy iioe B ppmited o
monitdMnBO0 seftady Ndodundtks tEMSPRT), f | bﬁan' BCirstortds, I &g ehinformation, and
gui des 150, which are used in flxes of incidents
pmﬁnﬁygﬁéka@%@uyuﬁvﬁmﬂW@ server. Links to the dashboard
SHR. éTo rﬁﬁﬁﬁ%@ﬁ)q ﬂr&ﬁ@ﬁnﬁ@@ do@PmexEQ Gnd'd&th thdlghout the
quic y eva uate how the “server I's performng using
knowl¢dge masmmantd apRation RBwsucheapypmen ndt nenideEnts the 1nc1dents i the

coon GRSk e s BB . T e coman

links tb Q@ecﬁf@ ﬁﬁﬁﬁnﬂ&@@v&? ghﬂi@s 15@rWEith atlgdedas fixehHan gﬁﬁiehﬁ assoc1ated
t he host nane as the service provided to

with theeerisr. bipks tohe éw@bwﬂé@o marelsgdieiingdudetin theSDrtah. 1 user can
qulcklf v ¥Rhte! BHW HBLEQL: fsapeﬂfd}ﬂ %mﬂg%@td' ﬂ‘@)o&ﬁ&ssmo Vlew the open

nformation, service Tevel “agregnent ta, as wel
incidemts hesocisigd tetin thatfsevemdriapplidabont he server, suc h as an

L ok VBB s b0 b R b o e

server,Dfih a®Whahiges dAXhak@it halk,| dst well bdrthe RAGed Iﬂoﬁﬂd(ﬂ &s the server over a
These tabs may al so i nclude |inks to contacts

specified 4BISPSTIR-e for nmintaining the server, and by
Ot Cisb SorlsBRret irﬁ&ﬂa‘ﬁgn WEeinchidd dp%raﬁﬁg %‘?st&ﬁ’ i fBfnation, service level

contacts 700 t see the contact information for the
agreenmphtdaty @5 Widleas affer fspstein hefqueefior femnte Rrvsapsuchtag an application

1nvent01% atgcﬁlnehlr[fl} WL.I' HS s%%l %o 'frgal 1ntve£[8§p %[aﬁ %rtjrqgagglﬁc&u?ﬁsté 'illbﬁshame, box

rca how wel PR "8er Vet

owner,CE@aﬁVathbihlﬂ)d tigR] and I addiesic hTheseaabd mik@raisat inclndé hieks to contacts
servgé can control and sto& , .such .as..the outa

[ ti
respongiple; fs ARGENGHY SSRYFRudoby chgipe thenitok uﬁi%gﬁ% 3 taken to the
contacfgam@ 1P Qe W SRInBYt Akdrmiahién fdﬂl’f‘e&%ﬁﬁa’cﬁg applications, the

plication structures and interfaces, and the

| Tphmags forethaensriorhane & vepacilyi informatiqrs ilzate agal iree peréormance

metrics E)Ipciléa%ﬂg 'W3% well the server is working and the capacity indicating how much more

information the server can control and store, such as the outage time of the server and any up or
down time.

The logical maps 320 display all the interacting applications, the application structures

and interfaces, and the linkage between them. The logical maps 320 capture the application

information without any hardware details, including front end applications, helper applications,
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i nformati on wi thout any hardware details, including
front end applications, hel per applications, -27 web
servers information, including, sinple object access
protocol ("SOAP') (a protocol specification or
exchange structure information in the inplenentation
of web services in conputer networks), web logic, web
sphere (sets-up, operates, and integrates electronic
busi ness applications across nultiple conmputing
web sBivetst aife@nation] %ﬁ% SsifaplR| Sbjele RocBR Pﬂﬁ&ol qngoARH (€ protocol
support systens ( $") Interaction. [n one
specifiggiiondPirekthangs é@%@ﬁec@fwﬁ*ﬂf&%ﬂ 3pche dmplemgatatipy of efely yervices in

compu.'terll 1 petwork sgn@?&sf?)gﬁr @%ret &is- - %J'r%kr-fag‘f?sf K ageg%é% electronic business

apphcenmm bautsamuliply ¢ongtution ptmtfopm); middfleveane sqoid, mechtmahmodsyand online
1’\?]\ﬂc‘;:r [ 1in \Serthelcon or selecting the icon. A

Suppo Wg"(’j%( %ﬁg dpGf'¢he screen showing a number of tabs
W lofe 8inbbdiRieh€ theQbgit A1 @ndpaB20 intérBde REdeOWp infMEcH BB same way as the
sections can have sone of the same tabs of the

physicplryanscd P inebaces fousgn i byiews infermafion ebiyd a prvisulppappliegion or part
. (0)

ot RIS o BLOLRELL AN QptARICRET Bl UOBLBpn s o on

screenlshéwmgat nuwmbelr icd tiabs adith nttré)uodsanf dlke tabdrstadshelcsmc Rhasab sections can

have sSiBS B % st LS of PR natal Pt N i SRt EY s Th b cam include

mformhﬂﬁrpfoﬁrﬂhéﬂge cORPS1U0EE, 4RQirSeesS AP réSew RforntH#RiBh! Thé GBange control
tool, log file, routlng tool, and any ot her_ kind of

informgiey lipts Wéophﬁla&ﬁﬁewés,awhuaéaﬁmdéws 10 1 appljsatiay jfaya particular

apphcétf%o(fvrépg éb\%ﬁlﬁg@:@%eﬁgdggggﬁe al;rﬁzlrtiggl eg}vél%i tools, sua:h as the

monitoring riodlf 10@6&16 aodatgddol, hud MhﬂdMOﬁmm lgundhed framsthe application.
rov1de for, search fupctionalit

it I | owi
he B B e Roroion s S A AT e aesh o et WEEH £ %as done,

who his"eviRE@R, aliBRRGHEIRAS crRPel.] GasdnienBRlimaltattRdaisprévide a facility
art| CUl ar appl icati on, SySt em or transacti on

for Sefaelp ingplity UGS e oises d Ofp sseaich fpeiigrmationeifete knowledge
managyﬂgntt %ﬁﬁﬁ '195‘ atdiPi a%%Quc%?aQ 1?&9%1@ DAL ,' St4haA8action depending
£ e

trans t|on is flowng into and out ©
onwhsammwssanapsmselxmgmylsvvedrs Thi s process map captures

&9 end fransa ow €O nica
Rt TS P bl e e g g o out of
the apdiRAtichst hlﬁﬁssyﬁﬁﬁis hamgngisoess Tha tdapigrCeh®iaéndTBRn&3on flow
captures information, such as, interaction flow
commygHeaiag AT tgraching it dé%‘ii?ﬁlté%@ﬁ% m‘Flﬂ‘E}Hg betharplirapens and hagdware.

The tr Qéjuoﬁlehl'aﬁ ko ﬁuﬂsmlgﬁéﬁrc‘tsﬁal LotherEEH% oS between different

unction, - sequehcing differént business ncti ons,
applicatiods, |1npacansl wtput riams aathi appbicatono phveess pystemsiies,. busingssefunction,

sequen%,lgl% d\é.%%e blurs]%x?sgqﬁ;tlé 1%913 ab Lill"l:élﬁaa | Con{l‘%l}saCtIOélF i C?tﬂs gprgcesse% A user

104 Vlieﬁ@ ﬂnfbﬂndtil’oﬁ dFBm a @amﬂdﬂwmaamupnﬁp Bbebyser@Bhg over an icon or
how ng.a nunber of tabs with attributes of the ta

selecting 9 isg (o fHGPADT A YIBEPYS GRS Whan fhs SctoRs SKPwg a@ﬂnbﬁra?f tabs with
attribufPR B th3 35 KR NS $RIBD sections for the transactional maps 330 can have some

of the same tabs of the physical maps 310 and logical maps 320, and/or different tabs.
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of the same tabs of the physical maps 310 and | ogi ca
maps 320, and/or different tabs. -28 In general, the
process maps further include support teaminformtion
i ndicating who is responsible for maintaining the
process maps. I n one enbodi nent the user 104 is able
to point- out the changes required in the process nap
to the support team who receives notification for the
request ed change fromthe user 104 through the maps
30%chhr ﬁ;ﬁ@ﬁ%ces& Eha?g‘?mﬁﬁpQQ:'IL(&%rkhpﬁ(i}?tefcﬂnqw&lggu&ﬁﬁdlcatmg who is
provi des flow charts 402 froma custoner interface
respongiblestoe utamt@mnaéhq 1P110@|f§ﬁ mepadln encringhadiman the ysef $04 is able to point-
der st ood th 0 {
out the ¢ gnﬁn%ers 6e¢1uérgd roc > on%;pt tg)qg%gugggg ks ug%ﬁ é‘écgi’\\ﬁeé ggtlﬁcaagn for the
requestﬁrc&mtﬁ’omthe'ﬂs& meoﬁitﬁﬂlbma@QZO@ﬂmtfaﬂe a high level

overV|e f th plicatjons th the ¢ mer .

i e eHbednEnt ﬁ‘etafﬁ% @%@btpr?‘ﬂée S‘m @é omy f qustgyper interface
perspeBiv aﬁfllu%ﬂratgcpmlk&el IQWQf 1s|1§1¥1@ﬂstof)li @it ﬁh%&ﬁer%rﬁ&ﬁé the flow 400

provide nore detail related to the custoner interface

tab calaptpmd@ ghirtsritora the bayls pebusingss parenfedeh diefflogighera A0S progizie a high
level ov rvxe% Qfetﬁlﬁ %&H clafé&ifdﬁﬁsthe 9&%@%2& ces g%g h%ﬁx%ﬁ%ﬁliu 816:'33111( A user

e searc usi ng Wn e
104 camalsco&ﬁll doanas lsxeéleletrel rﬂg,)w Clonts 402tthatrprbhde fbcoevdetad related to the
402 re can be e flOM/ 4 r ch nnel
customg TR R APT PR & B bt it BF dod dbd gpptications
and sy@feﬁlsCB§’§&IAH11fé<ﬁldtthEaﬁcIQEBﬁr401U §§1ﬁ e dlop ot afhidn® #82or in some
t he physical 310, %lca and transacti onal
cases @E@tlm@@@%\@ﬂwﬂ[ﬂ@ ﬂfafsclmm 3As Wit h other sections

401 Byt SR 2D 28 AR TRIRRELER i v T

flow chexts HOD areAsrossihﬂ{Bﬁl ‘ortldl other rcagamelr flowt ¢teartprid2 esd thephysical 310,

r 104. s S over or se ct con in the .
togical {1 A ORI g PBELITOB AoEl i AU O Qb hin the abs of
the krdowdddge! RARREmeR hhidichiicivighasd dé&Qﬁbed“\q&i fhe fABs 300 section. As

information is displayed in aggop up wi ndow wth tabs

describgddngegard butheprogeshmaps dkhusean 04 serellearey oxgglect an icon in the flow
charts {4@2 Q? BRI S 13508%3.{1(91 e ég%ﬁgegphpﬁﬁsﬁoﬁﬁét @fgﬁi Again, the

I'ow chart e up In the know
informatioaetisphtyed ppd papatp wmdi)ﬁﬁmﬂctmhn grebatirid s wothirhech tab

ChIEPER o st Feied § sapfiat 8% ARy Sae B Dbty (nefs02 can

be updﬁ?ddsinﬂﬂedkﬁdvﬂﬂdgéhﬁﬁﬂagelﬁ&ﬁ DPLEHIBE 125 NIChaRRS infidetth e diéments and
cross-linked to the elenents and i nfornmation changed.

informptipn & Higpprecesaanaps gd dlov shartssHtd, artomaycal qPﬁ_ﬁFé’l%ﬁ’cﬂ?d process
maps ?ﬁtll iRy RaRs 462 &Sgﬁlell%lfoﬂﬂgﬁnheﬁi Lhée ok BHREE t1®he elements and

ated to the server in one of e process maps in
informatide changed. dFepixaypleh en nmva@eto\ﬁesermpmi heﬁmph:lhmntrdtat the bank. A
r.es

wser 107 yB O Hhorormal e Boh R PERL TP B paps jrorder v
displap O ABY is€bd YapaPithp irfforniddiohNCAyideretillg iN ey scprPaRhdays in any other
procesls rl]'r{;a%f tqlaetllnf%rllmanon related to that server is automatically updated to include the new
capacity information.

The ORI 600 tab is a multi-level corporate performance scoreboard. It allows a user to

drill down to channel, sub-channel, application, category, and predictability factor level views to
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The ORI 600 tab is a nulti-Ilevel corporate performance
scoreboard. It allows a user to drill down to
channel , sub-channel, application, category, and
predictability factor level views to -29 evaluate the
reliability and stability of the applications as they
relate to each category, sub- channel, and channel
Each predictability factor, category, application,

sub-channel, and channel is assigned a weighted
evaluaRV@E 3e@abiIRY %ﬁ dstdb%t Q:W th@'@ﬁﬁﬁc%ﬁ&nseﬁcm T¥1 ?rel'aié 9CQEh '&Etegory, sub-
the reliability o | evel above. erefore, the

channed, o éBareb Hach @rqslﬂcé@hﬂéwefaﬂtm egfegony; @ppliqaiom sub-ghanpel, and channel
is assi%l%h a,e\geé 8(!}1 %69?% refabdd’ b hogfr u-rg)%ﬁ Eeln%gt?rg'%otkf\f éﬂiraléility of the

annel’, annéf | 'ev
level ab3v. | Thereibreatthfs scanes@idhh thrr pmdmmbﬂitp\ﬁackﬁ(levahm bbyroliddeup into a

t . Kk di spl
score (0T @D B FEGTERDY: WP Itaistpprrete GBI nel s and
GHARBEBA. ilifstratds ALORT Pr&&sPHoW! 1606 vd&OBy ﬂ{mm&i@e%ﬁﬁgement

managenent ap Eﬂlcatlon 125 recei ves mekghed val ues
systemf bfo Wa@ééwp theeclighibityi oftthe prnlicgtigngcyurehasyfefse gpds channels.  As

1llustrag§§llﬂzgl§]léc}£ ?&)2‘3 ﬁ%eel&%gvg&% us%?géf%égggﬁﬂ @#ﬂ"% Itggé"lvesb\@elghed values

manva
for how earﬂm,ttf lie m'yditmhmtylfhﬁtomaffebm)caﬁmf th)@catmnes nT lteewblghed values may

o LT BRI SRR L TS o o

detemﬁiéﬂtaﬁf&laﬁéﬂly beR&] 415&dta 24fer® Y i kdBwidde WRh&HhRE! application 125
averages may be an application manager, or ot her
through émba@hﬁp@y@tér wﬁteaﬁalﬁg The vgrest 164 ﬁﬁﬁﬁ@ﬁ@g theevaighteoanerages may be

an appp[:zﬁf?)h%ﬁﬁ?ér Mo atﬁ't RherHahe %ﬁ'l?h Phafa%rkg &%ﬁﬂﬂﬁé i how each

Or specifit applications w
predictabilitisfactat &teckseablh ofthe t80brich ﬁ)rlspmﬂice@hcatmnagmlmrthe bank.

3‘2{ :Hllllt%%tatlf:& gnygbfo ' | e?lft)é)\é\vﬁi(%gilﬁglgl\égrlpu Sagp?lcatlon also receives

weighte® Rhlu&Pfok ﬁﬂﬁ,eaéﬁlbf 166 @ﬁlﬁg’drﬁes aBfect ARRBNAE Sp %lhﬁﬁblﬁagltb -Eannels, or
t he appllcatlons af fect_each of the sub-channels and

channely; havench ofhe Apnlicalings aflselragh of the suehagneln Al chagpglp @pd/or how
gach O?QH@ s@- cﬁa.tﬂﬁ Qﬁ@&?l ch égﬁ{enchaﬂnﬂtﬁs."@% Gl \65/% mes may be

aSS|gne manual a user 104 ough t e use
asmgne:rbmauln@]ly lssystm IMOhrough tthee ysemapmipeter destemsrili@dor they may be

auto based, on t a, gat.her ed the know edge ..
detorn i AR DR 0B o 4880 B INS SR ted¥e e R P Hacion 125
througﬁﬂﬁatlﬁﬂiﬁcdlﬂﬂatep%?stbﬂnb ugg.rated by bl ock 1606 the

knowl edge managenent E@Ilcatlon 125 recei ves

A TIbSTTRIY YA RIRK { H106( e lorontlsdee aamagepeniagmicaionod 25 receives
reliablﬁlsrccﬂ‘f? %g‘ﬁr%?cﬁ’zﬁ)ﬂﬂ Rhc 58K ASh I4Re ANk d 11&'&?155@1@ AQYllustrated

ed e managenent application
by blo¢kh hﬁOStthathv\dc@eMag@mm bpilicatyord Bt Sethémtransieas ﬂl@@d@bﬂrﬁy data into

a scorB%éxal gﬁliledleﬁllcﬁa\silljft%g %(Erac 01[ eyfr%ﬂee OﬁntBl < ef-c{w %biﬁ@efagtor of “if an

applictiontizel a Rb@rol pilre’ thel fetilbilifyt yatdl &E@l\l‘eﬁCﬁl olgher iyes eF tnhef In some
yes or_no. In sonme _enpbodinents, if answer i s

embodirgntic ot SBYET iR Rer kR VIsdas IR fzehctaflalﬁé?% Hratsfers the yes

into a ¥&te of 100% and if the answer is no it is transferred to 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further

detail later. Again, the reliability data and scores may be assigned manually by a user 104
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into a score of 100% and if the answer is no it is
transferred to 50% In other enbodi nents, different
reliability data is received and transferred into

di fferent scores, as discussed in further detai

|ater. Again, the reliability data and scores may be
assi gned manually by a user 104 30 through the user
comput er systens 110 or they nay be determ ned
automatically based on data gathered by the know edge

thoug%ﬂ@gs%%&hpﬂ&p%&sféﬁis' 130 of ARyt EPHY Betéﬁﬁnaﬁﬂhorﬁ&fﬂa}l? ®hsed on data

systens lustrateéed by bl ock
gatherkch by thel §rowiedgey mansgemeph appdigation 12 erwghe@e tblaek sowpeier systems
140 for each predictability factor in each category and
" calcul ates a category score, an application score, a
sibilhisataEby Blook ¢61(pthe kﬁmﬁ]ladgmﬁhn@emEﬁ dpplietionn2§ tukes the scores

i ghte values of t redi ctab factors, ..
for ea%‘ﬁpfé;g PdLy fagion sl &ﬁ@gmé{r?dlds%kuiq%n% EFIEEYY SFOTF, Wnapplication
score, ﬁ Qﬁmﬂlﬂmel':sb&'ér aﬁld]é-)@lahﬂél Y&IrE BARE oR R &d PROds hhe P&dictability

600 hone page. ure 13b illustrates the top
factors, eaﬁegor@sal apsb@tlemf, @nd ¢happglowiteingaelethagad: t he

ChERRRb BN BE: gfbociF i ORTOR porfe ph 1550 130 lstraes

the topliedel (ORI s&di¥ foeuch ﬁiajeﬂr chizah602; tiennedmii82e biasnal?, itledBCT channel

3 the BB T S e B SN0 (R AR 4.

channd @0P &5 hiPlcof BON é?lfd th&R o860 CHa R BNRD 4citb 603 Forlddéh channel 602.
channel s 602 by clicking on one of the channel icons

A useg pH CannVl@W et Ok160Q ispasat Hr cagfeolibe sub-ohanpgls 601 avithin e channels
602 b}%lsck fn nsgr%rcff tfu? £ ag'%%g %aér?ge I%léﬁ}fg Qﬁﬂ&ﬁ%ﬂ%&t@g@g :B%ehr 104 can view
the ORIUGOEX dcore 64 @achost ttie oyb-clemnelséid bﬁ&ﬁcklﬁg gurtle: dhhanel name, or using

il [a f the l,.600 for the e-commerce
ﬂms“%ﬂhﬁﬂ nf%%Tﬁaﬂﬂﬂgoﬁﬁﬁkmgg%zeach channel 602 incl udes

t figurRd! 14a GflustARs PeR of MaNORI 06 @4 twe thbMnarGhdangi 26 Oﬁle ORI 600

each ﬁpllcatlon 606 t hat |npacts t he sub-channe

for caglp ghanpgh 6phdndludes e jabls ol e sub-ghanncdy 604 W@lea@tann@%% each
o PRG0N S AN o
of eackilapplumleni 606 d‘éttaihbwb efrothe prediciabilityd astord 1@ dor GOB citsgory 608,

which S5 rdiGust n gl et oA PP B 1oR 00 i 0 ® AP WAty e indes

from tﬁﬁhﬁlbf:@ltaﬁlg@ 64 6R81, k(f—‘t\he limpackig a Q]]ﬂi/&ﬁtléxﬂwdﬂ%vel to the category 608 level,
predictability factor 610 |ev The scores are

and dewn do| the gyedistabidito dactare0lth levgl ct i Foorsp practabsulaehbased on the
predic%gﬁié)ﬁ Fe@%&r @@ofé’%lg%a%@%{%ﬂ&ﬁsav@fagest 5}@ Qhéﬁslfst 4® calculate a category

e a category an | npact | ng
score @ldp hi crapacting spplicatiél Gora 6 Buk-suhahmeiel swor 1% 28] fiaally the channel
%jnally t he channel score 603. The scores are
score &3t cul at ed for each application 606 by using an OR

STy @ofd3eed cAldQatedSor each application 606 by using an ORI score-sheet 620, as
illustrated in Figures 14b through 14e. The score-sheet has a category column 622, a FCI

predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting

column 636.
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illustrated in Figures 14b through 14e. The
score-sheet has a category colum 622, a FC
predictability factor colum 624, an answer col umm
626, a sub-category weighting colum 628, a source
colum 630, a format columm 632, a scale colum 634,
and a channel category weighting colum 636. -31 The
categories 608 in the category colum 622 cover a
range of nmanagenent areas in production support. They
AR daltoA® U8 HBMaE RINBOEII ESveP Q& andrads lﬁﬁifagement areas in
addressed with any application 606 that 1s used
producten girperto T heyi pische maEaélwnaqu& eategonics 0@F that e @11‘@955?‘?1 with any
ngw ed n
apphcatnpﬁ 6ad§h %41‘ & Egedg%t Aatess %gg&{ a!cR rhggﬂggag?ﬁ eég‘a bs%?feﬁ in the
knowktdlge rﬁﬁiagﬁﬁﬁltvmphcajmnefm nmdhd:)@sﬂﬂ odS reaeln odrthe ystegorods 608. The

cassob 51 i O o B HAIE0ES o S SHB BRHEA e,

how theW®s odciREd ﬂ%ﬁghgﬂttﬁ@@bﬂﬁcﬁmﬁgﬁppw Bodede Nini (fnb @ehbd8iment, the most
change managenent 611, availability nanagenent 612,

importa rogfeganesciils Were tigenkiiind ge rhage m@ag%wﬁ bgatlgbility ragnagement
612, s%?ﬁ,@gﬁ%ﬂﬁty% SnagkRbi ARG %g(wgl'é&% eﬁ%ferr rﬁ g@ﬂéﬁeﬂmnhﬁ‘astructure

capacrty na enment rvice managemnme
and nﬂdmanmensﬁéﬁ,en@amagmmmmnﬁﬂﬁ Bﬂmvde\iehmanagement 617, and

st RSB G 0 il S BFRBELTRR, & bl St creri
may bbbt inkR&ly imbeh6f GftRatepsriééshave a nunber of

associ at ed predlctablllty factors 610  illustrated in

thveh g ele ctatagpries $0 $d’é¥%ra ewnbﬁﬁpfawommé predictability factors 610
: [ r
1llustra5€rd]qg é[fsfé ﬁ%gﬁc{rali)%:hst)fr %%F&ot 230 ?%1%?5’5 ! glt%tésaﬂo zﬁ'g \%HESUOIIS,

data vdih@iss metiar onvethéri factbtsewlbaln kelitotto bawe rFCIp acCtur cmthau the bank for each

. cate 8 each ory .6 .t he .
pariou i GPR K OPY T Py ool Gy B I bR BB gy weighiedas
to howh@bh e@dhhp@dleﬁbﬁitﬁmctdrtm ofo%ﬁﬁ-mmeé 1@ ceoig FOLst st csdaur within the

causi ng FCls that aoccur wth category 608

categoryhD8ieh rth%@pilem@ns 6€0; aaélhilﬂma@étw a?léamu 8ol h?rﬁﬁelézsd percentages
are baszgh%n"}ﬁétglt?&af Qalﬁ : 5 9t @HEta’Qﬁ‘ﬁF fhofhs Bl Lasin gquIg%‘i the past.

anal ysi s edlctab Tty factors 610 cau
The tofaCpercémiageh of frespredictibidityt rtmis P wiinn zgescabégorh 08 add up to one-

redi ct ty factors 610 within each category 608
mnd“§3§c3§Qﬂ%%ﬁl hundred percent (100%. As illustrated

Asi mu&ragsdr B Félre tig thbahggemmangenent 6Bl tategdr@goFQI predictability
predictability factors 610 may include: Are the
faﬁomﬁﬁ@@%ﬂﬂ?@@*?or initiating, approving, verlfylng and

C%gtgy hi’d}gdlﬁ&aﬁﬂQﬁ tﬁ!ni%%ﬁpro@ e(/&‘?fyfn and! s%hc%dglﬁﬁg cHanges always

1St nction b ange” r équest
wdberedi®?appl i cati on, change

o Is there a clear distinction between a change request {e.g. upgrade application, change

router configuration, update firewall policies, etc) and a service request (e.g. resetting a

password)?

-32-



router configuration, update firewall policies, etc)
and a service request (e.g. resetting a password)?
-32 Are there regular reviews (i.e. at |east
quarterly) on performance of changes inpl enented
agai nst docunented key performance indicators ("KPIs")
for this application? Are nultiple related changes
grouped and then properly schedul ed and conmmuni cat ed
mnimze the inpact to the business users

&fcel Hat ?% C@%ﬂé@sgﬁkeaﬁ%? ﬁ%n{lﬁl& of changes implemented

or see [ays rong | Ienentatlon)
i dgainst dostrmdntied kéSi grrfosmantls, indibagors RSB i ttlys appicagientnt
612 category's FCl predictability factors 610 nay
include: Are there any single points of failure

(A@Hﬁﬁ'ﬁ})le(rblﬁteﬂfthaffg&@\gfbup@d gabteRpopeily Ya@sded and foryi@8nicated to

criticality to environment of SPOF? Are availability

tzeithg bpast [oihe (huﬁ‘éF%d’rSﬁ@ ingludiggdast migte sehs vlﬁrfée@ges (e.g
QLﬁ&%&ﬁQéﬁg@d yjcated to the change

managenent “proc ss area S there a regular (e.g. at
| east every 6-nonths) review of current infrastructure

L A N R A R

predicfabDitRfacides €10Shy’incld@e:you have procedures for

noni toring, analy Z|n% anq‘forgcastlng service
advesi therpiany sipgle pajngs ef Raifuse AR plbeedipws. nlpasp paser yes)?

vaI|qu??%gﬁﬁ%ﬂgggngrecar@gysgﬂﬁyappropr|ateness of

t he non sting procedures? Do you
have defined targets for the availability, reliability

and mai.n Inablllt | T infrastyucture cqnponents
(455 PYAHE h‘gt}? Papﬁﬁér W@Pﬂﬂ‘o?lgéluﬁhéh E%l dﬁﬁ}}n fﬁ e; yimpact of proposed

agah & &R driMtnicatdBro tROCHHAY eﬁf&ﬁ&%én{éﬁi proBRE bRR? Ng and
trend analysis of the availability, reliability and

nalntalnablllty of IT infrastructure conponents

({.ngl udin a vendo 0 .
bt PPt GBIt SRECE ol ich of SR ety agains
hé@nnﬁhﬁa&&ﬂmyce continuity managenment 613 category's

FCl predlctablll factors 610 may include: |Is the
busicne¥ih & Biswi ta i fP% B n standard format?

o with a view to optimizing equipment (lowering cost)?
Do you have procedures for monitoring, analyzing, and forecasting service availability?

Are there audit procedures in place to validate the ongoing accuracy and appropriateness

of the monitoring and forecasting procedures?

Do you have defined targets for the availability, reliability and maintainability of IT
infrastructure components (including 3rd party vendors) relied upon by the application?
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o What is the date of the last test? Have al
outstanding issues identified as a result of testing
been resolved or is an approved business continuity
remedi ation plan in place? 1s there a docunented and
known recovery plan in place for each service area, in
the event of an unforeseen issue? Are there regular
backups of critical data taken and stored securely?
Are critical backups of information tested on a
SOYol' ¢ a?@sbﬁ?mohﬁoﬁr%sﬁfl@ GreRE A58 il @k %ﬁ&ﬂlﬁt‘)f/ reliability and
attributes such as reliability, Usability,
radinteiiabidiby pf {7 nfrastru¢tines eqraposgnts r(thnggeﬁﬂwyt ¥eadors) to help
r ment 614 category's FC

ggggﬁggggt%ﬁﬁﬂa%%o %$§§g§0 may include: Has
handover/takeover neeting conducted with initial teanf

eces .docunent.ati on been. conpl et ed? ?ﬂge the |
;%%Iﬂ {ratg 1’6 igger F=né1 ey P SORITEEY TReRERmeH category’s FCI

predlctif')l‘h%lﬁ%% A8miAahdiude: Rat e the quality of training

docunent ati on and schedul es Are workarounds

ds therhesiness/costinudty ptapas standard formiat?lh wor kar ounds i n

pl ace? il str te in Figure 14d, the

ianagyPﬁ&?Wﬁgmﬁﬁg el ‘ﬁgnagenent 615 category's FC

predictability factors 610 may include Does t he

application use any non-pernitted NP") technol ogi es?
(Reesilh entstapdingisaies |idspiified g m pesplii aft estingcbgea fgyolved or is an

»ET&D"') (can be
E@%ﬁﬁ@éh §%E@B%% ipgggﬁgﬁb?ﬂgﬁﬁ?éyes how many
i nstances of NP technol ogy exist? o Does application

DR Rt P8 onal afid B Fec oy T BUURLE {of ety perpipe, gesa, in the

e rth an®aRbdoksae? an updated w t hi n past cal endar
year ? Does the business inpact analysis exist? As

illustrated in Figure 14d, the capacity nanagenent 616

Cﬂe%lgegr Yegﬁléla%ckg se'cgfI %hgaﬁ dla1a thenfagg tst%re% sgc

rreﬁ’?el roceSS|ng
vol unes to the volune ceiling of the

Are critical backups of information tested on a regular basis?

Is testing performed for quality attributes such as reliability, usability, and

maintainability?

As illustrated in Figure 14c, the knowledge transfer management 614 category’s FCI

predictability factors 610 may include:

Has handover/takeover meeting conducted with initial team?

Has necessary documentation been completed?

Rate the quality of on-boarding new resources (bank and strategic partner)
Rate the quality of training documentation and schedules

Are workarounds documented/new changes tested with workarounds in place?
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application? Are there any known initiatives that
W ll increase rate of gromh? (Initiative, Sales
canmpai gns, etc.) Are threshold alarns in place for
i ndi vi dual services that alert staff about approaching
maxi mum capacity limts? Are key conponents
(resources) nonitored for capacity |oad? (e.g.. Hard
di sk, nmenory, CPU, etc.). |s capacity data
constantly analyzed to help in resolution of incidents
2RI REQREE IBFioure3Rid, MeSnfrAN0GR 4R AdREnERRARE6 19 cateBbry’s FCT
appflcatlon hgndled through a formal change
predictzhitigigfntont 6 ifrmogeivsitdds il lustrated in Figure 14e, the
rvice | eyvel. managenent 617.cat L' S FCl . .
o oo BF Pl g RE P SIS TTHTY (OP ol iShipgiey, (Gopsider software
| lev@! nice@iiRE séork bPlefteiprey tehndlet @RIy IrBIT &D”) (can be more
consuner and snmall business bank technol ogy and

oper Appioawehcatios))r i sk rating assigned by LOB? Does the
cur roegﬁ gﬁsﬁﬁ&%?{%&é%tﬁ%& &Wlﬂé%ﬁﬂ&#&?stij—@ risk

ratin agreenents w th vVendors docunent ed
and or ébdeapplitation hive r8nadistion aefr amen@l-permittaddednelogies?
i nclude features such as reliability, security,

service hours, support, response tines, turnaround

o 1 DHBSppRAKLRHARNCQNED] p18k7 a? Are there mechanisms in
pl ace ?o nonitor and nmeasure all itens in existing

SLAS? Weethsicarire] plan updalad withingeast salender yeas? t ar gets for
service hours, availability, reliability, support,
response tinmes and change handling? As illustrated in
» FDotirtke Bubinesd epasyaibBsiserRiREIgenent 618 category's FCl
predictability factors 610 may include: Are tools
and processes in place to automate or quickly react to

CNSUIARRAA P BRBe 140 RRUabAGyaHSREEMER 6 QUleSEry’s FCI predictability
operational relief? Are conponent based technol ogy
factorpl® may inalyde:ool s avail abl e? (e.g. Introscope, PerfMn,

o I\BB Sac\:/%%tge h%'iwt %%gé) Rfe Cu'\I/‘FBlfl? lf)?oc%‘gsﬂgaqglugﬁgttg "the %ﬁm)e é&ﬁng of the

application?

e Are there any known initiatives that will increase rate of growth? (Initiative, Sales

campaigns, etc.)

o Are threshold alarms in place for individual services that alert staff about approaching

maximum capacity limits?

o Are key components (resources) monitored for capacity load? (e.g.. Hard disk, memory,

CPU, etc.).

s Is capacity data constantly analyzed to help in resolution of incidents and problems?
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Is the operating system (on which the application
conponents are installed) nonitored on server and
client machines? (Paging, File 1/O Network 1/0, Loca
Disk 1/0, Renote Disk VO Are application
performance trends nonitored and projected forward to
i ndi cate when thresholds wll break and projected
breaks that are alerted with sufficient tine to alter
the application/systemto avoid service breaks from

« NRRPERNIBE? to '%ﬁce cﬁ 9n§fnﬁ:l{eA8]ﬁllicﬁﬁﬂ Andiet b Scz formal change
nmoni tored (Al hent daries, Framewo
Hnmagﬂa@éQﬁweﬁﬁe cust omer experience nnnltorlng tool s
avai |l abl e? (e.g. Topaz, Online Banking Monitor,
Compuwar e Vant age Agentl ess Mnitoring (Measure
tAﬁnﬁmﬁa'teﬂnur €5900Sbid | the, serticaansat th@idgyfedtne)?) dagkgbry’s FCI
é ICtabI|Ié¥ factors 610 |isted above are

I““haé’§ﬁ@§% dP3Y 18elPds: wei ght in the sub-category
g I Gi NomReagh

pr e P%%éaéb%eﬁgt ilg?eact or ?‘?‘8\ b%ﬁ?rﬁ%%%es to %{raoC l}lgumegr and small
Fidksmess Haek sschmadegyofndepetatipns@di ct abi l ity factor 610 may
be manually entered by the source listed in colum
630, other enployees, or a user 104 in charge of

. r@y@@mﬁﬁgakmgwag O Alternatlvely the scores nmay

be autonatical ly popul ated by receiving infornmation
fron1other applications in the know edge nanagenent

* us ra'ﬁrr% ét ‘i??ﬁfﬁ%’q? em%%ﬁf;?&ﬁ?hesé’(z%%"frayg/s z]i'l‘l\ e colum

634 the scores may be based on a "yes" or "no"
response, a scale, a_count val ue, percenta es, a
* ssgrcements yath visadars decumgented and pellesied Hellp ShiSand | ow
response, or sonme other sinmilar rating system Itens
with multiple rating values, such as a scale, may have
o AawcthatHd\ tseuttutehacludeflerimes tsheh lae%liabﬂii‘ty,ctéouﬁ‘@ fsenvice hours,

scor t he redlctablll fac r 610. SOne
St ko e ks, Ggrand ther FHOr G HE0Y not e 11 el ds
al  owi ng users 104 to popul ate why a particular score
was given for a_ particular predictability factor 610,
o iAvredhatemeghsmjsmstin place toemenitor prgl myasare adhitemsiin epigingsSLAS?
fields help to create uniformty in the scoring
across the channels. -37 Depending on the answer to
o tihe SpAediaet akiatly tigerfified Qe t:03ds fornsepriee Rodre civaidatiility! heiability,
predictability fac ors receji.ve a score in the answer
HPRATH respenss times apd ¢heneg laanshlég”hundr ed (100) percent.
The score of a partlcular category 608 for an

application 606 is based on the sumof the scores for
eat Hlugitatechion Bigawi tAeabiel systgmf menagewe 160 8i qateghyf's FCI predictability

factors%qb%%?' Yol tiplied by the factor weight

e Are tools and processes in place to automate or quickly react to customer / agent

impacting events to provide operational relief?

» Are component based technology monitoring tools available? (e.g. Introscope, PerfMon,

NetScout, SiteScope, Mqueue Command Center, etc.)
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listed in the sub-category weighting colum 628. In
some enbodi nents of the invention, other scores are
used along with the predictability factors 610 for
each category when determ ning the application score
and before the application score is used to calculate
t he sub-channel and channel scores. For exanple, in
some enbodi nents an application risks and contro
assessnment tool ("ARCAT") is utilized to determ ne an
ARGRT, r RO

* risk gﬁﬁgégﬁgﬁég(g?ggéﬂ to 1 hgﬁgg%ﬁgggﬁﬁgéf?gﬁgﬁ?? s.tmEdon
TeeveARGCNTient mkchinas? Pagtngd Bile FOL Nedvank /Oakpeny Diskt 160, Remote Disk
aﬁg unt the risks related to the application, such as

ness inpact analysis, downstream applications,
upstream applications, transaction rate, data vol une,
recovery time requirenents, related hardware and

o brer appbieationrmeriormanseyirends aontared mrdpToeded dgswark tor indicgte when
DRRRTN Pk b RS brly AR SRHLA AR ime to aler the
capplicationsgsere té a;vowl: sdreiod hrteebls fioers bappeningdw t he
application is related to business continuity,
technol ogy architecture, platformor environnent,

o PARAUGIMNRAIARILAt IhREUEAL OhnifRerp! (ﬁﬂc@onﬂ%ﬁéﬂ'ﬂ €$oundaries,
process, and informati on security. The ORI score for
cdiemewpis Intesfesesh may be reduced to a percentage of the
total score, and the ARCAT risk score and ARCAT
control score may be added to the final ORI score.

o FAre exssméreetpesicfddl noainseng osola apatabﬂe?u(eeg ”acmalzj Cailin® NBanking

I ! ggoer Sf?l@p‘lg‘lg%g I‘}tapﬁﬁgégﬁ?tgsﬁ'ﬁi?“ﬁ%éég@g%ﬁ &E%gr?otnse time,

rﬁﬁﬁmﬁggwgmnwﬁeasured on a zero (0) to ten (10) basi s,
and the ARCAT control score, neasured on a zero (0)

to ten (10) basis. The final score is still out of

I | f. t )
i%%g'f)f %slf{ Q(gcx:\‘gir?@ an g‘%ﬁh@?ﬁ% ! co n% g%cag %1 gﬁéd%fuﬁ z?—ﬁéeurl"lrrro‘?eg,ght in the
sub-categoryl wesghtiap ecblumn t 6238 caadoegamtiy vwm bbtwvi aghc pfevdmtabﬁ&ﬁ factor 610
each ch nel n sone ca ac cha , i S
contribiles; ig g uglr@alf%o ﬂibeﬁ@f)@mof Fastp tagﬂ % la? jpanually
entere@% tfh@fsouﬂsaclﬁlstétpﬂl lcslﬁhinom(ﬁfcftﬁé}t @mf)lb?ee@cﬁid hr@apqomfm charge of
s in each channel and sub-channel in relation to

reviewingethe seprang. caltegavdy tBoscarrs miy be atoapibiralvaporatited-by receiving

informSH A Mok oftfer! A%H?&tf;oﬁg 86 the 151'0% ]rﬂgh LG Q%ﬂglel or the bank
manag enment wel or the - rce anne

compmmystymfsume pis dhrstrat@&&ﬁ@t,he vfhlmlm cbhmm 689 gind séade collomn 634, the

scores gy YR RTALE TS OF 38 SERAISTEAE e COBF yilue ercehiandt a number
range, QJSQQ‘P&EMa hgﬁfedfuﬁf aﬁd oW T diRe, I0B sbrhé bﬁ@{hlﬁﬁﬁﬁlﬁﬁﬁ system. Items
s 5%, mh?%% t he i ght for the BCT channel is t%é%ty
with ﬂﬁ)‘é?]élé rretig yakpes, 'F’H%h 8t whlce Ay have gseesipted, Boxh daat fdgfines the best
. . y e _
practlcg%g%}hs%%lr?%g{e er%:%lgt%ﬂlﬁ )Pgag%?%lﬁlhg# F@FZen{bggltqlléeng{z the score-sheet 620
may have note fields allowing users 104 to populate why a part1cu1ar score was given for a

particular predictability factor 610, in order to justify the rating. The text and notes fields help to

create uniformity in the scoring across the channels.
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scores 614 for each application are nultiplied by the

wei ght ed average for each sub-channel and channel and

then sumed, so each application has a score as to how

it inmpacts each sub-channel and channel. Therefore,

as previously discussed, the category score 614 is a

wei ght ed average of the predictability factor scores

610 listed in answer columm 626. The application score

616 for a sub-channel or channel is a weighted

qyﬁfeﬁ&iﬁ Qh tHReakdteUPliNe prAlcebilft} Hadtols 410atin one embodlment the

cation for each sub-channel or channel . In othe

predtc@gmdfaﬁ@rﬁ ECeiyh senp mcﬂhaﬁn%vers;@hlrr@ @t #ap (Gbtogone- Shundred (100)

percenﬁl?éjstgzg ¥ ne%la? at%%ﬁ?' %@@%’(L n&r?‘gel étgﬁzlrsg)éged 608.3@16 sum of the

scores lfex achvef g’retmeﬂlemlahaghctofs ﬁll@emshﬁhl <cetegormahul8pleddsy 164 &od:m‘ weight

cation scores 616 for that channel. The
listed @Elb‘?%‘% @'Véeé@ %Foélﬁ%&%pl i cati on can be updat ed
IR sb@d |em'l:)bdﬁﬁ1enﬁldﬁ RGN RRMioR Btker sédtbLArY bl al@ip v@iﬂa @B ﬁ&ﬂmtabﬂlty
needed basis to exam ne the confi dence scores of

factorscHighfrepach catgpory orhenrsistesmingngdthe gpplication wase aqdrbe&fﬁéhe application
score ?s’rTJ%QQd %%&ula‘ieb%heg G- El?aé%;glr afd RAL{ef Webtes 2PRb Gk Q in some

category are e- to a subject matter exp
emboddmerss ni emﬂ:catmmm]asg and atontralr iassasmenit évol af ‘A RAAT ”) ails dmhzed to

determfy ARG SBFaN = ARG OO P Her TecHHaaT ek poRo  related

to inhdri® dppN&fibh @Rks. t TR AREIIN Askt bdee isSdetdmnled by taliflg MtaabTount the
and requests for updates. to the predictability factor

risks rslftﬁds@o@@sapah@at@anﬁu%a& Riesingsd ppact (ApRly§ise doWRFIRYR eapplications,
upstre%‘hJ éj)phgégloﬁgoﬁ%&gch Qf 1 ﬁcﬁatgmlﬁlﬁét feggvérf tlﬁﬁ@tre#,ﬁre'iﬂ%nts related

cess to na anges to the predictab
hardwdraabd sﬁv@ata,andmhaacazsimm ‘HtecAREAD rwstrolmconeheavmagm efithe control

o T A T ShE S RS o

calcul f€DBasDor Bovd Bl apflibation Baelated GObushtkss €dntihuity) t@h¥6logy architecture,
user 104 the ability to g;lckl |dent|fy t he channel s

platforgppr egyigenspahnipduction, stabiliyi regplatngg copplianceq buysss dgocess, and
inform34&h séaﬁré r e (‘dlghs'clnletﬁfr %a@f# %ﬁlﬁaﬁ&@mﬁ ? ?'ﬂ'b@ed toa ercentage of the
acce e a |

anger o I ng, ng Scor es
total sgire amé thet zh]&ﬁATErQ&kasp@re asé W eorgoé erore whap be addid to the final ORI

| dlcatl h t he as soc a has ass
score.; 6, ERonR e ORL s SRR A bR TRnliodh, aRCERER AR oy be
multlpﬁed/ BY élgqu)@ic@ﬁt (804 Tho@kdehd f@rd Bay bé ﬁt&led%ﬂh@ IAR @AIT risk score,

metric is in danger of fajling and should be nonitored
measuEgue 0 (30 1Bug D baise i GG cauen! grs. e on a zero (0

to ten l‘g)? ;Bfé%é:ofjfe figl| 's&ﬂ& isr@llltd?.@tf)f i(‘)t%ao%% A6k A BehcT Bl ddeidRR! factors of

' and needs 1medi ate analysis to determne a
the ARGAT rigihesopomidaARGATROntsdstdron, as illustrated in

Fﬁ%ggnojfg asi iﬁus%ratte%f & e %gteéoa}’?f vge(i)fghtlfnlg ncg) juith Bﬂ‘)e each channel, and in
some cases each sub-channel, is assigned a category weight related to how the category 608 for
each application affects the occurrence of FCls in each channel and sub-channel in relation to the
other categories 608 within the application. For example, as illustrated in Figure 14b, the change
management weight for the e-commerce channel 2 is twenty-five percent (25%), while the

weight for the BCT channel 3 is twenty percent (20%), etc. Also, for the availability
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necessary information for the teans, partners, points
of contract, hierarchy levels, notification contacts,
as well as other contact references. As with other

tabs throughout the know edge nmanagenent application

125, in one enbodi ment, a user 104 can drill-down from
t he channel | evel, to the sub-channel level, to the
application level, in order to review contact

information for various enpl oyees. The user 104 can

manag‘éﬁlbﬁtl ca@f%ﬁﬂz [3103 @zﬂ@gohe%% oht By é&in%ﬁ&fc@?s fifGnnan®st PFS%) while the

vari ous enployees in the different channels,
Welghisf@b ihqwaﬁffeql@nnai ns amty p@mi:ré 20%¥eThe suntadraagh wetgh{ed average for
h [

each C%ltr golgy 21‘?\5\1}]6 c?rleéﬂm%%l%%[e o{olglﬁ r?g 812% @gné]{:esdfpaeré:eﬁa @??“g) h’ﬁ_:pgorrg ecategory
scores 134 iféd aast apfliesticnnare xabgplied bl the weighed favd‘hgepfoayach sub-channel and

interface 704 in the ﬁontacts 700 tab  for .the onlh e
channg] angt theg SUmMBLCERQRRE aRRHCRIRD has @shpreas o hays Himypadss caph sub-channel
and cheg{di act display interface 704 has two sections, the

executive contacts 710 and the manager contacts 720.

THeerelRuse a8 pregiougy whissusssd, 7he cafegary geore i0d¢ ds @ Meighted average of the
prediclbthy BRI LEs10 Kot 8 abiifr cpbin) 620 hO SRl Kore 616 for a
sub-chenfizd dr ntmnheltlbl e vfmg'lt@?r afeyagpail e caleZotynscotes 6% dathatvapplication for

act ction lists the techno ecut i

cach SBSHATET 65 BHBEDr 1 ae TGS SRR HUIE LR S8 may be a
weighted BP&Ghde GXBE Hhp1BtorPRres 886 tQGRAALPAHarReL NFh A6, Welch@fb] scores

operations executive. The manager contacts 72 “section
603 canrpet vsighied iy Fiagel PS reayb-charmet snorasctls ardhe appdicatépn scores 616 for
1thﬁﬁﬂdlces whi ch includes the internal bank production

support partners. The manager contacts 720 section
| Tist scotchsehestart20ifinf eachedppbentias chih dearpdatod v ecat-tinteadtusng periodic

ntervaf G . R B T B, SRR s,y B phamnels, sub-

channd}§)i ditl afppBcAidds.t B sBRk ¥mboIm&R) RS beof & fdraf Eﬁﬁ@ﬂar application or
hlerarcw£ﬂ%9|nt 722. In one enbodi nent of the manager

categoEh Afe reae: P(r Subiset MEHET epeTt o applicaHgn promager 2D zaqlcrl@tf%tervals in
order tB I?@mina\fﬁé éi’ ?1 ta§k tﬁgﬂgﬁﬂfuﬁ%ﬂ%{] fl?n%&' & %@gb das ﬁ?ﬁ?{)ﬁ fasglon In other

gers,
emboqmacrftxg pfitoe cueveatldn cth@mcastuye ‘smp potréckad rvmd eteems tahé ragjoess for updates

to the %ﬁ{%&%fﬁtﬁi&:ﬁ&% ﬂ%g?r%%%% OSFW S %nﬁrgg eeggpé?%%g %(hlgl%get S thie scoring
of eacle BpBlRYASSIs Mot vpab Kake| AvthHRSBaNEIMAGIES o thEipeeduftab;ﬁ@rfhctors 610,
recovery guides 150, the incident tickets, or oth

the assgpiated GPrebs thnyiRIsBg eV erPaRYBR DR resRped Baenly Hose /ho have been

grame&@gmee that a specific hierarchy point 722 is
contacted in order to resolve a particular incident.

An| anglenbtedimnant,i ebet-coded ecrmimg he aped 10 @4cht spotlhg lepaeb pegive a user

104 OB > Bttty phR0 el e R TRES b pRBels T80 Sibtipagions 606,

categoﬂes m&@gbtedldtibﬂﬁﬂj}qa@bxk @10ithat 8¢ adcBprabley Rl dadg@r sfttuitibp Odt failing.
upport manager for shared services, a link brings the

Scores greater than 75% are assigned a green color code indicating that the associated metric has

passed and is acceptable. Scores between 50% and 75% are assigned a yellow color code

indicating that the associated metric is in danger of failing and should be monitored closely.
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user 104 to the mangers contact 720 section

illustrated in Figure 15. The user 104 can then send

the incident ticket to the proper |evel 3 production

support manager listed in the point of contact 724

colum. In sone enbodiments a hierarchy point |ink may

be provided so a user 104 can view a hierarchy map by

selecting on the hierarchy point link. In other

enbodi nents, the user 104 may view the phone nunber
ScoresHhve BB lar@hssidid & 98t &flbr Ak MdikYing £ i BsRitdd@ehid M failed

listed in the point of contact 724 columm. The
and negdsgmmodiapamalysls to defeiningafikat ed in Figure 16, allows

t re.t il I : i r :

CHE (RBh B SARRY S i e SEXERE T, f SRRERS o O fincing the
necessagnafpemnetivin foapld ieamt, wantnd@®5 poiAtsustaronttut, iamrchy denteds, notification

ecei ve, and sen nned ofr custom report through
contacfsp s el P70 e EE ARG | 8 o1k e FOEFa R Fgvlede
managblﬁgﬂtdagﬁﬁcdtiﬁfl Qb Bl @R dntdaimhenfleNBdeAl 04 cb drikABwASrom the channel

filled out to create a custom or canned report. The

level, todbpovubschaml texpl, fonfbr aprlisatiorelewd, inordey énevisw gegtact information for
vanou{ ﬁl@ﬂlro Ses? q‘gg{&g&;@'ﬂ%a% 'rdﬁh-“?fo%nb% t@é;ftegélgl Eg S%F@ltn%gﬁé EandR%r title of

start he ‘en
various ampldgeds ih itlekdiffereAt cimaneld Giibwhynnalssor gpbvdtandetdhe Alternatively,

e TS o S SR P o T TSR s

contacEr eate reports based on the severity rating |evel 763
one, two, or three, the status 764 of the_incidents,
tHigure dillysiraises an ownmppley aia entact fisplpy énteréase 04 imige epmdacts 700 tab

for theccgﬂiﬁé' Hﬁ{ki@qglbmﬂel B @fg%?&ﬁmﬁ&gé( cﬁa‘ﬁﬁ%l:?\;vl ’ﬂ%}’ccﬁfh‘ét ii.;l’}lay interface

oper at1 ons’ assi gnee to name a . Figure
704 has Itvo statiah g shevratutiveecontasts (i) and danmenhgee@miacts7720. | Mekexecutive

i af ter.. equest, i s . ered in the,reports 750
contacls 39 Birioh i E MRy Rainf RAToR ot (a0 G EhR b Sor offtact 714 for
each hich@cHhynSdistent. Th BHO EABSAiRRNT tBE BlckargBNesiat 1AL i e éxRcdthiR contacts

overvi ew section 772 of the report 770. The causa

710 septimdistrethe tsphnodeeys@eeytion, npdustipn sHRpertEkesuHBey Srqegumerce production
suppmj% g{écgﬂ%t, afCY fdeREb1d LtleB@rd £ d Eﬂaﬁ%ﬁ%b@ﬂvéyﬁ em

, thé causal everit 782, and t Ilure 1 npact 783.
THe mapmet cbmthds A0 sotictlOM e takampleadisplaysuthe tdpptacts for shared
o cted.channel .791.. ippactied technical executive
serviods (AR AR IR e bR Rt SBOY oRtneG s TH iffager contacts
720 sdc@Elibte Mhe! SO infb@itioARe ahe @REEutike contadde 71 @kedtich Huf 98, a lower
DCls 796, PHLs 797, and AM.s 798. The report 770 al sq

hierarghy d4vsl. ¢ Hee manager cpgiect {Hbscetien gprhasthshiciasenoint 7epgnd the point
of confa@tc'ﬁ%r 3k GZ&%%H%%Q?E@E :7%%‘; (I:#etr}llt?e SAMREM&R Of 1 Batd¥8r contracts 720

resolution 7 The reports 7/0are
sectiont, yiysi loetatchy pgiah @22 tigsl tHedeved oné. dwoesnddhner peodwatiergsipeert managers,

e e 0% i 5 BB b Ly e doman
managaf) derdtf ¥sdeflent@ atbnkdrs, dést pina@rd, Bewsll hod fghker of other managers and
the employees who work below these managers.

The incident recovery guides 150, the incident tickets, or other areas of the knowledge
management application 125, indicate that a specific hierarchy point 722 is contacted in order to

resolve a particular incident. A link is provided to send the user 104 to the proper contacts 700
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goal s of the bank. The IClI 800 tab, as illustrated in
Figure 19, is where the incidents are tracked from
when they are first identified. Figure 18 illustrates
the notification process to deal with an incident

when it is first found. The first step in the process
when a production incident occurs during a production
process or on a production systemis that an error
record with information of the incident is sent for

tab. F&i &X: aﬁ?ﬁe iﬂhnana@ér@bﬁaeerﬁuﬁila 138 iftdieurandt tktpihaidafehddd8 be brought

as illTustrated by bl oc 1810. In sone enbodi nents a
to the gligantion @f theclgrs]\serodudtion spprost maraget for shyrd seriigpy, adink brings the
user 1GOERLE I'ngﬁ% rs SOHEY %(5: l;l&p 11&1%‘5‘{6@{}1 l\%ﬁlﬁr@ rISheﬁl AUk Qth then send
After recelving a no ication or il orn1n
the incpdentititkey thprdper lemel 3t predursion sﬁpllbrslaataghelﬂstdzdm the pomt of contact
724 fatabase for a newincident, as illustrated by block
COMBYD. After the user 104 identifies a new incident,

tIA&obe &imbb@Andnéke hickdr&s; pdifk liSSMey bapfvideatsoth et 104 b view a
i nci dent by exam ning the error report in the

hierarclyyinpapeyeselegting 1 thsthiciprsley pinblige kin ofiger gmbegigentsyhe user 104 may
view tﬂéezg'#b%ﬁ ‘Pﬂlﬁlgf{lzﬂg Wfl og o'nﬁac )I dIfelin % al?dénéelﬁs‘ﬁed in the point

ches t ase or an
of confapici2deniusntt. hat have resolved t he sane |ssue in the

st, as iJl.ustrate the u
PARY terBils 75D BbY At ifhdolef], A Bibfire, 155 Rnons, e oo chBabitiy of
extractile répoek 64 @i ﬂnl:iaeﬂ@vvﬁat bRt Gradked Wwitkind@Bt kieedde f@nagement
see if that particular related_incident js resolved,

applicalioni125., o Hsard4 F#R CraplerFERRIVOl AABSCRa caRed; qﬁ&p%}@mreport through the
reportg 75@‘&% h§ HflﬁﬁQtEX gﬂ% 1%' %im&’éhft if &E&t% ator 751 can be

| ows t pr oced out ined in t Pase
filled cmmo tmate denstomi wlcetnadgepat ol lvercpints Ta0rtale mtcludns: ﬁdéﬂ for generating

reports ?ﬂ sqeﬁléicsfg:g%% %%?Ig%n?% ektH% %gh'Eh-g czg OY%LP 8r H% ncci d3R%756 of the

1nc1derht|tidlt6tt raued 10n ridiealiepopulad iterindbiar kick&4mber 760 or problem ticket
urthernore, as previous]y described the user 104 can

numbeg Fea et fhew Wt s aRor: o o RS fLEh AR Alsd PIRICRFRIV Satsdlsmabe soverity
rating RAB1 143! e, 3 ikl GRELiau 784 R Uk OMciiON the A4 Lo Wificr 766 of

process o osing the current incident report, In
the lncodfuléfr and the bonsguiss eqliemall bysinessftaok rgrhnelogy sadepontions assignee
768to éﬁé ncident. As illustrated by dianpnds 1816 and
i'T'"the user 104 cannot find a rel ated inci dent
tlFlglktetl’?Q filistigted Whitd@a tudtom o teafietiaky@d 770 hoksitive afl€da request is

0QS, a new i_ngi ent ticket into the |ICl 800, as
entere‘# IF g FeROEY 76§ - ocKie igpet cepigins etn‘i dnformafion, giered iy ghe incident

1nform'aﬁ&ﬂ doRit DarRiRa%E hahe tob@rvie%c kQeph b alfahs refort BRET The causal
04 can enter an incident selectlng the "new

1nf0rmrah@n Fehsection flpsirategche how thq:gnqld}nt |oQIE m;:lud‘g@‘@,e oggination system
| y. bl fiar : )
781, tﬂlenégﬁ%g ﬁ?ént? 98? ang ﬂ?e Hall%i%{p é'}n&eit O Hl'pgcg Igfogrﬁ#ont %’Qé)ksg%tlon lays

hé~’user I NCI
out thesipipaeted 8hdhneh %91, hmpmﬂterdateelﬂuaah efeoguvaemzz thet intpactgd swtbchannel 793,

one enb s the know edge
the ge%ﬁﬁﬁl%lgﬁw%%ﬁg’? @z?ﬁmaaff‘qanﬁ earofiicot R HEay ot 96RHLs 797, and
AMLst708K athe &M 1H0ea1 Al A the4due 784, the customer 785 impacted, the restoral 786
information, the cause 787, and the resolution 788 of the incident. The reports 770 are typically

generated for senior executive management reporting and are reviewed on a daily basis. The
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in the error report stored in the bank databases 130,

such as the problemticket nunber 811, severity 812,

or start time 813, as well as any other informtion

that can be found in the error report. However, a

user 104 also has the ability to edit or delete any

information in the incident ticket. Therefore, after

a user 104 creates a new ticket he/she can enter in or

change the problem ticket 811, the severity 812, the
reportsTRRE & d14FKE hisdaUtP efetrith & olibiRn NAaRBRIySIE kB fdr idi¥ing the strategic

error report for identifying the production |nC|§ént
goals offterbapk. i s first identified), the client inpact 815,

o T S0, B el el 13,5 Chero P ApREP B roBfod from when
they amaﬂirisbmlsmﬁiﬁdt o]FlgurtolSt illoetragdsathiy nbfifcation |pdrmass toi deike tvithhaanincident

it Ls receiyed.by them.or when it reac certain .
when i3 53¢ BHBE. 1RE A 5P R LB S i kR Rn G ey during a
producBés prdedssAWRH:E a?ﬁ&iu%ﬂl@n s i€ 0 as ¢rdd focof RS4RI RMnBditbn of the

and finished 819 buttons. After the user 104 | ogs the

inciderfdysant N etorpgeip & dntabpe, sedhons the banksdatabpeu 110 o divstratpd by block
t

1810. qﬁ%’ E&g £ %hgﬁlkyfgs%rﬁg4 ggcfegsle : 'nrg%ﬁtce ) Itlk&?%‘l;@hl%% og?éomc other

comrmhmdn Olmat \éh aetot Yhpe ocurmedic iAden treugniny 8 nomﬂ@tmaeniswvlnlo feeforming

nf or ned of, the ident. Jn.on odi nent,
proactiy@ saritons the 5er 10F s 1 g8Rase TE°R R eiBhHeAto i isieted by
block B8tixdesAAGOmefustn€04 RleAHQOK hedUtciial, theisks 10 RleHEREs the issue
104 alerts the level two (2) paging list for the

associgterb il Hie ingident by |egamingngdhic Blolepik n o databgse gasdllustrated in block
14 ROGLTERL w1 N R BEGEA kLB g
for an)I' evadd imodeitd Yhap hgiengsdlvesit the azne skleyingbe pass aasllustreted in diamond

1516, 3 B O ot BBt 5 e bR RSARE i er T g domn

into tHe' lﬁélder& repsit REXdc ETtﬁMppa@ﬁc@&Oﬂ%la@edt maideny 18 Iﬁaﬂfeda\a@ﬁmstrated in
he incidents, and are usually tasked to determ.n

dwmo% é8 Food! heudeidsay flfliei( ig pesolviedi @én‘ilo%ﬂ ot SREndERe s iffpéiows the

procedﬁ{1 O&lﬂﬂned f?é kﬂowlf;&é%b 08l indife %cf(é?t)to 9@39193%&1: Fﬁji'en't $ncident, as
oup of people that are contacted when software

illustrataide bivekd820.changien §04 may chosaoysdhg iseuel velreni the indilnt. is resolved, as

111ustraif‘6!t41n 1;li|)t gﬁgllngve l%}ts\ﬁvi(g]oﬁ(ﬁté) r?ﬁﬁg%r%%%htsas %r%v uelt % r{%gcll Hi2%ser 104 can

updateﬁﬁ@ﬁh@idbﬁt&ﬁckw fbind iR Qheﬂﬂwv@&%eﬁas@ noo Weth raﬁg h(ﬂtﬁtloﬂal Bif¢rmation found
order to begi.n use the know edge nmanagenent

during élﬁ,prp@eég phelosing the suprgrt dneident FRPOTtHE; qg@fmto hglp subsequent users facing

the sarhd bidShfiatiBdd bl ock 1828. The user 104 then begins to
resp oné to the incident to asses the problem as

iAd mhlstrmcbby dlamobcﬂsokﬁdélxaBOSbS if the m@slpﬁ)ért@:enqﬁ fodesrelated incident

vi de er 104 Levi
ioket G il 8 b RSt Bie L B4 B SRR R e B G 500, o
111ustr£6(ﬁiy€ﬂ§ckallm2 C HfgthTB} 1&u§tfaﬁ£&h@ﬂciﬂbﬁt0mgi& p‘agtf:‘foﬁ* ki@\ihcident tickets. A
charts 400, as illustrated in block . Furt her nor

user 104 cany qnggg e dnaident ky BPlseveBs Angmanciisat fawtt% 80b g fherf 800 home

page, &PPuliRAN BfIGR0AI8)2 OQﬂ@f‘g}[}énli}% b B6W 9850enk BEOYRF YoOH @RS to the
In the playbooks 1 ab
1ncxdent tlcket screen 810, as illustrated in Figures 20 through 25. In some embodiments the

knowledge management application 125 can pull data into the new incident ticket from the data
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-43 for processes that help resolve the incidents, as
wel | as existing data and history of related incident
tickets. These tabs help the users 104 find the
appropriate resources fromeach group, and determ ne
the custoner inpact for the current incident ticket.
As illustrated in block 1856, the user assigns a
severity level to the incident ticket. The severity

| evel 812 hel ps determ ne the process taken to resol ve

in the tept%r kot d8ited iRThd\BArdk @Sl P0OR&M ad hEiprbslet! iRkbOnumber 811,
make aware of the incident. If fhe severity level 812

seventofrﬁdﬁgelsst@lh tioneghidues el as aay other infarmptiondha cn beeund in the error
t

r a esa uée‘%iﬁga ’alsé :ﬁgﬁgﬁé%ﬂgy% %ﬂ% &' deiegf{/ Eé‘{.}’el{‘ﬁ Z‘Pﬁ?{lér}e #h otPe incident

ticket. t 'hl&refﬁfel, alfegita dserckOat crealdsen ﬂiﬁustlﬂ«eyhﬂﬁheamx esfew ar ortciange the problem

. anges ar ecorded in the se ' upgr a 0

ticket §Lla B SURIKEL Ry TpRen igprmimioer 4 e B8 3 B osog repor for

1dent1f§m bthb %Eodi!@ﬁ&{ ir&ideﬁﬂwﬁ&g 1@@@'11‘@5 Rihtead ?eﬂié rch@ﬁt' ﬁ{ba&ZQ-lS and the
he incident ticket, as illustrated in

status @Q9 oﬁﬂ@ t@kﬁtefﬁmf_élg@mrat asoieis A94ipspulaieithe élceﬂengh%qet they may select
. r;

oS RSS9 08 s i

certauofmleklen@r mbthe nprodks &y Qetmtm@\ﬂ&.r stagy tirew 8l13,8IL2 awareness 816, MOD

d m ne eternm nati on on who the
engag?ﬁ%%%ﬁﬁ@%t%gr ?P% %m?}gﬁg‘f"é‘d to and what level to

eafiet Bt Qsdrn®4 16l e Rbw tickiShtol the 1@5800, keUugstF fiLR&vRWs the paging

bl ock 1858. Thereafter the MOD escal ates the inci dent

guidelinieg Kasteseahationoaseilugivaiedsby hl@ck il P24 s Thepaging guigelinek tellgho user 104,
e e

s S 4B, SATB 4Rl U ERVS J OB . 10 o

embochxhemadiye psging @u&kélmésearei lokz&ed tim thebeag:udent hecosemypguofles 150 of the

e SRE G LS R0, PRSI B DRk SR B M i,

illustrdtéd b Slokh o86e dg Bne HRAPGBRRNthe 3R bifAll ) PAid2Rst it group of people
illustrated by bl ock 1860. The user 104, and anyone

who apfofist peitfiedrof anhacidemti detlevdl oredl) pagines st baggallyrsseves as the first
I I r

vty oL R0 b 12,5 Bl 25 HBLbPBARE S o 0

pagings bstris eheofhiext hgpowgr pDpeoplt that Teembds] 800 didke trhwieab; hid gre usually

ket B el 5k S, B TRAER PR A B A b e
level tﬁfc@\(BPpégnhg'l gitdeile bioGl OF peopld Ut atdeontiedd wkkh §dftvwlase tdtle needs
the a proprlate fields in the incident ticket through
changlg}g do X0t BHtIEN @rplnglélﬁaf oAtter the deviek tya, &) graging i complete, the user 104
S

opens% lﬁ'ﬁ)‘ﬁllai ﬂléﬁl?i é}{l}i@@e&%ﬁ% Iltléqg) lﬁl;lﬁgelﬂngg Filﬂ%?)%e I'Eﬁﬂ)'i’(ﬂjs b on the paging
lists, Imnrdamoetgagm use tlm dovdedge neanpgamett ep@ibatiom tiddemesobiestthe incident, as
1 U%(@ﬁﬁ? i t andar di zes the | anguage used across the

TSIy P% the incident tickets. This allows the

UBIeY Geell Dd4 then Begiheto tefsbmb 36 ddintilentits astes thedoblem as illustrated in

resolutions for the incident  tickets in a tinelier
block A$3fhefthe response process provided in Figure 26. The user 104 reviews the maps 300

report.u

tab as well as the upstream and downstream systems and customers affected through the flow
charts 400, as illustrated in block 1852. Furthermore, as illustrated in block 1854 the user also
examines the knowledgebase 200 and the incident recovery guides 150 in the playbooks 100 tab

_43 .



-44 As the users 104 are anal yzing the incident they
may add information to the incident ticket. Wthin
the incident inpact section 830, illustrated in Figure
21, a user 104 selects the affected channels 831 and
drills-down to the specific sub-channels using the
sub-channel inpact button 832. Wthin each of these
channel s 831 the user 104 may enter in the nunber of
FCls, DC's, AM.s, and PHLs for each channel and

for précéles MgRNRlp relfife thd iRMNeChs WeBadsostistBd Jatd bid RRfory of related

- illustrates how the FCls and DCls are broken down
incidengjticketh daess tabralinhe theatsersd G fed dho appropripfreregaispes iy each group,
fq [ t A y and
and de uncfﬂghgﬁw?gwg C?gﬁagﬁﬁgf@ﬁpbPﬁﬁhgﬁﬁh great er
déed Aluktrdtediint leck MBS6dthetusersassighes sévagtyt loecl ap el ioatiemdnisket. The

in e chanpel and, sub-channel . The . cust r
soveri oGP0 KERCE B 1aS8r & FBRR e eatl GBI et g the proper
individu@lsath &fakeOavi@W off Mg indfdeNIf 18 seddrity dvieNg1d BRanges throughout the
custoner, and what inpact that is having on the
resolutiqps pensess phshe iopifleny digket1 the Hees omay (i di etbe t3guerity upgrades or
i i e iRCi i .
down JEGSRPIL 59, 5L NSRS, RV By ey chone
are recasled ip #ret segeritaupgpde emlovngatevestoryTivdd 82t. dtheiusen ddmlso enters a

.~ NMpact 7 i.s tallied at t end, of .the.i,npact -
brict o B, Sl bubifean cBecBling 87 FA the EoideRfiig el B fpugtratghp Figure
21. TiRHbSeffdetcriped sZhannglle anshortSeRtedeaingling theeneral problem, and the

description section 840 of the incident ticket keeps a

problemy desgripion 8¢ 512 enmigiileddsseitiongd thggupblerer s 104

t Ky . LGk €

(oo bRt 2 ittty oEMORLpANS A Giton gn who the
incidentnshioghit bergommiunicatetli ©nand e deveb to esallate rige titmadent ticket to, as

o5 B0 Syt VR, SEED RISt o

illustre®el Byalockorssdel et ed as the incident is investigated.
Al so available in the descrjptjon section 840 is

a
wilr e sape tifg the d1QRds degrmipmedhe gicplgtian. dhe user 194 and gnyone that

i 05 rialWine 4 -
e MEBEE AP e RS Ml SRRl g Sating
issues associated owitle theomaidentnticket by luging dhe 8ekdurcgn dontaioet inc thgsimowledge

description sectjons.t hat 104 pul at es .
managEEE bicafin 7% S A RAT Rt Pk Rgotintpe 8 FRE el Sppgpouted of
the inciduas clet, mbefill vt terficldd ddk@ibindtheiproblahs, afaeﬁn?y‘he dprogress of the
. .. dianond 1862, if _ the root cause is not identified at .
ncidetriicketipolion) Wrfiyingdhe sayesediibe preoregeallae ddl $Q) has the ability to
store the GR&ky |0?\'5ﬁ"cln§fesoﬁ1aﬁtp kP RXBEAL SRKA dnlaGstdB GhBRM B each field

as 1llustratéd by Dblock 1864. Thereafter, the team
from pagvadupzncident dickess edhwsh & ushiel (4hizildmrthe apprrpriate fjeids in the incident

: ntil the rao ause J s | tiftied, After the. root
ioke Wbl o€5oledren ST Bala” ¥ FEansPrE il K8t s 104

may niaRadlly fitldi eRseguitddcfidldnt Thatse 10aiid eficdnragsd td Litilsdertaé @ek-stored
. .. by block 1866. If this fix includes a request for, oo
incidendydatpy Deqaupgg Standgrdiges i dangpage used aomss ik chgpngls in the incident

ticketsS YlsMowh MLWREE.04 6 bEfeP GRRS staPRE BsudsGa rdsBRitions for the incident

tickets in a timelier manner.
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RFC nunber 846 is included in the incident ticket.
Furthernore, the incident duration 847 is -45
popul ated indicating the tine it took from when the
user | ogged the incident into the know edge
managenent application 125 until the fix for the
incident ticket was identified. Alink to the RFC
ticket 848, as well as the MOD contact information is
al so provided for followon inquires by the user 104.
AL ?{ ﬁs!é?s {04% atle Sanh FRin ?Wﬁ@tuﬁﬂjde‘hp SheySiRhy gﬁ@fﬂ%ﬂ%'t& Qhe incident
or the MO indicati ng how t he tean1reso|ved
ticket.i MGthde ﬂte intidkmtimpags settiansdilatlbustrited bih degurd 8682 uS‘Ehé04 selects the

4 f.i11.s, out th t her ..detai,l s sect.iopn 85 nd ..
e e S e
buﬁon%ﬂglrWﬂHh&lablS of thetd afanneBéS 83 hdr at f0demby ¥ntar Rathe mamber of FClIs,

probl em sunmary 851, tic assi gnment_ 85
DCts, Bk PHIG 3 ek Shoehondr - DT o T, b st BT breakout 833

ﬁlrthexslﬁﬁéiti'a@él Ho%V RO et RO Wl hrokS! AR Qithih RAEHE}HahAY 2h@Wib-channel.

| em occurred, what the users did to
The uw d@ﬂlaéwhﬁldﬁ in te ﬁfe@wﬂearph@m@ntamé fonetwaakily gfectidne834, outlining in

greatelI de? ph&vc'%e%mg t%na?%:&% gethﬁ n]i)pclc% 1(?11%% B3 'hglﬂ{gFEqu s%gzchannel The

S-aake scrl eam Tt esponsi
custorid &x peridited) etion 836 | il pbpulated Iveithpiiforanadoi rasletsd) ! hle’thS 51&1dent is
section descrlb s f he &%nal out cone of the f|x

affectipg fhe; Cﬁ‘éqoﬂ’@ﬁtand L nget deyine op dhg Gstomags bages 01t he user 104 also
indicate§ ﬁﬁtget)gﬁﬁu&h fodafOA §3@§iﬂt tHe ﬁ‘iiﬁeﬁt 2% §ct11ng ewhleﬁ hﬁ? Mklp to identify

fication of the tools utilized includes,
the rocb gausess gpartichlar systbm of servis. phejasyorcidens énpws 837nisdallied at the end

of the s.r{lﬁacy i%ﬁo 19% &34 gtsttl?edt(){a? %Fﬂ’] %gd@[ﬁﬁgs d%ﬁs 1%139 cﬁghannel and

area or any wer e crea
sub-chafinsllsed to fix the |nC|dent Al so, in some enbodi nents

| inks are. includ the ..i nci t ticket, ich take. .
ﬁlﬁ %§%1?P Lipg pegtion 42 6‘15% 1§‘31G?‘}tlt‘i°g%t eep%wﬁwhoqﬁ‘comumcamns
betweéd WEekserbat t?;lﬂng e resbINE hitelidket. € AOMEF YOO BhtEA%: t%@mi@&@cnphon in the
fromthe aybooks 100, the incident tickets used from

Comnﬂ)ﬁ:éallsmﬁldvﬁee@@e liadieatgoinfasmation prlated e resalying ecinpigent ticket. A

runnmg g%)l Jatgtr}]l? ?@@?@%@ﬁ%ﬂ.’l hyyd é%%‘ Pi%ﬁeﬁ&%ﬁoﬂfséc%on %86 and 1 may rl})e edited

termn oot cause sect
or delddéilas théecidear is hddstlmsel | Ales atdiebleau dal debaipition aedien 840 $s a work

answe the fo]low ere
around B8 peilipfrigh i earsaids i dirciy B aahfef fn be temporatity
 fixed dndil e 80188 0s5e RRGNWIRY ahSEKES TIPS RURddthial aﬂm'%é‘dlutﬂfn 844, and
the initial failure 870? Under the question, where di

root cauprdgsgiiptiane34gseefionathat ggser 10haondaes wish ifermation fo 1dent1fymg and
ﬁxng}Leengtscau% I'iél {:ﬂg?tttgﬁet' nitial point of failure 863,

econ in ailure 864, and the final point
oA&s ilfuafrbtod by &Bﬁnontilrﬂ@éﬁ if iee ;o stuso ik nathdentifed at the am.uaeldevel the
es the. cause

incideqit Pl Ben el T o BB S 08 0d LEREGRE™ Grfjasled by
block 186, OEREdaREN) thaB@ah ah8$E8Snd researches the incident ticket again until the root
cause is identified, After the root cause is identified the incident team implements a fix that
addresses the root cause failure, as illustrated by block 1866. If this fix includes a request for
change (“RFC”) form, which is used for making a system, hardware, or process change, then the

RFC number 846 is included in the incident ticket. Furthermore, the incident duration 847 is
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conmpounded the inpact of the initial failure 870, the
user 104 popul ates the inpact 871, the root -46 cause
owner 872, and the consunmer and small business bank
technol ogy and operations assignee 873. The user 104
also fills out the action itens section 880 outlining
what needs to be done to conplete the fix of the
incident. Furthernore, the incident ticket also has a
communi cation history section 890 that keeps a |ist

popula@Adndit e hafiie iBbobk Gbm! WhenBWuse® Wbdod theAn el lifb @k knowledge
information in the incident ticket. The incident

manageraeny applicatien 138 nshihedix forithe insideRt Helichwas sdentifier. Aslink to the
: SO A o

RFC t1c ds %ﬁ% rhag V?eﬁlc&ig t\ﬂ%]g cm#t%cze foﬁﬁ%%é‘éi@?l?& Eg)ﬂlc%d;fﬁrg follb$%n inquires

byﬂwsysﬂ@hl as illustrated by block 1872. Thereafter, the

user 104 can Ios t the,issue s |IIu
R e 8 38 TepierRite e B s S RE np rutlRs 0RO Ypftaing how tre
team redoBied @R incRlefieidket, @s TINB-MPivblobk aR68. nThé}i&ﬁi' 194 I8 oMt the other

as _illustrated in block 1876. \When the MOD approves )
detailsspdion 858 prd ths@ogjopss spHondop wé thenrgidrm ticket.e Py etherglefails section

0 ) ERRPBRSE R Gy 5L SR OEBRL 5200 e

resolutiomci5de ﬁihs profbgm sgemacy (34 ltshcatonhapomﬂm%mth ofanndhtioa mda;cating how

edi t fo ion i r tlc t ca
the Pr%Eene & B%ﬁh% HETH gt?gt"a‘%" i %r& @H}ep"“f‘é’me of the
troublebRgbting ea[naﬂﬁﬂ MBYie SIRAELC Hssfg@xhleht (SBEts%ctldM H@cﬂb@ the technical team
particul ar date ran 80 time period 803, severity
responsbh: fop Fh%gﬁmw%fesrérﬁlﬁ% dopermpsnt FeptatigaBE pecier dagoribes the
final o&Eo&QﬁfﬁlQ‘ﬁk%eﬁdcﬁiéﬁtt nunbers 806 that match the
search criteria, as well as the associated issue
désarthepdeils 80%on 8ftlalseidentifiep tBO® @54 @ashtosdlveltiee incident. The

dentitepptihe ISP BYR prOR PG BHed etk pERBe O s no whether

the us@f 104h@nkiiet dBO knowiledddhasel $55, dedtn tatt@d’iﬁienﬂﬂﬁb%r &%ﬁles 857 that
col umm. The know edge managenent system al so has

were caaiedernsgbty fiakhe wsident (/Alse.4p spmp smbpgimeats links ayiacluded in the
mcldelﬁ% EMEhRAdakS 1R EELSH: [HALLLAD %lltlllié‘dahl{éll%%%% Mi@fited to, the

uction support associates. In er e i ments
1n01derttrrecca’claid$n@689ﬁo wad filoe the gdayboolsst Wil thenicidentctickatls lused from the

I [ g for all of the enployees at the bank or
knmw@%%ﬁ) ﬁg?@ y&es in any other business. The academy 900

PriRViceeaus©REdtIdR J60dk AlseGhopolatedesystht Q0104 Bféer the incident fix is
knowl_edge managenent gg@llcatlon 125, includin

bank
determinefls J Hia 100G eRVRC ESTiPR rtBeidear L8 dgqggb%sr the @ﬁ‘ﬁﬂaﬁ%%@ details 861
by ans@'% He fm % gtuﬁﬁa%@% e %e%lmﬂa gﬁéln&t@%@?%la& Qvent caused the

cert fication progranms, which contain traini’ng nodul es
failuref866; @Fl@chaf 1ssue§ o@mpmmdgi thieithpaet phibe thgal Kailure 8 Ei?her

e[rJTbcfe):E Iﬂ}:let %l(lfolOl} v‘s‘?l'le c gtélf &18 faidure bo%g?napeg%ﬁ ér%gellj' p%?)ula%s the fields

asso
describing the initial point of faﬂure 863, the second point of failure 864, and the final point of

failure 865. Under the question, what event caused the failure 866, the user populates the cause
867, the event 888, and the description 869 sections.  Under the question, what issues

compounded the impact of the initial failure 870, the user 104 populates the impact 871, the root
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certification prograns. Figure 27 illustrates the
acadeny 900 hone page, including tabs for the acadeny
honme 902, view all |earning 904, search | earning 906,
and view transcripts 908 -47 sections. The training
nodul es may be provided to the user 104 in a nunber of
different formats. The nodul es may be slide
presentations, videos, pure audio, or an interactive
di splay, to nane a few. The acadeny honme 902 tab
cause byidr 892 Sandle ERQtthEMdGRTalliHubinadsibaie teBAb1ddyind@pBrations assignee
deened necessary by the bank, LOB, departnent, or
873. group in which the user 104 works. A status i ndicator
[
?gliéet’[églit ﬁﬁi dtlgoi fglré out ﬁ{ ggé%rgﬁl&ﬁs Ec?&[ %&lﬁhlﬁ%@%ﬂ@gdg 13 be done to
completenin @xkead. thé\ imddeat. | | &hrthél-i:ﬁ)ra: ,stha liisddgat divked eadkot kasne k@mmunication
certification, a_boo

histor asTioe 00 PRE Kt A i gnd 1En Saap IS BE he pavy SRGL and deleted

inﬁmmgﬁépﬁhﬁéﬁgummnﬁkahe certification program The
acadeny honme 902 tab also has a drill-down button

t Bheainciggntt ¢rsailysae thepgsaved e bank dagabpsesfl3Phas éb@@@tﬁql &y block
1870. '}H?e?\bﬁ%cg{%%ﬁﬁé’diﬂlﬁ&'ﬂg mcifdeﬁ§ﬁzf§Qh f geéﬂ' cﬁ}&dtli{—ﬁw slystelggas illustrated

ion program as l'ustrate
by blodih B8 Ar |’theredﬂamtlmﬁxs¢rl1@4®en tioke outtheoinsueias ulhlstrate(lh byrbhbtqk #874. The

s SR e S S bt .

iHustrtainChloékn 08 At When HRAMOID Qpptoess t'lib'Sépo%DﬂB@M@D QbieK the incident
nmodul es before | ocked nmodul es become avail abl e Each

report ¢ el knavesashase 280nwheerthe incidsnt repRY is fiered: fos Tl seppehing and
nomm&ﬁ&R g%&ﬁfﬁﬁ%ﬁﬁﬁdaﬁ#ng allow to nove on to the next

sect10n or est or quizzes may also be
r Sgpuissee d Od that hes esvessotpo ankieﬂam&jtml @kt infoomdeereinnd patitdler ticket can

p o R 10 S AL B g R o ke

withjntaqfa@ﬂicﬁlla@@iﬁtei rﬁﬁgbasozpﬂm%%nad sas tsbﬁdﬁtﬁ BOR 10D B didkétSiumber 805. The
ant ed a status indicator 914 displays the

home Baietliss ‘?”o?fg Badkeidean it n‘l‘ﬁ’éeli?|89@/t%ﬂtlm4t¢éhihﬁ|sﬁf§°]@) edtepigtps well as
the asdl gu 0 RSisduld§e ioh %ObrfliﬁifegElgt?r%rYoﬁleéchogf thd ‘ﬁxcllcfeﬁf RERD numbers.

s that are availabl t he bank and add them or
The usgn ch;cw inciantdiqsets Joranvitingd vt digking en‘the it numelzed ehthe incident in
. h The tificate prograns and nodul es nay be
ﬂwlm%#@ hﬂ§g§°dpmﬁents for specific job openings,

OThg mmlwgt ihafagenghno sytend glea hiswnicadsupothiabnsliltustated in Figure
channel . The user _104 can ,add the %Frtlflcatlon
27. Thg agemy 980 siodofsdinstiong! traimmg femm (g7 praduction supaert pesociates. In

other én%%%lméﬁt@ﬂﬁ ac¥ehfy GWVcahRused G QYR Btk bR oF ke ¥iBig for all of
I nprove the user's 104 general know edge ab ou%

the cmpidyers eiribt beik ardbarmplaEs ins agtaimEnes. Gibe chaemel 890 provides
onhne‘%au%H rté 21 %1$ al?ﬁg? otﬁ[)f&gvewgd;g? nnéirl%ggm&ed’pﬁécajf%ﬁ 1%0 h&ﬁfdmg bank
person@bl] buch)as tie predicgon syppottfentployees and the MODs. The academy 900 provides
access to certification programs, which contain training modules for specific positions within the
bank. In other embodiments, the modules may be singular modules not associated with specific
certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the

academy home 902, view all learning 904, search learning 906, and view transcripts 908
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certification prograns or nodules to other users 104

that work in that group, departnent, etc. The

certification programor nodul es may be upl oaded by

the boss of the group, departnent, etc. -48 to all of

the users 104 in that specific group, departnment, etc.

as required training or areas of interest for the

user's 104 in the boss' group, departnent, etc. The

search learning 906 tab allows a user 104 to perform
sectiods€y WRE Grainfdd BrodGled Wiy béj?ﬁﬁfﬁdeﬂetﬁt the Sidér CHRRNE | number of different

channel , etc. searching for any certification prograns
formatgy Thg argdales mptbe slide presertations, Hegpsywpie apdiot gias. intpppgtive display,

h results display all of the certification

mImH%S@%?ans or nodules at the bank. If the user 104 is

aTheowmderay doss 902 tahendeddsi dnycatuicd qoridiipatioss 12 that are deemed

nodul es, h he user ,104 may .add .any, of t
necassfRy Bl KM P EaP: Feb i TiICB g i 1D4 yophs. A stens
indicaté$ ©14 Soted Fkhacatieitdte RRIFRanD @attatibble Th kY, i€ W ik iR PFoscdsPbr if it has
908 tab allows a user to view the user's 104

been compleiad; hpplsAcqsr B Grinakse provided e make aetet (elases tojthg prtification, and
) t .1:04 . .

« ootk AL 0FARRANY L SR A BRSO TR A ricatin

prograliest s or qui zzes that the user took or was required to

t.ake. Th [ t i pt t ' t I
et AR bt tbrovE Boded 0o Ay el to took

at eaclPlof eHedPecifib ndtlby 268 réyhirehnty $840cih@, withi theadeBi@fidalén bRram, as
manager and executives as well|l_ as audit

illustragedyinfiiguse 2&n I he gHH-dowgaf thegegificglipmliss eagh module that is required and
' : ' | t o

e OB Y M O 8 9580

that therwas osipeongif§e taier whedulesntpiay d esked aadal esobrsbme edaildbde).  Each

nmodul,es. Furthernhor.e udit tea do not have.to spen
modulf gl ¥ AP B 1 P OB Y Lregb LT A B ERE B o move
on to thavéxtBetion P aRailky TaRRE ahised iy Asthd requirtddit 2 edd of the modules
particul ar ggplication because they can_view the '
to detgrmifiesthe upsr solf praficiensyorith thesubigey patigs defnes the) ysep}04 ieallow to

o ioh ol i . Agai

proce T LS Ry B BrEicaioh 161 & BMclaL pioPinl B Agan, 2

status hdgeaton P bt displaydibe siatub 6y eech mbduie. changes in federa
regqul at i t.he | at ors,can b hown ..t he vi.e
PR 3 Teptt B3 ARV R The” T AR gy S,

modul6OMp £t echilable afiths Ganlodrihddthdnd bNghy J¥RTthR. profirhds to thB@ser’s 104
nmodul es in the acadeny 900, a user, 104 can nayi gate .

acaderfl}ﬁ pg‘{g@ 19024 dibs Cplalﬁ@%tﬁtpé?ﬁram.bg%% gm,dg]@%% begyganized as requirements
| L 2ibsEhsS, i d96p CRIAGE I Th

ol SO TR 5 980 1 SO S0, RSO Th s

104 caaraiiddbe eertifipatton prograpsa ot nwdbizs theadhesusef 1ehshregiiiradhie take, along

.. modules, a eturn to. . the nmodules or, sect,i on
with off Ui 35 Bl e B P O TR o B R e about
other gpas| léparimief@Ssubichhirrit, W tHannelt hethionbwbatky eFurieAgRBEDIne users

applicatjon 125 can be added or e X X
104 who are in charge of a group, department, etc. may have the ability to assign specific

téle learning

certification programs or modules to other users 104 that work in that group, department, etc.

The certification program or modules may be uploaded by the boss of the group, department, etc.
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removed wthin the nodules to help direct the users
104 to areas related to the nodules. In other
enbodi ments of the invention users 104 may play ganes
in the acadeny 900 that are related to nodul es. The
acadeny 900 al so contains a glossary of terns so users
104 not -49 famliar with certain terns within the
nodul es are able to | ook themup to provide a better
under standi ng of the nodule. Figure 29 illustrates an
to all Wﬁ%s&s qlo4tif tht%b@fﬁﬁ@%fo‘(l iaRhRYt, RAUS fequite 'hfaﬁﬁ?r% or areas of
. cons are uséd for global functions such as
lntereStfmrﬂ@ lnigr $ Ih@r mﬁbﬁ:rbossmrn’ep Kepgrimit, - bookmar ki ng

T T

departipesty swtechahnd], elaaselneic. sasnmhmngbng;y candifigation progeprhdher modules that

e s b P MRl et SRECS 250 50,185 B o

modul EPABENRIRL IPﬂfélds&aiMQQ all@Pcd R8s t§ ﬁ'ﬁ:@:ertﬁﬁc‘éﬁ&l pgfan3B modules,
contains icons for links within the interactive

then thi usprl Hif# maey addeany, of Shoprogrants foundiigithe segrahdganing 9Ganlgh to the user’s
104 acgger@ Rag9E 2gtmgssar y function, resources page, help
page, no es page, print functlon interactive games,
qhhezview tanstripe 808 phgdowphaydrdo kiewl e usaty 108t ertifkatisreprogram or

ot} St P b b g0 wt Db Bl B pase
Furthepr%lteoﬁ lisR%8e sdradlotanp fé%té'di‘@l%zfzébr thbhitBe WS tookOd W r@&?ﬁ.\lied to take.
he course during or  after a nodule is conpleted. [f

The vmWetranmrmt 208 tabgis apgmlﬁyemﬂnfel inrkeepipg traclogihe yargystegrification
progr. léra.nﬁ gm%%hupe‘g %g &ﬁ? H&?%b‘% %‘h Ela(} ﬁf}“ the &%%@}E aﬂcffsexegﬂ%g ﬁs well as audit

efore n one
organip@ions,cant epulatrea Mé‘t(hgeﬂ” s tahe exedutivec i eadiliysyilead modules to the

TN AR T NTIER LR DO

have coRIPYREkhE Gfddand. B@rtl'ib?ﬁbreg afiif Radhy 06 sof ive 1® YR t1|&beﬂi<nd1ng out if

and forth throughout a nodul e. The content di spl a
users bFb of Bdwsk tapplicaper ihaye berngrroperly RRPrAiSeriPE 2nth fingd o 4 partioular

applic ntkﬂe@%sgt&l g%%%r A HaBscribf %r?:‘ﬂ) Ltcpgee% 12’ BBl Vil A8 fhe user’s

i 0 content. ract er ‘
104 havei cvatpladet] B8 Pequinal dsining. | Addhuamllys tfungulagrm want i@ know if the bank

. character is teaching the. I Qn _an des
has infiRed FR D RSP BLARE g 2oq RS AEF el iy be stown
the vié¥ %&cﬁ@@ﬁaﬁ@hﬂﬁ&g&fle b’ scivanaled kave chim@leted tBO associated training
illustrates an acadeny process flow 1900 used by the

modulRnowl edge nmanagenent system 1 outlining how it tracks

ol §ie ln@ﬁ?ilets th}i%r @#d'éhﬁ)g)(ﬁog ulers odiagh fRASHd ﬂhﬁﬁfgh@fﬁks to content

progr ans e users 104 at the bank
pages ilédkirgg foatiefdrbatiopl @sﬂwhi:ﬂeom the keowled gt MQ%WHMWIOH 125. The

p|IC tio c es traini dul es
user 102t R0 RO 405 i Pkt Rt Bt S3er Bt the modales, and
return1t8 Thé mdikics 28 oty kébgiond ifl sy haudiqaestibhe®m thet faturé.r Gvokimarks for
user 104 thoug1 the user conputer s steps,llo
specific areas visited within the knowledge management application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.
In other embodiments of the invention users 104 may play games in the academy 900 that

are related to modules. The academy 900 also contains a glossary of terms so users 104 not
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or automatically through the bank conputer systens 140

and stores themin the bank databases 130. The

nodul es and certification prograns nay be created and

upl oaded to the know edge nanagenent application 125

by the user 104 or they can be pulled or pushed into

the acadeny 900 by the know edge managenent

application 125 as they are created. -50 As

illustrated by bl ock 1904 when a user 104 selects a
familidr Ak CEEhiRcHHs Bwiltlin A8 loliied taheOible R6 kRN P O BrdvitR a better

user conputer system 110, the know edge nanagenent
undersgggaing ©hthegred® s al | ows the user 104 access to that

[

o gl.g'k%fggléé’ﬁ%{etgsagte%%h%gorfpc&%g{t&g&tlﬁdtlég A)Hﬁ&ﬁl.?é ?rﬁer:h@r(]:a 950. Icons

952 aramded &8 giobat durtclibnscaich an chagiuptie thade, tthee Aeping, at ®dokmarking
ui zzes know edge man

aifere 5o ey 65 S PE DRSSO KE THECRFRCAEPBAUR 125, Window butons

954 ar& pioR1ded T&fblosﬁfgoﬁi‘lﬁlﬁﬁzm’gs Qhd ERIFRISIRE di%%lﬁ} ETRe &%ﬁaﬁﬁl@dule interface
stores the gress in the bank dat abases

950 aly fras jgenaip ligk 93¢ fon linkigerwithethe iknowled gk magrmg mentsapphieatign d 25 home
0 . ceft b fi i

e KBRS LSRRl BB By ST 30

not lnmtdddokﬁlednbma pagnaglossagi funcigon, msdulces page, helptpafe, amtdsqrage, print

.prograns for the. user 04 As ock
functicio PP BT BHES eI 2R PRI A0 Fnottod G404 can view
any oﬁtﬁe%@ kéctidfisiby El‘ilikﬁi?g S BicBE Yrded@df in Y 10bEBAr D53 AW f—fc?l@ﬁ:a exit button
alnlq? nmodul es, or certfification prograns in
959 is 9#59 pEideg forthe bresr 04 fp eHthp spINSTAIIIBHS @ erlaamodulfﬁ@ completed. If
the 1nt%rg<%tlg%‘r’&r1§§%ly%§lulepﬁﬁe?ﬁge gﬁr)(g Se e‘?%?édapp Iggaral?llo%dr%é ﬁl@ us%ps 1q4 progress is
smmdﬁﬂbmzmﬂmoéﬂdmaﬂemhereby i ncor porated by reference

dr o5 “BbSinent ' i peHled S ToNPE g Ry Rodule intrfce

950 haﬁYﬁhﬁm%ZUa%av%éﬁcﬁﬂbathA@éﬂ 96@&'&0@0*8@% itBdouidut the module, and go
12/ 428,335 to ace et al and entit "Oper ati ona

forwarghS6p ggmgottspck 988 catyes forHBORAS Rt fortteonekqut a module. The
contems&l%ﬁg ac?O Hows tF@ép%@i‘fc@Q?él E hﬁﬁul@‘?ﬁ t%Ler éowoﬁgﬂgd'gx?mi’%l?’tﬁe audio

e et "I'nci ent municat i on
transcrimtaefraf %’L‘erlfoardes et Ko ok eutge cbhueaigeﬁmaﬂy,systohmcter amichation 980

makes 1{ %ﬂ Patcﬁ %l @1 %@ng&%ﬂ ;2 %arcl\gllnﬁ 1??8%?’ Lé}lg%égcl%e%cﬁaracter

animatMaragesens2 oy sbarollingSpe andib en®itinetisHEdTiBe Hardche.
|nvent|on are described herein. Many nodifications and

GUHEF 30 MbisTriss A ScadPmy REOCTRATIL 1900 et Dy e FRoNA+aE Amanagoment
system"\f J)dtlu‘ﬁﬁgﬁo& % tHcRYadddi s ¥ tl.rxjilﬁﬁg ngaéihgz?i : O?I\tl?%aéﬁgﬁ' 'ppcﬁrams for

he 1 nvéntion pertain avin
each Of @we&aemgléﬂpertetbe htrdd Am 11111t$a'atred megﬁdxrlgl%aeﬁmrkmwmﬂgs namelgement
. the soci at dr aw ore, | 0 be. .
spplicdf 720 ROt S GhS pobrSy e itk dp pipociated
tests, qubess pides files, didivofies Rt Fofli eSskOBRIGthaith thé8der computer systems 110
nodi fji cati ons and ot her enbodi nents and conbi nati ons

or autogratigpiyoirangh tle bank compristEtans KO andstaierclicmin Hiebank dlatabases
130. BifORSAEs and certification programs may be created and uploaded to the knowledge

management application 125 by the user 104 or they can be pulled or pushed into the academy

900 by the knowledge management application 125 as they are created.
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t he appended clains. Al though specific terns are
enpl oyed herein, they are used in a generic and
descriptive sense only and not for purposes of
limtation. -51 WHAT IS CLAIMED IS: 1. A nonitoring
system for use in tracking and resolving incidents
occurring in a business, the systemconprising: a
user interface; a nenory device; a communi cation
device; and a processor operatively coupled to the
C&m&%@@& b9 'Bldéﬁ\ﬁ@@@ ’wh%ﬁ% ﬁé%Ie fod Bh&%d Q%mr%‘ﬂo&h@ or certification
nmenory devi Ce, configured to execute
progragothpentgbrthe aa@frai@lrrqaupﬂr Gystem bkﬁ)dehet kmowledwl menagnmomtn@mllcmwn 125
rel ate ot r . nore _inci en
atows| e et ff ko ft Fo3fTs b FofiBRada e Pdlu B ook 1906,
as the ﬁséb‘lomadiﬂ[ﬁbtes e tapfhd Gathiledor cesifiation ii@gtaﬂfs@hﬂﬁlid BFodidled tests,
the menory device; track the status of a

quizzes, £5.- dherknobdedge Srnagrn st applicatiene | 2 gea s %gﬁa?map%rhof epmpletion
from ﬁ'l@euslep“ébﬁjlgn s Engli158! 4 OBrdsNGe ;ﬁ@éreésnxrpmeaﬁﬁﬂ(t R&abases 130.

I nfor mat | ated to the 1 ncident ©n a channel
Furthesmdrec imilslrated ppblock {1968, asothe inseti 104deeinplites iitetraining modules or

~level. 2. The sys of claim1 wh [ e h " .
ceriiqefgprogfams U AT R Bl gulBEH S 25 Mot Riona waning
modulé\er RFifIRalI6h progialiefostheusenl S AdhRlusiitédin WbckoPHO the knowledge

i ncident, tjckets, incidents open Ionger than a

manageperii APHCIIBpTsAse ARks ddestashli TSP Ak AR IS, gRfezes, training
modul@ @P&%ﬁcaﬁHQ gﬁ)%?é?ﬁlﬁ'n a tﬁﬁgcnp@ BREbLS B th Barkedatdbaits 1302 .

d week, nunber of failed custonmer interactions
rﬂmﬂotlowggfu Smatmﬁ @P]?lmil@t’érﬂﬂs fileg fyenquowsnily with dheppresanpapplication

on Apnf;.?jé %gg% a%d r?ret %’c%b oratg(fi bg %fléc egcec li'.f‘é ol-m%ent Aé)lphcatmn Serial No.

ChARTel channe
12/423R%0| ke ara@n %t a& hﬁtﬁ}éntlﬂd:dat Hnborlaizh eMa@ztgameﬁﬂ System U.S. Patent

Apphcgtlfgr\l,\ﬁ%?ag nﬂ%l i g(éZ%ﬁ%ﬁ:@pé@g a}:flsa Oeﬁwélregicjflér : St v nit geha%lhty Tadex for

the Kn%%mag& Manage%?e%@bi/s%erh NS 8 Uedf Qﬁ)pﬁ&@{oﬁ @ehﬁl Nd192/428,337 to Grace et
onput er - r eadabl e medi umto dlsgtgg on the user
@

al. and entiicfl ddrciddne Copumrndgation Intgfhese Kgowledge appgament System™;
and U.gaggial%glgéfgos C%%QQ]SB ZZM% 3%%6{8 @LCe é% ! } appk l!rltgtgeg"%r&?d?msy for the
Knowleggy MhhageinontsS¢eeut’e conput er -

Specific embodiments of the invention are described herein. Many modifications and
other embodiments of the invention set forth herein will come to mind to one skilled in the art to
which the invention pertains having the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, it is to be understood that the invention is
not to be limited to the specific embodiments disclosed and that modifications and other
embodiments and combinations of embodiments are intended to be included within the scope of

the appended claims. Although specific terms are employed herein, they are used in a generic

and descriptive sense only and not for purposes of limitation.

-51 -



readabl e instructions stored in the conputer-readabl e
medium to display on the user interface a performnce
score associ ated with each busi ness channel,
sub-channel, or application. 5. The systemof claim1,
wherein the processor is operable to execute conputer-
readabl e instructions stored in the conputer-readabl e
mediumto display on the user interface one or nore
graphi cal charts illustrating one or nore of the
follow ng factors aggpstat ed AMAED e i nci dents:
response tinmes for the incidents; intensity of the
incidents or failed custoner interactions; root causes
of the incidents or failure to resolve the incidents;
ok Aanhom®ring sydhen foraiselantraskmg ahdirdseldingusdidents occurring in a

b era ti ons per channel, sub-channel, or

lmnwﬁk ?pgﬁmp SI§he system of claim1l, wherein the
;H&&%ﬁgmmwas operabl e to execute conputer- readabl e
instructions stored in the conputer-readable nmediumto
o BPMARY dsMicEhe user interface failed custoner
| SR R08 d{:ﬂ@g a?&asul ted fromthe incidents. 7. A
moni toring systemfor use in tracking and resol ving
i awbcesirspeatvaly cogplddrio ¢he dousmméssipn titrdéces ;hs:tlsm interface, and the

e e i e R

coupl geteive 1hﬁ)ﬁn@tﬁim’dlate@% tanodede Gebiddnbe ws@each incident is
interface, and the npenpory device, and conflgured to

easiptesl Wilkonenrsare o # Busnest @w%gwamhmb of applicatin; v e
| nf or Rkt B kBl if MOty dPRALE | nCi dent's
associated wth two or nore a busi ness channe
sub- clank éie,stemrs dppleist ané Dmdesithwt\eeenhbe oaefusenvapidiheiresolution
t%ﬁglmenggﬁ_d vice; and display on the user interface

re busi ness channel s, sub-channels, or
appl i ciadplgTom thd seintériade ihefinforitiontcialed b the i REo0s channel,
nore_ incjdents associated with each business channe
sHb-ck#sh applicgiion gpindeaduabincideniderl. The system of
claim?7, wherein the processor is operable to execute

conputer- readable instructions stored in the _
chnphe systermecicdding , mbdictimthe osatinggrifacy dosplayh mfergmtion associated

with thle%v(e) Al I 5% incidents, such as the number of open incident tickets, incidents open

longer than a specific response time, the number of incidents per channel, sub-channel, and
application per hour, day, and week, the number of failed customer interactions resulting from
the incidents, the root cause of the incidents, or the number of failed customer inferactions in the
channels, sub-channels, or applications as they relate to other channels, sub-channels, or

applications.
3. The system of claim 1, wherein the processor is operable to execute computer-

readable instructions stored in the computer-readable medium to display on the user interface the

number of incidents associated with each business channel, sub-channel, or application.
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information related to the one or nore incidents on a
channel , sub-channel, application, or individua
incident level. 9. The systemof claim?7, wherein the
processor is operable to execute conputer- readable
instructions stored in the conputer-readable nmediumto
track the status of at |east one incident between the
occurrence and the resolution of the incident. 10. The
systemof claim7, wherein the user interface displays
|07 GRERIBN ASSAL], Eiagliz‘cijﬁ:m nﬁ#?oéetéh%r WipefibldtBleRecute computer-
i nci dents, such as the nu open 1 nci dent

readabig mkte.tcgpns storied enths copputer-teadupds mediam ta displayiohithe user interface a

pertr R B 1 JUTBRG LA R BoREh S 00
the nunber of failed custoner interactions resulting

fro the in |den t he root cause of _the incidents
ot ﬂi% sYfmb ek clgim i Arhern thePreseasor isApSTakia: tp Grecufe Forputer-
readabfd 1RSARSns SoHRd ﬁhﬁe B&hgmxofea%@é ﬁl@@tﬂnqa 315?1% to'ﬁ%(e et f'i‘ﬁ&face
to ot her channel s, channel s, i cations. .
one or Tipge giaphicah chtrteillaftrating onher wore ofl hlee ﬁ@ﬂ@‘@m@wtom@ssomated with the
'lnmdm%?erable to execute conputer- readable instructions
‘ored in the conputer-readable nediumto display on
tiespousetimesfoe thedsstdents)f or mat i on regar di ng whet her the
erfqrnqpce associated with the incidents is

URERIBHRIART Leidents g tallpd iptuner{Bteragienssy st em of ¢l ai m

TrootQERIR tﬁehﬁm@éﬁ&&ﬁ@ﬁre kSrcoRQL Al ifcilidntEpecut e
conput er- readabl e instructions stored in the

cr@hmféhe neiddetb befaged Fustomes iafepliens pshchanael ysbrehannel, or
a hcﬁﬂ&erfa one or nore graphical charts illustrating
PPUCGRE or nore of the follow ng factors associated with
the i ncidents: response tines for the incidents;
it @hesysjenodf ¢dlhien 1,vdiedemtls pmiceﬁﬂ)ir isseperabt tosecute computer-
[ nteractions t causes n failur
readablehTE G bUeGii b B e OBREEreatl e840 Ay oh b st ferface
failed Qstdn@dr lif@Srabtitsil GHEE FesUIéER &6 theiRsidp@s. channel ,
sub-channel, or application. -54 13. The system of
claim?7, mhereln t he processor i s operaple to execute
chmPURERILOTIIg Syste &or g {1 %ﬁ(ﬂwdgﬁ? i opidepfs occuring i a

busine§O FRY g&hQ@g@ﬁghg medi umto di splay on the user
interface inks to individual incidents for view ng

ﬁkygmgﬁﬁﬂd details related to the individual

[ A conputer program product for a
ﬁg%bgggfnaiéystenl t he conputer program product

a communication device; and
a processor operatively coupled to the communication device, the user interface, and the
memory device, and configured to execute the computer-readable program code to:

receive information related to one or more incidents associated with two or more
of a business channel, sub-channel, or application;

store the information in the memory device; and

display on the user interface the two or more business channels, sub-channels, or
applications along with information about the one or more incidents associated with each

business channel, sub-channel, or application.
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conprising at | east one conputer-readabl e nmedi um
havi ng conput er-readabl e program code portions
enbodi ed therein, the conputer-readabl e program code
portions conprising: an executable portion configured
for receiving, through the use of a processor,
information related to two or nore incidents, where
each incident is associated with one or nore of a
busi ness channel, sub-channel, or application, and

ETRE §stelio i AMEE $PEreiBth® PRICAIsbIVEE lojerable tpéRdutt Qomputer-
rTerTDry_deVI ce, a conmmuni catl on de\_/| ce, a user

. " e .
readablerjpgfurtions siapdinthecqaprstterdableancimn & deRlay emihe e, intgrface
infom%@cﬂéfa?éal t§ ekl Hw?@ﬂt:fdgﬁ{g Sﬁi afcﬂz{tm§lt QJH-Elﬁnﬁé] ez?pglication, or

I'nformation on the menory device;, ah executab
individmekih¢identdoel.i gured for tracki ng, through the use of
the processer, the status of at |east one incident
tween 1 he curyence.and the resolution of the
T R RteRo T RREGHANF ahosSrb S R el Bgpputer
readabld iffhudiidmGtoredintth€catbminteri ioadableanaliurh Retrackfthe staius ofat least one

. .. related to the incident on a chanpel, sub-channel,

incideng Eﬁwee%he&mwﬁm? ﬁfeﬂd F grgalosion e%h Becideabel . 15, The
comput er program product of claim 14, wherein the user
interface displays information associated with the
t Mo The systsmeof] olagindle mthsteinsthe Hsea énterfase displsers indérmsien associated

.. Jincident .ti.cket incid l. A . 3.
with thg 3 BFbre iR SoqH BTN ARG R a0 idsas open
longer eiBaOEcific fyPorch amesthe namnberaif pldideatsi pencipanel aibrchatiay, and

. and week, the nunber_of fail .cystoner .interactions
applica03 gPL 1oyt ey TR e P oF il SHme et rping from

the inciddfls d8Btsot cse bPhe METRSEs, & thé RihBd of B$e@ B iomer interactions in the
interactions in the channels, sub-channels, or

channelg phli-ehanhds or applichiégnsmas they eells to pther chanaohs sntschagngls, or

qmﬁm%gﬁpnels, or applications. 16. The conmput er program
product of claim 14, conprising: an executable portion

configured for displaying, on the user interface, the

n r of inci.dents associated with each business

éﬂgﬁ ﬁ%?xstegu%{jcim% (‘-5‘1%?“8} tg% PRICFEat P GRerablg ko %?ff?‘_‘t?ﬁ%mP“ter'
readabRAARHEESnsRERE! RThOERRMESr-rddabledhdlivkd to GO biPihR GserdMerface

execut abl e portion configured for displaying, on the

informgidesy regarding Meether the perfprraramhessocialedwith fiesipeifientels vppqcpptable or
¢ch business channel, sub-channel, or application.
" The conputer program product of claim 14,

conprising: an executable portion configured for

di.sp] ayi ng, 1 ser | nterface, one or nore
s B Yo afahite ' pibBEt F Prse-amas Parf ko feetis gomputer-
readableQhdtRMiAE siREd RrtBe igRtdrat QAL hddidh & difNlhFeNhS user interface

response tinmes for the incidents; ) ) )
one or more graphical charts illustrating one or more of the following factors associated with the

accept

incidents:
response times for the incidents;
intensity of the incidents or failed customer interactions;
root causes of the incidents or failure to resolve the incidents; or
ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.
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intensity of the incidents or failed custoner
i nteractions; root causes of the incidents or failure
to resolve the incidents; or ratios of the incidents
or failed custoner interactions per channel,
sub-channel, or application. 19. The conputer program
product of claim 14, conprising: an executable portion
configured for displaying, on the user interface,
failed custoner interactions that resulted fromthe
incidents. 20. A conputer program product for a
moni toring system the conputer program product
cbhphe systam at clhignbtwheran thempencssor iseapgeabledo gsepuigrgomputer-
r
readab AR GO ETRADE: REORIAT AR dRBLY (AT veerjptetuce
links t¢ drdividued ircaleptsifed vigwingangdxes aidddialspelated conthe dmfividual éctident.
for receiving, through the use of a processor,

[ é rmati on related(fo ne or. ent s 4
o QRO RraBrp REPIBF 197 BOBHOTNE yEieR, 06 CRRRIFE program product
comprssutg-aﬁ sk coMputePpladshdé h@&unﬂ[h@mgf&ﬁ@uﬁr-i‘éaﬁalﬂé PRREHOEode

operatively coupled to a nenory device,

portlo RAdicd dhsTen, %9%@“%1'6&%@.16 PIRETERY ode pordinas %%Pﬂsmg

C r n

AL Bl SRR N BRSO, BB ORlsR o £ PO
inform@ton pégtedaiodwo an mxaemultiamb,eﬂm ¢ach moedemf 1sgasoer¢teﬁiomth one or more

n, 1 he, user ter
of a bR B ufTabt®. SRR S Pl MReRborROBiraingty
couple&t@ b nidhtory 8&acarathbamuakatidn dehﬁ:e; Noded Bdrface amd aAlid @ihgfhter-
each busi ness channel , sub-channel, or
fﬂﬁﬂﬁ%ﬁﬁ%%%&%’ﬁ 21. The conputer progran1product of claim
2L ex%&HPJlé fhrien c&(ﬁg%%‘&%? &Qﬁﬁ% e Eﬁfbﬁﬁhtfbﬁ %B'tﬂé&h&ﬁoﬁ&l’evme
di spl ayi ng, on the user int ace, information related
tan exeutibie peitinn conigaradhantredkings thsoughatheede of the processer, the status
of at le%gtp one%?c cke%P bel%een el I VI %té: cl: Cthg I%S(EIB 1§n gtl the 1n%1dent zdehe
uter progran1pro uc I'S1 ng
eaiﬁ@aemaﬂilepmbh bmﬁ@ﬁemf ﬂogﬂmspldy]hg,rontthaﬁéer hgerfdcb,rthugiﬁonnation
use .of the pro t at us of at least ane
related g She BN P ASE R b ke ARRRReh. op @ abet e ksntBrel
the incident. 23. The conputer program product of
clai m 20, wherein the user interface displays

i H¥ dheraemperasegemarednonpf Hainhi4, sere thewse intadaasatinplys
mform%H&P%sgg 15@(? '{’E}P ooJr rr?cﬁ'g ﬂlc &E{Sd&g%l as Me%lﬁﬁltogr of open incident
el dent s P ne,

onger IC response
ticketst immdanmbpﬁn loﬁger mlmcﬂph&ﬁp eerspmh;almnﬁal, the rmﬂibex:dsfaméd:nts pandhannel,

icatiqn per hour, day, he er of . .
s i apRlCaien per O 4B Sk SR onis of PR Eseoter interactions
resultih@ GFLRAARE icideh, th@RJot GRS Bf ﬂ’lE ifdi@nisN6r tﬂ@ RinBiberQr 418 customer

nunber of fai l ed customner
interactions in the channels, sub-channels, or applications as they relate to other channels, sub-

channels, or applications.

16. The computer program product of claim 14, comprising:
an executable portion configured for displaying, on the user interface, the number of

incidents associated with each business channel, sub-channel, or application,
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interactions in the channels, sub-channels, or
applications as they relate to other channels, sub-
channel s, or applications. 24. The conputer program
product of claim 20, conprising: an executable portion
configured for displaying, on the user interface,

i nformati on regardi ng whether the performance
associated with an incidents is unacceptable or
acceptable. 25. The conputer program product of claim

20, TROSapuSd:Dograf podRctifallia mowmlﬁﬁuggonfl gur ed for
di spl aying, on the user interface, one or

gappiUERic ason eonfignizd fordispyingsen e e iatcgpcs, pgerformance
score afsQJc a% With éa@ﬁ ﬁ)gélﬁis@?laéﬁﬁélagﬁdch%ﬁéq 1 & ?}éﬁdﬁﬁbﬁiem S:

response tines I hcl dent's nsity of the
|nC|dents or failed custoner interactions; root causes
ofS. Theecdmite gregsars prddacy oficlaimd 4r eosatiisngt he i nci dent s:
arl%teércgéa&)%eo%om ng?eonlfn g Ir?ﬁg (ﬁs%) %’II{C%? IOI elu%grzi%lf%%e, one or more
graphlaam phdrs alﬂmsnﬁtmg&le of gore omhu fetlowinORcRM Rsaitial with thelisdidents:
an. execut abl e portion configured for

ngﬁpﬁgﬁﬂ 1£bﬁﬁpﬁghﬁ§er interface, links to individua

1H{éh§t§r'btf%c=f iAEidMite ¥ Al PORYRY &t&@&loﬁ@ ails related to
t he individual incident. -57
root causes of the incidents or failure to resolve the incidents; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.

19. The computer program product of claim 14, comprising:
an executable portion configured for displaying, on the user interface, failed customer

interactions that resulted from the incidents,

20. A computer program product for a monitoring system, the computer program product
comprising at least one computer-readable medium having computer-readable program code
portions embodied therein, the computer-readable program code portions comprising:

an executable portion configured for receiving, through the use of a processor,
information related to one or more incidents associated with two or more of a business channel,
sub-channel, or application, and wherein the processor is operatively coupled to a memory
device, a communication device, a user interface, and the computer-readable program code;

an executable portion configured for storing the information on the memory device; and

an executable portion configured for displaying, on the user interface, the two or more
business channels, sub-channels, or applications along with the information about the incidents

associated with each business channel, sub-channel, or application.

21. The computer program product of claim 20, comprising:
an executable portion configured for displaying, on the user interface, information related
to the incident on a channel, sub-channel, application, or individual incident level.
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22. The computer program product of claim 20, comprising:
an executable portion configured for tracking, through the use of the processor, the status

of at least one incident between the occurrence and the resolution of the incident.

23. The computer program product of claim 20, wherein the user interface displays
information associated with the one or more incidents, such as the number of open incident
tickets, incidents open longer than a specific response time, the number of incidents per channel,
sub-channel, and application per hour, day, and week, the number of failed customer interactions
resulting from the incidents, the root cause of the incidents, or the number of failed customer
interactions in the channels, sub-channels, or applications as they relate to other channels, sub-

channels, or applications.

24. The computer program product of claim 20, comprising:
an executable portion configured for displaying, on the user interface, information

regarding whether the performance associated with an incidents is unacceptable or acceptable.

25. The computer program product of claim 20, comprising:

an executable portion configured for displaying, on the user interface, one or more
graphical charts illustrating one or more of the following factors associated with the incidents:

response times for the incidents;

intensity of the incidents or failed customer interactions;

root causes of the incidents or failure to resolve the incidents; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.

26. The computer program product of claim 20, comprising:
an executable portion configured for displaying, on the user interface, links to individual

incidents for viewing analysis and details related to the individual incident.
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