
;e3efc.Ft6TE 1 Method to protect software against unwanted use with a
"detection and coercion" principle This invention concerns the technical
domain of data processing systems in the general sense, and is more
precisely aimed at the means of protecting software running on said data
processing systems against unauthorized usage. The subject of the invention
aims in particular at the means of protecting software against unauthorized
usage, using a processing and memorizing unit, such a unit being commonly
materialized by a chip card or a material key on USB port. In the technical
domain above, the main problem concerns the unauthorized usage of software
by users who have not paid the license rights. This illicit use of software
causes an obvious loss for software editors, software distributors and/or
any person integrating such software in products. To avoid such illicit
copies, various solutions, in the state of technology, have been proposed
to protect software. Thus, a protection solution is known, which makes use
of a hardware protection system, such as a physical component named
protection key or "dongle". Such a protection key should guarantee that the
software executes only in presence of the key. Yet, it must be acknowledged
that this solution is ineffective because it presents the inconvenience of
being easy to bypass. An i11-intentioned person or a hacker can, with the
aid of specialized tools such as disassemblers, delete the control
instructions of the protection key. It becomes then possible to make
illicit copies corresponding to modified versions of the software able to
run without the protection. Moreover, this solution cannot be generalized
to a11 software, inasmuch as it is difficult to connect more than two
protection keys to the same system. The subject of the invention aims
precisely at finding a solution to the aforementioned problems by proposing
a process to protect a software against unauthorized usage, using an ad hoc
processing and memorizing unit, inasmuch as the presence of such a unit is
necessary for the software to be completely functional. So as to reach such
a goal, the subject of the invention concerns a process to protect, using
at least one blank unit including at least processing means and    2
memorization means, a vulnerable software against its unauthorized usage,
said vulnerable software being produced from a source and working on a data
processing system. The process according to the invention comprises: during
a protection phase:  defining: - at least one software execution
characteristic, liable to be monitored at least in part in a unit, - at
least one criterion to abide by for at least one software execution
characteristic, - detection means to implement in a unit and enabling to
detect that at least one software execution characteristic does not abide
by at least one associated criterion, - and coercion means to implement in
a unit and enabling to inform the data processing system and/or modify the
execution of a software when at least one criterion is not abided by,
constructing exploitation means enabling to transform the blank unit into a
unit able to implement the detection means and the coercion means,
creating a protected software: - by choosing at least one software
execution characteristic to monitor, among the software execution
characteristics liable to be monitored, - by choosing at least one
criterion to abide by for at least one chosen software execution
characteristic, - by choosing, at least one algorithmic processing which,
during the execution of the vulnerable software, uses at least one operand
and enables to obtain at least one result, and for which at least one
chosen 



software execution characteristic, is to be monitored, - by choosing at
least one portion of the source of the vulnerable software containing, at
least one chosen algorithmic processing, - by producing the source of the
protected software from the source of the vulnerable software, by modifying
at least one chosen portion of the source of the vulnerable software to
obtain at least one modified   3 portion of the source of the protected
software, this modification being such that: during the execution of the
protected software a first execution part is executed in the data
processing system and a second execution part is executed in a unit,
obtained from the blank unit after upload of information, the second
execution part executes at least the functionality of at least one chosen
algorithmic processing, v and during the execution of the protected
software, at least one chosen execution characteristic is monitored by
means of the second execution part and the fact that a criterion is not
abided by leads to a modification of the execution of the protected
software, - and by producing: v a first object part of the protected
software, from the source of the protected software, said first object part
being such that during the execution of the protected software, appears a
first execution part which is executed in the data processing system and
whose at least a portion takes into account that at least one chosen
software execution characteristic is monitored, D and a second object part
of the protected software, containing the exploitation means implementing
the detection means and the coercion means, said second object part being
such that, after upload to the blank unit and during the execution of the
protected software, appears the second execution part by means of which at
least one chosen software execution characteristic is monitored and by
means of which the fact that a criterion is not abided by leads to a
modification of the execution of the protected software,  and uploading the
second object part to the blank unit, with the intention of obtaining the
unit, and during a usage phase during which the protected software is
executed:  in the presence of the unit:   4 - and as long as all the
criteria corresponding to all the monitored execution characteristics of
a11 the modified portions of the protected software are abided by, enabling
said portions of the protected software to work nominally and consequently
enabling the protected software to work nominally, - and if at least one of
the criteria corresponding to a monitored execution characteristic of a
portion of the protected software is not abided by, informing the data
processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of the protected software
is modified, 



and in the absence of the unit, in spite of the request by a portion of the
first execution part to trigger the execution in the unit, of the
functionality of a chosen algorithmic processing, in not being able to
fulfill said request correctly, so that at least said portion is not
executed correctly and that, consequently, the protected software is not
completely functional. According to a variant embodiment, the process
according to the invention comprises: ~ during the protection phase:
defining: - as software execution characteristic liable to be monitored, a
variable of measurement of the usage of a functionality of a software, - as
criterion to abide by, at least one threshold associated to each variable
of measurement, - and actualization means enabling to update at least one
variable of measurement,  constructing the exploitation means enabling the
unit to also implement the actualization means,  and modifying the
protected software: - by choosing as software execution characteristic to
monitor, at least one variable of measurement of the usage of at least one
functionality of a software,   5 - by choosing: r at least one
functionality of the protected software whose usage is liable to be
monitored using a variable of measurement, at least one variable of
measurement used to quantify the usage of said functionality, at least one
threshold associated to a chosen variable of measurement corresponding to a
limit of usage of said functionality, and at least one method of update of
a chosen variable of measurement depending on the usage of said
functionality, - and by modifying at least one chosen portion of the source
of the protected software, this modification being such that, during the
execution of the protected software, the variable of measurement is
actualized by means of the second execution part depending on the usage of
said functionality, and at least one threshold crossing is taken into
account, -~ and during the usage phase, in the presence of the unit, and in
the case where at least one threshold crossing corresponding to at least
one limit of usage is detected, informing the data processing system of it
and/or modifying the functioning of the portion of the protected software,
so that the functioning of the protected software is modified. According to
a variant embodiment, the process according to the invention comprises: 



-~ during the protection phase:  defining: - for at least one variable of
measurement, several associated thresholds, - and different coercion means
corresponding to each of said thresholds,  and modifying the protected
software: - by choosing in the source of the protected software, at least
one chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the   6
functionality, - by choosing at least two thresholds associated to the
chosen variable of measurement, - and by modifying at least one chosen
portion of the source of the protected software, this modification being
such that, during the execution of the protected software, the crossings of
the various thresholds are taken into account differently, by means of the
second execution part, ~ and during the usage phase:  in the presence of
the unit: - in the case where the crossing of a first threshold is
detected, enjoining the protected software not to use the corresponding
functionality anymore; - and in the case where the crossing of a second
threshold is detected, making ineffective the corresponding functionality
and/or at least one portion of the protected software. According to a
variant embodiment, the process according to the invention comprises: -~
during the protection phase:  defining refilling means enabling to credit
at least one software functionality monitored by a variable of measurement
with at least one additional usage,  constructing the exploitation means
also allowing the unit to implement the refilling means,  and modifying the
protected software: - by choosing in the source of the protected software,
at least one chosen variable of measurement enabling to limit the usage of
a functionality and which must be able to be credited with at least one
additional usage, - and by modifying at least one chosen portion, this
modification being such that during a phase called of refilling, at least
one additional usage    of at least one functionality corresponding to a
chosen variable of measurement can be credited, -j and during the phase of
refilling:  reactualizing at least one chosen variable of measurement
and/or at least one associated threshold, so as to allow at least one
additional usage of the functionality. 



According to a variant embodiment, the process according to the invention
comprises: -~ during the protection phase:  defining: - as software
execution characteristic liable to be monitored, a profile of software
usage, - and as criterion to abide by, at least one feature of software
execution,  and modifying the protected software: - by choosing as software
execution characteristic to monitor at least one profile of software usage,
- by choosing at least one feature of execution by which at least one
chosen profile of usage must abide, - and by modifying at least one chosen
portion of the source of the protected software, this modification being
such that, during the execution of the protected software, the second
execution part abides by a11 the chosen features of execution, -~ and
during the usage phase in the presence of the unit, and in the case where
it is detected that at least one feature of execution is not abided by,
informing the data processing system of it and/or modifying the functioning
of the portion of the protected software, so that the functioning of the
protected software is modified. According to a variant embodiment, the
process according to the invention comprises: during the protection phase:
defining:   8 - an instructions set whose instructions are liable to be
executed in the unit, - a set of instructions commands for said
instructions set, said instructions commands being liable to be executed in
the data processing system and to trigger in the unit the execution of the
instructions, - as profile of usage, the chaining of the instructions, - as
feature of execution, an expected chaining for the execution of the
instructions, - as detection means, means enabling to detect that the
chaining of the instructions does not correspond to the expected one, - and
as coercion means, means enabling to inform the data processing system
and/or to modify the functioning of the portion of protected software when
the chaining of the instructions does not correspond to the expected one,
constructing the exploitation means also enabling the unit to execute the
instructions of the instructions set, the execution of said instructions
being triggered by the execution in the data processing system, of the
instructions commands,  and modifying the protected software: - by
rnodifying at least one chosen portion of the source of the protected
software, this modification being such that: at least one chosen
algorithmic processing is split so that during the execution of the
protected software, said algorithmic processing is executed by means of the
second execution part, using instructions, for at least one chosen
algorithmic processing, instructions commands are integrated to the source
of the protected software, so that during the execution of the protected
software, each instruction command is executed by the first execution part
and triggers in the unit, the execution by means of the second   9
execution part, of an instruction, D a sequence of the instructions
commands is chosen among the set of sequences allowing the execution of the
protected software, and the chaining by which must abide at least some of
the instructions during their execution in the unit is specified, 



-~ and during the usage phase, in the presence of the unit, in the case
where it is detected that the chaining of the instructions executed in the
unit does not correspond to the expected one, informing the data processing
system of it and/or modifying the functioning of the portion of the
protected software, so that the functioning of the protected software is
modified. According to a variant embodiment, the process according to the
invention comprises: ~ during the protection phase:  defining: - as
instructions set, an instructions set whose at least some instructions work
with registers and use at least one operand with the intention of returning
a result, - for at least some of the instructions working with registers: D
a part defining the functionality of the instruction, and a part defining
the expected chaining for the execution of the instructions and including
bits fields corresponding to: 0 an identification field of the instruction,
0 and for each operand of the instruction: * a flag field, * and an
expected identification field of the operand, - for each register belonging
to the exploitation means and used by the instructions set, a generated
identification field in which is automatically memorized the identification
of the last instruction which has returned its result in said register, -
as detection means, means enabling, during the execution of an instruction,
for each operand, when the flag field imposes it, to check   10 the
equality of the generated identification field corresponding to the
register used by said operand, and the expected identification field of the
origin of said operand, - and as coercion means, means enabling to modify
the result of the instructions, if at least one of the checked equalities
is false. According to a preferred embodiment, the process according to the
invention comprises: during the protection phase:  modifying the protected
software: - by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software, partially defines the state of the protected software, - by
modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, at least one chosen variable or at least one copy of
chosen variable resides in the unit, - and by producing: the first object
part of the protected software, said first object part being such that
during the execution of the protected software, at least one portion of the
first execution part takes also into account that at least one variable or
at least one copy of variable resides in the unit, r and the second object
part of the protected software, said second object part being such that,
after upload to the unit and during the execution of the protected
software, appears the second execution part by means of which at least one
chosen variable, or at least one copy of chosen variable resides too in the
unit, -~ and during the usage phase:  in the presence of the unit each time
a portion of the first execution part 



imposes it, using a variable or a copy of variable residing in the unit, so
that said portion is executed correctly and that, consequently, the
protected   11 software is completely functional,  and in the absence of
the unit, in spite of the request by a portion of the first execution part
to use a variable or a copy of variable residing in the unit, not being
able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, consequently the protected software is not
completely functional. According to another preferred embodiment, the
process according to the invention comprises: -3 during the protection
phase:  defining: - as a triggering command, an instruction command, - as a
dependent function, an instruction, - as an order, at least one argument
for a triggering command, corresponding at least in part to the information
transmitted by the data processing system to the unit, so as to trigger the
execution of the corresponding dependent function, - a method of renaming
of the orders enabling to rename the orders so as to obtain triggering
commands with renamed orders, - and restoring means designed to be used in
the unit during the usage phase, and enabling to restore the dependent
function to execute, from the renamed order,  constructing exploitation
means enabling the unit to also implement the restoring means,  and
modifying the protected software: - by choosing in the source of the
protected software, triggering commands, - by modifying at least one chosen
portion of the source of the protected software by renaming the orders of
the chosen triggering commands, so as to conceal the identity of the
corresponding dependent functions, - and by producing: the first object
part of the protected software, said first object part   12 being such that
during the execution of the protected software, the triggering commands
with renamed orders are executed, D and the second object part of the
protected software containing the exploitation means also implementing the
restoring means, said second object part being such that, after upload to
the unit and during the execution of the protected software, the identity
of the dependent functions whose execution is triggered by the first
execution part is restored by means of the second execution part, and the
dependent functions are executed by means of the second execution part, ~
and during the usage phase:  in the presence of the unit and each time a
triggering command with renamed order, contained in a portion of the first
execution part imposes it, restoring in the unit, the identity of the
corresponding dependent function and executing it, so that said portion is
executed correctly and that, consequently, the protected software is
completely functional,  and in the absence of the unit, in spite of the
request by a portion of the first 



execution part, to trigger the execution of a dependent function in the
unit, not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently, the
protected software is not completely functional. According to a variant
embodiment, the process according to the invention comprises: ~ during the
protection phase:  defining for at least one dependent function, a family
of dependent functions algorithmically equivalent, but triggered by
triggering commands whose renamed orders are different,  and modifying the
protected software: - by choosing, in the source of the protected software
at least one triggering command with renamed order, - and by modifying at
least one chosen portion of the source of the   13 protected software by
replacing at least the renamed order of one chosen triggering command with
renamed order, with another renamed order, triggering a dependent function
of the same family. According to a variant embodiment, the process
according to the invention comprises: -~ during the protection phase,
defining, for at least one dependent function, a family of algorithmically
equivalent dependent functions: - by concatenating a field of noise to the
information defining the functional part of the dependent function to
execute in the unit, - or by using the identification field of the
instruction and the expected identification fields of the operands.
According to a variant embodiment, the process according to the invention
comprises: ~ during the protection phase:  defining: - as method of
renaming of the orders, a ciphering method to cipher the orders, - and as
restoring means, means implementing a deciphering method to decipher the
renamed orders and thus restore the identity of the dependent functions to
execute in the unit. According to another preferred embodiment, the process
according to the invention comprises: during the protection phase:
modifying the protected software: - by choosing, in the source of the
protected software, at least one conditional branch carried out in at least
one chosen algorithmic processing, - by modifying at least one chosen
portion of the source of the protected software, this modification being
such that during the execution of the 



protected software, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part, in the unit,
14 - and by producing: ~ the first object part of the protected software,
said first object part being such that during the execution of the
protected software, the functionality of at least one chosen conditional
branch is executed in the unit, and the second object part of the protected
software, said second object part being such that, after upload to the unit
and during the execution of the protected software, appears the second
execution part by means of which the functionality of at least one chosen
conditional branch is executed, -~ and during the usage phase:  in the
presence of the unit and each time a portion of the first execution part
imposes it, executing the functionality of at least one conditional branch
in the unit, so that said portion is executed correctly and that,
consequently, the protected software is completely functional,  and in the
absence of the unit and in spite of the request by a portion of the first
execution part to execute the functionality of a conditional branch in the
unit, not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that consequently, the protected
software is not completely functional. According to a variant embodiment,
the process according to the invention comprises, during the protection
phase, modifying the protected software: - by choosing, in the source of
the protected software, at least one series of chosen conditional branches,
- by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen series
of conditional branches is executed, by means of the second execution part,
in the unit, - and by producing: the first object part of the protected
software, said first object part   15 being such that during the execution
of the protected software, the functionality of at least one chosen series
of conditional branches is executed in the unit, and the second object part
of the protected software, said second object part being such that, after
upload to the unit and during the execution of the protected software,
appears the second execution part by means of which the overall
functionality of at least one chosen series of conditional branches is
executed. The process according to the invention thus enables to protect
usage of a software by using a processing and memorizing unit which
presents the characteristic of containing a part of the software being
executed. It follows that any derived version of the software attempting to
work without the processing and memorizing unit imposes to recreate the
part of the software contained in the processing and memorizing unit during
the execution, or else said derived version of the software will not be
completely functional. Various other characteristics emerge from the
description made below in reference to the appended diagrams which show, as
non-limiting examples, embodiments and implementations of the subject of
the invention. Figures 10 and 11 are functional blocks diagrams
illustrating the various representations of a software respectively not
protected and protected by the process in accordance with the invention.
Figures 20 to 22 illustrate as examples, various embodiments of an
apparatus implementing the process in accordance with the invention. 



Figures 30 and 31 are functional blocks diagrams making explicit the
general principle of the process in accordance with the invention. Figures
40 to 43 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by variable. Figures 70
to 74 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by detection and
coercion. Figures 80 to 85 are diagrams illustrating the protection process
according to the invention implementing the principle of protection by par
renaming.   lb Figures 90 to 92 are diagrams illustrating the protection
process according to the invention implementing the principle of protection
by conditional branch. Figure 100 is a diagram illustrating the different
phases of implementation of the subject of the invention. Figure 110
illustrates an embodiment of a system allowing the implementation of the
construction stage of the protection phase in accordance with the
invention. Figure 120 illustrates an embodiment of a pre-customization unit
used in the protection process in accordance with the invention. Figure 130
illustrates an embodiment of a system allowing the implementation of the
tools making stage of the protection phase in accordance with the
invention. Figure 140 illustrates an embodiment of a system allowing the
implementation of the protection process according to the invention. Figure
150 illustrates an embodiment of a customization unit used in the
protection process in accordance with the invention. In the rest of the
description, the following definitions will be used:  A data processing
system 3 is a system able to execute a program.  A processing and
memorizing unit is a unit able: - to accept data provided by a data
processing system 3, - to return data to the data processing system 3, - to
store data at least partly in secret and to retain at least a part of said
data even if the unit is switched off, - and to carry out algorithmic
processing on said data, part or a11 of the result being secret.  A unit 6
is a processing and memorizing unit implementing the process according to
the invention.  A blank unit 60 is a unit which does not implement the
process according to the invention, but which can receive data transforming
it into a unit 6.  A pre-customized unit 66 is a blank unit 60 which has
received part of data enabling it, after reception of supplementary data,
to be transformed into a unit 6. 



The upload of information to a blank unit 60 or a pre-customized unit 66
17 corresponds to a transfer of information to the blank unit 60 or the
precustomized unit 66, and to a storage of said transferred information.
The transfer can possibly include a change of the information format.  A
variable, a function or data contained in the data processing system 3 will
be indicated by an uppercase letter, while a variable, a function or data
contained in the unit 6 will be indicated by a lowercase letter.  A
"protected software", is a software which has been protected by at least
one of the principles of protection implemented by the process in
accordance with the invention.  A "vulnerable software", is a software
which has not been protected by any principle of protection implemented by
the process in accordance with the invention.  In the case where
differentiation between a vulnerable software and a protected software is
not important, the term "software" is used.  A software has various
representations depending on the instant considered in its life cycle: - a
source representation, - an object representation, - a distribution, - or a
dynamic representation.  A source representation of a software is
understood as a representation which after transformation, results in an
object representation. A source representation can offer different levels,
from a conceptual abstract level to a level executable directly by a data
processing system or a processing and memorizing unit.  An object
representation of a software corresponds to a level of representation which
after transfer to a distribution and upload to a data processing system or
a processing and memorizing unit, can be executed. It can be, for instance,
a binary code, an interpreted code, etc.  A distribution is a physical or
virtual support containing the object representation, said distribution
having to be put at the user's disposal to   18 enable them to use the
software.  A dynamic representation corresponds to the execution of the
software from its distribution.  A portion of a software corresponds to
some part of the software and can, for instance correspond, to one or
several consecutive or not instructions, and/or one or several consecutive
or not functional blocks, and/or one or several functions, and/or one or
several subprograms, and/or one or several modules. A portion of a software
can also correspond to a11 of said software. Figures 10 and 11 illustrate
the various representations respectively of a vulnerable software 2v in the
general sense, and of a protected software 2p protected according to the
process in accordance with the invention. Figure 10 illustrates various
representations of a vulnerable software 2v appearing during its .life
cycle. The vulnerable software 2v can thus appear under any of the
following representations:  a source representation 2vs,  an object
representation 2vo,  a distribution 2vd. Said distribution can have
commonly the form of a physical . distribution medium such as a CDROM or
the form of files distributed through a network (GSM, Internet, etc.),  or
a dynamic representation 2ve corresponding to the execution of the
vulnerable software 2v on a data processing system 3 of any known type, 



which classically includes, at least one processor 4. Figure 11 illustrates
various representations of a protected software 2p appearing during its
life cycle. The protected software 2p can thus appear under any of the
following representations:  a source representation 2ps including a first
source part intended for the data processing system 3 and a second source
part intended for the unit 6, part of said source parts can commonly be
contained in common files,  an object representation 2po including a first
object part 2pos intended for the data processing system 3 and a second
object part 2pou intended for the   19 unit 6,  a distribution 2pd
including: - a first distribution part 2pds containing the first object
part 2pos, said first distribution part 2pds being intended for the data
processing system 3 and which can commonly have the form of a physical
distribution medium such as a CDROM or the form of files distributed
through a network (GSM, Internet, etc.), - and a second distribution part
2pdu having the form: of at least one pre-customized unit 66 to which a
part of the second object part 2pou has been uploaded and for which the
user has to finish the customization by uploading supplementary data so as
to obtain a unit 6, said supplementary data being obtained, for instance,
by download through a network, or of at least one unit 6 to which the
second object part 2pou has been uploaded,  or a dynamic representation 2pe
corresponding to the execution of the protected software 2p. Said dynamic
representation 2pe includes a first execution part 2pes which is executed
in the data processing system 3 and an second execution part 2peu which is
executed in the unit 6. In the case where the differentiation between the
different representations of the protected software 2p is not important,
the expressions first part of the protected software and second part of the
protected software shall be used. The implementation of the process
according to the invention in accordance with the dynamic representation of
figure 11, uses an apparatus lp including a data processing system 3 linked
up by a link 5 to a unit 6. The data processing system 3 is of any type and
includes, classically, at least one processor 4. The data processing system
3 can be a computer or be part, for instance, of various machines, devices,
fixed or mobile products, or vehicles in the general sense. The link 5 can
be realized in any possible way, such as for instance a serial link, a USB
bus, a radio link, an optical link, a network link or a direct electric
connection to a circuit of data processing system 3, etc. It should be
observed that the unit 6 can possibly be physically located inside the   20
same integrated circuit than the processor 4 of the data processing system
3. In this case, the unit 6 can be considered as a co-processor in relation
to the processor 4 of the data processing system 3 and the link 5 is
internal to the integrated circuit. Figures 20 to 22 show in an
illustrative and non-limiting manner, various embodiments of the apparatus
lp allowing the implementation of the protection process in accordance with
the invention. In the embodiment illustrated in figure 20, the protection
apparatus lp includes, as a data processing system 3, a computer and, as a
unit 6, a chip card 7 and its interface 8 commonly called card reader. The
computer 3 is linked up to the unit 6 by a link 5. During the execution of
the protected software 2p, the first execution part 2pes which is executed
in the computer 3 and the second execution part 2peu which is executed in
the chip card 7 and its interface 8, must both be functional so that the
protected software 2p is completely functional. In the embodiment
illustrated in figure 21, the protection apparatus lp equips a 



product 9 in the general sense, including various components 10 adapted to
the functions) assumed by such a product 9. The protection apparatus lp
includes, on the one hand, a data processing system 3 embedded in the
product 9 and, on the other hand, a unit 6 associated with the product 9.
So that the product 9 is completely functional, the protected software 2p,
must be completely functional. Thus, during the execution of the protected
software 2p, the first execution part 2pes which is executed in the data
processing system 3 and the second execution part 2peu which is executed in
the unit 6, must both be functional. Said protected software 2p enables
therefore indirectly, to protect against unauthorized usage, the product 9
or one of its functionalities. For instance, the product 9 can be an
installation, a system, a machine, a toy, a piece of domestic appliances, a
phone, etc. In the embodiment illustrated in figure 22, the protection
apparatus lp includes several computers, as well as part of a communication
network. The data processing system 3 is a first computer linked up by a
link 5 of network type, to a unit 6 constituted by a second computer. For
the implementation of the invention, the second computer 6 is used as a
license server for a protected software 2p. During the execution of the
protected software 2p, the first execution part 2pes which is   21 executed
in the first computer 3 and the second execution part 2peu which is
executed in the second computer 6, must both be functional so that the
protected software 2p is completely functional. Figure 30 enables to make
explicit more precisely, the protection process in accordance with the
invention. It should be observed that a vulnerable software 2v, is
considered as being executed totally in a data processing system 3. On the
other hand, in the case of the implementation of a protected software 2p,
the data processing system 3 includes transfer means 12 linked up by the
link 5, to transfer means 13 being part of the unit 6 enabling to establish
communication between the first execution part 2pes and the second
execution part 2peu of the protected software 2p. It must be considered
that the transfer means 12, 13 are of software and/or hardware nature and
are capable of providing and, possibly, optimizing the data communication
between the data processing system 3 and the unit 6. Said transfer means
12,13 are adapted to enable to have at one's disposal a protected software
2p which is, preferably, independent from the type of link 5 used. Said
transfer means 12, 13 are not part of the subject of the invention and are
not described more precisely as they are well known by the Man of art. The
first part of the protected software 2p includes commands. During the
execution of the protected software 2p, the execution of said commands by
the first execution part 2pes enables the communication between the first
execution part 2pes and the second execution part 2peu. In the rest of the
description, said commands are represented by IN, OUT or TRIG. As
illustrated in figure 31, to allow the implementation of the second
execution part 2peu of the protected software 2p, the unit 6 includes
protection means 14. The protection means 14 include memorization means 15
and processing means 16. For the sake of simplification in the rest of the
description, it is chosen to consider, during the execution of the
protected software 2p, the presence of the unit 6 or the absence of the
unit 6. In actual fact, a unit 6 providing protection means 14 not adapted
to the execution of the second execution part 2peu of the protected
software 2p is also considered as missing, each time the execution of the
protected software   22 2p is not correct. In other words:  a unit 6
physically present and including protection means 14 adapted to the
execution of the second execution part 2peu of the protected software 2p,
is always considered as present,  a unit 6 physically present but including
protection means 14 not adapted, i.e. not allowing the correct
implementation of the second execution part 2peu of the protected software
2p is considered as present, when it works correctly, and as missing when
it does not work correctly,  and a unit 6 physically missing is always
considered as missing. In the case where the unit 6 is constituted by a
chip card 7 and its interface 8, the transfer means 13 are split into two
parts, one being on the interface 8 and the other one being on the chip
card 7. In this embodiment, the absence of the chip card 7 is considered as
equivalent to the absence of the unit 6. In other words, in the absence of
the chip card 7 and/or its interface 8, the protection means 14 are not
accessible and do not enable the execution of the second execution part
2peu of the protected software 2p, so much so that the protected software
2p is not completely functional. In accordance with the invention, the
protection process aims at implementing a principle of protection, called
by  detection and coercion , a description of which is carried out in
relation to figures 70 to 74. For the implementation of the principle of
protection by detection and coercion, are defined:  at least one software
execution characteristic liable to be monitored at least in part in the
unit 6,  at least one criterion to abide by for at least one software
execution characteristic, 



detection means 17 to implement in the unit 6 and enabling to detect that
at least one software execution characteristic does not abide by at least
one associated criterion,  and coercion means 18 to implement in the unit 6
and enabling to inform the data processing system 3 and/or modify the
execution of a software, when at least one criterion is not abided by.   23
For the implementation of the principle of protection by detection and
coercion, are also constructed exploitation means enabling to transform a
blank unit 60 into a unit 6 implementing at least the detection means 17
and the coercion means 18. Figure 70 illustrates the means necessary to the
implementation of this principle of protection by detection and coercion.
The unit 6 includes the detection means 17 and the coercion means 18
belonging to the processing means 16. The coercion means 18 are informed by
the detection means 17 that a criterion has not been abided by. More
precisely, the detection means 17 use information coming from the transfer
means 13 and/or from the memorization means 15 and/or from the processing
means 16, so as to monitor one or several software execution
characteristics. For each software execution characteristic is set at least
one criterion to abide by. In the case where it is detected that at least
one software execution characteristic does not abide by at least one
criterion, the detection means 17 inform the coercion means 18 of it. Said
coercion means 18 are adapted to modify, in the appropriate way, the state
of the unit 6. For the implementation of the principle of protection by
detection and coercion, are also chosen:  at least one software execution
characteristic to monitor, among the software execution characteristics
liable to be monitored,  at least one criterion to abide by for at least
one chosen software execution characteristic,  in the source of the
vulnerable software 2vs, at least one algorithmic processing for which at
least one software execution characteristic is to be monitored,  and in the
source of the vulnerable software 2vs, at least one portion containing at
least one chosen algorithmic processing. At least one chosen portion of the
source of the vulnerable software 2vs is then modified, so as to obtain the
source of the protected software 2ps. This modification is such that,
during the execution of the protected software 2p, among others:   24  at
least one portion of the first execution part 2pes, which is executed in
the data processing system 3, takes into account that at least one chosen
software execution characteristic is to be monitored, at least in part in
the ' unit 6,  and the second execution part 2peu, which is executed in the
unit 6, monitors at least in part, a chosen software execution
characteristic. During the execution of the protected software 2p,
protected by this principle of protection by detection and coercion, in the
presence of the unit 6:  as long as a11 the criteria corresponding to a11
the monitored execution characteristics of all the modified portions of the
protected software 2p are abided by, said modified portions of the
protected software 2p work nominally, so that said protected software 2p
works nominally, and if at least one of the criteria corresponding to a
monitored execution 



characteristic of a portion of the protected software 2p is not abided by,
the data processing system 3 is informed of it and/or the functioning of
the portion of the protected software 2p is modified, so that the
functioning of the protected software 2p is modified. Naturally, in the
absence of the unit 6, at least one request by a portion of the first
execution part 2pes of the protected software 2p to use the unit 6 cannot
be fulfilled correctly so that at least said portion is not executed
correctly and that consequently the protected software 2p is not completely
functional. For the implementation of the principle of protection by
detection and coercion, two types of software execution characteristics are
used preferentially. The first type of software execution characteristic
corresponds to a variable of measurement of the execution of a software and
the second type corresponds to a profile of usage of a software. Said two
types of characteristics can be used independently or in combination. For
the implementation of the principle of protection by detection and coercion
using, as execution characteristic, a variable of measurement of software
execution, are defined:  in the memorization means 15, the possibility to
memorize at least one   25 variable of measurement used to quantify the
usage of at least one functionality of a software,  in the detection means
17, the possibility to monitor at least one threshold associated to each
variable of measurement,  and actualization means enabling to update each
variable of measurement depending on the usage of the functionality to
which it is associated. Are also constructed exploitation means
implementing, in addition to the detection means 17 and the coercion means
18, the actualization means. Are also chosen, in the source of the
vulnerable software 2vs:  at least one functionality of the vulnerable
software 2v whose usage is liable to be monitored using a variable of
measurement,  at least one variable of measurement used to quantify the
usage of said functionality,  at least one threshold associated to the
variable of measurement corresponding to a limit of usage of said
functionality,  and at least one method of update of the variable of
measurement depending on the usage of said functionality. The source of the
vulnerable software 2vs is then modified, so as to obtain the source of the
protected software 2ps, this modification being such that, during the
execution of the protected software 2p, the second execution 2peu:
actualizes the variable of measurement depending on the usage of said 



functionality,  and takes into account at least one threshold crossing. In
other words, during the execution of the protected software 2p, the
variable of measurement is updated depending on the usage of said
functionality, and when the threshold is crossed, the detection means 17
inform of it the coercion means 18 which make an adapted decision to inform
the data processing system 3 and/or to modify the processings carried out
by the processing means 16 enabling to modify the functioning of the
portion of the protected software 2p, so that the functioning of the
protected software 2p is modified. For the implementation of a first
preferred variant embodiment of the principle   26 of protection by
detection and coercion using, as characteristic, a variable of measurement,
are defined:  for at least one variable of measurement, several associated
thresholds,  and different coercion means corresponding to each of said
thresholds. Are also chosen, in the source of the vulnerable software 2vs:
at least one variable of measurement used to quantify the usage of at least
one functionality of the software and to which must be associated several
thresholds corresponding to different limits of usage of said
functionalities,  and at least two thresholds associated to the variable of
measurement. The source of the vulnerable software 2vs is then modified, so
as to obtain the source of the protected software 2ps, this modification
being such that, during the execution of the protected software 2p, the
second execution part 2peu:  actualizes the variable of measurement
depending on the usage of said functionality,  and takes into account,
differently, the crossing of the various thresholds. In other words,
classically, during the execution of the protected software 2p, when the
first threshold is crossed, the unit 6 informs the data processing system 3
enjoining the protected software 2p not to use said functionality anymore.
If the protected software 2p carries on using said functionality, the
second threshold will potentially be crossed. In the case where the second
threshold is crossed, the coercion means 18 can make the chosen
functionality ineffective and/or make the protected software 2p
ineffective. For the implementation of a second preferred variant
embodiment of the principle of protection by detection and coercion using,
as characteristic, a variable of measurement, are defined refilling means
enabling to credit at least one software functionality monitored by a
variable of measurement with at least one additional usage. Are also
constructed exploitation means implementing, in addition to the detection
means 17, the coercion means 18 and the actualization means, the refilling
means. Is also chosen, in the source of the vulnerable software 2vs, at
least one variable   27 of measurement used to limit the usage of at least
one functionality of the software and which must be able to be credited
with at least one additional usage. The source of the vulnerable software
2vs is then modified, so as to obtain the source of the protected software
2ps, this modification being such that, during a phase called of refilling,
at least one additional usage of at least one functionality corresponding
to a chosen variable of measurement can be credited. Is carried out, during
the phase of refilling, the reactualization of at least one chosen variable
of measurement and/or of at least one associated threshold, so as to allow
at least one additional usage of the corresponding functionality. In other
words, it is possible, during the phase of refilling, to credit additional
usages of at least one functionality of the protected software 2p. For the
implementation of the principle of protection by detection and coercion
using, as characteristic, a profile of software usage, is defined as
criterion to abide by for said profile of usage, at least one feature of
software execution. Are also chosen, in the source of the vulnerable
software 2vs:  at least one profile of usage to monitor,  and at least one
feature of execution by which at least one chosen profile of usage must
abide. The source of the vulnerable software 2vs is then modified, so as'
to obtain the 



source of the protected software 2ps, this modification being such that,
during the execution of the protected software 2p, the second execution
part 2peu abides by all the chosen features of execution. In other words,
the unit 6 itself monitors the way the second execution part 2peu is
executed and can inform the data processing system 3 and/or modify the
functioning of the protected software 2p, in the case where at least one
feature of execution is not abided by. During the execution of the
protected software 2p, protected by this principle, in the presence of the
unit 6:  as long as all the features of execution of all the modified
portions of the protected software 2p are abided by, said modified portions
of the protected software 2p work nominally, so that said protected
software 2p works nominally,   28  and if at least one feature of execution
of a portion of protected software 2p is not abided by, the data processing
system 3 is informed of it and/or the functioning of the portion of the
protected software 2p is modified, so that the functioning of the protected
software 2p is modified. The monitoring of different features of execution
can be considered, like for instance the monitoring of the presence of
instructions including a marker or the monitoring of the execution chaining
for at least one part of the instructions. For the implementation of the
principle of protection by detection and coercion using as feature of
execution to abide by, the monitoring of the execution chaining for at
least one part of the instructions, are defined:  an instructions set,
whose instructions are liable to be executed in the unit 6,  a set of
instructions commands for said instructions set, said instructions commands
are liable to be executed in the data processing system 3. The execution of
each of said instructions commands in the data processing system 3 triggers
in the unit 6, the execution of the corresponding instruction,  detection
means 17 enabling to detect that the chaining of the instructions does not
correspond to the expected one,  and coercion means 18 enabling to inform
the data processing system 3 and/or to modify the execution of a software
when the chaining of the instructions does not correspond to the expected
one. Are also constructed exploitation means enabling the unit 6 to also
execute the instructions of the instructions set, the execution of said
instructions being triggered by the execution in the data processing system
3 of the instructions commands. Is also chosen, in the source of the
vulnerable software 2vs, at least one algorithmic processing which must be
remoted in the unit 6 and for which the chaining of at least one part of
the instructions is to be monitored. The source of the vulnerable software
2vs is then modified, so as to obtain the source of the vulnerable software
2ps, this modification being such that, during the execution of the
protected software 2p:  the second execution part 2peu executes at least
the functionality of the 



29 chosen algorithmic processing,  the chosen algorithmic processing is
split into instructions,  the chaining by which at least some of the
instructions must abide during their execution in the unit 6 is specified,
and the first execution part 2pes of the protected software 2p executes
instructions commands which trigger the execution of the instructions in
the unit 6. During the execution of the protected software 2p, protected by
this principle, in the presence of the unit 6:  as long as the chaining of
the instructions of all the modified portions of the protected software 2p,
executed in the unit 6 corresponds to the expected one, said modified
portions of the protected software 2p work nominally, so that said
protected software 2p works nominally,  and if the chaining of the
instructions of a portion of the protected software 2p executed in the unit
6 does not correspond to the expected one, the data processing system 3 is
informed of it and/or the functioning of the portion of protected software
2p is modified, so that the functioning of the protected software 2p is
modified. Figure 71 illustrates an example of implementation of the
principle of protection by detection and coercion using, as feature of
execution to abide by the monitoring of the execution chaining of a at
least one part of the instructions, in the case where the expected chaining
is abided by. The first execution part 2pes of the protected software 2p,
executed in the data processing system 3, executes instructions commands Ch
triggering, in the unit 6 the execution of the instructions i~ belonging to
the instructions set. In said instructions set, at least some of the
instructions each include a part defining the functionality of the
instruction and a part enabling to verify the expected chaining for the
execution of the instructions. In this example, the instructions commands
CI, are represented by TRIG(ii) and the expected chaining for the execution
of the instructions is i", i"+i and i"+i. The execution in the unit 6, of
the instruction i" gives the result a and the execution of the instruction
i"+i gives the result b. The instruction i"+z uses as   30 operand, the
results a and b of the instructions i" and i"+~ and its execution gives the
result c. Taking into account that said chaining of the instructions
executed in the unit 6 corresponds to the expected one, it results in a
normal or nominal functioning of the protected software 2p. Figure 72
illustrates an example of implementation of the principle of protection by
detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the
instructions, in the case where the expected chaining is not abided by.
According to this example, the expected chaining for the execution of the
instructions is still i", i"+i and i"+z. However, the execution chaining is
modified by the replacement of the instruction i" with the instruction i'",
so that the chaining actually executed is i'", i"+i and In+2 The execution
of the instruction i'" gives the result a, i.e. the same result that the
execution of the instruction i". However, at the latest during the
execution of the instruction i"+z~ the detection means 17 detect that the
instruction i'" does not correspond to the expected instruction to generate
the result a used as operand of the instruction i"+z. The detection means
17 inform of it the coercion means 18 which modify accordingly, the
functioning of the instruction In+2s so that the execution of the
instruction io+z gives the result c' which can be different than c.
Naturally, if the execution of the instruction i'a gives a result a'
different from the result a of the instruction i", it is clear that the
result of the instruction i"+z c~ also be different from c. Inasmuch as the
execution chaining of the instructions executed in the unit 6 does not
correspond to the expected one, a modification of the functioning of the
protected software 2p can therefore be obtained. Figures 73 and 74
illustrates a preferred variant embodiment of the principle of protection
by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the
instructions. According to this preferred variant, is defined an
instructions set whose at least some instructions work with registers and
use at least one operand with the intention of returning a result.   31 As
illustrated in figure 73, are defined for at least some of the instructions
working with registers, a part PF defining the functionality of the
instruction and a part PE defining the expected chaining for the execution
of the instructions. The part PF corresponds to the operation code known by
the Man of art. The part PE defining the expected chaining, includes bits
fields corresponding to:  an identification field of the instruction CII,
and for each operand k of the instruction, with k varying from 1 to K, and
K number of operands of the instruction: - a flag field CDw indicating
whether or not it is appropriate to verify the origin of the operand k, -
and an expected identification field CIPk of the operand, indicating the
expected identity of the instruction which has generated the contents of 



the operand k. As illustrated in figure 74, the instructions set includes V
registers belonging to the processing means 16, each register being named
R,,, with v varying from 1 to V. For each register R~, are defined two
fields, namely:  a functional field CF,., known by the Man of art and
enabling to store the result of the execution of the instructions,  and a
generated identification field CIG,, enabling to memorize the identity of
the instruction which has generated the contents of the functional field
CF,,. Said generated identification field CIG,, is automatically updated
with the contents of the identification field of the instruction CII which
has generated the functional field CF,,. Said generated identification
field CIG" is neither accessible, nor modifiable by any of the instructions
and is solely used for the detection means 17. During the execution of an
instruction, the detection means 17 carry out for each operand k the
following operations:  the flag field CDk is read,  if the flag field CDk
imposes it, the expected identification field CIPk and the generated
identification field CIG~ corresponding to the register used by the operand
k are both read,   32  the equality of the two fields CIPk and CIG,, is
checked,  and if the equality is false, the detection means 17 consider
that the execution chaining of the instructions is not abided by. The
coercion means 18 enable to modify the result of the instructions when the
detection means 17 has informed them of an instructions chaining not abided
by. A preferred embodiment is carried out by modifying the functional part
PF of the instruction currently executed or the functional part PF of
subsequent instructions. According to another advantageous characteristic
of the invention, the protection process aims at implementing a principle
of protection called by  variable  a description of which is carried out in
relation to figures 40 to 43. For the implementation of the principle of
protection by variable, is chosen in the source of the vulnerable software
2vs at least one variable which, during the execution of the vulnerable
software 2v, partially defines its state. By state of a software, must be
understood the set of pieces of information, at a given moment, necessary
to the complete execution of said software, so much so that the absence of
such a chosen variable prejudices the complete execution of said software.
Is also chosen at least one portion of the source of the vulnerable
software 2vs containing at least one chosen variable. At least one chosen
portion of the source of the vulnerable software 2vs is then modified, so
as to obtain the source of the protected software 2ps. This modification is
such that during the execution of the protected software 2p, at least one
portion of the first execution part 2pes which is executed in the data
processing system 3, takes into account that at least one chosen variable
or at least one copy of chosen variable resides in the unit 6. Figure 40
illustrates an example of execution of a vulnerable software 2v. In this
example, during the execution of the vulnerable software 2v in the data
processing system 3, appear:  at time instant t~, the assignment of the
data X to the variable Vl, represented by VlE- X,  at time instant t2, the
assignment of the value of the variable Vl to the variable Y, represented
by Y E-- Vl,   33 



and at time instant t3, the assignment of the value of the variable V1 to
the variable Z, represented by Z ~- Vl. Figure 41 illustrates an example of
a first form of implementation of the invention for which the variable
resides in the unit 6. In this example, during the execution in the data
processing system 3 of the first execution part 2pes of the protected
software 2p, and in presence of the unit 6, appear:  at time instant tl,
the execution of a transfer command triggering the transfer of the data X
from the data processing system 3 to the variable v1 located in the
memorization means 15 of the unit 6, said transfer command being
represented by OUT(vl, X) and corresponding in the end to the assignment of
the data X to the variable vl,  at time instant t2, the execution of a
transfer command triggering the transfer of the value of the variable vl
residing in the unit 6 to the data processing system 3 so as to assign it
to the variable Y, said transfer command being represented by IN(vl) and
corresponding in the end to the assignment of the value of the variable vl
to the variable Y, and at time instant t3, the execution of a transfer
command triggering the transfer of the value of the variable vl residing in
the unit 6 to the data processing system 3 so as to assign it to the
variable Z, said transfer command being represented by IN(vl) and
corresponding in the end to the assignment of the value of the variable vl
to the variable Z. It should be observed that during the execution of the
protected software 2p, at least one variable resides in the unit 6. Thus,
when a portion of the first execution part 2pes of the protected software
2p imposes it, and in the presence of the unit 6, the value of said
variable residing in the unit 6 is transferred to the data processing
system 3 to be used by the first execution part 2pes of the protected
software 2p, so much so that said portion is executed correctly and that,
consequently, the protected software 2p is completely functional. Figure 42
illustrates an example of a second form of implementation of the invention
for which a copy of the variable resides in the unit 6. In this example,
during the execution in the data processing system 3 of the first execution
part 2pes   34 of the protected software 2p, and in the presence of the
unit 6, appear:  at time instant tl, the assignment of the data X to the
variable V~ located in the data processing system 3, as well as the
execution of a transfer command triggering the transfer of the data X from
the data processing system 3 to the variable vl located in the memorization
means 15 of the unit 6, said transfer command being represented by OUT(vl,
X),  at time instant t2, the assignment of the value of the variable Vl to
the variable Y,  and at time instant t3, the execution of a transfer
command triggering the transfer of the value of the variable vl residing in
the unit 6 to the data processing system 3 so as to affect it to the
variable Z, said transfer command being represented by IN(vl). It should be
observed that during the execution of the protected software 2p, at least
one copy of a variable resides in the unit 6. Thus, when a portion of the
first execution part 2pes of the protected software 2p, imposes it, and in
the presence of the unit 6, the value of said copy of variable residing in
the unit 6 is transferred to the data processing system 3 to be used by the
first execution part 2pes of the protected software 2p, so much so that
said portion is executed correctly and that, consequently, the protected
software 2p is completely functional. Figure 43 illustrates an example of
attempt of execution of the protected software 2p, when the unit 6 is
missing. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p:  at
time instant tl, the execution of the transfer command OUT(vl, X) cannot
trigger the transfer of the data X to the variable vl, taking into account
the absence of the unit 6,  at time instant t2, the execution of the
transfer command IN(vl) cannot trigger the transfer of the value of the
variable vl to the data processing system 3, taking into account the
absence of the unit 6,  and at time instant t3, the execution of the
transfer command IN(vl) cannot trigger the transfer of the value of the
variable vl to the data processing system 3, taking into account the
absence of the unit 6.   35 It therefore appears that in the absence of the
unit 6, at least one request by a portion of the first execution part 2pes
to use a variable or a copy of variable residing in the unit 6, cannot be
fulfilled correctly, so that at least said portion is not executed
correctly and that, consequently, the protected software 2p is not
completely functional. It should be observed that the data transfers
between the data processing system 3 and the unit 6 illustrated in the
previous examples use only simple assignments but that the Man of art will
know how to combine them with other operations to obtain complex operations
such as for instance OUT(vl, 2 * X + 3) or Z E- (5 * vl + v2). According to
another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection, called by  renaming
a description of which is carried out in relation to figures 80 to 85. For
the implementation of the principle of protection by renaming, are defined:
a set of dependent functions, whose dependent functions are liable to be
executed, by means of the second execution part 2peu, in the unit 6, and
possibly to transfer data between the data processing system 3 and the unit
6, said set of dependent functions can be finite or infinite,  a set of
triggering commands for said dependent functions, said triggering commands
being liable to be executed in the data processing system 3 and to trigger
in the unit 6, the execution of corresponding dependent functions,  for
each triggering command, an order corresponding at least in part to the
information transmitted by the first execution part 2pes, to the second
execution part 2peu, so as to trigger the execution of the corresponding
dependent function, said order having the form of at least one argument of
the triggering command,  a method of renaming of the orders designed to be
used during the modification of the vulnerable software 2v, such a method
enabling to rename the orders so as to obtain triggering commands with
renamed orders enabling to conceal the identity of the corresponding
dependent functions,  and restoring means 20 designed to be used in the
unit 6 during the usage phase and enabling to restore the initial order,
from the renamed order, so as 



36 to restore the dependent function to execute. For the implementation of
the principle of protection by renaming, are also constructed exploitation
means enabling to transform a blank unit 60 into a unit 6 implementing at
least the restoring means 20. For the implementation of the principle of
protection by renaming, are also chosen, in the source of the vulnerable
software 2vs:  at least one algorithmic processing using at least one
operand and returning at least one result,  and at least one portion of the
source of the vulnerable software 2vs, containing at least one chosen
algorithmic processing. The source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This
modification is such that, among others:  during the execution of the
protected software 2p, at least one portion of the first execution part
2pes, which is executed in the data processing system 3, takes into account
that the functionality of at least one chosen algorithmic processing is
executed in the unit 6,  during the execution of the protected software 2p,
the second execution part 2peu, which is executed in the unit 6, executes
at least the functionality of at least one chosen algorithmic processing,
each chosen algorithmic processing is split so that during the execution of
the protected software 2p, each chosen algorithmic processing is executed,
by means of the second execution part 2peu, using dependent functions.
Preferably, each chosen algorithmic processing is split into dependent
functions fd" (with n varying from 1 to 1~, namely: - possibly one or
several dependent functions enabling the placing of one or several operands
at the unit 6's disposal, - dependent functions, some of which use the
operands) and execute in combination the functionality of the chosen
algorithmic processing, using said operand(s), - and possibly, one or
several dependent functions enabling the placing by the unit 6, at the data
processing system 3's disposal of the result of   37 the chosen algorithmic
processing,  during the execution of the protected software 2p, the second
execution part 2peu executes the dependent functions fd",  during the
execution of the protected software 2p, the dependent functions are
triggered by triggering commands with renamed orders, 



and a sequence of the triggering commands is chosen among the set of
sequences allowing the execution of the protected software 2p. The first
execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes triggering commands with renamed orders
transferring renamed orders to the unit 6, and triggering in the unit 6 the
restoring by means of the restoring means 20, of the orders, and then the
execution by means of the second execution part 2peu, of each of the
previously defined dependent functions fd". In other words, the principle
of protection by renaming is carried out by renaming the orders of the
triggering commands, so as to obtain triggering commands with renamed
orders whose execution in the data processing system 3, triggers in the
unit 6, the execution of the dependent functions which would have been
triggered by the triggering commands with not-renamed orders, without
however the examination of the protected software 2p enabling to determine
the identity of the executed dependent functions. Figure 80 illustrates an
example of execution of a vulnerable software 2v. In this example, appears
during the execution of the vulnerable software 2v in the data processing
system 3, at a certain time instant, the calculation of Z E-. F(X, Y)
corresponding to the assignment to a variable Z of the result of an
algorithmic processing represented by a function F and using the operands X
and Y. Figures 81 and 82 illustrate an example of implementation of the
invention. Figure 81 illustrates the partial implementation of the
invention. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and
in the presence of the unit 6, appear:  at time instants tl, t2, the
execution of the triggering commands CDI, CD2 triggering in the unit 6, the
execution by means of the second execution part 2peu, of the corresponding
dependent functions fdl, fd2 which provide the   38 transfer of data X, Y
from the data processing system 3 to the memorization zones respectively x,
y located in the memorization means 15 of the unit 6, said triggering
commands CDI) CDz being represented respectively by OUT(x, X), OUT(y, Y),
at time instants t3 to tN_l, the execution of the triggering commands CD3
to CDN_l, triggering in the unit 6, the execution by means of the second
execution part 2peu, of the corresponding dependent functions fd3 to fdN_i,
said triggering commands CD3 to CDN_1 being represented respectively, by
TRIG(fd3) to TRIG(fdN_1). The series of dependent functions fd3 to fdN_1
executed in combination is algorithmically equivalent to the function F.
More precisely, the execution of said triggering commands leads to the
execution in the unit .6, of the dependent functions fd3 to fdN_1 which use
the contents of the memorization zones x, y and return the result in a
memorization zone z of the unit 6,  and at time instant tN, the execution
of a triggering command CDN triggering in the unit 6, the execution by
means of the second execution part 2peu, of the dependent function fdN
providing the transfer of the result of the algorithmic processing
contained in the memorization zone z of the unit 6 to the data processing
system 3, so as to assign it to the variable Z, said command being
represented by IN(z). In this example, to completely implement the
invention, are chosen as orders, the first argument of the triggering
commands OUT and the argument of the triggering commands TRIG and IN. The
orders chosen in this way are renamed using the method of renaming of the
orders. In this manner, the orders of the triggering commands CDl to CDN
i.e. x, y, fd3, fdN_l, z are renamed so as to obtain respectively R(x),
R(y), R(fd3)..., R(fdN_1), R(z). Figure 82 illustrates the complete
implementation of the invention. In this example, during the execution in
the data processing system 3, of the first execution part 2pes of the
protected software 2p, and in the presence of the unit 6, appear:  at time
instants tl, t2, the execution of the triggering commands with renamed
orders CDCRI, CDCRz, transferring to the unit 6, the renamed   39 orders
R(x), R(y) as well as the data X, Y triggering in the unit 6 the restoring
by means of the restoring means 20, of the renamed orders to restore the
orders i.e. the identity of the memorization zones x, y, and then the
execution by means of the second execution part 2peu, of the corresponding
dependent functions fdl, fdZ which provide the transfer of the data X, Y
from the data processing system 3 to the memorization zones respectively x,
y located in the memorization means 15 of the unit 6, said triggering
commands with renamed orders CDCRI, CDCRZ being represented respectively by
OUT (R(x), X), OUT (R(y), Y),  at time instants t3 to tN_l, the execution
of the triggering commands with renamed orders CDCR3 to CDCRN_l,
transferring to the unit 6, the renamed orders R(fd3) to R(fdN_1),
triggering in the unit 6 the restoring by means of the restoring means 20,
of the orders, i.e. fd3 to fdN_l, and then the execution by means of the
second execution part 2peu, of the dependent functions fd3 to fdN_I, said
triggering commands with renamed orders CDCR3 to CDCRN_1 being represented
respectively by TRIG (R(fd3)) to TRIG (R(fdN_1)),  and at time instant tN,
the execution of the triggering command with renamed order CDCRN
transferring to the unit 6, the renamed order R(z) triggering in the unit 6
the restoring by means of restoring means 20, of the order i.e. the
identity of the memorization zone z, and then the execution by means of the
second execution part 2peu, of the dependent function fdN providing the
transfer of the result of the algorithmic processing contained in the
memorization zone z of the unit 6 to the data processing system 3, so as to
assign it to the variable Z, said triggering command with renamed order
CDCRN being represented by IN (R(z)). 



In the illustrated example, the triggering commands with renamed orders 1
to N are executed successively. It should be observed that two improvements
can be effected:  The first improvement concerns the case where several
algorithmic processings are remoted to the unit 6 and at least the result
of one   40 algorithmic processing is used by another algorithmic
processing. In this case, some triggering commands with renamed orders used
for the transfer, can possibly be removed.  The second improvement aims at
opting for a pertinent sequence of the triggering commands with renamed
orders among the set of sequences allowing the execution of the protected
software 2p. In this respect, it is preferable to choose a sequence of the
triggering commands with renamed orders which dissociate temporally the
execution of the dependent functions, by intercalating, between them
portions of code executed in the data processing system 3 and including or
not triggering commands with renamed orders used of the determination of
other data. Figures 83 and 84 illustrate the principle of such an
embodiment. Figure 83 shows an example of execution of a vulnerable
software 2v. In this example, appears, during the execution of the
vulnerable software 2v, in the data processing system 3, the execution of
two algorithmic processings leading to the determination of Z and Z', such
as Z E- F (X, Y) and Z' E- F' (X', Y'). Figure 84 illustrates an example of
implementation of the process according to the invention for which the two
algorithmic proccesings chosen in figure 83 are remoted to the unit 6.
According to such an example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and
in the presence of the unit 6, appear, as explained above, the execution of
the triggering commands with renamed orders CDCRI to CDCRN corresponding to
the determination of Z and the execution of the triggering commands with
renamed orders CDCR'1 to CDCR'M corresponding to the determination of Z'.
As illustrated, the triggering commands with renamed orders CDCRI to CDCRN
are not executed consecutively, inasmuch as the triggering commands with
renamed orders CDCR' 1 to CDCR'M as well as other portions of code are
intercalated. In the example, the following sequence is thus carried out:
CDCRI, portion of intercalated code, CDCR'1, CDCR2, portion of intercalated
code, CDCR'z, CDCR'3, portion of intercalated code, CDCR'4, CDCR3, CDCR4,
..., CDCRN, CDCR'M. It should be observed that, during the execution of a
portion of the first   41 execution part 2pes of the protected software 2p,
the triggering commands with renamed orders executed in the data processing
system 3, trigger in the unit 6 the restoring of the identity of the
corresponding dependent functions and then their execution. Thus, it
appears that in the presence of the unit 6, said portion is executed
correctly and that, consequently, the protected software 2p is completely
functional. Figure 85 illustrates an example of an attempt of execution of
the protected software 2p, when the unit 6 is missing. In this example,
during the execution in the data processing system 3 of the first execution
part 2pes of the protected software 2p, at every time instant, the
execution of a triggering command with renamed order can trigger neither
the restoring of the order nor the execution of the corresponding dependent
function, because of the absence of the unit 6. The value to assign to the
variable Z cannot therefore be determined correctly. It therefore appears,
that in the absence of the unit 6, at least one request by a portion of the
first execution part 2pes of the protected software 2p, to trigger the
restoring of an order and the execution of a dependent function in the unit
6 cannot be fulfilled correctly, so that at least said portion is not
executed correctly and that, consequently, the protected software 2p is not
completely functional. Thanks to this principle of protection by renaming,
the examination in the protected software 2p of the triggering commands
with renamed orders does not enable to determine the identity of the
dependent functions which have to be executed in the unit 6. It should be
observed that the renaming of the orders is carried out during the
modification of the vulnerable 2v to a protected software 2p. According to
a variant of the principle of protection by renaming, is defined for at
least one dependent function, a family of dependent functions
algorithmically equivalent but triggered by different triggering commands
with renamed orders. According to this variant, for at least one
algorithmic processing using dependent functions, said algorithmic
processing is split into dependent functions which for at least one of them
is replaced with a dependent function of the same family instead of keeping
several occurrences of the same dependent function. To this end, triggering
commands with renamed orders are modified to take into account the
replacement of dependent functions with dependent functions of the same
family. In other words,   42 two dependent functions of the same family
have different orders and consequently different triggering commands with
renamed orders and, it is not possible, by examining the protected software
2p, to discover that the dependent functions called are algorithmically
equivalent. According to a first preferred embodiment of the variant of the
principle of protection by renaming, is defined for at least one dependent
function, a family of algorithmically equivalent dependent functions, by
concatenating a noise field to the information defining the functional part
of the dependent function to execute in the unit 6. According to a second
preferred embodiment of the variant of the principle of protection by
renaming, is defined for at least one dependent function, a family of
algorithmically equivalent dependent functions by using identification
fields. According to a preferred variant embodiment of the principle of
protection by renaming, is defined as method of renaming of the orders a
ciphering method enabling to cipher the orders to transform them into
renamed orders. Remember that the renaming of the orders is carried out
during the phase of protection P. For this preferred variant, the restoring
means 20 are means implementing a deciphering method enabling to decipher
the renamed orders and thus to restore the identity of the dependent
functions to execute in the unit 6. Said restoring means are implemented in
the unit 6 and can be of software or hardware nature. Said restoring means
20 are appealed to during the usage phase U each time a triggering command
with renamed order is executed in the data processing system 3 with the
intention of triggering in the unit 6, the execution of a dependent
function. According to another advantageous characteristic of the
invention, the protection process aims at implementing a principle of
protection called by  conditional branch  a description of which is carried
out in relation to figures 90 to 92. For the implementation of the
principle of protection by conditional branch, is chosen in the source of
the vulnerable software 2vs, at least one conditional branch BC. Is also
chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen conditional branch BC. At least one chosen
portion of the source of the vulnerable software 2vs is then   43 modified,
so as to obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected software 2p, among
others: 



at least one portion of the first execution part 2pes, which is executed in
the data processing system 3, takes into account that the functionality of
at least one chosen conditional branch BC is executed in the unit 6,  and
the second execution part 2peu, which is executed in the unit 6, executes
at least the functionality of at least one chosen conditional branch BC and
puts at the data processing system 3's disposal, a piece of information
enabling the first execution part 2pes, to carry on its execution at the
chosen spot. The first execution part 2pes of the protected software 2p,
executed in the data processing system 3, executes conditional branches
commands, triggering in the unit 6, the execution by means of the second
execution part 2peu, of remoted conditional branches be whose functionality
is equivalent to the functionality of the chosen conditional branches BC.
Figure 90 illustrates an example of execution of a vulnerable software 2v.
In this example, appears, during the execution of the vulnerable software
2v in the data processing system 3 at a certain time instant, a conditional
branch BC indicating to the vulnerable software 2v the spot where to carry
on its execution, i.e. one of the three possible spots Bl, Bz or B3. It
must be understood that the conditional branch BC takes the decision to
carry on the execution of the software at spot Bl, B2 or B3. Figure 91
illustrates an example of implementation of the invention for which the
conditional branch chosen to be remoted to the unit 6, corresponds to the
conditional branch BC. In this example, during the execution in the data
processing system 3 of the first execution part 2pes of the protected
software 2p and in the presence of the unit 6, appear:  at time instant tl,
the execution of the conditional branch command CBC1 triggering in the unit
6, the execution by means of the second execution part 2peu, of the remoted
conditional branch be algorithmically equivalent to the conditional branch
BC, said conditional branch command CBCI being represented by TRIG(bc),
44  and at time instant t2, the transfer from the unit 6 to the data
processing system 3, of the information enabling the first execution part
2pes, to carry on its execution at the chosen spot, i.e. the spot Bl, BZ or
B3. It should be observed that during the execution of a portion of the
first execution part 2pes of the protected software 2p, the conditional
branches commands executed in the data processing system 3 trigger the
execution of. the corresponding remoted conditional branches in the unit 6.
Thus, it appears, that in the presence of the unit 6, said portion is
executed correctly and that, consequently, the protected software 2p is
completely functional. Figure 92 illustrates an example of an attempt of
execution of the protected software 2p, when the unit 6 is missing. In this
example, during the execution in the data processing system 3 of the first
execution part 2pes of the protected software 2p:  at time instant tl, the
execution of the conditional branch command CBCI, cannot trigger the
execution of the remoted conditional branch bc, taking into account the
absence of the unit 6,  and at time instant t2, the transfer of the piece
of information enabling the first execution part 2pes to carry on at the
chosen spot fails taking into account the absence of the unit 6. It
therefore appears that in the absence of the unit 6, at least one request
by a portion of the first execution part 2pes to trigger the execution of a
remoted conditional branch in the unit 6, cannot be fulfilled correctly, so
that at least said portion is not executed correctly and that,
consequently, the protected software 2p is not completely functional. In
the previous description in relation to figures 90 to 92, the subject of
the invention aims at remoting in the unit 6, a conditional branch.
Naturally, a preferred embodiment of the invention can be carried out by
remoting in the unit 6, a series of conditional branches whose overall
functionality is equivalent to all the functionalities of the conditional
branches which have been remoted. The execution of the overall
functionality of said series of remoted conditional branches leads to the
placing at the data processing system 3's disposal of a piece of
information enabling the first execution part 2pes of the protected
software 2p to carry on its execution at   45 the chosen spot. In the
previous description in relation to figures 40 to 92, four different
principles of software protection have been made explicit generally
speaking independently of one another. The protection process in accordance
with the invention, is implemented by using the principle of protection by
detection and coercion, possibly combined with one or several other
principles of protection. 1n the case where the principle of protection by
detection and coercion is complemented by the implementation of at least
another principle of protection, the principle of protection by detection
and coercion is advantageously complemented by the principle of protection
by variable and/or the principle of protection by renaming and/or the
principle of protection by conditional branch. And when the principle of
protection by renaming is also implemented, it can be complemented in its
turn by the principle of protection by conditional branch. According to the
preferred variant embodiment, the principle of protection by detection and
coercion is complemented by the principle of protection by variable and by
the principle of protection by renaming, complemented by the principle of
protection by conditional branch. In the case where a principle of
protection is applied, in complement to the principle of protection by
detection and coercion, its previously carried out description must
include, to take into account its combined implementation, the following
modifications:  the notion of vulnerable software must be understood as
software vulnerable towards the principle of protection being described.
Thus, in the case where a principle of protection has already been applied
to the vulnerable software, the expression "vulnerable software" must be
interpreted by the reader as the expression "software protected by the
principles) of protection already applied";  the notion of protected
software must be understood as software protected towards the principle of
protection being described. Thus, in the case where a principle of
protection has already been applied, the expression "protected software"
must be interpreted by the reader as the expression "new version   



46 of the protected software"; and the choices) made for the implementation
of the principle of protection being described must take into account the
choices) made for the implementation of the principles) of protection
already applied. The rest of the description enables to have a better
understanding of the implementation of the protection process in accordance
with the invention. This protection process according to the invention is
composed, as shown more precisely in figure 100: first, of a protection
phase P during which a vulnerable software 2v is modified to become a
protected software 2p,  then, of a usage phase U during which the protected
software 2p is used. During this usage phase U: - in the presence of the
unit 6 and each time a portion of the first execution part 2pes executed in
the data processing system 3 imposes it, an imposed functionality is
executed in the unit 6, so that said portion is executed correctly and
that, consequently, the protected software 2p is completely functional, -
in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion
is not executed correctly and that consequently, the protected software 2p
is not completely functional, and possibly of a phase of refilling R during
which is credited at least one additional usage of a functionality
protected by the implementation of the second preferred variant embodiment
of the principle of protection by detection and coercion using as
characteristic, a variable of measurement. The protection phase P can be
split into two protection sub-phases Pl and P2. The first one, called prior
protection sub-phase Pl, takes place independently of the vulnerable
software 2v to protect. The second one, called subsequent protection
subphase P2 is dependent of the vulnerable software 2v to protect. It
should be observed that the prior protection sub-phase Pl and the
subsequent protection sub-phase P2 can   47 be carried out advantageously
by two different persons or, two different teams. For instance, the prior
protection sub-phase Pl can be carried out by a person or a. company
providing the development of software protection systems, while the
subsequent protection sub-phase PZ can be carried out by a person or a
company providing the development of software requiring to be protected.
Naturally, it is clear that the prior protection sub-phase Pl and the
subsequent protection sub-phase PZ can also be carried out by the same
person or team. The prior protection sub-phase Pi is composed of several
stages S11, ..., Slt for each of which various tasks or jobs are to be
carried out. The first stage of this prior protection sub-phase Pl is
called "definitions stage S11". During this definitions stage S11:  are
chosen: - the type of the unit 6. As an illustrative example, can be chosen
as unit 6, a chip card reader 8 and the chip card 7 associated to the
reader, - and the transfer means 12, 13 designed to be implemented
respectively in the data processing system 3 and in the unit 6, during the
usage phase U and capable of providing the transfer of data between the
data processing system 3 and the unit 6,  are defined: - at least one
software execution characteristic, liable to be monitored at least in part
in a unit 6, 



- at least one criterion to abide by for at least one software execution
characteristic, - detection means 17 to implement in a unit 6 and enabling
to detect that at least one software execution characteristic does not
abide by at least one associated criterion, - and coercion means 18 to
implement in a unit 6 and enabling to inform the data processing system 3
and/or modify the execution of a software when at least one criterion is
not abided by,  and in the case where the protection process according to
the invention implements the principle of protection by detection and
coercion using as   48 characteristic a variable of measurement of the
software execution, are also defined: - as software execution
characteristic liable to be monitored, a variable of measurement of the
usage of a functionality of a software, - as criterion to abide by, at
least one threshold associated to each variable of measurement, - and
actualization means enabling to update at least one variable of
measurement, and in the case where the protection process according to the
invention also implements a first preferred variant embodiment of the
principle of protection by detection and coercion using as characteristic a
variable of measurement of the software execution, are also defined: - for
at least one variable of measurement, several associated thresholds, - and
different coercion means corresponding to each of said thresholds,  and in
the case where the protection process according to the invention implements
a second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic a variable of measurement of
the software execution, are also defined refilling means enabling to add at
least one additional usage to at least one software functionality monitored
by a variable of measurement,  and in the case where the protection process
according to the invention implements the principle of protection by
detection and coercion using as characteristic a profile of software usage,
are also defined: - as software execution characteristic liable to be
monitored, a profile of software usage, - and as criterion to abide by, at
least one feature of software execution,  and in the case where the
protection process according to the invention implements the principle of
protection by detection and coercion using as feature of execution to abide
by, the monitoring of the execution chaining, are also defined: - an
instructions set whose instructions are liable to be executed in the   49
unit 6, 



- a set of instructions commands for said instructions set, said
instructions commands being .liable to be executed in the data processing
system 3 and to trigger in the unit 6 the execution of the instructions, -
as profile of usage, the chaining of the instructions, - as feature of
execution, an expected chaining for the execution of the instructions, - as
detection means 17, means enabling to detect that the chaining of the
instructions does not correspond to the expected one, - and as coercion
means 18, means enabling to inform the data processing system 3 and/or to
modify the functioning of the portion of protected software 2p when the
chaining of the instructions does not correspond to the expected one,  and
in the case where the protection process according to the invention
implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature of execution to abide by, the
monitoring of the execution chaining, are also defined: - as instructions
set, an instructions set whose at least some instructions work with
registers and use at least one operand with the intention of returning a
result, - for at least same of the instructions working with registers: a
part PF defining the functionality of the instruction, and a part defining
the expected chaining for the execution of the instructions and including
bits fields corresponding to: 0 an identification field of the instruction
CII, 0 and for each operand of the instruction: * a flag field CDR, * and
an expected identification field CIPk of the operand, - for each register
belonging to the exploitation means and used by the instructions set, a
generated identification field CIG,, in which is   50 automatically
memorized the identification of the last instruction which has returned its
result in said register, - as detection means 17, means enabling, during
the execution of an instruction, for each operand, when the flag field CDk
imposes it, to check the equality of the generated identification field
CIG" corresponding to the register used by said operand, and the expected
identification field CIPk of the origin of said operand, - and as coercion
means 18, means enabling to modify the result of the instructions, if at
least one of the checked equalities is false.  and in the case where the
protection process according to the invention implements the principle of
protection by renaming, are also defined: - as a triggering command, an
instruction command, - as a dependent function, an instruction, - as an
order, at least one argument for a triggering command, corresponding at
least in part to the information transmitted by the data processing system
3 to the unit 6, so as to trigger the execution of the corresponding
dependent function,. - a method of renaming of the orders enabling to
rename the orders so as to obtain triggering commands with renamed orders,
- and restoring means 20 designed to be used in the unit 6 during the usage
phase U, and enabling to restore the dependent function to execute, from
the renamed order,  and in the case where the protection process according
to the invention implements a variant of the principle of protection by
renaming, is also defined for at least one dependent funtion, a family of
dependent functions algorithmically equivalent, but triggered by triggering
commands whose renamed orders are different,  and in the case where the
protection process according to the invention implements one of the
preferred embodiments of the variant of the principle of protection by
renaming, are also defined for at least one dependent function, a family of
algorithmically equivalent dependent functions:   S1 - by concatenating a
field of noise to the information defining the functional part of the
dependent function to execute in the unit 6, - or by using the
identification field of the instruction CII and the expected identification
fields CIPk of the operands. 



and in the case where the protection process according to the invention
implements a preferred variant of the principle of .protection by renaming,
are also defined: - as method of renaming of the orders, a ciphering method
to cipher the orders, - and as restoring means 20, means implementing a
deciphering method to decipher the renamed orders and thus restore the
identity of the dependent functions to execute in the unit 6. During the
prior protection sub-phase Pl, the definitions stage S11 is followed by a
stage called "construction stage S12". During such a stage S12, are
constructed the transfer means 12, 13 and the exploitation means
corresponding to the definitions of the definitions stage S11. During this
construction stage S12, are therefore carried out:  the construction of the
transfer means 12, 13 enabling, during the usage phase U, the transfer of
data between the data processing system 3 and the unit 6,  the
construction: - of the exploitation means enabling the unit 6, during the
usage phase U to also implement the detection means 17 and the coercion
means 18, - and possibly of the exploitation means enabling the unit 6,
during the usage phase U to also implement the actualization means, - and
possibly of the exploitation means enabling the unit 6, during the usage
phase U to also implement the refilling means, - and possibly of the
exploitation means also enabling the unit 6, during the usage phase U to
execute the instructions of the instructions set,  and when the principle
of protection by renaming is also implemented, the construction of the
exploitation means enabling the unit 6, during the usage   52 phase U to
also implement the restoring means. The construction of the exploitation
means is carried out classically, through a program development unit and
taking into account the definitions intervened in the definitions stages
S11. Such a unit is described in the rest of the description in figure 110.
During the prior protection sub-phase Pl, the construction stage S12 can be
followed by a stage called "pre-customization stage S13". During this
precustomization stage S13, at least a part of the transfer means 13 and/or
the exploitation means are uploaded to at least one blank unit 60, with the
intention of obtaining at least one pre-customized unit 66. It should be
observed that part of the exploitation means, once transferred to a
pre-customized unit 66, is no longer directly accessible outside said
pre-customized unit 66. The transfer of the exploitation means to a blank
unit 60 can be carried out through an adapted pre-customization unit, which
is described in the rest of the description in figure 120. In the case of a
precustomized unit 66, constituted by a chip card 7 and its reader 8, the
precustomization concerns only the chip card 7. 



During the prior protection sub-phase Pl, after the definitions stage S11
and, possibly after the construction stage Slz, a stage called "tools
making stage S14" can take place. During this tools making stage S14 are
made tools enabling to help generate protected software or automate the
protection of software. Such tools enable:  to help choose or to choose
automatically in the vulnerable software 2v to protect: - the execution
characteristics) to monitor and, possibly, the algorithmic processing(s)
liable to be split into instructions remotable in the unit 6, - the
portions) liable to be modified, - and when the principle of protection by
variable is also implemented, the variables) liable to be remoted in the
unit 6, - and when the principle of protection by renaming is also
implemented, the algorithmic processing(s) liable to be split into
dependent functions remotable in the unit 6 and for which the orders of the
triggering   53 commands can be renamed, - arid when the principle of
protection by conditional branch is also implemented, the conditional
branches) whose functionality is liable to be remoted in the unit 6,  and,
possibly, to help generate protected software or to automate the protection
of software. These different tools can be carried out independently or in
combination and each tool can have various forms, such as for instance
pre-processor, assembler, compiler, etc. The prior protection sub-phase Pl
is followed by a subsequent protection sub phase P2 which depends on the
vulnerable software 2v to protect. This subsequent protection sub-phase P2
is composed of several stages as well. The first stage corresponding to the
implementation of the principle of protection by detection and coercion is
called "creation stage S21". During this creation stage S21, the choices
made during the definition stage S11 are used. With the aid of said choices
and possibly of tools constructed during the tools making stage 514, the
protected software 2p is created:  by choosing at least one software
execution characteristic to monitor, among the software execution
characteristics liable to be monitored,  by choosing at least one criterion
to abide by for at least one chosen software execution characteristic,  by
choosing, at least one algorithmic processing which, during the execution
of the vulnerable software 2v, uses at least one operand and enables to
obtain at least one result, and for which at least one chosen software
execution characteristic, is to be monitored,  by choosing at least one
portion of the source of the vulnerable software 2vs containing, at least
one chosen algorithmic processing, 



by producing the source of the protected software 2ps from the source of
the vulnerable software 2vs, by modifying at least one chosen portion of
the source of the vulnerable software 2vs to obtain at least one modified
portion of the source of the protected software 2ps, this modification
being such   54 that: - during the execution of the protected software 2p a
first execution part 2pes is executed in the data processing system 3 and a
second execution part 2peu is executed in a unit 6, obtained from the blank
unit 60 after upload of information, - the second execution part 2peu
executes at least the functionality of at least one chosen algorithmic
processing, - and during the execution of the protected software 2p, at
least one chosen execution characteristic is monitored by means of the
second execution part 2peu and the fact that a criterion is not abided by
leads to a modification of the execution of the protected software 2p,  and
by producing: - a first object part 2pos of the protected software 2p, from
the source of the protected software 2ps, said first object part 2pos being
such that during the execution of the protected software 2p, appears a
first execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that at least one chosen
software execution characteristic is monitored, - and a second object part
2pou of the protected software 2p, containing the exploitation means
implementing the detection means 17 and the coercion means 18, said second
object part 2pou being such that, after upload to the blank unit 60 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which at least one chosen software
execution characteristic is monitored and by means of which the fact that a
criterion is not abided by leads to a modification of the execution of the
protected software 2p. Naturally, the principle of protection by detection
and coercion according to the invention can be applied directly during the
development of a new software without requiring the prior realization of a
vulnerable software 2v. In this way, a protected software 2p is obtained
directly.   55 For the implementation of the principle of protection by
detection and coercion using as characteristic a variable of measurement of
the software execution; the protected software 2p is modified:  by choosing
as software execution characteristic to monitor, at least one variable of
measurement of the usage of at least one functionality of a software,  by
choosing: 



- at least one functionality of the protected software 2p whose usage is
liable to be monitored using a variable of measurement, - at least one
variable of measurement used to quantify the usage of said functionality, -
at least one threshold associated to a chosen variable of measurement
corresponding to a limit of usage of said functionality, - and at least one
method of update of a chosen variable of measurement depending on the usage
of said functionality,  and by modifying at least one chosen portion of the
source of the protected software 2ps, this modification being such that,
during the execution of the protected software 2p, the variable of
measurement is actualized by means of the second execution part 2peu
depending on the usage of said functionality, and at least one threshold
crossing is taken into account. For the implementation of a first preferred
variant embodiment of the principle of protection by detection and coercion
using, as characteristic, a variable of measurement, the protected software
2p is modified:  by choosing in the source of the protected software 2ps,
at least one chosen variable of measurement to which must be associated
several thresholds corresponding to different limits of usage of the
functionality,  by choosing at least two thresholds associated to the
chosen variable of measurement,  and by modifying at least one chosen
portion of the source of the protected software 2ps, this modification
being such that, during the execution of the protected software 2p, the
crossings of the various thresholds are taken into   56 account
differently, by means of the second execution part 2peu. For the
implementation of a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic, a variable of
measurement, the protected software 2p is modified:  by choosing in the
source of the protected software 2ps, at least one chosen variable of
measurement enabling to limit the usage of a functionality and which must
be able to be credited with at least one additional usage,  and by
modifying at least one chosen portion, this modification being such that
during a phase called of refilling, at least one additional usage of at
least one functionality corresponding to a chosen variable of measurement
can be credited. For the implementation of the principle of protection by
detection and coercion using as characteristic, a profile of software
usage, the protected software 2p is modified:  by choosing as software
execution characteristic to monitor at least one 



profile of software usage,  by choosing at least one feature of execution
by which at least one chosen profile of usage must abide,  and by modifying
at least one chosen portion of the source of the protected software 2ps,
this modification being such that, during the execution of the protected
software 2p, the second execution part 2peu abides by a11 the chosen
features of execution. For the implementation of the principle of
protection by detection and coercion using as feature of execution to abide
by, the monitoring of the execution chaining, the protected software 2p is
modified:  by modifying at least one chosen portion of the source of the
protected software 2ps, this modification being such that: - at least one
chosen algorithmic processing is split so that during the execution of the
protected software 2p, said algorithmic processing is executed by means of
the second execution part 2peu, using instructions,   57 - for at least one
chosen algorithmic processing, instructions commands are integrated to the
source of the protected software 2ps, so that during the execution of the
protected software 2p, each instruction command is executed- by the first
execution part 2pes and triggers in the. unit 6, the execution by means of
the second execution part 2peu, of an instruction, - a sequence of the
instructions commands is chosen among the set of sequences allowing the
execution of the protected software 2p, - and the chaining by which must
abide at least some of the instructions during their execution in the unit
6 is specified. During the subsequent protection sub-phase P2, and when at
least another principle of protection is applied in addition to the
principle of protection by detection and coercion, a "modification stage
S22" takes place. During this modification stage S22, are used the
definitions intervened in the definitions stage S11 Using said definitions
and possibly tools constructed during the tools making stage S14, the
protected software 2p is modified to allow the implementation of the
principles of protection according to one of the arrangements herebefore
defined. When the principle of protection by variable is implemented, the
protected software 2p is modified:  by choosing at least one variable used
in at least one chosen algorithmic processing, which during the execution
of the protected software 2p, partially defines the state of the protected
software 2p,  by modifying at least one chosen portion of the source of the
protected software 2ps, this modification being such that during the
execution of the protected software 2p, at least one chosen variable or at
least one copy of chosen variable resides in the unit 6,  and by producing:



- the first object part 2pos of the protected software 2p, said first
object part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes
also into account that at least one variable or at least one copy of   58
variable resides in the unit 6, - and the second object part 2pou of the
protected software 2p, said second object part 2pou being such that, after
upload to the unit 6 and during the execution of the protected software 2p,
appears the second execution part 2peu by means of which at least one
chosen variable, or at least one copy of chosen variable resides too in the
unit 6. When the principle of protection by renaming is implemented, the
protected software 2p is modified:  by choosing in the source of the
protected software 2ps, triggering commands,  by modifying at least one
chosen portion of the source of the protected software 2ps by renaming the
orders of the chosen triggering commands, so as to conceal the identity of
the corresponding dependent functions,  and by producing: - the first
object part 2pos of the protected software 2p, said first object part 2pos
being such that during the execution of the protected software 2p, the
triggering commands with renamed orders are executed, - and the second
object part 2pou of the protected software 2p containing the exploitation
means also implementing the restoring means 20, said second object part
2pou being such that, after upload to the unit 6 and during the execution
of the protected software 2p, the identity of the dependent functions whose
execution is triggered by the first execution part 2pes is restored by
means of the second execution part 2peu, and the dependent functions are
executed by means of the second execution part 2peu. For the implementation
of a variant of the principle of protection by renaming, the protected
software 2p is modified:  by choosing, in the source of the protected
software 2ps at least one triggering command with renamed order,  and by
modifying at least one chosen portion of the source of the protected   59
software 2ps by replacing at least the renamed order of one chosen
triggering command with renamed order, with another renamed order,
triggering a dependent function of the same family. 



When the principle of protection by conditional branch .is implemented, the
protected software 2p is modified:  by choosing, in the source of the
protected software 2ps, at least one conditional branch carried out in at
least one chosen algorithmic processing,  by modifying at least one chosen
portion of the source of the protected software 2ps, this modification
being such that during the execution of the protected software 2p, the
functionality of at least one chosen conditional branch is executed, by
means of the second execution part 2peu, in the unit 6,  and by producing:
- the first object part 2pos of the protected software 2p, said first
object part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch is
executed in the unit 6, - and the second object part 2pou of the protected
software 2p, said second object part 2pou being such that, after upload to
the unit 6 and during the execution of the protected software 2p, appears
the second execution part 2peu by means of which the functionality of at
least one chosen conditional branch is executed. For the implementation of
a preferred embodiment of the principle of protection by conditional
branch, the protected software 2p is modified:  by choosing, in the source
of the protected software 2ps, at least one series of chosen conditional
branches,  by modifying at least one chosen portion of the source of the
protected software 2ps, this modification being such that during the
execution of the protected software 2p, the overall functionality of at
least one chosen series of conditional branches is executed, by means of
the second execution part 2peu, in the unit 6,   60 and by producing: - the
first object part 2pos of the protected software 2p, said first object part
2pos being such that during the execution of the protected software 2p, the
functionality of at least one chosen series of conditional branches is
executed in the unit 6, - and the second object part 2pou of the protected
software 2p, said second object part 2pou being such that, after upload to
the unit 6 and during the execution of the protected software 2p, appears
the second execution part 2peu by means of which the overall functionality
of at least one chosen series of conditional branches is executed.
Naturally, the principles of protection according to the invention can be
applied directly during the development of a new software without requiring
the prior carrying out of intermediate protected pieces of software. In
this way, the creation stage S21 and the modification stage S 22 Can be
carried out concomitantly so as to obtain directly the protected software
2p. During the subsequent protection sub-phase P2, after the creation stage
SZl of the protected software 2p, and possibly after the modification stage
S22, a stage called "customization stage S23" takes place. During this
customization stage 523, the second object part 2pou containing the
exploitation means is uploaded to at least one blank unit 60, with the
intention of obtaining at least one unit 6, or a part of the second object
part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least
one unit 6. The uploading of this customization information enables to make
operational at least one unit 6. It should be observed that part of said
information, once transferred to a unit 6, is not directly accessible
outside said unit 6. The transfer of the customization information to a
blank unit 60 or a pre-customized unit 66 can be carried out through an
adapted customization unit which is described in the rest of the
description in figure 150. In the case of a unit 6, constituted by a chip
card 7 and its reader 8, the customization concerns only the chip card 7.
For the implementation of the protection phase P, various technical means
are described more precisely in relation to figures 110, 120,130,140 and
150.   61 



figure 110 illustrates an embodiment of a system 25 enabling to implement
the construction stage S12 which takes into account the definitions
intervened during the definitions stage S11 and during which are
constructed the transfer means 12, 13 and possibly, the exploitation means
intended for the unit 6. Such a system 25 includes a program development
unit or workstation which has classically the form of a computer comprising
a system unit, a screen, peripherals such as keyboard-mouse, and including,
among others, the following programs: file editors, assemblers,
preprocessors, compilers, interpretors, debuggers and link editors. Figure
120 illustrates an embodiment of a pre-customization unit 30 enabling to
upload at least in part the transfer means 13 and/or the exploitations
means to at least one blank unit 60 with the intention of obtaining a
pre-customized unit 66. Said precustomization unit 30 includes reading and
writing means 31 enabling to electrically pre-customize, a blank unit 60 so
as to obtain a pre-customized unit 66 to which the transfer means 13 and/or
the exploitations means have been uploaded. The precustomization unit 30
can also include physical customization means 32 of the blank unit 60 which
can for instance, have the form of a printer. In the case where the unit 6
is constituted by a chip card 7 and its reader 8, the pre-customization
generally concerns only the chip card 7. Figure 130 illustrates an
embodiment of a system 35 enabling to carry out the making of the tools
enabling to help generate protected software or to automate software
protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a
system unit, a screen, peripherals such as keyboard-mouse, and including,
among others, the following programs: file editors, assemblers,
pre-processors, compilers, interpretors, debuggers and link editors. Figure
Q40 illustrates an embodiment of a system 40 enabling to create directly a
protected software 2p or to modify a vulnerable software 2v with the
intention of obtaining a protected software 2p. Such a system 40 includes a
program development unit or workstation which has classically the form of a
computer comprising a system unit, a screen, peripherals such as
keyboard-mouse, and including, among others, the following programs: file
editors, assernblers, pre-processors, compilers, interpretors,   62
debuggers and link editors, as well as tools enabling to help generate
protected software or to automate software protection. Figure 150
illustrates an embodiment of a customization unit 45 enabling to upload the
second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object part
2pou to at least one pre-customized unit 66 with the intention of obtaining
at least one unit 6. Said customization unit 45 includes reading and
writing means 46 enabling to electrically customize, at least one blank
unit 60 or at least one pre-customized unit 66, so as to obtain at least
one unit 6. At the close of this customization, a unit 6 includes the
information necessary to the execution of the protected software 2p. The
customization unit 45 can also include physical customization means 47 for
at least one unit 6 which can for instance, have the form of a printer. In
the case where a unit 6 is constituted by a chip card 7 and its reader 8,
the customization generally concerns only the chip card 7. The protection
process according to the invention can be implemented with the following
improvements:  It can be planned to use jointly several processing and
memorizing units between which is divided out the second object part 2pou
of the protected software 2p so that their joint use enables to execute the
protected software 2p, the absence of at least one of said processing and
memorizing units preventing the usage of the protected software 2p.  In the
same way, after the pre-customization stage S13 and during customization
stage 523, the part of the second object part 2pou necessary to transform
the pre-customized unit 66 into a unit 6 can be contained in a processing
and memorizing unit used by the customization unit 45 so as to limit the
access to said part of the second object part 2pou. Naturally, said part of
the second object part 2pou can be divided out between several processing
and memorizing units so that said part of the second object part 2pou is
accessible only during the joint use of said processing and memorizing
units.   63 CLAIMS 1 - Process to protect, using at least one blank unit
(60) including at least memorization means (15) and processing means (16),
a vulnerable software (2v) against its unauthorized usage, said vulnerable
software (2v) working on a data processing system (3), said protection
process comprising: during a protection phase (P):  defining: - at least
one software execution characteristic, liable to be monitored at least in
part in a unit (6), - at least one criterion to abide by for at least one
software execution characteristic, - detection means (17) to implement in a
unit (6) and enabling to detect that at least one software execution
characteristic does not abide by at least one associated criterion, - and
coercion means (18) to implement in a unit (6) and enabling to inform the
data processing system (3) and/or modify the execution of a software when
at least one criterion is not abided by,  constructing exploitation means
enabling to transform the blank unit (60) into a unit (6) able to implement
the detection means (17) and the coercion 



means (18), creating a protected software (2p): - by choosing at least one
software execution characteristic to monitor, among the software execution
characteristics liable to be monitored, - by choosing at least one
criterion to abide by for at least one chosen software execution
characteristic, - by choosing, at least one algorithmic processing which,
during the execution of the vulnerable software (2v), uses at least one
operand and enables to obtain at least one result, and for which at least
one chosen software execution characteristic, is to be monitored, - by
choosing at least one portion of the source of the vulnerable   64 software
(2vs) containing, at least one chosen algorithmic processing, - by
producing the source of the protected software (2ps) from the source of the
vulnerable software (2vs), by modifying at least one chosen portion of the
source of the vulnerable software (2vs) to obtain at least one modified
portion of the source of the protected software (2ps), this modification
being such that: ~ during the execution of the protected software (2p) a
first execution part (2pes) is executed in the data processing system (3)
and a second execution part (2peu) is executed in a unit (6), obtained from
the blank unit (60) after upload of information, ~ the second execution
part (2peu) executes at least the functionality of at least one chosen
algorithmic processing, ~ and during the execution of the protected
software (2p), at least one chosen execution characteristic is monitored by
means of the second execution part (2peu) and the fact that a criterion is
not abided by leads to a modification of the execution of the protected
software (2p), - and by producing: a first object part (2pos) of the
protected software (2p), from the source of the protected software (2ps),
said first object part (2pos) being such that during the execution of the
protected software (2p), appears a first execution part (2pes) which is
executed in the data processing system (3) and whose at least a portion
takes into account that at least one chosen software execution
characteristic is monitored, and a second object part (2pou) of the
protected software (2p), containing the exploitation means implementing the
detection means (1~ and the coercion means (18), said second object part
(2pou) being such that, after upload to the blank unit (60) and during the
execution of the protected software (2p), appears the second execution part
(2peu) by means of which at least one   65 chosen software execution
characteristic is monitored and by means of which the fact that a criterion
is not abided by leads to a modification of the execution of the protected
software (2p),  and uploading the second object part (2pou) to the blank
unit (60), with the 



intention of obtaining the unit (6), -~ and during a usage phase (in during
which the protected software (2p) is . executed:  in the presence of the
unit (6): - and as long as all the criteria corresponding to a11 the
monitored execution characteristics of all the modified portions of the
protected software (2p) are abided by, enabling said portions of the
protected software (2p) to work nominally and consequently enabling the
protected software (2p) to work nominally, - and if at least one of the
criteria corresponding to a monitored execution characteristic of a portion
of the protected software (2p) is not abided by, informing the data
processing system (3) of it and/or modifying the functioning of the portion
of the protected software (2p), so that the functioning of the protected
software (2p) is modified,  and in the absence of the unit (6) in spite of
the request by a portion of the first execution part (2pes) to trigger the
execution in the unit (6) of the functionality of a chosen algorithmic
processing, in not being able to fulfill said request correctly, so that at
least said portion is not executed correctly and that, consequently, the
protected software (2p) is not completely functional. 2 - Process according
to claim 1, to limit usage of a protected software (2p), comprising: -~
during the protection phase (P):  defining: - as software execution
characteristic liable to be monitored, a variable of measurement of the
usage of a functionality of a software, - as criterion to abide by, at
least one threshold associated to each   66 variable of measurement, - and
actualization means enabling to update at least one variable of
measurement,  constructing the exploitation means enabling the unit (6) to
also implement the actualization means,  and modifying the protected
software (2p): - by choosing as software execution characteristic to
monitor, at least one variable of measurement of the usage of at least one
functionality of a software, - by choosing: ~ at least one functionality of
the protected software (2p) whose usage is liable to be rnonitored using a
variable of measurement, ~ at least one variable of measurement used to
quantify the usage of said functionality, ~ at least one threshold
associated to a chosen variable of measurement corresponding to a limit of
usage of said functionality, ~ and at least one method of update of a
chosen variable of measurement depending on the usage of said
functionality, - and by modifying at least one chosen portion of the source
of the protected. software (2ps), this modification being such that, during
the execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) depending on the
usage of said functionality, and at least one threshold crossing is taken
into account, ~ and during the usage phase (T.T), in the presence of the
unit (6) and in the case where at least one threshold crossing
corresponding to at least one limit of usage is detected, informing the
data processing system (3) of it and/or modifying the functioning of the
portion of the protected software (2p), so that the functioning of the
protected software (2p) is modified. 3 - Process according to claim 2,
comprising:   67 3 during the protection phase (P): 



defining: - for at least one variable of measurement, several associated
thresholds, - and different coercion means corresponding to each of said
thresholds,  and modifying the protected software (2p): - by choosing in
the source of the protected software (2ps), at least one chosen variable of
measurement to which must be associated several thresholds corresponding to
different limits of usage of the functionality, - by choosing at least two
thresholds associated to the chosen variable of measurement, - and by
modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that, during the execution of
the protected software (2p), the crossings of the various thresholds are
taken into account differently, ~ by means of the second execution part
(2peu), and during the usage phase (Ln:  in the presence of the unit (~: -
in the case where the crossing of a first threshold is detected, enjoining
the protected software (2p) not to use the corresponding functionality
anymore, - and in the case where the crossing of a second threshold is
detected, making ineffective the corresponding functionality and/or at
least one portion of the protected software (2p). 4 - Process according to
claim 2 or 3, comprising: during the protection phase (P):  defining
refilling means enabling to credit at least one software functionality
monitored by a variable of measurement with at least one additional usage,
constructing the exploitation means also allowing the unit (~ to implement
the refilling means,   68  and modifying the protected software (2p): - by
choosing in the source of the protected software (2ps), at least one'
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one
additional usage, - and by modifying at least one chosen portion, this
modification being such that during a phase called of refilling, at least
one additional usage of at least one functionality corresponding to a
chosen variable of measurement can be credited, ~ and during the phase of
refilling:  reactualizing at least one chosen variable of measurement
and/or at least one associated threshold, so as to allow at least one
additional usage of the functionality. 



5 - Process according to claim 1, comprising: ~ during the protection phase
(P):  defining: - as software execution characteristic liable to be
monitored, a profile of software usage, - and as criterion to abide by, at
least one feature of software execution,  and modifying the protected
software (2p): - by choosing as software execution characteristic to
monitor at least one profile of software usage, - by choosing at least one
feature of execution by which at least one chosen profile of usage must
abide, - and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part (2peu)
abides by all the chosen features of execution, and during the usage phase
(U) in the presence of the unit (~, and in the case where it is detected
that at least one feature of execution is not abided by, informing the data
processing system (3) of it and/or modifying the functioning   69 of the
portion of the protected software (2p), so that the functioning of the
protected software (2p) is modified. 6 - Process-according to claim 5,
comprising: ~ during the protection phase (P):  defining: - an instructions
set whose instructions are liable to be executed in the unit (6), - a set
of instructions commands for said instructions set, said instructions
commands being liable to be executed in the data processing system (3) and
to trigger in the unit (~ the execution of the instructions, - as profile
of usage, the chaining of the instructions, - as feature of execution, an
expected chaining for the execution of the instructions, - as detection
means (17), means enabling to detect that the chaining of the instructions
does not correspond to the expected one, - and as coercion means (18),
means enabling to inform the data processing system (3) and/or to modify
the functioning of the portion of protected software (2p) when the chaining
of the instructions does not correspond to the expected one,  constructing
the exploitation means also enabling the unit (G) to execute the
instructions of the instructions set, the execution of said instructions
being triggered by the execution in the data processing system (3), of the
instructions commands,  and modifying the protected software (2p): - by
modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that: 



at least one chosen algorithmic processing is split so that during the
execution of the protected software (2p), said algorithmic processing is
executed by means of the second execution part (2peu), using instructions,
~o ~ for at least one chosen algorithmic processing, instructions commands
are integrated to the source of the protected software (2ps), so that
during the execution of the protected software (2p), each instruction
command is executed by the first execution part (2pes) and triggers in the
unit (6), the execution by means of the second execution part (2peu), of an
instruction, ~ a sequence of the instructions commands is chosen among the
set of sequences allowing the execution of the protected software (2P)~ D
and the chaining by which must abide at least some of the instructions
during their execution in the unit (6) is specified, ~ and during the usage
phase (U) in the presence of the unit (6), in the case where it is detected
that the chaining of the instructions executed in the unit (~ does not
correspond to the expected one, informing the data processing system (3) of
it and/or modifying the functioning of the portion of the protected
software (2p), so that the functioning of the protected software (2p) is
modified. 7 - Process according to claim 6, comprising: ~ during the
protection phase (P):  defining: - as instructions set, an instructions set
whose at least some instructions work with registers and use at least one
operand with the intention of returning a result, - for at least some of
the instructions working with registers: > a part (PIE defining the
functionality of the instruction, v and a part defining the expected
chaining for the execution of the instructions and including bits fields
corresponding to: 0 an identification field of the instruction (CII), 0 and
for each operand of the instruction: * a flag field (CDR, * and an expected
identification field (CIP~ of the operand,   m - for each register
belonging to the exploitation means and used by the instructions set, a
generated identification field (CIG,,) in which is automatically memorized
the identification of the last instruction which has returned its
result-in. said register, - as detection means (17), means enabling, during
the execution of an instruction, for each operand, when the flag field
(CDk) imposes it, to check the equality of the generated identification
field (CIG~) corresponding to the register used by said operand, and the
expected identification field (CIP~ of the origin of said operand, - and as
coercion means (18), means enabling to modify the result of the
instructions, if at least one of the checked equalities is false. 8 -
Process according to one of the claims 1 to 7, comprising: -~ during the
protection phase (P):  modifying the protected software (2p): - by choosing
at least one variable used in at least one chosen algorithmic processing,
which during the execution of the protected software (2p), partially
defines the state of the protected software (2p), - by modifying at least
one chosen portion of the source of the protected software (2ps), this
modification being such that during the execution of the protected software
(2p), at least one chosen variable or at least 



one copy of chosen variable resides in the unit (~, - and by producing: the
first object part (2pos) of the protected software (2p), said first object
part (2pos) being such that during the execution of the protected software
(2p), at least one portion of the first execution part (2pes) takes also
into account that at least one variable or at least one copy of variable
resides in the unit (6), D and the second object part (2pou) of the
protected software (2p), said second object part (2pou) being such that,
after upload to the unit (6) and during the execution of the protected
software (2p), appears the second execution part (2peu) by means of which
at   72 least one chosen variable, or at least one copy of chosen variable
resides too in the unit (6), -~ and during the usage phase (il):  in the
presence of the unit (6) each time a portion of the first execution part
(2pes) imposes it, using a variable or a copy of variable residing in the
unit (6), so that said portion is executed correctly and that,
consequently, the . protected software (2p) is completely functional,  and
in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to use a variable or a copy of variable
residing in the unit (6), not being able to fulfill said request correctly,
so that at least said portion is not executed correctly and that,
consequently the protected software (2p) is not completely functional. 9 -
Process according to claim 6 comprising: -~ during the protection phase
(P):  defining: - as a triggering command, an instruction command, - as a
dependent function, an instruction, - as an order, at least one argument
for a triggering command, corresponding at least in part to the information
transmitted by the data processing system (3) to the unit (~, so as to
trigger the execution of the corresponding dependent function, - a method
of renaming of the orders enabling to rename the orders so as to obtain
triggering commands with renamed orders, - and restoring means (20)
designed to be used in the unit (~ during the usage phase (in, and enabling
to restore the dependent function to execute, from the renamed order,
constructing exploitation means enabling the unit (6) to also implement the
restoring means,  and modifying the protected software (2p): - by choosing
in the source of the protected software (2ps), triggering commands,   73 -
by modifying at least one chosen portion of the source of the protected
software (2ps) by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions, 



- and by producing: D the first object part (2pos) of the protected
software (2p), said first object part (2pos) being such that during the
execution of the protected software (2p), the triggering commands with
renamed orders are executed, ~ and the second object part (2pou) of the
protected software (2p) containing the exploitation means also implementing
the restoring means (20), said second object part (2pou) being such that,
after upload to the unit (6) and during the execution of the protected
software (2p), the identity of the dependent functions whose execution is
triggered by the first execution part (2pes) is restored by means of the
second execution part (2peu), and the dependent functions are executed by
means of the second execution part (2peu), -~ and during the usage phase
(Ln:  in the presence of the unit (6) and each time a triggering command
with renamed order, contained in a portion of the first execution part
(2pes) imposes it, restoring in the unit (6), the identity of the
corresponding dependent function and executing it, so that said portion is
executed correctly and that, consequently, the protected software (2p) is
completely functional,  and in the absence of the unit (r7, in spite of the
request by a portion of the first execution part (2pes), to trigger the
execution of a dependent function in the unit (6) not being able to fulfill
said request correctly, so that at least said portion is not executed
correctly and that, consequently, the protected software (2p) is not
completely functional. 10 - Process according to claim 9, comprising:   74
-~ during the protection phase (P):  defining for at least one dependent
function, a family of dependent functions algorithmically equivalent, but
triggered by triggering commands whose renamed orders are different,  and
modifying the protected software (2p): - by choosing, in the source of the
protected software (2ps) at least one triggering command with renamed
order, - and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed order,
triggering a dependent function of the same family. 11- Process according
to claim 10, comprising: ~ during the protection phase (P), defining, for
at least one dependent function, a family of algorithmically equivalent
dependent functions: - by concatenating a field of noise to the information
defining the functional part of the dependent function to execute in the
unit (~, - or by using the identification field of the instruction (CII)
and the expected identification fields (~IP~ of the operands. 12 - Process
according to claim 9, 10 or 11, comprising: ~ during the protection phase
(P):  defining: 



- as method of renaming of the orders, a ciphering method to cipher the
orders, - and as restoring means (20), means implementing a deciphering
method to decipher the renamed orders and thus restore the identity of the
dependent functions to execute in the unit (~. 13 - Process according to
one of the claims 1 to 12, comprising: -~ during, the protection phase (P):
modifying the protected software (2p): - by choosing, in the source of the
protected software (2ps), at least one conditional branch carried out in at
least one chosen algorithmic   ~s processing, - by modifying at least one
chosen portion of the source of the protected software (2ps), this
modification being such that during the execution of the protected software
(2p), the functionality of at least one chosen conditional branch is
executed, by means of the second execution part (2peu), in the unit (6), -
and by producing: ~ the first object part (2pos) of the protected software
(2p), said first object part (2pos) being such that during the execution of
the protected software (2p), the functionality of at least one chosen
conditional branch is executed in the unit (6), ~ and the second object
part (2pou) of the protected software (2p), said second object part (2pou)
being such that, after upload to the unit (6) and during the execution of
the protected software (2p), appears the second execution part (2peu) by
means of which the functionality of at least one chosen conditional branch
is executed, -~ and during the usage phase (Ln:  in the presence of the
unit (6) and each time a portion of the first execution part (2pes) imposes
it, executing the functionality of at least one conditional branch in the
unit (6), so that said portion is executed correctly and that,
consequently, the protected software (2p) is completely functional,  and in
the absence of the unit (6) and in spite of the request by a portion of the
first execution part (2pes) to execute the functionality of a conditional
branch in the unit (~, not being able to fulfill said request correctly, so
that at least said portion is not executed correctly and that consequently,
the protected software (2p) is not completely functional. 14 - Process
according to claim 13, comprising, during the protection phase (P),
modifying the protected software (2p): - by choosing, in the source of the
protected software (2ps), at least one series of chosen conditional
branches, - by modifying at least one chosen portion of the source of the
protected  



76 software (2ps), this modification being such that during the execution
of the protected software (2p), the overall functionality of at least one
chosen series of conditional branches is executed, by means of the second
execution part (2peu), in the unit (6), - and by producing: ~ the first
object part (2pos) of the protected software (2p), said first object part
(2pos) being such that during the execution of the protected software (2p),
the functionality of at least one chosen series of conditional branches is
executed in the unit (6), and the second object part (2pou) of the
protected software (2p), said second object part (2pou) being such that,
after upload to the unit (6) and during the execution of the protected
software (2p), appears the second execution part (2peu) by means of which
the overall functionality of at least one chosen series of conditional
branches is executed. 15 - Process according to one of the claims l to 14,
comprising splitting the protection phase (P) into a prior protection
sub-phase (Pl), independent of the software to protect and a subsequent
protection sub-phase (P2), dependent of the software to protect. 16 -
Process according to claim 15, comprising, during the prior protection sub
phase (Pl), making intervene a definitions stage (S11) during which are
carried out all the definitions. 17- Process according to claim 16,
comprising, after the definitions stage (S11), making intervene a
construction stage (S12) during which are constructed the exploitation
means. 18 - Process according to claim 17, comprising, after the
construction stage (S12), making intervene a pre-customization stage (S13),
comprising uploading to a blank unit (60), at least a part of the
exploitation means with the intention of obtaining a pre-customized unit
(66). 19 - Process according to claim 16 or 17, comprising, during the
prior protection sub-phase (P1), malting intervene a tools making stage
(S14) during which are made    tools enabling to help generate protected
software or to automate software protection. 20 - Process according to
claims 15 and 18, comprising splitting the subsequent protection sub-phase
(P2), into:  a creation stage (S21) during . which the protected software
(2p) is created, from the vulnerable software (2v),  possibly, a
modification stage (S22) during which the protected software (2p) is
modified,  and a customization stage (S23) during which: 



- the second object part (2pou) of the protected software (2p) containing
the exploitation means is uploaded to at least one blank unit (60) with the
intention of obtaining at least one unit (6), - or a part of the second
object part (2pou) of the protected software (2p) possibly containing the
exploitation means is uploaded to at least one pre-customized unit (66)
with the intention of obtaining at least one unit (6). 21 - Process
according to claims 19 and 20, comprising, during the creation stage (S21)
and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software
protection. 22 - System for the implementation of the process in accordance
with claim 17, characterized in that it includes a program development
unit, used, during the construction stage (S12), to carry out the
construction of the exploitation means intended for the unit (6), taking
into account the definitions intervened during the definitions stage (S11).
. 23 - System for the implementation of the process in accordance with
claim 18, characterized in that it includes a pre-customization unit (30)
enabling to upload at least a part of the exploitation means to at least
one blank unit (60), with the intention of obtaining at least one
pre-customized unit (66). 24 - System for the implementation of the process
in accordance with claim 19, characterized in that it includes a program
development unit, used to carry out during the tools making stage (S14),
the making of tools which help generate protected software or which
automate software protection.   7g 25 - System for the implementation of
the process in accordance with claim 20 or 21, characterized in that it
includes a program development unit used to create or modify a protected
software (2p). 26 - System for the implementation of the process in
accordance with claim 20, characterized in that it includes a customization
unit (45) enabling to upload:  the second object part (2pou) to at least
one blank unit (60), with the intention of obtaining at least one unit (6),
or a part of the second object part (2pou) to at least one pre-customized
unit (66), with the intention of obtaining at least one unit (6). 27 -
Pre-customized unit (66), characterized in that it is obtained by the
system in accordance with claim 23. 28 - Unit. (6) enabling to execute a
protected software (2p) and to prevent its unauthorized usage,
characterized in that it contains the second object part (2pou) of the
protected software (2p) uploaded using a customization unit (45) in
accordance with claim 26. 29 - Set of units (6), characterized in that the
second object part (2pou) of the protected software (2p), uploaded using a
customization unit (45) in accordance with claim 26, is divided out between
several processing and memorizing units so that their joint use enables to
execute the protected software (2p). 30 - Distribution set (2pd) of a
protected software (2p), characterized in that it 



includes:  a first distribution part (2pds) containing the first object
part (2pos) and designed to work in a data processing system (3),  and a
second distribution part (2pdu) having the form: - of a blank unit (60), -
or of a pre-customized unit (66) in accordance with claim 27, able after
upload of customization information, to transform into a unit (6), - or of
a unit (6) in accordance with claim 28. 31 - Distribution set (2pd) of a
protected software (2p) according to claim 30, characterized in that the
first distribution part (2pds) has the form of a physical distribution
medium, a CDROM for instance, or the form of files distributed through   79
a network. 32 - Distribution set (2pd) of a protected software (2p)
according to claim 3 Q, characterized in that the second distribution part
(2pdu), having the form of blank units (60), of pre-customized units (66)
or of units (6), includes at least one chip card 33 - Processing and
memorizing unit characterized in that it contains the part of the second
object part (2pou) necessary to transform a pre-customized unit (66) in
accordance with claim 27 into a unit (6) in accordance with claim 28. 34 -
Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object
part (2pou) necessary to transform a pre-customized unit (66) in accordance
with claim 27 into a unit (6) in accordance with claim 28. .A.Au9.A.A ;&.A
a&.A&_.A3.AN.AF.A9.A (9L.A ;&.A3L.A3a&.A3N9.Aa&L.A_.A
a9_.AFNLr.A`L.A`L.AuLL.A&.AL_.A39_.Aa9r.AF&.AN.A ;r.As_.A
9%.AYa.AFa.AN.A3N.A N.AY;9.A3.A3a.A ;.AYr.A 9.A (.A.A(&.AN`%.A_.AN.A;
9.AfL.Au.Aa_.A(_.A L.Ar.A;&_.Aa_.Aa.Aa_.Aa.Au.Aae.AaL.AY
u.A(_.Aur.A9.Au_.AN_.AN.AN.Aa9.A a.AuL.A AL.Aa.A`.AL.AF&]w" ;
#=A3|(qzupkfa\W]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]caU]ca]ca]ca]cRa]ca]ca]ca]ca]cRa!,sLW4x!f9~BDY@|wqlgb]X]]ca]ca]
ca]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca!P[z|Tm # %
C!{!!!"B"Q"""#$~ytoje`[V]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]c
a]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca!$)$$%%%%&&V&&&&N''''}(
))3)5)R)))y****+++++zupke`[V]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca
]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca!++ ,, ----
.0.2.|...#/./N/P/Z///00u01133333
44|wrlgb]Xke`[V]]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]
ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca
4Q444556677j:l:H=r=t=?BAEAAAA5BwBBBBBOCCCDfDDDytoje`[V]ca]ca]ca]ca]ca]ca]ca
U]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]c
a]ca]ca!DD0E
FNFKGjGlGGHUHXH{H}HJ/JOJQJJJ%LlLLLM!M#MMM%NjN~NNN~xsnid_ZU]ca]ca]ca]ca]ca]c
a]caU]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca
]ca]ca]ca]ca!NOFOO Q>Q@QQRRRSGTRTqTsTTU&U(UNUUUVVEVVV
WiWW)XtXX~ytoje`[V]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU
]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca!XXXYYcYYZeZzZZZZB[N[[t\w\\\
]]]j]]^^^_R____!`.azupkf`[V]]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca!.axaab.bxbecccde
l#lvllm-mzmmnPnnn>otooo:p<p~ppppq}xrmgb]X]]]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!qlqqq
qq;
rWrYrrrr<ssssssttuu@vBvvvlwnw4x6xtyvyzzuojd_YTmgb]]caU]ca]caU]ca]caU]ca]caU
]ca]caU]ca]caU]ca]caU]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]c
a]ca]ca zzz${'{H{J{{{{{#}n}}}I~~~~~~I
R&|vqlga\Wmgb]]c]ca]caU]ca]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca
]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca &HJ%'t;
)`(pL_b2P[mp~xsnic^Xmgb]]c]U]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]c
a]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca
p456/loORch}wrlga\Vnic^Xmgb]]U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca
]ca]ca]ca]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caIK7;
jn(,~xsmhb]Wnic^Xmgb]]UU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]
caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]casx}INhk"%4|wrlga\Wnic
^Xmgb]]U]ca]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]c
aU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca6TS)z8HJBF}wrmhc^Ymgb]]U]]ca]ca]ca]c
a]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca
]ca]ca]caU]ca]ca F:<;
=O5e3il/2{vqkf`[Umgb]]U]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]caU
]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
2?9~i(x&)l%df0?ztojd_Zmgb]]U]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]
ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
?A|[jly{LN35hj^ztoid^YTmgb]]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca
FKdgVB&(Qztoid_YTmgb]]caU]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca
QUot%fj!b5%~xsnid_ZUmgb]]]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]
ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca %uQTVA
f8\`b||wqkf`[Vmgb]]]]ca]caU]ca]caU]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU
]ca]caU]ca]ca]caU]ca]ca]caU]caU]ca]caU]ca]ca]ca]ca
[_t+.:=RW}xrmgb\Wkf`[Vmgb]]]]]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]c
a]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
25rx8:MQUXs{{upje_ZTkf`[Vmgb]U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca
]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca+.}:]lJL@E|w
qlfa[Vmgb]U]]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca
]caU]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca
+-<@IKEGCUg/1{|vqlfa\Wmgb]U]]]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca
HJF`+.Z]jmXZv{~.0}xsnhc]Xlfa\Wmgb]U]]]]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]ca
U]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU]caBGaeCG+
--/ot{vpke`ZUlfa\Wmgb]U]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca> C W [
OCEbdx{1}J|wrmhc^YTmgb]]ca]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca
]caU]ca]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca  



9=Yi1@W|wrmgb\Wmgb]]c]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca
]caU]ca]ca]ca]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]ca 8
5!!!y""#W###$$$B$K$$$$$$$%%*&((|wrmgb]Wmgb]]cU]ca]ca]caU]ca]ca]ca]caU]ca]ca
U]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca
((~*,,o-r-//0011625555Q6S668>>|@BCDVDYDDDEEE}xrmgb\Wmgb]]c]caU]ca]caU]ca]ca
U]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU
]ca]ca]ca]ca EoHrHJMM5M8MUNXNNNOOP
P#P'PPPSQWQQQSRUR1S3SxSTVX)Y~xsmhc^YTmgb]]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]c
aU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca
)Y+YtYmZpZrZ[^^^^_Bacciikiijj(l+lGlllm_mmnnYnnn|wrmhc^Xmgb]]caU]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]caU]
ca]ca]ca]caU]ca
nn0o$pApCpppIqLqqqqrHrrrrrrrrssKsNssstt0t3t:tytnic^XSmg]caU]ca]caU]ca]caU]c
a]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]c
a]ca]ca]ca]ca :t=t[vvv;wdwfwrwwxx!xxx
yVyqyyyz^zxzzzzzz{5{7{{{~xsnic^Ymg]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca {{o|||}}
R;
!#k`c:<*-ph~xsnid_ZU]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]
ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca!-oq2]vx'k0|#g>}xsnid_Yid_
ZU]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]caU
]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca 8-v-w
Z]0[_R^ytnic^Xid_ZU]cU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca
:79$KXEbd`oK{vqkf`[V]]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca!KMCKM1~Uz4xb~ytoid_ZU]ca]
ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]
ca]ca]ca]caU]ca]ca]caU]ca!({IQ[]j5D;
==BKo~xsmhc^Yid_ZU]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]c
a]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca
orVXI%~L,v$'*4|wrmhb]Xid_ZU]c]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]
ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca
46RU(+szupkfa\Wid_ZU]]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca
]ca]caU]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca
hKN#&35HQVhztojd_ZUid_ZU]ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]caU]caU]ca]caU
]ca]ca]caU]ca]caU]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca
9<\/v`jlCEW!+j)y`czuoje_ZU]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]
ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!ci#%mTV>Y;
@){vpkfa[Vje_ZU]]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]c
a]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca
)+yBFC8KPIcehlztoje_ZTje_ZU]ca]caU]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]c
a]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]ca
l#'sxjm.1JM{vpke`ZUje_ZTje_ZU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU
]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca@orqmpZio!$02
{vpke`ZUje_ZU]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU]ca
sx$(t3|(_a'p!f}xsnid_ZUU]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca!/ux;
Cr#*ioB[b|~ysnhc]Xid_ZUU]c]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca]caU
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
5:msC9>CMO~ytojd_YTid_Z]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU]ca]ca]c
a]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca  Ynusxkac
'-}wrlga\Vjd_YTid_Z]U]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]caU
]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca-}-01   R W
[]Raiozuojd_ZTid_ZU]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]
ca]ca]ca]caU]ca]caU]ca]caU]caU]ca]caU]ca]caU]ca]ca
-{`rtR2~zupkfa\Vid_ZU]U]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]c
a]caU]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]caU]ca]ca PVf*E;
SJmoR{vpkfa[VU]]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]caU]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca!RWK
)!,!%%''''2(y(((3):***+#+(+*+K+Q++~ytnhc]Xkfa[VU]]]caU]ca]caU]caU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU
]ca ++++,
,j,,,,,.-B-X-_-y-------....///K/Q///zupje_ZUkfa[VU]ca]caU]ca]caU]ca]ca]caU]
ca]ca]ca]caU]ca]caU]ca]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]caU]ca]caU]ca
]ca]ca
///00:1<1222353`33W44_555555T6a6d666*7?7S7778/8}xsnid_ZUU]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]caU]
ca]ca]ca]ca!/8r888889 9@9F999997:?:b:d::::::;
;;;;;.<C<K<|wqlfa\V}xsnid_ZUU]U]ca]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca
]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]caK<<<<%=*=H=K=
z=}======2>V>X>}>>>>>>8????-@/@K@P@@}xsnic^XSid]caU]ca]caU]ca]ca]ca]ca]ca]c
a]ca]caU]ca]caU]ca]caU]ca]ca]ca]caU]caU]ca]caU]ca]ca]caU]ca]caU]ca]caU]caU]
ca]ca @@@DA~AAAAAAAB
BzBBBBC4C7CuCCCCCCDDSDVDbDDE{upkfa\Wid]ca]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]
ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca
EEE8FzFFFG G7G;GnGtGGGGHHHlHHIMIOIII=JJJJJ
KK{vqkf`[Uid]U]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]ca]caU]caU]ca]ca]caU]
ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca
K6KKKKKLMYMMMMMNXNpNwNNNOOvOOPePzPPPPPQQ4Q~ytnic^Yid]U]c]ca]caU]ca]caU]ca]c
a]ca]ca]ca]ca]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca
4QQQQ4RRRRPSZS`SSSSSSNToTqTTTT-U?UAUUV3VVVWWbWW}xsnid_ZU]ca]ca]ca]ca]ca]ca]
ca]ca]caU]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]caU]ca]caU]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca!WXUXfYYZfZZZ@[[[[\j\\\+]-]u]]]]1^^^_`4a>a@aaaa{vqlfa[V]]caU]ca]c
aU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca!ab[bbbcccf[[\j\\\+]-]u]]]]1^^^_`4a>a@aaaa{vqlfa[V]]caU]
ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]?-w];! 10%<<&'()- ! 10%<<&'()- ! 10%<<&'()- ! y
10%<<&'()-,`:10%<&'()-9!10%<&'()-w0z[PE: 10< 10< 10<!<10%<&'()-! 10%<<&'()-
! 10%<<&'()- ! 10%<<&'()-  10%<&'()- " ; _@PE:
10&10%<&'()-!10%<<&'()-10%&'()-  10%J&'()- 10%<&'()-@9`10%<&'()-;
#=dEPE: 10 310%<&'()- y'10%<&'()-'10%<&'()- @10%<&'()-@10%<&'()-
10%<&'()-AdBPE: 



10!$10%<<&'()-$10%&'()- "10%<&'()-&!10%<&'()-@10%<&'()-:10%<&'()-3|(qdEPE:
10!&0&10%<&'()-.&10%<&'()- ,10%<&'()-3+10%<&'()-
)10%<&'()-'10%<&'()-q,sdE:/ 10< 10<l:&10%<&'()-8910%<&'()-
710%<&'()-S5&10%<&'()- 310%<&'()-110%<&'()-LWuV7/ 10fy10%m&'()-S10%m&'()-
!,s10%55&'()-10%m&'()-s10%m&'()- S`10%m&'()- 10<4x!faB7/
10fys10%m&'()-y10%m&'()-&t10%m&'()-ys10%m&'()-!10%CC&'()-f3
10%m&'()-f9~BdE7/ 10f(10%m&'()- 9's10%m&'()-10%m&'()-mf`10%m&'()-
10%m&'()-y310%m&'()-Buj_@ 10&s10%(&'()- 10m 10m 10m`910%m&'()-
!7&10%>>&'()- ,L6 10%m&'()-`4 10%m&'()- Y@dEj_@ 10
f-10%(&'()-10%(&'()-`s10%(&'()- l@10%(&'()-Lt10%(&'()- @10%(&'()-P[zaBj_@
10@)-10%(&'()-!%Z10%((&'()-%Z10%Y&'()- 9$s10%(&'()- "10%(&'()-! 10%(&'()-Tm
# K aBj_@ 10510%&'()- `310%(&'()-F.10%(&'()-m!*F.10%y(y(&'()-m,10%(&'()-
*@10%(&'()-K         ~_@ 10 10%(&'()-&`10%(&'()- 10( 10( 



10(F:T10%(&'()-8`10%(&'()- !510%((&'()- C!{!!!"B"~\=~_@
10,10%(&'()-!ss10%((&'()-y ss10%&'()-y!s s10%((&'()-,S:10%(&'()-sM10%(&'()-
B"Q"""#$)$}^?~_@ 10 10%(&'()-`10%(&'()-!3
-10%((&'()-G@l10%(&'()-!``10%((&'()-@10%(&'()-)$$%%%&V&^?~_@ 10
l110%(&'()-!.3-s10%((&'()- f,310%(&'()-* 10%(&'()-% 10%(&'()-Z!. "
10%((&'()-V&&N'''''''{\= 10L10%O&'()-&`10%O&'()- 10( 10( 10(:t10%(&'()-!3
6@10%((&'()-!&310%((&'()-''}())3)R)}^?{\=
10,10%O&'()-sM10%O&'()-`10%O&'()-`910%O&'()-!. ,10%OO&'()-'!.
,10%OO&'()-'R)))y****}^?{\= 10s$ 10%O&'()-"10%O&'()-s&!10%O&'()-!*
10%OO&'()-sls10%O&'()-!. 10%OO&'()-*+++ ,5, -{\:{\=
10!**10%OO&'()-*10%&'()-!3*10%OO&'()- *10%&'()-!/& 10%OO&'()-F& 10% &'()-F
------- .0.uV7 103@S10%&'()-10%&'()-f`10%&'()- 10OO 10OO 10OO!% 810%OO&'()-
7g10%O&'()-0.|...#/./Z/dBuV7 103!*Y``10%&'()-F 10%&'()- 10%&'()- l10%&'()-
,10%&'()-10%&'()-Z///0*0u00a@uV7 10 !@10% 



&'()- )!910%&'()-910%&'()- 10%&'()-f10%&'()- S10%&'()-001=333333wVI</10m
10m 10m   , 10%m &'()-!, 10%&'()-!4, 10%&'()-!3!@10%&'()- !.!@10%&'()- 33
44Q444dEI</10m 10ms10%H&'()-` s10%H&'()- f@10%H&'()-`10%H&'()-
-10%H&'()-,`10%H&'()-45o55677zX9I</10m 310%&'()- !=310%HH&'()- !
310%HH&'()- !% -10%HH&'()-!% -10%HH&'()- &`10%H&'()-7b819g:h:i:j:l:}oP/10m
310%@s10%&'()- 10HH 10HH 10HH!310%HH&'()- !310%HH&'()- ! 310%HH&'()- l::;
;<H=r=wU6P/10YS!10%&'()-!F 10%&'()-!8F 10%&'()-!$F 10%&'()-!\F 10%&'()-!F
10%jj&'()-r=~=%>>???yW5P/10!y,/g10%33&'()-@!hYS!10%""&'()-!YYS!10%&'()-!OYS
!10%kk&'()-!k=YS!10%%%&'()- YS!10%&'()-?@?A@AAABAEAAArS410L`10%O&'()-
L:10%O&'()- 910%O&'()- 10 10 10!
,/g10%&'()-@!$,/g10%&'()-@AA5BwBBBBdBrS410L`!`10%OO&'()-9
10%O&'()-10%O&'()-`10%O&'()-
10%O&'()-Lf10%O&'()-BCOCCCDfDaBrS410L`s910%O&'()-
F10%O&'()-s10%O&'()-s910%O&'()-!10%OO&'()-10%&'()-fDDDD0E
FNFaBrS410L`,M10%O&'()-S&10%O&'()-! "10%OO&'()- "10% &'()-&!
10%O&'()-s`10%O&'()-NFKGjGGHRHSHTHUHdYNC10L` 



10O 10O 10O  :10%O&'()- y810%O&'()-
&610%O&'()-F5`10%O&'()-fF.10%O&'()-UHXH{HIJ/JOJ~_@YNC10L3s10%(&'()-
10%(&'()-10%(&'()--!<10%((&'()-- 10%n&'()--910%(&'()-OJ[JJJK%LlL}[<YNC10
&10%(&'()- !. F@10%((&'()-:!3 F@10%((&'()-: 10%(&'()-
!@10%((&'()-@10%&'()-lLLM!MIMMM_@YNC101m10%(&'()-!L,10%((&'()-mL,10%&'()-m
L,10%&'()-m9 +10%(&'()-'`10%(&'()-M%NjN~NNNNNN}oaS410&10%(&'()- 10(( 10((
10((!,8-10%((&'()-,8-10% &'()-610%(&'()-! 3-10%((&'()-NOFOO
Q>QQdEaS410&10f10%(&'()- L10%(&'()-, 10%(&'()-
sSM10%(&'()-,`10%(&'()-10%(&'()-QRRSGTRTqTdEaS410&10Y .s10%(&'()-Fy,
10%(&'()-* 10%(&'()- 9$@10%(&'()-"10%(&'()-
@10%(&'()-qTTU&UNUUUaBaS410&S810%(&'()-!9410%((&'()-9410%&'()- &3 10%(&'()-
1-10%(&'()-&/10%(&'()-UUUUVVEVVVbC10&S 10%&'()- s10%&'()- s10%&'()-
L10%&'()- 10( 10( 10(:@10%(&'()- V WiWW)XtXXaBbC10& 10%&'()- ,@10%&'()- !%
@10%&'()-10%&'()- 3 10%&'()- 10%&'()- XXXYYcYYa@bC10& "@10%&'()-!`9
10%&'()-9 



10%&'()-lt10%&'()-YF 10%&'()-&y 10%&'()-
YZeZzZZZB[a?bC10!*@0@10%&'()-sl.10%&'()-!,s10%&'()-  +10%&'()-L@) 10%&'()-
&s10%&'()-B[N[[q\r\s\t\w\\~_@10! 10%&'()-&10%&'()- 10 10 103 f8s10%&'()-!
S5S10%&'()- 3m10%&'()-\\]]]j]]^aB~_@10!S10%&'()-!lM10%&'()-@10%&'()-@
10%&'()-@S10%&'()-:10%&'()- ^^_R___!`dE~_@10!!10%&'()- Y10%&'()- 10%&'()-
10%&'()-f10%&'()- 3910%&'()-!`.axaab.bxbdE~_@10! /10%&'()-3.10%&'()-
,10%&'()-F* 10%&'()-,)10%&'()-
"10%&'()-xbecycccccchduV410!:10%&'()-910%&'()- 10yy 10yy
10yy!f810%yy&'()-f810%
&'()-1910%&'()-hddeeghBi}[9uV410!!3!10%&'()-#!3!10%&'()-#3!10%&'()-#10%&'()
-!S10%  &'()-!:10%&'()-BiiRjjklll lwXMB710! 10 10
103!10%&'()-#!#3!10%&'()-#!3!10%&'()-#!3!10%&'()-#!3!10%&'()-#
l#lvllm-mzmdEMB710! 10 110%b&'()-  10%b&'()-S 10%b&'()-
10%b&'()-10%b&'()-&10%b&'()-zmmnPnnn>odEMB710! 10
110%b&'()-Z10%b&'()-s10%b&'()-10%b&'()- &10%b&'()-
10%b&'()->otooo:p~ppdEMB710! 10 1"910%[&'()-Y10%b&'()-Y10%&'()-10%b&'()-
10%b&'()-y10%b&'()-ppqlqqqqa?MB710! 



10!3y,S10%MbMb&'()-   +-10%b&'()-y) 10%b&'()- '-10%b&'()-
&Z10%b&'()-!"910%bb&'()-q;rWrrr<ssdEMB710! 10!3 7-10%b&'()-&S510%b&'()-
310%b&'()-&110%b&'()- &0F 10%b&'()-.10%b&'()-ssssssstu_=10!
10!=10%\\&'()-,!10%\\&'()-,10%\&'()- 10b 10b 10b9:10%b&'()-
8y10%b&'()-u@vvlwwx4xwU3_=1!10%--&'()-,!10%&'()-,!310%\\&'()-,!810%\\&'()-,
!<10%\\&'()-,!810%\\&'()-,4xtyzz!{"{#{${wi[M=1!10%-- 10\\ 10\\ 10\\!8L,5
10%\\&'()-:!L,5
10%\\&'()-:!#810%7\7\&'()-,!810%\\&'()-,${'{H{{{{#}dEM=1!10% 10%(&'()-m
10%(&'()- y10%(&'()-10%(&'()-  10%(&'()-910%(&'()-#}n}}}I~~~dEM=1!10%
L10%(&'()-  10%(&'()-  10%(&'()- y10%(&'()-  10%(&'()-,10%(&'()-~~I
dEM=1!10%y)10%(&'()- '10%(&'()- &10%(&'()-
s$10%(&'()-"10%(&'()-&!910%(&'()- R&HdEM=1!10%&310%(&'()- Y1`10%(&'()-Y&0
10%(&'()- l.10%(&'()-  ,10%(&'()-  +10%(&'()-%txmbC1!10L10%&'()- 10( 



10( 10(Y:10%(&'()- 9810%(&'()- 610%(&'()-  @510%(&'()-;
)`a?mbC1!!:10%}}&'()- 10%&'()-F :10%&'()-!10%&'()-10%J&'()-
z10%&'()-(paBmbC1!! $10%&'()-
"10%&'()-L!10%&'()-y10%&'()-!&10%}}&'()-ff10%&'()-L2dYNC1!! 10 10 10Y.
10%&'()-&,10%&'()- Fy) 10%&'()-&'10%&'()- ,&10%&'()- /}^<YNC1!! 10%44&'()-
10%T&'()- ! 10%BB&'()--! 10%TT&'()--
10%T&'()--l`10%T&'()-/_~_@1!!!10%<&'()-:`10%<&'()- 10T 10T 10T 3 10%T&'()-!
10%mm&'()-F
10%T&'()-F_"s}[<~_@1!l&0!10%<&'()-S!`3F&!10%<<&'()-F3F&!10%<&'()-F!
!10%<<&'()- !10%<&'()-!!10%<<&'()-:4uV71! 10%O&'()-
10%O&'()-M10%O&'()-L10%O&'()- 10<< 10<< 10<<!l&0!10%<<&'()-S6dEuV71!
10%O&'()- 10%O&'()- `10%O&'()- 10%O&'()- 10%O&'()- F 10%O&'()-TS)zdEuV71!
'10%O&'()- @&10%O&'()-$ 10%O&'()-"10%O&'()-  10%O&'()-:f10%O&'()-z8HdEuV71!
210%O&'()- 



L0T10%O&'()-.10%O&'()- ,10%O&'()-3+10%O&'()- )10%O&'()-BdYNC1!  10O 10O 10O
:10%O&'()- 810%O&'()-  710%O&'()- f510%O&'()-
3-10%O&'()-F=}[<YNC1!!10%-u&'()-$!F 10% u u&'()-F 10%-u&'()-!F
10%uu&'()-9!F 10%-u-u&'()-9,&10%-u&'()-=V:;
wU3YNC1!v*!10%uu&'()-$!^3!10%uu&'()-$!Y3!10%uu&'()-$!T/!10%uu&'()-$!!10%uu&
'()-$!`!10%uu&'()-$OuV71! y!10%O&'()- 10%O&'()-10%O&'()-L10%O&'()- 10uu
10uu 10uu!!10%uu&'()-$5dEuV71! y!10%O&'()- 10%O&'()-L10%O&'()-
10%O&'()-10%O&'()- F f10%O&'()-e3?aBuV71! $10%O&'()- 10%O&'()-!l10%OO&'()-
10%O&'()- 10%O&'()- f10%O&'()-9~idEuV71!
.10%O&'()-3,10%O&'()-F+10%O&'()-3)10%O&'()-3' 10%O&'()- S&
10%O&'()-i(xdEuV71! Y810%O&'()-F6 10%O&'()-&@510%O&'()-F310%O&'()-31
10%O&'()-390 10%O&'()-#$%&)lbC1! f10%&'()- G 10%&'()- @10%&'()-910%&'()-
10O 10O 10O9l:10%O&'()-%daBbC1! 



, 10%&'()-10%&'()-3s10%&'()-10%&'()-m!310%&'()-m   10%&'()-0?,dBbC1! !3&&!
10%&'()-3 10%&'()-& 10%&'()- F,10%&'()- 10%&'()- 10%&'()-,|[jdEbC1!
!L,G10%&'()-3+-10%&'()-9y) 10%&'()-Y'10%&'()-Y& 10%&'()- &&! 10%&'()-3
ybC1! ! 10%-u&'()-S910%-u&'()- 10 10 10sY:10%&'()- l&0!10%&'()-Ll. 10%&'()-
yL3|hwU3bC1! 10%..&'()-S!8 10%uu&'()-S! 10%-u-u&'()-S! 10%II&'()-S!<
10%uu&'()-S! 10%&'()-S^h abczXJ<C1! 10=u=u
10=u=u!"!10%=u=u&'()-`!"!10%-u-u&'()-`!"!10%-u-u&'()-`"!10%-u&'()-`!
10%)u)u&'()-ScdgVBuV4C1!!F 10%&'()-F 10%&'()-@10%&'()-F`10%&'()-F 10%&'()-
&10%&'()- 10=u=uBa?4C1!!F!l 10%&'()-!l 10%&'()-l 10%&'()-l 10%&'()- lL
10%&'()- Y 10%&'()-&%aB4C1!!F! . 10%&'()-f, 10%&'()- s'
10%&'()-Y``"10%&'()-F!8`"10%&'()-F` 10%&'()- uj_@1!!F!10%<&'()- 10 10 10f3:
10%&'()-!=4 10%&'()-L310%&'()- 110%&'()- b5dEj_@1!!F!l 10%<&'()-10%<&'()-
`10%<&'()- S10%<&'()- 



10%<&'()-10%<&'()-%uTdEj_@1!!F!y10%<&'()-10%<&'()- l10%<&'()- `
10%<&'()-10%<&'()-10%<&'()- AdEj_@1!!F! S)10%<&'()- '10%<&'()-&&10%<&'()-
`$10%<&'()-"10%<&'()-  10%<&'()- fdEj_@1!!F!L510%<&'()-l1
10%<&'()-9/10%<&'()- YF.10%<&'()- Y, 10%<&'()-&*10%<&'()-8`bA1!!F! |  10%\
\&'()-10%(&'()- 10< 10< 10<`3:10%<&'()- 810%<&'()-6 10%<&'()-(wU3bA1!
10%((&'()-!=  10%~(~(&'()-!  10%((&'()-!3  10%p(p(&'()-!=  10%a(a(&'()-!
10%&'()-#t()*+.zodY:1!s10%T&'()- 10( 10( 10(Yl. 10%(&'()-!F 10%((&'()--!F
10%((&'()--!F 10%p(p(&'()--.Pusz[9dY:1!!!10%TT&'()-!10%T&'()-!, 10%BB&'()-
!, 10%TT&'()- !, 10%TT&'()- , 10%T&'()- s()*+.}~_@1!!
10%(&'()-:10%(&'()-910%(&'()- 10T 10T 10T3!10%T&'()-!!10%UU&'()-:cdE~_@1!!
-10%(&'()-S10%(&'()-  -10%(&'()- -10%&'()-910%(&'()-
10%(&'()-]lJdE~_@1!!&"10%(&'()-FL!10%(&'()- 3 10%(&'()-
10%(&'()-Yg10%(&'()-10%(&'()-+IdE~_@1!!Lf510%(&'()- l3g10%&'()- 91
10%(&'()-  'S10%(&'()-:&@& 10%(&'()- $10%(&'()-IEbC1!!9f10%&'()- @10%&'()-
10( 10( 



10(,: 10%(&'()- 8S10%(&'()- L7 10%(&'()- ECU}^?bC1!!Y 10%&'()- 9F10%&'()-
!Y9 10%&'()-`Y9 10%&'()-`9  10%&'()-l!F9  10%oo&'()-lUgdEbC1!!Y3 10%&'()-Y2
10%&'()-&`010%&'()-Y.10%&'()-Y( 10%&'()-&f&10%&'()-/{xmbC1!!@10%&'()- 10 10
10 : 10%&'()- &910%&'()-  F710%&'()-&510%&'()-
HwX6mbC1!!&10%}}&'()-&10%&'()-!&10%}}&'()-!F 10%&'()-T!F 10%&'()-T!BF
10%XX&'()-TF`{|}~}[M?1 10 10 10!Ys- 10%&'()-Ys-
10%&'()-&3%10%&'()-!&3%10%&'()-!&10%&'()-~.}[9M?1 10!f 10%OO&'()-M!/f
10%OO&'()-M!/f 10%OO&'()-M!3f 10%OO&'()-Mf 10%&'()-M10%O&'()-rA zXJ<1 10!
10OO 10OO!3 s!10%OO&'()-!3 s!10%OO&'()-!* s!10%OO&'()-! s!10%OO&'()-
s!10%O&'()-| lJ<1 10! 10OO!3S 10%&'()-"!3S 10%&'()-"!3S 10%&'()-"!3S
10%&'()-",10%&'()- 10OOOCbwU3<1 !A+ 10%&'()-3!<+ 10%&'()-3!+ 10%&'()-3!3S
10%&'()-"!=3S 10%pp&'()-"!B3S 10%ff&'()-"1}xY: !  ,10%(&'()-  10%(&'()-
10%(&'()- f10%(&'()-10%(&'()- 10 10 10JdaBxY: 



!10%(&'()-G!810%((&'()-G S10%(&'()-10%(&'()-  10%(&'()-910%(&'()- YidExY:
!S#10%(&'()-  ! 10%(&'()- 10%(&'()-  `10%(&'()-10%(&'()-3Y10%(&'()-i1>dExY:
!f2m10%(&'()- )10%(&'()- )10%(&'()-F(10%(&'()-  &G10%(&'()- $@10%(&'()-
@WdYNC ! 10( 10( 10(:s10%(&'()- 9910%(&'()- 7S10%(&'()-5910%(&'()-
410%(&'()-a?YNC !!8L10%&'()-m,m10%&'()- `  10%&'()- !=s10%jj&'()-F
10%&'()-910%&'()-8 5!aBYNC !!l$ 10%&'()-!l 10%&'()-&10%&'()- l 10%&'()-
10%&'()-L10%&'()-m5!!!y""#W#dEYNC !!9210%&'()-9`010%&'()-Y.10%&'()- YY+
10%&'()-Y) 10%&'()-9'10%&'()-W###K$$$$$$xmbC !!10%&'()- 10 10
10810%&'()-93710%&'()- Yy5:10%&'()- Y3 10%&'()-$%*&((0*~*}[<mbC 



!!10%&'()-M!!10%&'()-M10%&'()-!10%&'()-@10%&'()-!@10%&'()-~*+,l-m-n-o-r-/rS
1!y 10%&'()-G10%&'()- 10 10 10!83l+ 10%&'()-Z!3l+ 10%&'()-Z3l+
10%&'()-Z/00162n4555}[9+1 10yy!83& 10%yy&'()-9!3& 10%&'()-9!3& 10%]]&'()-9l
10%&'()-!l 10%&'()-y 10%&'()-G5555Q6689dB1 10yy!8! &!10%((&'()-3
`10%(&'()-10%(&'()-'!10%((&'()-'10%(&'()- 10yy 10yy9;>>>>>>/@|@rS10!Y@
10%&'()-Y@ 10%&'()-@10%&'()- 10(( 10(( 10((!6 &!10%((&'()-3!
&!10%((&'()-3|@ZBBCCDEE}^<rS10!Y!lS& 10%&'()-lS& 10%&'()-!Y 10%&'()-Y
10%&'()-!Ys 10%&'()-Ys 10%&'()-ElHmHnHoHrHIJK_=0!Y!!  10%((&'()-#!3y
10%((&'()-@3y 10%(&'()-@10%(&'()- 10 10 10.!10%&'()-K6O'PWQQQQQwi[M=0!Y!!
10 10(( 10(( 10((!  10%((&'()-#!  10%((&'()-#!  10%((&'()-#!
10%((&'()-#QQSR1SxSkTT}[<M=0!YY10%(&'()-!Y10%((&'()-! !10%((&'()-!8
!10%((&'()-
!10%(&'()-,10%(&'()-TUVWX)YtY}^<M=0!Y!3-!10%((&'()-3-!10%(&'()-!
#!10%((&'()-9 #!10%(&'()-9! `!10%((&'()-
`!10%(&'()-tYjZkZlZmZpZM[[]~_@0!Y!9
10%b&'()-Mf10%b&'()-!8f10%bb&'()-10%b&'()- 10( 10( 10(
6f10%(&'()-&]^^__`BawX6~_@0!!F( 10% b b&'()-F( 10%b&'()-!9 10%bb&'()-M!39
10%bb&'()-M!89 10%bb&'()-M!9
10%bb&'()-MBaccccccfg_=0!!!'!10%<<&'()-#!'!10%<<&'()-#'!10%]&'()-#&10%<&'()
- 10b 10b 10b30 10%b&'()-@gehiiij%l&l'lzXJ<=0!! 10<< 10<<!39S,
10%<<&'()-!9S, 10%<<&'()-!'!10% <
<&'()-#!'!10%<<&'()-#'!10%<&'()-#'l(l+lGlllm_mrS4=0!10%<&'()-  F :10%<&'()-



10%<&'()- !10%<<&'()-  , 10%<&'()-`10%<&'()- 10<<_mmnnYnnnaB4=0!10%<&'()-
f10%<&'()-!10%<<&'()-  S10%<&'()-L 10%<&'()-  10%<&'()-
nn0o$pjqqr^?4=0!.10%<&'()- !9$10%<<&'()-`!*9$10%z<z<&'()-`:10%<&'()-
10%<&'()- 10%&'()-rHrrr7t8t9t:t=txmbC0!10%-u&'()- 10< 10< 10<f5
10%<&'()-:L310%<&'()- 110%<&'()- L010%<&'()- =t[vvv;wdwrwdEmbC0!@
10%-x&'()-z10%-u&'()- 10%-u&'()- &10%-u&'()- 10%-u&'()- 10%-u&'()-@rwwxx
yVyqy}[<mbC0!`@)10%-u&'()-!F 10%uu&'()-:F 10%-C&'()-:!)F
10%uu&'()-:LZ10%-u&'()- !@ 10%uu&'()-qyyyz^zxzzdEmbC0!
`3S10%-u&'()-s1M10%-u&'()-`010%-u&'()- F.S10%-u&'()- `,S10%-u&'()-
*S10%-u&'()-z{5{{{{{{{xmbC0!10%`&'()- 10-u 10-u 10-u F:S10%-u&'()- 8
10%-u&'()-
s610%-u&'()-s5s10%-u&'()-{%|o|||}_}dBmbC0!!4310%&'()-Z&310%`&'()-Y
y@10%`&'()-&-10%`&'()-F @10%`&'()-lF 



@10%`&'()-l_}}t~RaBmbC0!,) 10%`&'()-  f10%`&'()-Y 10%`&'()-l z10%`&'()-l
z10%`&'()-!310%66&'()-Z;y!kdEmbC0!93 10%`&'()-  110%`&'()-/10%`&'()-
f,g10%`&'()- f,g10%`&'()- *@10%`&'()-k]^_`ck?`>0!!=l @10%oo&'()- l
@10%&'()-10%'o&'()- 10` 10` 10` 4S10%`&'()-&
4S10%`&'()-&?xP:NzX6`>0!!B310%oo&'()-t!310%&'()-t!= y10%oo&'()-!3
y10%oo&'()-!8l @10%oo&'()-l @10%'b&'()-NnG['wU3`>0!!  +10%'o'o&'()-l!
+10%BB&'()-l!  +10%&'()-l!  +10%oo&'()-l!\
+10%&'()-l!3310%oo&'()-t'()*-phxV70!!10%&'()-!
f10%&'()-m10%&'()-:10%&'()-l10%&'()- 10'o'o 10'o'o 10'o'o-o2]R}^<xV70!!! F
@10%~~&'()-&F Y10%&'()-!fS10%pp&'()-Y!.fS10%uu&'()-Y10%&'()-
,10%&'()-Rvwi[M70!!! F @10 10 10 10!*'310%&'()-!*'310%~~&'()-!
'310%FF&'()-!F 



@10%&'()-&'k0dEM70!!! 10%b&'()-&  10%b&'()-Y f10%b&'()- 10%b&'()-Y
10%b&'()-10%b&'()-0|#gdEM70!!! 9`10%b&'()- S10%b&'()-910%b&'()-l
L10%b&'()-l L10%c&'()-l 10%b&'()- g>dEM70!!! "10%b&'()-`!M10%b&'()-
10%b&'()- 10%b&'()-F10%b&'()-
L10%b&'()-8-aBM70!!!s,10%b&'()-!)10%bb&'()-)10%F&'()- 'f10%b&'()-
@&-10%b&'()-$10%b&'()--v-wdEM70!!!F710%b&'()- 5-10%b&'()-3@10%b&'()-
210%b&'()-L0 10%b&'()-  .-10%b&'()-  WXYZ]bC0!!!S 10%z&'()- :10%z&'()-
10%z&'()- 10b 10b 10b :10%b&'()- 910%b&'()-0:dEbC0!!!"10%z&'()-!10%z&'()-fl
10%z&'()-10%z&'()- 10%z&'()- @ 10%z&'()- :7$dEbC0!!!`0910%z&'()-
,f10%z@&'()-* 10%z&'()- ' 10%z&'()-z& 10%z&'()- `$ 10%z&'()-$KXdE:/ 10z
10zY:10%z&'()- 8s10%z&'()- 



6f10%z&'()-,510%z&'()-  3f10%z&'()- 110%z&'()- EbxY:/ 10z10%O&'()- &  Z
10%O&'()-&Ss10%O&'()- Y @10%O&'()-& 10%O&'()-10%O&'()- 10z`odE:/
10z!10%O&'()- ,10%O&'()- 10%O&'()- 10%O&'()-9 10%O&'()-l 10%O&'()-KCdE:/
10z ,T10%O&'()-+ 10%O&'()-  f)10%O&'()-'10%O&'()- &10%O&'()- s$
10%O&'()-CKdE:/ 10z 6S10%O&'()- &,5310%O&'()-  s310%O&'()- &1 10%O&'()-
0S10%O&'()- l.S10%O&'()-1{|}~bC 10zY 10%(&'()- Y 10%(&'()-10%(&'()- 10O 



10O 10Ol:@10%O&'()-8S10%O&'()-Uz4dEbC 10zY -10%(&'()-&9`10%(&'()-Y
-10%(&'()-& 10%(&'()-&  `10%(&'()-&fM10%(&'()-4xbaBbC 10zL`10%(&'()-!
10%((&'()- 10%&'()-910%(&'()-9SM10%(&'()-9`10%(&'()-({bC8C 10z
10(3l:M10%(&'()-  8 10%(&'()-  6 10%(&'()- 310%P&'()-`'10%(&'()-
@&@10%(&'()-IQmN/ 10%-u&'()-10%-u&'()-  10%-u&'()-` 10%-u&'()-10%-u&'()-
10%-u&'()- 10( 10(Q[j5DaBmN/ 10% y10%-u&'()-`10%-u&'()- 10%-u&'()- !*
10%uu&'()-10%-u&'()- Ys10%-u&'()-;KaBmN/ 10%* 10%-u&'()-S)10%-u&'()-
"10%-u&'()-10%-u&'()-Z!%10%uu&'()-Z` 10%-u&'()-KVdEmN/ 10% ,5f10%-u&'()-`3
10%-u&'()- 110%-u&'()-  010%-u&'()-Y.10%-u&'()-,@10%-u&'()-IbC 



10%Y 10%T&'()-&10%T&'()- 10-u 10-u 10-u F:10%-u&'()-  810%-u&'()-
610%-u&'()- %~LdEbC 10%l 910%T&'()-l @10%T&'()-10%T&'()-
10%T&'()-f!10%T&'()- 10%T&'()- ,v*dEbC 10%3 10%T&'()-  10%T&'()- 10%T&'()-
@@10%T&'()- @10%T&'()- 10%T&'()-*4RdEbC 10%& 10%T&'()-  $ 10%T&'()-"
10%T&'()- 9!10%T&'()- 10%T&'()-10%T&'()-RUdEbC 10% 010%T&'()- l.!10%T&'()-
, 10%T&'()-  +-10%T&'()- f)S10%T&'()-  



'@10%T&'()-L%&'dE:/ 10T 10Tl:10%T&'()-810%T&'()-610%T&'()- 3S10%T&'()-
3S10%T&'()-1 10%T&'()- '(+shxY:/ 10TY S10%-u&'()-&10%-u&'()- Y
&z10%-u&'()-10%-u&'()-F S10%-u&'()- 10%-u&'()- 10Th3dE:/ 10TY '
10%-u&'()-%M10%-u&'()-`$310%-u&'()-y
10%-u&'()-:410%-u&'()-&,&10%-u&'()-HdE:/ 10TY  110%-u&'()- 0y10%-u&'()-
Y.S10%-u&'()-, 10%-u&'()- *10%-u&'()-l S)g10%-u&'()- h6789dYNC 10T 10-u
10-u 10-uY:10%-u&'()- 8s10%-u&'()-s610%-u&'()-  @5f10%-u&'()-s310%-u&'()-
9<\/vaBYNC 10TLF10%b&'()-L`10%b&'()-L`10%b&'()-!)l
`-10%bb&'()-910%b&'()-10%b&'()-`jdEYNC 10T S-10%b&'()-10%b&'()-
F10%b&'()-`10%b&'()-M10%b&'()-10%b&'()- CW!+aBYNC 



10TsL$10%b&'()-s"`10%b&'()-`!s10%b&'()-!10%bb&'()-10%&'()-
10%b&'()-+j)ydEYNC 10T y810%b&'()-610%b&'()- 510%b&'()-L310%b&'()-
s's10%b&'()-  %-10%b&'()- ]^_`cbC 10Tl ,m10%b&'()- l s10%b&'()- l 10%b&'()-
10%b&'()- 10b 10b 10b3: 10%b&'()- i#mTdEbC 10T s-10%b&'()-10%b&'()-
10%b&'()-Y10%b&'()-   10%b&'()-10%b&'()- Th>YaBbC 10T
s$-10%b&'()-"`10%b&'()-&!M10%b&'()-`s10%b&'()-!310%bb&'()-310%&'()-)ydEbC
10T&310%b&'()-  1910%b&'()-&010%b&'()- 3Y.S10%b&'()-
,10%b&'()-&`10%b&'()-C]> 10T10%b&'()- !y 10%bb&'()- y 10%&'()-10%b&'()- 10b



10b 10b ,5-10%b&'()-:8IdE]> 10TS&!10%b&'()-S 10%b&'()- 9s10%b&'()-Y
YS10%b&'()-&10%b&'()-&10%b&'()-@^~_= 10T! 10%@@&'()-10%@&'()- 10b 10b 10b3
:10%b&'()-f8 10%b&'()-!S&!10%bb&'()-S^qqjk}[<1=
10@L3!10%@&'()-!'!10%&'()-'!10%@&'()-!!10%..&'()-!10%@&'()-!
10%&'()-klmpZgE=  10@! 10%OO&'()-! 10%OO&'()-! 10%OO&'()-
10%O&'()-10%O&'()- 10@ 10@Zm~_@  10@s10%-u&'()-10%-u&'()- 10O 10O 10O
y,g10%O&'()-&$ 10%O&'()-!&$ 10%OO&'()-$(t_@~_@
10@L,`10%-u&'()-!10%uu&'()-10%-U&'()-  10%% &'()- 10%-u&'()-10%-u&'()-
3|dE~_@  10@ !-10%-u&'()-`YS10%-u&'()-``10%-u&'()-
-10%-u&'()-`y@10%-u&'()- @10%-u&'()-(_'dC~_@  10@ +10%n&'()- f)10%-u&'()-
'-10%-u&'()-&10%-u&'()-s`$10%-u&'()-`"s10%-u&'()-'p!faB~_@ 



10@@5`10%-u&'()- 310%-u&'()- 110%-u&'()- &0-10%-u&'()-Y.10%-u&'()-
!+10%uu&'()-/rstuxbC  10@&f10%&'()-10%&'()- 10-u 10-u 10-u l:-10%-u&'()-
810%-u&'()-6L10%-u&'()-;dEbC  10@,g10%&'()-s10%&'()- 10%&'()-
&@s10%&'()-&@s10%&'()-Y -10%&'()-CrdBbC  10@!s&M10%ss&'()-
`$10%&'()-10%&'()-` L10%&'()-yg10%&'()-L`10%&'()- B~_@  10@ 10%-u&'()-
10%-u&'()- 10 10 10fL310%&'()-!1M10%oo&'()-@'10%&'()-:CCMdE~_@
10@10%-u&'()-l!10%-u&'()- Y 10%-u&'()-10%-u&'()- @,10%-u&'()-
10%-u&'()-MpYaB~_@  10@& 10%-u&'()-910%-u&'()-l g10%-u&'()-&,10%-u&'()-!
10%uu&'()- 10%-p&'()-Y!kdB~_@ 



10@!,5 10%uu&'()-,5 10%-c&'()-s310%-u&'()-110%-u&'()-0 10%-u&'()-
'y10%-u&'()-Yka_=  10@!3!10%<<&'()-s3!!10%&'()-s310%<&'()- 10-u 10-u 10-u
l:f10%-u&'()-s8f10%-u&'()-a&xV4_=  1!3!10%<<&'()-s3!1!10%%<%<&'()-s3
V!10%JLJ&'()-s3!#)!10%<<&'()-s3!!10%}}&'()-s3!CA!10%7<7<&'()-s3 v d
wUG9=  1! 10 10!!10%&'()-s3!8!10%<<&'()-s3!S3!10%G<G<&'()-s3!=!10% <
<&'()-s3!A!10%<<&'()-s3     rP.=!3l -10%uu&'()-!
s10%-u-u&'()-!10%uu&'()-10%-&'()- 10%-u&'()-10%-u&'()- 10RadE.=!3l
-10%u9F10%-u&'()-F ,10%-u&'()-L@10%-u&'()-
S@10%-u&'()-L10%-u&'()-9`10%-u&'()--}[<.=!3l -3+ 



10%-&'()-!33+ 10%uu&'()-`)10%-u&'()-!4 ,&@10%uu&'()-$3 10%-u&'()-!9!
10%uu&'()-`r}^SH=!3l - 10-u 10-u 10-u :m10%-u&'()-8 10%-u&'()-
710%-u&'()-!)3 10% u u&'()-!1 10%uu&'()-RdESH=!3l -
10-&`10%b&'()-&M10%b&'()-&@M10%b&'()-F 10%b&'()-
10%b&'()-10%b&'()-2~PdESH=!3l -
10-10%b&'()-10%b&'()-9`S10%b&'()-9s10%b&'()-9M10%b&'()-Y l-10%b&'()-P
VdBSH=!3l - 10!! 10%bb&'()-! 10%K&'()-Y 10%b&'()-S10%b&'()-  10%b&'()-
f10%b&'()-Vf*EaBSH=!3l - 10 ,-10%b&'()- s+10%b&'()-!'10%bb&'()-'10%&&'()-
%10%b&'()-s`$10%b&'()-;dBSH=!3l 



- 10!36 10%bb&'()-@5T10%b&'()-3M10%b&'()-1`10%b&'()-  010%b&'()- Y.
10%b&'()- SbC!3l - 10!` 10%O&'()- 10%O&'()- 10%O&'()- 10b 10b
10bY:10%b&'()- 810%b&'()-Jmy_=bC!3l -!* &y10%OO&'()-  &y10%&'()- !
10%OO&'()- 10%=&'()- 10%O&'()-,@10%O&'()-3zX9bC!3l
l.'10%O&'()-!4f)10%OO&'()-Z!. &y10%OO&'()-!) &y10%OO&'()-!* &y10%OO&'()-
&y10%_&'()-K  &!'!(!)!,!}rg\=!3l 10%b&'()- 10O 10O
10O610%O&'()-m!@5s10%OO&'()-! 1T10%OO&'()-0910%O&'()-,!"*##5%%%wU4g\=!
M!10%&'()-3!M!10%{{&'()-3!BM!10%bb&'()-3!a`M!10%{b{b&'()-3!8M!10%55&'()-3!=
M!10%&'()-3%9&&4''''wU3g\=!!X.M!10%rbrb&'()-3!|M!10%kk&'()-3!M!10%&'()-3!3M
!10%bb&'()-3!M!10%&'()-3!/M!10%bb&'()-3'''''2(y(((xY:!!X910%<&'()-9s10%<&'(
)-9`s10%<&'()-l @10%<&'()- 10%<&'()- 10rbrb 



10rbrb 10rbrb(3):***+(+dExY:!!X9 10%<&'()-SS10%<&'()-L10%<&'()-
@10%<&'()-9F10%<&'()-l T10%<&'()-(+Q+++ ,j,,aBxY:!!Xs%10%<&'()-
L$S10%<&'()-s"10%<&'()-`!10%<&'()-! 10%<<&'()-
10%&'()-,,.-B--..aBxY:!!X5`10%<&'()- SF.10%<&'()-! *f10%<<&'()- *f10%
&'()-s@)Y10%<&'()-s'10%<&'()-./Q///////bC!!X 10%@&'()-10%@&'()- 10< 10<
10<yF:10%<&'()-y810%<&'()- y610%<&'()-//0:1223}^<bC!!X!3 10%&'()- 10%@&'()-
!* 10%))&'()- !3 10%&'()- S 10%@&'()- 10%@&'()-353`33W44_5^<bC!!X!
.@10%))&'()-!   +-10%  &'()-`'10%@&'()-!  $-10%  &'()- "10%@&'()-
9!&10%@&'()-_55556T6^6_6_@5C!! 10@:10%@&'()-!y510%&'()-my510%@d&'()-m
y510%v&'()-m310%@&'()-110%@&'()-_6`6a6d666*7?7S7mN/!l 10%(&'()-910%(&'()-
9,M10%(&'()-9sM10%(&'()- Y -10%(&'()- 10%(&'()- 10@ 10@S7778/8r8?:dEmN/!l
10%(10%(&'()-`910%(&'()-s10%(&'()-10%(&'()- 10%(&'()-LYM10%(&'()-?:b::;
.<H=w=x=y=dE:/! 



10( 10(L3:10%(&'()- L3-10%(&'()-'&110%(&'()-  @)@10%(&'()-'10%(&'()- %
10%(&'()-y=z=}===2>V>>xY:/! 10(y 10%@i&'()-F  10%@&'()-F @@10%@&'()-y
10%@&'()-  10%@&'()- 10%@&'()- 10(>>>8????aB:/! 10(&
10%@&'()-&,10%@&'()-&10%@&'()-F f10%@&'()-&10%@&'()-!y
10%&'()-?-@@@@DAAdE:/! 10(l "T10%@&'()-9&!10%@&'()-l T10%@&'()-10%@&'()-
10%@&'()-y910%@&'()-AAAB*BzBBaB:/! 10( .S10%@&'()-! y) 10%&'()-3y)
10%@l&'()-3' 10%@&'()-&s10%@&'()-Ls$T10%@&'()-BC4CuCCCDdE:/! 10(
8S10%@&'()-710%@&'()-@510%@&'()-3s10%@&'()-110%@&'()-F`&010%@&'()-
DPDQDRDSDVDbDDEbC! 10(9S10%(&'()-& @10%(&'()-&F10%(&'()- 10%(&'()- 10@ 10@
10@:s10%@&'()-EEE8FzFFFaBbC! 10(`s10%(&'()-z10%(&'()-@10%(&'()-10%(&'()-!
9S10%((&'()- 9S10% &'()-FGHlHHIMIdEbC! 10( f)10%(&'()- 



'@10%(&'()- &@10%(&'()- s$ 10%(&'()- " 10%(&'()-310%(&'()-MIII=JJK6KdEbC!
10(3@510%(&'()-3 10%(&'()- 0t10%Q&'()- l.T10%(&'()- ,@10%(&'()-
+310%(&'()-6KKKKKKKKLbC! 10(L`10%O&'()-910%O&'()- 10( 10( 10( l:S10%(&'()-
810%(&'()- 6@10%(&'()- LMYMMMNXNdBbC!
10(!``10%OO&'()-,`t10%O&'()-10%O&'()-10%O&'()-`F10%O&'()-
10%O&'()-XNvOOPePzPPdEbC! 10(!s'10%O&'()- %Y10%O&'()-9$ 10%O&'()-"
10%O&'()- 10%O&'()-,10%O&'()-ZPQ4QQQQ4RdEbC! 10(!l110%O&'()-  /10%O&'()-  .
10%O&'()-f,10%O&'()- * 10%O&'()-) 10%O&'()- 4RRRRPSSSSSdYNC! 10(! 10O 10O
10OF: 10%O&'()- S810%O&'()-36@10%O&'()- 4!10%O&'()-3&3 10%O&'()-
SSSNToTTTdEYNC! 10(! Y 3 10%&'()-10%&'()- 10%&'()-L10%&'()- 



` 10%&'()- 10%&'()-T-U?UoUUV3VaBYNC!
10(910%&'()-9`10%&'()-!10%qq&'()-10%S&'()-l
`10%&'()-F10%&'()-3VVVWWbWWdEYNC! 10("
10%&'()-!10%&'()-Ll10%&'()-LM10%&'()-L M10%&'()-l y-10%&'()-
WXUXfYYZfZdEYNC! 10(1 10%&'()-/ 10%&'()- F.10%&'()-'
10%&'()-%10%&'()-`$10%&'()-fZZZ@[[[[[[aVK@! 10( 10 10 10 3:10%&'()- y8
10%&'()- 6 10%&'()-510%&'()- !`310%00&'()-3[[\j\\\+]dEVK@! 10( 10
f,10%T&'()-310%T&'()-G  10%T&'()- 39 10%T&'()-
10%T&'()-10%T&'()-+]u]]]1^^^dEVK@! 10( 10 10%T&'()-10%T&'()-3 Ls10%T&'()-
10%T&'()-  10%T&'()-310%T&'()- ^_`4a>aaa}[<VK@!
10(3.10%T&'()-!3*F10%**&'()-)10%T&'()-s'310%T&'()- !
!10%TT&'()-!S!10%TT&'()-ab[bbbccccaSE7! 10 10TT 10TT 10TT!6M!10%TT&'()-Y
510%T&'()-9L3310%T&'()-4Y 110%T&'()-3Y /10%T&'()-cccdef}[aSE7! 10 10TT 10TT
10T!F`!10%&'()-!@F`!10%&'()-!F`!10%&'()-l10%&'()-,10%&'()- Normal" "Heading
13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading
63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default Paragraph
Font$*0i7A>TEKRsY`ip#x%c 



**}!n*2;nENlW`'i9qx_)Y}'8_lt
($,`3y:RAHPX`chjlnprtvxz|~$+4DNX.aqz&pF2?Q%(E)Yn:t{Ko4c)l-R+//8K<@EK4QWafw;
qfBK  B")$V&'R)* -0.Z/0347l:r=?ABfDNFUHOJlLMNQqTUVXYB[\^!`xbhdBi
lzm>opqsu4x${#}~
/_z=i,yc.sIEU~i5!W#$~*/59|@EKQTtY]Bag'l_mnr=trwqyz{_}k?N'R0g-:$C4QK*R'h9+T^
kZ'MYka PV,!%'((+,./3_5_6S7?:y=>?ABDEFMI6KLXNP4RST3VWfZ[+]^acf
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~6Times
New RomanArialCourier New"h Root EntryWordDocument
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 




