;e3efc. Ft 6TE 1 Method to protect software agai nst unwanted use with a
"detection and coercion” principle This invention concer t he technical
domai n of data processing systens in the general sense, Jmmmmm’m
precisely ainmed at the neans of protecting software run dat a
processi ng systens agai nst unaut horized usage. The subject ofssshe i nvention
ainms in particular at the nmeans of profecting software agai nst unauthorized
usage, using a processing and nmenorizing unit, such a unit being comonly

mat eri al i zed Mythad cioi proteot dsofiwae NEagist AlnweledoRsd SR tdeteBtidanliechni cal
domai n above, the main probl em concerns the unauthorized usage of software

by users \mercwav@nn@iplepai d the license rights. This illicit use of software
causes an obvious loss for software editors, software distributors and/or
any person integrating such software in products. To avoid such illicit

copies, various solutions, in the state of technol ogy, have been proposed
to protect software. Thus, a protection solution is known, which nakes use
of a har dwar eTH¢ fivestidrofort¥mk SRR teohieibaladonthik BY 84 ngggf‘s?ém

protection key or "dongle". Such a protection k%tg%g%(%ul guar ad;?{e@gt hat the
sof t war e @regral esnsenind ih mere prevdsslo faimérk ak the méens of tprotastingh ofteaceowl edged
that this _sol.ution éa t' neffective because, it E{?e,secpts t he i nconveni ence of
bei ng easy HEMHHIHE SHARTRCPISINE SISIMS ABIPSHWALHRriged UsaBecker can, with the
ai d of speci aftez@hjdcP WfStheUinRefond hiRdS HE FRIHRL B aﬁ%@tlﬁee{lﬁe fﬂl{bttéc%h
instructions of the protection key. It becones then possi b?e 0 are
illicit cepftwaremgaimstsyanthioniged usagedisingalproeessingrmdafierhdrizisg ihitasueh abl e to
run without.the protection regver,. this solution cannot be generalized
to all soffifdFme coRmaphkmatesiafized by 3 fhipcard qr arpaterigl key on HBpetkan t wo
protection keyshé Yedhiifeal AGRafy AR (H Frafil! &Tém%n&%ﬁs 'tlik\b"ﬁﬂe{dtﬂcg-iz%'clns :
precisely at finding a solution to the afofenentioned problens by proposing
a pr ocess usagepofogofisiare by ekeraavie bayai m tpaidh thet livensez eightsisTige illicstiuzg o ad hoc

pr ocessi ng nd nmenori zi ng. unit, . naspuch (ﬁs t he_ pres nc,g of such a unit is
necessary ?@WWW&“@BFP\H@?E"‘F 105550%55’?57"6?3 {prs, SRV ARS AUstridworsandios anyach such
a goal , tliberssu%@gﬁaﬁﬁ@ shéle shfwaRLih ProdRAE eFdavéld F&h&?ﬂﬁéittc‘agi%g,g{é&%uszm ng

at | east one blank unit including at |east processing nean
menor i zat iseltipes insthe stajeipFiechaolagys biveteer paapasatsto protectisoftwateor i zed usage,

sai d vul nerabl,e softwar.e bej roduced .f,roma source_and working on a data
processi ng sgllshué’rﬁp eé:tIBngfélglgnzsc@?f‘rvm’ﬁﬂ“‘flb qsﬁﬁgﬁﬂ’?ﬁﬂ"aéﬁﬁfﬂt‘?"g‘@& during
a protect ispiterd) asch’ as 8PhiyEical0compaoiend BARd ?ﬂﬁec’ii@_ﬁtk’é@r@r Yonpley| g{ict:h a

characteristic, liable to be nonitored at [east in part In"a unit, - at
| east one Pegtpetion; kay shoubhgupsariee that the sofoware exerntasodniyan eraserauos the

characteristi - i ng 4.0 J.mpl.epent .in.a,.unit and,enabling to

det ect thg(?' §'afet1 1ég§f§ E g%éé%gﬁ%éﬂ%ﬁgygg?% P célP'FbF‘i’a(‘,‘sﬁHégeSﬁBtts abi de
by at | eashe doenveaieacs of Bélng easyad b§pass: AR ML IRARIGHED PelIBRBS a hackefRiEMEN 1N
a unit and enabling to informthe data processi ngi system and/or nodify the

execut i on Vdth the aisk ot gpeeializesfoals spetnas disasserablerscddletn thescandrol istrdetibrisy |

constructi J i | K o transf.orm.the blank.unit into a
cni ¢ abl e oF GebiBieBtorPhes? i SEARE, B3 ol ko make e bepics mrriaing o
creating angifideedrsidns of theadoRiware Bble 46 0@F witHowt!thé PrtéctidNCMREIVER tRis
execution characteristic to nonitor, anong the software execution

char act er iselufien cppngh be gegenghizeroiel albseftware, ingsmavnboasiibds difficwtitst camnect

criterion i f or | eagt one chosen software execution
char act er iné(f F@%“%By%tﬁg%pﬂaﬁe&s%oaﬁ’elsgﬁlgtsysg?fg' al gorithnic processing which,
during the exgeUEIEctobf the iMvéntidhaking ?fhfcls‘é@r 8t fRIGy QA s&lﬁﬂ?ﬁ BN@eoPer and

and enables to obtain at |east one resu and for which at |east one
chosen aforementioned problems by proposing a process to protect a software against

unauthorized usage, using an ad hoc processing and memorizing unit, inasmuch as
the presence of such a unit is necessary for the software to be completely functional.
So as to reach such a goal, the subject of the invention concerns a process to

protect, using at least one blank unit including at least processing means and
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sof tware execution characteristic, is to be nonitored, - by choosing at

| east one portion of the source of the vul nerable software containing, at
| east one chosen al gorithm c processing, - by producing the source of the
protected software fromthe source of the vul nerable software, by nodifying
at | east one chosen portion of the source of the vulnerable software to
obtain at | east one nodified 3 portipn of the source of the protected
software, this nodification being such that: during the execution of the
pr ot ect ed ngemicnivatien anéansst elnerable osofpreare dgeinet dts iiradthonizédh asabel aaid
processin stem gnd a second, execution part is executed, in a unjt,

obt ai ned %P%ﬁ%s‘%ﬂ’%ﬁ{?{ bﬁlﬁgtpr%\qq"@&%i&’ﬂ 8&88’8? and, weoriing o s, datprogessing
execution t JLLy of at |east one chosen
al gorit hmsgﬁéébgéfg#%%? a\@/é °§§1‘§’§3%F}feﬁ§v‘%‘ﬁg’%ed>?§@3‘tsﬁ’%n of the protected

sof tware, -t dueiagta protectidinsimse:execut i on characteristic is nonitored by
means of the second execution part and the fact that a criterion is not
abi ded by | eads definingipdi fication of the execution of the protected
software, - and by producing:.v a first ohject part., t he pratected

sof tware, from tTe gtolﬁ?sggnﬁgowgeﬁ?%?‘étb"c“e a?ﬁ1fef\ﬁﬂ?’é}a%&atpg)ef£?@'f°rﬁfij?%ct part
bei ng such that durihg ihBertxgeki on of the protected software, appears a
first execution part which is executed in the data processing system and
whose at | east a—poat least drekaritetiont to abideust for matleast oheasfiwmeexebigian

sof tware execution characteristic is nonitored, D and a second object part
of the protected sofB8fRfi&stiCont ai ni ng the expl oitation neans inpl enenting
t he detection neans . LOR , i . ] art. being
such that,  after-upfabdiopl el B bl dBAn o s SERTHE BLER B840 ° 1o
protected softwar e, leagtpamr softwiee sreanidnestacidtarisic @aes nbtyabi@aby aplieaghi ch at
| east one chosen software execution characteristic is nonitored and by
means of which the PBRassp¢iaiedsnitefioerion is not abided by |eads to a

i fi - e i s to mmplere ol ing 10 .
second obj ect _part B Erttipf Indos i fnBieRleRe brg il phd Bieing 2 b g Uhe
unit, and during a dstageodebanesyitsm E,ﬂthh@Hif&&ﬁd%@&tﬁﬁtcﬁQ softivhieawier S

executed: in the presence of the unit: 4 - and as long as all the
criteria correspondpti§astgnaryitefign iswetiabideddyexecut i on characteristics of

all the nodif]ed 1.ans . ot ec .sqf tware_ ar i ged. by, enabling
sai d porti onsl of C&}%Eeruf)tr %’@Il%l 'S8 %51'?351?@1 C{Pl}raﬁlgﬁrrﬂéﬁ? gpaﬁﬁangdﬁtgeaquently
enabl i ng the pr ousi¢hisie te ihplemest the desettionmehizantthe coefdioh inkai®y | east one of
the criteria corresponding to a nonitored execution characteristic of a

portion of the pereakng eprofestedgefivare not abi ded by, informing the data
processing systemof it and/ g di fyi the functioning.of the rtion of
the protected soft W&Vé’?logs&“% ﬁgleg?qhoéwﬁfﬁ&'ﬁr%ﬁﬁw 181 cﬁ"ﬂ'@’ r‘%‘%cet(?tlBﬁ'ﬁ ftware

is nodified, among the software execution characteristics liable to be monitored,

—~ by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

— by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand and
enables to obtain at least one result, and for which at least one chosen
software execution characteristic, is to be monitored,

— by choosing at least one portion of the source of the vulnerable
software containing, at least one chosen algorithmic processing,

— by producing the source of the protected software from the source of
the vulnerable software, by modifying at least one chosen portion of

the source of the vulnerable software to obtain at least one modified



and in the absence of the unit, in spite of the request by a portion of the
first execution part to trigger the execution in the unit, of the
functionality of a chosen algorithm c processing, in not being able to
fulfill said request correctly, so that at |east said portion is not
executed correctly and that, consequently, the protected software i s not
conpl etely functional. According to a Variant enbodi ment, the process

according to the invention conprises; ~ duri he protect,on, phase:
defining: - as sof ¢ PeRtien Of e 10667 ‘éftsfHFQEQ"%‘P‘F@g?i%:wﬁ‘rf:a@lsemt’é‘ﬁﬁ%hcﬁ’obﬁ“ﬂgred, a
vari abl e of rreasure%‘)ﬁacﬂtth%f the usage of a functionality of a software, - as
criterion to abide Dy, at | east one threshold associated to each variable

of nmeasurenent, - apd YatiHglthe akéqutioNBsMthe gitateticd Sofivarpaaiet etecuigit one
vari abl e of neasurenent, constructing the exploitation neans enabling the

unit to al so inpl enent patieisaexagutedzin it datsapepcessitiy sywieinf giidng sesend
protected software: - by choosi as_software_execut i charagteristic to
nonitor, at |east one gg?q%p@a&%s%gglﬁ?ct}%ﬁpnﬁfgtg%ﬁlgegcjzrggbﬂlg?ﬁ FRlst one
functionality of a sof yaf gpload 6f infdiha6ibROSi Ng: r at |east one
functionality of the protected software whose usagﬂ(:\l is liable to be

moni tored using a vari did sccohd ewesntionmEnt exegutes ehisastohe furptiondlity offat

measurenent used to quantify the usage,of. said functionality, at |east one
t hreshol d associ at ed tieaéteﬁfro%@ﬁ%ilsg'a%%WBfOcﬁ%%%r ement corresponding to a

limt of usage of s idaha%ﬂngrméi&xeutmdomhel;ﬁe&btea%ﬁ%]gé}q@_lgist wpdat e of

a chosen variabl e of neasurenment depending on the usage of 'sai
functionality, - and byhowemi eyecutjomtchamataristings cahositore¢hdyt impanofoftthe sour ce

of the protected software, this oodifjcatjo ' sych that ri t he
execution of the prot eéF‘"e‘B‘dsed‘FP\’/\tihqne?a’{ﬁéi_ b’ﬁ&?&ﬁb%%o@%%%ﬁr”@ﬁﬁﬂiﬁeégg
actual i zed by neans of jthg 58 nHfIENRAVIN eRBEHoFSNAR Pidiett@sdivpresage of

said functionality, and at |east one threshold crossing is taken into
account, -~ and éur iandbylipeodmsige phase, in the presence of the unit, and in

one 11m t of Usage po dERBEEBE Ol HE RO EHE BIPHPipy BOBALT P ey St B of i ¢
and/or nodifying the féﬂs&l:ﬁaiseﬂwafe, 5418 fREI &0 pa bbRE SREPHRACARSh St var e,
so that the functioning of the protected software is nodified. According to
a variant enbodi ment, tdxecytiancefSthe pratoctdd noftwares hppearswaefitst executiop pastes:
which is executed in the data processing system and whose at least
a portion takes into account that at least one chosen software
execution characteristic is monitored,

» and a second object part of the protected software, containing the
exploitation means implementing the detection means and the
coercion means, said second object part being such that, after
upload to the blank unit and during the execution of the protected
software, appears the second execution part by means of which at
least one chosen software execution characteristic is monitored
and by means of which the fact that a criterion is not abided by
leads to a modification of the execution of the protected software, |

e and uploading the second object part to the blank unit, with the intention of
obtaining the unit,
- and during a usage phase during which the protected software is executed:

¢ in the presence of the unit:



-~ during the protection phase: defining: - for at |east one variable of

nmeasur enent, several associated thresholds, - and different coercion neans
correspondi ng to each of said thresholds, and nodifying the protected
software: - by choosing in the source of the protected software, at |east

one chosen vari abl e of neasurenent to which nust be associ ated several
t hreshol ds corresponding to different 4imts of usage of the 6

functionality, - by choosing at |east two threshol ds associated to the
chosen vari abl e of amdagulengeas all- thendritsyianenticspondingto |ablagite vwaitotedsen

ortion of the source of the protecte of t war hi s, nodi.fication bein
guchI that, duri ngutq’fﬁmg%‘c %FF%%% Hg aﬁrtg? é‘?ﬂﬁ@‘t%‘ﬁ%% 8? tblfeﬂgolf?f’wgsi Ingg of
the various threshosoﬁ%va?éﬁegﬁgggib gélﬁ?gﬁg%a og Jnfs%m_tﬂrxeeﬁ@xsm&% of the

second execution part, ~ an sag ase: In the presence of

the unit: - in the toasekwoatirallyrmdwonsajuedtlyénablihp tisd protecedhohithatesto
detected, enjoining the protected software not to use the correspondi ng
functionality anyno‘f"%f#non&ﬁ%llx’n the case where the crossing of a second

threshold is detected,. i,ng,ineff ive.the corresponding functiopality
and/ or at | east _onear%o}ﬁgr}ea%‘f ‘P’ﬁe°§f‘§_ AR s°8frf’§/9é’|n§1.ngA % H}Oﬁbtf’feéi]a

variant embodi ment, exebi@id SleRsdtertic Obfds Ppartich b thel proRdted MDA RES: - ~
during the protection phase: defining refilling neans enabling to credit

at | east one sof t webidegde informingithe detaiprecessing systeny af itabtler ofodifytgir ement
with at | east one agdditignal usage onstryctin e | oi tati on nmeans

al so all owi ng the ﬁ?t@%‘q% ﬁg?ﬁp?ﬁ nr%‘?f*ﬁ?‘ﬂ%%@asﬁ Ware g %BH}GYI ng the
protected software: functidhifg6Pthe Potbdted B iSR0AIfielNe protected software,
at | east one chosen vari able of neasurenent enabling to limt the usage of

a functional ist y aaddn e abisemesaf theunitis spide bfthe reqliestdry apartiomof thedast one
addi ti onal usage, - .and b di fyjng_at |east,one, chose ortion, this
Todi 11 cati on bei SHCRIRPAia Figgey (h SXCOpIAnn she 1o of the driqonAkdy o3 | cast
one additional u$Re& algofithrfc prB&skingan fiCheidNablet ¥ ﬁﬁﬁ[l_eéﬁ’&"?ﬁdgilght 0 a
chosen variabl e of neasurenment’ can be credited,” -j and during t phase of
refilling: reactomscilyisogthat af deast said orthors énnetagieshied cofreotiynand dmtnt
and/ or at |east one asst?ciﬁﬁt ed t hreshol dé. sQ.as tlot rill {_.u%vvt.at 1I east one
addi tional usage™BFeIRRIY: the profseiqd spfiware is ot completely functional.
According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:
e  defining:
— as software execution characteristic liable to be monitored, a variable .
of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of
measurement,
e constructing the exploitation means enabling the unit to also implement the
actualization means,
¢ and modifying the protected software:
— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality

of a software,



According to a variant enbodi nent, the process according to the invention
conprises: -~ during the protection phase: defining: - as software
execution characteristic liable to be nonitored, a profile of software
usage, - and as criterion to abide by, at |east one feature of software
execution, and nodifying the protected software: - by choosing as software
execution characteristic to nonitor at5|east one profile of software usage,
- by choosing at |east one feature of execution by which at |east one
chosen profile of usagwosingt abi de, - and by nodifying at |east one chosen
portion of the source of the protected saftware, this nodification, being
Bch that, during the et ondATsRoMIdY 5 ool GpREROw b a8 s
execut fon part abides pyiafdnd MBnifdied BinkGAHARE oPmegliREMERCN. -~ and
during the usage phase 1 n the presence of the unit, and in the case where
it is detected that» atatlleass bnonaridbdadfimeanfrermearetaséd anquantifiothealBagtesf by,
inform ng the data processin s¥sten10f it and/or nodifying the functioning
of the portion of the ﬁ¥6ﬁ€@g@ﬁ‘§bftmare, so that the functioning of the
protected softvare |s IOqiid ehe ARRORHINsdoBiafba' 30! ANLpRBROYLIR  of Ne
process according to the Tnvention conprises: during e protection phase:
defini ng: 8 - an i nshieudiirdmet Toiresfodding N6t AUdihidn®fakeade afl @aid be
executed in the unit, - a set of instructions commands for said
instructions set, sai dfungtienaligt,i ons conmands being liable to be executed in
t he data processing_sy to tri i i e ion.of the
instructions, - as f)ro%i&cfg&glggsﬁs%ngeepjlﬁqﬁ‘gd cqtgglilé]c?geg%gf&tﬁi‘gg?nn)é'?ﬁglélfi 8%5, - as
feature of execution, ﬁﬁaﬁ%&ﬂ@ﬁteﬁp&hﬁﬁ@bﬁlﬂmﬁ@ﬁ%délfsaﬁb@ﬁhﬁérﬁﬁtﬁf the
instructions, - as detection neans, neans enabling to detect that the

chai ni ng of the +nsandubyimedifyies st deast ©oe rahopnportiont Hethexguiceeedf die, - and

as coercion neans, npean nabling 0 iLnf J1he data processing system
and/or to nodify th o?qfﬁeéfrsgﬁwﬁr& (#ust ﬂlé)d?bcrrg}l?%ﬁb%?g ps}’gl?et éda‘ggﬁ ﬁ?e when
t he chaini ng of theejedation of ithproleted Rofwar] Hes paiubld of inheasererrat ¢ one,
constructing the exploitation neans_al so enabling the unit to execute the
instructions of theadtwalizeddiy manssef the speond exeqution Rt deperdingsen dlee i ons
being triggered by th i on: i .t h t r i . t he

i nstructions commnﬂ%a,e%zgﬁﬁtrﬁlﬁpbgﬁ%’ cﬁ?tpl%a?g@%@%%h@ﬁ%?%ﬁ&s en

rnodi fying at | eastingdgccoigen portion of the source of the protected
software, this nodification being such that: at |east,  one chosen

al gori t hni? mndciwsineibe pepgs phate, Hothepaeseaes phihe i, anddathe gasegvherp at

protected Sonfyarg, SRlflofl GRLid TolrelIRARRG M 1sCHRE R dPudiEate of the

second executrTon part, usSing Instructirons, or a east one cho

al gorithm c pdetests i ifbrmims the datao processinm spsterar of itntrdfortmedifying ke sour ce
of the protected software, sq th%t durin he, executjon of the protected

software, eadinetipningef thsPaHamehths Bro sottyvass, sonibat thesfunghoning phn part
and triggers tbgpwgctéwwﬂwg‘rg%!%&ﬁgﬁji on by neans of the second 9
, 0

execution par an 1 nstruction, a sequence of the instructions
commands i s cAasedingnong viatients emboedinreat] utha grocesk |aoeonding tee tiex dowehtion of t he
protected software, and the chaining by which nust abide at |east sone of
the instr $@MP8’SS:during their execution in the unit is specified,

-> during the protection phase:
e  defining:
— for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds,
¢ and modifying the protected software:
— by choosing in the source of the protected software, at least one chosen
variable of measurement to which must be associated several

thresholds corresponding to different limits of usage of the



-~ and during the usage phase, in the presence of the unit, in the case
where it is detected that the chaining of the instructions executed in the
unit does not correspond to the expected one, informng the data processing
systemof it and/or nodifying the functioning of the portion of the
protected software, so that the functioning of the protected software is
nodi fied. According to a variant enbodi nent, the process according to the
invention conprises: ~ during the protection phase: defining: - as
instructions set, dunétipmplifycti ons set whose at |east sone instructions work
with registers and use at, | east one operand wth the intention of returning
aresult, - for at decz@psxgg) et tWHéﬁ{%ﬁgqﬁaﬁﬁsﬁ?%ﬁéé%?‘Eic pschivarablegifst ers: D
a part defining thqn&ﬁp&hk@ﬂality of the instruction, and a part defining

t he expected chai ning e execution of the instructions and including

bits fields correspaddbyehddfyidy ainldadebhé fchéhi prtibh @ dhdfsolilbe JfNRLr uct i on,
0 and for each operand of the instruction: * aflag field, * and an

expect ed identificanpigetedi sdftvase, thie wpdifieation beingr sedc thategdigngrthbel ongi ng
to the exploitation neans a used by the.instructions set,  a generated

i dentification fi e|ﬂ‘eF‘ﬁ‘%P€ﬂh? spfaﬁfil?ﬁaﬁ‘?fﬁ‘%?f?y“}?eﬁﬂsﬁ?% of e Sfication
of the last instruchiRolbafdtaRas iMtEtaeEsal diffGentRs Byimbdhs TRitEe E&Ghat 7. -
as detection nmeans, mnmeans enabling, during the eXeclttion of an Instruction,
for each operand, wixecutidnepat,ag field i nposes it, to check 10 the

equal ity thg ggne at ed ;ﬂﬁnt_i fication field corresponding to the

regi ster udedMB¢uEng Meysage e ang the expected identification field of the
origin of said - coerci on neans, neans enabling to nodify
the result of tﬁ{ea‘ﬂ:i t?egg?laf;'fri]ﬁg‘:i‘ﬁftf at | east one of the checked equalities
is fal se. Accor di ngintthe easprwtess theccressinpdofiefist thi‘d%ﬁolldﬁ@d&séte@,(‘eﬁﬁﬁﬁhgg to the
i nvention conprises; duri n? the protection phase: nodifying the protected
software: - by chood®fngfotectode sefiwergengtate Jise cthe seuresponging dungtionslitychosen
al gorithm c processjpg which during the execution of the protected
software, partially detfines the state of the protected software, - by

modi fying at | east amdeincthesase phetel the cddssingeofSdsycond dhresHodd By @dtestégd
software, this nodification _being such that during the execution of the
protect ed sof t war e, MaKing é‘a%ffecﬂﬁ‘é%%%ﬁmwm&@"é%ﬂahﬂ apdfgs ot lepdt angpy of

chosen vari abl e res'%(gﬁg%kft\k/tgﬁ)zo@g@eaaowmd by producing: the first object

part of the protect sal rst object part being such that
during the exawotding tofa viantrahlealiments dhé Wescess atcordingttoohe ifedrtioan of t he
first executign part takes also into account that at |east one variable or
at | east GPEPHE{Py of variable resides in the unit, r and the second obj ect

part of ths mﬁhﬁﬁ%@ﬂm&%&ﬁ@ﬁ%ﬁ' sai d second object part being such that,

after upload to nrt a ring the execution of the protected

sof twar e, appeardefinig sefilliig axemst iensbligy ttobyreditans RhstWuneh seftwhigast one
chosen variable, or at_ | east one copy of chosen variable resides too in the
unit, -~ and durfupgtienality, mogitoradaby a variable, of measwrmentwithat lgastioneach time

a portion of t heacfcfit'io?fal &gg@g’ut ion part
e constructing the exploitation means also allowing the unit to implement the
refilling means,
e and modifying the protected software:
~ by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality
and which must be able to be credited with at least one additional
usage,
— and by modifying at least one chosen portion, this modification being

such that during a phase called of refilling, at least one additional usage




i nposes it, using a variable or a copy of variable residing in the unit, so
that said portion is executed correctly and that, consequently, the

pr ot ect ed 11 software is conpletely functional, and in the absence of
the unit, in spite of the request by a portion of the first execution part
to use a variable or a copy of variable residing in the unit, not being
able to fulfill said request correctly so that at |east said portion is
not executed correctly and that, consequently the protected software is not
conpl etel y functi onef at Aeasboe rfgnetionaliti Kevrespoadiangrtoda chptsai vastable offe

process according to the invtent' on_c rises: -3 during the protection
phase: defining: -MgasurempntLanpeqreditethpng an instruction command, - as a

dependent {ungii fffin %%ﬁh@&byfgﬂlm: - as an order, at |east one argunent
for a triggering co%man , corresponding at least in part to the information

transnmitted by tfactializingraodess ong chyshevariablet b measiremes as/draattleaggger t he
execution of the correspondi ng dependent function, - ,rretaﬂod of renam ng
of the orders enéf assgcmt@drtmgh@d,tq?easotp&é#ogv ddeast opg ag‘iﬂf‘ﬁ‘i‘ uspgeRfdheng
comands with reﬁﬁlgﬁg agi(rsgers, - and restoring neans designed to be used in
the unit during LG phase, and enabling to restore the dependent
function to exgsdtifg for Makiaft embaditent drr procésnadcordifig 1@ thx Fhwentidhi on
means enabling the unit to also inplenent the restoring neans, and

nmodi fyi ng aomprisest ect ed software: - by choosing in the source of the
protected sof twar e ri.ggeri commands, - by nodifying at | east one chosen
portion ofgth uré%qjgémg?&’toﬁléﬂ%?edt ected software by renam ng the orders of
the chosen tr{gggsfififigcommands, so as to conceal the identity of the
correspondi ng dependent functions, - and by producing: the first object
part of the protect as sefbwanseaxesutioa chatdctesistio biabletto pgrmonitored, pairefilexafch t hat
during the execution Qf the protected software, the triggering commands
with renaned orderssaﬁga@@é 'ed, D and the second object part of the
protected sof tvare GaALaLAieRGn b8 BYCitlidist Hb RRARS ofdoRVardBleBEY,i Ng the
restoring neans, said second object part being such that, after upload to
the unit and dur iandntodéfyimgehe prodectat sdftveargr ot ect ed software, the identity
of the dependent functions whose execution ig th{?ggered by the first

execution part is ré¥iheasnpys seilware srequtionchagnigrisyetopogiter ghleast oy ¢ he

dependent functions SFSGHlER RY¥edreans of the second execution part, -
and during the usagﬁ%.aese: H\?vn t egﬁresence of the unit and each tine a

triggering commanrd Wyt éhoosingnatdieast dere, featund @if reaecutionebypwhichoat lehsttdie fir st

execution part inposes it, restoring in the unit, the identity of the
correspondi ng depend‘é‘ﬁﬁ”ﬂﬁ@h‘tfd’%&ﬁjm@i@&’&fq’ng it, so that said portion is

checut e corect L $9TouRRESOIERL e dpRppaER It 6,
request by a porti orprofecteiesdftwart, this modification being such that, during the
execution of the protected software, the second execution part abides
by all the chosen features of execution,

-> and during the usage phase in the presence of the unit, and in the case where it is
detected that at least one feature of execution is not abided by, informing the
data processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of thg protected software is
modified.

According to a variant embodiment, the process according to the invention
comprises: |

-> during the protection phase:

e  defining:



execution part, to trigger the execution of a dependent function in the
unit, not being able to fulfill said request correctly, so that at | east
said portion is not executed correctly and that, consequently, the
protected software is not conpletely functional. According to a vari ant
enbodi nent, the process according to the invention conprises: ~ during the
protection phase: defining for at |ea%t one dependent function, a famly
of dependent functions algorithmcally equivalent, but triggered by
triggering comrandsaniimsrection aetewhesedmstruetians airg tisblede be exaeitediti the ng t he
protected software: -, by choosing, in the source of the protected software
at |east one triggéfhg conmmand with renaned order, - and by nodifying at
| east one chosen poe{tée?nopfinétﬂfctiﬁgé"r@&}]fﬁtan&shef r shid PhOhREbRE S0f tugy e by
replacing at |east the renaned order of one chosen triggering command wth
renamed order, w thinsthgdtioas ¢omnanids deilgy liablei ggebd rgeautelpandentdatainct i on
of the sanme famly. According to a variant enbodi nent, the process
accordi ng to the i nMepessing ©Etept iapdsto triggenrinnthet wat thoeeqution ¢hthee,
defining, for at Ie&g&ﬂﬁﬂﬁsdependent function, a famly of algorithmcally
C

equi val ent dependen ’ons: - by concatenating a field of noise to the
i nformation defini ng BA1ef 3fMBAgONR! chagfihg 6f tht isudeiardent function to
execute in the unit, - or by using the identification field of the

i nstruction and - heassfeptire ofl exabation,f arc expeotedfdheindsg fofr thd exaptiomof the
According to a variant enpbodi nent, the process according to the invention
conprises: ~ during™SWBCHMSt ection phase: defining: - as method of
renamng of the or dgf Setedidhl 1B Bitall® thiflikGo HoBRPthat B QLHERS ofmand as
restoring means, neans | nplenenting a deci pRering method to deti pher the
renamed orders and instractionsidoeendtlverresieomidi to yheadxpetted dmgendent functions to
execute in the unit. According to another preferred enbodinent, the process
accordi ng to theindhas 6PpreisApRIaBEmCH snahlng &0 Hriomy e dita pragsesing

nodi fying the prote i ' ' g e
protected software, E%S?QT ngééo\pgégn%%lﬁgﬁ%gg{a&ﬁbﬁgndgh%égﬁr| engglfoq‘it'crt\é&;t | east
one chosen al gori t hgefewsre adteasthe ghainirdpyofthdiifisgruotiont ddes ast canespohd $&n
portion of the source of the protected software, this nodification being
such that during t hEhes¥Besed 89eof t he

e constructing the exploitation means also enabling the unit to execute the

instructions of the instructions set, the execution of said instructions being
triggered by the execution in the data processing system, of the instructions
commands,
e and modifying the protected software:
— by modifying at least one chosen portion of the source of the protected
software, this modification being such that:

> at least one chosen algorithmic processing is split so that during
the execution of the protected software, said algorithmic
processing is executed by means of the second execution part,
using instructions,

» for at least one chosen algorithmic processing, instructions
commands are integrated to the source of the protected software,
so that during the execution of the protected software, each
instruction command is executed by the first execution part and

triggers in the unit, the execution by means of the second



protected software, the functionality of at |east one chosen conditional
branch is executed, by neans of the second execution part, in the unit,

14 - and by producing: ~ the first object part of the protected software,
said first object part being such that during the execution of the
protected software, the functionality of at |east one chosen conditional
branch is executed in the unit, and the second object part of the protected
software, said second object part being such that, after upload to the unit
and during the executi execytion pat,fandastalstions t war e, appears the second

execution part by nmeans of which.the functional]j f ne. chosen
condi tional branch Fs 8)?8%%3’8%?&119 l%tﬁucg’t?PF ﬁmxﬂ%a%hg’%ﬁ]g@éég 8]ense§ he
presence of the unit apgsQRefces alBwihgPBk ekadutioh of IR frofesed 8¥RFHE ON part

i nposes it, executing the Tunctionality of at |east one conditional branch

in the unit, so that sanhd therdhaning dyeswduch eaiist mbidecat yleashdonieapf the
consequently, the protected, soffware i.s conplete fynctional,, and in the
absence of the unit ané‘lﬁtWCQ‘H}st"témé‘gtlﬂ?}ée’feé’ng%%ln “Qﬂb%chﬁﬁdof the first
execution garf {8 ﬁgete@ ty ' | oAl in the
uni t, not eiénnéjta g&ﬁﬁ%#é{g&ith@ﬂgﬁﬁgﬁ@{%@r@% Y, eso tk‘l’g{e?é;{mﬁeast
sai d portion dgedi@t tiex ehetohdinbmy of ¢hd instnatidim exeomtesie iju dhet byit ddee mutot ect ed

software is not conpletely functional, Acqord{gnghto a vari ant enbodj nent,
the process a@uEEPeYta she BEPaciRdopRs: cfergips ithe datagproceying, &ystima e ti on

phase, nodi fym?rtrﬁgdigﬁx?%ﬁ%tfﬁﬂctﬁﬁi&%@tﬁé ipbrtR;Yx dt O]zt'o'f&tedi s@iﬂﬂageﬁﬁﬂgﬁe of

the protected softwar 'east 0O series of c en con a ranches,
- by nodi fyi nghedtndtioniig oinle plotested spfmarois mdédifie sour ce of the protected
software, this nodjfication, beirrlllg uch t&at during th exegﬁt i,on of the
protect ed sof Agerdingt i9ea XpsiaRl FMPOHEISNGN HIC PP 3HCoraing o iR IRYFREOR seri es
of conditi %%Ariggg,anches is executed, by neans of the second execution part,
in the unicf, -and by producing: the first object part of the protected

sof tware, $ai dufing the pedtbetivn phase: 15 bei ng such that during the execution
of the protected software, the functionality of at |east one chosen series
of conditionaP bdefwiRgs is executed in the unit, and the second object part

of the protected software, ..said, sec i i after
upl oad to the unit R F‘?fgy %ﬁe£e§g€%ﬁyg§%%tfm% %?%atgg%ﬁ%&s? E)‘??ﬁv\?anrse,
appears the second exgkutitloregisérs ahyt useanfeasf onshopelrartdnwith ties alténtion of
functionality of at |east one chosen series of conditional branches is
execut ed. The procedetustingp&s¥l, to the invention thus enables to protect
usage of a software i i DA | it which
presents the char_actfgﬁt;i%sgg%rﬁe g%@%?%gogyggr b‘f'v@rrlégssto fware being
executed. It follows t hoparfdefimigg thedinstiomalityrofahe tnstructivn, war e attenpting to
wor k wi t hout the processing and penorj zi ng unit jr_rpo?es to reqrea%e t he

part of the software cothded Bt dehining dhe,peRested; chginingiardho Freertgn ghtle during
the execution. or el se ggi ek hi@thotfind ot Bl BinaBbhdif foui || not be
conpletely functional. Various other c acterrstics energe fromthe
description nade bel ow §n pgideneficionofidld of aprpasnredon, agrans whi ch show, as
non-limting exanples, enbodi nents and inplenentations of the subject of
the invention. Figures @0 andiforeach eparepdef theinstyrtietks di agr ans
illustrating the various representations of a software respectively not

F iR

protected and protected by*th S in accordance with the invention.

Figures 20 to 22 illustratg agg3aeRhéted iiehiiffiatioR THRAOIME bferdhd,an
apparatus inplenenting the process 1'h accordance with the invention.
—  for each register belonging to the exploitation means and used by the

instructions set, a generated identification field in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,

— as detection means, means enabling, during the execution of an

instruction, for each operand, when the flag field imposes it, to check



Figures 30 and 31 are functional blocks diagrans making explicit the
general principle of the process in accordance with the invention. Figures
40 to 43 are diagrans illustrating the protection process according to the
invention inplenmenting the principle of protection by variable. Figures 70
to 74 are diagranms illustrating the protection process according to the
invention inplenmenting the principle of protection by detection and
coercion. Figures 80 to 85 are diagranms illustrating the protection process
accordi ng to the irnheequaity ofitheeganetated) identfigationclightl eouespondingdvitha by par
renam ng. | b Figures 90 to 92 . are diagr illust ing the protection
process accordi ng t'68IH1E usge, B sai HPF’f?Bae?'mFﬁép?%@{ aepﬂg?WB tfﬁ“l‘?&fot ection
by conditional bra - BLgW s a diagramillustrating the different
phases of i npl enen[lg?f)%gllng#s?ﬁéggrgoﬁ’ect of the invention. Figure 110
illustrates an embaogiin@ntoddtioR rBeank.eMeahd endblidg ttbanbdip} eierssalt idinthef the
construction stage of the protection phase in accordance with the

i nvention. Figure lipgrudtionsifatdenst ene eftbe chevked eqpralitiepisdalseist oni zati on uni t
used in the protection RI oges in accord nce with the. ig\égtﬁti.on. Fi gure 130
illustrates &f°8 Grarretsied empogitiynty 1S FrRgrst ﬁ‘&"‘i‘ﬁ‘b‘ﬁ t AYGHOBE the
tool s makiphgnsicage of the protection phase in accordance with the
invention. Figure 140 illustrates an enbodi nent of a systemallow ng the

i npl enent & i auring thelrotectierephasein process according to the invention. Figure

150 illustrates an ,anbo i ment o(i custom zation unit used in the
protection procdBdifyangheretsctedsQfWa et he i nvention. In the rest of the

description, the f Olgn\% %b‘ﬂ:ogﬂ %ezfti fald ORE %ﬁébleb%séqu: at %ﬂ??&e%ﬁ%ﬁﬁg ng
system 3 is a system able % execut e a-program processing an

menori zing unit is ggorthinialpreressing, owhich efuringathe epeantiodest thy prowated
processing system3, - to return data to the data processing system3, - to
store data at |eastsqf@zvqr?,yartwlljlgéegé?staﬁatafeoof H'iOFF°équI°§3’§f°’a part of said

data even if the unit. i .S\ f _'ﬁgﬂt' rr i i C
processi ng on sai dnﬁd%{r{é)?lfg'xggta?%%a ccl)]fQ 5¢ r‘é‘gﬂf@eéé‘.“%gt"@%‘?@f’{.&% unit 6
IS a processi ng andsdfevare, thisngodificdtionidimnarhithe dufiag pthoessatiacedti ng to
the invention. A blank unit 60 is_a unit which does not inplenment the
process according tProtacted soflanars. ok least ene ghossn varisblecoraat Jeastionecany0st or ni ng

it into a unit 6. @xo@éﬁﬁ%}iﬁﬁé’f&iﬁ@gi EMG is a blank unit 60 which has

recei ved part of data enabling it, after reception of supplenentary data,
to be transforned i aidbyprediding:.

» the first object part of the protected software, said first object part

=3

being such that during the execution of the protected software, at
least one portion of the first execution part takes also into account
that at least one variable or at least one copy of variable resides in
the unit,

» and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one
copy of chosen variable resides too in the unit,

-> and during the usage phase: |
¢ in the presence of the unit each time a portion of the first execution part
imposes it, using a variable or a copy of variable residing in the unit, so that

said portion is executed cotrectly and that, consequently, the protected



The upload of information to a blank unit 60 or a pre-custom zed unit 66
17 corresponds to a transfer of information to the blank unit 60 or the
precustom zed unit 66, and to a storage of said transferred information.
The transfer can possibly include a change of the information format. A
variable, a function or data contained in the data processing system3 w ||
be indicated by an uppercase letter, while a variable, a function or data
contained in the unit 6 will be indicated by a | owercase letter. A
"protected softvfivare issompissély danctionhl,ch has been protected by at | east
one of the principles of protection inplenmented by the process in

accor dance wi% h anddnithe/shsenesof thewnif, inspite Bf thegequesihier portign of terfirghr e

whi ch has not been protected by an rinciple.of.protecti | _mpl.ement ed by
the process in a‘i‘?‘&‘d‘ﬁ&ﬁ‘rﬁ?@t %‘{Sﬁxtvﬁgx?lﬁ\%ﬁtclogﬁ9fva}r}?lg!er1r§ﬁ§51§gg\%eqﬁ'ét’ el
di fferentiation l%“‘rﬁ%"ﬁﬂ@ 1t il RETdaBl e <6 k¥R Ss et & 1040588 peliongs huere is
not inportant, the Term’ A software has vari ous

m "software" "i s used.
represent ati ons ekepetadicogreotly tand that t comsequesntly dbe guioteeted tsoftvafecicpote: - a
source representatiqn, -_an, object representation, - a distribution, - or a
dynam c repr esen?oé‘i‘l?lﬁtﬁl.yf“ﬂc%%ﬁjr'ce representation of a software is

under st ood AGOIERE 43 Ghdthdr0 @rem*r&h AURImERt MRS ProBsd WBeoriigUld the N an
obj ect representation. source representation can offer different [evels,
from a corifegpitioalcompsitesact | evel to a | evel executable directly by a data
processi ng_systemor a pr,oceflsi ng and nenorizing unit. An object

r epr esent avi othring the potechigr @ 8%rresponds to a | evel of representation which
after transfej t .di.stribution and upload to a data processing system or
a processing and nenotizing unit, can be executed. It can be, for instance,
a binary code, an i pigtiygeiiag comdmndeirinstrictibnsdonintatid, on i s a physical or
virtual support containing the object representation, said distribution
having to be put-—at as adepsndentfunetigyegminsiyctiong enable themto use the

software. A dynam c repregentation correspond 0 the executjaon of, the
software fromits dPSt tﬁfa‘?ron% ll‘?&sﬁ)o%ei Fﬁ%&eng %’Sf%mﬁltggeli SREpMR ¢ o
some part of the sofbMedpBndRg af Riast ihQart tDIhSMESRBON ©SAANHTed b9 tRNEatr
several consecutive or fiot instructions, and/or one or several consecutive

or not functional biptasessingsystern tontheounit espepsito trigget ithn execation of thae or

several subprograns, and/af,. r nodul es. A portion of a software
can al so correspondcf”bre,s&)ffd%"%%ggg‘%degg \%glr)%’ Figures 10 and 11 illustrate

the various represeRtAaithedsf fhamed bk brddrs andblihp es Rahie IS drds@od¥ i n the
general sense, and of a protected software 2p protected according to the

process in accor dandeobfauhtriggeringcammpads with genemed®rdars,ust r at es vari ous

representations of a _yul nerabl e sof.twar vV, a ari ry its . life
cycle. The vul neF'abIaE‘_Xé'Bﬁ‘qW%ﬁ meaps desien ué) l%\epgée%’ _rmL}ﬁ%élgHéngg%fthi p&ee
foll owi ng represent ghh@Nand eAatiig t6 FestoR! tBE AopchideM Turstion todRedUte,Fdm
representation 2vo, = a distribution 2vd. Said distribution can have

comonly the form oftharqnmdgaderz di stribution nmedium such as a CDROM or
oo L g Ao E Y50 OHRE Bl b6
vul nerabl e soft \A@gsgor?ﬁ@ BB, data processing system 3 of any known type,
¢ and modifying the protected software:
— by choosing in the source of the protected software, triggering
commands,
— by modifying at least one chosen portion of the source of the protected
software by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions,
— and by producing:
» the first object part of the protected software, said first object part



whi ch classically includes, at |east one processor 4. Figure 11 illustrates
various representations of a protected software 2p appearing during its
life cycle. The protected software 2p can thus appear under any of the

foll owi ng representations: a source representation 2ps including a first
source part intended for the data processing system 3 and a second source
part intended for the unit 6, part of 13aid source parts can comonly be
contained in comon files, an object representation 2po including a first
obj ect part 2pos intenbbédgétmhmualtmmgahpemﬁenngtlmnxoemésaﬁufam,thecond

obj ect part 2pou intended for the nit 6, di stributjon 2pd
including: - a first d%?‘i‘%?‘?‘%‘ﬁa%wlgﬁﬁ?m?gﬂ rﬁ?‘i’?gf"?‘ﬂl—’:e i rst obj ect

part 2pos, said firgt dat a
processing system 3 an%@\}%& % %g%%e&ﬁ%%%gﬁﬁéﬂgée?%ds orm o n{a% %{shleecal

di stribution medi um suetpléisationGEXAY glko timplenwnbngfthé iréstering mbansblshﬁd
through a network (GSM Internet, etc.), - and a second distribution part

2pdu having the form é&fcond Obﬁétspaléﬁ?@ﬂ}ﬁ é“%%l@brﬁf@édlplmﬂttoﬁbet“@ltvﬂﬂcbh a
part of the second obj rt h %ﬁa f.or.. whi t he
user has to finish theg"g‘iﬂé@ e%ﬁ?‘ﬁk?ﬁl @@thggf‘%%rﬁ%g&gﬁ fglrd?éﬂ?’gw h % so as
to obtain a unit 6, safépentert! RIMBHGM WHISE Txb&itida rsbtreggeea byﬁ%elmi ance,
by downl oad through a network, or of at |east one unit to which the
second obj ect part 2p0§X¢¢a§01b(9@1ﬂi iy pastared By m@msa)fdymmnd meemuegremmtr on 2pe
corresponding to the ex i rotected Sof pyar & 2 Sai d nam c
representation 2pe inc%‘gg@e %pfrltigmg}gﬁgm Ff?r?xﬁﬁlf é%ﬁ&e%ggﬂl cuted
in the data processingegatutiBApartand an second execution part 2peu which is

executed in the unit 6. In the case where the differentiati on between the
di fferent %emmdsbnngtthmg@l‘)hﬂtshe protected software 2p is not |rrportant

the expressions fi art of e rot cte t e and second, part of the
prot ected softwalfe Fengg ?fshﬁ "1% g‘né‘ﬂ?a*\fl%ﬁgd’l“ tT‘fEmBP’Eﬂ: Eh
according to therehé&‘ﬁ@d’bfdé? d&tﬂ?&ﬂh%ﬁ&ﬁoﬂﬂo‘fﬁﬂﬁl@t SRR pdreRhFSROat i on of

figure 11, uses an apparatus |p including a data processing system 3 |inked
up by a link 5 tmsmnugrmtBeufﬁn,ethdadaltgy@cféhtscwsppsdmmde,mmiemﬁfuangzomype and

3"can be' a computisl B l%iegpﬁffé% BF sPHOPERRS. i o, GotrlbnRL iy Coc
fixed or nobile gyt %tﬁé f(ﬁéﬁt&imﬁeﬁmrﬂﬁa@[yaﬁln&mp The link 5 can

be realized in any possible way, such as for instance a sérial link, a USB
bus, a radio ¢i nind mrthepbsenet of thakpitainrspiteof kel Iemkesbby a pditiopaif thd Srstric

connectiontoacircrt of dat rpcessin m | t.shoul d be

observed that  hEXGHIR Bk aeE BF SR eutin A dPryent boten b BRd he 20
same integrated gofteirg aBlO IR sRIdIEQEEOEorfecllly, I Batia!ldasPE48 PoRioAGs Sy St em
3. In this case, the unit 6 can be considered as a co-processor in relation

to the processorndt execetad cdasetlypmb@gb icapsegyentiyiile: protectedesofivake B niat

i nt er nal tothernt Ffilﬁ H% Figures 20 to 22 show in an
illustrative and°#BR™HS nner various enbodi nents of the apparatus

I p all owi ng t Rgcdrai Eeféeﬂt\%iaﬁﬂeﬁfboﬂﬁhﬂar@rﬂieeﬁfob@dﬁ RIcOFRES tb thé GRREiaace With
the invention. In the embodi ment illustrated in figure 20, the protection
appar at us ¢omprises:udes, as a data processing system 3, a conputer and, as a
unit 6, a %hrg cartg1 d 1%}g-rsnterface 8 commonly called card reader The
conput er VHREE PIYCEHS Unit 6 by a link 5. During the execution of
the prot ect ed o SOULRRINE fR af Méasl Idndt dEpeRALt AthcBBA, a2aﬁﬁnmfche ehdéptecut ed
in the conputer 3 and the second execution part 2peu which is executed in
the chip card 7 dimmttiohs algotithnhisally equivalent, bottﬂmggereﬂlbrydnggnmig commimts t he

protected softwar iS C etely unctl onal . In the enbodi nent
illustrated in f.‘ﬁwér@peangéﬁsr Areditfetsht appar atus | p equi ps a

¢ and modifying the protected software:

— by choosing, in the source of the protected software at least one
triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the



product 9 in the general sense, including various conponents 10 adapted to
the functions) assunmed by such a product 9. The protection apparatus |p

i ncl udes, on the one hand, a data processing system 3 enbedded in the
product 9 and, on the other hand, a unit 6 associated with the product 9.
So that the product 9 is conpletely functional, the protected software 2p,
must be conpletely functional. Thus, daring the execution of the protected
software 2p, the first execution part 2pes which is executed in the data
processi ng syst em 3pdtcddhsofvearorisy exqHacing cat lpastt the prevamed ohdarsofesmeut ed in
the unit 6, nmust both be functional. Said protecte 2 enﬁgles

! sof 1 war
t her ef ore i ndi rectIﬁ}osﬁlbtriﬁﬁéﬂé%@@g&mﬁs‘l’lﬂhmmaﬁ dwﬁééﬁ%t,ﬁertrﬁgana? duct 9
or one of its functignalities. For | roduct 19 can be an
rglﬁ{, triggeling.a c%pe a&%&@tﬁﬁg‘\lm b ﬂle%aﬁigc%ll

installation, a sys? ine; pi'ece of donestic appliances, a
phone, etc. |RcdoR@in@thofivaRMt éhbotiineat, el protésy ldceordihg td1€hedidietibh ON
apparatus | p includes several conputers, as well as part of a comunication

net wor k. Tdoeptia¢sa processing system3 is a first conputer |inked up by a

link 5 of petwork type, tQ a unit constd tuted er. For
the i npl erfént f}n@n&’GfPrPT'?gtl?‘h\Pg‘ﬁﬁ’ éﬁﬁnf”ﬁge @E@Lﬁ%ﬁg%ﬂ%&% gercn%%gtl g‘ﬁlggg% s a

| i cense serv . LB {16 ®enehdenPfinchiend:he execution of the
prot ect ed so?ft:avrg/é eOfEZalpé, the&fifg?ﬁexecutlpgn epart chlés which is 21 executed

in the first conputéey énaaendthe sefidddofneiset tootheanformgion defining i the
executed in the secgnd conputer e function so.,that the

6, .nust. bath b

prot ect ed sof t ware Hctignal e ofithy %Waﬁmtﬁﬁﬂ%}qntﬁieﬁ?ﬁ%e &R es to nake
explicit nore preci , r I is i he
Tvention 1t Shoul d B8 siEBigkEERAEh BREERRe B ARRRE AT R, Wb
consi dered as bei ngiduntiichtich fieldabf theiopemndst a processing system 3. On the
ot her hand, in the case of the inplenentation of a protected software 2p,
the data procAsedrdingsteseyarignt smbgdimaent, Hifs PEICCHpaGrOTHBE (1P JRE VRIS ¢t he
link 5, to trgn %_er means 13 being part of the unit 6 enabling to establish
communi cat 9 %'ween the first execution part 2pes and the second
execut i on gar Hurdigethe photedtionplasect ed software 2p. It nust be considered
that the transfer neans 12, 13 are of software and/or hardware nature and
are capabl e of pdefiniaBng and, possibly, optim zing the data conmunication
bet ween the data processi ] ' . ' r ans
12,13 are adapte tc?séﬁ%t%&gofge%h@\%g gfﬁ%négﬁgrs,gapls: 8?%‘?5‘3*6%‘? gttg?tﬁ% Ictslgg:‘gt war e
2p which is, preferapliers, i ndependent fromthe type of link 5 used. Said
transfer nmeans 12, 13 are not part of the subject of the invention and are
not described nore pndgisyestoring Megnss MRS ABIPICRETSIRG ciphsting eghodtd | The
first part of the protect L .3 {
execution of the pro%g’cpﬁlggqlslgﬁ%\aéﬁée&f%&#@%@uﬁggﬂﬁ?gﬂé;g?g&ggﬁ%ﬁ%s by
the first execution qupehdehpfmctioadioasxetite intremmii. cati on bet ween the first
execution part 2pes and the second execution part 2peu. In t%% rAgost of the
description, decardingniananotharcprefgsreds embedingaty the ef} a9pqreingplo- the
illustrated i nﬁfigﬁﬁg.&%, to allow the inplementation of the second
execution HQ’P{‘ %‘b F*%he protected software 2p, the unit 6 includes
prot ecti on -yegnsing fhe proteciioephaset on neans 14 incl ude menorization nmeans 15
and processing neans 16. For the sake of sinplification in the rest of the
description, ist imodifidngthetpsotestedisgBvareduring the execution of the
protected software , the .presence of th i or S he

Oﬁ.ﬁg,t m6lab°r 8%1:8% nog‘ %E Oéro@ 4 LSt Q?e%gt?':)né

unit 6. In actual™fatY °'q ectlon means’ adapt ed
to the execution of thenS6HEtakete hiriednoBRlin atPlREstOéne BRosen Oslgotithehic
software 2p is also considered as mi ssing, each tinme the execution of the
protected software pResdng,s not correct. In other words: a unit 6

hysi cal | resent and ing¢ludin rotection neans 14 adapted.to the
gxgcluti onyml‘o t he Secbﬁﬁl@@g‘é?‘gﬁ&ﬁ%‘?c I f} POFUIqH, ?8?‘8'5? 8@%&?%?3 2p,

i s always consi dered e . i incal FRS&R tepel udi ng
protection neans 14 ﬁ%’?w%agﬁgﬁfw}f?cggmﬁ%fﬁlgﬁ%@m%dfhﬁre)gcorreg‘tltmﬂ()”he

| npl enent ation of t hgrdteced sofewsrel thedangtivralifpefatdéast bre phaser conditiendlt war e
2p is considered as present, when it works correctly, and as m ssing when
it does not work cor benchys exeghtedabyimeanssofithe second eyeqytion pay, ‘instﬁ%ﬂ’%gys
considered as missing. In the case where the unit 6 is constituted by a
chip card 7 and its interface 8, the transfer neans 13 are split into two
parts, one being on the interface 8 and the other one being on the chip
card 7. In this enbodi ment, the absence of the chip card 7 is considered as
equi valent to the absence of the unit 6. In other words, in the absence of
the chip card 7 and/or its interface 8, the protection nmeans 14 are not

_________ L, o " o -




detection neans 17 to inplenent in the unit 6 and enabling to detect that
at | east one software execution characteristic does not abide by at |east
one associated criterion, and coercion nmeans 18 to inplenent in the unit 6
and enabling to informthe data processing system 3 and/or nodify the
execution of a software, when at |east one criterion is not abided by. 23
For the inplenentation of the principlie of protection by detection and
coercion, are also constructed exploitation means enabling to transform a
bl ank unit 60 into andbyipgrodudimgpl ementing at | east the detection neans 17
and the coercion neans _18, Figure 70 i]lustrates _the neans necessary to the

i npl ement ation of thi sttﬁrﬁfﬁ‘c?bé?cépélft of th BrotectRd Joftwas, said; fapt %hjﬁpt(p@ ci on.
The unit 6 includes th t

bel onging to the pr OCe&lﬂ%é&k@%ﬂ%@%ﬁ%é@c@ﬁ%%@ﬁwﬁﬁ%@e?@oﬁ@g&r m‘eor med by
the detection neans 17findebénaditEbf dtdedstdnd aBoseicohdition birfRH i®¥xecIE
precisely, the detection neans 17 use information comng fromthe transfer
means 13 and/or from thethﬁﬂnﬁ,rl zatl on neans 15 and/or fromthe processing

nmeans 16, so as to nonit one sever a ft

characteristics. Fof eﬁ% gb]gg(t&qﬁ ?ﬁﬁ’ecp\rlﬁ\%ﬁltgg ﬁg'?fe sgid seeandyt | east
one criterion to abi deo&ﬁéct ﬂa@t Eéi@g ﬁﬁrﬁethHWth& dﬁlodcﬁto%é ﬁﬁft%ﬂdhﬁﬁﬁ e | east
one software execution characteristic does not abid by at Ieast one

criterion, the detecti execntiomsf tiie prqifegtemspﬁwateoeppnamwthmamd]c&emitmn Sai d
coercion nmeans 18 are adapted to ropriate way, the state
of the unit 6. For thepi"%?ﬂye‘??ﬁ?ﬂsa‘f %hlcﬁftheﬁ”gm&ppﬁgtg&pt&a BE SLPSBh by

detection and coer ci oncoiiiforl BAnEH BS&Rcutedt | east one softvvare execution
characteristic to nonitor, anpng the software execution characteristics
liable toDe amirdurmgehhusagd:plhaeast one criterion to abide by for at |east

one chosen softwar executl character stic i urce of the
vul nerabl e sottwhy eg;;‘gencgto it gideeag &HP‘?%WWE“BF@F&%&%WQWW ch at

| east one sof t e RYLAUb lmEe&ﬁ&rdnaﬁeycoﬂamaet&feé&'aiddﬁamanc@ﬂfi in the
source of the vulnerable software 2vs, | east one portion contalning at
| east one chosentlmltgmtr|sbhhatcsampmues|mgxeo&utedl emectlpaad dthats eonspquentlgn of t he

source of the vul nerabl e, software 2v dified, so as to obtain the
source of the prHedreteged &7 F&&Oﬂgpeéfirémﬁm sication is such that,

during the ex?c“&ﬁd){h tﬁ& abs ’éﬁc@&%@%ﬁ%ﬁ%fsgﬁé 6f the ,reéﬂv%ﬁﬂ% QP oni- ofth34 at
| east one portion of t first execution p 2pes, | ch Ps executed in
the data processfirg esgatiompart toakesute tho fiznctionality ofiat contitionalsbrancie i hosen

sof twar e execut| n characteristic i nonitored, at |eas n part in
the ' unit 6, Yo nebbIng 2 é‘féeﬁvslﬁiwa&ﬁm%éamm 3 tht 3 o in the
unit 6, nonitor Sggittloheﬁsﬁot' BxRAfdd: c@r&digs gid Rt YEHsEqRKE U'EHeOBrotected
characteristic. ring the execution of the protected software 2p,

prot ected by t hi sofpwimds miteonmipletelyfenstional. by det ecti on and coercion, in the
presence of he unit 6: as. lon al he criteria cor onding to all

t he noni t or ed®& B’d‘gl Bnag %F@PP@N%‘& %‘F DIpress Ascording F%?%HWFP@% of the
prot ect ed gR{sRE udi ﬁ{eepxaebd&si me, zﬁaa&ylﬂgmefﬂr&écee%m&% of the
protected software 2p vvork nom nal ly, so that said protected software 2p

wor ks noni nal | y, —andyichoading,dn slic someceodf thé pratedtedsafovarerat desasbouti segies 0 a

noni t ored executi on e
of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen
series of conditional branches is executed, by means of the second
execution part, in the unit,

—~ and by producing: |
» the first object part of the protected software, said first object part



characteristic of a portion of the protected software 2p is not abided by,
the data processing system3 is infornmed of it and/or the functioning of
the portion of the protected software 2p is nodified, so that the
functioning of the protected software 2p is nodified. Naturally, in the
absence of the unit 6, at |east one request by a portion of the first
execution part 2pes of the protected sisftware 2p to use the unit 6 cannot
be fulfilled correctly so that at |east said portion is not executed
correctly and that conbeingewth that duing beesewitios of thepreteotod iseftwate, thenpl et el y
functional. For the inplementatign of the principle of protection b

det ection and coerci on] ggnail&%ggab%a g genegggwgﬁ,pfgﬂpdétma%{ag?h%%'i cs are
used preferentially. Tgéeexfe.&*té&irf%g%nﬁf sof tware execution characteristic
corresponds to a variable of neasurenent of the execution of a software and
t he second type corsespahés deoom pbjeti part of thesprgtectetl saftwafe, waidaecdsai d t wo

types of characteristics can be used independently or in_ conbination. For
the inplementation of ehisciparhesipg sucly that eftecuplesd oy thg spk epd duripg thecoer ci on
usi ng, as execution charact.eri st c ri r t ftware
execution, are defi ned:exe%:a?‘nlg{1 Iﬁ’zmr?e%%)?elc‘z/a %owag%%kgﬁgﬁﬁtsﬁée@%o%g{:% Q} ty to
menori ze at |east one parhyvmearbofwhichnih@ssveile finctisiedityt of quRast éne t he
usage of at |east one Functi onality of a software, in the detection means
17, the possibility tochesenisetiesaf condidiongliuandhepisiespeitiedssoci ated to each

vari abl e of asur enent nd .acfual i . | nabl. | t te each
vari abl e of ?Q&BF%&%#%& Eﬁfng‘%oﬁ@ﬁéélﬁg?adggg%ht%hg b@%%i%ﬁ%ﬁolg?yato

whi ch it i3RARROGY dif _apﬁfc@ssﬁhﬁ%&@ﬂ@ﬁlbﬁﬁﬁigﬁﬁnit&%lﬁbl@bie@éﬂts)ﬂhe Rh&asteristic

impl enenting, in‘addition to the detection neans 17 and the coercion neans
18, the actfuentainingon pasefsthe goftvegre deingo sxgeutedn It flosis thate awy deriwed

vul nerabl e software 2ys: af. least.o t [ v abl e

sof t war e ﬁrm\é\/gﬂt?s%? re ap'PIRRRe {c’og}%ﬂE %&OP fing r&yesgrlg Bh me%%ﬁrg?%f

be noni'torea usi ng-a varila

measur emeRfpit jmMposeE S re@Blte \the pakl of e sHRMW eoMbined 30 thd progessiig dnd t he
usage of said functionality, at |east one threshold associated to the

vari abl e ohemerzing awisrduring: the seeHiong of 61ss sidhderivs vesiggeobhespfigrare
functional Iﬁ%‘g’ﬁé’%ggﬁ‘gﬁ%ﬂ?ﬁ&ﬁgﬂa nmet hod of update of the variable of

nmeasur ement e usage of said functionality. The source of the

vul ner abl e soyhMeuse othes ¢ifarddieistio® dintdrgel, framn the Hescriptiai muddeebelowr ¢ of t he
protected software (Z)tBS’ this nodification being such that, during. the
execut i on teference tr dhecapnended tdiagrams, whithe sheWorn§ 8RR-imiting exgaples,

actual i zes, Lincy; valis 3kl ?mﬁen@éﬁ%?%% sHGREFindshddpe usage of said
Figures 10 and 11 are functional blocks diagrams illustrating the various

representations of a software respectively not protected and protected by the process

in accordance with the invention.

Figures 20 to 22 illustrate as examples, various embodiments of an apparatus
implementing the process in accordance with the invention.

Figures 30 and 31 are functional blocks diagrams making explicit the general
principle of the process in accordance with the invention.

Figures 40 to 43 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by variable.

Figures 70 to 74 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by detection and coercion.

Figures 80 to 85 are diagrams illustrating the protection process according to the

invention implementing the principle of protection by par renaming.




functionality, and takes into account at |east one threshold crossing. In
ot her words, during the execution of the protected software 2p, the

vari abl e of nmeasurenent is updated depending on the usage of said
functionality, and when the threshold is crossed, the detection neans 17
informof it the coercion nmeans 18 whi ch nmake an adapted decision to inform
t he data processing system 3 and/or tasnodify the processings carried out
by the processing neans 16 enabling to nodify the functioning of the
portion of t Figyresod@td 22arsdlidgremeilstrating theprotedteont procdss ectondjng fo thiee
protected, software 2p is dified. For the inplenentajjon of a first
preferr ed'"\)’&?‘i‘%’tmlgﬁ‘gﬁ?ﬂ“réﬁ? pERciplsof Rrotaetion lg\})conggl@pf #Btect i on by

det ecti on ang r i Ug mﬁ§ ehiiest | is / rement,
are defined: i or g%oo{geaaglthglgﬁneﬁ@gr&l a g{eO@'ﬂ%%égnggs%%{f 11@1@%\%e3%|t1%§20§gci at ed
t hr eshol dghe subjeet 6ff thé Giveniorzoer ci on neans correspondi ng to each of said

thresholds. Are also chosen, in the source of the vul nerable software 2vs:
at | east one Figmeadi0dllysiratesaan erabediment efia systepn atlowing thedmplempatationat | east

hr eshol def BpdpBian AGet 8 BERrEp i Min TLiSo Tt Btp RogFyos” =<' ™
functionalit ilﬁ}%ﬂre PIi1Rdstrht8@8h dnYMddiMERSICL Bfe- ARtz Gfluhip u%é@invg{ei abl e of

measur enent . e source of the vul nerqbl e _softvvare 2vs is then nodified, so
as to obt grotedtioa processin astordarceprith thetipvendioht war e 2ps, this nodification

bei ng such that, duyri t he executi.on of .the protected,saftware, 2p, the
second exec u'[lf‘l%‘llrepgut ﬁllgﬁtéac‘."s arhﬁlpg%ﬁlfrkeg °fﬁé>’§}§'fli %@Wéng)fhe !‘%’i‘%ﬁ}n
dependi ng opiheth6ts USAUE: HhgeFthe hrobstibR PRhselif accddBthct WiaSthE Hvand&EOUNt |

di fferent IOS?lettﬁgscr OSSIéI?l;ég of thié varli ogs tehlr gg%olads?. aJlﬁn ot he‘franav\g[?ds,

cl assi cal | y, Rigurenlf® illasteatecan embodifnenbef prsystemt dldwing theampl@pentativan t he

first thr%fﬂ_gl d is.crossed, th&. unit 6 infornms the data processing system 3
enj oi ni ng IIPGEUen RIGeess AECRL ’é‘g_é%tlﬂ’o'f‘v?’gf(ﬁ‘se said functionality anynore.
[T the prot eqlighe a5 ihfiratft GRIdhifRliMEnt B N0 cablizhtB ot e
second threshofd w potentially be crossed. I'n the case ere the second
t hr eshol d prstectiongsreckss ithacconiancs with thxamseritncan make t he chosen
functionality ineffectjve and/or t he protected. software 2p

o f et ve. Tnghe tescot th fesBntich B icdiowine BeSHECH R R W o | oo

enbodi nent ofq th | SteLdalit o RLsteth &tiS S isbaPmb OBt e diit aRO€r Ci on usi ng,
as charact eri.st i%,&gé}gﬁgalgge%o?ﬁnéasu?gnent, are cﬁa??#gd(?refi I 1'i ng neans
enabl i ng to or edAtpradestirgand memosiafrgwarits aumittabbnal i ty nonitored by a

vari abl e of nmeasurenent with at | east one additjonal usage. Are also
construct ed expl i t i 3cseptatarrovidsd byna dataprocessingsystemas to the detection

nmeans 17, the CogrCk&&tl?ﬁ%?%é&?&%b%?ﬁ%ﬁ&%{&%i on nmeans, the refilling

nmeans. |s also chosen, ner’abl e software 2vs, at
| east one variable to &3r@datﬁﬁﬁ§u§t?imgiinl&eﬁthﬂdtd fatatintah&asm?t 6f said | east
one functionality of the software and which nust be able to be credited
with at |east one adafaevemifitheuriyis switthedoffsce of the vul nerabl e software

2vs is then nodified 0 as to qbtain.the source of..t r gt ect.e of t war e
3ps, this modi i cat Fishiheftfy b8 AROM:ENE BiRBRule G Shig it BT o B8] | g
at | east one additi enalt befiddRcRt. at | east one functionality corresponding
to a chosen variabl e of neasurenent can be credited. Is carried out, during
t he phase of eef Al inih@, ist heprocessing ahd znemoniziog wiit implementing thegwecessari abl e
of neasurenent and/og, of at .| east one associated threshold, so as to allow
at | east one addP‘fq°6‘5'}Bgt?J§'§d’év 19R'he corresponding functionality. In other
words, it is possi hE N j i tional
usages of at eag’tlgl(l‘%ﬁ(em(fi&gE‘(’:'?EfJ %%a?i‘@ﬁ@e? Rngﬁ%%xé%@ggc E%fc tgs\r/?/ga?be&g%%qhor t he
i mpl ement ati on othd ieerionNbutpkkick tarpreotive datantranyfofingcit imea anid 6coer ci on
using, as characteristic, a profile of software usage, is defined as
criterion to abi depisycustomiged unihp6 iy 2 blapk unitf9evhigh haereseived patt efidatae of
sof tware execution. .Are, also chosen, .in the sour f . the vul nerabl e

sof twar e ver " aehiiREtt HOBF SRR oE Pty i o b et BbGs: one
feature of execufjgrp. by which at |east one chosen profile of usage nust

abi de. The source of the vulnerable software 2vs is then nodified, so as'
to obtain thee The upload of information to a blank unit 60 or a pre-customized unit 66




source of the protected software 2ps, this nodification being such that,
during the execution of the protected software 2p, the second execution
part 2peu abides by all the chosen features of execution. In other words,
the unit 6 itself nonitors the way the second execution part 2peu is
executed and can informthe data processing system 3 and/or nodify the
functioning of the protected software Pp, in the case where at | east one
feature of execution is not abided by. During the executjon of the

prot ect ed sof t wenozrespondsrtotatrarsdehgf infpanaiqunts tedblank, upit S0pprehermre- of t he

it 6: | |1, th t f L |I. the nodifed
porti ons of t ho BrarBERLUng 6 fad 153, M8 B HhisbaPlecs Bl Ao 11 ons

of the protected,safdwal %Polwcﬁdeqweﬁaﬁgé Bf thGnfoliRhtiofint, Ot ect ed .
sof tware 2p wor ks nom na ?y, 28 and 1T at |east one feature of execution
of a portion «f Agratigsleecdfimofibmer éat? pontainedtin el dhediployessingaystama wildbcessi ng
system3 is informed of it and/or the functigning of the portion of the
protect ed sof t wabeeingkicated hipdnr prRRercase letkes: while & Yanable A fypchenaiedata ot ect ed

software 2p is npdified. The nopnjtQLi:ng: (,ff f ures of execution
can be consi der e%?,nta{lﬁfgmf%? Sllugg{%alhgog lﬁﬁ‘gg%g%ta&?‘l%gﬂg&%ef@@{é pr eésence of

i nstructions § nchudidigetad BB Re" 0k af LB ivilach RSk Bdenti6teBid biytdta8hsghai ni ng
for at |east one part of the instructions. For the inplenentation of the
principle of proorectofothebypriseiptast obnpretastion eimplomentsd nby athef processe inf
execution to abide b t he nitoring of the execution chaining for at

| east one part o?ccf’ﬁjéh?%g’ftpgﬁet’inb'f’%t,mnare defined: an instructions set,
whose instrucyi Oﬂs'vgfn%}'zlb'l@mfﬁﬂz{r_@",Q@a%&ﬁ%@ﬂhi‘cﬁ hb BotBtch pPotectdd 8¢ an!
instructions comuands tor said instructions set, said instructions tomuands
are |iable to bepranmplatefprotectidreimplemepted drystbe pgoceys ineagcardaiieee withetbat i on of
each of said instructions conmands in the data processing system 3 triggers
inthe unit 6, tH¥BHMeution of the corresponding instruction, detection
means 17 enabling, yp daleGhet aifrdrlRiatioa! BitheerPh VidRcrabR! dtftdr@hqdges not
correspond to the expected one, and coercion neans 18 enabling to Inform
t he data processprotectgdssofiwade bt ampomantpiiie tgrmt ‘fsefteamt’us used. of a software
when the chaining of the_ instructions does not correspond to the expected
one. Are also® CORW%B%W%HStIQ?rPW%ﬁgemg %B’FHBSt%inCPnﬁd?eral so
execute the instypuetf@ans af the instructions set, the execution of said
instructions being triggered by the execution in the data processing system
3 of the instructi oasoteewepresentdtional so chosen, in the source of the

vul nerabl e software 2vs, at |east one algorithmc processing which nust be
renoted in the umit aBohiegt represgpietiont he chai ning of at |east one part of
the instructions is tp be mbnitored. The source of the vulnerable software
2vs is then nodified “86°as o obtain the source of the vul nerable software
2ps, this nodificatiopg dRAME Rpfebertitadn, during the execution of the

protected software 2p: the second execution part 2peu executes at | east
the functionapit epurcérgepresentation of a software is understood as a representation

which after transformation, results in an object representation. A source
representation can offer different levels, from a conceptual abstract level to
a level executable directly by a data processing system or a processing and
memorizing unit.

e An object representation of a software corresponds to a level of
representation which after transfer to a distribution and upload to a data
processing system or a processing and memorizing unit, can be executed. It
can be, for instance, a binary code, an interpreted code, etc.

e A distribution is a physical or virtual support containing the object

representation, said distribution having to be put at the user’s disposal to



29 chosen al gorithm c processing, the chosen algorithmc processing is
split into instructions, the chaining by which at |east sone of the

i nstructions nmust abide during their execution in the unit 6 is specified,
and the first execution part 2pes of the protected software 2p executes

i nstructions commands which trigger the execution of the instructions in
the unit 6. During the execution of thg protected software 2p, protected by
this principle, in the presence of the unit 6: as long as the chaining of
t he instructi onsnatle #iiem tohese thxosoifiventle.por t i ons of the protected software 2p,
executed in the unit 6 correspaonds to the expected one, said nodified
portions of t*he dApase é@f%ﬂgﬂaﬁi éOIZ?ﬁpﬂﬂﬁiﬂ(tOrfg?rPWFlW of thespiwazsdirem

prot ect ed softvvagge Sﬁﬁ v¥orks nomnally, and if the chaining of the

i nstructions of ' CB P'ilbcﬂl'of the protected software 2p executed in the unit
6 does not CQ”%%QHﬂmt& 4 S @6£rE5hoRAL to bdife Pakt Jf LSRR dnd¥ahem 3 is
informed of it and/or the functioning of the portion of protected software
2p is nodified, fenitdsteate chrespond,t tocoriengr sefvetah eonsecuttiet ednatahstetien®p i s
nodi fied. Figure 71 illustrates an exanple of.inplepentation, of the
principle of prcﬁr@élﬁrmﬁ qsfe&%r%eqr}sewta'ﬁoofdaﬁrfepgffpﬂagﬁﬁgﬁs,a%l RANGrF of
execution to abi i 1 Ll (Al at
| east one part Osgs%rﬁgﬁ#ﬁg?ﬁ%@%%@g?ﬁey #ea??:lg)?g&%%%?’gh nt e dg)l% p%gg%eéélc hai ni ng
i s abided by. ThaodilestAepation i afha psftwa2eesnodlsé horesmingc teedlls of tsuiat e 2p,
executed in the data processing system 3, executes instructions commands Ch
triggering, in t¥98%#kt 6 the execution of the instructions i~ belonging to
the instructi e [F I raety S e L Qf
instructions Igg‘?:'ﬁe%i %%Idt? eig lggétfﬁ%etplg n‘:’agfé’ﬁ? ﬁ%ﬁﬁeaﬁ%%t?&;‘gaﬁs é}ﬁg?@t ﬁfeme

i nstruct i enlmrblasdiowdre enabtlengnenl vese fandidfa muteerct adftohe 2p p@tdetsd t he
execution of the instructions. In this exanple, the instructions conmands
O, are rappediagie theproonss oyaccordanes WHB thedg¥eati® chai ning for the execution
of the instr L ONSal Fidotrntal s i I i4., 6, of
the instruct iLigikhlloe' Slg(;'i \il}alg’trf‘ﬁke \Fa{é'lsoﬁlﬁgregreg%rgat{[ﬂg §§§a§m%?‘%2aﬂc‘§ %0 e ail‘jﬂs ruction
i "+i  gi vesppbringaiuding i3 lifd byeclé. Etervidicrable software dvscashus dppeanaidanshy t he
results a and b _of the instructions i" and i"+~ and its execution gives the
result c. ofhg felJowingrepesatationshat sai d chai ning of the instructions
executed in the ) I to the expected one, it results in a
normal or nom nafrg uﬁ%ecﬁeﬁgeﬁ%ﬁg&g)f%he protected software 2p. Figure 72

illustrates ah expoBib& réresciptioi@ybat i on of the principle of protection by
detection and coercion using, as feature of execution to abide by, the

noni tori ng ofe t ha distabutionoAvdhSaid digfribntien cprdwve cemmenly tbe fome of a
instructions, in_the here_ the ted by I §..nat abi.ded by.
According to thi ghygygﬁ%ﬁ%?%f?@ gg?gglg?:sgl‘é@h% %;:(ggk@g?g?rhgleegoen@ut%kgﬁe%f t he
instructions is gkirdbutdd thrdughta nefwbrk (G8M,Hawaet etc.j,he execution chaining is
modi fied by the replacenment of the instruction i" with the instruction i'",
so that the chai of agdyamialregressntationedve gorrespondingitoathe execntiathef dhecut i on

of the instruction i'y gives the resylt a, i..e. the result that the
execution of the"} grlapl?cstq\ﬁaif?x? v %ﬁ%&f"%ﬁ?s‘f‘%éﬁqﬁl‘?z& By for'\%w?h@e’
execution of theywhitdaseich®inichities; at Rstiffebdedsoraeans 17 detect that the

instruction i'" does not correspond to the expected instruction to generate
the result a Higade akl dilesteates ofriote represantations nof "a+ proteeted denfbware o2p neans

o B4REE G Do e R S S ek
i nstructi 0&4‘9f‘ﬂ1°%“€§°3}&%“‘53§"‘&t ¢' which can be different than c.
i e execut t

Nat ural |y, Ion o he instruction i'a gives a result a'

different from thesouRgUlepresembtion2ps iduding iaofirst Sourté part inteaded fdrathet he
result of the instruction i"+z c~ also be different fromc. Inasmuch as the
execut i on chai ni dataqfroedssing systemc archa sesand foutre; part intended dorsthg gail Giot
correspond to the expected one, .a nodifi [ f.1the tiQpring of the
protected soft vvaP@S?S S%‘éﬁo'frﬁﬁpm?aé’ %gma‘ﬁ’ﬁgzbgga‘f?‘aﬁfg?ﬂ %@H&?hgﬂ%f’ 74
illustrates agpr I ; héTBdihe @f Bét Jagt ; ction
by detection 5nd%é?g!e??5ﬁégﬁﬁg?ﬁg§9%atur%qo?ﬁggggﬁt@n%‘g lg%ing%djgd;, t he
moni toring of thehedats pidcessinghsystennd and aaecdndarbjeco part gpou inténdeddor the
instructions. According to this preferred variant, is defined an
instructions set whose at | east sone instructions work with registers and
use at | east one operand with the intention of returning a result. 31 As
illustrated in figure 73, are defined for at |east sone of the instructions
working with registers, a part PF defining the functionality of the
instruction and a part PE defining the expected chaining for the execution

Y e o N o o e o Y




the operand k. As illustrated in figure 74, the instructions set includes V
regi sters belonging to the processing neans 16, each register being naned

R ,, with v varying from1 to V. For each register R~, are defined two
fields, nanely: a functional field CF, ., known by the Man of art and
enabling to store the result of the execution of the instructions, and a
generated identification field CIG, emabling to nenorize the identity of
the instruction which has generated the contents of the functional field
CF,,. Said generwiieél i dentification field C1G, is automatically updated
with the contents of the identification field of the instruction ClI which
has generat ec t hedistributipnAnd inqleding:CF, , . Sai d generated identification

field CG i ith i bl e, di fi abl f i nst ti
Tnd Us bt el vesa F o ganRutcbe b At anebindE BoMsrPWoch bk JBat- B of an
i t ti , the d t i 7 :

i nstruction e degae c%lﬂgb??%gi)faftefﬁ&r o¥in@Uintdrided SRF hh@mfaap§55?s§\£§ 4 oo

foll ow ng operations: d CDk I's read, 1If the f
i nposes it, the expegtem 3 deadt whichatdroromneinlly GaPk thedotnheofge ngtyaicatl

identification field Cl G- corresponding tQ the register ed _bg_éhe oper and
k are both read,  distributien gegdiymsychyps's LDRQM ¢y Fg‘%‘n@ legdgtriquied | s

checked, and if thgﬁg‘?%%gé%phf%é@dsglte&gﬁfgﬁt ection neans 17 consi der

that the execution e Ihstructions is not abided by. The

coercion neans 18 eRpgdh gedofd dRtHibutionart fdu Ravifg thB@rhiist ructi ons when the
detection nmeans 17 has informed them of an instructions chaining not abided

by. A preferred enmbadi wért least cwer precPusiomirgd paidi 66y tongvhidheatpanic of dhaal part
PF of the instruction currently exeguted or the.f tional rt, PF of

subsequent i nstructi on$*%R Cog)il%lt R@r‘??gog%ﬁ h%ein ‘5’&9’%{%&3&‘2? s‘mﬁﬁlé &t i stic
of the invention, the m&@&@%iﬁrlhErcﬁ@t%ﬁﬁzali'oﬁﬂ)yaﬁplbmﬂ\}ﬁ@Wélﬁ&ltﬁyﬂi&ti‘ci ple

of protection called by variable a description of ichis carried out in
relation to figures 40 sp@s48.obfin atunit 6ngid sepplemerdaryaiata being obtadniedh e of

protection by variable,.is chosen.n th our f the vul nerabl e software
2vs at |east one vari alf?relnﬁﬁf‘%%?ygﬁwlkogaﬁttﬁrgﬁgég g&“f%?r of the vul nerable

software 2v, partiakly Hfianfast dre e ¢ whichsthasecontl objeePpirt@peu hayst be
understood the set of pieces of information, at a given nonent, necessary

to the conpl ete execut ibgen gplogdddd software, so nuch so that the absence of

such a chosen vari abl.e pr.ej udi ces .t he,conpl et e execut j,on of said ftware.
I's al so choseh aPr [Fedgt ﬁlew%??}% N, #P¢ R]éngiﬁﬁ’f@@go SRFGIY} gﬂﬁge

software 2vs Cong?étéﬂt&g sofwhi2ag). 98 GRARE riedcaltion e InRRes ANArsEhoseEN
portion of the source of the vul nerabl’e software 2vs is then nodified, so

as to obtain theesaution paft 2pee wivich iscaxgdutedfin therdatprocespingssystomi 3 aodt i on i s

such that during the execution of the pratected. spftware 2p, at |east one
portion of the fPPSFCORYEETTULIOR PRHAPCY %ﬁieéﬁc‘}t%&)'é‘)}ﬁ%ﬁ?% "in the data

processi ng Sygf @case WAkRShé Bifferaaabn betWirh tid difRAmt rpidertafs® ofhei abl e
or at |east one copy of chosen variable resides in the unit 6. Figure 40

i |1 ustr at geotectedxsofpiare @p Sxegumpontant, the expressiens) frst partvafr the Droteetadt hi s
exanpl e, durjng the execution.of the vul nerab oftware 2v in the data
processi ng® %Pﬁ_‘%,se"&ﬁ%%ﬁt QPt}ﬁtpr?ﬁe?fﬁgisﬂgY’%ﬁ?tSl’?ellﬁe P‘Wg{iassi gnnent of the
data X to t heTKﬁ'hh fehfinMtion 08 BeS6&s§ edaydiil b thd inveitioh ifBechifahédWvith2, the
assi gnnent of the value of the variable VI to the variable Y, represented
by Y E-- Whe dyndsic representation of figure 11, uses an apparatus 1p including a data

processing system 3 linked up by a link 5 to a unit 6. The data processing system 3 is

of any type and includes, classically, at least one processor 4. The data processing

system 3canbea computer or be part, for instance, of various machines, devices, fixed

or mobile products, or vehicles in the general sense. The link § can be realized in any

possible way, such as for instance a serial link, a USB bus, a radio link, an optical link,

a network link or a direct electric connection to a circuit of data processing system 3,

etc. It should be observed that the unit 6 can possibly be physically located inside the



and at time instant t3, the assignnent of the value of the variable V1 to
the variable Z, represented by Z ~- VI. Figure 41 illustrates an exanpl e of
a first formof inplenentation of the invention for which the variable
resides inthe unit 6. In this exanple, during the execution in the data
processing system 3 of the first execution part 2pes of the protected
software 2p, and in presence of the uygit 6, appear: at time instant tl,

t he execution of a transfer conmand triggering the transfer of the data X
from t he galednRERGASSING tBubRMracdssortd ef war dabpeocessingogaterdd.i i thize

menori zation neans 15 of the unit 6, said transfer command bein

r epr esentaask, the W@ILTY ¢dn, bexgonsidercd 83 A caPorrgsseyin i¢lation te g HTQPG‘@S@M&gﬁlegnrrent of
the data X to the variable , gt ti instant t2 he execution of a
transfer CHBIRHISIPE Flif'éeé’i‘bﬁﬁgb‘r‘?ém%rsdﬁé‘?q%‘a@?m%@t%zt CI5P Y he variabl e vl
residing in ni ok RS [ ST H S : ign it
to the vari a@ﬁgré, hgatlgdizt)rsgér;]\gflgralgémnﬁéiéﬂgg@i%@gls n'?ggﬁ%ytvlgrl{l(v ) and
cor r esponghbdiments R thechpparatuisel g atiogivuge the dfiplementatibnefahe tphetestion abl e vl

to the variable Y, and at tinme instant t3, the execution of a transfer
command tPIoeRse i argordance With dredaveitionhe val ue of the variable vl residing in

var i abi o 2, BubREpPEhEE ARERAEG BESHEM e Brolubl oFBm 1bjndfugs,

cor r espongi NdaiaprobRsiBBGysemt Bea 26mpgRIRAL, & atudét §,24 YRipQdard Meandaitd abl e vl
to the variable Z. It should be observed that duri S‘S‘ t he execution of the
pr ot ect edintesface\8 compponly called gard repdery Bhe egmputerckisdinked yp toythepiitt6 &y Thus,

when a port,i. f the first .exegution rt es_Qf Lh rotected software
20 1 moosd ink 5. Beingiine ckSayrat ah e SRR bR 2o, fnd Rl HeBHHn

vari abl e §esiviiggid dkebited iite RriphtdrIpdil 186 sQBnHxbARio Part 2eaGAESH NY
system 3 to be used by the first execution part 2pes of the protected

sof t war e Bexeawedrinctheshin trad 7saddtsgoterfaos 8i mushhwnthybe dunctional solthatdhel t hat |

consequently, the_protected soft e 2p is conpletely functional. Figure 42
ill ustrat%@¥%wdé?§§ﬁfeef%fs °é’“§’g‘i§ﬁl%%ﬁoﬁf‘f0f i npl ementation of the invention
for which a gppy epfbddiifentalthstfated inSBpui@ 1 thelpbtebiidr afharduis w_b@i?mrml e,

during the execution in the data processing system 3 of the first execution
part 2pesprod8é 9fintthe genetabeensd, fsluding oradpys semippnentshd0 mdaptedde the t he
unit 6, appear: . at ti instant tl assignment of the.data X to the
Var i abi o DRSO BRped Dyesth acprafsit ok A ProG e peperate® B ipclides; ph

execut i ongfond Hhh@NSAfA ploRbidBptykehdBhbastel if thd RBEERD 8l dhdedaied X from
the data processing sysPem 3 to'the variable vl l'ocated in the nenorization
means 15 biénd, leunihi6t asSociatad dvithr thesproductodmBm thas she gredust 8sis reomplatgly OUT( vi
X), at tinme.nsgtant t2, the_.assignnent, of the | e of the,varjable VI to
the vari aﬁf"ém?‘,‘_ ’ g’ﬁd’r& ected ROftWaLy gﬂt gt Qet ﬁ(émgg?ge?%ﬁu}yﬁmaql. jh??’é#’l‘?f‘ ro
command 't OgeLhich bithd Pin'&fté?I séitwirl Qp/ 3hd! Girftf exleB@iorPparBBhEs Whidhessi di ng in
the unit to the data processing system3 so as to affect it to the

vari abl e Zxecateddntthedstherocssing systérsidnand thp secnmd: exgcityon part/2peu whichhoul d be
observed that during the execuji of the protected, software, 2 t | east
one copy & execytsd iy eélm%éi'wﬁw%#@“wﬂ%ﬁé%@m?§°t%8 waTe 20 F‘?a(?ﬁesof t he
first exegull / yale tBe SROdubtPESER: detits and i n
t he prese(r‘?(&:géétgl?é lt %&c&ﬁ??&%@fﬁc&g&\}g&t%@%@ﬂgﬁ?@&%@%}/ 0 vgri abl e res'}isdi ng in
the unit Gurctiohslitiesf @or cidsthimcet lthe daddugdr D was sbergnsinstatiatioh, t © spstemsad by t he

first execution part 2pes qf the projected software 2p, so nuch so that
sai d por t maching, atoyetpiege ohdomesticyapRHanceh4PhoBg&equent I y, the protected

software 2p i;S .0 . LOE [ G i e | e of
artenpt of et PRRSA ol MURFhEQ T puke #11Ee BriytodiRpPaRES (HInEHARP

M ssing. IsBvdrili Son§eets) £ welllad Pt bhe comaniaidacion nbtwdik. Tied datp provessiigng
system 3 of the first execution part 2pes of the protected software 2p: at
time instapsteml 3 is aefiesk somputen ligtked Hip ByamhmérS ebMeRYRIK AT VP, 2 MRt Gannot
tri t he transf f the data, X he. i ab I ki i nt t
t he*absen@angitiERchY, 4 tocpnd cRbpieh For 10 inietaiafiot ot bt inghelgh et
transfer %P&I@%ﬁdjﬂg&'é isQRBAAS a libéig8ErveP for ' RBRERH sBftwhit2p! TDutingThe t he

variable v ata processing system 3, taking into account 't he
absence ofexttgtionnof the pratectedtsoftiwaee i2pstthatfirsB exedwionxparti2ipes vdfick hie
transfer command I N(vl) cannot trigger the transfer of the value of the
variable vl to the data processing system 3, taking into account the
absence of the unit 6. 35 It therefore appears that in the absence of the
unit 6, at |east one request by a portion of the first execution part 2pes
to use a variable or a copy of variable residing in the unit 6, cannot be
fulfilled correctly, so that at |east said portion is not executed
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36 to restore the dependent function to execute. For the inplenentation of
the principle of protection by renam ng, are also constructed exploitation
means enabling to transforma blank unit 60 into a unit 6 inplenenting at

| east the restoring neans 20. For the inplenmentation of the principle of
protection by renam ng, are al so chosen, in the source of the vul nerable
software 2vs: at |east one algorithmg processing using at |east one
operand and returning at |east one result, and at |east one portion of the

source of ekbsutedllimenaliirgt sathpwer 8 2 the avtandnexg@ution |paas paneaviisiogen
al gorithm c processing. The source of the vul nerable software 2vs is then
nodi fi ed, execuded imthebsegpnd chmputsi b snest hotle bp riupetionalise dhat Whe eratpged Thi s

nodi ficatiop is such that, anobng others: during the execution of the

pr ot ect ed SE&Wﬁﬁaﬁblszfnpgettelewgl} e portion of the first execution part
2pes, which i teadbl h\?a@aé IRItOBRS padise Sftlﬁ”'pl%tecftiaﬁ dedd gnaccount
that the funcl{qi gir‘]e:‘?f)'te;?/ﬂ%l#agg% east)&)one chosgn 1§| Ié,brit m c pr?g?assi nré S
execut ed iaBcdrigndeniith the invhntionglt sheuldbe obséroed thit 4 Nelnprabtecsoftedrsdé tinar e 2p,

the second execution part 2peu, which is _executed in the unit 6, executes
at |east thesideradtasdiring eyecytedatotalnin agfda prResesing syismthiPR the gthegsi ng,

each chosqn, al qori ! gic o RECaShndeh ol df o Sfolball GbiRg Hhewexgayti on of

the prote p, € osen al gor M C processirig 1's executed,

by means %oée@ﬁné%gﬂélﬁ FiR0udek dRAnPRF incdne U2 linked apdepthsdiiki 5,ftoneinkfRs .
Preferably, each chosen algorithmc processing is split into dependent

f unct i ons rhefths (14 heingpartof ithegurit §renabling to-estaplish communieation thetwesnethgr
| d dent . functj bl i ' d
ot the unmisGegeaiol gt 2bes FBRcisofkohE B p ARG, 8F BERK Bhefcr 2neS

oper ands) Qfdafxgrute in combination the functionality of the chosen
al gorithmc processing, using said operand(s), - and possibly, one or
several depenlfienustfhenconsideged teab| thegransier phegss i@, By ameofusnfiwage aad/arhe dat a

rocessin tem 3's disposal of the r |t qf 4.the.chosen al.gorithmc
Br oce:§: né‘ﬁ ‘?Sﬁ%rﬁ‘ﬁ?&“fﬁs haé{dzgrgifﬁpﬁglﬁ %fpf%vi‘ﬁ%{%o"t“gt? 8%3%1& P ﬁ%a“ﬁlez?%pawtﬁ as:acond
execution o%?rﬁhuﬁ@ﬁlbnw&?ﬁlet 882 PRERBERG syfte 3 aAd $hd dhit 6. Shidi tighstdie

execution the protected software 2p, the de(gendent functions are
tri gger ed thgansrli2g 33 arsadaptadrtarcablaite haveat-onsts disphspka protected software 2p

which is, preferably, independent from the type of link 5 used. Said transfer means
12, 13 are not part of the subject of the invention and are not described more
precisely as they are well known by the Man of art. The first part of the protected
software 2p includes commands. During the execution of the protected .soﬁware 2p,
the execution of said commands by the first execution part 2pes enables the
communication between the first execution part 2pes and the second execution part
2peu. In the rest of the description, said commands are represented by IN, OUT or
TRIG.

As illustrated in figure 31, to allow the implementation of the second execution
part 2peu of the protected software 2p, the unit 6 includes protection means 14. The
protection means 14 include memorization means 15 and processing means 16.

For the sake of simplification in the rest of the description, it is chosen to
consider, during the execution of the protected software 2p, the presence of the unit 6
or the absence of the unit 6. In actual fact, a unit 6 providing protection means 14 not
adapted to the execution of the second execution part 2peu of the protected software

2p is also considered as missing, each time the execution of the protected software




and a sequence of the triggering commands is chosen anong the set of
sequences allowi ng the execution of the protected software 2p. The first
execution part 2pes of the protected software 2p, executed in the data
processi ng system 3, executes triggering commands with renaned orders
transferring renaned orders to the unit 6, and triggering in the unit 6 the
restoring by means of the restoring neans 20, of the orders, and then the
execution by nmeans of the second execution part 2peu, of each of the

pr evi ous| gp dedot nenedclpentitsrivorfisinct i ons fd". In other words, the principle
of protection by renamng is carried out by renam ng the orders of the
triggering cOmarii 6 Bhysieslly presentand ineluding pratectiosrmennd ddwdapied tmtheed
orders whose executi.on i.n the data processing system 3 riggers in the
Init 6, the exelttn of e BooR R PATh AR LS e TR URe STV HG I8, Been
triggered by theydjsQeRsiH&Ed GOPREBRES W th not-renamed orders, w thout
however the exam nation of the protected software 2p enabling to determ ne
the identityeof atuigt €phgsitally ptegeantenincludieg protstiohimeane 18that labaigéd at es an
exanpl e of execution of a vulnerable software 2v, In this exanple, appears
during the execdi Bot gHowing the, comedt dmplarpentaigncobthe speond expauHOR P8Kessi ng

system 3, at a ria| I I e i - Y)
corresponding to ¢ ﬁ%f%%b%%ﬁ§@§&aée3§ﬁs;c§b§#§@%fa g{bﬁ%ferrl%gﬁe{l lﬁ%ﬁ

al gorithm c proceaséthy afd s isitgachdnyit dodstint ivodk corrésily, usi ng t he operands X
and Y. Figures 81 and 82 illustrate an exanple of inplenentation of the

i nvention. Fieguraad@unit|§ physicalle missing isalwaysiconsigeredenmassings of t he

i nvention. | his ex I dugi.ng t exgcuti.on in.the. data_prqcessing
yetom o of tnEaEsEHRERRe pibh i ShrsB G EEH ip a7 b e AR hp o

in the pre3gEemeinstiiCardRplit Rito ARPPAKS on@‘befﬂgrlﬁ‘l theshRfhée § bnd @ oth&le
execution of the triggering commands CDI, CDZ tri ggering in the unit 6, the

execut i onoby beingron thé chipecazd Go i thi embodiorenp the absesge ob thet ¢hip candrEipondi ng
dependent functions fdl, fd2. whi.ch proyjde t 8 transf.er, of data X, Y
fromthe GaierERteniyon 8 it o eTuir io slbts v iR g BEHERs vel y ',
y locatedgf 'ﬂaet%%gw Aol A8 ifeARE 8,5the prétB&idimears 14 @lethdtab3§ibidd
comuands CDI) bei ng represented respéctively by QUT(x, X), OQUT(y, Y),
at tinme iasdadontmet eGatle thehexecutidreobthessgronshexecutione part i2pgu of the protectedls CD3

to CDN I, tri ring inth it 6, the gxecuyion f the second
execution Sﬁéwg‘%%ye ffgmblf’nh % g‘ag g}erpégfﬁﬁt}‘?gisﬂ B@ﬁé’rﬁéﬁ?? X‘?’gﬁ@{]ﬂ?%ﬁ’ém?%‘?l't o fdNi,
said triggeri BAtHARS ifrentbh ' B&idn?ﬁbé‘é@%ﬁ@' f @pMaLAtg &, DY
TRI G f d3) tolg'%fég(?%_l). The sgri e’éég??%te endent funct?ons deﬂtt %/dN_l
execut ed iprinciphbefimaotection, salédjoy « detettien and cogrdiomb emdescriptioneof which ion F.

More precisely, the executi.on of, sai.d triggering conmands |eads to the
execution %We)f/ir?é& Fﬁ‘“."%?°t‘?“f‘?§e7°§83§ndent functions fd3 to fdN 1 which use

the contents R thd'BnplBMBAtaAek bPtheZRRRHIX of Prodétfioh VyldefectiBh ah@ ebértion) 2
menorization zone z of the unit 6, and at tinme instant tN, the execution
of a triggesdefinedormand CDN triggering in the unit 6, the execution by
means of the secqnd execution part 2pe of .the.. ndent functiqn fdN
brovi ding. the ¢ raiEstpRG POt RREoR sttt LT HEE Hpriioitacigpet
contained in thejRpmhitKSHAiPG, zone z of the unit 6 to the data processing
system 3, so as to assign it to the variable Z, said command being
represent ed by |af(Epst bne toniteriomx &npabizle by foorapl least| gnd spftwatenexdchion

i nvention, are chosen as, orders, the first argunent of the triggering
conmands OUT andchaetefistinent of the triggering commands TRIG and IN. The

orders chosen_in I . I 1 : 1 f the
orders. In thls 97%%@? %%’(af!l‘g lgrtég&@ﬁg’?entv%@r%&e%%ﬁgg%éégg@%tag CDN
i.e. x, y, fd3, feddd dne soffwaie eRculiol charazferistic dobfnbt aAlide ®Ytdt\iedsy ofté X)

R(y), R(fd3)..., R(fdN_ 1), R(z). Figure 82 illustrates the conplete

i npl ement at i on o#sse¢iateflgvitarionon. | n this exanple, during the execution in
t he data processing system 3, qf, the first .executli rt es of_ the

br ot ect e sof t waf i 93EroiaR dhedns g o nlesniy 1515 Wl e drabiBg o fuforly ¢ e
instants tl, t2, £ s I i OLXRRStsH Wi d
orders CDCRI, CD%Zh&tﬁr?gﬁdsé %ﬁgisg%e%]?tahghggﬁd@?mt%he renarrgf(‘:lyko orders
R(x), R(y) as welhemat lelist ofl@ictiteiion s hotiabppdadityg in the unit 6 the restoring
by neans of the restoring nmeans 20, of the renaned orders to restore the
orders i.e. the identity of the nenorization zones x, y, and then the
execution by neans of the second execution part 2peu, of the corresponding
dependent functions fdl, fdZ which provide the transfer of the data X, Y

. fromthe data processing system3 to the nmenorization zones respectively X,
y located in the nenorization nmeans 15 of the unit 6, said triggering

o o o I P — e ——— N o M.




In the illustrated exanple, the triggering commands with renaned orders 1
to N are executed successively. It should be observed that two inprovenents
can be effected: The first inprovenent concerns the case where several

al gorithm c processings are renoted to the unit 6 and at |east the result
of one 40 al gorithm c processing is used by another algorithmc
processing. In this case, sone triggerthg commands with renanmed orders used
for the transfer, can possibly be renoved. The second inprovenent ains at
opting for a Parthe meplemsatption o€ thef prinniple of partedtion byadetention and cherciomaned
orders anon he set of sequences all ow the execution of t .pr ot ect ed
sof t war e 2158 a]tsﬂ qomtguc?qgsw Hatipp means FB?@%%‘P}%%E’PH&@@ uglé%e‘ﬁ@ea of the
11 gger na,ORRNERHidd i IERPIB AeRLASH et Pafll dERGEIR hepegal | v the
execution of th ependent tunctions, by Intercalating, between them
portions of cPigare70dlisadtes the heardateaessaydtodiss ingplayaitetiorBofthid principldi ng or

not triggering commands with renanmed orders used of the determ nation of
ot her dat aof mEpigatiens bpJetgpidorsand coereionalke unik 63pelndesthe dgtecton means 17

enbodi ment . Fiqgure 83 shows .an, exanpl e of execut.ion of vul.ner abl.e

o twar e 24pd {18 Scireion FoRET 43 nBAPE Todhe TS E dudon e 118 RS

vul ner abl ey,sa{st M€ id¥rméd by {he deRtBo hRaRS ST (Mt 5 ¥afefith Bas hdtbeti gBidbiON Of
two algorithmc processings |leading to the determ nation of Z and Z', such
as Z E- F¥X, Y) and Z E- FF (X, Y'). Figure 84 illustrates an exanpl e of
i npl ementatiop of the progess according tg the.invention for ich,.the two
Al gor i Lhm ¢ pMATE RIPEEYc s SrErHipty mdne B3 Uiy dnioiielicn Soistoe, it e,
Accor di ng é}lsﬁéfcfheﬁﬁ‘s PSARREBr FOHhi 12 inEAGH | BBarisn 18 Nahdét ol ARESSI NY
system 3 of the first execution part 2pes of the protected software 2p and
in the preseocssingf mdaas ub6,t 56, ampgpearonites englaai sevgralbsofisyarehexesutiont i on of

the triggering conmmands wi.th yenaned orders | to corresponding to
Lhe det o nHERHGIUGH LB7 SAtH 0% EKCRBR CORTSRRHSS 1 GGERU RS COR ST £ b
renamed orgdersiGRCR 1 to CDCR M corresponding to the determination of Z'.
As illustrated, t'he triggering commands wth renanmed orders CDCRI to CDCRN
are not execulrethecasswbereiit/ieldgtected dbatiat leaatsonersofimararrecution dumetaristicwi t h

renaned or ders 1t M.as. wel | t her pocti.ons code are

i nt er cal at &S ‘M%%_ﬁ@ bé'xaéﬂfﬂsg,on‘f ﬁ’é{aef18¥l1 %cﬁgecggna&eﬁﬁ%i? énofgﬂﬂgﬁ%ﬁ?qrflgﬂ out :
CDCRI, por gtk 98 of i HakdPbadrbidn GAgkhs 180678 aﬂdap@@@@%nodi%étih%e %E%ggﬁ%cal ated
code, CDCR z, CDCR 3, portion of intercalated code, 4, , CDCR4,
..., CDCRNwaygRstve dfithetmitibd be observed that, during the execution of a
portion of the first 41 execut.lon .par es, of the .protect sof.t ware 2p,
the triggeri n§°&8’rﬁ+ﬁwé"§“%t?t}?"r§tn‘§ﬁ88 &P e‘%gprg‘ﬁ?gt('f?ﬂ Eﬁd&ﬁ&f%m@g‘iogr%?rbc essi ng
system 3, jieiali@ehokéh:the unit 6 the restoring of the identity of the

correspondi ng dependent functions and then their execution. Thus, it
appears that ien tahelepstesmnceftvhre leseantion eharacigribtisota inpenitos, exwogt

correctly and that, consequent]l he. .prot.ected software 2p i s conpl etel
functi ongl . Fi gurseftysg q)ﬁegglﬂ%?}égac;qpsgg%ﬁ%ﬁ%%gtﬁ I&ﬂf“&?‘?érrpt pof exe(r:rﬁti on gf
the protected,sofd %%&tjﬁieﬂma&? td Dids!BY ForBati18astTbis Ektiten softihveexBAABR €.

during the execution int ata proceSsing system3 of the first execution
part 2pes of the chamterisi sof tware 2p, at every tine instant, the

execution of a triggering co nd with renagned qQrder. can trigger, nejther
the restoring®f Bh@efWEse AHNE H’é‘w@&%’é%tspgﬁ’aﬁf gf'%eatc@f“? eg’ﬁ%%ggqli’&“ﬂ?pendent
function, becaus : §,§ﬂ: Earf - o &hiBicledi ' o the
variable Z cannoﬁ’r?%eg%lggg‘?lg eﬁgjé?éearsﬁnﬁﬁeed coar'rr gégﬁo It tﬁerg o?getg;bpefoear S,

that in the absengénitdredhe unit 6, at |east one request by a portion of the
first execution part 2pes of the otected software 2p, to trigger the

}
restoring of an cndein Sheseuree e»fe@@twﬁnerablea'w@@m&m af lgask pBs POHiae unit

6 cannot be fulfilled .correctl d portion is not
execut ed correctI‘i?“gaﬂﬁmgﬁéﬁ?Stc%lﬁé’éﬁﬁé%"ﬁﬁ?k&qﬁée@ﬁggt ed software 2p is not
conpl etely fungtjegidine chB@nksortith bhihe utcdWfthevihemblR! BN 24WistRGRT Ny,
the exam nation in the protected software 2p of the triggering conmands

wi t h r enamesbdifiett;1se ad de sbiairt thersabice of thedprotactedrsefiware 2pke This modificatien
dependent functions which have to g execut gd%#n tge unit 6. It should be
observed t hasuchithaty duiing the e¥ecuting o ﬁ%ﬂ’é?‘gtef’@ SARVALE 2P0 ATORE PHSE: t he

nodi fication of the vulnerable 2v to a protected software 2p. According to
a variant of the principle of protection by renamng, is defined for at

| east one dependent function, a famly of dependent functions

al gorithmcally equivalent but triggered by different triggering conmands
wi th renamed orders. According to this variant, for at |east one

al gorithm c processing using dependent functions, said algorithmec

o e N e g, Y T




at | east one portion of the first execution part 2pes, which is executed in
the data processing system 3, takes into account that the functionality of
at | east one chosen conditional branch BC is executed in the unit 6, and

t he second execution part 2peu, which is executed in the unit 6, executes
at least the functionality of at |east one chosen conditional branch BC and
puts at the data processing system 3' 34di sposal, a piece of information
enabling the first execution part 2pes, to carry on its execution at the
chosen spot . eThat fdastsdneorrion ofthe figst tex@paRdnartidpes,widtle ttexdogef inhee 2p,
executed in the data processing system 3, executes conditional branches
commands, tri ggalatangracassinge sysiem B, takige iateeaenounh thyy atelgest ofe chasesecond
execution part 2peu, of remnted conditi.onal branche ose functionality.
s equt val ot t OTHE LR ARy 88 br SAEROREh af el i i iBRen Be

Fi gure 90 iIIustl{nﬁt@s an exanpl e of execution of a vul nerable software 2v.
In this exanple, appears, during the execution of the vul nerable software
2v in the datea mhdcehsssenonds gxécmtiol @ert 2peas twhiich is BRecureslt Anthe anic@)di ti onal
branch BC indicating to the, vul nerable software 2v the spot where to carry
on its executi orMoRiass atdeast By parh @ chaseesobipass giesutignyeharasferistis. or B3, |t

must be under . 1] 4 I LSl to
carry on the %@%&P% ?)’?1&08#1&? ﬁga{ség*tyv?/g{rég sg?x Q@%ﬁbsﬁ?éﬁgfgy hggpquﬁ_cfiglu e 91
i1 ustr at gsotédtiontyeledtion ahdpdeectientiatth©presdnct bethermeg:i on for which the
condi tional branch chosen to be renoted to the unit 6, corresponds to the

condi ti onal b arashloBg. as| 8l thg gritexiangnireespending do tatethe xmonitored execution dat a
processi ng system 3 of. the first execution. part. .2pes, of .the praqjected

sof tware 2p and quqr F??ES ?Se%éﬂgé‘ed?ocﬁﬁs Bﬁﬂl"?‘%f’%gﬁf}é‘a?ef’{?dé?ﬁ?{a R#Sant t1,
the execution ofsfil 6pNe4illi ABAIficl’ pOMEidnS VMR dploRicled E6BOAET i Wdtkt he unit
6, the execution by neans of the second execution part 2peu, of the renoted
condi tional br anxmibalyisgdhat séidipeetbéted softwaraRprworkenomimatlpndi t i onal branch
BC, said conditional. branch co nd,CBCl being.epresented Qy TRl ( bc),

44 and at ti'me RO #hie50ng AE g CHERE COREEIPAE B F‘_c’Blt?’i?Ht‘?’fEc ’gg’a
processing syt effiamhordstit BFa pBHRIEH O BratBdtd idtthd:bap il halanhieAbyt ign Part
2pes, to carry on Its execution at the chosen spot, I.e. the spot Bl, BZ or
B3. It shoul d bedathdpercessing kysterd U isipfotmederf tudnidéor the fangimningoof tie t he

first execution part 2pes of the protected sofiware 2p, .t condi ti onal
branches co mmndlgorté?’é egﬁgcprpwqeﬁeso e %P 6%@991%’ %‘i/é‘?temegﬁl‘?qoé‘&&of he
execution of. t %fﬁaira{}gz eiRoafhdgondi ti onal branches in the unit 6.
Thus, it appearrs]@e?ﬁ(g%&% t he prgsence (l)f the unit 6, said portion is
execut ed cor ratitajlyaindthie ebsence arfdbe ueittd, \af ldabteonzr wecst by aspdrtiomotlizp i s

conpl etely, functignal. FEigur 2 illustrajes exanpl.e of an attenpt of
exebut i on TBH PHRUETOPEE AOGF CorbnRcTnt SRREe, He [T U Ut CaBRAcPS | n thi s
exanpl e, qyfrifg éJ}Fccﬂ%‘ &6UhhO Yt 1dast BRd Ao O 886 Skaitedy SSRidtS Al thie first
execution part 2pes of the protected software 2p: at tine instant tl, the
execut i on cohsdguenttythe ipratected sdftveare Rpds noteevanpBBely, functionat. t ri gger t he

execution of the, renpted candit.iional branch bc,. taki i.nto account the
absence of _( RSt IHp EMBlemeataion oF hean e AR Pratactiopihy defestin 8pE STPRB i ece
of infor ”%do?g?%flﬁ“% greledxBciitinhaft ReiditOfte R préRfshibfly.carry on at the

chosen spot s taking 1nto account the absence of the unit 6. It
t her ef ore appEhe firdt hgie ofhsdftvearalesesutionathataeteristic torfespands toas varmabde ofquest

by a portion of the first execution rt 2pes,to triqgger the execution of a
et od cIRRRSETESRERE of e EKECUHOR (6§ & stFware a2d The SaoRdrtipe poresBonds Ok Iy, so
that at | sai icoN r ad: ,
consequenti s £ Bt o BB, SHRTNIE TyiRs! SCERINABNhcl M be woed |,

t he previ dudepbadentlypsriinBombimadbat i on to figures 90 to 92, the subject of
the invention_ains at renmoting in the unit 6, a conditional branch.

Natural |y, a BeretheimplemsptasionRiithe principle ofrratection by datestoncand ¢asiriont by

renoting in.the i i o) | L} r anc S al

Funct i onal 1438 e Bhtn O Babeieshe,¥ yRERH b RRRuhARESIPVERSEBNERS, e
branches wik@dBfil@l/e been renoted. The execution of the overal
functionality of said series of renoted conditional branches leads to the
pl aci ng at the dain dhepmeoexizatign Ipsane nhS3'the gossimikil toofmemapize e ledst one
information enabling the first execution part 2pes of the protected
software 2p to carry on its execution at 45 the chosen spot. In the
previous description in r relation to figures 40 to 92, four different

princi ples of software protection have been nmade explicit generally
speaki ng i ndependently of one another. The protection process in accordance
with the invention, is inplenmented by using the principle of protection by

N o




46 of the protected software”; and the choices) nade for the inplenentation
of the principle of protection being described nust take into account the
choi ces) made for the inplenentation of the principles) of protection

al ready applied. The rest of the description enables to have a better
understanding of the inplenmentation of the protection process in accordance
with the invention. This protection prmcess according to the invention is
conposed, as shown nore precisely in figure 100: first, of a protection
phase P during whiriablea of ulmpasuedimhent sesednér equantifys thepdisigeedf tay Isestonme a
protected software 2p, .. then, of a usage phase U during which the protected
software 2p is ulBetionslity ofp $0fM@tisage phase U - in the presence of the

unit 6 and each {i t &R | uted in
the data pr oces s'ji:nntgE g)%%elegéﬁgb %I rré;gg’etggipio?glgﬂltfﬁg*gggeﬁﬁtﬂgésﬁ gﬁgfﬁlﬁf %ﬁﬁg
executed in the ARbdiated t&achRatiableiof nsastrement,s executed correctly and
that, consequently, the protected software de is conpletely functional, -

in the absence oind idualization meads enatdiigt o fdateneachepuigble afymeasprementn of

the first execution part 2pes to ecute.a f.unctianality in the unit 6,

sai d request canﬁ?ﬂeng‘é‘gf"ﬁ}ltg? P3E8 0? %‘B‘[’tll%ail otot‘ﬂl&[’nﬁgtls %Lségglf‘{egai d portion

I's not execut ggd a&y SﬁsMcﬁpde;gJ]gi&atmnM§nmﬂemémﬁgpﬁﬂtmtﬁﬂl s@fthwar e 2p
y n

is not conpletel uncti onal , possi bly of "a phase of refilling R during
whi ch i s aleedtibrtheahs 12 asd thereemitoh meansal8, theagtiabizationfmeansi onal ity
protected by the inplenentation of the seco preferred variant enbodi nent
of the pri nci‘ﬁ%’eealﬁﬁ"l'msﬁ‘?’éﬁs?eosr?“fﬁ? @éﬁ%wﬁpﬁﬁggﬁahév&éer%‘fson usi ng as
characteristig, [ to n be
Spiit into tup pdboRecbnilRPF e RMera SoR RS Re BNERs [T 171 or
prot ecti on sub- phalsemBhitored kising plvaciablerodapmademiehty of t he vul nerabl e
software 2v to protect. The second one, call ed subsequent protectiaon
subphase P2 i dapleastepne yeriatle of imeasprement 1864 f@ quaniify the yispgecet saidy

shoul d be Observ@ﬁwﬁ@ﬁ&li he prior protection sub-phase Pl and the
subsequent protection sub-phase P2 can 47 be carried out advantageously
by two differgnt gpeestnoner thrésholdli dskeciated teathe. vafisble nsf amessuréiéntpri or
protection sub-phase Pl can be carried oyt fi a person or a. conpany

provi di ng the devetrespandingse a diprt okvsagy phal %V‘PUH"%%}EtY’errs, while the
subsequent protectio ub- S C ar ki a
conpany provi di n&“‘% hag geggte{%ggn@ﬁﬁégf 8{;0 ?\%/%r é’%rg‘gu?ﬁaﬁgytﬁ ﬁlgaapl?%flg%tt ed.
Natural l'y, it isdepeding fethetbsgesfisaid fancticmatitpon sub- phase Pl and the
subsequent protection sub-phase PZ can also, be carrjed out by the sane

person or teaihe Sowrcpof dhe palaeable softwar 2ph istBepmadified; §p 38 é% ophainsthger g

stages S11, . .. |t _for f LCh.var] . 1 be
carried oﬁqmcﬁ%f &\er P%s?feggéé\o%? %pg’ %%si glro Hﬁ%?é@?’ F@ﬁ%ﬁ%%h@%ﬁﬁ ﬁ}es

cal | ed " defideiiibrPOEths padtectsd doftwidd 2ip) thetsBeandtadetutidn 2pea: st age S11:  are
chosen: - the type of the unit 6. As an illustrative exanple, can be chosen
as unit 6, a ehi pctalizesr thedeariables ofl measurenicpt dgpendmg, 68 Jbe Aisage ©b spise
reader, - and the transfer means 12, 13 designed to be inplenented
respectively in tHEURRES ) ocessing system 3 and in the unit 6, during the
usage phase Usangnganablioabcdtmyi Masiont igedliokhabsyingf data between the
data processing system3 and the unit 6, are defined: - at |east one

sof t war e exec il bther wioadsaduring theiexecytioatifshe protastedsoftngrep.dhe variable ofi part

' aunit 16n’easurement is updated depending on the usage of said functionality, and when the

threshold is crossed, the detection means 17 inform of it the coercion means 18
which make an adapted decision to inform the data processing system 3 and/or to
modify the processings carried out by the processing means 16 enabling to modify
the functioning of the portion of the protected software 2p, so that the functioning of
the protected software 2p is modified.

For the implementation of a first preferred variant embodiment of the principle




- at least one criterion to abide by for at | east one software execution
characteristic, - detection neans 17 to inplenent in a unit 6 and enabli ng
to detect that at |east one software execution characteristic does not

abi de by at | east one associated criterion, - and coercion neans 18 to

i nplement in a unit 6 and enabling to informthe data processing system 3
and/or nodify the execution of a softp@re when at |east one criterion is
not abided by, and in the case where the protection process according to
t he i nvensf protéctipheby rdesectibe @d roempion wbing| as eciaravteristicdet eariabien ofnd
coercion using as 48 characteristic a variable of nmeasurenent of the
sof t war e BRRSUIAMENG, aredefingdso defined: - as software execution

characteristic lLiable to be nmonitored, a variabl.e of.neasur nt of the
isage of & f bnotr et Shegrribler Hdburemetf st A BefiE AR ), ot
| east one thgeshpd difRPGREbALRA hoan8 36RedndRR!t6 efth SRARMIRARAHs. - and
actualization neans enabling to update at | east one vari abl e of

measur enent , Aacalso nhdser, indlsesoiner & thé sulnembéecdoifiwarp2wcess according to the
invention also inplements a first preferred variant enbodi nent of the
princi pl e of *pr 8t kast aie yiahler cmpasyrapent used & avantify Hip ussee phatlersdri stic a

variabl e of measyc Ry dons A ANRRA B BTt Aladulflingd - for

at | east one varila asurenent, several assocl at resno - and

di fferent coer citig@shoddoreepdrrtmodiifferenolimats bf 0dags of chill fiRsibadlies, and in
the case where the protection process according to the invention inplenents
a second prefer red atlgastawe tgshnddnasaociated te theyatipkle of megsurpmentect i on by

det ecti on ang,coerci on usi as. characteristic a vatiable of asyrenment of
the sof twar o 1§ S0UET 64 116 Finerable lvate 4% & th Madiiechie s R 6PRIbMSe add at
| east ones@fel bf B¥protecadesdifvaré 2pSagiis Ridlifkatibnaemgl sk ithaNabridgy tHgoni t or ed
by a variable of neasurenent, and in the case where the protection process

accor di ngexesutibof tire protedted sofpwanseipt thetseeonst exeoutisinepastt 2pauot ect i on by
detection and coeycj.on ysing. characteristic a profil e of software usage,
are al so def fodomaligs 5 velisble 8f Suhsimth sl oni Bo fsad of SR
moni tored, a praihdipngfitysof tware usage, - and as criterion to abide by, at

| east one feature of software execution, and in the case where the
prot ecti on preoceamnd takes datdiangpung, differeintly.ghe crossingpf thewatisug theesholdsici pl e of

protecti on by d6tech 90, 310 ST Shon el N4 85,1 SPLurS o BieguLLop Lo abide
st gft | Wien $RS AN ABRsHAIG i BRdsbA) it 61 AR the BRa PFGGHLRE sftech 49
enjoining the protected software 2p not to use said functionality anymore. If the
protected software 2p carries on using said functionality, the second threshold will
potentially be crossed. In the case where the second threshold is crossed, the coercion
means 18 can make the chosen functionality ineffective and/or make the protected
software 2p ineffective.

For the implementation of a second preferred variant embodiment of the
principle of protection by detection and coercion using, as characteristic, a variable of
measurement, are defined refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one additional
usage.

Are also constructed exploitation means implementing, in addition to the
detection means 17, the coercion means 18 and the actualization means, the refilling

means.

Is also chosen, in the source of the vulnerable software 2vs, at least one variable



- a set of instructions commands for said instructions set, said
instructions commands being .liable to be executed in the data processing
system 3 and to trigger in the unit 6 the execution of the instructions, -
as profile of usage, the chaining of the instructions, - as feature of
execution, an expected chaining for the execution of the instructions, - as
detection neans 17, means enabling to xfetect that the chaining of the
instructions does not correspond to the expected one, - and as coercion
means 18, ofaaesurneht iseg todimin tleer wsagh of dbdicasponscBwstionplity of the ®ftavad¢ or to
nmodi fy the functjoning of the portion_of protected.software 2p when the
chai ni ng omdiwich ﬁ%‘ﬁtrhﬁﬁ%l%ﬁﬁ’g’ed‘ﬁ teﬂd‘flﬂtﬁtrlgﬁg%‘?ﬁfﬁﬁ%oqaiBsa&?pect ed one, and
in the case r e t ' [ a4t head favadikil

i npl enent s awgﬁeegoeunt'rr e%ﬂo{?grvi%g%e% ﬁg%g%@?%ﬁzt@gggie elﬁgcrh?igg*l%aes @f&gélg? ggti on by
det ecti on @ReteCOPRRI fIBtedfn@fiaamrd @ps,uthis afodtficationi eing suckbilelg duringt he

nmoni toring of the execution chaining, are also defined: - as instructions

set, an i nitaseicaliednel wéilling, gt deagt one additionshaispgr Of gt lqashens Bmetignality

regi sters and use,at, | east one. oper, i I i;on of returning a

result, - $oFespandingfom cg’ﬁﬁeé‘ ‘@Paﬁﬁeori%ﬂ%fwﬁé{}f%%gl ﬂ\ﬁo%‘gﬂmn"é‘ "with registers: a
part PF defi ningH&eohty '&ﬁﬁh%@l@é phase Off reliBinigD fter teattulization chfant fedst ogef i ni ng
the expected chaining for the execution of the instructions and incl uding

bits fi el dehosen vaigbbmaf mgasusement andior ofi et leastanenssadiated thyeshold sprastteuct i on

cair, o d h d of the.,l Lon. % . fil * d
an ex peg? e%}]qc‘)% 'é‘zﬁ?i%lt ng%&%ﬁm}a‘? élfazgeéfbll(ng%##{shéﬁgnp%ir:uzilﬁg{)ﬁa?&'oﬂrl %tlta%é hggr%ésgi s ? gr
bel ongi ng ftgse %!tsg%%b@es%ﬁhgaﬁé PihsOORRSHIRAE, toseetibydditiehal Dsdges 6f boRast e, a

|

generated 1| ication field A G, in whichis 50 automatically
menori zed funetiomhdity off the ptatestecofofivrage PRst i nstructi on which has returned its

result in said regi,ster, - as ect.i on, Ng 4 i ring
t he executi on?"&E ﬁ’gﬁmip W{qno#ﬁh? gpnglg%otz;;%g)geéﬁ%? %@ﬁe"ﬁﬁ’g%‘? g‘g“%‘fae d CDk
| Mposes i tygiho d&*&ﬁ&%&ﬁ&i&@tﬁéﬁl&bf@éﬂ%ﬂ@ @8R5 isdefhet de fitekionad abidefbiyel d
Cl G' corresponding to the ' register used by said operand, and the expected

i denti fi cafareaidffrefild ofmRigeodt iedsbong fegtuge of sofayage eFCHEA®, - and as coercion
means 18, means epabling tq, npdif jhstructions, if at

| east one of {'lﬂ'%a@ﬂg ‘Rség’ @%%qu?é'e%tttﬁgv@%ghﬁeé%fgtr\]t}cfk‘?%{r{?he case where the
protection prQcess|AsGHcProfile0Puld® th Miot,on i npl enents the principle of
protection by renamng, are also defined: - as a triggering command, an

i nstructi on cenrend at leastsone faaprerafexccdtionchy which ahleasisane shpsayprofilesef an
order, at |east one araugn for a triggering conmand, correspondi ng at
least in part to YSPEe IHst ion transmitted by the data processing system

3 to the unit e SAr@%fiRe Vilng@Ble ddFRvaAY 204t @Bn dlodified, 361526 RbEAN e
dependent function,. - a nethod of renam ng of the orders enabling to

rename t hesourdens tisopmsectal siftwedrn 2ps; tie modificatiombeing such Hhate duripg the der s,
- and restoring neans 20 desjgned to be used,in the units 6 duri { usage
phase U, aﬁﬂe“é‘%ﬁB I°?%§f ErBtetc@?tsgaé"af%gp’otgﬁéﬂcd’élﬂtexF Opy Bt Fmsu. At é%egﬁ) y allfr om °

the renameq, OpdaL, fe s bf k&GRSR IS RoiddStien@ies liself nivrdees theawgypr di ng
to the inventron |rr€lerrents a variant of the prlngﬁple of (g;ﬁotectlon by

renam ng, itse abcaddedetutixh part 2peul sastecuted ahdpeardénform thei processmg y of
dependent functions algorjthmcally equi ent ut triggetred by triggerin
coﬁmand_s V\Aﬁw@nr%ﬁﬂ%ﬂ%&dﬁé’r g:eaﬁéc%‘?‘f’g% rogﬁi_f‘? pr%ﬁcge‘# ﬁ°‘§W%%c%%«e“\/ﬁﬁ'8 @S ﬁe ?
Protecti on JHAe &38asf 6 fedhdd of Exdolifion RRRbIAI bIPI ement s one of the

preferred diments o e variant of the principle of protection by
renam ng, are P thelekoaiohwf tiwd plotrtdd sofisvade2s motetected bydhis puincipld,am | y of
algorithmcally equival ent dependent functions: S1 - by concatenating a
field of ndhepresencepéthenmitGrati on defini ng the functional part of the

dependent function fo exe e in theuni - f
identification®fi® i?ngfastaﬁféﬁﬁerfgé}ﬁfgtq#’oe%eé}tfdna%f {H%yrgli%xg‘lggggpl?cggnc{f} the cation
fields CIPk of thg aRePdMRvare 2p are abided by, said modified portions of the protected

software 2p work nominally, so that said protected sofiware 2p works

nominally,




and in the case where the protection process according to the invention

i npl ements a preferred variant of the principle of .protection by renam ng,
are al so defined: - as nethod of renam ng of the orders, a ciphering nethod
to cipher the orders, - and as restoring nmeans 20, neans inplenmenting a
deci phering nethod to deci pher the renaned orders and thus restore the
identity of the dependent functions ta8execute in the unit 6. During the
prior protection sub-phase PI, the definitions stage S11 is foll owed by a
st age cal | ed ¢" caandtif atdedsbons feagre 6f @Xecutdom dHigpentioh of peterded Sfinaralp
constructed the transfer peans 12, 13 and the efgl oitati or},rre%?s
correspondi ng t ds bakakided by.ithe datagirogessing systamed isiafarmed of dhand/gs theng ¢ hi s

construction st f i X ] iQn of the
transfer neans i’g{%@?“&g@@ﬁ’gﬁﬁ uﬁﬁlﬁ%?ﬁt%étg‘gg‘g%%%ﬁéi’ggﬂ?@ﬁée‘i g ér;tg&nés%f er of
data between t hahéindtibiiag Of HelHoryRlERWaR 2P ik Arodifidd 6, the

construction: - of the exploitation nmeans enabling the unit 6, during the
usage phase UTheomahiteringhpl diffetentt foatutrst efcexesntione eats bg rongideredidikeorci on

Gur | ng.  hinaig g raniiofing o1 8 S eRaPe nb e leR Relik 4 Mrkditer B4
possibly of, 'éggng)gg}&ietxé&it% RS foRableb & @nb pért Pitle ifstrudiibhsNg t he usage

phase Uto a enent the refilling nmeans, - and possibly of the

expl oi t at i on Foedhe iraplementatituh ofi thet prénaiple tof @rotentionriyy deltestios ane cpdraion U t o
execute the, instructiopns of .the instructions .set, d when the .principle
of  pr ot ecUFB8 By eRBIEh FoPom fa SRRV e fperiiorgo! 2B stoibien SRBIRE he
expl oi t at igQh, TRANSHERFPS thY idsBBctidts! a8 defiHEd:Ng the usage 52 phase U to
al so inpl enent the restoring neans. The construction of the exploitation
means i s car rd edaminstradtias setaivhyse inkinantighs arepgiablgrta e decomtagpngiet uninét and

taking into account the defjnitions intervened in the definitions stages
S11. Such a uhitaiset %%W%&?Si%W£e§f ¥ lPﬁEr‘CH%%Schtp%E}l@hnﬁt%‘Cff‘%%re 110.
During the prior 1 QR; ; . 4 can be
foll onwed by a st%ogé&égﬁ éergqm%ﬁfogﬁgt? %?n‘ﬁgegt llhgﬁe gltaia3 gB%%f%ﬂB%gjt&@%ﬁ this
precust om zat i onesicatien St 2aclatof|saik insgruptions @imrireistinathe fdata peeesing and/ or
t he expl oitation neans_are upl oaded tQ %t geast onhe bl atgk unit 60, with the
intention of obt &YSHMQS Aigedasin dhe YHle Oc J8E FFeRteny AT (theecoresPAdNE d be
observed t hat pa{rfsgﬂét'b&he expl oitati on neans, once transferred to a
pre-custom zed uni , 'is no longer directly accessible outside said
pre-custoni zed udétectith méhe 17 amsbliap tofdetebethak fheadhhimingof thednsrictionas bl ank
unit 60 can be carried out through an adapted pre-custom zation unit, which
is described in ﬂﬁ@ﬂ‘%§?ff69ﬂ’°¥1ﬂé°g’é§ép?‘i§?‘f sin figure 120. In the case of a

precustom zed, unfy %Qercfaﬂnak'%ﬁsumgngﬁ;% iRttt datd Hodekeing SGiGh $ the

precustom zati on concerns only car
and/or to modify the execution of a software when the chaining of the

instructions does not correspond to the expected one.

Are also constructed exploitation means enabling the unit 6 to also execute the
instructions of the instructions set, the execution of said instructions being triggered
by the execution in the data processing system 3 of the instructions commands.

Is also chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is to be monitored.

The source of the vulnerable software 2vs is then modified, so as to obtain the
source of the vulnerable software 2ps, this modification being such that, during the
execution of the protected software 2p:

o the second execution part 2peu executes at least the functionality of the



During the prior protection sub-phase Pl, after the definitions stage Si1
and, possibly after the construction stage Slz, a stage called "tools

maki ng stage S14" can take place. During this tools making stage S14 are
made tools enabling to help generate protected software or automate the
protection of software. Such tools enable: +to help choose or to choose
automatically in the vul nerable softwape 2v to protect: - the execution
characteristics) to nonitor and, possibly, the algorithmc processing(s)
liable to be spldhpsenralgorithmic procéssing, renotable in the unit 6, - the
portions) liable to be dified, - and when the. principle of protection by
variabl e is & sdhe ghasenalgopthmic processing by sply mio LSHUCHShe renpted in the

unit 6, - and n 1he. princinpke I .00 . i [
ol ement ed. = hTaCHUREY EinC dtasf BE R RE UEEARTEE, ofuctiihe
dependent funct iig&s exURbAR Belunitlds spevifie® and for which the orders of the
triggering 53 commands can be renaned, - arid when the principle of
protection by comdi thediat ekecaioh past 2pev of riind pragented! softwerec2makedubesl
branches) whose functionality is {]j EI%I.e ta’ébe retr.mt eéil,i n the.uni.t 6, and,
possi bly, to hellBSEHEHEPSE P which tdgger ihy gespuon,o tﬂ?&?‘?&?‘%tl?‘ﬁéngi‘%t ection
of software. Th ﬁifferent tools can be carried out independently or in
conbi nati on and each tool can have various forns, such as for instance

pr e- pr ocessorDuragsthebkeution @fithd @otectetsoftPae Ip,ipvoteged by this prinsiple; hase Pl
is foll owed by a subsequent protection sub phase P2 which depends on the
vul ner abl éhﬂsﬁﬁﬁquéfﬁ‘@“PH‘brot ect. This subsequent protection sub-phase P2

i s conposed of several st . i Ol i to the
i npl enent at i on of Ip%gspﬁﬁeﬂég?iglf@%f}ﬁ%oing@gﬁ%# f%‘?/l tgéeﬁggﬁegrﬁ ogl?fﬁgc%geﬂ?%i on is
cal l ed "creati onppiaed sdiware D exe@uicdi ia the @it ©Bo3éspardsSdlthe ttipedtédi ces
made during the definition stage S11 are used. Wth the aid of said choices

and possi bly of ongeobaid sendifiedipertigngef; the gretaded sefiwargdRwrik somieallyigo t he
protected softwage, 2p,iS.cre : i | east one software
execution char ac@‘@??ag‘%?rc(’t?%ccﬁ%%ﬁ%? ?Hg&%@%ﬁérﬂ%a@%ﬂmre execution
characteristiges hiP@hige tinikiag &P Me iastubtiondvf & Pofionf thé plodsttdd fisvagg i teri on
to abide by for at |east one chosen software execution characteristic, by

choosi ng, at | ea2p exensted igahe uhitibedose met serresgondhfacthe egpeatethonen theededz ut i on

of the vul nerable software 2v, .Us at . | oRer . to
obtain at |east BW@?ﬁsg’ftﬁyﬁtzenhﬁds rgﬁmiﬁ'ﬂ %‘ﬁﬁzaﬁld@gg%ﬁ R%ﬁ@&gﬁgsggﬁh%g%ﬂlﬁr e
execution characherrsibéted dohvwdte DB T®NhbEIfiRd, sobhat fieo fum@ioaing 68she one
portion of the source of the vul nerable software 2vs containing, at |east

one chosen al gor protevite softyees 2p agmodified.

Figure 71 illustrates an example of implementation of the principle of

protection by detection and coercion using, as feature of execution to abide by the
monitoring of the execution chaining of a at least one part of the instructions, in the
case where the expected chaining is abided by.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes instructions commands CI; triggering, in the unit 6 the
execution of the instructions i; belonging to the instructions set. In said instructions
set, at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution
of the instructions. In this example, the instructions commands CIj are represented by
TRIG(;) and the expected chaining for the execution of the instructions is iy, in+1 and
in+2. The execution in the unit 6, of the instruction i, gives the result a and the

execution of the instruction iy gives the result b. The instruction iz+; uses as



by producing the source of the protected software 2ps fromthe source of
the vul nerabl e software 2vs, by nodifying at | east one chosen portion of

t he source of the vulnerable software 2vs to obtain at |east one nodified
portion of the source of the protected software 2ps, this nodification

bei ng such 54 that: - during the execution of the protected software 2p a
first execution part 2pes is executedyjn the data processing system3 and a
second execution part 2peu is executed in a unit 6, obtained fromthe bl ank
unit 60 ajfpefindUibe@ashlefa dndf Pl ifdtructioh §, HAGRNAne XS EMédudion Riveds tReeu
executes at least the functionality of at |east one chosen algorithmc
processi ngsultec.and during the execution of the protected software 2p, at

| east one chgsen execution characieristic i s nonjtored by. peans of the
second execul ARG P ACoRyBLEhSFIS GAIPIRG Of tha insIuhionsReeited 1 MRnihs ded by

| eads to [ £4i o) | r.of: : 2p, and
by pr oducclaorﬁgggm&ndg???}{res‘%}pg%f% gge’ggtreegﬂgép gi;a gisrn%naﬂ gn E‘P g{ngag ?@%@2{#\/\,@1 e 2p, from
t he sourclﬁo@t;tearssﬂwmtz;pt ed software 2ps, said first object part 2pos being
such that during the execution of the protected software 2p, appears a
first executFighreafd illpsieateshianhexamplgeefitimplementationd #f athgr prineiplengfsyst em 3

d wh . ' kes jr h | h
201 tar o RREHET B BBaR pBY PR oM AP TERU of R e S0ipEC " par ¢
2pou of thenifsritigest & e%@édti@r&laﬁﬁng?@@'&t fdabl ik HAIE of R ibtnitions) IHRAAS

i mpl ementing the detection nmeans 17 and the coercion neans 18, said second
obj ect pagase Mbeore theexnpectedehaining is nat akidedby.oad to the bl ank unit 60 and
during the execution of .the protected sof re.2 appears the second
execution pa c%é’é‘&_ B’yft 5&@'%8%’ \i‘)ﬁ? c%pgﬁe'ﬁ\g@% “bé:gorc SEH° {8?9 \ﬁgrt ©

execut i oninglradiRas & stlll §S id.S afP Rl HAReREAhE X xbRAdA cBhinMy i§médifled B¢t that a
criterion is not abided by leads to a nodification of the execution of the
pr ot ect edthsakplacameof thatinsteuckipn is hwithp then ispruetiarf i'prast et thenchminidgt ect i on
and coercign. accordi t,0 i he invention can.be l.ied directl.y during the
devel oprre?‘ﬁ“%% ‘?i‘eﬁ%'\ﬁfqg%f t"v\’aﬂe% tt?o °re§ﬁﬁ‘ir’}f°innﬁﬁﬁﬁem§’f‘1°gfm|‘€ _%zsat?’Fo_n of a
vul nerabl Feséﬁgfg} Y& tBe S¥me rébulthhst thE ¥xedutidhWfaRs Gtraddng! BowRvérs atiikai ned

directly. For the inplenent ation of the principle of protection by
det ect i onlatestidrireg theaxeagiongpftbe dsmation iis tthe detectioni medns 15f deterdidhatenent  of

th ft , ution; th tect ft [ di.fied: b h [
b5 sof t welle BSERTP i Hks SR RSSRInE 1 Dioteeied attiiolB 1o gRBerter el @ of
gﬁgg gir ﬁg?&%u@fa UsB& ab SpERANQ bf Be MSRRAtINR.,| YRS UbREMH M¥arlRf 1RingMt VRYte. by

the coercion means 18 which modify accordingly, the functioning of the instruction

in+2, so that the execution of the instruction in+2 gives the result ¢' which can be
different than c. Naturally, if the execution of the instruction i', gives a result a’
different from the result a of the instruction i,, it is clear that the result of the
instruction iy+2 can also be different from c. '

Inasmuch as the execution chaining of the instructions executed in the unit 6
does not correspond to the expected one, a modification of the functioning of the
protected software 2p can therefore be obtained.

Figures 73 and 74 illustrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions.
According to this preferred variant, is defined an instructions set whose at least some
instructions work with registers and use at least one operand with the intention of

returning a result.



- at least one functionality of the protected software 2p whose usage is
liable to be nonitored using a variable of neasurenent, - at |east one

vari abl e of neasurenent used to quantify the usage of said functionality, -
at | east one threshold associated to a chosen vari abl e of neasurenent
corresponding to a limt of usage of said functionality, - and at |east one
met hod of update of a chosen variabl e nf measurenent depending on the usage
of said functionality, and by nodifying at |east one chosen portion of the
source of theApilhisaateddnsiidureaTy; dpdefinkd Sormatlidast atrmefihe nostsetibng hat |
during the execution of the protected software 2|? t he variabl e of

measur emenorkingakith sgisiers ppattEandefiing ithe Bmectienrality of thei Bstryeion angea

dependi ng o sage of sai i | i . hr eshol d

crossi ng iP tl;ﬁg?ﬁlrflﬂg ﬁleae&‘%%%(??ﬁ#@?‘gtfﬁgﬁ}er?%&u@ ﬁg) af? %%ﬁgﬁ&ggg :alfllis Igaﬂf eferred
vari ant efﬁ%’d&e@?&n@&o ffeopRFdtidni dolie kAbwRLYLUES Madroflay:. T8 p&k PENdeHRRhE OCr Ci on
using, as characteristic, a variable of neasurenent, the protected software

2p i s nodithé exgectelghahingsinnlpdenbittifields gemespondingéo:pr ot ect ed software 2ps,

at | east one chosen vari gbl f asur enent whi ch nust be associ at ed
several thr es'hol%‘%@Fé%%ﬁﬂmﬁuﬁfwt&%ﬁml imts of usage of the
functionality i | e I @f@ﬂﬁ te e
chosen variabl e %?Id %gggﬁfr%éﬁdk%g?éf %l\éﬂlrlr‘tg)tg{nf 3?%9‘93? asétnﬁolnfeé) %ﬁ%é@n
portion of the SHuugbepbf betans@f dled imdtractfannar e 2ps, this nodification

bei ng such that, during the execution of the protected software 2p, the
crossings of t he-vaeriflegfield € Bsrinfigating whetirer naidtys appeprate deMerify the
differently, by neans .of Eﬁle second execution part 2peu. For the

i npl enent ati on of a BRSPS d variant embodi nent of the principle of

protection by defechjpm afftcreaqasitifieatish ﬂeldaemhﬁftﬁsb%éraﬁ, ligdicaingahb abl e of
nmeasurenent, the protected software 2p is nodified: y choosing in the

source of the proteesmedtedafientify ef thesinstuctiongdiiclohas generatad the coutbnte off
measur enent enabl i n?[gto |imt the usage of a functionality and which nust
be able to be credi {¥LRH t least one additional usage, and by

nodi fying at heanlsuaRa if feard 74 aht it¥uctinsSselidlides M ie@istdd§ bolangig ot hat
during a phase called of refilling, at |east one additional usage of at

| east one theipodcessing inegnsclfi, eactpragtiterdeaing vamebBerwillavivatieg fomrbse M. ement
et ect i on ERdeb R Ry (BHEE BGFEEPdRtYe, o profile of sof tware
usage, the protegtGdsahit HEAHTRP kndwisY fheWan oP¥rtGHAEhPEnAR §iblel R ©
execution characteristic to nonitor at ‘|l east one
result of the execution of the instructions,
e and a generated identification field CIGy enabling to memorize the identity
of the instruction which has generated the contents of the functional field
CF,. Said generated identification field CIGy is automatically updated with
the contents of the identification field of the instruction CII which has
generated the functional field CF,. Said generated identification field CIG,
is neither accessible, nor modifiable by any of the instructions and is solely
used for the detection means 17.
During the execution of an instruction, the detection means 17 carry out for each
operand k the following operations: -
o the flag field CDy is read,
o if the flag field CDy imposes it, the expected identification field CIPy and
the generated identification field CIGy corresponding to the register used by

the operand k are both read,



profile of software usage, by choosing at |east one feature of execution
by which at | east one chosen profile of usage nust abide, and by nodifying
at | east one chosen portion of the source of the protected software 2ps,
this nodification being such that, during the execution of the protected
software 2p, the second execution part 2peu abides by all the chosen
features of execution. For the inpl emeg%t ation of the principle of
protection by detection and coercion using as feature of execution to abide
by, the nonitgri - ecutd on i ni t.ne. protected software 2p is
nodi fi ed: bygmggfe%h?\%@;tf etgétﬁeg%seégﬁb@gm%%%q * the source of the
protected sof bWapfd 3pthe tdaulityOdi faleatth® HeReiify éﬁé&ﬁ@ f"ﬁ%ﬁsideraﬁqfl{ §Rat one
chosen algorithmc processing is split so that during the execution of the
prot ect ed sof t warrecRfion shaivinglofjtheiinstrictiops Baessbided by execut ed by means of
t he second exgﬁuti on, gart Zﬁ u, lﬁSi ng ipstructions, 57 - for at |east one
chosen al gori t AfPREIFPE JRRagS g,enﬁ & 1o fpadify e resuiteh dhe instauqtions yrhendbet o t he
sour ce of f, - ri mg. the executi.on of the
pr ot ect ed g% %t%lﬁg&%%qqe%gﬁﬁ%% é%ﬁ 81518%@)&%%%@0‘{138&3%03&_%1@ Bheltirst
execut i on peféredpasbaiddeit’ isggefied iolt byemodifiihg Ghe HMGRYACHL P BY tﬂgans of
t he second, execution part 2peu, of an instruction, - a sequence of the

i nst ruct i oWstredioperErentsexsauicd or thedhnctidnel past PHof sdgegratisstahdtionsng t he

i f 20, - : hai ni ng__by whi ¢h

Shrae b o PGB RS b e RivhBE g RnaraerBithc' ol Y iale i ArofHioRe. o

6 is specifhoeess ki AGinkplementife s Usiricile C&feﬁtlbitéégloﬁ WatBd ase Bgrialﬁ@ﬂ yhen at
pplie e

| east another principle of protection’is app in addition to t
princi pl e égscrptinneefiwhieh isycatriadeaitt irorelativn to dignuésot), toad3: nodi fi cati on st age

S22" takes place, Durin IS i fication.st S22, are used the,
definiti onspi ﬁ?%?\?éﬁ%%"‘??ﬁ‘t‘?%& ‘gtg‘?‘f’WB’A OEP'QS%%SE YOaniables 15 ¢hased imi t i ons
and possi bih¥ doRfeSofCMBShlMEERE sBfvad2{ 8t feag! &le"%%ﬂa'we whithe rc}i§13)i§g tthge

protected software 2p is nodified to allow the inplenentatib
princi pl esexseutioropfthe vnlnarabler shiftware 2w partiadlyt definas ritargyeteeBY sstate rafbgf or e

defined. W the principle of, protection by .variable is ipplenented, the
prot ect ed ssog?v%%rrgﬁ)%&)ei dr?f?&‘i’?di @’_ﬂ:se?ﬂ%} plf’ﬁ?ﬁ)éﬁ W@O‘&}aﬁpaa%tté 8iyen vaememt, e used
N at | eashecdfinoiaReBombR bebilich OF Qi@SsThWMe, 0/Hiidh il WBRrEX U | ON
of the protected software 2p, partially defines the state o? the protected

sof t war e 2§ich aychasenivesiable pagiudieessthe mompi¢to suecytiont dfonidbsoftvaresiuslee of t he

prot ect ed f this ificati bei n uch that during, the
execution © S%‘ﬂ%“%’r%?é%?%ﬁ‘%%@&%?fo@?v\‘@‘é’g{’ﬁ’oﬁqgwéﬁo Wroppningak or at
| east one kafivnethsBavamablari able resides in the unit 6, and by producing:

At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification
is such that during the execution of the protected software 2p, at least one portion of
the first execution part 2pes which is executed in the data processing system 3, takes
into account that at least one chosen variable or at least one copy of chosen variable
resides in the unit 6.

Figure 40 illustrates an example of execution of a vulnerable software 2v. In
this example, during the execution of the vulnerable software 2v in the data
processing system 3, appear:

¢ at time instant t;, the assignment of the data X to the variable V,

represented by Vye— X,

e at time instant t;, the assignment of the value of the variable V; to the

variable Y, represented by Y < V;,



- the first object part 2pos of the protected software 2p, said first

obj ect part 2pos being such that during the execution of the protected
software 2p, at |east one portion of the first execution part 2pes takes

al so into account that at |east one variable or at |east one copy of 58
variable resides in the unit 6, - and the second object part 2pou of the
protected software 2p, said second obj gct part 2pou being such that, after
upload to the unit 6 and during the ex tution of the protected software 2p,
appears the second, execution parj 2peu b ns_Qqf ,ch at. | east one
chosen vari able, a@a%@mpé%@qntghéh%ggsgggpgrgﬁgzg V@H? \ﬁgh]eev @Fﬁzlstottbé in the
unit 6. Wien theypeigicypl R gL ection by renam ng is inplemented, the
prot ect ed softvva?'e 2p 1|L’s eﬁ%ﬁh?eﬁ& %ﬂ/ &hoosi ng in the source of the

prot ected sof Figake 4Apillusiraieggay exgnglonofadfisst foxn nefdiniplemientatiod 98he ONE
chosen portion of the source of the protected software 2ps by renaning the
orders of inMentionoHewhieh mvamﬁ@l%mi%ﬁdg,thg&naé.tb thisneeniple, [aringghei ty of
t he correspondi ng. dependent functions a by. produci.ng: - the first

obj ot parSeaseisy GR-EAE Mot H0fin,a 8l tog el BAFSRicipac dsE of S 1 2pos
bei ng suchprbltdted Bbfiivaf Zpf) an@xeprebdrRB oPthd it laph&et €d sof tware 2p, the
triggering commands with renaned orders are executed, - and the second

obj ect part 2pouabtintehénspmdttpctiedesaitivarel 2prasfer aonimand higgenng ahéat i on

means al so i nplenenting, the regtorin ans 20, said second object part
2pou bei ng such fABsfer %ﬁ‘&‘@rda@picféﬂ?ttgegg@ RIATESSIBE A¥dera d forfge vadalds dcut i on
of the prot ect ediaaichuRife fRmohbedTEREAL Vs 8f bR AERAAYGAL] uASLL QRS whose
execution is triggered by the Tirst execution par% 2pes 1s res ot ad by

means of the secbeidgexpruéitah byaOUTPgUX) and ddirespaing @nthd eaCttb QRS are
executed by neans of the second execution part 2peu. For the inplenentation
of a variant of asiensenef thedaty Xde Sicsvariable sy renani ng, the protected
software 2p ig £ 1 ed: Y, choosi . N _ rce of the.protected

sof tware 2ps at mfzeeka@e %ﬁéﬁlﬁrtf’gg%r ?%é&%gg%ftn et\gma%{g T Ens "r’rianc#1 gr?%ﬁl?g fid by

nodi fyi ng at | eagandaeof (RS ealud of tthe Rrafible Re rSQdilhgeinQBe Whe PiPHRCaRY 59
software 2ps by replacing at | east the renanmed order of one chosen

triggering commuaBtPosssing Skviemed sor deto ansigh ihietthe variehlanbdsaid densfer
triggering a depg&%&%dfb%&%t ﬂegfésgrftecti ﬁ? Im a{13%101|'r¥s2ponding in the end to the

assignment of the value of the variable vy to the variable Y,

e and at time instant t3, the execution of a transfer command triggering the
transfer of the value of the variable v residing in the unit 6 to the data
processing system 3 so as to assign it to the variable Z, said transfer
command being represented by IN(vy) and corresponding in the end to the
assignment of the value of the variable v; to the variable Z.

It should be observed that during the execution of the protected software 2p, at
least one variable resides in the unit 6. Thus, when a portion of the first execution
part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,
the value of said variable residing in the unit 6 is transferred to the data processing
system 3 to be used by the first execution part 2pes of the protected software 2p, so
much so that said portion is executed correctly and that, consequently, the protected
software 2p is completely functional.

Figure 42 illustrates an example of a second form of implementation of the
invention for which a copy of the variable resides in the unit 6. In this example,

during the execution in the data processing system 3 of the first execution part 2pes



When the principle of protection by conditional branch .is inplenented, the
protected software 2p is nodified: by choosing, in the source of the
protected software 2ps, at |east one conditional branch carried out in at

| east one chosen al gorithm c processing, by nodifying at |east one chosen
portion of the source of the protected software 2ps, this nodification
bei ng such that during the execution the protected software 2p, the
functionality of at |east one chosen conditional branch is executed, by
means of In@QN, DBk T j ' . and by produci ng:
- the firé?ﬁggfgggg%gﬁﬁﬁéﬁg ’%?ﬁ?ﬁgggﬁg?g%?ggngg??%g? u%b, said first

obj ect part 2posathignengstantcy, thbatsignentdfithedax XCiot thoRaddblé Ve |¢vatiddet ed
software 2p, the functionality of at |east one chosen conditional branch is
executed in the theidatas procesging tsyetewedorhs vijleast thraexecmion off at mansferot ect ed

software 2p, said second. obj.ec rt oy bei h that, after upload to
the unit 6 and m@d?&hgg@%&]lﬁpﬁﬁnﬁjgppﬁéhepﬂ%gegt (Hnstﬂq' e Brogessing, near s
the second execuii@p, P the %P%lbv, 15eaRa imhewﬂérgéﬁia%n fi§ 198ReAiO! at

| east one chosen~ condi tional branch is executed. For the iInplenmentation of
a preferred enboglisaintansfer tdrampnd being repredenfed dtyes@UII'ovy, Ky, condi ti onal
branch, the protected software 2p is nodified: = by choosing, .in the source
of the protec edtsine ingtant Apsthe Assigament g dhes ¥alpe of dhe c‘!ﬁ’éé‘gﬁ Yotrdthe onal
branches, by nn&lgﬂ‘agier@ at | east one chosen portion of the source of the
protected softwar'e 2ps,”’ this nodification being such that during the

execution of & heyfr ftaaé esbtfdit], WAE exedutioh T O fis®r! comingd Qipabringy tf at
| east one chosen series of conditional branches is execut ed, by neans of

t he second executransferfrthe Jjglug, of thervasiable vi Bsidingsn thedutit 6godleciatey: - the
first object part 2pos of the _protected fiware 2p..saigd fir ohj ect part
2pos bei ng such ?rﬁﬁ%s%ﬁyﬁ 1 e 5,28 A% Fg%&o'ftv'v‘?h@epf%{%@t Zd s%ﬂr f2p, the
functionality ofc@ﬁmgﬁ@ggingﬁ(g,r&gﬂg@qugr{,ﬁs of conditional branches is
executed in the unit 6, - and the second 0Object part 2pou of the protected
software 2p, I$ahohldbeobseruty that dyming thepexecitisinnef the protedted software2pupt oad to
the unit and duri ng t he .execut.ion of the t ect ﬁd sof tware éﬁ agpears
the second®@¥&QB%CPBh f)ﬁrvla“_ﬁ &R ridal §_“(5‘ft Mi’é‘ﬁ’ ¥ %nB}Pé’Ftéﬁq of tecitSbnal i ty
of at | eagkeQARONAIREEILs ST thE Prodéct&Pfstivare D, irgp@s}ag e ind f M¥§TeHeREk of
Naturally, the principles of protection according to the invention can be

appl i ed ditheuwit , thervialng of lsasiddepy bHyariable residinginvthe wiit 6ds wansfartedito thequi ri ng
the prior rryi ng, out of jnternedi.at ot ected pi eces of. software, In

thi s way, Reperesieing b & W Bebift ferfial baf el rstey pe
carried O%Bﬁ%i’&ofﬂ t 801t nMic Os02%hdtO saat %gﬂicﬁx' "i@@g’gé’utg#‘fcd?fe@ﬂ?céxﬁﬂ tﬁé’cf, tware

2p. During the subsequent protection sub-phase , er the creation stage
SZI of t heopsajuentlydhsprotastedsoftparedplisposyilistly fafiational he nodi fi cati on st age

S22, t Il ed " i zati t 23" tak | Dur i t hi
So2 s SU500 Lol SUELom o Lon 5L e o ke il acs, BB Ll
expl oi t at 's%?v{)ﬁgtfagﬁ, WhRen e QAR isRisSihg! BARLs SAMPH, A0King el ex@Futiol i&l%& he

intention o ning at least one unit 6, or a part of the seco obj ect
part 2pou datespiooessingmystaid ofthe fiestexpdwiongait@pesotiths protectpd seftieate 2p: at

| east one pre-custom zed unit 66, with the intentjon of obtaining at |east
one unit 6. The @bltiEedimsobts &Hese’i?ﬁ‘étt‘?ﬂ’ri"?a'hdwnﬁ &omm’&n%%he to nake

operational at | } osth@ I Rkt sai d
i nformation, oncg&ﬁc’é%@g%#%g t?%]sgetruni 96«?&?2( (rq&éﬁﬁ%;o?{g%%l?ylhcceé%?e

out si de sai d uni facéounfithe absenes bftheadittd)e custom zation information to a
bl ank unit 60 or a pre-custom zed unit 66 can be carried out through an

adapt ed cust ot zat itisre instant \(hi the executioncef Bdtransferheommand EN(Wihegannot

description in figure 150. In t case of uni.t, .6, constituted by. a chip
card 7 and i o et B vt oL fua ik 6 Be ANy SR B WReiVin: o 7
For the inpl errentszgt&ﬁrg ki iRtPARbER thO BbRESET the uiie6! OUS techni cal neans
are described nore preédisely inrelation to figures 110, 120, 130, 140 and

150. 61 e and at time instant t3, the execution of the transfer command IN(v;) cannot

trigger the transfer of the value of the variable vy to the data processing

system 3, taking into account the absence of the unit 6.



figure 110 illustrates an enbodi nent of a system 25 enabling to inplenent
the construction stage S12 which takes into account the definitions
intervened during the definitions stage S11 and during which are
constructed the transfer neans 12, 13 and possibly, the exploitation neans
intended for the unit 6. Such a system 25 includes a program devel opnent
unit or workstation which has classicaldy the formof a conputer conprising
a systemunit, a screen, peripherals such as keyboard-nouse, and including,
anong ot hers, i cetdel hWaar S,

pr eprocessor s{t'ttlghg?r%i% ile@gh ﬁ%ﬁ?ﬁ@gﬂr}lg{ggﬁ gl,{ded(gbtﬁlgélgl?sé’aartlﬁﬁgﬁé g@? chrbg AF gure
120 i || ustpoatiesofthe dindd exiéoution paft 2pep teusaes vaiublest Dsopyrofivadible faklihpg t o
upl oad at |east in part the transfer means 13 and/or the exploitations
means to df thewt 6538008 befklfilledicomgetly.tse thatat lepsksnid pertion ivnetzixatutgda

ns to df toust _ (40 st lesesrid Borton iod da
i 11 mg. maapeou Yol B o8Hsfo BnR, The M hlsccthld e o a0t BamR Ry %60 <o

as to obt aynctiongl, €- cust om zed unit 66 to which the transfer neans 13 and/ or
t he expl oitations neans have been upl oaded. The precustom zation unit 30
can al so i nclliskoydtps iobservestibabihedata tansferabstwgzndhe dite pbdcassingisyster0 whi ch
can for inst e ve th ormof a printer. In the.,case where the unit 6
i s consti ﬁ%’gﬂtﬁﬁy‘]ﬁ%&ﬁpﬁm&é’@ t_ egﬁqyx?lfssem&eérusg ONBHUMBICASSIGRTSAS L3t on
gener al | y {aNAE M SMdrY will Rn&W W & Eorfibink tH4th SviftBOthi: {#ﬁ%ﬁ it 93 o%ﬂatin

enbodi mrent of a system 35 enabling to carry out the ma the tools

enabl i ng tconpdéxpompeatna swchpsdbenistadcs I T2 81X @) auZora(Se: D tvepr e

protection. \%ch j‘ system 35 i ncl udes ﬁgpro ram devel opnent_unit or
PORARE F

wor kst ati on whFOR notheriadyantaeaons chyptensticritBeyention dhgprotectigna

syst em uni : Wl | g rds , i ncl udi ng,
arong. ot herge; Ry af jrmPRRLBIGE S prftiplt PE pRANION, Call by BRtningS 4

pr e- pr ocegieseription@fwhiclr is cariedemp iretedation tddigugeed®GtoBsd | i nk editors. Figure

Q0 illustrates an, enbodi nent of a system 40 enabling tgo create directly a
protected s off‘?ﬁéﬁ%‘@ggaFntPW%ﬁﬁth&cmi? gt?‘&tﬂcgo% BY fepaming aresdafinedne

intenti f obtai . 0. includ
or ogr am devel opriit: o RAd R Gy St Rerdhuent e Ao Bl mor

conmput er conpri sexeguted sl eansiof the second executioarpaphBial, Sn She ini@ %, and
keyboar d-nouse, and_incl uding, anpng others, the follow ng programs: file
editors, asser n_bp%ﬁsg),lyf_ﬂ@arﬁﬁsdbé%weee&hﬁmt@pgqceﬁ%mm dragd the gnit
debugger s and | | glafitle} B depefifontBhlotiths bAPbSAERAGL infiliel 0 el P generate
protected software or to adtomaté software protection. 'Figure 150

illustrates an esbedifeigperifg cormmahdnioraiaiddepentént 4onivab) daid triggetinoad the
second object part 2pou to at |east one blank unit 60 with the intention of
obt ai ni ng at | eaempaeds bring Hable te besxeented in herdataprocessingesysismn dlopdct part

2pou to at | east r.e- o[ L i 30 i f abtaining
at | east one uni %Oqggg%a{ﬁéﬁ cust €’1th1ﬁ gg’t‘%lrt\&ﬁ%?f Wﬁ%g?%@ﬁﬁggée%g é%\tg?lﬂ 1%

Wi ting nmeanse 46f@eatH iripgetifg eb@eidnids ah bydet ¢oiresPoaging it 1da8Ri pRR thkank

unit 60 or at |east one pre-custom zed unit 66, so as to obtain at | east

one unit 6. At tinéomation toanspritted bysthsnfitshtexeeution part t2pes,i tec thedserontie

i nfornation necessar% to t;?e executitont of tﬂ%?”’t ect??? ioftware %g The

cust oni zati on unfCCHROR RAT APEE: 58 A5G IBESS MEar* LD 0f S05 comesRRnding47 for

at |east one uni efenWéiit Finctivn, 540 JrdsAVESy thhen b8t feétBnelar éﬂtfbger-B' n
er 8,

the case where a unit 6 is constituted by a chip card 7 and iTs rea
t he customi zat i othedtiggaringiopmgmarsker ns only the chip card 7. The protection

process according to.the invention n be.inmp] emenfed with fhe foll ow ng

i nprovenents:*® Ig @8W°Ee°fpf%mﬁ§ﬂgt‘bfc§?e°f4ﬁr§1t43§/1g§%‘£/é? e ;'J‘ls?iélé‘gpﬁgthﬁnd
menorizing units i ' b ¥le 0§ vt 0 ' .nart 2pou
of the protect ednggi%g?%%pﬁgo@ﬂg?ﬁehel r j%iir}'?%aglg%eﬁ%h@s%hghggetéute t he
prot ect ed soft warenamp thé brdemshxocasao oblaimtriggesiag comemaalls withdemmsiasdesg and

menori zing units preventing the usage of the protected software 2p. In the
same way, after embling e eqncealthe idanbity ofi the sormaspondiag dapendgniclusetionszat i on
stage 523, the part _of the sec obj egt, part 2pou necessary to transform
the pre-cust oni z%‘b& Wiotrmg()mﬁﬂsgibgdﬁ 686“’3) nussé 1 ‘érflﬁgdﬁ?%gég?)flﬁﬁ,ggssi ng
and menorizi ng Uphdse 4A& endblinkt6 réiseane Aitidl ORded frdm4Re RafRd bitier) dids t he
access to said pg?t of the sgbond obj ect part 2pou. hbtuggiﬁy, sﬁgl part of
t he second object part 2pou can be divided out between several processing
and nenorizing units so that said part of the second object part 2pou is
accessible only during the joint use of said processing and nenori zi ng
units. 63 CLAIMS 1 - Process to protect, using at |east one blank unit
(60) including at |east nenorization nmeans (15) and processing neans (16),

o Y e - o o




means (18), creating a protected software (2p): - by choosing at |east one
sof tware execution characteristic to nonitor, anong the software execution

characteristics liable to be nonitored, - by choosing at |east one
criterion to abide by for at |east one chosen software execution
characteristic, - by choosing, at |east one algorithm c processing which,

during the execution of the vul nerabl %GSoftware (2v), uses at |east one
operand and enables to obtain at |east”one result, and for which at |east

one chosen SOft‘Q@rrgst&)ég%%’{l%pgﬁd%?%%ﬁrt&§{écﬁte is to be nonitored, - by

choosi ng at |east one e source of the vulnerable 64 software

(2vs) cont ai ridighe dinpldddsitatidieofC tHRSFindpIBOsH potEcEoR 'HICRNEMIE, are Wso
produci ng the source of the protected software (2ps) fromthe source of the

vul ner abl eosgfuctesr explaitatipn rasansedatilingnty tansfarnss blank wtib6@ mntpar tniore of t he

source of .the vul.nerable software (2vs) to obtain at | east one nodified
portion ofMPifIcagyea e?)si’ttlierfés‘tﬁ?%@'éf‘%%‘%oftware (2ps), this nodification

bei ng such t Cthe i u i f : 2p) a
first execut ir%;r{ %grlgﬁzéélﬁo%lgt{b?sgfe()%%c%ﬂtlgﬂp?noﬁ ﬁ%te&&?fé%‘é): ge%g@g%éﬁ\é@és%ééoem (3)
and a secahdsenxictit sanceaf the (idineraple sofimaee2vsed in a unit (6), obtained from
the blank unit (60) after upload of information, ~ the second execution
part (2peu) exectltleast gpe plgarthmie proceysing wring atlgassonepperend endrasuming en
algorithmc proc ' ~.apd during the execution of the protected
software (2p), a%ﬁﬁdspg?ergﬂ@echosen execution characteristic is nonitored by

means of the &ecaii af1REMbhOPoRRH of IREWbuRB bt e 'f'tﬂﬁéraﬁl?aéoﬂ%va‘féiztv%“ on is

not abided by leads to a nodification of the execution of the protetted
software (2p), -containing apleastioni ghosen algordhmisigjreeassipart (2pos) of the

tected sof 20) ., f th ted sof 2ps),
a1 rst ool HeeEstter PP o yEanIE s BUtE 28 i foof abe L 8 Sl cha b 1 he
prot ect ed ssafck WRHR firéRRbted 30RRA2ps. This HodeX@GbH iOfMcR Md:, ﬁdgggt%tg&@ chis

executed in the data processing system (3) and whose. at portion
t akes i nt o accouduringthe en¢cutiemsf thepeotetiod softgak 2paatdeast eneipomion of the

characteristic iﬁ moni t gr ed, an a.second object é@;{% 2poy) of the
protected sof t walEst EX55YHIOR Bt ZPES MEuGhs cdsitet indh sSIg st i ng t he
detection means fakes A6l abddRnC AL feOInSRGHARt d 8t lesiflo LthGlic part
(2pou) being such ?Shat,aafter upl c?ad to the)( bl énﬁﬁgn?%%l(%%%gd‘é%ﬁ%h ng the

execution of thepyocessingtis dxevufedviatie yritp§,, appears the second execution part
(2peu) by means qf .which at | eait one 5 ¢hosen software execution

characteristit i SUHTESFEAIAQ! H&‘FH‘@‘&H@ SPIRATCAR: fhiecsepend exerRutonpast i t er i on
L o S VAR e B 8, O BRSO LR PO
unit (60), w th atleast one chosen algorithmic processing,
e cach chosen algorithmic processing is split so that during the execution of
the protected software 2p, each chosen algorithmic processing is executed,
by means of the second execution part 2peu, using dependent functions.
Preferably, each chosen algorithmic processing is split into dependent
functions fd, (with n varying from 1 to N), namely:
— possibly one or several dependent functions enabling the placiﬂg of one
or several operands at the unit 6’s disposal,
— dependent functions, some of which use the operand(s) and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s),
— and possibly, one or several dependent functions enabling the placing

by the unit 6, at the data processing system 3’s disposal of the result of



intention of obtaining the unit (6), -~ and during a usage phase (in during
whi ch the protected software (2p) is . executed: in the presence of the
unit (6): - and as long as all the criteria corresponding to all the
nmoni t ored execution characteristics of all the nodified portions of the
protected software (2p) are abided by, enabling said portions of the
protected software (2p) to work nom nal3ry and consequently enabling the
protected software (2p) to work nomnally, - and if at |east one of the
criteria correspondithgchesen algonithmicgaoesssiopt i on characteristic of a portion
of the protected software (2p) is. not abided by, informng the data
processing sySte “PS})Z% executiiyoidhe RERIpstod srftwdie 2puthe seaoni sgeantion partpor t i on
of the protected t ( he .functioni ng of the protected
R ABL e B8 bepehfediiBbed S

software (2p) is of the unit (6) in spite of
the request by a dugihlithdeRdcutibie of tHeSprofoteUonaard sy t gﬁ‘a,h igger the
execution in the unijtE (6) of the flf?\é:ti onality 5619?% ﬂéﬁg en ealﬁtgfg}rl{”:tt m c
processi ng, in nowe tiggergddlyltaggavingdoimmhandsanith reeanebordesy rect |y, so that at
| east said porti ondi S not exeftﬁegd, correctly and that, consequently, the
protect ed sof t'ward89 (2 pFAUeECcH 8t thep Hpgestiag yeopipands ds ghosep amengthesset aafcor di ng

toclaimi1, to | iS%ﬁengﬁgggg%%&e%géﬁf&ne&tﬁé)lglloggg{eg 3&%‘3 forrpri sing: -~

during the protectron I ni Ng: e“Rsxecut i on
charact eri st i @heiffrktl exetutidreparoDpésosttie protected sdtteare RpreRscutd B the @htal e
usage of a functionality of a software, - as criterion to abide by, at

| east one PHCESH fYSigusdGxaewes (riggerng compgndsayith mnamsfl ondexs tramsfeming - and

actual i zat | ' t ) t -one var.i abl e of

measur erren%@gn{gg?l’s 3 %@tatlﬂ 1%8 ﬁé&ecg%l gf%‘?‘é?l}nothgﬁé%ﬁgheeﬁ?ﬁtﬂppﬁ yoengpfthe ) to
al so i npl erswiringhaeast208|0f2hé bfders|RMASthen AN exXGRgii bty bggnéa% d?Tthd 8&dond
software (2p): - by choosing as software execution characteristic to

noni tor, aexdcutien parh@pewof aidheofahe prasonshndsfinedfegendent fagions fd) | east one
functionality_of sof tware, - by choosing: ~ at |east one functionality of
the prot ect ed It Atheraerdsp dhe \pringiple, fgprotectipn 1y eenaming is rremiadoout bysi ng a

vari able o : : i neasurenent used to
quantify t{%l usgégego s%?ﬁdth?%ﬂégt% @Egﬁﬁ%ﬁﬂé sgt% : oe(gtgt lrﬁgtﬂggqntﬂgecgm@d%
associ at edwith renanhaisedersarlioablegecutiontn she &neplocesBpayend, Regsds i fHe t  Of

usage of said fH’gcti onal :c{{y ~ and at_|east one net hod of update of a
chosen var PaibPethgrexpeutionof thedensadent fimeions which waulddaue been tiggered by

functi onal jHeMrips rﬂ%ctog%] ik k- . ripion of the source

of the protect g%e oftvvaéﬂezﬂ( gisﬁ& lt%h?régﬁg& |e£%]%étﬁp‘g¢@r}éﬁ% Ejh?f&‘ﬁmf T duri ng

t he execut obtheoprdtémed softwatee2p smhblimg ¢o (R ymirchthevidehtity! 6f Oe sRRGIeHEMENT

i s actual iéed a%/}'ﬁg&‘?ns of the second execution part (2peu) depending on the

usage of sSTR™ cé'ﬁﬁ?'ity, and at | east one threshold crossing is taken

into account, pFimaeReiffustdel B8 : ' nce of the

unit (6) and ingthe casue V\ﬁereegﬁﬁggeagfé%e%g&éghrgggr#gﬁhaé%ﬁggéﬁﬁgm %v.%h

cor r espondthigexampie, dppeat doriag theretecofionsfife viudnetsile séfWarei v ia/tHe Afkat he

data processi ng,  system c(‘(‘3) of it and/or nodifying the functioning of the

portion of PRORESSHIgoSYStanR B> sHfa wantain tyy ingfant; the calpwlatiom ofi Bré-nFXf Yhe

rotected ' 1fied 3 -.Progess.accordi to cl.aim2,

(F:) onpri si ng&ﬂ{‘és@@E ‘gnéi E?l)ﬂr%%safﬂg&%%lgt {':eiocfl i %aﬁ.lag%aged?gﬁc: result ol an algorithmic
processing represented by a function F and using the operands X and Y.

Figures 81 and 82 illustrate an example of implementation of the invention.
Figure 81 illustrates the partial implementation of the invention. In this
example, during the execution in the data processing system 3 of the first execution
part 2pes of the protected software 2p and in the presence of the unit 6, appear:
e at time instants ¢;, t;, the execution of the triggering commands CD;, CD,
triggering in the unit 6, the execution by means of the second execution part

2peu, of the corresponding dependent functions fd;, fd, which provide the



defining: - for at |east one variable of neasurenent, several associ ated
thresholds, - and different coercion neans corresponding to each of said
threshol ds, and nodifying the protected software (2p): - by choosing in
the source of the protected software (2ps), at |east one chosen vari abl e of
measurenent to which nust be associated several thresholds corresponding to
different limts of usage of the functjonality, - by choosing at |east two
t hreshol ds associated to the chosen vari abl e of neasurenent, - and by

di fyi t | ' t : d
modi fyi ng at | eaghn@9fah@ICTY B the_raag.lfpﬂobéss@%gg,&aﬁ to ntg@{lﬁﬁl%h%og} Con of

software (2ps), this nodification being such e exec

the protected sofdnsarespé@ikly x,helocated $n igsmerhotiptionanbamydstofteshdt gs are
taken into account differently, ~ by neans of the second execution part

(2peu), and duri $fd ttHeesmggeorpmands Gy, CPn being mpsesenied wipectieclyrby (~ -
i n the case wher } f a first threshold is detected, enjoining
the protected soﬁg‘mrﬁbﬁi’gg?ﬁﬂgﬁt 0 use the corresponding functionality
anynore, - and i e ifstnes BWRCHE,, heerdcRfish 3O aff tri a%g%g&f}nﬁ] Lghis
detected, making ineffecti vteé/h'(li.grhlﬁ1 cor?espondi ng flﬂ%gtl al'l tgt“;‘{dén %){r% at

| east one porti o&Def, thhggepingt incthedursbfe, vihe exé@pjon Ky -méAne asfsthe aedidli ng to

claim2 or 3, conprigsing: gurin theé)rote tiqn phase (P): defining
refilling nmeans %&&Bﬁ%ﬁ“f pey ofithe crigspaading dependent fypetions fds toddaii t y
nonitored by a vaf4 iRk OBAS ts bl - AL 1.1, 9pal usage,
constructing thegagél(g?%%?g icon nggﬁg?jéltg\é&%wg\%mmgggﬁﬁse&gﬁ ‘[%QF?’EE‘Y" Yl enent

the refilling neARIG(fd;pR TREG(fRd). fPhengrichof depdndehtefhnstidrisas & fdpR): - by
choosing in the source of the protected software (2ps), at |east one’
chosen vari abl e ScchEd ity comehinationals| 9lgerithanically; equivalentstagthe dimetion F.

functionality an Lch.: t t .edited with at,|east one
addi ti onal usageglowgg%l%g}s’ r%g%f( gélurt]lgna?f agggﬁggér{éngcﬁ%@ﬁn%o}etaﬁsoi‘? tl{‘fhi S
nodi fi cation bei exgcatiehirt taturdi6, 6fxha depasdent flrdctendfdsr ©f fdl), iwifich age | €ast
one additional usage of at |east one functionality corresponding to a

chosen vari abl e B ¢RMEGT ofdhe muporzation ganee X, y-andhdetny thegreswle iprmse of
refilling: reachlalizhdidh fotnegeoqf?ﬁe lgﬂg?chosen vari abl e of neasurenent

and/or at |east one assoclated thre d, so as to allow at |east one
addi tional usegeamf atitémé Unstantowg! they execution of a triggering command CDy
triggering in the unit 6, the execution by means of the second execution part
2peu, of the dependent function fdy providing the transfer of the result of
the algorithmic processing contained in the memorization zone z of the unit
6 to the data processing system 3, so as to assign it to the variable Z, said
command being represented by IN(z).

In this example, to completely implement the invention, are chosen as orders,
the first argument of the triggering commands OUT and the argument of the
triggering commands TRIG and IN. The orders chosen in this way are renamed
using the method of renaming of the orders. In this manner, the orders of the
triggering commands CD; to CDy i.e. X, y, fds, fdn.1, Z are renamed so as to obtain
respectively R(x), R(y), R(fds)..., R(fdn.), R(z).

Figure 82 illustrates the complete implementation of the invention. In this
example, during the execution in the data processing system 3, of the first execution
part 2pes of the protected software 2p, and in the presence of the unit 6, appear:

e at time instants t;, t;, the execution of the triggering commands with

renamed orders CDCR;, CDCR,, transferring to the unit 6, the renamed



5 - Process according to claim1, conprising: ~ during the protection phase

(P): defining: - as software execution characteristic |iable to be
nonitored, a profile of software usage, - and as criterion to abide by, at
| east one feature of software execution, and nodifying the protected
software (2p): - by choosing as software execution characteristic to
nonitor at | east one profile of software usage, - by choosing at |east one

feature of execution by which at | east>?one chosen profile of usage mnust
abi de, - and by di f.yl ngpat, |.east, ong c ion of-the s e of the
protected soft i erf %@?’ R?’Ql & %Hi % ﬁ}ft ?%%e)g’e?gg'}%ﬁ%?ﬁ tnhél e_, uﬂ@ﬁr t he
execution of theeRbheoladeaRl dMikerebtobihg thbfisSHE UThhE $8MdOBrdRR! {o (2peu)
abi des by all the chosen features of execution, and during the usage phase

(U) in the preseansterecthe tohdersine.tth¢ idensitydof thetthemonziontzenes x,ty, iand disgrect ed
that at | east one feature of execution is not abided by, inform n%ﬁ: he dat a

processi ng syst eh¢ (SXecwfon byameans ofodhg yierd: wEeqution: Phi gy, oo t he
i f th iLonj f th
ot ected sof s wiolefBRh Scshbt fons i R, whidk pifiio LM of o°

conprising: ~ duhé dstatXiey Froph el daddprieasseng Sktem 8@d thei MéthorizationizBég UCt i ons
set whose instructions are liable to be executed in the unit (6), - a set

of instructions respeatively x5 grlogatediin et mgmorigiitonsapansst of thegwmut e tsatshs

commands being lji.able to be execut.ed in the data p Si st.em (3) and

to trigger in tHOEEHNE (O xé’%‘ﬁl i 'iS’Ha‘E;‘th ﬂlé&efsns{:ﬁgﬁf‘r oﬁ@,ﬁi’z PEDE of i | e

of usage, the ch@bﬁgage(p;esﬁémvglgyyr@gmﬁ(ﬁ),x),@yff@((yy’rp)’of execution, an
e

expect ed chai ning for the ‘execufion of > instructions, - as detection
means (17), meand tomalrstawgs totodbigdhe theutivhof dhaitniggegng fcotbemnds stithict i ons

e e e Panimt Lo CORELS 48R R nid B Bl MR set it 1,
the funct!oni NG Giels 1@t Ke@aeh, m%gﬁ% R AR redBlingbP rchlieophal ni ng

of the instructions s'not corres 0 the expecte constructing
t he expl oi t at i ontheemsteriaf smeaszal0; ofj théeordensy 1.6.Gfdi ¢o ddggubmrd tthen the

i nstructions of the lnsgr uct i ogﬁ_ tﬁet , tge execution_of saj iéﬁpt ructions
bei ng trigger ed GFCHHRD BY Jagams  SEFPRd LXeGUHANLRAL ZPEYY p&ieperglent of { he
i nstructions comgy n i Tyl g&%?gmpé ] jars DY
nmodi fyi ng at |e?§?‘a§°§’§ g ogoenrmg'é’r %@l'lgn the%ts)@aéa?gs g\?lfﬂ% \ggﬁaglrlégtzg(}%%%

sof tware (2ps), CHCR;MICDCRY.; beingaieprpsentedhrdshadtively by TRIG (R(fds)) to

TRIG (R(fdw.1)),

e and at time instant ty, the execution of the triggering command with

renamed order CDCRy transferring to the unit 6, the renamed order R(z)
triggering in the unit 6 the restoring by means of restoring means 20, of the
order i.e. the identity of the memorization zone z, and then the execution by
means of the second execution part 2peu, of the dependent function fdy
providing the transfer of the result of the algorithmic processing contained
in the memorization zone z of the unit 6 to the data processing system 3, so
as to assign it to the variable Z, said triggering command with renamed
order CDCRYy being represented by IN (R(z)).

In the illustrated example, the triggering commands with renamed orders 1 to N
are executed successively. It should be observed that two improvements can be
effected:

e The first improvement concerns the case where several algorithmic

processings are remoted to the unit 6 and at least the result of one



at | east one chosen algorithm c processing is split so that during the
execution of the protected software (2p), said algorithmc processing is
execut ed by neans of the second execution part (2peu), using instructions,
~0 ~ for at |east one chosen algorithm c processing, instructions comands
are integrated to the source of the protected software (2ps), so that
during the execution of the protected software (2p), each instruction
command i s executed by the first execthion part (2pes) and triggers in the

unit (6), the execution by neans of e secaond, execution rt (2peu), of an
i nstruction, ~ é&?@éﬁ@ﬁc@xwmf‘%és iuﬁ%‘{ E&@W&‘ﬁg ag?ﬁﬁgﬂlﬁsprloggsgwgsé}]agﬁong t he
set  of Seq“.e”Pe%aﬁé, E@# ﬂﬁggwﬁ% 8 RmdhiLWith rehdifed6rdbRGsd f6iqhé Wandted 2P) ~ D
and the chai ni ng by I ch™must abide at | east some of the instructions
during their exeatnpossiblybetdnvadit (6) is specified, ~ and during the usage

phase (U) in the presence of the unit (6), in the case where it L@ det ect ed
that the chai*ni riheofecensb imprevement; aims alxguingator janperHaenfseauenee ffdlen ot

dtot y b f ] ' 3 f
"t andl o modi 1T RG PR FRARE B RPR Srifs GBI MR () ©
software (2p), s@owid tHelexebutivht dfothienstorbtednedfiwaed @p! bl tidoiéspasteit(isp) is

modi fied. 7 - Process according to claim®6, conprising: ~ during the
protection phaseréfejable ethiopsendysequenes phtherttigearmescosnands it ganamedi ons set

whose at | east so instructions rk wth pegi .S an e l.east one
operand with theorH‘%tseﬁ’?‘fc n%lFF°°f‘%tFu Arrge r{@gufg‘%ﬁglg*‘o fdat §| g%sepdg me of
the instructi onsgueHdes ey WitdrBalitafh, Befiden thed poisns(dt doddakeaitedid he

functionality of the instruction, v and a part defining the expected
chai ni ng for thedatxeoweessing systerthd andsinecludinigoers neinitigeering eempands withi el ds

corresponding to: O ap identificagtion fi.eld of. the jnstructi ), O and
for each oper ano‘eB‘fm't"cﬂgrdF‘f‘?s"tsF‘Ej Bf ﬁ'ﬁr&tqnxadnqt*oggof}qtﬁqroda?acg‘éguws §§c§’£‘§r§ 4zax pect ed
i dentification fiillﬁ.L.tE'aTtéfﬂe%ﬁn&%lé&ﬁu@ﬁ’ﬁﬁ%ﬁﬂodiméﬂt: for each register

bel onging to the exploitation neans and used by the instructions set, a
gener at ed i ddfigifé 8hshows fn exanplCloGexgcutionvef a vulnerablet soffavare v Ip thisor i zed
the identifi cat?i on of the | z%gt i nst.ruct .t?xn i crhihasﬁret ut ned t'hts

resul t - i n.Sx&mple, 2pRRALS guring the exeubOR; of g VIRET30& SOTtyALG «V, IR Fidrafba, during
the executy ES3 I tHe texBfutiochOsf &R Rl gdpidtirAiUpro & headin@ & the! d
(CDK) inp égds}slgi{lg% %b@h%ctﬁetéﬁg&ggual ity of the generat e§ i dentglafi cation
field (Cl Gejermixationjod@cindd.’t suchlae Zr egF {Ke ) asd @’ by FS XY YOper and, and t he
expected identification field (Cl P~ Otj'rri[pge orit?i n f?% said o ergpd, - and as
coer ci on rearBignue$4 illusrates ap ghamnls QfJmplepensation.of tag proceys aqequing to

ST UCE] QRS inddntiBh o HictOB Blo hBSrifHE!FEREHE Ichb@h nSAERISES af -
Process accor di ng to one of the clains 1 to 7, conprising: -~ during the

pr ot ect i orreflbaicto ¢ unit GAdchydingtd sueh pnexemplegddeuig the eaequeion:in thedata hoosi ng

£ e e i 0 T NS T ™
defines thg tilléf]ISrgsc?lt:? A i S@qeﬁf’,f 43Rk Flaind@) above, Dthe "&citod Of dhe | €St

one chosen portion of the source the protected software (2ps), this
nodi f i cat i @igg@tigeoramatidst with rehaniedgriére GRERy tto CDCRytcoeregpomdeg todhs of t war e

(2p), at |east one chosen variable or gt |east |, .
determination of Z and the execution of the triggering commands with renamed

orders CDCR'y to CDCR'y corresponding to the determination of Z'. As illustrated,
the triggering commands with renamed orders CDCR; to CDCRy are not executed
consecutively, inasmuch as the triggering commands with renamed orders CDCR",
to CDCR'y as well as other portions of code are intercalated. In the example, the
following sequeﬁce is thus carried out: CDCR;, portion of intercalated code,
CDCR'y, CDCR;, portion of intercalated code, CDCR';, CDCR's, portion of
intercalated code, CDCR'4, CDCR;3, CDCRy, ..., CDCRy, CDCR'Mm.

It should be observed that, during the execution of a portion of the first



one copy of chosen variable resides in the unit (~, - and by producing: the
first object part (2pos) of the protected software (2p), said first object
part (2pos) being such that during the execution of the protected software
(2p), at |east one portion of the first execution part (2pes) takes al so

I nto account that at |east one variable or at |east one copy of variable
resides in the unit (6), D and the secgpd object part (2pou) of the
protected software (2p), said second object part (2pou) being such that,
after uplo ' [ X 3 : t ed

sof tware (%%f‘%l@oar%o glgr e% hoc(afG%lg oﬁto?g%)ge%gttv?%ﬁ zgé?féj%%ﬂ?g b%ﬁﬁneﬁﬁg ‘gﬁhv\hi ch
at 72 | eeatmed ordeno sxstutedr inathe elataoproetssirgasisteand, trigper of thehnsied thar i abl e
resides too in the uni -~ and during the usage phase (il): in the

6) .,
presence ofestoRag i the I itéﬁfftiéi)ricﬂf the rrorrgsRRAdINE AeRsRdem fupetiags @%e@@? itbeirpar t
l(.lﬁP'? S% 6I) np%%%ﬁtﬁc'g{ Tgﬁ?,é{]%g)%?:ysﬁflﬁtaigltﬁe g esehc %Wheoljni Vﬁ;s'agpnéfﬁiérgfsi e(;cleg\gteldn the

i'on 1S ‘executed correc
consequent éfrectiP@nd tHat, RbB&dqBehtE. tHe/ bR cledRbftivarePi |c€ﬁ1?le‘1’el§' aitetibRqal . and
in the absence of the unit (6), in'spite of the request by a portion of the

first executi Biguyrar® illapeates an axemple vhiph dttempd of axeapipn off thepratotted
residing in_the ynit, (6), not_being able.to fulfill ,said request, correctly,
o t hat at SatisSe TR athn bieaighs A Eo R A SRl CUEDE fie ot in the
consequent ' f ' l. 9 -
e o L e N R G
(P): defiatievgry timednstant, thg geedutign ©f arteiggkringcommsanduwith cenamethordet can as a
dependent function, an instructi.op, - .,as an,order,  at % ast one ar gunent
for a trigEEEPnCiA A deSIonRg o JBh AFAG Ber ME.QEcution,of ha GorepoRdiPe: mat i on
transm t1 egoyiaddi qudlaiol, BEARESSE (hS BUGRMIR uhiP 6! Pe YANUE 1f FssigiPtclthe! ©
trigger the execution of the correspondi ng dependent function,- - a nethod
of renan ngartibld Beamiod tieseferelid datgrniined enreartlyt he orders so as to obtain
triggering copmands with renaned tgrdﬁrs, - .and r,estorigsg means (20)

desi gned to b& hewipre 3ppeass, thatiinthe @hsensg of the Wb §eatsas ong requeshby @nabl i ng
to restore t i t CIETe ,
constructi %%Iﬁgg%%?gﬁ ?gﬁ%oer)ffe‘lr:r&gagr?sﬁéelﬁggfs?ﬁgﬁ%éhéoﬁ%{eta r%) tJosg’l o) Fg%l erent the
restoring restming ofancrderdiridytha @xtditiopraft eeddpeddend funotior ih Hy@) unit 6 kgnndtoosi ng
In the sourc he protected softwar, 2ps),, triggering commands, 73 -
by nodi fyi ?Fg%%]ghF‘iﬁ%'g es%m?é@ﬁ?%ﬁ' ﬁl‘gngﬁgnﬂﬁé"%@?ﬁ%&@dﬁnﬁ?ﬁy ?ﬁ‘gﬁ\é‘&t ed

software ( ehbaibinloheftdiblrdd SofiAte2p iPhot dy _pﬁ%ﬂz‘?&&%hglge” ng conmands, so

as to conc Ity O e cofrespondi ependent functions,
Thanks to this principle of protection by renaming, the examination in the

protected software 2p of the triggering commands with renamed orders does not
enable to determine the identity of the dependent functions which have to be
executed in the unit 6. It should be observed that the renaming of the orders is carried
out during the modification of the vulnerable 2v to a protected software 2p.
According to a variant of the principle of protection by renaming, is defined for
at least one dependent function, a family of dependent functions algorithmically
equivalent but triggered by different triggering commands with renamed orders.
According to this variant, for at least one algorithmic processing using dependent
functions, said algorithmic processing is split into dependent functions which for at
least one of them is replaced with a dependent function of the same family instead of
keeping several occurrences of the same dependent function. To this end, triggering
commands with renamed orders are modified to take into account the replacement of

dependent functions with dependent functions of the same family. In other words,



- and by producing: D the first object part (2pos) of the protected
software (2p), said first object part (2pos) being such that during the
execution of the protected software (2p), the triggering comands with
renamed orders are executed, ~ and the second object part (2pou) of the
protected software (2p) containing the exploitation neans al so i npl enenting
the restoring neans (20), said second gbject part (2pou) being such that,
after upload to the unit (6) and duri t he execution of the protected

g
software ( he |dent.it t he ndent functions whose execution is
triggered tﬁa&)(}eﬁ%nq%?’t g"lnc@%%ﬂﬂh&‘?a’ﬁ’ﬁ?@%?ﬁg@ﬁ d?fgerF’éts‘lra‘?ré&ngﬁoﬁséﬁwﬂé‘f t he
second exafiffbieN thgieting 2RfttthandNithRndROE AR fHNGHIiONR: UfsiBRCRY ed bY
means of the second execution part (2peu), -~ and during tHe usaye’phase
(Ln: in texemining thequotsttetisoftwaret 211, ) disnoveralidt the dependért ifgutivhs Gal@mmand
wi th renaned order,. ntained in a portion of the first execution part
( 2pes) inﬁ%@goﬁlﬁ’fm?‘g PSRN the unit (6), the identity of the
correspondi ng t i e i it t said.portionis
execut ed cor régﬁéﬂgﬁg atElglgt1 ?ﬁré%ﬁggq%&bﬁéi&@é’e}ﬁt ethﬁr%atr%& éﬂ eoPIW%I?IE c(2p) IS

conpl et el yprbtectidri by aénamingdis idefihée farhs deee oné dePenddm funbtich, al AnsRide of the
request by a portign of the first execution part (2pes), to trigger the
execut i on agorthically; ggwivalenhdapendent funchiens, bytcopestennting laarioisg fidhd éo the ful il |

corr oot Iy iepn G Gltkng 3% AABSOR ppE B Btulise idhiondo B BpeeR B s

conpl et el wnitwgcti onal. 10 - Process according to claim9, conprising: 74
-~ during the protection phase %P): defining for at |east one dependent
function, a fAsForgingfio @csseensfbprefartedcambodimentoef; the tvarient! dfythe gtineiplessf , but

triggered i i .COIN ose ,renaned orders.are different and
modi fyi ng IJtSE tg&%é’%?i%%%ﬁﬂé%fl?mmﬁéef%%a? 1‘?asg§?"% %88 Bt fungtiqn, @ @RIV RS of t he
prot ect ed algdrithvaically 2gsivaladt de?&ﬁenﬁﬂﬁcﬁéﬂsmfsiiﬁglidéﬂtmﬂgn fidh renaned

order, - and by npdifying at [east one chosen Porti on of the source of the

prot ect ed soffGeerding 40 @) prsieried yagiantgmbadimentsef theepringipderefipmtettion dfy one

chosen tri 4.pg; i der, . th. another renaned order,
triggering a geg’ehsggn uﬁ%ﬁ%@%ﬁ[‘%@“ﬁ%ﬁﬂ Basts (OFders; ¢ c‘?f‘?fﬁ’@sg{ég’@@or di ng
to clai m kdablagymordigtienhe orddis to ignkfdem Phah S6tbireRardiP&@ers Rem&8birthag. for
at | east ope dependent function, a famly of algorithmcally equival ent

dependent theiroemieg of theygrdersis spwiedtqus gueing ite phase of giretectian P.hEori thisor nat i on

def i ni i.onal d t function.t .in th
i 1 (2 PRl SRR ol WML BRCRE b B IGeREbinR ot FRGRRSing i 1
and the expethédenabliagte Hedplicr die feh@hebordetsPmdahud (dQeinie s dentity 3f thd™r 0Cess

according fo claim9, 10 or 11, conprisi ng:‘ ~ during the protection phase
(P): defi lent functions to execute in the unit 6. Said restoring means are implemented

in the unit 6 and can be of software or hardware nature. Said restoring means 20 are
appealed to during the usage phase U each time a triggering command with renamed
order is executed in the data processing system 3 with the intention of triggering in
the unit 6, the execution of a dependent function.

According to another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection called by « conditional
branch » a description of which is carried out in relation to figures 90 to 92.

For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen conditional branch BC.

At least one chosen portion of the source of the vulnerable software 2vs is then



- as nmethod of renamng of the orders, a ciphering nmethod to cipher the
orders, - and as restoring neans (20), neans inplenenting a deciphering

nmet hod to deci pher the renanmed orders and thus restore the identity of the
dependent functions to execute in the unit (~. 13 - Process according to
one of the clainms 1 to 12, conprising: -~ during, the protection phase (P):
nodi fying the protected software (2p): - by choosing, in the source of the
protected software (2ps), at |east one4xonditional branch carried out in at
| east one chqgsen al gorithmc ~s processing, - by nodifying at | east one
chosen porBedifiedfsotagdo 9bmftﬁlecﬁpu’tcﬁé>fr§h%13&@g@ gftwage 2ps.(Dhs modifidation

nodi fi cati.o i ng,such.that duri the execution of the protected software
(20, the ' BiBhBna iy s Rbqurioh of e ptBe B CER S A gl n 1 <

execut ed, by qre | ‘o | & (6),
and by produci ng&qgé%? ﬁggﬁ?’?@?(&%‘ﬁ‘?g’g‘?ct%?gg%’g)zi%?%%h %%é%é@?‘gg{ lFshc?ftware
(2p), said firstdabpesessias tysteapdsipkdseintgaccosit thixahe furctiogalithef exieastt i on of

the protected software (2p),.the functiopality of at |east one chosen
condi ti onal br an®tf shoseyeqnditional brapgls Bénisiexegited in thegnit®e second obj ect

part (2pou) of the, protected software ( id second qgbjegt part_ (2pou)
bei ng such t hat Q%df ?téer Sgcﬁpga%i{eg%é%ggﬁmgﬁg‘t’ ‘F’ﬁlgﬁdlsd?ff’elc. tﬁgt%’eﬁ'&xg’é‘ﬁt@on of
the protected sogicotes af Fiait the BlaetioBalityorHe tasoXafdth 8o di@éal b ) by
means of which the functionality of at |east one chosen conditiona ranch

i s executed, -~ Bfdandrputg aththeudatgepiohessing systemi 3'st Hisppsabs enpiecofoft he

unit (6) and each.tine a rtio the first ecution part, (2pes) inposes
it, executing t h@f?Wﬁg‘prﬁgﬁ’lm%/t%Sgrgteﬁeg‘étéqn Bﬂgéﬂ%%ﬂ ‘EW?E%IF “B%’é 90n t he
unit (6), so thajm@bkbseREpdton i s executed correctly and that,

consequently, the protected software (2p) is conpletely functional, and in
t he absence oFhe fiest exdautips partidpes of ¢s protested sedtwaze @psexdoyted ipdah¢ data of t he

first execution part pes o execute the functionality of a conditional

br anch 1 n AP AE yieh 3 SRbasted EeioRS braReies cormriibie tbaciind indhe et |y so
that at | i ' ' : uently,
the. pr ot oot ol SRPRIGPEY it S E ce oGO EB of Rindigd Lofi@liofal
accor di ng branchesiibn WBosec imptipsality,is cguivalent He the diectidnatityphfiske cH)sen

nmodi fyi ng the. pratected tware (2p): - by choosing, in the source of the
pr ot ect ed CQB&I"&B? fﬁffg’g‘iﬁ t | east one series of chosen conditional

g; anches. - byigiPélobiliidiratls i SRImPIBIHRERTbPEE hivitheplbld B6rwaty 57 @ the
this example, appears, during the execution of the vulnerable software 2v in the data
processing system 3 at a certain time instant, a conditional branch BC indicating to
the vulnerable software 2v the spot where to carry on its execution, i.e. one of the
three possible spots By, B2 or B;. It must be understood that the conditional branch
BC takes the decision to carry on the execution of the software at spot By, B; or B,.

Figure 91 illustrates an example of implementation of the invention for which
the conditional branch chosen to be remoted to the unit 6, corresponds to the
conditional branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear:

e at time instant t;, the execution of the conditional branch command CBC;

triggering in the unit 6, the execution by means of the second execution part
2peu, of the remoted conditional branch be algorithmically equivalent to

the conditional branch BC, said conditional branch command CBC; being
represented by TRIG(bc),



76 software (2ps), this nodification being such that during the execution
of the protected software (2p), the overall functionality of at |east one
chosen series of conditional branches is executed, by neans of the second
execution part (2peu), in the unit (6), - and by producing: ~ the first

obj ect part (2pos) of the protected software (2p), said first object part
(2pos) being such that during the exegytion of the protected software (2p),
the functionality of at |east one chosen series of conditional branches is

executed in the it .(6); t | gGt
prot ect ed so%t wg#@ aE é‘;‘)‘fy mggﬁgt,éggoﬁgﬁ%igﬁdgg{ﬂ g%r‘{&?gg%&%@gg%r@&g%%ﬁgt hat ,
after upl oad t o gsydiem Bnbf theGhformatisn ehalilinghie Gt @uédudion Parttdpes,nb ehiegt ed

software (2p), appears the second execution part (2peu) by means of which
the overal | funeniigsapeutipnet thgichpseasipobie. dhepetrBsSniveBs.of condi ti onal

branches is executed. .15 - Process according to _one of.th | ai | to 14,
conpri si ng sgﬁsﬁf’ﬁdﬁjﬁ 9bferved @?g@ﬂril%t%ﬁﬁéggh(og o pogtiop ‘bfrtf‘%?‘f% F%S‘?Cgﬁ?ﬁ‘on
sub-phase &thes bMHE RIS sofiwdrd 9p S el cWRlRIOhS BRAALHRE bordRfinds SidBgEguent
protecti o% sub- phase” (P2), dependent of the software to protect. 16 -
Process ancthediatgptooessing systef 3 dnggeri the rgecutioniofgh¢ berrgaponding rahetedi on sub

phase (Pl), making intervene a defini{ions stage (S11) during which are
carried of@ndifional g’é‘“ﬂ'&ﬁsilﬂ ithe 'HH%& Thus, pragpeas tg%d% ﬁli‘ﬁ pigsange ef g!erﬂn!l!@,’

conet r uot s Bofely b PEerfed bbb PRl Rohotbidu TR b RUSCHERE 2B 5,
means. 18compleateAmcaaeadr ding to claim 17, conprising, after the

construction _stage (S12), nmaking intervene a pre-custom zation stage (S13),
conpri si ng upligrgi ¥y illustratep|appxample of gu)attegpt |of pxecyfionaet thefpretsete

expl oi tati S W { Al ent i . L QLN - O[] uni t
(66 1o SOy 20 vich e e 6 AL 19 pniS Bkl WeBhefihF cLUSHENRE, |10
prior prodg@aiprévessitdsystons 8 of Mik)firstedecitich pait BpesTehdproneted soRivarr@pst age
(S14) during which are nade tools enabling to help generate protected
software or t*o abtioreeinstanbbi; figreseqitioneefithe gonditonal brane §Qnmwdr(£)ﬁﬁg to

clainms 15 and 18, c risi splitti t he suhse nt protection sub-phase
(P2), into: ac @{%ﬁg%rttﬁg§x?%§lff (g% er{amf)%a/n‘fo%ﬁﬁ{%gp g %%bbf’etaklggftmre
(2p) is creat ed,nforRobid the/abseiedTtee afit vare (2v), possibly, a

nodi fication stage (S22) during which the protected software (2p) is

nodi fi ed, ard andudttions instantty, theatgansfed2d)thelpicice @f wkforhation enabling the
first execution part 2pes to carry on at the chosen spot fails taking into

account the absence of the unit 6.

It therefore appears that in the absence of the unit 6, at least one request by a
portion of the first execution part 2pes to trigger the execution of a remoted
conditional branch in the unit 6, cannot be fulfilled correctly, so that at least said
portion is not executed correctly and that, consequently, the protected software 2p is
not completely functional.

In the previous description in relation to figures 90 to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
embodiment of the invention can be carried out by remoting in the unit 6, a series of
conditional branches whose overall functionality is equivalent to all the
functionalities of the conditional branches which have been remoted. The execution
of the overall functionality of said series of remoted conditional branches leads to the
placing at the data processing system 3’s disposal of a piece of information enabling

the first execution part 2pes of the protected softiware 2p to carry on its execution at



- the second object part (2pou) of the protected software (2p) containing
the exploitation neans is uploaded to at | east one blank unit (60) wth the
intention of obtaining at | east one unit (6), - or a part of the second

obj ect part (2pou) of the protected software (2p) possibly containing the
exploitation neans is uploaded to at |east one pre-custom zed unit (66)
with the intention of obtaining at | east one unit (6). 21 - Process
according to clainms 19 and 20, conprising, during the creation stage (S21)
and possi Ithechdsen sppt.t he nodi ficati on stage (S22), using at |east one tool

whi ch hel p generate protected software.or which automate soft e
protection. %2 theSI?/@?’@H? fdgﬁcrm‘i’émi Horelation 4p; fignrss 44,40 p‘ﬁoc‘ggrs%ﬁerﬁl?ﬁor dance
with claim.1z.ch ' Lo 1.0 L thdeRC Sey@1iR$: O nt

i ¢, uecdrgaiefaf FERRAIC BRolbfide Rh} oo LBl JRRRIGE YFe

const r uct ijgdepefidéntl¢ eXphei dmthepn Theapmoteatioanpededsoin taoeordmide (th, théki ng

into account the definitions intervened during the definitions stage (S11).
23 - Sydnventipwr ist neplempnteddiyt B3ing the rpringipls, of dustection Hycdatersioncand t h

claim 18, characterized ip that.it incl - cust osdl Zat s it (30)
enabl i ng tCSGliﬁﬁnogass tﬁy F%Igg’tnggwﬁ%lrcineo#%f ﬂ%gg%‘g?‘f#’?‘a"ﬁi %In ré%]&s:{"?ﬂc]i ﬂgt?h {' east
one bl ank cH&d Whére e piiddifle ol protedtRatbyodetedtionbindicobmeibnail copiimepted by
pre-custom zed unit (66). 24 - Systemfor the inplenentation of the process
i n accor ddhe dmplentengdtignnefl 9t ledsheaethst ipriginle, of Hprotaction,ntheypncipleppfgr am
devel opment _unit, ,us to carry. out. dugi [ S I e {S514),
the ek ngrabouh ity e and slriol ' BRabREeRy Selfiliduid I dhé

aut omat € SRikWA 8f PEGb&RInl B variabl@ ad/or Ry pigeiple0sf bhtedtivhl B ddaaiihgn Of
the process in accordance with claim 20 or 21, characterized in that it

i ncl udes angfon ghepringéple bHprotastion hy conditienal brancat e or nodify a protected
software (2p) 6, - stem for.the i.ml | . e i

accor dance vvi‘tt“ﬂ‘gﬁvlhﬁf1 ﬁileﬂncpr%%?%liogerﬂhgg(ﬁi%;ﬁ%ﬁé#?Alq%lg)‘l; hcﬂg g{é@g, l?:ﬁ%‘i g’ﬁi zation
unit (45) RfdNhéded @ ithaos the phacipicofidorbii@cby paiditididpbishelio at | east
one blank unit (60), with the intention of obtaining at |east one unit (6),
or a part of A¢gerdiagdadhopreferredyyriant zpdbeplimentqthe) pringiple of psptectiansbyni zed

it (66),,wth the intenti jy R . | it : -
pre- cust oiiebElitn i CRN nupaph@l By ooty br BREe v Oiadif
system i n @a@asy gRNsciplé bf PrétettictiBby 2eénamitipj éomyflehented by thg principleddt e a

protected software (2p) and to prevent its unauthorized usage,
char act er iprefgction bheenditionabbiaafths t he second object part (2pou) of the

prot ect ed sof re (2 Loade ' Fe]as! i ¢l
accordance wi’;%m@‘gl ‘éal(s?n l.tl‘pﬂ - gpelgsdg;}gaﬁéf@?ééégbﬁg%ﬁlé?ggpg{ﬁez‘ée itﬁ t?lﬁat t he
second objgicigler 6f Jonofbyt ldeteptiart exmide dosrofonyaitse pr@ipysly pdapdett coutsi ng a
custom zation unit (45) in accordance with cl ai m‘pﬁg},efii S qi vi ded out between

several prdsserapfiongmasy 1 ito i tAle it accapnt; K, o implementalion nthg) es t o
execut e t%llgﬁwg‘?%c?‘%{smre (2p). 30 - Distribution set (2pd) of a
e (2p),

-

protected soO characterized in that it
the notion of vulnerable software must be understood as software

vulnerable towards the principle of protection being described. Thus, in the
case where a principle of protection has already been applied to the
vulnerable software, the expression “vulnerable software” must be
interpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

e the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
a principle of protection has already been applied, the expression “protected

software” must be interpreted by the reader as the expression “new version



includes: a first distribution part (2pds) containing the first object

part (2pos) and designed to work in a data processing system(3), and a
second distribution part (2pdu) having the form - of a blank unit (60), -
or of a pre-custom zed unit (66) in accordance with claim 27, able after
upl oad of custom zation information, to transforminto a unit (6), - or of
aunit (6) in accordance with claim2§¢ 31 - Distribution set (2pd) of a
protected software (2p) according to claim 30, characterized in that the
first distributigmdgbtectedR8fwaikas the formof a physical distribution

medi um a CDROM for instance, or the formof files distributed through 79
a network. 32 - andshe ¢Hwide(symagietfor thedinpddmentasiontof cheeprineifle ehiprotdchiph
according to claim3 Q c¢haracterized in that the second distrjbution part
(2pdu), having theEg &P?ﬁrg’ﬁdbmé‘ﬁtk takei (Rto( Gequunbftnf)r -O&R%SSOW @ Oanﬁ&%ﬁs (66)
or of units (6),;] . i ssi ng and

menori zing unit lmgéﬁa%qﬁﬁn%éﬁfﬁc}@?&Ptgphgbﬁ%gpﬂgﬁﬁdgaggl?étzﬁof the second
obj ect part (1Heotst RECHHS Sdsyriftivont eAtséD R lavpre-betat andezaanding tof(he) i n
accordance with claim27 into a unit (6) in accordance with claim28. 34 -
Set of pr doplesientption dfntheoprotection pregess dhAcserdancezwih jthe imwntiomeThisocessi ng

and nenorizing.units used j.ointly, . Lain L e bj ect
part ( 2p0l§’f°tﬁ‘gl§’é‘sl§8ﬁ§s i lgﬁg? (t)lildn‘ngg%r}og{- i(%ucso H‘ g)r?lgé;%és glﬁﬁv{"{]@%} &%El %@cor dance
with claiggguioign:a unit (6) in accordance with claim28. .A Au9.A A &A
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— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of
measurement,

e and in the case where the protection process according to the invention also
implements a first preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined:

— for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds,

e and in the case where the protection process according to the invention
implements a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined refilling means
enabling to add at least one additional usage to at least one software
functionality monitored by a variable of measurement,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
characteristic a profile of software usage, are also defined: -

— as software execution characteristic liable to be monitored, a profile of
software usage,
— and as criterion to abide by, at least one feature of software execution,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

— an instructions set whose instructions are liable to be executed in the
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e and

instructions,

as profile of usage, the chaining of the instructions,

as feature of execution, an expected chaining for the execution of the
instructions,

as detection means 17, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

and as coercion means 18, means enabling to inform the data
processing system 3 and/or to modify the functioning of the portion of
protected software 2p when the chaining of the instructions does not

correspond to the expected one,

in the case where the protection process according to the invention

implements a preferred variant embodiment of the principle of protection by

detection and coercion using as feature of execution to abide by, the

monitoring of the execution chaining, are also defined:

as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of

returning a result,
for at least some of the instructions working with registers:
» apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
¢ anidentification field of the instruction CII,
¢  and for each operand of the instruction:
*  aflag field CDy,
*  and an expected identification field CIPy of the operand,
for each register belonging to the exploitation means and used by the

instructions set, a generated identification field CIG, in which is
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identification field CIPy of the origin of said operand,

— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

e and in the case where the protection process according to the invention
implements the principle of protection by renaming, are also defined:

— as a triggering command, an instruction command,

—  as a dependent function, an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,.

— amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

— and restoring means 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to
execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also
defined for at least one dependent function, a family of dependent functions
algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle
of protection by renaming, are also defined for at least one dependent

function, a family of algorithmically equivalent dependent functions:
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109%&' ()-9 e and in the case where the protection process according to the invention
implements a preferred variant of the principle of protection by renaming,
are also defined:
— as method of renaming of the orders, a ciphering method to cipher the
orders,
—~ and as restoring means 20, means implementing a deciphering method
to decipher the renamed orders and thus restore the identity of the
_ dependent functions to execute in the unit 6.
During the prior protection sub-phase Py, the definitions stage Sy; is followed by
a stage called "construction stage S;;". During such a stage Sy,, are constructed the
transfer means 12, 13 and the exploitation means corresponding to the definitions of
the definitions stage Sy;.
During this construction stage Si,, are therefore carried out:
e the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
unit 6,
e the construction:
—~  of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,
— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the actualization means,
~ and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the refilling means,
~ and possibly of the exploitation means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

e and when the principle of protection by renaming is also implemented, the

construction of the exploitation means enabling the unit 6, during the usage



109 ()-1t10% ' ()-YF 109 ()-8 109%& ()-
YZezz777B[ a?bCl10! * @@0%&’ ()-s| . 10%& ()-!,s10%& ()- +10% ()-L@ 10%& ()-
&s10%& ()-B[N[[q\r\s\t\w\~ @0! 10%&: ()-&l0%: ()- 10 10 103 f8s10%& ()- !
S5S109& () - 3mL0Y& ()-\\]]1]]] "aB~_@0! S109 ()-1 | MOYE ()- GLO% () - @
109 () - @109%& ()-: 109 ()- ~* R__! dE~_@O0'! 10% ()- Y109%& ()- 10%& ()-
10% ()-f109% ()- 39109%& ()-!° ~taab. BxbdE-_@O0! /10%: ()- 3. 10%& () -
109 () F* 109 (). ) 109 () -
" 109%& () - xbecy qhestBHdelsa imp! enmﬂ(e)rf-@tpumme;ms 10yy 10yy
10yyI f 810%y:

| S)10 (}/ 9109%& ﬁy(%&a%@gm, C}f[tgg%gl@lta@qga/e&nf )1s %ﬁl‘gﬂeby&dﬁsm,@gyﬂ@g&lg@)a 4109 ()
-10 3! 10%/&%&&%1}1&%9{%?@%?&@%‘1‘% %%E %;ﬁﬁgﬁ%%%%t/éﬂe %é)ﬁmté?ns Ox&etg?rzgned in the

| #1 v | m rge ARy d@esiS), IR} is dekOfbedl in) thSrek eBthe (description in figare
10%& () - 10%& () - 210%& () - zmmPnnn>o0dEMB710! 10
110%& ()11210%3&' ()-S10%& () - 10%& ()- &10%& ()-

O () RO EA Rt BB 5 ) B MRS i O
followed by a stage called "pre-customization stage Si3". During this pre-
customization stage Sps, at least a part of the transfer means 13 and/or the
exploitation means are uploaded to at least one blank unit 60, with the intention of
obtaining_ at least one pre-customized unit 66. It should be observed that part of the
exploitation means, once transferred to a pre-customized unit 66, is no longer directly
accessible outside said pre-customized unit 66. The transfer of the exploitation means
to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre-
customized unit 66, constituted by a chip card 7 and its reader 8, the pre-
customization concerns only the chip card 7.

During the prior protection sub-phase P;, after the definitions stage Sy; and,
possibly after the construction stage S13, a stage called "tools making stage S14" can
take place. During this tools making stage Si4 are made tools enabling to help
generate protected software or automate the protection of software. Such tools
enable:

e to help choose or to choose automatically in the vulnerable software 2v to

protect:

— the execution characteristic(s) to monitor and, possibly, the algorithmic
processing(s) liable to be split into instructions remotable in the unit 6,

~  the portion(s) liable to be modified,

— and when the principle of protection by variable is also implemented,
the variable(s) liable to be remoted in the unit 6,

— and when the principle of protection by renaming is also implemented,
the algorithmic processing(s) liable to be split into dependent functions
remotable in the unit 6 and for which the orders of the triggering
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e and, possibly, to help generate protected software or to automate the

protection of software.

These different tools can be carried out independently or in combination and
each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase Py is followed by a subsequent protection sub-
phase P, which depends on the vulnerable software 2v to protect. This subsequent
protection sub-phase P; is composed of several stages as well. The first stage
corresponding to the implementation of the principle of protection by detection and
coercion is called "creation stage S»;'". During this creation stage Sy, the choices
made during the definition stage S;; are used. With the aid of said choices and
possibly of tools constructed during the tools making stage Sy4, the protected
software 2p is created:

e by choosing at least one software execution characteristic to monitor,

among the software execution characteristics liable to be monitored,

e by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

e by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software 2v, uses at least one operand and
enables to obtain at least one result, and for which at least one chosen
software execution characteristic, is to be monitored,

e by choosing at least one portion of the source of the vulnerable software 2vs
containing, at least one chosen algorithmic processing,

¢ by producing the source of the protected software 2ps from the source of
the vulnerable software 2vs, by modifying at least one chosen portion of the
source of the vulnerable software 2vs to obtain at least one modified portion

of the source of the protected software 2ps, this modification being such
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unit 60 after upload of information,

— the second execution part 2peu executes at least the functionality of at
least one chosen algorithmic processing,

— and during the execution of the protected software 2p, at least one
chosen execution characteristic is monitored by means of the second
execution part 2peu and the fact that a criterion is not abided by leads
to a modification of the execution of the protected software 2p,

e and by producing:

—  a first object part 2pos of the protected software 2p, from the source of
the protected software 2ps, said first object part 2pos being such that
during the execution of the protected software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that at least one chosen
software execution characteristic is monitored,

— and a second object part 2pou of the protected software 2p, containing
the exploitation means implementing the detection means 17 and the
coercion means 18, said second object part 2pou being such that, after
upload to the blank unit 60 and during the execution of the protected
software 2p, appears the second execution part 2peu by means of
which at least one chosen software execution characteristic is
monitored and by means of which the fact that a criterion is not abided
by leads to a modification of the execution of the protected software
2p.

Naturally, the principle of protection by detection and coercion according to the
invention can be applied directly during the development of a new software without
requiring the prior realization of a vulnerable software 2v. In this way, a protected

software 2p is obtained directly.
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100 100 1009k 1b¥6%opIingeha BoBiwiare execution characteristic to monitor, at least one
variable of measurement of the usage of at least '.one functionality of a
software,

e by choosing:

at least one functionality of the protected software 2p whose usage is
liable to be monitored using a variable of measurement,
—  at least one variable of measurement used to quantify the usage of said
functionality,
— at least one threshold associated to a chosen variable of measurement
corresponding to a limit of usage of said functionality,
— and at least one method of update of a chosen variable of measurement
depending on the usage of said functionality,

e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the variable of measurement is actualized by means
of the second execution part 2peu depending on the usage of said
functionality, and at least one threshold crossing is taken into account.

For the implementation of a first preferred variant embodiment of the principle
of protection by detection and coercion using, as characteristic, a variable of
measurement, the protected software 2p is modified:

e by choosing in the source of the protected sofiware 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionality,

e by choosing at least two thresholds associated to the chosen variable of

measurement,
e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the

protected software 2p, the crossings of the various thresholds are taken into
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e by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

e and by modifying at least one chosen portion, this modification being such
that during a phase called of refilling, at least one additional usage of at
least one functionality corresponding to a chosen variable of measurement
can be credited.

For the implementation of the principle of protection by detection and coercion
using as characteristic, a profile of software usage, the protected software 2p is
modified:

e by choosing as software execution characteristic to monitor at least one

profile of software usage,

e by choosing at least one feature of execution by which at least one chosen
profile of usage must abide,

e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peu abides by all the
chosen features of execution.

For the implementation of the principle of protection by detection and coercion
using as feature of execution to abide by, the monitoring of the execution chaining,
the protected software 2p is modified:

e by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that:

— at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p, said algorithmic processing is
executed by means of the second execution part 2peu, using

instructions,
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of an instruction,

— a sequence of the instructions commands is chosen among the set of
sequences allowing the execution of the protected software 2p,

— and the chaining by which must abide at least some of the instructions
during their execution in the unit 6 is specified.

During the subsequent protection sub-phase P,, and when at least another
principle of protection is applied in addition to the principle of protection by
détection and coercion, a "modification stage S;," takes place. During this
modification stage Saz, are used the definitions intervened in the definitions stage Syj.
Using said definitions and possibly tools constructed during the tools making stage
S14, the protected software 2p is modified to allow the implementation of the
principles of protection according to one of the arrangements herebefore defined.

When the principle of protection by variable is implemented, the protected
software 2p is modified:

e by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 2p,
partially defines the state of the protected sofiware 2p,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen variable or at least one copy of
chosen variable resides in the unit 6,

e and by producing:
— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes

also into account that at least one variable or at least one copy of
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at least one copy of chosen variable resides too in the unit 6.

When the principle of protection by renaming is implemented, the protected

software 2p is modified:

by choosing in the source of the protected software 2ps, triggering

commands,

by modifying at least one chosen portion of the source of the protected

software 2ps by renaming the orders of the chosen triggering commands, so

as to conceal the identity of the corresponding dependent functions,

and by producing:

— the first object part 2pos of the protected software 2p, said first object

part 2pos being such that during the execution of the protected

software 2p, the triggering commands with renamed orders are

executed,

—~ and the second object part 2pou of the protected software 2p

containing the exploitation means also implementing the restoring

means 20, said second object part 2pou being such that, after upload to

the unit 6 and during the execution of the protected software 2p, the

identity of the dependent functions whose execution is triggered by the

first execution part 2pes is restored by means of the second execution

part 2peu, and the dependent functions are executed by means of the

second execution part 2peu.

For the implementation of a variant of the principle of protection by renaming,

the protected software 2p is modified:

by choosing, in the source of the protected software 2ps at least one

triggering command with renamed order,

and by modifying at least one chosen portion of the source of the protected
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triggering a dependent function of the same family.
When the principle of protection by conditional branch is implemented, the
protected software 2p is modified:
e by choosing, in the source of the protected software 2ps, at least one
conditional branch carried out in at least one chosen algorithmic processing,
e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part 2peu, in the unit
6,
e and by producing:

— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

~ and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which the functionality of at least one

chosen conditional branch is executed.

For the implementation of a preferred embodiment of the principle of protection

by conditional branch, the protected softiware 2p is modified:

e by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches,

e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the overall functionality of at least one chosen series
of conditional branches is executed, by means of the second execution part

2peu, in the unit 6,
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least one chosen series of conditional branches is executed.

Naturally, the principles of protection according to the invention can be applied
directly during the development of a new software without requiring the prior
carrying out of intermediate protected pieces of sofiware. In this way, the creation
stage S;; and the modification stage Si; can be carried out concomitantly so as to
obtain directly the protected software 2p.

During the subsequent protection sub-phase P, after the creation stage S3; of the
protected software 2p, and possibly after the modification stage S»;, a stage called
"customi-zétion stage Si3" takes place. During this customization stage Sy3, the
second object part 2pou containing the exploitation means is uploaded to at least one
blank unit 60, with the intention of obtaining at least one unit 6, or a part of the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least one unit 6.
The uploading of this customization information enables to make operational at least
one unit 6. It should be observed that part of said information, once transferred to a
unit 6, is not directly accessible outside said unit 6. The transfer of the customization
information to a blank unit 60 or a pre-customized unit 66 can be carried out through
an adapted customization unit which is described in the rest of the description in
figure 150. In the case of a unit 6, constituted by a chip card 7 and its reader 8, the
customization concerns only the chip card 7.

For the implementation of the protection phase P, various technical means are

described more precisely in relation to figures 110, 120, 130, 140 and 150.
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y@0% & (possibly) theSéxploitatich@hieass (ntetded for the unit 6. Such a system 25 includes a
program development unit or workstation which has classically the form of a
computer comprising a system unit, a screen, peripherals such as keyboard-mouse,
and including, among others, the following programs: file editors, assemblers, pre-
processors, compilers, interpretors, debuggers and link editors.

Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to
upload at least in part the transfer means 13 and/or the exploitations means to at least
one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-
customization unit 30 includes reading and writing means 31 enabling to electrically
pre-customize, a blank unit 60 so as to obtain a pre-customized unit 66 to which the
transfer means 13 and/or the exploitations means have been uploaded. The pre-
customization unit 30 can also include physical customization means 32 of the blank
unit 60 which can for instance, have the form of a printer. In the case where the unit 6
is constituted by a chip card 7 and its reader 8, the pre-customization generally
concerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a
screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors.

Figure 140 illustrates an embodiment of a system 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention of
obtaining a protected'software 2p. Such a system 40 includes a program development
unit or workstation which has classically the form of a computer comprising a system

unit, a screen, peripherals such as keyboard-mouse, and including, among others, the

following programs: file editors, assemblers, pre-processors, compilers, interpretors,
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upload the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object part 2pou to at
least one pre-customized unit 66 with the intention of obtaining at least one unit 6.
Said customization unit 45 includes reading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least one pre-customized unit
66, so as to obtain at least one unit 6. At the close of this customization, a unit 6
includes the information necessary to the execution of the protected software 2p. The
customization unit 45 can also include physical customization means 47 for at least
one unit 6 which can for instance, have the form of a printer. In the case where a unit
6 is constituted by a chip card 7 and its reader 8, the customization generally
concerns only the chip card 7.

The protection process according to the invention can be implemented with the

following improvements:

e It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.

e In the same way, after the pre-customization stage Si3 and during
customization stége S23, the part of the second object part 2pou necessary to
transform the pre-customized unit 66 into a unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
limit the access to said part of the second object part 2pou. Naturally, said
part of the second object part 2pou can be divided out between several
processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units.

F
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memorization means (15) and processing means (16), a vulnerable software (2v)
against its unauthorized usage, said vulnerable software (2v) working on a data
processing system (3), said protection process comprising:

= during a protection phase (P):

e  (defining:

at least one software execution characteristic, liable to be monitored at
least in part in a unit (6),
— at least one criterion to abide by for at least one software execution

characteristic,

—  detection means (17) to implement in a unit (6) and enabling to detect
that at least one software execution characteristic does not abide by at
least one associated criterion,

- and coercion means (18) to implement in a unit (6) and enabling to

inform the data processing system (3) and/or modify the execution of a

software when at least one criterion is not abided by,

e constructing exploitation means enabling to transform the blank unit (60)
into a unit (6) able to implement the detection means (17) and the coercion

means (18),
e creating a protected software (2p):

— by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,

— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

— by choosing, at least one algorithmic processing which, during the
execution of the vulnerable soﬁwaré (2v), uses at least one operand
and enables to obtain at least one result, and for which at least one

chosen software execution characteristic, is to be monitored,

— by choosing at least one portion of the source of the vulnerable
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software (2vs) containing, at least one chosen algorithmic processing,

- .by producing the source of the protected software (2ps) from the
source of the vulnerable software (2vs), by modifying at least one
chosen portion of the source of the vulnerable software (2vs) to obtain
at least one modified portion of the source of the protected software
(2ps), this modification being such that:

» during the execution of the protected software (2p) a first
execution part (2pes) is executed in the data processing system (3)
and a second execution part (2peu) is executed in a unit (6),
obtained from the blank unit (60) after upload of information,

» the second execution part (2peu) executes at least the functionality
of at least one chosen algorithmic processing,

» and during the execution of the protected software (2p), at least
one chosen execution characteristic is monitored by means of the
second execution part (2peu) and the fact that a criterion is not
abided by leads to a modification of the execution of the protected
software (2p),

— and by producing:
> a first object part (2pos) of the protected software (2p), from the

source of the protected software (2ps), said first object part (2pos)
being such that during the execution of the protected software
(2p), appears a first execution part (2pes) which is executed in the
data processing system (3) and whose at least a portion takes into
account that at least one chosen software execution characteristic
is monitored,

» and a second object part (2pou) of the protected software (2p),
containing the exploitation means implementing the detection
means (17) and the coercion means (18), said second object part
(2pou) being such that, after upload to the blank unit (60) and
during the execution of the protected software (2p), appears the

second execution part (2peu) by means of which at least one
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modification of the execution of the protected sofiware (2p),

o and uploading the second object part (2poun) to the blank unit (60), with the

intention of obtaining the unit (6),
> and during a usage phase (U) during which the protected software (2p) is .
executed:

¢ in the presence of the unit (6): _

— and as long as all the criteria corresponding to all the monitored
execution characteristics of all the modified portions of the protected
software (2p) are abided by, enabling said portions of the protected
software (2p) to work nominally and consequently enabling the
protected software (2p) to work nominally,

— and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected software (2p) is
not abided by, informing the data processing system (3) of it and/or
modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified,

e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to trigger the execution in the unit (6), of the
functionality of a chosen algorithmic processing, in not being able to fulfill
said request correctly, so that at least said portion is not executed correctly
and that, consequently, the protected software (2p) is not completely
functional.

2 - Process according to claim 1, to limit usage of a protected software (2p),

comprising:
-> during the protection phase (P):

e  defining:

— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

— as criterion to abide by, at least one threshold associated to each



10% 10907& ()-&10%& ()- 10-u 10-u 10-u F:10% u& ()- 810% u& () -
610% u& ()- %-LdEbC 10% 910%& ()-1 @O0%& ()-10%& ()-
10997& ()-f!1090& ()- 109%& ()- ,v*dEbC 1098 109%& ()- 10%& ()- 1094& ()-
@aL0%T& ()- @O0%& ()- 10%& ()-*4RJEDC 109%& 109%& ()- $ 109%7& ()-"
1090& ()- 9! 109a& ()- 10%& ()-10%F& ()- RUJEDC 10% 0109%& ()- |.!10%& () -
10997& ()- +-109T& ()- f)S10%r& ()-66
variable of measurement,

~ and actualization means enabling to update at least one variable of
measurement,
e constructing the exploitation means enabling the unit (6) to also implement
the actualization means, '
¢ and modifying the protected software (2p):
— by choosing as software execution characteristic to monitor, at least

one variable of measurement of the usage of at least one functionality

of a software,
— by choosing:
> at least one functionality of the protected software (2p) whose
usage is liable to be monitored using a variable of measurement,

> at least one variable of measurement used to quantify the usage of

said functionality,

> at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,

» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) depending
on the usage of said functionality, and at least one threshold crossing is
taken into account,

> and during the usage phase (U), in the presence of the unit (6), and in the case
where at least one threshold crossing éorresponding to at least one limit of usage
1is detected, informing the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functioning
of the protected software (2p) is modified.

3 - Process according to claim 2, comprising:
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—  for at least one variable of measurement, several associated thresholds,

— and different coercion means corresponding to each of said 'thresholds,

and modifying the protected software (2p):

~ by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality,

— by choosing at least two thresholds associated to the chosen variable of
measurement,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the crossings of the various

thresholds are taken into account differently, by means of the second

execution part (2peu),

- and during the usage phase (U):

in the presence of the unit (6):

—  in the case where the crossing of a first threshold is detected, enjoining
the protected software (2p) not to use the corresponding functionality
anymore,

— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least 6ne
portion of the protected software (2p).

4 - Process according to claim 2 or 3, comprising:

=> during the protection phase (P):

defining refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one
additional usage,

constructing the exploitation means also allowing the unit (6) to implement

the refilling means,
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— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a |
functionality and which must be able to be credited with at least one
additional usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

- and during the phase of refilling:

e reactualizing at least one chosen variable of measurement and/or at least
one associated threshold, so as to allow at least one additional usage of the
functionality.

5 - Process according to claim 1, comprising:

= during the protection phase (P):

e defining:

— as software execution characteristic liable to be monitored, a profile of
software usage,

— and as criterion to abide by, at least one feature of software execution,

e and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor at least one
profile of software usage,

— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide, |

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,

= and during the usage phase (U) in the presence of the unit (6), and in the case

where it is detected that at least one feature of execution is not abided by,

informing the data processing system (3) of it and/or modifying the functioning
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-> during the protection phase (P):

defining:

— an instructions set whose instructions are liable to be executed in the
unit (6),

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data

processing system (3) and to trigger in the unit (6) the execution of the

instructions,

—  as profile of usage, the chaining of the instructions,

— as feature of execution, an expected chaining for the execution of the
instructions,

— as detection means (17), means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

— and as coercion means (18), means enabling to inform the data
processing system (3) and/or to modify the functioning of the portion
of protected software (2p) when the chaining of the instructions does
not correspond to the expected one,

constructing the exploitation means also enabling the unit (6) to execute the

instructions of the instructions set, the execution of said instructions being

triggered by the execution in the data processing system (3), of the
instructions commands,

and modifying the protected software (2p):

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that:

» at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p), said algorithmic
processing is executed by means of the second execution part

(2peu), using instructions,
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(2ps), so that during the execution of the protected software (2p),
each instruction command is executed by the first execution part
(2pes) and triggers in the unit (6), the execution by means of the
second execution part (Zpeu), of an instruction,
» a sequence of the instructions commands is chosen among the set
of sequences allowing the execution of the protected software
(2p),
» and the chaining by which must abide at least some of the
instructions during their execution in the unit (6) is specified,

- and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit .(6) does
not correspond to the expected one, informing the data processing system (3) of
it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.

7 - Process according to claim 6, comprising:

-> during the protection phase (P):

e  defining:

— as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

—~  for at least some of the instructions working with registers:
> apart (PF) defining the functionality of the instruction,

» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
¢  anidentification field of the instruction (CII),
¢ and for each operand of the instruction:
*  aflag field (CDy),

* and an expected identification field (CIPy) of the

operand,



10@,5 10%u& ()-,5 10% c& ()-s310% u& ()-110% u& ()-0 10% u& () -

'y10% u& ()-Yka = 10@ 3! 10%<& ()-s3!!109& ()-s310%& ()- 10-u 10-u 10-u
|2 f10% u& ()-s8F10% u&' ()-a&xV4 = 1131 10%<& ()-s3! 1! 1099%& () -s3

Vi 10%]LJ&' ()-s3!#) ! 10%<& ()-s37110% 1} & ()-s3! CAl 109%7<7<& ()-s3 v d

WU = 210 10!'!1109%&' () - s3! 8! 109%<& i% s3! 53' 10°/G<G<&' ()-s3I=110% <

<& ()- 33| Al 10%<8& ()-s3 rp.=! 3l YUE (

$10% u- u& ()-!10%y& ();10% &' @ 10% u&slé O‘{et dEd—bI 3|h

-10%9F10% u&' ()— F 01'1 L}'gglétfl' B%lg&()( Cxploitation eans an used by the

S@0% u& ()-L10% uqhs(tl)uct?or}sos/@tyé" ée}xera}egcfld'enahcatﬁﬁ field (CIG,) in which is

automatically memorized the identification of the last instruction

which has returned its result-in said register,

— as detection means (17), means enabling, during the execution of an
instruction, for each operand, when the flag field (CDy) imposes it, to
check the equality of the generated identification field (CIGy)
corresponding to the register used by said operand, and the expected
identification field (CIPy) of the origin of said operand,

— and as coercion means (18), means enabling to modify the result of the

_instructions, if at least one of the checked equalities is false.
8 - Process according to one of the claims 1 to 7, comprising:
->  during the protection phase (P):
¢ modifying the protected software (2p):

— by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software (2p), partially defines the state of the protected software (2p),

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen variable or at least
one copy of chosen variable resides in the unit (6),

— and by producing:

» the first object part (2pos) of the protected sofiware (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), at least one portion of the first execution
part (2pes) takes also into account that at least one variable or at
least one copy of variable resides in the unit (6),

» and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),

appears the second execution part (2peu) by means of which at
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- and during the usage phase (U):

in the presence of the unit (6) each time a portion of the first execution part

(2pes) imposes it, using a variable or a copy of variable residing in the unit

(6), so that said portion is executed correctly and that, consequently, the .

protected software (2p) is completely functional,

and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to use a variable or a copy of variable residing in
the unit (6), not being able to fulfill said request correctly, so that at least

said portion is not executed correctly and that, consequently the protected

software (2p) is not completely functional.

9 - Process according to claim 6 comprising:

-> during the protection phase (P):

defining:

—  as a triggering command, an instruction command,

— as a dependent function, an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data

processing system (3) to the unit (6), so as to uigger the execution of

the corresponding dependent function,

— a method of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

—  and restoring means (20) designed to be used in the unit (6) during the
usage phase (U), and enabling to restore the dependent function to

execute, from the renamed order,
constructing exploitation means enabling the unit (6) to also implement the
restoﬁng means,
and modifying the protected software (2p):
— by choosing in the source of the protected software (2ps), triggering

commands,

o yariaiboek () -
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dependent functions,

and by producing:

>

the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the triggering commands with renamed
orders are-executed,

and the second object part (2pou) of the protected softiware (2p)
containing the exploitation means also implementing the restoring
means (20), said second object part (2pou) being such that, after
upload to the unit (6) and during the execution of the protected
software (2p), the identity of the dependent functions whose
execution is triggered by the first execution part (2pes) is restored
by means of the second execution part (2peu), and the dependent
functions are executed by means of the second execution part
(2pew),

= and during the usage phase (U):

in the presence of the unit (6) and each time a triggering command with

renamed order, contained in a portion of the first execution part (2pes)

imposes it, restoring in the unit (6), the identity of the corresponding

dependent function and executing it, so that said portion is executed

correctly and that, consequently, the protected software (2p) is completely
functional,

and in the absence of the unit (6), in spite of the request by a portion of the

first execution part (2pes), to trigger the execution of a dependent function

in the unit (6), not being able to fulfill said request correctly, so that at least

said portion is not executed correctly and that, consequently, the protected

software (2p) is not completely functional.

10 - Process according to claim 9, comprising:
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¢ and modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps) at least one
triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
chosen triggering cotitriand with renamed order, with another renamed
order, triggering a dependent function of the same family.

11 - Process according to claim 10, comprising:
-> during the protection phase (P), defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:

— by concatenating a field of noise to the information defining the

 functional part of the dependent function to execute in the unit (6),
— or by using the identification field of the instruction (CII) and the
expected identification fields (CIPy) of the operands.
12 - Process according to claim 9, 10 or 11, comprising:
- during the protection phase (P):
e  defining:

— as method of renaming of the ordets, a ciphering method to cipher the
orders,

— and as restoring means (20), means implementing a deciphering
method to decipher the renamed orders and thus restore the identity of

" the dependent functions to execute in the unit (6).
13 - Process according to one of the claims 1 to 12, comprising:
- during the protection phase (P):
¢ modifying the protected software (2p):
— by choosing, in the source of the protected software (2ps), at least one

conditional branch carried out in at least one chosen algorithmic
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of the protected software (2p), the functionality of at least one chosen

conditional branch is executed, by means of the second execution part

(2peu), in the unit (6),

-~ and by producing:

» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen’
conditional branch is executed in the unit (6),

» and the second object part (2pou) of the protected software (2p),
said second object part (Zpou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (Zpeu) by means of which the
functionality of at least one chosen conditional branch is executed,

= and during the usage phase (U):

e in the presence of the unit (6) and each time a portion of the first execution
part (2pes) imposes it, executing the functionality of at least one conditional
.branch in the umt (6), so that said portion is executed correctly and that,
consequently, the protected software (2p) is completely functional,

e and in the absence of the unit (6) and in spite of the request by a portion of
the first execution part (2pes) to execute the functionality of a conditional
branch in the unit (6), not being able to fulfill said request correctly, so that
at least said portion is not executed correctly and that consequently, the
protected software (2p) is not completely functional.

14 - Process according to claim 13, comprising, during the protection phase (P),

modifying the protected software (2p):
—~ by choosing, in the source of the protected software (2ps), at least one

series of chosen conditional branches,

~ by modifying at least one chosen portion of the source of the protected
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chosen series of conditional branches is executed, by means of the

second execution part (2pewu), in the unit (6),

— and by producing:

» the first object part (2pos) of the protected software (2p), said first-
object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen
series of conditional branches is executed in the unit (6),

» and the second object part (2pon) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the

overall functionality of at least one chosen series of conditional

branches is executed.
15 - Process according to one of the claims 1to 14, comprising splitting the
ﬁrotection phase (P) into a prior protection sub-phase (P1), independent of the
software to protect and a subsequent pi'otection sub-phase (P2), dependent of the

software to protect.

16 -'Process according to claim 15, comprising, during the prior protection sub-
phase (P1), making intervene a definitions stage (S11) during which are carried out
all the definitions.

17- Process according to claim 16, comprising, after the definitions stage (S11),
making intervene a construction stage (S12) during which are constructed the
exploitation means.

18 - Process according to claim 17, comprising, after the construction stage
(S12), making intervene a pre-customization stage (S13), comprising uploading to a
blank unit (60), at least a part of the exploitation means with the intention of
obtaining a pre-customized unit (66).

19 - Process according to claim 16 or 17, comprising, during the prior protection

sub-phase (P1), making intervene a tools making stage (S14) during which are made
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(2p) is modified,

e and a customization stage (S23) during which:

— the second object part (2pou) of the protected sofiware (2p) containing
the exploitation means is uploaded to at least one blank unit (60) with
the intention of obtaining at least one unit (6),

— or a part of the second object part (2pou) of the protected software (2p)
possibly containing the exploitation means is uploaded to at least one
pre-customized unit (66) with the intention of obtaining at least one
unit (6). _

21 - Process according to claims 19 and 20, comprising, during the creation
stage (S21) and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software protection,

22 - System for the implementation of the process in accordance with claim 17,
characterized in that it includes a program development unit, used, during the
construction stage (812), to carry out the construction of the exploitation means
intended for the unit (6), taking into account the definitions intervened during the
definitions stage (S11).

23 - System for the implementation of the process in accordance with claim 18,
characterized in that it includes a pre-customization unit (30) enabling to upload at
least a part of the exploitation means to at least one blank unit (60), with the intention

_of obtaining at least one pre-customized unit (66).

24 - System for the implementation of the process in accordance with claim 19,
characterized in that it includes a program development unit, used to carry out during
the tools making stage (S14), the making of tools which help generate protected

software or which automate software protection.
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e the second object part (2pou) to at least one blank unit (60), with the
intention of obtaining at least one unit (6),
® ora part of the second object part (2pou) to at least one pre-customized unit
(66), with the intention of obtaining at least one unit (6).

27 - Pre-customized unit (66), characterized in that it is obtained by the system
in accordance with claim 23.

28 - Unit (6) enabling to execute a protected software (2p) and to prevent its
unauthoﬁzed usage, characterized in that it contains the second object part (2pou) of
the protected software (2p) uploaded using a customization unit (45) in accordance
with claim 26.

29 - Set of units (6), characterized in that the second object part (2pon) of the
protected software (2p), uploaded using a customization unit (45) in accordance with
claim 26, is divided out between several processing and memorizing units so that
their joint use enables to execute the protected software (2p).

30 - Distribution set (2pd) of a protected software (2p), characterized in that it
includes:

® a first distribution part (2pds) containing the first object part (2pos) and

designed to work in a data processing system (3),
e and a second distribution part (2pdu) having the form:
— of a blank unit (60),
—  or of a pre-customized unit (66) in accordance with claim 27, able after
upload of customization information, to transform into a unit (6),
— or of a unit (6) in accordance with claim 28.
31 - Distribution set (2pd) of a protected software (2p) according to claim 30,
characterized in that the first distribution part (2pds) has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
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a network.

32 - Distribution set (2pd) of a protected software (2p) according to claim 30,
characterized in that the second distribution part (2pdu), having the form of blank
units (60), of pre-customized units (66) or of units (6), includes at least one chip-cafd
.

33 - Processing and memorizing unit characterized in that it contains the part of
the second object part (2pou) necessary to transform a pre-customized unit (66) in -
accordance with claim 27 into a unit (6) in accordance with claim 28.

34 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part (2pou)
necessary to transform a pre-customized unit (66) in accordance with claim 27 into a

unit (6) in accordance with claim 28.



