The present invention is a systemfor inplenenting electronic payment with
a tanper resistant mcroprocessor card. The m croprocessor card generates
joint digital signatures under a joint digital signature scheme which
derives its secret signature key fromseg et values contributes by
different parties such as user, bank and service provider of electronic
comerce. The joint signature is used to certify the paynent anong ot her
information. It follows that no oneapafmiRadps conpl ete know edge of the
secret signature keys of the other parties; therefore, the use of joint

digital signature in cRNCRORROCESSORTARDFNYMEINSSYSTEM provi des
unprecedented security. The present invention also defines a protocol

i ncl udi ng pdiheepresedt pyention Ve alsystema foraimplementing elezronicpayment withdi ng

added protection agai nst potential securi t% attacks. Above all, the
protocol al d8mpesgesistanifmicroprecpeserecard: r hhe avicreprocessarscard genergtes
transaction to be conducted scal ably and econom cally over various forns

of el ect r onileinheigjig rignatuies wadag a aied digitalisignature schpger which derives its

secret signature key from secret values contributes by different parties such
as user, bank and service provider of electronic commerce. The joint
signature is used to certify the payment among other information. It follows
that no one party has complete knowledge of the secret signature keys of the
other parties; therefore, the use of joint digital signature in conjunction with a
microprocessor card provides unprecedented security. The present invention
also defines a protocol including payment, deposit, withdrawal and account
opening in providing added protection against potential security attacks.
Above all, the protocol also supports off-line payment transactions, thus
allowing transaction to be conducted scalably and economically over various

forms of electronic networks, including unsecured ones.
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