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SECURE ELECTRONI C TRANSACTI ON SYSTEM Fi el d of
I nvention The present invention relates generally to

el ectronic transaction systems, and in 5particular to
‘g88@WQ Bfectronic transaction systenms that dﬁgnmmmwmnan

protected agai nst attacks and data interception by
third parties. Background of the |nvention Fraud
sophi st i catSESTHRELEGIRONE TRAVSACHON SSIEMt i ng from
a single point of 10collection to the concentration
éﬂé§m1nwmhls increase fromusing a small comon

WEUTh as personal digital assistants (PDAs) and
r eaderhs prefeyt inggnongtlates-genamgly ¢oaladtrerid transaptgpntsgstenisyung e

Mk 83 kAR RENE 1o EE Sk Q)QKHQTIS tR otb@edla gin?s?z(t%k% ani?dn(%:ag:

testing instrument and a personal conput _
&“ﬂﬁ?ﬁxﬁﬁml@é?mﬁh device. This was a clever addition
to the arsenal of tools used to attack the credit card

1 str regul ati ons, such as those put
%Pwﬂfgﬁﬁﬁl standards, arc helping to slow the

eplddhmdsqhmmEVQﬂws@ﬁewhamemmegﬂmmgm@meh@kmvﬁnﬁraud
chlfeEtH)? o tﬂé’\@%cefn{r:gm E Ee Slilﬁsqgéréalse%%l 591% k| @rglalpcrom%%ﬁ ?@v%%,es'u h
Now, the center ™ of

r aud en driven int cen .
EHSTSAEA) digied epsisten@ RAS) aeﬁreﬁdean%vmwt zawde ¢ant ssintnijes to, in the

NelapQinknclvs, SRt crobi@ GRMee Wbl LR %stﬁxment%& £haRRiNg”
fraud b§:‘WW? ua f .concern throu% out the 20paynent

CHBRYEE BrediPHEvies gBisigs # AT 3/diiop ﬁéheu afspragyef]
kmkh&hk@hmﬂﬂmnﬁumcﬂﬁ@hkmr on the nerchant S phone
lclarg’h&&%\gl r?%{%ﬁ]g stu!: Caé r%)l’((%lger ZF f,tortl?%ro 1 daradn axeq‘leﬁlé)g to

glaw ithegpidenpigy ﬁ‘iswri, tbny 4re bpgimpiog to dav&cﬂrﬁutl émth«urawy from the

QSHlﬁUnalQ)f)mﬁcﬁ lpﬁ‘rc}(a?m)owt fr&44 %?s%%én%%eﬁ\qtg th%@matrve c@ntérhgf the
cl ear, maki posSible for technically savvy

ePrRFehsngact ngfamewrynd. ipfp e aplpypr itself

Recent world reports of “wiretapping” fraud is a topic of concern throughout the
payment industry. Wire, or line tapping involves the illegal installation of a monitor on the
merchant’s phone line, and systematic extraction of credit and debit card data from the
terminal’s data traffic.

In the current transaction transport architecture, point-of-sale (POS) transactions are
sent in the clear, making it possible for technically savvy criminals to quickly intercept
sensitive information by grabbing data in the middle of the transaction transport, a ‘man-in-
the-middle’ attack.

This new dimension of “cyber-theft” has accelerated the need for a sophisticated
encryption capability for POS transaction traffic. The challenge is to create an encryption
system that is secure to any commercially viable attack, but is simple enough to apply to

existing networks with a minimal operational or administrative overhead.
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25sensitive information by grabbi ng data in the mddle
of the transaction transport, a man- in- the-mddle'

t ack. Thi s new di mensi on of "cyber-theft" has
g@&é‘ﬁ’é’?’aﬁ‘bd the need for a sophisticated endrGipi52e/062603
capability for POS transaction traffic. The challenge
is to create an encryption systemthat is secure to
iipf Pesmimtioniobthe Prayingsl e attack, but is sinple enough

to ap/pWretc@m;ageéﬁid&tsﬂmm%grbe%hw@r@l@ﬁt 1We¥1ttbngla%@ﬂe'ﬁ5%d by referring
Q ti.o or. admi ni strative oyerhea rie

DL i G Bfor RSB A ey oo Bion Sl e craving
Uritgd ek, Sthevia (ﬂkﬂgfe@ﬁcetnhmbepme@entsnmxlm\bemeht@tmr ubxBe E!@rntsv:exd

by r elflérlr l%\gratgsgante!?egncpﬂx S%él eeeqecgc?n cctaalng htxo?ng}/s%m 111%ccondance

when consi necti on
/it ap ensbodifteatrod the pigeenyipfeatioshce nunbers ref er to simlar

el emangs, it hROWGRGL: 1lﬁlh§tqu| o0 kB DlaryAibhess 267! sGurebrocessing of
i | lustrates an exenplary secure €lectronic transaction

S SEURIF KIS éince with an enbodi ment of the present
i nverﬁIGml ustrates the dohductidn banalettkonisaldi s@@?e&fﬁhdahtloﬁ&teﬁsagclxmg

%P} nce ltﬁr en&%&mesfof tqlep ;gres%n cl:nl“\lfgn 10P rocessi ng of an
ectroni c trans % FIG 3

illustrates the constructlon of an electronically

Sﬁ&klé@n&%ﬂ&%iﬂleﬂwE‘iﬁﬁsﬁage in | Daccordance w th an
enbodi ment present invention. Detail ed

Desc r];hﬁﬂeg:ﬁt 16\fentl1qxféna3 llj@,@mqbgirperem in tem'phcg v?)rrogg@mponents and

ipmz@mﬁg sﬁ)d’;bs Mesholle bcd@qsﬁmtaadat BRh Cdribohdhtstad &8s @y Vakd QS
O ne

ste
3 DD QR R 3PP T R B R couior L Paptormidyy v
fealidng. eithr b@byleahm)munbecnnori mipamgp vericaneecsofit wane
9190’9%9 Qﬁﬁg] 518;9%@@{1 i L}&qt t'érQn ﬁ%raﬁ@&m ﬁeh\?h]ﬁplﬁéé{cahf&t a variety

unct I ons resent i1 nve
SR Ignsafdr $i soneplest Preom rvere@@rmor %yﬁtera%wce@soceswwazrher

dorfPl RYicslEWH 188 8on, IhD ?x’égenttx@\femoﬂ &a$ b@pishitdagn ddykEmbepbi Ch
ggé/trog% rtrEuYsac%glg co%te)cltsaar\ndeﬂge)gxemplary embodiments relating to a system and
method for the secure processing of electronic transactions are merely a few of the
exemplary applications for the invention. For example, the principles, features and methods
discussed may be applied to any electronic transaction application.

For the sake of brevity, conventional electronic transaction processing, data
networking, application development, and other functional aspects of the systems (and
components of the individual operating components of the systems) may not be described in
detail herein. Furthermore, the connecting lines shown in the various figures contained
herein are intended to represent exemplary functional relationships and/or physical
connections between the various elements. It should be noted that many alternative and/or
additional functional relationships or physical connections may be present in a practical
system.

In accordance with an embodiment of the present invention, a secure electronic

transaction system provides for the following features:



10

15

20

25

30

of functions under the control of one or nore control
systens, m croprocessors or other control devices. In
addition, the present invention may be practiced in
200800t of 20el ectroni ¢ transacti on cont eBEBURMF/062603
t he exenpl ary enbodi nents relating to a system and
nmet hod for the secure processing of electronic
t r ansab ti gngicab&hamenetyjondath passed bettvérd a OS Mo AKlAnd an access

RJOH(CI %Acggé? ioq{mt h@%dd%ﬂl&drﬁﬁo e!: gr org%g‘gplh Qhab quack

eat ures and ds di scussed

atmeveédh@t @treaﬁy of fhe ercHOHICSY TR Seremndngate yish ih@erme@qmg afbr

t 05,24 a b SV @Y rdnYo of POB YeBrRihA 19 3ludifg 5hdyO Rblels that may not
transggtl on processi ngn data 25networKi ng, application

AV OPITEAT 25RaU Yt REF PRt i onal aspects of the
syst en® ‘Kegsi dseﬁd)yrple n@ntp60x0&st¢nhﬁe niaiehi thid dbtiied] oDXpespataiongf the

m?ﬁ(l,% ts 9f W,t, Eﬁﬁﬁ‘ .ens) may not be described in

erein. ernore, the connecting Iines shown
in th’@lemﬁqrrwspom @W@sept@muauphéelvsrﬁerﬂ@it fifferes aganirended

tRockSRE HIBMfernEE MRS aant)m&ﬁawma{ owreluﬁ&de%éhﬂ tpe§/ s@wgﬁ or
phySI cal connectl ons bet ween he varil ous | enent s.

shoul SV REAIRE° RRETIerYe OBy 018 T PRl

Jogelalhd ¢namaa1elam @@mu@ BAlbgifticd mbds@nkhBt blas»m@lrsl PlySdpaiads range
onn ent .In a,pr tlca

R bR e oD SRR & EXBRE e

iﬁqkdeemqmwd davrded of leysdlopcthe whicck brtieieagel on system

pr OV' ﬂ%%m];l%enﬁh& Jf 91'@ s&We @lgcrIoﬁi@'ir sfction syétlelk 1sc§fra1?nt-9&§v£rh F}P

he transaction data passed between erm na
éﬁ%gnahora@é%@@mﬁ@ttb@cﬂekelqp@e@ﬁéf?%ﬂeﬁe%eé fﬁldtto jllpwiadast time
remngested secure from any commercially viable attack.
However h of the en ption systemis
commeiietib b Ssonbih ke on Blebl mE A P hadtop SEAORE
maqma\cbuoh sybtesvitb b utilpe intang endekteMASrabPomrpm@tt®n nicelahisiolivsigg

ac g)g)ﬂgxytech%gg%rlt at Eah%fel?ﬂ%s‘%?ttPO%qgﬁh@[fﬁta vﬂ]@g sr\é\@w’?ng élay %Jtd

l'eration™ for en
tifacegtirarby getighpagigst em ar e under the control of the

oper ah &dco@fnct HEn P%b&ﬁ&m bKhOrestl SvOBR R Secle eleltonic
term nals. The system supgorts t he concept of multiple

TR St qirl & e gortiph HedEErLoRAE or
basembatafleen\aeamQérsmﬁmﬂd axpdccdsOnehawieto bl &icryp@ive that irliCpe@lered
i§eec}{rse filotn a%)h c%Xamermany v1|z'11ble attack. Being sensitive to the existing terminal
population, secure electronic transaction system is backward compatible with the processing
and memory capabilities of a whole range of POS terminals - including legacy models that
may not contain hardware acceleration for encryption.

As used herein, “EDS” refers to Encryption Definition Section.

“KEK” refers to Key Encryption Key, which is a key that is used to encrypt another
key.

“KIN” refers to Key Index Number. This is a number set by the acquirer for a

population of terminals. The KIN allows each terminal population to have their own

transaction key.
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10Several options are available for the | oading of
keys into the POS term nals, depending on the relative
security or |ogistics needs of the custoners.
BE?F@WQy?%nge froma highly secure schene th%?”gﬁﬂV@V§m3
Injecting' debit-PIN keys, to a sinple, in-thefield,
aut omat ed downl oad of keys fromthe network to the

t er mi nRC refers to Netwqik dcgepyffastigdist do pesprdeee vifeansadedigent of

elhe prefefiNhventoh ARSRAFKIbRIBS Y N E Melpsifchnb@iydid softQar¥\Rhslnd dh
n in nimze the devel opnent effort

tﬁ%?“i m?%ﬂﬁ?%%ﬁ”&ﬁ§e P¥% allow a fast tinme to market.
As wi I'PEINeefeie sorpehed| infohtipr esdeat(PIN) EamiptionDpicewnddes be

f DevRe &%Q%ﬁaﬁ% ﬁlcat fﬁr”x &c&rg gilﬁllsp@gt ion systemw th a

uni que | nt er na extern ransport pr otection
mechafilGs m'"uefsaufqagseéwe elogsonie Hansas Eeirryt ey YO0t mepcordange wigfas| y

t é’nﬂfd&ﬁ\@ﬁttof ﬁ%%cste@mmcmh feﬂ mwn@n&g EMaR tb RGO MY m At a

ﬁ |olq bX out si par.ti Z‘ In accordince Wllth
M TGP ‘i‘ﬁ‘é“ﬁ“?é%lérff’g‘?”ﬁ\ﬁ AP b1f; PR Ly gentra

edheasisnm]mi hostagsact i on systemwi || be described that

al | 0W§O§l l’nﬁg%s ?O Bl% Bé 21?19 cont/enﬁlgneal lt(géitnén‘%?a s t art] zu(féI %{egf assed

bet ween a an access
etk eeisagieons. et e&amplpé’oﬁéméﬂedlwwp@prﬁp ) ‘m’lawynmnals

CRATAR 2 Gdidbid Mormamc%m%sm&k%n Bei ng sensitive to the
exi sti ng term nal 25 opul at i on, secure el ectronic

t r ansie feapinaly P ayy P%COB‘%tR%é‘Fa C%ms'a’eaﬂ [slehagp pehqrier
Pheaess i m)gegmdl cmﬁmrzy) c&p@bni nkii1 €Ban@bordprodeasbel 16 aagee of

S% ttgggnn?]ct realona_l chasaswcle té)rna f’“g% ?f%gﬂgeixaym pg n%nﬁgxt%aée
heithdiQF, terthiEBIS'1 1 ¢ o pocas®r Erfoway permise Dabiepsot sudmas SecD oh.
;%(lf:cléssorr a@glﬁﬁl&? fibif? HWCOE%‘;TX)REIE)FP Arhéde ;i{m&sgnndy§ncﬂld§'%y

iIs used to éncr ypt anot her
reéf%%m gduteler nerereneNnrdien of thes Ciﬂ%e |7 mantrerprise T gable
taR§l12BI16 Gt S perdodf Capap@pM | S t8irafs 11E@heY iRAddS softWAf nkdalNes
ch term. nafmpogpul ation to have their own

l’aéﬁré’ Gdere ?6??6 gigfyption o WG refers to Network Access
Cont r Rdgiopal chdssis BOGowoaiaciedto wertrhl chassie 0 dd nerenk 125, sitches a

R’Faﬁx? ?@a#enatgl\éﬁ(rl)tr hlpﬁhen#el?gonrxeltl,n&t inxQ ﬁroc,oessot hlﬁ nMAge erec? by regional

per e software runni
Fﬂh@@l@ ) de gona]gm@@g with ¢valgrl prabsip30 over network 125 Central chassis may

also include a port processor (not illustrated) for performing communication and encryption
functions. Central chassis 130 communicates with host 140. Host 140 provides for
authorization of the electronic transaction. Optionally, computer 150 may be used for
remote configuration of central chassis 130 and as a network management system.

With reference to FIG. 2, the operation of system 100 will be now be described. An
electronic transaction is initiated at POS terminal 110. A user swipes a financial transaction
card (i.e., credit card, debit card, smart card) (step 200) at POS terminal 110 or otherwise
enters information about a consumer’s financial transaction card. Other transaction
information, such as the transaction amount, may also be entered into POS terminal 110.

The POS terminal encrypts some or all of the financial card information and the transaction
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"PED' refers to a personal information nunber (PIN)
Encryption Device and may be 5a device or a term nal
with a built-in secure PIN pad. FIG 1

WOl 082 EBeSs a secure el ectronic transacti on REEEM7H0EE03
i n accordance with an enbodi nent of the present

i nvention. System 100 conprises one or nore PGS
tigfbmatianl (stepil 2L 0) and adpisess thdidfoamdionltd Tegiopdchaspy RO €8p@R0) k5,

r assl.s

fgxg br%!?e@ Bor glg tsrﬁdf 4a0&%0(88@£¥\@{5%g%§%’ be%?d“vtd%@lfor E&ﬁ‘ﬁé pBS
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el ectgha cﬁa@ﬁﬁ@@%&x%%&e eE&ypteemgméeemmFi% @A) ﬂ@'vﬁ
conpr Is that are avaj l

ter
Et e S M SR I R A S
hed eonniealieatkssayd (@tep2 SOPsVeLhd Etbéradt ot felme pdigries netwal dhasis

135 s ko8l ARl rElnas) 2R SRS Ll
rhegsmwél(stqpﬁa@gq kpst]12Q for anthwaizasior KOnkd the uiecnizgtionis cempleitle

%%Qes@?eﬂer&gm%&% BoWedfinP. term nal s 110. Port
processor 11 nprise a pracessor such as the C

63 proEseyek C%F\V%XP%\S(‘}P@“F’F @Fr?rl‘iﬁ?ﬁ‘é?v%tfﬂ"@ﬂ‘ﬁﬁi‘tﬁ‘ﬂ%ﬁ ‘heﬂ‘i)é
p@mtnalpﬂ@mfplem HariG/hid @81 saftwROR6GRLt Bdualtpiploged o

190 encryption of data. Cable 117 may conprise
Cor’f"@%po §¥&Vai l abl e from Hypercorn Corporation. POS
t er m Orathstethdifkl sidey the Frdiwadancddt inwartes mydid @d-ut brdivare and
QE&%'d@&?JeQ [n cklt]&c@w.mﬁé R 1 Qhinh bR B Qe

Regl onal™ chassi' s i's connected to central chassi s
130 b?\eﬁ@t%&e%wmlzﬁansgcaerhsya%marealt?%ﬁ@tﬁ“eae%ffﬂm»@bwkth@r
IR mEhd 1860 e vIGOMOS CA TN o 2 01 bec e @&ES pOIRt ot i trﬁlﬂiyorbe us ed

by .regi onal chassis 12 cate

etateb e M nEare iy Tiorr S pS S Te e dr STl i

ihot nadi@cagionp Ourdatiyyy oeBeBbE (t{myet-rebikthisteuadt coohnufication over the
Oy and encryption 25functions.

@g&%t%mlg%ggm S §g§@g]?r§rqmm cates with host 140. Host

140 prithonghareshess canbe Hverzatyries tofhe hese caicentpingriicc

tak/aRs 64 thn ove%t th@créﬁtahlyed p@r%mﬂtd@ﬁcel R RcBbRed, f or
renpte confi

cen hassi s 130

ki Yot ‘e &ggbgf%cmw ‘S\?w ‘iow ae%PYé%’@&d%l%ciﬁ G
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smar ty, Q&B[qancé @Iﬂ?;ﬂl e%%galm@ﬁ oip %r&s@x{t va@llon %écgregrectronlc
otherwi se enters informati on about a consumer's
frppsagiien sstem l Ghaprorts Bia fklayige fe@t‘ﬁ%r transaction
ibnf oMt s s baciSdaEdboRpatib R &vith IR RGAME ite!ﬁ’ﬂmﬂWﬂhﬁmn rray Ial SO

e entere nt o
encr yptE” g%drf@“tfil’“t%flvfryth{ntaﬁdsz’%]r?éeﬁ]&eag ° “c?aﬁf‘%}“)r‘ H?’?ﬁ‘ mat i on
and tAlgpirr @ams@&of i orssage fiboPO8tdnomal(1$9 ep b2 4B)ypamd
tran i i
(St opTybl S Red 16 RO ) TSR B e O
erapyptherefressage nay be provided for fromthe POS
device to the regi onal network.
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Regi onal chassis 120 receives the encrypted nessage
fromPOS termnal 110 via Sport processor 115 (step
230). Regional chassis 120 again encrypts the nmessa
W&@W/OZ%} and transnmits the message (step ZW/UW@"GZG“
the Ethernet or franme relay 125 to central chassis

130. Central chassis 130 decrypts the nessage (step

260) Hredcquiters daeecyyeretiamesbeiyevn ksys Eathniuited plogsepean

24 thdiQuhQslor A0 4dBrun@hk gy i zation. Once the

authorization 'is conplete, the process reverses itself
back ¥HPPUSniEdsGhgp CIEEWUOHWW%&%@%% Fypie-Pen
s@mpmdualocfey,tahﬂsprge@eﬁﬁssagmmt| on can be extended to

P addi.ng Tripl e-DES hardware and.
Sof tvAPE TR M LR A LBy Gy et BB g vt
procesioys controlled by @netivbrk ntasageranadystem.ded the key igedtibmeystem
r@:@gﬂsqfdn%ﬁ% K&y inﬁé;&NHia@r (ﬁﬁ‘r@‘) u‘dﬁ;ﬁcﬁy ﬁerﬁ%s‘e‘é@ﬂ&y @Pﬂn #@n

In conjunction wt he” next
%W%ﬁfeﬂca%w%wh opeqpkedigen pf @e é‘le%*é‘t‘PY?ﬁ'i‘Q? ‘E"i’ Iéﬁ%%te bs B¥
SMRt esm Ckembes an intelligent encryption nethod from

th d PUS, AT t l I

e PSR M R SRy Pt e TR RO
"clightliytesin legigthpod the Briglé BBS Glakbkeg mag badd byeed 1dngth ubiogig o igblt-
GOBKEX. ko TRUbE) 6ALLANS IS5 ERL Dl { SESRNANL B

l’ secur nication over
lfﬁwﬁ@ﬁrt Kol |Kétl:||1é1 wheyt thoH mevhol Bfangionsatenstions. 20Al t hough

eSS ag SmivAPEDS; il M@ 1%eEindRKEM dr Qach REI @ Sipports
concentrating the de/ encryption task over to the

CBHYRIQN-j %Gc%gerﬁ“’b hestegping ﬁ‘% P‘E‘é‘%ke%‘ﬂﬂs‘b Thp acqpuiger uses their
Hatilitie cane @iosqduxeom:im éethé Kgys intvate terighal Sysiah 1(yoaiaesfnar redilhie s

securit based o 4/.6 byt e PIN- Bl o
rpgx%cular YOC?S% %éess l?e&/s ax% lnjeﬁtﬁ(gln@)t etermme no hogv OtE Co'flt og lsse
tlﬁ@n@yfsﬁ@ﬁhe terminal or PED The secur e el ect ronic

t r anS@GEdoRitncs With BMnEGHER St hbfredchi@ReAoh t%nﬁé’hi 1b Sends the
i sol ating the 25central. systemfromthe cost

JdN@asg ¥ theypperygigtk transaction. “Th§;NAE dogkpried<ily i ﬁs l«gﬁ table to
g adikeent defyplshe nm'ssageafetord pavaR iit®©Me h&EFeSoeTHe edturdni C

transaction s orts the follow ng
FESPET e ‘t“,)s(mé?eg]l ‘V\ge?’gm%lon'patl ble with the
exi stonghe NSO nlating,psimtvarbu anrypt8yat eon-d0Qpedminsichens.as

VI@E)YJ 1birkfh&iRe 4 Mﬁfé%%ed%/ aLhead ekgxoﬁafc@&%é%hs%xok nTes.
, part or none o message from POS term nal 110
aqﬁ)rd‘gyé:eé\wé fly pregcat invention. Immedlately following the TPDU is the Encryption

Definition Section (EDS) that defines encrypted portion of the message. This is followed by
the ISO 8583 transaction in which some or all of the data may be encrypted. Whena NAC
receives an electronically secure transaction, it decrypts the message, removes the EDS and
changes the TPDU to a standard hexadecimal 60 TPDU.
With reference to FIG. 3, the construction of an electronically secure transaction
message format is illustrated in accordance with an embodiment of the present invention.
When POS terminal 110 connects to an acquirer with a non-zero KIN, it will encrypt

the message using the associated key and send the KIN with the EDS and extended TPDU.
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System 100 uses data encryption standard (DES) or
Tri pl e-DES al gorithnms. Keys are not exchanged.

The acquirers or processors nmanage their own keys.
WOHOBHEHEI rer or processor can have their owf4g320¢5f062603
up to 4095 uni que keys. Support standards

i ncl ude encryption Al gorithns for DES CBC- 64,

Tir dcpdréanBESHEBEMBAinshutdf theayesentinvenfi@oihg S8S-ormpdagmher

ff&ﬁﬁ@ﬁ 64—154) @E@QMrQQﬁ% aYEoFiJHm@ﬂe app&eRa. of the present
i nventi on, each network have 1ts own set of keys,

. . ., may /
cont r'ge resaingyillyinge BRsr iR falipaineipfompleiem  and the key
i Nj ecthe MAgis ¥thedmedyped B@S term nal 110. A Key | ndex

Nunmb KI. ni quely i tifies each key within the
net mef)‘&.g‘a'i“ﬁg %\tjgsgté’?g’gﬁ%@'p\%gg 1 SR LB s ent of the

pr es etitecksiny efthd daf befoly@ndgpocan be any value fromlto
4095-Th%%1@fo§%9&ﬂﬁ‘é}?e wi th one enbodi ment of the
present 1 nvention, the DES key may be eight bytes in
|engt%eaﬁaUtlmssertrtﬁ’wefl@e@xaff&%fgeRéf‘y“wgﬂb“g?-m bytes in
| engtihe ioNgs hwe p&EigBtespnéce: keys. The two keys may be
concaﬁen@t ed tol% t her to creat €., 24- be)étte &Jsi(p% et: he
equat TERN RO RIOSIIHTENE HEFRTSA{HORPHEET RRHE IS response.
dhacak@nat eponse i ptoedssadmadmalBED i s i njected with a key
and &, fhMOrinEAGRO eI s RURRRLER S AROGEY RihEbs. The
acquirer w1l determne the actual keys used. The

ac qui Neswork Beer -pther netwokcdrpys piedigndied dp e see dhshiensasthsy are
Iwih@fkr hdiGgdeys into the termnal. System 100 does not
require a particul ar pro s f.or. how keys are i.njected
| nto 1 LebRial s B BOS lior i e i g esor
rekiaa fechctdntcbinplettdte fdiler TheEDIS poitiodHA. meksageaic o slain tie
?/itllg] gegggnbodi ment of the present invention, term nal
YE"6EHYS the 20 KIN al ong with the encrypted

t r ansi@tidr Gormaf Heachi@ntowikhsengmbedineenkefithe pres¢nt véadign, TEBY e
tn%siaéﬂ?’m{ah@ dé%@r%e@ﬁ@ovq e }{m&r (‘jf{ﬂl')ﬁs HERD#E8 isk%ﬁgvg{ i the header
passing It to the host processor. The return nessage is
&F heperiBlent in the clear to the termnal. For
tiP®UNAC t 6 di St'i ngui sh pp§ween encrypted and
MeDUEDGFRTEd NIT Aidc) | 0asnl KINPRithd B hexgstde cCirplsund @
may be used to i1dentify an el ectronic secure

transgction in. 25. accor da it ht resent .

| reonfienShiefine R S RMSE LIl R BIERERNy s dofind
Belowyption Definition Section (EDS) that defines
FSBL €0 PEIDU [EhiBk:, A EllBy® dEdesclibishd tipe P TPV 70
he 1 SO 85834 byRM%AGE 1R PresdhedMIieEDROMR: BTl TP iishe

lat a may beyensiaRiEDreshiiaio Be HNNGarl @LBY YBS0x8Mand 0x68
2l ectroni cakdpyctis@gure transaction, it decrypts the
rassage, rexmyYes of NieDEDS and changes the TPDU to a
grandar d hesoadeaddres F@ of TER) 30Wth reference to FIG
Xonkrdle constdnteltnitdle. Thesafoudlite et Fadrycidbr fytws @gLn@must be
f{r ansact i onzero for the current version of the EFTSec message format.

KIN The KIN is the Key Index Number. KINs range from 1 - 4095. KIN =

Zero represents an unencrypted message.

(N =S D o T
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nmessage format is illustrated in accordance with an
enbodi nent of the present invention. Wien POS term nal
110 connects to an acquirer with a non-zero KIN, it

WQ 200843EBYpt t he message using the associ at eBCKESROHMG2603
send the KIN with the EDS and extended TPDU. In
accordance with an enbodi nent of the present

itarent i on, Thesta@BCofét afttdendrpied ipertiof eeltthaesiegds ih-tig-¢njlian
DES and Tr i foinent. DB off¥etyrd iesntathebyuippodinielt folPhving the
ternm.nal. fi¥PS_in the EDS wi.th.the follow ng .

i@k mat | onkenghés thedprgthpf G eachted pTHYATdY meawee. Jimed-bit
starting of fiRist fegdpack ode(d i%deFéaﬁl Tw‘% RESare spgported.
message ChelRSGfieatire h’é“'&l%ff u 1 ’l.;ﬁééth &g TYB‘rF“q'FFéryRi

Z

flor the acqlﬁ FE "f;ghglﬁ ta " dat yes

message is %p iﬂ bea nded brl h nuﬁierof 5!
fesponses: PFE C%, h S h GaLNG %ﬁ:
transacti ONyye ctz%?r?t ﬁ;@rsofb esé ,1@5}159 R&fie det
tiransact i onef@s Q%spgd byBesPT ocesse hor ma\ I nval id

K& ¥cksunt e CORPMLEEr & %‘EK N HRSF MO LatdTo, Fﬁm@lﬁﬁrﬁé T
hecksum i NcaichBeELShe NEE W (K& ERFy ﬂon@lrﬁ%th@ﬁéﬂfv@ﬁ Kum of]
rrors are fomnshedgihind Wigh tHeadfa by @sEu RhtirAHg tHGgh &k &ngth.

i th ot her Resskagasfoxbd HYidattsaght Re Ganidal diihet dvdatand PGS

ppl i cati onchedsint addtigMsaCEoubirol pgighngrifietior.ds when a

tir ansact i onlf ¢ phmited sheolsuth d Ux80, thENACEDS nproedify drandfend
ssage i s thotresantp forthethhg. | 0ggi ng record.

Header Format. In accordance with an enbodi nent of the

pr esedfecksIM Al TPDU nessage format is described

bel ow. The nunber of bits in each field is shown in

t he hglgd@}owmgé‘an@le&l@g%faﬂ%{ates the checksum in the EDS. The routme

assumes that the message contains a valid TPDU, EDS and data in consecutive bytes in

memory, with message pointing to the start of the TPDU.

#define START 7 /* position of start word */
#define LENGTH 10 /* position of length word */
#define HEADERLEN 12/* length of TPDU and EDS */

unsigned char Calculate  checksum(unsigned char *message)

{

unsigned int start;  /* start value from the EDS */
unsigned int length; /* length value from the EDS */
unsigned char checksum, /* calculated checksum */

start = (message[START]<< 8) + message [START+1];
length = (message[ LENGTH] << 8) + message[LENGTH+1];

offset = start + HEADERLEN,;

checksum = 0,
while (length--)
{

checksum += message[ offset++];

}

return checksum,

}
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TPDUF, DS TPDU ID 8 = 0x70 Ni |l SRC 16 Control 4KIN z
Start 1o ILength 16 Checksum 8 The Encryption
Definition Section (EDS) follows the TPDU. Each field
0 HEFVZAEE bel ow. FPDU ID TPDU Identifier. RCEHUREOH62603
byte that describes the type of TPDU. 0x70 and 0x78

i ndi cate the presence of the EDS. The EFTSec TPDU | Ds
x70 and 0x78 correspond to the standard TPDU | Ds 0x60

and Ox68ifs Qﬁﬂ?&ﬁ&n\(a%ksy and sOWRioit BlpfbbRhns HRPbben SR herein
Addr ess Fi el gl Control nibble, These four bits

2V i TpeEdp SReeifie BROCPTREDT eHQnCHer hPeRTILS Adyantasss sPIYHORS P he
cmlﬂem;t and @fySdleieniQs) thhhexyclhuikSas bmeﬁs ag'ﬁltéfg@IdiT&ilutlon ohecdkbN

I §C eemore %I’PHOUQC%?EIIG lI%OrIQOebe conslru as d‘ txgaq recgurgg or C-SSCX‘I eatur}éls N

S an unen
oqﬂe]empnts of any or all the claims or the mventxon The scope of the present invention is

accordingly to be limited by nothing other than the appended claims, in which reference (o
an element in the singular is not intended to mean “one and only one” unless explicitly so
stated, but rather “one or more.” All structural and functional equivalents to the elements of
the above-described exemplary embodiments that are known to those of ordinary skill in the
art are expressly incorporated herein by reference and are intended to be encompassed by

the present claims.



7 WD 2008/ 021581PCT/ US2007/ 062603 Start The starting
of fset of the encrypted portion of the nessage, in

bi g-endi an format. The offset zero represents the byte
i medi ately follow ng the EDS. LengthLength is the

| ength of the encrypted p of the nmessage. The
64-bit :cipher feedback mc)ﬁdLA%C- 64) of DES and

rlpl Q CBC-64 requires a.nultiple
L o e BB rosa eSOt ERYRITE | he
length of data is not a nultiple of eight bytes, the
t er m HAPCHYIBE, bypprtiet-gfasdl W OS termied, m%n@a%fqr Rdtnapgial
going to be encrypted. Zero to seven bytes shoul d be
appecidedard;o bring the total nunber of bytes to a
mul tiple of eight. The Length field in the EDS shoul d
al ways) re@pviag it tht PO Sasinviahl, st o8 ffolby figsclal trhfction;
nmessage; it should not i ncl ude t he | ength of the pad

byt esq) Teﬁgx"ygﬁf-ﬂ%@%ﬁgﬁé@t&f\mh Sthe 5%(&51%%@@%&%609%&&%

dat a. um1s cal cu ate on the clear text
ncr t.-bit sum of each
SO AR R B8 Bed f g S B mtasit  ul e
through the I ength A checksum of OxQO_i ndi cates, that
t he t‘éF]HfiWélancﬁnarYﬁB?né BhpHscetign anbe keymdghaumhe Rl first

woul d not perforn1ver|f|cat|on If the conputed
Pivemkeumeisegax 00, the NAC will not verify it and send
the nessage up to the host. Checksum Al gorithm

The fdlttawmitgngderfirbteenCrypodaneshgidatregiohdiehadsascksum
in the EDS. The routine assunes that the nessage

cont aé)%cxgpmé 'b@/ tﬁmglonﬁpélagm tHatiAt bierGRBS BebdakY Bito a

bytes in nmessage pointing to the start
$o 'ﬁ“ﬁﬁﬁ%@?%%% 'IS/ f‘TQ?L {ion of length word +/
frdef S ?rarl;lsErﬁ%?n%L Ey séc%/nfi elncerr}]/gtteg rr?efssa-gz%]a %gtqrvor acge/ss controller;
looking up an encryption key by the network access controller with the use of
the key index number from the second encrypted message;
g) decrypting, by the network access controller, the second encrypted message

into a decrypted message; and

h) transmitting the decrypted message to a host processor for authorization.

2. The method of claim 1, further comprising:
selecting a key from a plurality of keys for use in encrypting the financial card
information and the financial transaction information; and

loading the selected key into the POS terminal.

10



10unsi gned char Cal cul ate_ checksun{unsi gned char

*message) unsigned int start;/* start value fromthe
EDS */ unsigned jot length; /* length value fromthe
EDS */ unsigned char checksum/* cal cul ated checksum

x tart = (nmessage[ START] << 8) + nmessage ART+1] _;
7RG Melof abEERy ARt BN nahe nyork Eoreeegup L NG of
of fset = start + HEADERLEN;, checksum = 0; while _
diptineyishing)bephesslaa preryptade syaion fhd a penjencrypted tignsaction.
checksum Benefits, other advantages, and sol utions

to probl ens have been described herein with regard to
speci fic enbodi nents. However, the benefits,

AdYNINaGed of Al Bi @AGreinOh BRI RES traddadti @y pedea@N {tB h
that may cause any benefit, advantage, or solution to

?F@Urlm{eégd&?rﬁﬁ%. fgﬁ{)\%@f)9 RRUACSH8A Befilioh ge[clﬂﬁn that defines

construed as critical, required, or essenti eat ures
or elements..of Ry or all the clains or the invention.
%ﬂ%mg@%%éb%WOQHét%P@?%ﬁ?‘invention is accordingly to
be imted by nothing other than the appended cl ai ns,
in which reference to an elenent in the singular is
not intended to nean "one and only one" unl ess

Bxplhd wiethog of olain 4t wherclutponaededving theeenoryptedrreessaghl and
structural and functional equivalents to the elenents

deerybiihp eheadhessegddes theinbeebriexesspd esntrodlelolth mewbk dcheds
are known to those of ordinary skill in the art are

ORBOBSSLM oV ECHRE BRGDHESh NEMfidh R¥tisEREMANE ecfHe@hRssage; and
i ntended to be enconpassed by the present clains.

rt%r%l:é\ﬁh TR R GhGEY %h%%érﬁfﬁr&%ﬁééﬁi% 60, TPDU in the
ansactions, conprising: a) receiving, by a
$oint-of-sale (POS) termnal,information for a

CHARS BESSE¥%nsact i on card:

6. A secure electronic transaction system, comprising:

a point-of-sale (POS) terminal;

a regional chassis, wherein the POS terminal is connected via a
communication link to the regional chassis, wherein the regional chassis is configured
to receive financial transaction information from the POS terminal and the regional
chassis is further configured to encrypt the received financial transaction information;
and

a network access controller, wherein the regional chassis is connected to the
network access controller by a network, wherein the network access controller is
configured to receive encrypted financial transaction information from the regional

chassis and the network access controller is further configured to decrypt the received

11



b) receiving, by the POS termnal, information for a
financial transaction; c) encrypting, by the
POS term nal, the financial card information and the
financial transaction information into a first
n ed._mes enc .
PR RS S metnnrron e e lBRR ¢Sy plogpation
ted nessage; d) transmtting the first
ﬁ@FVEE 86°5i¥ssage to a regional chassis; c)
encrypting, by the regional chassis, the first
encrypted nessage into a second encrypted nessage;
) transmtting the second encrypted nessage to a
heThosku@atessncarinsative systtm ok chagn Gpfampedoaniyiptinogthod for
key by the network access controller with the use of

dlb@rdaylll B%ésﬂk’g@ﬁ{saétfdhmawlﬁdlﬁg%)% GRCINPLRE 1 to 5.

nessage; decrypting, by the network access
controller, the second encrypted nessage into a
decrypted nessage; and h) transnitting t he

e ted e to host C
STho e Ro RS Tranfac Tl Shaser o SR e Whggeinip POS termina
conmpri si ng: selecting a key froma plurality of

elpges gy engswption defgitipp seqtigntand afkicy dftex AUmbSE i the financial
informati on and the financial transaction information,;
angadtmadifogmbtien; sed edicedh theynetwirk atéves R@rdller lvokahp an
3. The nethod of claiml or 2, wherein the network
aregtion keniwioldsebf i keapattkawafbedi sti ngui shing bet ween
an encrypted transacti on and a non-encrypted
transaction. 4. The nethod of claim 3, wherein the
encrypted transaction is provided with a TPDU I D

exadeci nal t he cencr I g thon.

Jorers eﬁu’i@h%%c nle a8 by RS PO GRnGE i WheRin the
. ..5. The method of cl.aim4, mhereln n, .

E@é é?rmlwé i§ sratightedyp eRd YRERS Hganci &raé}%@&P%f‘ifH’gn%t’r?é prior to
message by the network access controller, the network
sodimgshemfemultipe to theregieral chassisncr ypt i on defi nition
section fromthe decrypted nessage; and repl aces the
TPDU I D hexadecimal 70 with a standard hexadem cal 60
TPDU in the decrypted nmessage. 6. A secure electronic

%(5 aﬂ@@é‘etchl‘éréle%‘lr%hi%”ﬁang:%ﬁ 's?été}g of @laRRINhefetS bk AN Rhinal is
er m nal
configured to encrypt the financial transaction information using a key selected from a

plurality of encryption keys.
11. The secure electronic transaction system of any one of claims 6 to 10, wherein the

network access controller is capable of distinguishing between an encrypted financial

transaction information and a non-encrypted financial transaction information.

12



a regional chassis, wherein the POS termnal is
connected via a communication link to the regi ona
chassis, wherein the regional chassis is configured to
receive financial transaction i nformation fron1the POS

t erm nal t he regi onal chass S ]S Lurt n i
l;?onﬂaegw@a e&tr@%mafaoflﬂ% SysER P %lam? ! helHSTiR the encryptec
transaction i nformation; and etwork access

femciebirhesectigthisfesmationis nreyiehwith @H&’é%‘ﬂ é&@%@?ﬁﬁ%@éﬂ@d

to the network access controller by a network, wherein
fohlewné bwitickenacypeios defimtipokéotion itlsat deifnrlidsgmreedryp@d meciedvel the
encrypted financial transaction information fromthe
heghash chassis and the network access controller is
further configured to decrypt the received financia
transaction information prior to sending the financia
transaction information to a host processor. 7. The

re el ec nic .transacti S f
e oG e RBb ot PO ROR e SEERETL) of BB ¥
transacti ons according to any one of cl ai l1to 5.
entrpHer, yperesciyingdhe spfroted QH:’%?& iUgRsasyep gﬁ?%*raﬁerl&f‘ijn 6
or 7, wherein the PCS term nal includes an encryption
dietyming;toninserotation, ramgves the ynérppléon ¢alimiéean seﬁtwrhéom the
financial transaction information; and wherein the

A&k ymeKindseRsisn Coltreplhd@thd TPRY Iiphaxadesimely it wih alseydard
with use of the key index nunber. 9. The secure

SLAGLARAI G0 TPBOSAG datrival @iafuiahy one of claims 6
to 8, erein the POS termnal is configured to
encrypt the financial transaction information prior to
sending the information to the regional chassis. 10.
The secure electronic transaction systemof claim?9,
wherein the POS termnal is configured to encrypt the
financial transaction information using a key sel ected
froma plurality of encryption keys. |Il. The secure

el ectronic transaction system of any one of clains 6
to 10, wherein the network access controller is
capabl e of distinguishing between an encrypted
financial transaction information and a non-encrypted
financial transaction information. 12. The secure

el ectronic transaction systemof claim1l, wherein the
encrypted financial transaction information is
provided with a TPDU I D hexadeci mal 70 followed by the
encryption definition section that defines an
encrypted portion of the information. 13. The secure
el ectronic transaction systemof claim 12, the network
access controller, upon receiving the encrypted
financial transaction information and decrypting the

i nformati on, renpves the encryption definition section
fromthe decrypted information; and replaces the TPDU
I D hexadecimal 70 with a standard hexadem cal 60 TPDU
in the decrypted information.
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